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trade events per second

of new information daily call detail records per day is unstructured content …

Volume Velocity Variety

5
of Tweets create daily

12 terabytes million

15 petabytes 500 million 80%
info 

growth 

average surveillance video

4 terabytes/site/day

Information Growth Driving Huge Business Challenges



Customers Struggle with Information Volume, Value and Risk

DUTY

DUTY

VALUE

EFFICIENCY

How do I meet legal 

obligations more 

efficiently and reduce 

legal risk?

How do I go from physical 

to digital records 

management?

How do I deal with doubling 

data and shrinking budgets?

How do we find 

information of value and 

use it to make better 

decisions?

… and typically address as unrelated challenges.



Loose Link Between Information Duty and Value to Assets –
Form Doesn’t Suit Function 

1
Retention schedule 

limited to sub-set of 

information, defined by 

record code  

3 Data not managed by person 

or record code, so no ability 

to tie retention and holds to 

most data  

2 Holds defined by 

person (not data or 

record), legal has 

limited visibility to 

environment so 

holds are over-broad 

and difficult to 

enforce 



Information Value Declines Over Time, Cost and Risk Don’t

Quantity

Time 

Cost

Risk

INFO VALUE

Value

Business Need Regulator Need (TAX) No Need



No effective means for disposing of unnecessary data today – retention schedule tuned for paper, legal holds tuned for 

email.  Neither is the source of high data growth or IT cost, so 33PB used today at $5m/PB will bloat to 310PB in just 5 years. 

Reaching The Economic Tipping Point  

Risk not been reduced by keeping all data – it has increased materially.  The exposure to cost to produce vintage data is over-

taking the risks of sanctions and settlements.

0.05% of vintage data is 

$13B in ediscovery cost 

exposure – a material 

financial risk.

Retention 

schedule 

addresses paper; 

legal holds 

address email.  

Cost is 

elsewhere.
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“The best way to reduce the amount of 
data — delete it.”
- Sheila Childs, Research Vice President, Gartner
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DISPOSE OF UNNECESARY DATA

Hold & Collect Evidence

Retain Records & Dispose

Archive for Value & 

Dispose

Enterprise 

Information

Very Simple Savings Proposition:  Dispose of 

Unnecessary Data

Business 

Utility

25%

Regulatory

Record

Keeping

Regulatory

Record

Keeping

5%

69%

%s based on CGOC Summit 2012 Survey

Everything Else

Subject 

to Legal 

Hold

Subject 

to Legal 

Hold 1% Cost & Risk
Reduction
Enables Disposal

Cost 
Reduction
Normalizes growth 
curve



IBM is Helping Customers Align Information Cost with Information

Value for Transformative Results

Strategy:  

Policy and Process Integration Across Information Stakeholders 

Enables Defensible Disposal, Lowers Cost and Risk

Execution: 

Operationalize Program and Drive Business Outcomes with Structure, 

Defined Processes, Metrics Accountability  

1. Program Leadership and Governance
Charter, directive, resources and accountability for enterprise 

program and results 

2. “Keep to Delete” Process Maturity
• Identify, retain and properly govern data with value to the 

business

• Delete early, often and timely with “defensible disposal”

process automation – create the white space

• Design legal holds, retention and disposal into the process 

rather than reverse engineering them in episodic clean up or 

crisis reaction

3. “Floor to Door” Process Maturity
• Store at right cost point,  align tiering to business utility

• Convert the white space into savings with storage 

optimization; avoid procurement of additional storage 

capacity

• Reclaim application assets from legacy data cleanup
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Methodology Centered Around 16 ILG Processes



DRIVE

VALUE

MITIGATE

RISK

CONTAIN

COST

• Find the right information to make the right decisions

• Mobile and localized access to information

• Don’t waste budget on unnecessary IT or legal 

services

• Manage and coordinate the legal hold and collection 

process more efficiently; ensure privacy duties met

• Predict and lower e-discovery costs with culling, 

assessment and early review

• Dispose of data debris consistently, defensibly and 

automatically

• Archive structured and unstructured data as it ages to 

reduce cost and complexity

All Stakeholders Need Process Improvements and Benefits from ILG

• Ready access to customer, product and market 

information that drive shareholder value

• Lowest cost of IT and legal services

Business Needs: ILG Benefits:

ILG Benefits:

ILG Benefits:

Legal Needs:

IT Needs:

• Satisfy duties to preserve, produce and protect 

information 

• Minimize the costs of meeting legal obligations 

for information

ILG Benefits:RM Needs:

MITIGATE RISK, 

CONTAIN COST

• Manage global taxonomy, syndicate and enforce 

retention schedules for all information

• Efficiently coordinate retention program across 

stakeholders  

• Define and meet regulatory and policy 

requirements to keep records

• Demonstrate rapid response to regulator 

inquiries 

• Minimize “run the shop” costs to increase 

investment in “grow the firm” activities

• Cut total costs even as total volume rises



• Search, retrieve and share content of value across 

teams, processes and projects

• Find patterns, insights and structure in aged or 

loosely organized unstructured data  

• Eliminate digital debris to bolster productivity

• Search and analyze information across SharePoint, 

file shares and email

• Eliminate manual mail box and file clean up in “at 

capacity” situations

• Get fast access to unstructured and application 

data

• Big data, not bad data

More Business Value:  Information Availability & Analytics

DRIVE 

VALUE

Business Needs: Capabilities:

• Leverage information for better 

decisions

• Mobile and localized access to 

information

• Don’t waste budget on 

unnecessary IT or legal services



• Issue and automate legal holds with precision 

across people and systems with data

• Collect, cull and assess evidence 

• Manage custodians, collections and data 

obligations in concert with IT

• Manage and coordinate the legal hold and 

collection process

• Predict and control e-discovery costs and 

support review

Lower Legal Risk:  Rigorous, Efficient eDiscovery

MITIGATE

RISK

Legal Needs: IBM Capabilities:

• Satisfy duties to preserve, 

produce and protect 

information 

• Minimize the costs of meeting 

legal obligations for information



• Manage global taxonomy and retention 

schedules for all information

• Coordinate retention program across business 

units, records liaisons and legal more 

efficiently  

• Manage records in disparate systems in a 

centralized manner

• Syndicate and enforce retention schedules on 

structured and unstructured records and 

information

Lower Cost & Risk:  Records & Retention Management

MITIGATE

RISK, 

CONTAIN 

COST

RM Needs: IBM Capabilities:

• Define and meet regulatory and 

policy requirements to keep 

records

• Demonstrate rapid response to 

regulator inquiries



• Archive email, files, application data, and 

social content based on its business value

• Retain, hold and dispose of archived content 

efficiently

• Govern structured and unstructured archives 

with unified policy management and 

automation

• De-duplicate and compress data to reduce 

storage space and cost  

Lower IT Cost:  Value-Based Archiving

CONTAIN 

COST

IT Needs: IBM Capabilities:

• Minimize “run the shop” costs to 

increase investment in “grow the 

firm” activities

• Cut total costs even as total 

volume rises



• Transparency to legal and business obligations 

and policies for data to manage by value

• Automatically apply retention schedules and 

legal holds on data to consistently dispose of 

unnecessary structured and unstructured data 

• Plan and execute “demand controls” across 

data source portfolio and environment

• Curb storage growth, achieve steady-state 

capacity through disposal and virtualization

Lower IT Cost & Risk:  Governance & Disposal

MITIGATE

RISK, 

CONTAIN 

COST

IT Needs: IBM Capabilities:

• Minimize “run the shop” costs to 

increase investment in “grow the 

firm” activities

• Cut total costs even as total 

volume rises



ILG Reference Architecture

IBM Policy & Lifecycle Decision Management

Need and value Regulatory records Potential evidence

IBM Disposal & Governance Management

Data source catalog 

Map of need to assets

Policy transparency 

IBM Policy-Based 

Information Management

Application 
Data

Content
Mgmt

File & Email 
Archives

StoredIQ Active

Information Management

File, Email & 
SharePoint

Desktops
Social Media 

& SaaS

IBM Policy-Informed Storage Management

Storage 

management

Duty to protect

Policy  

reconciliation 

and syndication 

Storage 

virtualization

Storage 

optimization

Dynamic Policy 

Management: 

Precisely define what is 

needed, why, how long

Policy Execution:

Apply the right policy 

to data wherever it is

Data Infrastructure:

Contain consumption, 

align cost to value

Policy Syndication:

Distribute reconciled 

policies to data sources

Back up & 

disaster recovery



ILG Policy-Driven Alignment of Information Cost to 

Value

Quantity

Time 

Archiving & Tiering Inflection Point: Align Cost as Value DeclinesArchiving & Tiering Inflection Point: Align Cost as Value Declines

Disposal Inflection Point:  Eliminate Cost When No ValueDisposal Inflection Point:  Eliminate Cost When No Value

Analytics Inflection Point:  Realize Value as Context ErodesAnalytics Inflection Point:  Realize Value as Context Erodes

INFO VALUE



�

Closes process gaps to tie duties and value to assets to 
optimize value and eliminate cost and risk

1
Determine what to 

keep for regulatory and 

business reasons

3 Apply and execute 

retention and disposition all 

the way to floor 

2 Accurately scope and 

execute legal holds and  

ediscovery processes



Typical Savings Levers and Program Goals

4 Target Cost Compression Areas & Actions

Decommission applications, 

dispose of data and terminate 

support

Dispose of data with no utility 

Reduce volume of data 

unnecessarily processed by 

outside counsel, vendors

Archive legacy data and store 

on appropriate storage tier  

Storing data at a 

cost higher than 

data value

Applications 

supported without 

real business value

E-Discovery 

external vendor 

spend

Storage 

Infrastructure 

storing data with 

no utility 

1

2

3

4

A. Legal does not identify the right custodians.

B. Actual, rogue or IT managed data sources are missed.  

C. IT or employees migrate, retire or modify data due to no hold visibility. 

D. Legal fails to follow through on information identified in custodian interview process.

E. Collection failure from overlooked source, departing employee, incomplete prior collection 

inventory, communication and tracking errors.

F. Unable to assemble, understand or defend the audit trail of discovery activities.

G. Failures in record keeping and regulatory change management.

H. IT ‘saves everything’ increases discoverable mass, complexity.

I. IT disposes of data of value to the business or  with legal obligation.

J. Private customer data is exposed, theft, brand damage, or regulatory penalty occurs.

K. Legal obligations for data are poorly understand and executed from miscommunication or lack 

of information.

L. Systems are incapable of complying with information obligations 

M. IT lacks full facts on disposal of information so excess accumulates or data is lost

N. Legacy data is poorly understood, overlooked in litigation, expensive or difficult to find and not 

reliably disposed

O. Unable to reclaim or recover unused assets or allocate based on business need

P. Unable to pass an audit on compliance with retention, preservation, protection and disposal 

policies

16 Compressible Enterprise Risks



Transforming Processes to Lower Cost & Risk with Information 

Lifecycle Governance

Path to Point B

Operationalizing ILG Program, Measuring 

& Ensuring Success

1. People and organization

– Governance organization model, 

– Metrics and measurement to 

ensure “Point B” business results

– Communications cadence and 

decision making

2. Process

– Business processes and changes 

required to achieve “Point B”

business results

– Identifying and closing gaps in 

current process maturity

– Operational capacity required

3. Technology 

– Operational and technical capability 

required

Point A
Accurate assessment of where 
we are today

�Total and excess data volume

�Excess IT and legal cost 

�Risk assessment (cost of 

current mitigation model)

A

B

P
Point B
Our specific cost and risk 
reduction objectives and fiscal 
milestones 

�IT run rate reduction target

�IT and legal cost avoidance 

projection

�Risk reduction (target 

reduction in cost of mitigation 

target)

�Tied to fiscal year



IBM is a Strategic Partner in Enabling Defensible Disposal


