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 Proactive and preventative information protection
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The who’s who of the world’s biggest data breaches.... ™%X

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/#

m
®

World's Biggest Data Breaches

Selected losses greater than 30,000 records
(updated sth Feb 2015)
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The who’s who of the world’s biggest data breaches.... "V2%

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/#

[
[HIK]
Ih

uyll
..||HI
T}
2

© 2015 IBM Corporation



IBM z Systems

m
®

Why is it happening?

BigData

private

Data is...
v'Generated 24x7
v'Used Everywhere
v'Always Accessible
v'On private devices

Data is...

v'Leaving the Data Center
v'Stored on shared drives
v'Hosted by 3 party
v'Managed by 3" party

Datais...

v'Produced in high volumes
v'Stored unstructured
v'Analyzed faster/cheaper
v'Monetized

Everything is

Everywhere Data Explosion

v There is more data

v'Data is leaving the data center
v'Data is consumed everywhere

v'Data is worth more than ever before
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Data Security is frequently in the news HEE
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President Obama declared that the “cyber threat is one of the most serious
economic and national security challenges we face as a nation.”

Former NSA director tells the Financial Times that a cyber attack could cripple the nation’s
banking system, power grid, and other essential infrastructure.

U.S. Defense Secretary Chuck Hagel said that intelligence leaks by National Security
Agency (NSA) contractor Edward Snowden were a serious breach that damaged national
security.

Hackers had broken into its in-store payments systems, in what
could be the largest known breach of a retail company’s computer
network. Estimated 60 million credit card details stolen.

Hackers orchestrated multiple breaches of Sony’s PlayStation

Network knocking it offline for 24 days and costing the company an

estimated $171 million, and significantly damaged brand reputation. t/?ata Bl‘e
€ ficn ~9Ch

One of the world’s largest corporations has been hit with a widespread data breach: fise ©s On

Vodafone Germany, personal information on more than two million mobile phone

1047 1088

‘ ‘-r‘
oz

customers has been stolen, extracted from an internal databases by an insider.
rra o 820

In an act of industrial espionage, the Chinese government launched a

massive and unprecedented attack on Google, Yahoo, and dozens of -

other Silicon Valley companies.... Google admitted that some of its <. IR

intellectual property had been stolen.
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Data breaches are on the rise...
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Attack types jid &
saQL Spear DDoS
injection phishing
Source M ¥-Foree Threat inteligence Quarterty 10 2014
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Note: Size of circle estimates relative impact of incident in terms of cost to business

Global study at a glance
350 companies in 11 countries
$3.79 million is the average total cost of data breach
23% increase in total cost of data breach since 2013
$154 is the average cost per lost or stolen record

12% percent increase in per capita cost since 2013

Table 10. Compromised assets by percent of breaches and percent of records*

All Orgs
6% | 96%

Larger Orgs
33% | 98%

Type Category

Database server Servers

Data Breach Report from Verizon Business RISK Team.

http://www.verizonbusiness.com/resources/reports/rp _data-breach-investigations-report-2012 en _xg.pdf

Ponemon Instittue 2015
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Data Governance and Security are changing rapidly ==

Consumerization Everything is Attack
of IT Everywhere Sophistication
\ \ \

Extending the perimeter; focus shifts to protecting the DATA

...to logical “perimeter” approach to
security—focusing on the data and
where it resides

Moving from traditional perimeter-
based security...

* »

" g -
* " ' Antivirus Q . x

\ ...__... o | o \\ j/
J B .= m N

- o

* Cloud, Mobile and Data momentum is breaking down the traditional perimeter and forcing us to look at security differently

» Focus needs to shift from the perimeter to the data that needs to be protected




Real time monitoring and alerting is key

IBM z Systems

m
®

eAttacks occur in minutes yet not discovered for months without real-time monitoring

*Customers will say they have their own solution — but they never monitor in real time
*They can’t act as fast as the bad guys with home grown solutions.

Initial Attack to Initial
Compromise

Initial Compromise to
Data Exfiltration

Initial Compromise
to Discovery

Discovery to
Containment/Restoration

Time span of events by percent of breaches

Seconds Minutes Hours
(
10% 75% 12%
\8% 38% 14%
0% 0% 2%
0% 1% 9%

Days Weeks Months Years

@ &

2% 0% 1% 0%

@ o

25% 8% 0%
\

e 0@ -

13% 29% 54% 2%

0 o -

\32% 38% 17% 4%)

http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf?CMP=DMC-
SMB_Z_77 7Z_Z_TV_N_Z038
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z Systems and Big Data HE
A significant data source for today’s business critical analytics
» Data that originates and/or resides on
zEnterprise

—2/3 of business transactions for U.S.
retail banks

—80% of world’s corporate data

* Businesses that run on zEnterprise
—92 of the top 100 worldwide banks
— 24 of the top 25 U.S. retailers
—10 of the top 10 global life/
health insurance providers

 The downtime of an application running
on z Systems = approx 5 minutes per yr

« EAL 5+ certification

—2X performance improvement with
crypto coprocessors for more secure
transactions (z13 compared to EC12) © 2015 [BM Corporation




IBM InfoSphere Information Governance solutions

Data Security Architect
“I need to understand where data
is and how it is related to other
data. | also need to identify
sensitive data and how it is to be
classified from a security
perspective.”

Corp Compliance Officer

“We have to comply with regulatory
and industry mandates and must
protect the organization from
negative external visibility resulting
from failed audits and non-
compliance.”

,

\

» Discover your DBMSs
* Discover & classify

*DB vulnerability assessments

- * Mas g sensitive gat
Sarative dsia Discover Assess BEIOND SenisivG Cen
5 = » Encryption of sensitive data

Continuously update & & » Archive un-needed data
securty policies Classify Harden e Preconfigured tests based
on best practices
and standards
Critical J

.

DataServer

7

L.

Infrastructure Monitc ort on attacks |
« Cross-DBMS policies Monitor & alert on attacks

+ Pre-built complance

reports (SOX, PCI, etc.) * Monitor changed behavior
* Enterprise integration & * Real-time alerts
+ SIEM integration Enforce * Prevent cyberattacks
« Sign-off management » Detect application-layer fraud
» Centralized audit repository
+ No database changes

. * Monitor privileged users
Monitor

« Enforce change controls
« Forensics data mining

>y

Auditor
“I need 100% visibility and
transparency into the who,
what, where, why and how of
what's been happening with the
data.”

Chief Security Office

“I need tools that help me interpret
and implement security policies
into IT deliverables. | also need
better ways to manage security and
be alerted of potential threats
before a breach occurs.”

© 2015 IBM Corporation
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Core disciplines need to be in place to achieve benefits

Organizational Structures & Awareness

Enhance

Information
(Tlma s

Management

. Supports

-
-
-
------

“Information governance is the orchestration of people, process and technology
to enable an organization to leverage information as an enterprise asset.
Information Governance safeguards information, keeps auditors and regulators
satisfied, uses improved data quality to improve customer satisfaction, lower
business risk retain customers and constituents and drive new opportunities”

© 2015 IBM Corporation



Take the Information Governance Maturity Survey

Your data is saved after you complete each section so feel free to take your time. You can re-take a section at anytime.

Section Your Score  Desired Score m:’; m‘m mm
Take g:rig:':e"e“ a = — 145 16 14
Take Stewardship — — 118 1T 1.5
Take Policy —_ —_ 103 16 13
Take S‘Z‘:a:::em = = 103 1.9 17
Take Value Creation — — 94 17 16
Take Data Quality o — 121 18 1.7
Take ILm - — 87 18 18
Take Security — — 82 23 22
Take Data Architecture —_ — 156 25 2.5
Take Metadata — — 103 1.6 14
Take Audit —_ — 99 19 17

© 2015 IBM Corporation



Agenda

 Big Data opportunities and threats
* Proactive and preventative information protection

« Summary and Call to Action




Trajectory: Time to reach next phase:

=== Significant success '@clyaa@Hosyears@Stosyears
=== Moderate success =~
e Minimal success QI/ 510 10 years @ > 10 years

Tech Data
o o Tokenization classification
High Database encryption ~ Database
and masking o monitoring
Identity and and auditing
access management 0 — Email
encryption
Secure file sharing Backup — Archiving
and collaboration
Medium Data loss ' o il A
prevention management

Low

Business value-add,
adjusted for uncertainty

Negative

Data discovery
Cloud )
encryption (m» 7
: - Enterprise key
management
Storage area
network encryption
%
Creation Survival Growth Equilibrium Decline

Ecosystem phase

FORRESTER

“The shift to data-
centric security i
finally happening”

61547

Source: Forrester Research, Inc.

T&:cthadarTM Data Security, Q2 2014

Swepharee Balaowras, John Konoervag, and Hesd Shey, Apnl 2

Market leader

Within a year

© 2015 IBM Corporation



How we do 1t?
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Data at Rest Configuration Data Data in Motion
“‘.E\ N f:‘ ( 5
I = A
Discovery

Masking
Classification Encryption

Assessment

Vulnerability Entitlements

/@Q

Activity Blocking Dynamic Data
Reporting Monitoring Quarantine Masking
Where is the How to secure What is How to
sensitive data? the repository? actually protect
happening? sensitive data
How to Who should How to to reduce risk?
protect have access? prevent
sensitive data? unauthorized
activities?
Security Policies Dormant Data

Dormant Entitlements

Security Alerts / Enforcement

Compliance Reporting

© 2015 IBM Corporation
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Address the Full Data Protection Lifecycle

-
In
®

g o "
*DB vulnerability assessments

» Masking sensitive data

* Encryption of sensitive
data

» Archive un-needed data

Preconfigured tests based
on best practices /

* Discover your DBMSs

* Discover & classify .
sensitive data Discover Assess

» Continuously update & _ &
security policies Classify Harden

standards
\ Critical g
> DataServer . 5
+ Cross.DBMS policies Infrastructure onitor & alert on attacks
« Pre-built compliance Monitor privileged users
P Monitor onitor changed behavior
reports (SOX, PCI, etc.) & Real-time alerts
« Enterprise integration * -
P 2 Enforce « Prevent cyberattacks
* SIEM integration y

» Enforce change controls
 Forensics data mining

* Sign-off management
* Centralized audit repository
_* No database changes

© 2015 IBM Corporation



Find your Data Servers
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Scan the network to develop an inventory of databases
Schedule regular scans to discover new instances
Policy-based actions

e Alerts

* Add to group for monitoring

| SQL Count

JAdminlstratlon ConsoleUAecess ManagementUTools Unally Monitor |, ) U SQL Guard MonitorU Tap MonitorUlncidi

: Databases Discovered
L] Session Count

Logged Threshold Alerts

Logged R/T Alerts Start Date: 2008-06-26 14:48:49 End Date: 2008-06-26 15:48:49

Exception Count Time Probed ServerIP  ServerHostName DBType Port PortType #
Dropped Requests 2008-06-26 15:31:00  10.10.9.253  10.10.9.253 Oracle 1521 tcp 1
TEENoRE.. 2008-06-26 15:30:58  10.10.9.253  10.10.9.253 MSSQL 1433  tcp 1
Admin User Logins 2008-06-26 15:30:15  10.10.9.55  osprey Oracle 1521 tcp 1
DE o nb’; L i : 2008-06-26 15:30:15  10.10.9.55 Sybase 4200 t 1

o .10.9. osprey ybase cp

Retrospective Report Requests | 2008-06-26 15:30:32  10.10.9.56  10.10.9.56 Oracle 1521 tcp 1
Values Changed 2008-06-26 15:30:58  10.10.9.56  10.10.9.56 DB2 50001 tcp 1
hrouohout

© 2015 IBM Corporation



Sensitive Data Discovery
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The Problem: Finding Sensitive Data can be difficult:

» Sensitive data can’t be found just by a simple data scan.

= “Corporate memory” is poor

= Hundreds of tables and millions of rows:

= Data quality problems make discovery more difficult
Sensitive Relationship Discovery

The Solution:
Common PII data element discovery

e Pre-Defined Scanning

Custom sensitive data discovery

e Supply Discovery with “descriptions/examples”
e Discovery will scan for matching columns

Hidden sensitive data discovery

e Sensitive data embedded in free text columns
— Scan by “floating” patterns
e Sensitive data that is partial or hidden

System A Table 1 System A Table 15
Number Name Patient Result Test
3544600986 AlexFulltheim 3802468 N 53
5728150928 BarneySolo 4182715 N 53
3786736304 BillAlexander 4600986 N 32
6783802468 BobSmith 5061085 N 53
4035567193 EileenKratchman 5567193 N 72
8037409934 FredSimpson 6123913 Y 47
4306123913 George Brett 6736304 N 34
9525061085 JamieSlattery 7409934 N 34
4594182715 JimJohnson 8150928 N 47
1288966020 MartinAston 8966020 N 34

System Z Table 25
Test Name
53 Streptococcus pyogenes
72 Pregnancy
32 Alzheimer Disease
a7 Hemorrhoids
34 Dermatamycoses

© 2015 IBM Corporation
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Address the Full Data Protection Lifecycle
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DB vulnerability assessments
» Masking sensitive data

Discover  Encryption of sensitive
& data

» Archive un-needed data

econfigured tests based
on best practices

and standards

* Discover your DBMSs

* Discover & classify
sensitive data

 Continuously update _
security policies Classify

&

>

Critical

r DataServer «
» Cross-DBMS policies onitor & alert on attacks

* Pre-built compliance » Monitor privileged users

reports (SOX, PCI, etc.) Monitor changed behavior
* Enterprise integration & * Real-time alerts
* SIEM integration Enforce « Prevent cyberattacks
* Sign-off management
* Centralized audit repository
| » No database changes

Monitor

» Detect application-layer fraud

» Enforce change controls
e Forensics.data mining;

© 2015 IBM Corporation



Vulnerability Assessment
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Based on best practices

Cost effectively improve the security of data servers by conducting automated
database vulnerability assessment tests

Web Browser

Review
Reports

Guardium Vulnerability
Assessment
Appliance

Results

Pass/Fail Statistics

Criticality and recommended actions
Filters and comparison

History and trends
Distribution/Compliance Workflow

Automated DB Scans

Database Vulnerabilities
Oracle
SQL Server
DB2
Sybase
Teradata
Netezza
MySQL
Postgres

Assessment Tests

. Privileges
Authentication
Configuration
Patch levels

© 2015 IBM Corporation



ldentify Unpatched and Misconfigured Systems
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Current Test
Results

Prioritized
Breakdown

Detailed Test
Results

y

IBM" InfoSphere™ Guardium’®
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Cat. Test Name
Priv. Access To The UTL FILE Package is
restrict

Conf. LOG ARCH PLEX DEST

Conf. MAX _ENABLED ROLES is not greater
than 30

Friv. No 'Catalog’ Role Assignments

Priv. No Authority To Create Libraries

Priv. No Roles With The Admin Option

Datasource PIF Sev. Reason

ORACLE:
Oracle EE -
Joe

ORACLE:
Oracle EE -
Joe

ORACLE:
Oracle EE -
Joe

ORACLE:
Oracle EE -
Joe

ORACLE:
Oracle EE -
Joe

ORACLE:
Oracle EE -
Joe

Fail Major Found Exec UTL_FILE privilege granted to public

Recommendation: Permissions to execute the UTL_FILE package have been granted to users other than DBAs. UTL_FILE allows
users to access operating system files from Oracle, which may result in & security breach.

Fail Major Parameter. 'LOG_ARCHIVE_DUPLEX_DEST' is not set.

Recommendation: LOG_ARCHIVE_DUPLEX_DEST is not set. We recommend to set this parameter to a valid directory owned by
Oracle set with owner and group read/vrite permissions only.

Fail Major Parameter: ‘MAX_ENABLED_ROLES' with a value of 150" has been obsoleted for version 10.2,

Recommendation: Max_enabled_roles is set to a value higher than 30. This parameter should be limited as much as possible
(Typically SYS gets 20 roles by default)

Fail Major Some users o roles other than predefined dba or roles have been granted default roles: SH, OLAPSYS,
PERFSTAT, IX.

Recommendation: Access to Data Dictionary and Catalog roles, 'SELECT_CATALOG_ROLE', 'OLAP_DBA'
EXECUTE_CATALOG_ROLE', 'DELETE_CATALOG_ROLE, 'RECOVERY_CATALOG_OWNER'is granted to some users. We
recommend restricting access to the Data Dictionary. Access fo the Data Dictionary should be done using the VS views.
'SELECT_CATALOG_ROLE' may be granted to 'SYS', 'DBA’, 'OEM_MONITOR', 'EXP_FULL_DATABASE', 'IMP_FULL_DATABASE,
'OLAP_DBA', 'OLAP_USER'. 'OLAP_DBA' may be granted fo 'SYS' 'DBA’, 'OLAPSYS" 'EXECUTE_CATALOG_ROLE' may be
granted to 'SYS' 'DBA’, 'EXP_FULL_DATABASE', IMP_FULL_DATABASE’ 'DELETE_CATALOG_ROLE' may be granted to 'SYS',
'DBA" 'RECOVERY_CATALOG_OWNER' may be granted fo 'SYS'

Fail Major Some users or roles without DBA or IMP_FULL_DATABASE autherity have CREATE LIBRARY privileges: MDSYS,

DMSYS, EXFSYS, ORDSYS, ORDPLUGINS, XDB.
Recommendation: The CREATE LIBRARY (or CREATE ANY LIBRARY) privilege has been granted to some users. We recommend
revoking this privilege unless it is absolutely necessary for & very minimal number of users to have the privilege. These privileges
can be used fo access the operating system, and they allow a user to load an operating system binary file and make calls to that
binary’s functions.
Fail Major Found roles granted WITH ADMIN option

Recommendation: Roles have been granted with the admin option to roles or users other than DBA, SYS, and SYSTEM. When &
role is grantable, a user can grant that role to other users. Since granting roles should be restricted, we recommend that you not
grant roles with the GRANT option

© 2015 IBM Corporation
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Sensitive Data Masking

Masked or transformed data must be appropriate to the context:
—Consistent formatting (alpha to alpha) —Context and application aware

—Within permissible range of values —Maintain referential integrity

A comprehensive set of data masking techniques to transform or de-identify data, including:

=String literal values sArithmetic expressions =Lookup values
»Character substrings »Concatenated expressions *Trans Col
»Random or sequential numbers =Date aging
Personal Info Table Personal Info Table
PersNbr FirstName LastName PersNbr FirstName LastName
08054 Alice Bennett 10000 Patricia Zakhar
19101 Carl Davis 10001 Claude Monet
27645 Elliot Flynn 10002 Michael Parker
Event Table Event Table
PersNbr FstNEvtOwn LstNEvtOwn PersNbr FstNEvtOwn LstNEvtOwn
c 27645 Elliot Flynn E 10002 Michael Parker
27645 Elliot Flynn 10002 Michael Parker

© 2015 IBM Corporation
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Encryption is everywhere — but where and how makes a difference =
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* Encryption choices — why should
Encryption encryption be built into storage

" Key

— Performance — cryptography can be
computationally intensive

Management

— Efficiency - encrypted data is not able to be

File system encryption compressed or de-duplicated

Database encryption

/ \ — Security - Data in transit should use
temporary keys, data at rest should have
Switch encryption long term retention and robust management

— Scalability — best to distribute cryptography
across many devices

= Key Management Interoperability Protocol
Standard makes this viable

: — Four years now have demonstrated
Encryption ) - :
interoperability at the RSA conference with
8+ vendors
Disk Storage Enterprise Tape )
Array Encryption Library Encryption - TKLM |nclud-es a c source reference
implementation

© 2015 IBM Corporation
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Data Encryption for DB2 and IMS R
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CMOS Crypto }
Coprocessors <

» Supports all levels of DB2 Data encryption on disk
* No application changes needed « Data on channel is encrypted
* Applications need no awareness of keys (protects against channel/network
» Supports both secure key and clear key sniffers)
encryption « Existing authorization controls
» Index access is unaffected by encryption accessing this data are unaffected
» Compatible with DB2 Load/Unload utilities e Assumption made that access is
and DB2 Tools through the DBMS, or, direct
 EDITPROC, FIELDPROC, or UDF access invokes the DBMS data

invocation exits

© 2015 IBM Corporation
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Address the Full Data Protection Lifecycle
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4 B

*DB vulnerability assessments
» Masking sensitive data

sensitive data Discover Assess * Encryption of sensitive

 Continuously update & : & data
security policies Classify Harden « Archive un-needed data

Preconfigured tests based
on best practices

and standardsJ

* Discover your DBMSs
* Discover & classify

\

DataServer
Infrastructureé Monitor & alert attack

I

» Cross-DBMS policies _ -
« Pre-built compliance Monitor SIS privileged I

reports (SOX, PCI, etc.) 2 onitor changed behavio
* Enterprise integration * Real-time alert
* SIEM integration Enforce  Prevent cyberattack
* Sign-off management Detect application-layer frau
» Centralized audit repository » Enforce change control
| No database changes « Forensics data minin

© 2015 IBM Corporation
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Data Activity Monitoring
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Application Servers
= Data Repaositories

v/ Activity Monitoring

Continuous, policy-based, real-time monitoring of all data

traffic activities, including actions by privileged users

Host-based _ - - Collect

v'Blocking & Masking Probes, @ il Agpﬁg o

Data protection compliance automation (STARD '

v"Vulnerability Assessment
Database infrastructure scanning for missing patches,
mis-configured privileges and other vulnerabilities

Single Integrated Appliance
Non-invasive/disruptive, cross-platform architecture
Dynamically scalable

SOD enforcement for DBA access

Auto discover sensitive resources and data

Detect or block unauthorized & suspicious activity

Granular, real-time policies
= Who, what, when, how

Central Manager Appliance

100% visibility including local DBA access
Minimal performance impact

Does not rely on resident logs that can easily be
erased by attackers, rogue insiders

No environment changes

Prepackaged vulnerability knowledge base and
compliance reports for SOX, PCI, etc.

Growing integration with broader security and
compliance management vision
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Extend Activity Monitoring to Big Data, Warehouses, File Shares
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TRY

Informix

i

@ InfoSphere
Biglnsights

SYBASE
AN

My SaL

Master Data
Management

ACLE
Siebel,
PeopleSoft,
E-Business
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Scalable Multi-Tier Architecture =

S-TAP for
1 fication DB2 z/0OS
European gy 2/05
Data Centers Mainframe S-TAP for
IMS
S-TAP for
. g . Collector DataSets
‘ °
] QII ° ' . Collector
-
8 2 = S-GATE o s \ \
'I ° S-TAP Americas

Data Centers
s7ap Internet

* ’

\ "
o Central Policy Manager
Remote l.m:m‘io?)-sTAP ) | s\ &Audit Repository
& Outsourcers N S'G},\TE‘ e

Servers

Asia Pacific / _ _
Data Centers Integration with
;, LDAP, IAM, IM

| Tivoli, IBM TSM,
Firewall ?’N\E! Remedy,
s

S-TAP Collector

®© 2015 IBM Corporation



Cross-platform policies and auditing across enterprise
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Unified cross-platform policies easily
defined

Responsive actions defined within
policies

Single audit repository enables
enterprise-wide compliance
reporting

and analytics

Access Rule Definton
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APPUSER
—_—

frrev

E
=
=
I~
3
-

Application Database
Server Server
10.10.9.244 10.10.9.56

Rule =1 Description _mApp Source Applser Connection

Category Secuity Classification :B'ead\ ' Severity hED V;
lot D Server IP it _mlom.p_ﬁodx:tm&rms
tot [¥] Clientp | andior Group | Asharized Clert Ps
ot [] Client MAC _' let. Protocol ) pee—

ot ] pB Ilame

Fleld Name

ot [ ] |DB User APPUSER

Object I EmployeeTable

command | Select

Min. Ct. 0

Continue tonext Rule [ |  Rec. Vals,

Reset Interval (minutes) _D

Action | ALERT PER MATCH ~i|

Hotification

(X) Notification Type MAL Mail User marc_gamachegguardium com

Sample Alert

Fram: GuardiumAlert @guardium. com Sent: Wed 4/15/2009 &:00 AM
Tou Marz Gamache

[+

Subject: [e1] SQLGUARD ALERT

Subject- (c1) SQLGUARD ALERT Alert based on rule [qnml-App Source AppUser Connection I
Category: security Classification: Breach Severitv MED

Rule # 20267 [non-App Source Applliser Connection ]

Request Info- [ Session start: 2009-04-15 06-59:03 Server Type: ORACL
17216 2 152 Client PORT: 11787 Server Pont- 1521 Wet Protocel: TCP DY

Client TP 192 168 20 160 BerverTP-

= " ol Version-
3.8 DB User APPUSER
Application TJser Name

JENT Authorization Code: 1 Request Tvpe: SQL_LANG Last Frror:
SQL qe]ed: *= from rmp'luveeTa'h'!e




Should my customer service rep view 99 records in an hour when the

average is 47?

Is this normal?

What did they
see?

DB User lame

STEVE
HARRY
JOE

select * from ar credtcard where i<?
select * from ar credtcard where i<?

Sql

IBM z Systems

|}
"I"

1
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.|||
I
2

Records

select * from ar credtcard where i=7 and i<? 4

4

HERRY

JOE

JOE

JOE

JOE

JOE

JOE

JOE

JOE

select * from

ar credicard where
<7

select * from

ar credicard where
<7

select * from

e creditcard where
j«?

select * from

ar credcard where
it

select * from

ar credicard where
<7

select * from

af creditcard where
jt

select * from
ar.credicard where
i«?

select * from

ar creditcard where
i«?

sefect * from

ar creditcard where
=7

0002, 0003, 0004
lllllllllllll Dﬂm

0002, 0003, no04, 0005, 0008, 0007,
(008, 009, 0010, 0011, 0012, 0013,
0014, 0015, 0016

0017, 0013, 0018, 0020, 0021, 0022,
0023, (024, (025, 0026, 0027, 0028,
0029, 0030, 0031

032, 0033, (1034, 035, 0038, 0037,
0038, 0039, 0040, 0041, 0042, 0043,
1044, 0045, 0046

0047, 0043, (043, 0050, 0081, 0052,
0053, 0054, 0105, 0056, 0057, 0058,
0059, 0060, {1061

0062, 0063, (084, 0065, 0086, 0067,
(068, 0069, 0070, 0071, 0072, 0073,
074, 0075, 0076

77, 0073, 0078, 0050, 0081, 0052,
0083, 0084, (08s, (086, 0087, 0088,
00BS, 0040, 0091

0082, 0093, 0084, 0095, 0085, 0047,
0096, 0093
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Quick Search (db activities, exception, violations)

15:36 | Edit Account: admin | Custornize*}Logout | Aboud |

IBM” InfoSphera™ Guardium®

Standalone Unit

System View .\'7 Administration Console | Tools | Daidy Mondor | Guardium Monir | Tap Montor | incadent Management || Reporls

S-TAP Status Wonkor & & i - O X | RequestRate “e it TN A L
Aliases: OFF ® @ e @
DB Last = Win  Win DeE D8 Stari Date: 2013-05-22 13:30:10 End Date: 3013-05-22 15:30:10
SI8E  s.vapversion Server  StatusResponse 01006 PHNAS yrap 1pe M55 g7 Local  Piges Encrypted? P pginstoli i Port Port s
— Type Receiveq  'OMME  Hoyttin S shm Tcp — Min Mox
STAP-
8.70.144.505.0.0_rS1367_va0_1- oez Actve f‘:‘zs;gs‘_ﬂ S.7R148.78 Yas Mo Mo N & Na Lk vplad No
20130513_0008
DIk 2013.05.22
970144, 509.0.0_rS1367_v30_1-  INFORMX Aclve . BT0RAETT Yes He No  NA N& No  Unencrypled No Thomefmiformix 1400 1200
20130513_0008 e

2013-05-22

STAP.
70.444.508.0.0 (13679901~ WYSOL  Actve foT

20120513_0008
STAP-

970 144.508.0.0 r51367_v90_1. MYSOL Acive
20130513 000E

B7014B.78 Yes Ha Ne NIA A No  Unencrypled No MomadmysgiSt 3351 3351

2013-05-22

152504 BTD4ETE Yes No Ne N NG Ko  Unencrypled No Thomedmysqls0 3350 3350

;Sem

For manually entered search terms, the following rules apply:
- For exact match, use double quotes. Example: “Connection Profiling List Alert”
- For results that have all specified terms (AND condition), enter terms separated by a space. Example: hadoop getlisting
- To get results that include any specified terms, use OR (or |) between the terms. Example: hadoop OR client
- To exclude a term, use NOT (or -). Example: NOT hadoop
- Use the wildcard character (*) at beginning or end of a string. Example: *.10.70.30

User Interface & APIs

© 2015 IBM Corporation



Quick Search (cont)

Search [ create scott

Where

Server (1)

Database

DB Type (1)

Source Program (1)

Gz

DB User (1)

OS User (1)

Client Hostname (2)

Client IP (2)

What
—

Object (27)

Verb (2)

lExce Etg

Error (2)

Violation (3)

Details (=200)

Date (1)

J

0S User DB User Client IP Source Program
SCOTT 9.70.144.201 JDBC THIN CLENT
SCOTT 9.70.144.201 JDBC THIN CLENT
SCOTT 9.70.144.201 JDBC THIN CLENT
SCOTT 9.70.144 201 JDBC THIN CLEENT
SCOTT 9.70.144.201 JDBC THIN CLIENT
SCOTT 9.70.144.201 JDBC THIN CLENT
SCOTT 9.70.144.201 JDBC THIN CLIENT
SCoTT 9.70.144.201 JDBC THIN CLIENT
SCOoTT 9.70.144 201 JDBC THIN CLENT
SCOTT 9.70.144.201 JDBC THIN CLIENT
SCOTT 9.70.144.201 JDBC THIN CLENT
SCOTT 9.70.144.201 JDBC THIN CLIENT
SCOTT 9.70.144.201 JDBC THIN CLENT

<« [ Hi

All i'i

Client Hostname

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

FRODO.GUARD.SWG.USMA.IBM.COM

AL A L SR LR A R e

S A s s man

’{" . Last 3 Hours | > ]
Server DB Type
9.70.144.213 ORACLE | *
9.70.144.213 ORACLE
9.70.144.213 ORACLE
9.70.144.213 ORACLE |=
9.70.144 213 ORACLE
9.70.144 213 ORACLE
9.70.144.213 ORACLE S
9.70.144.213 ORACLE
9.70.144.213 ORACLE
9.70.144.213 ORACLE
9.70.144 213 ORACLE
9.70.144.213 ORACLE
9.70.144.213 ORACLE

-

© 2015 IBM Corporation



Outliers — finding the needle in the security haystack 'BMZ:T%__}'“S

Advanced Machine Learning algorithm

Unsupervised model — models normal activity patterns and

analyzes new activities as they accumulate.

Intuitive interface that clearly summarizes nermal activities
(who/what/when/where) and pinpoints anomalies and suspicious
activities

Cluster-based analysis - predicts the appearance of data together;

and flag anomalies when data appear out of “context” (i.e., if cluster

IS missing members)

© 2015 IBM Corporation



Outliers Analysis T

The user opens ‘Search/Browse’ to see the all activity overview.

In the overview chart the user notices medium (Tuesday, 15:00 clock) and high (Wednesday,
02:00) marked outliers.

The user wants to get more information especially about the high classified outliers.

Anomaly Hours are marked in
Red or Yellow. Click on the
bubble navigates to the Outlier

View

IBM InfoSphere Guardium
View QuickStart Monitor/Audit Discover Assess/Harden Comply Protect Capture/Replay

Search, browse, and filer information about monitoredobjects systams, and users. Leam More

@ P L[ x| (2 1 Day
Where QActivity  Outhiers: QHigh O Medium Hide =
'.['._:
Source Program: 156 - z i
Server o4 é
- . < n
Datasource Type: 6 . e T T T T T T T T T T T T T T T T
Database Name: 3¢ ) 12:00 13:00 1 5:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 24;}:' 01:00 100 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00
What
Object 2054 Activity Outliers Errors Alerts Violations
Verb
Summary by Datsource Summary by Date
Who )
0S User 5023 ’ Server Database DB Type SourceProgram DB User OS5 User Client Hostname ClientIP Verb Object When
Database User.  54cg
Chent IP 9.148.11.1  DBNAMEL D82 PROG1 AABRAMS AABRAMS Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 am
Chent Hostrame: 4cqc : 9.148.11.1 DBNAME2 DB2 APPABC ABRAMS ABRAMS Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 pm
When 9.148.11.2 DBNAME3 Oracle APPNAME ABRAMS ABRAMS Namel 9.234.22.9 SELECT OBIECTL, OBIECT2 07/26/2013 02:55 am
Date/ Time: 24 . 9.148.11.2 DBNAME4 DB2 DFD234 SMITH) SMITH) Namel 9.234.22.9 INSERT OBJECT3, OBIECT4 07/26/2013 02:55 pm
Exception 9.148.11.3 DBNAMES Hadoop PROG1 JSMITH JSMITH Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 am
Error Type 12 . 9.148.11.3 DBNAMES DB2 APPABC SMITH SMITH Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 pm
sl - 9.148.12.1 DENAMEL  DR2 APPNAME BONNER BONNER Namel 9234229  SELECT QBJECT1, OBJECT? 07/26/2013 02:55 3m
Violation 200 .
Alerts y 1 N 9.148.12.1 DBENAME2 DB2 DFD234 BONNER BONNER Namel 9.234.22.9 INSERT OBJECT3, OBIECT4 07/26/2013 02:55 pm
9.148.13.1 DBNAMEZ3 Oracle PROG1 WARWU WARWU Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 am
9.148.13.1 DBNAME4 DB2 APPABC WU wu Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 pm

ion
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Outliers Detalls

The ,Outliers' tab contains more information about the selected timeframe with high classified outliers.
The ‘Type’ explains the reason. Examples: New/Unique, Rare, Exceptional Volume, Exceptional Errors
The user can then interactively investigate each finding by Filtering-In / Out data or by using the Context
Menu to navigate to the “Related Activities”, “Related Errors”, History or any other related data.

IBM InfoSphere Guardium
View QuickStart Monitor/Audit Discover Assess/Harden Comply Protect Capture/Replay BT 2w i a0t

Search, browse, and filker information about monitoredobjects systems, and users. Leam More

@ @  Data/Time="7/26 2:00am"; Outlier Type="Hgh'; L[ x| @ iDay v| Vieww
Where QO Acivity Outliers: QHigh O Medium Zoom = |- Hide x
180

Source Program: 1 é; B
Server T

>, -
Datasource Type: - v y u T T T T T T T T T T T 1 T T T 1 T T T T
Database Name: 4 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 24:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00

- | Tuesday, July 25th. | Wednesday 26

What
Obiect Activity Outliers Errors Alerts Violations
Verb 4

Overview
Who =
OS User. =
B 7 Score Type Datasource Verb Object User Count Cluser

atabase User
e © 100 New DBNAME1 CREATEVIEW  SURPISE SHEMEE —— ) 100
Lhent IF Show Related Acthaty
Chent Hostrame: - Q@ 5 \Volume DBNAMEL SELECT PAYROLL, SALARY S snow Related Exceptions :23 54
When Q 97 Emor DBNAME3 INSERT PAYROLL, SALARY S Show Related Violabons 123 835
ASd s Filter

Date/ Time T 7/262:00am » Q 8 Ermor DBNAMEL45 SELECT PRODUCT-X M = 75 23
Exception

Error Type
Outlier Type
Violation

Alents



] ] IBM z Systems
Monitoring on System z - Recent Enhancements IEEL

Termination of suspicious DB2 activity
. 'Ife[(minate a DB2 thread that a Guardium policy has flagged as high
rs
Many new System z RACF vulnerability tests
 directly or via zSecure Integration
New Entitlement Reporting for z
« DB2 Catalog and RACF via zSecure
New monitoring of DataSet activity (sequential and partitioned)
Centralized IMS management
Expanded DB2 monitoring including DB2 start and stop
Resiliency across network or server outages
« Consistent across all platforms
Appliance based policy administration
« Consistent with Distributed policies on Guardium Ul

© 2015 IBM Corporation



Automate oversight processes to ensure compliance and reduce 'BMzSystems
operational costs

Easily create custom processes by specifying s —

unique combination of workflow steps, actions and e
users i

e Use case

Different oversight processes for financial H
servers than PCI servers

Supports automated execution of oversight
processes on a report line item basis, maximizing
efficiency without sacrificing security e
e Use case
Daily exception report contains 4 items | o e 1
know about and have resolved, but one that — -
needs detailed investigation. Send 3 on for "
sign-off;
hold one

© 2015 IBM Corporation



Address the Full Data Protection Lifecycle R

IIn
..||
I
2

-

*DB vulnerability assessments

* Discover your DBMSs « Masking sensitive data

* Discover & classify sensitive

data Discover ASSess . Encryptlc_)n of sensitive data
» Archive un-needed data

» Preconfigured tests based on
best practices

and standards

» Continuously update security & &
policies Classify Harden

Critical y

DataServer

7

\

Infrastructure T )
« Cross-DBMS policies Monitor & alert on attacks

« Pre-built compliance :  Monitor privileged users

reports (SOX, PClI, etc.) Monitor » Monitor changed behavior
» Enterprise integration & * Real-time alerts
« SIEM integration Enforce « Prevent cyberattacks
* Sign-off management  Detect application-layer fraud
 Centralized audit repository » Enforce change controls
* No database changes » Forensics data mining

S

© 2015 IBM Corporation



Audit and Report

IBM z Systems

m
®

Custom and Pre-Built Compliance Reports

e Custom reporting
* SOX and PCI accelerators

JPCI AcceleratorDl

Financial application monitoring (EBS, JD
Edwards, Peoplesoft, etc)

Authorized application access only

Automated compliance reporting, sign-offs
& escalations (SOX, PCI, NIST, etc.)

JOverviewUREG 3 ProtectDUREG 6 MaintainUREG 7 RestrictU REG 8 AssignU PCI Req. 10 Track & MonitorU REG 11 TestU PCI Policy Monitoringl

Overview

Cardholder Server IPs List
Cardholders DBs

Cardholder Objects

Data Access Map

DB Cilents to Servers Map
Active DB Users

Cardholder DB Administration
Source Programs

Review Groups

PCI - Cardholder Server IPs

OB
Start Date: 2007-01-01 00:00:00 End Date: 2007-05-31 00:00:00
Server IP Server Type Database Name Count of Sessions

192.168.1.186 ORACLE CARD_DATA 8

192.168.2.51 ORACLE CARD_DATA 140

192.168.200.108 DB2 CARD_DATA 182

192.168.200.108 DB2 DN8DEMO3 258

1072 188 2NN 1N ne?2 CSAMDIF AA
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Reporting

DDL and DCL

IBM InfoSphere ™ Guardaum 1330 | EddAcsewnt. pos | Cuatomice | Logest | Abest 1 &' '5) TBM.

G000  Standakons Uni
StndwdRepots My NewRepoms ® Ducowr  AssessMarden Comgly  Proledt

Buid Quenes and Reponts 02 - DOL Commands

Aty Regant Stat Date 200191047 1330048 End Date 20919918 1330:48
Excepions Report Miases OFF Chent®  LIKE S
Céusermame LIKES NewProt LIKE S
Messapes Repent SenedP  LMES SenerTpe LIKES
Saogines serce Hetwuk D8 User
DIimeytamg Secvet 1P Mame Proocol ﬂ-- A0p User Name

200118 1200480172 21 248 90SNT  TSOBATCH Q9015102950141 PLAN=DSNTEP2 | SOLID=  PROG= REVOME[SELECT ON ADHUSER ADHRULE FROM CHOST
2011118120546 017221248 90SNZ  TSOBATCH  K250151K250151 PLANCDSNTEP2 . SOLIDs | PROG= GRANT SELECT ON ADHUSER ADHRULE TO GHOST

2011118120546 017221 248 90SMZ  TSOBATCH MQS0151K250151 PLANSDSNTEPZ | SQLID= | PROG* | DB_NAME =ADHDE | GRANT SELECT ON ADHUSER ADHRILE TO GHOST

07 - FHE Access 20111197 173813017221 2009082  CALLDBICALLSYSSLG SYSSLG  PLANSACTRIIOM ; SOUD-DB2ADMG | PROGACTOSCLY DROP THBLE DB2SLG DSN_PREDICAT_TABLE
08 Acoty Source Program | 2011117 172005017221 268 90SNZ  CALL DRICALL SYSSLG DB2ADG PLANSACTRXION . SOUD-OBIAONG . PROGRACSNOSH F SESSION SYSPRINT

20111117 172820017221260 90502  CALLDB2CALLSYSSLG SYSSLG  PLAN=ACTRIOM . SOUD=0B2ADMG | PROG=ACTOSOL) CREATE [IABLE DBZSLG DSN_PREDICAT_TABLE ( "OUERYNO® INTEGER NOT NULL GBLOCKNO SIALLINT NOT
9 - Speciic DB User 2011117 172822017221 260 $0SNZ  CALL DB2CALL SYSSLG DE2ADMG PLAN=ACTINOOM . SOLD=SYSSLG . PROG=ACSNGSP SESSION SYSPRINT

12 - Grant Commands 20111917 172620017221 240 9OSNZ  CALL DBICALL SYSSLG DBZADNG PLANSACTEIOOM : SOLID*SYSSLG ; PROGACSNHDO

13- Fabed Loging O Onecoss[ T ottt DO X O IHZ QKGO

14 - SQUL Erroes

15 - Local Access

17 - 3rd Party Tool Access
19 - DOL by DBA
Barry Test Repont

Ability to Monitor Data Definition Language Commands
*Create, Alter, Drop, etc.

Ability to Monitor Data Control Language Commands
*Grant, Revoke, etc.
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Reporting

Sensitive Data Access

IBM" InfoSphere™ Guardium

G2000 - Standalone Unit

Standard Reports | My NewReporis & | Ducover  Assessaden Comply  Protect

Buld Quenes and Rapors 07 - PHI Access
Actity Repon St Oste 0109198 12421 End Date 20119198 153421
Exceptions Report Aluses OFF Lastaccess < NOW
Otyectiame: LIKE %
Messages Repen
Polcy Velaions Timestamp 3*™F Objoct Name | [ Fistd Name 0S tser P2 gy yner Name sal
01-DMLC L] a1
ST T2 4500 | KOMOVEY NOV_SSN COUALS COUALS PLANSMSFMTC , SOUDSCOUALS . PROGSKDION ; DB_NAMESKDOSO0I0 | SELECT ORGN_ID , INOV_HRN , PHIM_DISPL_NM , IND
&3 : 2::"‘ 5';'0':“"" ?;‘,'5"3‘5 5001 | KomOvIV INDV_SSN COUALS COUALS PLANSMSFMTC | SCUD=COUALS | PROG=MSMO2 ; DB_NAME=KDOSO00D  SELECT PHNM_DISPL_NM , INDV_KSR_MEBR_IND , XXSE
- Detwied
16 15323500 | KoROVeY INDV_SSN KS01197 KS01197 PLANSCESTSERY | SOUD=KSD1197 ; PROG=RMSPO41 ; DB_NAME=KDOSI000SELECT INDV_KSR_MBR_IND , INDV_SSN , NOV_DOB I
| 8- Actuity Souce Program 209113 DECLARE KINDCD-CSR CURSOR WITH RETURN FOR SE
e
89 Specitc OB User o1E 42 3600 | OROVEV NOV_SSN KSD1197 KSD1197 PLANROISTSERY , SOLID=KSO1157 ; PROGRMSPO41 ; DB_NAME=D080000 o207 1INOR0 T8 e R F OV,
o o 6912000™ |KoPHIRRY NOV_SSN COUALS COUALS PLANSMSFMTC ; SOUDSCOUALS ; PROGSKDIOZ ; DB_NAMESKDOSON0  DECLARE EZECURSOR1 CURSOR FOR SELECT PHIM_
14 - SOL Enmors e 1500 | komovIV MOV_SSN COUALS COUALS PLANSMSFMTC ; SOUDSCOUALS ; PROGSKDION ; DB_NAMESKDOSIOD  SELECT ORGN_ID , INDV_HRN , PHNM_DISPL_NM , IND
15 - Local Acc 11-
- Patr e Acoe | | 1 g0 |MOROVIV INDV_SSN MSDE20MSDE0 PLANSMSFMOO ; SOLD=MSDB20 ; PROG=MSFHI ; DB_NAME=PYDOIDO  DECLARE EZECURSOR2 CURSOR FOR SELECT PHNM_
;':‘T:" :’LT‘: e 10001 | komOVEY NOV_SSN MSDEQOMSDEZ0 PLANSMSFMOO | SOLDSMSDE20 ; PROG#KDIO! ; D8 NAMESPKDOIDD  SELECT XORGN_ID , INDV_HAN , PHNM_DISPL_NM , IND
*y —
e ar-1000T |KoNOVIV NOV_SSN MSOB20MSDE20 PLANSMSFMOO , SOLDSMSOB20 ; PROGSMSF 02, DB_NAMESPKDOODO  DECLARE EZECURSORS CURSOR FOR SELECT PHINM_
a5 00T | KounoaY NOV_SSN MSDE20MSDE20 PLANSMSFMOO ; SOLD=MSOB20 ; PROG=KDIH! ; DB_NAMESPXIOI0  DECLARE EZECURSOR1 CURSOR FOR SELECT 0XRGN,
18 190 400! | rOmOVIV NOV_SSN MSDE2OMSDE20 PLANSMSFMOO ; SOLD=MSOB20 ; PROG=KDION! ; D8_NAME=PKDOIDO  SELECT ORGN_ID , INDV_HRN , PHNM_DISPL_NM , KD
53 3500t |koereacy MDV_SSN MSOECOMSDEQO PLANSMSFMOO ; SOLDMSDE20 ; PROG-KDIC2 ; DB_NAME=PKDO00O  DECUARE EZECURSOR1 CURSOR FOR SELECT PHNM_
6000 |KoNOvIV NOV_SSN COUALS COUALS PLANSMSFMTC , SOUDSCOUALS . PROGMSME! . DB_NAMESKDOS000D  SELECT XXRGN_ID , INOV_HRN . PHM_DISPL_NM , IND
e 05 004! | komovav NOV_SSN WEBIDOWEBODD PLANSOISTSERY ; SOUDSIWESKOD . PROGSREHTO7 ; DB_NAMESPKDO000 SELECT INDV_HRN . PHNM_DISPL_NM . INOV_KSR_MBI _
4 o

Ability to Monitor Access to Objects and Fields Containing Sensitive Data

© 2015 IBM Corporation



Reporting

Specific User Activity

Standard Reports My New Reports ®  Dmcover  AssessMarden Comply  Protect

.47 Cueres ant Reperty 09 .- Speciic OB Uner Sal . a:
Aty Bepart Ens Datw 20911108 155000 )
Lu Abares ChestP LBE %
otglinte fepan CoUsersams LBCE KIS0154 MetPeot  LBGE %
T ServeP LNES
ServerType LB N
e e g e [
At SELECT DONAME, NAVE. CREATOR, TENANE, TECREATOR FROM SYSBM SYSHODES WHERE BAOOL
R miaenee 1IT0R1TSOBATON | KIS | 5 AnD DONAME NOT W (SELECT DSTACT NAME FROM 5YSOM SYSOATABASE WWERL NAVE + 7 OR TYPL = 7) OROIR BY 777
082 1722124813000 12700 1 TSOBATOR | K288151 | SELECT BROOL NAME FROM SYSBM SYSOATABASE WHERE NAME » 7 OR TYPE « ?
082 17221 3e8 13002 12700 1TSOBATON | K250181 | SELECT DEMAME NAME CREATOR BPOOL FROM SvSBM SYSTASLESPACE WHERE DONAVE N (SELECT DSTINCT NAVE FROM $YSBM $YSOATABASE WHERE NAME = ? OR TYPE = 7)
SELECT NAME, CREATOR FROM SYSIBM SYSOATABASE WHERE BPO0L « 7 AND NAME NOT I (SELECT
082 MNETOOI  1TEIATIOBATON | KOSHS! | pecTect MAME PROM SYSBM SYSOATABASE WHERE NAVE « 7 OR TYPE = 7) ORCER B 7.7
SELECT DENAIM NAME CREATOR FROU $vSBi SySTABLISPACE WHERE BPOOL « ? AND DBNAME
TR 1ITORITSOBATON | KCSITS1 | \oT M (SELECT DSTINCT NAME FROU SYSBM SYSDATABASE WHERE NAME = ? OR TYPE + 7) ORDER 8 7,77
SELECT DENAME, NAVE, CREATOR, TBNANE, TBCREATOR FROM SYSBU SYSNDEXES WHERE BROOL
o6z 17221 248 13002 12708 1TSOBATON | MOSHIST | 5 4D DBNAME NOT I (SELECT DSTINCT MAME FROM SYS8M SYSOATABASE WHERE NAVE « 7 OR TYPE = 7) ORDER 8Y 7.2,
D82 1722124813001 127001TS0TS0 | K2S4181 | DE2_COMMAND -gs trace
082 172212413002 127001750750 | w2satst | pea_coumano oS oo
082 1722124813001 12700 1TEOBATON | KG80181 | SELECT BPOOL. NAME FROM SYSEM SYSOATABASE WHERE NAME « 7 OR TYPL «
082 1722124813001 127001 TSOBATON | K280181 | SELECT DONAME. NAME CREATOR, BPOGL FROM 5YSBM SYSTABLISPACE WHERE DONAVE I (SILECT DISTRCT NAVE FROM 5YSBM 5YSOATABASE WHERE NAME « 7 OR TYPE + 7)
20118 SELECT NAME, CREATOR FROM SYSBM 5YSOATABASE WHERE BSO0L + ¥ AND NAME NOT B (SELICT
Wworese O MNM00N 1700 1TSOBATON | IOSS1 | oocrmecT MAME FROM SYSOM SYSOATABASE WHERE NAVE « ? OR TYPE « 7) ORDIR B 7,7
201118 SELECT DONALE, NAVE. CREATOR FROM SYSBM SYSTABUISPACE WHERE BPOOL » 7 AND DBNAME
wwens (TR RALRne TI7T0RTTSOBATON | KISEVST | 1T M (SELECT DISTINCT NAVE FROM SYSBM SYSOATABASE WHERE NAME = 7 OR TYPE = 7) ORDUR B 7,%.7
200111 SELECT DONAME NAME CREATOR TBNANE TBCREATOR FROM §Y 56U $YSROEXES WHERE REOOL
Buwne R IRNW0N HTBATSOBATON | KISITET | 5 AN DSMAME NOT I (SELECT DISTINGT NAME FROM S5YSBM SYSOATABASE WHERE NAVE » 7 OR TYPE = ) ORDIR BY 27,7
i:""‘;;'“. D2 1722124813001 1270817507180 | st | oea_coumans -gs set

008 & JuuauQO X WHZRFST

Ability to Report on a Specific User’s Activity
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Reporting
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Custom Report Building
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(Port r 1 Accem Pencs Teranamg |vaive =] [~ |1 =]
:mm - 2 ChetServer P [V =] r
=y GARMCIRE. | 3 ChemtSere Seriiom e [vea=] r
fvents L 4 ChentServer Sataze Protsa [Vaice =] r
—IFuLL SOL Values D 5  ClenSener Chaprt 19 Vel ¥ =
I ruLL sot n 6 CheniServer 08 User Value ¥ -
[ sat r T ChentServer 08 User Name Valve ¥ r 2
[~ Access Period r 8 Aso User Name App User Nama [Vare =] - -
| Commana =
ZSobject [0 Asstion mese & anp  or [~ wAVEIG Query Conditions
& Ertuty Agy AR Bt Furdume Facam
H M' [ WEAE ChemSener — Server Type unE Pusmer v] [SeneTioe o
[ r ao ChamtSarver — Sarver B UKE |Paamarer =] [Senene o
H s M A0 ChasSeve — Chiant 1P LsE |Pacamater =] [Clnar o
PAAY M A ChewSever — Hataon Protocs! [ I o
j;;w [C AMD  ClewSenver — 06 User Nama LsE [Foramater =] [Cotsamams v}
s nn r ao s — Sl UnE |Pocamater =] [so0 o
) Guatified Object M A ChewSenw — Servicm e LeE |Pacamater =] [Sericatiame o
) Field M A0 ChemSever — Tacsion N ™ gROUP | %P Deveiopment S510s o
) OtyectTiels
4l Ll
| == —————— -]
Oeiete | Cone | Rows. | Seve | mecx |
Gemerste Tobulsr |  Regeerste | AsdwPase | Add 1o My New Reports ]
Done [T 7T G iotemet | Protected Mode: On [Fa~[%wow ~

Ability to Easily Create Custom Reports Through Point and Click Interface
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Agenda

 Big Data opportunities and threats

* Proactive and preventative measures to information
protection

« Summary and Call to Action




IBM z Sys
Summary and call to action..
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* Enterprise wide protection across many databases, platforms and
data streams

 Preventative and proactive data security controls

« Real-time data threat detection and monitoring alerts

e Support for many data streams — not just transactional
e Extensive integration capabilities

e Fast implementation with automated workflows, predefined
compliance reports and policies

« Data Masking, Encryption and vulnerability assessment.

e Sign up for future related papers in 2015 “The world of DB2 for
z/OS” on LinkedIn and Facebook
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Useful URLS

«  www.lbm.com/software/os/systemz/security/
« www.ilbm.com/quardium
« www.lbm.com/bigdata/z

«  www.Infogovcommunity.com













