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Why is it happening?

BigData .

private | public
Datais...

v'Leaving the Data Center
v'Stored on shared drives

v'Hosted by 3 party

v"Managed by 3™ party

Apps

Data is...

v'Produced in high volumes
v'Stored unstructured
v'Analyzed faster/cheaper
v'Monetized

Data is...
v'Generated 24x7
v'Used Everywhere
v'Always Accessible
v'On private devices

Everything is
Everywhere

Data Explosion

v There is more data

v'Data is leaving the data center
v'Data is consumed everywhere

v'Data is worth more than ever before



Data Security is frequently in the news

President Obama declared that the “cyber threat is one of the most serious
economic and national security challenges we face as a nation.”

Former NSA director tells the Financial Times that a cyber attack could cripple the nation's
banking system, power grid, and other essential infrastructure.

U.S. Defense Secretary Chuck Hagel said that intelligence leaks by National Security
Agency (NSA) contractor Edward Snowden were a serious breach that damaged national
security

Hackers had broken into its in-store payments systems, in what
could be the largest known breach of a retail company’s computer
network. Estimated 60 million credit card details stolen.

Hackers orchestrated multiple breaches of Sony's PlayStation
Network knocking it offline for 24 days and costing the company an
estimated $171 million, and significantly damaged brand reputation

One of the world’s largest corporations has been hit with a widespread data breach:
Vodafone Germany, personal information on more than two million mobile phone
customers has been stolen, extracted from an internal databases by an insider

In an act of industrial espionage, the Chinese government launched a
massive and unprecedented attack on Google, Yahoo, and dozens of _
other Silicon Valley companies.... Google admitted that some of its —— - .
intellectual property had been stolen
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Data breaches are on the rise...
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Table 10. Compromised assets by percent of breaches and percent of records*

Type Category All Orgs Larger Orgs
Database server Servers 6% | 96% | 23% | 98%

2012 Data Breach Report from Verizon Business RISK

http://www.verizonbusiness.com/resources/reh@@HIA_data-breach-investigations-report-2012_en_xg.pdf



http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
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Data Governance and Security are changing rapidly

Consumerization Everything is Attack
of IT Everywhere Sophistication
\ \ \

Extending the perimeter; focus shifts to protecting the DATA

...to logical “perimeter” approach to
security—focusing on the data and
where it resides

Moving from traditional perimeter-
based security...

* .
T =5 I
Antivirus / " —_—— N
IPS
‘ e »o

Firewall

» Cloud, Mobile and Data momentum is breaking down the traditional perimeter and forcing us to look at security differently
* Focus needs to shift from the perimeter to the data that needs to be protected



Initial Attack to Initial
Compromise

Initial Compromise to
Data Exfiltration

Initial Compromise
to Discovery

Discovery to
Containment/Restoration

Time span of events by percent of breaches

Real time monitoring and alerting is key

«Attacks occur in minutes yet not discovered for months without real-time monitoring
*Customers will say they have their own solution — but they never monitor in real time
*They can’t act as fast as the bad guys with home grown solutions.

Seconds Minutes Hours
4 )
10% 75% 12%
\8% 38% 149y
0% 0% 2%

0% 1% 9%

Days Weeks Manths Years
o ®
2% 0% 1% 0%
25% 8% 8% 0%
. .
13% 29% 54% 2%
32% 38% 17% 49’J

http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf?CMP=DMC-

SMB_Z_7Z 7Z Z_TV_N_Z038
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zEnterprise and Big Data
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A significant data source for today’s business

critical analytics

« Data that originates and/or resides on zEnterprise
— 2/3 of business transactions for U.S. retail banks
— 80% of world’s corporate data

 Businesses that run on zEnterprise
— 66 of the top 66 worldwide banks
— 24 of the top 25 U.S. retailers
— 10 of the top 10 global life/
health insurance providers

« The downtime of an application running on
zEnterprise = apprx 5 minutes per yr

* 1,300+ ISVs run zEnterprise today

— More than 275 of these selling over 800
applications on Linux




“Breaches in data security have been increasing steadily over the last few years...
These kind of incidents can seriously damage brand image and customer confidence...

and impact share price and bottom line performance” — Information Governance: Audit and

Protection on the IBM System z platform (A report paid for by IBM in December 2011 by Mike Ferguson, independent
analyst)

The potential costs of doing nothing
$5.5M® $194(1) 28,349(1)

average number of of records
U S D U S D breached records _compromlsed
average cost Average cost per per incident involving database
of a data breach Compromised servers
record

Using home grown approaches can be risky

R & HH

New sources of threats:

Requirements for privacy

Manual approaches can outsourcing, webfacing and security by role can add
leave you open to higher applications, mobile access, complexity
risk and inefficiencies stolen credentials and

insiders

(1) 2011 Cost of Data Breach Study United States Benchmark Research Conducted by Ponemon Institute LLC Report: March 2012, Sponsored by Symantec.
(2) "2012 Data Breach Investigations Report. A study conducted by the Verizon RISK Team with cooperation from the United States Secret Service, the Dutch National High Tech Crime Unit,
the Australian Federal Police, the Irish Reporting & Information Security Service and the Police Central e-Crime Unit of the London Metropolitan Police."



IBM InfoSphere Information Governance solutions.

Data Security Architect

“l need to understand where
data is and how it is related to
other data. I also need to identify
sensitive data and how it is to be
classified from a security
perspective.”

Corp Compliance Officer

“We have to comply with
regulatory and industry mandates
and must protect the organization
from negative external visibility
resulting from failed audits and
non-compliance.”

-

L

« Discover your DEMSs
» Discover & classify

*DB vulnerability assessments

i * Masking sensitive data
it Discover Assess
sensitive data + Encryption of sensitive data

« Continuously update & & * Archive un-needed data
ARG Falkes Classify Harden + Freconfigured tests based
on best practices
and standards
Critical J

DataServer

i

| » Cross-DBMS policies
| * Pre-built compliance

| = Enterprise integration

Infrastructure Monitor & alert on attacks |

5 « Manitor privileged users

Monitor * Monitor changed behawior
& + Real-ime alers

reports (30X, PCI, etc.)

| * SIEM intagration Enforce * Prevent cyberattacks

| * Sign-off management
| * Centralized audit repository
* Mo database changes

LN

+ Detect application-laver frawd
+ Enforce change controls
« Forensics data mining

Auditor
“I need 100% visibility and
transparency into the who,
what, where, why and how of
what’s been happening with the
data.”

Chief Security Office

“I need tools that help me interpret
and implement security policies
into IT deliverables. | also need
better ways to manage security
and be alerted of potential threats
before a breach occurs.”
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Agenda

- Big Data opportunities and threats

* Proactive and preventative information protection

« Summary and Call to Action
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Business value-add
adjusted for uncertainty

Tech Data
Ralar Tokenization classification
High Database encryption Database
and masking manitoring
Identity and and aoditing
access management Email
encryption o
Secure file sharing Backup P Archiving
and collaboration encryption > .
Medium lf-\,L 1 \-m Security
Data loss 23 el information
prevention M‘@/ m ement
) Full disk | Managed
encryption file transfer
Low Data discovery
Cloud ~ ] N |
encryption (rs Enterprise rights —
gatewa management
= Enterprise key
manageament
Megative
Storage area
t k ti
network encrypuon lﬁ
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Focus moving to Data Centric Security

Trajectory: Time to reach next phase;

=== Significant success (wor) < 1 year @ 1 to 3 years I:E-:‘ 31o 5years
s Moderate success
= Pinimal succass

I:ﬂ:l 510 10 years (:i} = 10 yaars

Ecosystem phase

B1547

Source: Forrester Ressarch, Inc.

FORRESTER

centric security

“The shift to data-

(s

finally happening”

TechRadar™: Data Security, 02 201

by Stephanie Balaouras, John Kindervag, and Heldi Shey,

Market leader

Within a year
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How we do it?

Data at Rest

" {
[ . .-('3'.
Y a5 f

i [;{

Configuration Data

Data in Motion

& o)

C?e:zgic;rcearzo Masking Vulnerability Entitlements Activity Blocking Dynamic Data
n Encryption Assessment Reporting Monitoring Quarantine Masking
Where is the How to secure What is actually How to protect
sensitive data? the repository? happening? sensitive data
to reduce risk?
How to protect Who should How to prevent
sensitive data? have access? unauthorized
_____________________________________ activities? | _ _ o oo
Security Dormant Data Security Alerts /
Policies Enforcement

Dormant Entitlements

Compliance Reporting




Address the Full Data Protection Lifecycl

®d

L

N
*DB vulnerability assessments

» Masking sensitive data
- Discover * Encryption of sensitive data
sensitive data &  Archive un-needed data

. Contir_luousl!y_update : Preconfigured tests based on
security policies ClaSSIfy best practices / standards

* Discover your DBMSs
* Discover & classify

Critical /

P

%

DataServer .
Infrastructure, * Monitor & alert on attacks
) * Monitor privileged users

reports (SOX, PCl, etc.) Monitor * Monitor changed behavior
« Enterprise integration & * Real-time alerts
- SIEM integration Enforce  Prevent cyberattacks
« Sign-off management » Enforce change controls
« Centralized audit repository  Forensics data mining
* No database changes

» Cross-DBMS policies
* Pre-built compliance




Find your Data Servers

* Scan the network to develop an inventory of databases
* Schedule regular scans to discover new instances
* Policy-based actions

* Alerts

* Add to group for monitoring

J Administration Console UAnr.:e:: Management UTn-nls U Daily HnniturD U SQL Guard HnnﬂorU Tap Hnni‘torU Incidy
QL Count

SaL Cou Databases Discovered

Session Count

Logged Threshold Alerts

Logged RIT Alerts Start Date: 2008-06-26 14:48:49 End Date: 2008-06-26 15:48:49

Exception Count Time Probed Server IP Server Host Name DB Type Port PortType #

Dropped Requests 2008-06-26 15:31:00  10.10.9.253  10.10.9.253 Oracle 1521 tcp 1

T Soceptions: 2008-06-26 15:30:58  10.10.9.253  10.10.9.253 MSSQL 1433 tcp 1

F e Lo 2008-06-26 15:30:15  10.10.9.55  osprey Oracle 1521 tcp 1

Datml ses Eh" Type 2008-06-26 15:30:15  10.10.9.55 Syb 4200 t 1

Data = ared bl T, osprey yoase cp

Retrospective Report Requests | 2008-06-26 15:30:32  10.10.9.56  10.10.9.56 Oracle 1521 tcp 1

Values Changed 2008-06-26 15:30:58 10.10.9.56 10.10.9.56 DB2 50001 tcp 1
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Sensitive Data Discovery

The Problem: Finding Sensitive Data can be difficult:

= Sensitive data can’t be found just by a simple data scan.
= “Corporate memory” is poor

» Hundreds of tables and millions of rows:

= Data quality problems make discovery more difficult  Sensitive Relationship Discovery

[
L] I
The Solution: | System A Table 1 System A Table 15
Number Name Patient Result Test [
3544600986 AlexFulltheim 3802468 N 53
| |
Common P” data element 5728150928 BarneySolo 4182715 N 53
I 3786736304 BillAlexander 4600986 N 32
dlscovery 6783802468 BobSmith 5061085 N 53
* Pre-Defined Scanning 4035567193 EileenKratchman 5567193 N 72
.o . 8037409934 FredSimpson 6123913 Y 47
» Custom sensitive data discovery 4306123913 George Brett 6736304 N 34
) e . " 9525061085 JamieSlattery 7409934 N 34
* Supply Discovery with “descriptions/examples 4594182715 JimJohnson H 18150028 N 47
» Discovery will scan for matching columns 1288966020 MartinAston [~ [8966020 N 34
- i+ ; System Z Table 25
= Hidden sensitive data discovery e
» Sensitive data embedded in free text columns 53 Streptococcus pyogenes
_ “ . 72 Pregnancy
_Slcan by ﬂoatl_ng pa_ttems _ 32 Alzheimer Disease
» Sensitive data that is partial or hidden 47 Hemorrhoids
34 Dermatamycoses




Address the Full Data Protection Lifecycle

*DB vulnerability assessments
* Masking sensitive data
 Encryption of sensitive data

* Discover your DBMSs

* Discover & classify

sensitive data Discover

! &  Archive un-needed data
* Continuously update _ « Preconfigured tests based
security policies C|ass|fy on best practices

and standards

k.

* Enterprise integration & * Real-time alerts
 SIEM integration Enforce * Prevent cyberattacks
« Sign-off management * Detect application-layer fraud
« Centralized audit repository » Enforce change controls
* No database changes - Forensics data mining

™

» Critical o
g DataServer .
+ Cross-DBMS policies Infrastructure Monitor & alert on attacks
. Dra b , . * Monitor privileged users
Presbullt compliance Monitor » Monitor changed behavior

reports (SOX, PCI, etc.) g

F




~

Vulnerability Assessment

» Cost effectively improve the security of data servers by conducting automated
database vulnerability assessment tests

» Packaged tests to detect vulnerabilities including inappropriate privileges,

+||I

grants, default accounts and passwords, security exposures, patches, etc.

= Capabilities enabling the development of custom tests
» Based on industry standards such as STIG and CIS

» Management of VA testing from central InfoSphere Guardium console for
enterprise-wide control

» Integrated with other InfoSphere Guardium elements for improved process
efficiency, including Compliance Workflow Automation and audit repository

» Based on DISA STIG and CIS security standards
« Server defaults

« Patch levels
* OS and DBMS Vulnerability Assessment



Identify Unpatched and Mlsconflgured Systems
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Eliminate inappropriate privileges

Cat. Test Name
Friv. Access To The UTL FILE Package is
restricted

Conf. LOG ARCHIVE DUPLEX DEST Set

Conf. MAX EMABLED ROLES is not greater
than 30

Priv. No Authority To Create Libraries

Friv. Ho Roles With The Admin Option

Datasource

ORACLE
Oracle EE -
Joe

ORACLE:
Oracle EE -
Joe

ORACLE:
Oracle EE -
Joe

Oracle EE -

QRACLE:
Oracle EE -
Joe

ORACLE:
Oracle EE -

PIF Sev. Reason
Fail Wajor Found ExecUTL_FILE privilege granted to public

Recommendation: Permissions fo exacute the UTL_FILE package have been granted fo users other than DBAs. UTL_FILE allows
users fo access operating system files from Qracle, which may resulf in & security breach.

Fail Wajor Parameter. 'LOG_ARCHIVE_DUPLEX_DEST is not sat.

Recommendation: LOG_ARCHIVE_DUPLEX_DEST is not sat. We recommend fo saf this parameter 1o & valid direciony owned by
Oracle saf with owner and group readferite permissions only.

Fail Wapr Parameter. ‘WMAX_ENABLED_ROLES' with a value of "150" has been obsoleted for version 10.2

Recommendation: Max_enabled_roles is set o a value higher than 30. This parameter should be limited as much as possible
{Typically SYS gets 20 roles by dedaulf)

Fail Wapr Some users of roles other than predefined dba or roles have been granted default reles: SH, OLAPSYS,
PERFSTAT, [X.

Recommendation: Access fp Data Dicfionary and Catalog roles, 'SELECT_CATALOG_ROLE, 'OLAP_DEBA,
EXECUTE_CATALOG_ROLE, 'DELETE CATALOG ROLE, RECOVERY CATALOG_OWNER'is granted fo some users. We
recommend restricting access lo the Data Dictionary. Access to the Data Diclionary should be done using the VS views.
SELECT_CATALOG_ROLE may be granted fo '5YS, DBA' 'OEM_MONITOR, EXP_FULL_DATABASE, TMP_FULL_DATABASE',
'OLARP DBA’, 'OLARP USER' 'OLAP DEA" may be granted to SYS, ‘DBA’ "OLARSYS' EXECUTE CATALOG_ROLE may be
granted fo 'SYS, 'DBA' 'EXP FULL DATABASE' TWF FULL DATABASE" 'DELETE CATALOG ROLE may be granted fo ‘SYS,
‘DBA" RECOVERY_CATALOG_OWNER' may be granfed fo 'SY5"

Fail Mapr Some users of roles without DBEA or IMP_FULL_DATABASE authority have CREATE LIBRARY privileges: MOSYS,

OMSYS, EXFSYS, ORDSYS, ORDPLUGINS, XDB.

Recommendation: The CREATE LIBRARY {or CREATE ANY LIBRARY) privilege has been granted fo some users. We recommend
revoking this privilege umess it is absolutely nacessary for & very minimal number of users to have the privilege. These privilagas
can be used lo access the operating system, and they allow 8 user to load &n operating syshem binary file and make calls fo that
binary's functions.

Fail Major Found roles granted WITH ADMIN cption

Recommendation: Roles have been granted with the admin aption o roles or users other than DBA, SYS, and SYSTEM When 2
role is grantable, & user can grant that role fo other users. Since granting roles should be restricied, we recammend that you nol
grant roles with the GRANT oplion
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Sensitive Data Masking

Masked or transformed data must be appropriate to the context:

—Consistent formatting (alpha to alpha) —Context and application aware

—Within permissible range of values —Maintain referential integrity

A comprehensive set of data masking techniques to transform or de-identify data, including:

=String literal values sArithmetic expressions sLookup values
=Character substrings =Concatenated expressions *Trans Col
*Random or sequential numbers =Date aging

Personal Info Table Personal Info Table

PersNbr FirstName LastName PersNbr FirstName LastName

08054 Alice Bennett 10000 Patricia Zakhar

19101 Carl Davis 10001 Claude Monet

10002 Michael Parker

Event Table Event Table

PersNbr FstNEvtOwn LstNEvtOwn PersNbr FstNEvtOwn LstNEvtOwn
10002 Michael Parker
10002 Michael Parker




Encryption
§ = f Key

Management

File system encryption
Database encryption

[

Switch encryption

Encryption

Encfyption is everywhere — but where and how makes a difference

Enterprise Tape
Encryption Library

Disk Storage
Array

Encryption

Encryption choices — why should
encryption be built into storage

— Performance — cryptography can be
computationally intensive

— Efficiency - encrypted data is not able to be
compressed or de-duplicated

— Security - Data in transit should use
temporary keys, data at rest should have
long term retention and robust management

— Scalability — best to distribute cryptography
across many devices

Key Management Interoperability Protocol
Standard makes this viable

— Four years now have demonstrated
interoperability at the RSA conference with
8+ vendors

— TKLM includes a c source reference
implementation



Data Encryption for DB2 and IMS

Application 2yl Database / x @/ v /g
ol(Slomersirs
or DE ) W b
application data Encryption
Code
BE
z/OS ICSF 1510
Dﬂ¥[5
» Supports all levels of DB2 » Data encryption on disk
* No application changes needed » Data on channel is encrypted (protects
* Applications need no awareness of keys against channel/network sniffers)
» Supports both secure key and clear key encryption » Existing authorization controls accessing
* Index access is unaffected by encryption this data are unaffected
» Compatible with DB2 Load/Unload utilities and DB2 * Assumption made that access is through
Tools the DBMS, or, direct access invokes the

+ EDITPROC, FIELDPROC, or UDF invocation DBMS data exits



Address the Full Data Protection Lifecycle

,

*DB vulnerability assessments

- Discover & classify . » Masking sensitive data
sensitive data Discover Assess « Encryption of sensitive data

 Continuously update & &  Archive un-needed data

security policies Classify Harden * Preconfigured tests based
on best practices

and standards

* Discover your DBMSs

Critical J

DataServer

-~

Infrastructure

- Cross-DBMS policies * Monitor & alert attacks
« Pre-built compliance Monitor . M(?nitor privileged use.rs

reports (SOX, PCI, etc.) 3 Monitor changed .behawor
* Enterprise integration * Real-time alerts
 SIEM integration Enforce * Prevent cyberattacks
« Sign-off management  Detect application-layer fraud
« Centralized audit repository » Enforce change controls
* No database changes « Forensics data mining

r




Application Servars
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" Data Activity Monitoring

Data Repositories

v Activity Monitoring
Continuous, policy-based, real-time monitoring of all data

P vities. includi . Vil
traffic activities, including actions by privileged users Host-badad

v'Blocking & Masking Probes. @

®
Data protection compliance automation (S-TAP)

v Vulnerability Assessment
Database infrastructure scanning for missing patches,
mis-configured privileges and other vulnerabilities

Central Manager Appliance

Sing|e |ntegrated App|iance = 100% ViSibi”ty including local DBA access

Non-invasive/disruptive, cross-platform architecture = Minimal performance impact

Dynamically scalable = Does not rely on resident logs that can easily be

SOD enforcement for DBA access erased by attackers, rogue insiders

i . = No environment changes
Auto discover sensitive resources and data 9

= Prepackaged vulnerability knowledge base and

Detect or block unauthorized & suspicious activity compliance reports for SOX, PCI. etc

Granular, real-time policies

= Growing integration with broader security and
= Who, what, when, how

compliance management vision



Extend Activity Monitoring to Big Data, Warehouses, File Shares

InfoSphere
Biginsights

SUVHANA
-/ng‘ Cassandra

Optim
Archival

Master Data
Management § TERADATA

. mongoDB

ﬁ Greenplum |

é&%@

$|ehal
PeopleSoft,
E-Business
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()
s S-TAP
sTAp  Internet

r
S-TAP

Remote Locations
& Qutsourcers

Scalable Multi-Tier Architecture

S-TAP for
- DB2 z/OS
Web / Application
E“ropﬂﬂﬂ SErVers Zf I':IS
Data Centers Mainframe S-TAP for
IMS
¢
S-TAP for
I / DataSets
" ]
. ®
Collector

S'GATE Web / Application

me ﬁms Sarvers .
Data Centers ~ \
-

m I
L Wﬁed&r -7\ '
( J ® -

Central Policy Manager
s\ &Audit Repository

S-GATH Web / Application
- § . Servers
’ D‘j:: cpmf ! Integration with LDAP,
ol L] IAM. IM Tivoli, IBM
! TSM, Remedy, ...
Firewall f J /
[ )

[ ]
S-TAP Collector



Cross-platform policies and auditing across enterprise

Unified cross-platform policies easily
defined

Responsive actions defined within
policies

Single audit repository enables
enterprise-wide compliance
reporting

and analytics
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A simple policy example: Application bypass
Rule =1 Description non-App Source ApplUiser Connection
Category :Sec:_rrlv . Classification _Elreu:h . Severity _hED v_
?;:_" Nt [ sorvere [ el | andior]Group | Production Servers
= tot (V] Client P || \andior Group | Authorized Cliert IPs
- Mot [| Client mAC ' Net. Protocol andior Group | -—-----=---------
T : tot (] DB Name | _
% | APPUSER lNot I:!|nau3e: APPUSER
}EEE Fleld Name
iS58 object  [EmployeeTable
§l§i§ command | Select
. . Datab Min. Ct. :I'.'I Reset Interval (minutes) :III
ApSpllcatlon g earvife Continue to next Rule [ | Rec. Vals.
10 1%%6544 10.10.9.56 Action | ALERT PER MATCH v
[x] Hotification Type MAIL Mail User marc_gamachegouardivm com
Sample Alert HM A S e

Sulject: (e1) SQLGUARD ALERT Alert based on rule Jflnun-App Lource AppUser Connection I
Category: security Classification: Breach Severity MED
Rule ® 20267 [nen-App Source AppUeer Connection |
Request Info: [ Session star: 20000415 (66:59-03 Server Type DMClﬂCEem TP 192 168 20 160 ten‘ulF‘
17216, 2,152 Clhient PORT: 11787 Server Post: 1521 Nt Pratocal: TCP Vertion
3. & DB User- APPUSER

Application Llser Name

: NT Authorization Code: 1 Request Type: 3QL_LANG Last Emor
S0QL: select ® from EmploveeTable




Identify inappropriate use by authorized users

Should my customer service rep view 99 records in an hour

when the average is 4? DB User lla Sql rd
STEVE select * from ar credicard where =7 and i<? 4
HARRY select * from ar credtcard where i<? 4

. JOE select * from ar credtcard where i<? m
Is this normal?

What did he see? -

zelect * from

J0E o credbonrd whers
Kt
sslact * from

E o credboand where
?
Sect ' from

E o credboand where:

7
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St T Aboul

You have 65 items on your To-do list Standalone Unit

S-TAP Status Monitor ¢ @ i - O X | RequestRate S4B i -0 x
Aliases: OFF @ & 8@
e DB Last ERET g Win  Win — DB DB Start Date: 2013-05-22 13:30:10 End Date: 2013-05-22 15:30:40
S-TAP Version Server StstusResponse o oance KTAP TEE o.>> DB2 Local Pipes Encrypted? — =" DB |nstall Dir Port Port
Host = Name Shm Installed =
= Type Received  -—o¢ =0 5hm TCP — Min M
P 2013-05-22
970.144.509.0.0_r51367_ve0_1-  DB2 Active “- 970|148.79 Yes MNo No MA MA  No  Unencrypted No Ihomeldbzinst! 5000050000
15:23:04
20130513_0008
B 2013-05-22
870.144509.0.0 51367 v80_1-  INFORMIX Active = 9704879 Yes Mo No MA NA  No  Unencrypted No Ihomefinformix 1400 1400
20120512_0008 :
plab 20130522
970144.508.0.0 51367 v80_1-  MYSQL  Active 97014873 Yes MNo No MA NA  No  Unencrypted No Ihome/mysqls1 3351 3351
152304
20120513_0008
Ik 2013-05-22
870,144509.0.0 51367 v80_1-  MYSQL  Active o 970.14§73 Yes MNo No MA MNA  No  Unencrypted No Ihomelmysql50 3350 3350

20130513 0008

Searm

For manually entered search terms, the follawing rules apply:
- For exact match, use double quotes. Example: "Connectian Profiling List Aled”
- For results that have all specified terms (AND condition), enter terms separated by a space. Example: hadoop getlisting
- To get results that include any specified terms, use OR (or |) between the terms. Example: hadoap OR client
- To exclude a term, use NOT (or -). Example: NOT hadoop
- Use the wildcard character (*) at beginning or end of a string. Example: *.10.70.30
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Quick Search (cont)
Search | create scott " Al | - | 4 | 1 ast 3 Hows i - i
l VWhere ' 05 User OB User Client IP Source Program Client Hostname Server DB Type
Server (1} o o~
SCOTT 570144201 JDBC THIM CLIENT FRODO.GUARD.SWG.USKMAIBKM.COM 9.70.144 213 ORACLE s
Database
DB Type (1} SCOoTT 970144201 JDBC THIN CLIENT FRODO.GUARD. SWG. USKMA IBM.COM 970144213 ORACLE
Source Program (1)
SCOTT S.70.144.201 JOBC THIM CLIENT FRODO.GUARD.SWG.USMAIBM.COM 9.70.144.212 ORACLE
l Viho '
DB User (1} SCOTT 9.70.144 201 JDBC THIN CLIENT FRODO.GUARD. SWGE USKMA IBM.COM 970144213 ORACLE E
05 User (1) SCOTT 9.70.144.201 JDBC THIN CLIENT FRODO.GUARD. SWG.USKMA, IBM.COM 9.70.144.213 ORACLE
Client Hostname (2}
Client IP {2} SCOTT 9.70.144 201 JDBC THIN CLIENT FRODO.GUARD.SWGE USKMA IBM.COM S 70144213 ORACLE
Viihat SCOTT 970144201 JDBC THIM CLIENT FRODO.GUARD.SWG USKMA IBM.COM 970144213 ORACLE b
Object (27}
Verb (2) SCOTT S.70.144.201 JDBC THIM CLIENT FRODO.GUARD.SWG.USMAIBM.COM S5.70.144.213 ORACLE
SCOoTT 970144201 JDBC THIN CLIENT FRODO.GUARD.SWGE. USKMA IBM.COM 970144213 ORACLE
lF_xc:e Etiol
Error (2) SCOTT S.70.144.201 JDBC THIN CLIENT FRODO.GUARD.SWG.USKMAIBKM.COM 9.70.144 213 ORACLE
Vinlation (3} SCOoTT 970144201 JDBC THIN CLIENMT FRODO.GUARD.SWGE USKMA IBM.COM 970144213 ORACLE
Details (=200}
SCOTT 570144201 JDBC THIN CLIENT FRODO.GUARD.SWG.USMAIBM.COM 9.70.144.213 ORACLE
SCOoTT 970144201 JDBC THIM CLIENT FRODO.GUARD.SWG USKMA IBM.COM 970144213 ORACLE
Cate (1) -
< | ] r
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Outliers — finding the needle in the security haystack

= Advanced Machine Learning algorithm

= Unsupervised model — models normal activity patterns and analyzes

new activities as they accumulate.

» Intuitive interface that clearly summarizes normal activities

(who/what/when/where) and pinpoints anomalies and suspicious

activities

= Cluster-based analysis - predicts the appearance of data together,

and flag anomalies when data appear out of “context” (i.e., if cluster

IS missing members)



Outliers Analysis

The user opens ‘Search/Browse’ to see the all activity overview.

+1i|
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In the overview chart the user notices medium (Tuesday, 15:00 clock) and high (Wednesday, 02:00) marked outliers.

The user wants to get more information especially about the high classified outliers.

s —

Search/Browse

Search, browisz, and fiker information abowt monitoredobjects, systams, and users, Learn Mare
@ @ | Typ= s=arch keywords hers 0|2

@ Activity  Outliers: @ High O Medium

Where
. 180
Source Program: 256 = .
2
Server: 4 -
<
Datasourca Type: & b t t i 1 1 T T 1 T T T T T 1 1
DatabaseName: 3¢ 1200 13:00 14:00 1500 16:00 17:00 18:00 19:00 20000 21:00 22:00 23:00 24 0 03:00 04:00 05:0
| Twesday, July 25th, v 26th,
What
Object: 2054 Activity Outliers Errors Alerts Viclations
Verb: 5
Summary by Datsource Summary by Date Summary by User Details
Who ~
0S User: 5023 Server Database DE Type Source Program DE User 05 User Client Hostname ClientIP Verh
Database User:  5qg5g
Client IP: 4835 9,148,111 DENAMEL DB2 PROGL AABRAME AABRAME MNamel 9,134,229  SELECT
Client Hostname:  4agc 59.148.11.1 DBNAMEZ DB2 APPABC ABRAME ABRAME Namel 9.234.22.9 SELECT
When 9.148.11.2  DENAME3 Oracke APPNAME ABRAME ABRAME MNamel 9.234.22.9 SELECT
Date [ Time: 4 9.148.11.2  DBNAME4 DE2 DFD234 SMITH] SMITH] Name1 9.234.22.9  INSERT
Exception 3,148,113  DBNAMES Hadoop  PROGL ISMITH ISMITH Namel 5,134.225  SELECT
Error Type: 12 9.148.11.3 DBNAMES DB2 APPABC SMITH SMITH MNamel 9.234.22.9 SELECT
3_”11'9_””9: + 5148121 DBNAMEL D&z APPNAME BONNER BONNER Mamel 5234229  SELECT
Klation: 200
Alerts 5 9.148.12.1  DENAMEZ DE2 DFD234 BOMMER BONMER Namel 9.234.22.9  INSERT
9,148,131 DENAME3 Oracke PROGL WARWU WARWU Namel 5.134.22.9 SELECT
9.148.13.1 DENAMES DB2 APPABC WU WU Namel 9.234.22.9 SELECT

Anomaly Hours are marked
in Red or Yellow. Click on
the bubble navigates to the
Outlier View

T 1 T T T T
0500 10:00 11:00 12:00

0 06:00 07:00 08:00
Object When
ESURPRISE 07/26/2013 D2:55 am
SURPRISE 07/26/2013 02:55 pm

QBJECTL, OBJIECT2

OBJECT3, OBIECT4

SURPRISE

SURPRISE

OBJECT1, OBJECT2

(OBJECT3, ORIECT4

SURPRISE

SURPRISE

07/26/2013 D2:55 am
07/26/2013 02:55 pm
07/26/2013 D2:55 am
07/26/2013 02:55 pm
07/26/2013 02:55 am
07/26/2013 02:55 pm
07/26/2013 D2:55 am

07/26/2013 02:55 pm
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Outliers Details

The ,Outliers’ tab contains more information about the selected timeframe with high classified outliers.

The ‘Type’ explains the reason. Examples: New/Unique, Rare, Exceptional Volume, Exceptional Errors

The user can then interactively investigate each finding by Filtering-In / Out data or by using the Context Menu to navigate to
the “Related Activities”, “Related Errors”, History or any other related data.

IBM InfoSphere Guardium

View QuickStart Monitor/Audit Discover Assess/Harden Comply Protect Capture/Replay [EEECN ] TRINER

Szarch, browss, and filer information abowt monitoredobjects, systems, and users, Learn Mors

2 B  Data/Time="7/2& 2:00zam; Outlier Type="Hgh'; ‘_| x | [P 1 D=y T | View ¥
Where D Activity  Outliers: @ High O Medium Zoom EIE] Hide [=
180

Sowrce Program: 1 z

=
Sarver i B

- i n
Datasource Type: 3 - i T T T T T T T 1 1 T T 1 T T T
DatsbaseName: 4 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20000 21:00 22:00 23:00 24:00 01:00 02:00 03:00 0:00 05:00 O&:0D OF:00 08:00 09:00 10:00 11:00 12:00
| Twesday, July 25¢h. | Wednesday, July 26th,

What
Objzet: 3 Activity Dutliers Errors Alerts Vioclations
Verb: 4

Owverview Details by Datasource D=t by Us=
Who —

[~
OS5 User: 1 .

Score Type Datasource Verb Object User Count Cluser
Datshase Us=r: 2
e ) . 100 Rew DEMAMEL CREATEVIEW  SURPISE S 1123 1000
Client IP: 2 Show Roglated Adpaty |
Client Hostrame: 5 [ Volume DEMAMEL SELECT PAYROLL, SALARY Sll Shew Relabed Exsbplions :123 o4
When @ 97 Emor DEMAME? INSERT PAYROLL, SALARY gl Show RelatedViolaions |53 3

Add as Filbe

Date [ Time: ¥ 726 2:00am a 8%  Emor DENAME1L45 SELECT PRODUCT-X r.1.__f.." = 75 23
Exception
Error Type: 3
Ourtlier Type: T1
Violation: 1]

Alsrts
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Monitoring on System z - Recent Enhancements

Termination of suspicious DB2 activity
« Terminate a DB2 thread that a Guardium policy has flagged as high risk

Many new System z RACF vulnerability tests

« directly or via zSecure Integration

New Entitlement Reporting for z
« DB2 Catalog and RACF via zSecure

New monitoring of DataSet activity (sequential and partitioned)
Centralized IMS management
Expanded DB2 monitoring including DB2 start and stop

Resiliency across network or server outages
» Consistent across all platforms

Appliance based policy administration
» Consistent with Distributed policies on Guardium Ul
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Automate oversight processes to ensure compliance and

reduce operational costs

B e

Easily create custom processes by specifying unique
combination of workflow steps, actions and users e

» Use case

Different oversight processes for financial _:,;' » -

servers than PCI servers LA Ll

Supports automated execution of oversight processes
on a report line item basis, maximizing efficiency without
sacrificing security

zcr Frocans Dedinmcn

.. Sm—r—e—

« Use case M e s

Daily exception report contains 4 items | know i - e

............

about and have resolved, but one that needs R e

detailed investigation. Send 3 on for sign-off; u
hold one e .



Address the Full Data Protection Lifecycle

* Discover your DBMSs

* Discover & classify .
sensitive data Discover Assess

 Continuously update & &
security policies Classify Harden

\ Critical
DataServer
Infrastructure

P

» Cross-DBMS policies

* Pre-built compliance .
reports (SOX, PCI, etc.) Monitor

 Enterprise integration &

« SIEM integration Enforce

« Sign-off management

* Centralized audit repository

* No database changes

L

*DB vulnerability assessments
» Masking sensitive data

» Encryption of sensitive data

 Archive un-needed data

* Preconfigured tests based
on best practices

and standards

b

"

Monitor & alert on attacks
» Monitor privileged users
* Monitor changed behavior
* Real-time alerts

* Prevent cyberattacks

* Detect application-layer fraud
» Enforce change controls
* Forensics data mining

"

F




Audit and Report

Custom and Pre-Built Compliance Reports

* Custom reporting

J PCI Ameleratorl,:l l

SOX and PCI accelerators

* Financial application monitoring (EBS, JD

Edwards, Peoplesoft, etc)

* Authorized application access only

* Automated compliance reporting, sign-offs &
escalations (SOX, PCI, NIST, etc.)

+1I|IIII
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JDvewiewU REG 3 Prc-tect[]UREG 6 MaintainUF‘.EG 7 F‘.estri{:tU REG & AssignUF’Cl Req. 10 Track & MDnitDrU REG 11 TestU pCl Policy m-:-nit-:-ringl

G.k.Er.".iE.:;

Cardheolder Server IPe List
Cardhelders DB=

Cardhelder Object=

Data ~Acce=s= Map

DB Cilentz to Serverz Map
Active DB Uzers

Cardhelder DB Adminiztration
Source Programs

Review Groups

PCl - Cardholder Server IPs

Start Date: 2007-01-01 00:00:00 End Date: 2007-05-31 00:00:00

Server IP
1582.168.1.186
152.168.2.51
182.188.200.108
152.168.200.108
AL 488 2NN 102

Server Type

CRACLE
ORACLE
DBz
DBz

nE<

Database Name

CARD_DATA
CARD_DATA,
CARD_DATA,
DNEDEMO3

SAMDF

N =+
00 e
| e T

w P
w LR
oo

Count of Sessions

DOEx



Reporting
DDL and DCL

p—

13:30 | EgAccount: poc | Customize | Logost | Abost 1 =211 TEM,

G000 . Srasdalong Unit

Sanawd Repots My Mew Regerts *  Docoes Assessharden Comgly  Pioled
Buid Quenes and Repots 02 - DOL Commuands

sy Preport SIS0t 20100147 133048 EndDate 20111198 13:30:48
Exceptions Repor dliazes OFF ClgniP LIKE %
DEUsemame. LINE % MePol LIKE %
j:ls-“?'*fi:‘“‘ SenerP.  LIKES SeneTrpe: LIKE S
i i Sernce etk Dt Usae
: . A e tamme
i Comens Timessamy Seperp (SRCROTEED Ot user oo sal
2011118 1205480 1T2 21N 248 SDENT  TSORBATCH  E2B0151E250151 PLAM=DENTEPZ | 50LI0= ; PROG= REVOKE|SELECT OM ADHIUISER ADHRIULE FROM GHOET
TSR R T 2011118 120545017221 248 OEMNE  TSOEATCH E250151K350151 PLAN=DENTEFZ ; SOLID= ; PROG= GRANT HELECT ON ADHUSER ADHRULE TD GHOET
04 - Detaled SO0 2011118 120546 0172 N 248 FDSMNT  TSOBATCH E250151K250151 PLAMNSOSNTEFZ | SOLID= | PROGs | DE_NANE=ADHDE | GRANT SELECT ON ADHUSER ADHRLULE TD GHOST
07 - PHIAccass FOH-UA7 T HAL017T2H 248 905N CALLDBICALLSYSSLE SVSSLG  PLANSACTE300M : SOLIDDEZADNG | PROGRACTOSCLEDROS THALE DEZSLEG DSH_PREDICAT_TABLE

E SESSION . SYSPRINT
AELE DEZSLG DSM_PREDICAT_TABLE ( "CUERYHNO™ INTEGER NOT NULL CBLOCKND SMALLINT NOT
SEESION . SYSPRINT

0 Actty Sourca Progeam | 20T-THIT 172005017221 248 90SIE  CALL DE2CALLSYSSLG DE2ADNGPLAN=ACTEI00M . SOLD=OB2ADNG | PROG=ACSHOSF| DROP T
- ;""m' s 2011-11-17 17:28:20.0 17221 240 90SNZ  CALLDRICALLSYSSLG SYSSLG PLAN=ACTOIODM | SOLID=DBZADMG | PROG=ACTOSOLY CREATE
- Epecilc 0B Usw 201117 17282001721 2 90SNE  CALL DEICALL SYESLG DOZADNGPLAN=ACTEN0DM | SOLD=SYSSLG | PROG=ACSNOSP | DROP T

12- Grant Comemuands 20M-1AT 7252001721 240 905MF  CALLDBICALL SYSSLE DEIADNG PLANSACTRIO0M | SOUDSIYSELE | PROGSACSNHDD E SESSION . NOLIST
8 rptoc 0 O secorss T Jr0sots00 % HI DO
14 - S0OL Emoes

15 - Locall Ancess
17 = 3rd Pasty Tl ACCRSS
19 - DOL by DEA
Barry Test Raport

Ability to Monitor Data Definition Language Commands
*Create, Alter, Drop, etc.

Ability to Monitor Data Control Language Commands
*Grant, Revoke, etc.



Reporting
Sensitive Data Access

IBM" InfoSphere™ Guardium’ 15:42 | Edit Account poc | &

—

ze | Logouw | About | 86 @ @ TBM.

Gl - Standalone Uinkt

Standard Reports H!‘"H“hphﬂi&’ Dimcowar | AssessHarden | Comply | Profect

Busld Quanas and Repors 7 - PHI Accass
Aty Report Stae Date: 2014008 12:30:1 End Dt 20119998 153420
E Rupad Aligees OFF Lastmcoess « NOW
ot i) DhbjectName: LIKE %
Mesgages Repen Sayich [ L
Pokcy Viclahions Timestamp Hame Object Hame Finld Hame !LSJ.!M App User Name Sgl
01 - DML Commands Wi H:11s i
02 . DOL Commands 18 1530 45,n 0T | KDMCHR INDY_S5M COUALS COUALS PLANSMSFMTC | SQUD=COUALS | PROG=KDIN | DE_MAME=KDOSO000 SELECT KMRGN_ID , IO _HRM | PHMM_DISPL_NM | IND
. . 1H-11-
E—-- Eelull :gg:w-n? :l’g 151311_45 o G e INCPY_S5M COUALS COUALS FLANSMSFMTC | SOUD=COUALS | PROG=MSMOZ ; DE_NAME=KDOS000D  SELECT PHMM_DISPL_NM | INDW_KSR_MER_IND , K05E
- Detide
fg’:;a‘; w007 | KONOVEY INEY_55M WE197 KEDT197 PLANSDISTSERY | SOUD=KSD1S7 | PROG=RMEPO4 | DB_MAME=WDOSIO00 SELECT INDV_KSR_MBR_IND , INDV_SSM | 0_DOB i
0 - Actaity Source Progmm | agpp.11. DECLARE MINDCD-CSR CURSOR WITH RETURN FOR SE
08 - Speciic DB Uses 18 1532 ﬁnﬂlﬁl DDA INDPY_55M KEB01197 K301197 PLAN=DISTSERY , SQUD=KS0 157 | PROG=IRMSP041 ; DH_FFME-KDI}GICDI CHAR [ Ti3 30HEAR 85 ND_DESC) 7)), TH . INDV
:E' E":"Lﬂ""d“ fg*f;;l' DT | KOPHNMDY INDW_S5N COUALS COUALS PLANSMSFMTC | SOUD=COUALS | PROG=KDIC? | DB_NAME=KDOSD0OD — DECLARE EZECURSOR! CURSOR FOR SELECT PHNM_
2= Fana ns
14 - SOL Emrors 33.1.5'1311'_'5DDT3| DD INDPY_S3M CQUALS COUALS PLANSMISFMTC | SQUD=CQUALS | PROG=EDN0TT | DE_NAME=FDRS00D SELECT M¥RGH_ID , INON_HRM |, FHNM_DISPL_KM | IKD
15 - Local Access TRIR
17 - ‘3nd Party Tool Accais ?E 151311 |5.|:|D“| KDL INDPV_55M MEDEXIMSDEN) FLAN=MESFMO0 | SOLD=MEDHEIQ | PROG=MSFHT | DB_NAME=FRDO00R DECLARE EIECURSORE CURSOR FOR SELECT PHNM_
;:r' n? "5';”':"“ igl1ls:131|- jo g4 | HOREDVES INDW_S=M MSDEZOMSDEIN PLAN=MSFMOO ; SOUID=MSDHEZD ;| PROG=KDICT ; DE_MAME=PHDO0D0 SELECT XMRGH_ID , MDY _HRM , PHMM_DISPL_NM | IND!
ry Test Report —
fgl'1:1;|' mnDT‘“ HIDINDWY INDPY_55M M3DEZOMSDERQ PLANSMSFMOO0 | SOLD=MSDEG | PROGEMSFOR ; DE_NAME=PKDOD0G DECLARE EFECURSORS CURSOR FOR SELECT PHNM_
32'1'5'131:; 45,0781 | HDUNDEY INDY_S5M MSDEZQOMS0EIN PLAN=MSFMOO | SOLID=MSDHIC | PROG=KDIHI | DH_MAME=FRDO00Q DECLARE EZECURSOR1 CURSOR FOR SELECT XeRGN,
111
::g 1513::, appPTH | KERENTY INDY_55M MSDEXOMSDEDD FLAN=MSFMGO | SOUD=MSDEIQ ; PROG=KDIOT | DE_NAME=PKDO0DG  SELECT XXRGN_ID , INDW_HRM , PHNM_DISPL_NM | IND
?;I1;131;-| 3‘ilul}T'dI KIDPHNMEY INOPV_S5M MEDEXNIMSDEID PLAMN=MEFMO0 ;| SOLD=MENE20 | PROG=KDIO2 ; DB_MNAME=PRDO0D DECLARE EFECURSORT CURSOR FOR SELECT PHNM_
ik, W 2 - : - - . DE - . 0. 2 . L L
?El:;;ﬁ:ﬂ wul}ﬁl DD INDPY_S5M COUALS DOUALS PLANSMSFMTC | SQUD=CQUALS | PROG=MSME! | DE_NAME=HDQE0000 SELECT X¥RGHN_ID , INON_HRM |, PHMM_DISPL_KM | IKD
:I)EI:SJ;-::;-&;DDT‘“ BIDINDNTY INDV_S5M MEBDDOMWEBDDD FLAN=DISTSERY , SOUD=WEBIDD ; FROG=REHIOT | DB_NAME=FKIDOD0 SELECT INDV_HRMN , FHNM_DISPL_MM , MOV _KSR_MBI_
al I :IJ

Ability to Monitor Access to Objects and Fields Containing Sensitive Data



Reporting
Specific User Activity

* Guardism

| Eoifl Account pog |

Stansard Reparis | My New Beports o | Dmesver  Assesadisrden Comply  Protest

—_— il Pk 15 - Specific 08 User
P G0 End Dute: 2011-11.18 15:50040
= 2 T ChestP  LME %

aiptios Rapsnt DEUssranns. LIE K381 NetPect  LIME %
-Masages Rapent $aL LNE % ServweP LME %

Pakcy ellens

@1 - DAL Cormands

32 - DO Cosmimands

33 - Sl Fislemenis

o - Comipded SOL

30 - Ackvily Sosrce Progran
- u

13 - Grant Commands

13 . Fidedd Lisginni

14 - S0L Erans

15 - Leszidl ACcesis

17 - 3 Party Tool ACoess:

19 - COL by 084,

Bary Tess Repor

FLIIRES
15 S0 G
21111
18 sEka00
1111
15 653400
2011-18-
15 sESX40 0
011-11-
15 w5409
011-14-
15 BE-53400
011-11-
15 ek 139
-4
5 B Es0aa
2H11-11-
15 BE0TE5.3
2H11-11-
15 BEOTE5.3
FL RS
15 BEOT 053
FLIEES
1% =0T e
011-11-
B ETee
011-18-
15 wloisa 2

SanverType LMK %

mﬁmﬁﬁﬁﬁ

o2
ca2
ce2

17227 240 13001
17231 248 13000
172 21 248 13063
AT 34 248 13D
172 21 248 13060
T2 21 248 1MDET
172 21 248 13001
T2 248 13002
17221248 12001
T2 248 130
172 27 248 1300
17221248 13001
173 31 24l 130G

TR 248 13D

127001 THOBATCH
137,001 THOBATCH
127 0.0.1 TEO BATEH
127 00,1 TEO BATEH
127.0.0.1 TBO BATCH
127.0.0.1 TEOBATCH
127.0.0.1 TEOTEO

127.0.0.1 TEO.TED

127.0.0.1 TEOBATCH
127.0.0.1 TEOBATCH
127.0.0.1 TEORATCH
127.0.0.1 THOBATCH
137081 TS0 BATOH
127,001 TEO TS0

L=
L=t
RS
EISEIE
EISEE
B2
B
L=k
IR
ISR
IR
L=kt
=t IE 1]

S

D 08scors[ @ |JuuaunBOxdhLHIRST

G0 - Standadores Unet

il -ox
B

SELECT CENAME, MAME CREATOR. TBMAME TBCREATOR FRON Svrisu SvSN0ECES wHERE BROOL
T AND DEALAKE WO N CSILECT CESTIRCT MAME FROM 5500 S S0ATARLSE WHEAL HAME = 708 TYPL « ) ORMR v 7.7.7

SELECT BROOL. hau FROW SvSBM Sy SDATABASE WHERE MNAME » YORTYIE = 7

SELECT DEMAWE, MAME CREATOR BPOOL FROM SvEBM SvETABUESRLCE WHERE DENAME BN (SELECT DETNCT HAME FROU SYSBM S$vVSDATABASE WHERE RalE « ¥ QR TVPE = ¥)

SELECT RAME, CREATOR FROE S SBEM SYSOATABASE WHERE BPOOL = 7 AND MAME NOT M (SELECT

CESTICT MAME FROM 558 Sy SDATABASE WHERE HAME = ¥ OR TP = ¥) ORDER & 7.7

SELECT DEMAME, MANE. CREATOR FROM 5vSBE SvETASLESRACE WHERE BROOL = 7 ARD DERALE

NOT N CSELECT DETINCT HAME FROM S¥SEM SYSDATABASE WHERE AME « ? OR TYPE « 7) ORDER BY 7.7.7

SELECT DEMAME, MAME. CREATOR. TBHAME, TRCREATOR FRON SvSBl 5y SRDEXES WHERE BROOL

= ¥ AND DEMAME ROT N (SELECT DETRCT MAME FROM SYSBM SYSOATABASE WHERE WAME = 708 TYPE = 1) ORDER BY 7,77

DEZ_COMMARD -di racs
DEZ_COMMARD -085 L3
SELECT BPOOL. HAME FROW 5y 5BM 5y SIATARASE WHERE NAME « PORTYPE= 7

SELECT DENAME, MAME CREATDS. BROOL FAOM 575BH SvETABUCERACE WHERE DEHAME M {SELECT DESTINCT HAME FROM 55BN 5 S0ATARASE YWHERE AU « 7 QR TVPE & 7)
SELECT Ralsi, CREATOR FROW 558U 5r5laTafasl wHIRE BP00L « 7 AND HaME NOT M (SELECT

DESTIRCT MAME FROM 550 SV EDATABASE WHERE HAME = T OR TYPE = 7] ORDES & 7.7

SELECT DEmalE, MANE CREATOR FAOW §v 506 SriTafm ERRaCE vnERE BROOL = ¥ akD DErag

NOT N CSELECT DESTINGT HAME FROM 5w 508 5 E0ATARLSE WHERL RALE = 7 QR TYPL = 7] ORDMRA B 7.7.7

SELECT DEMAME, MANE. CREATOR. TEHAME, TRCREATOR FRON SviBu 3YSRDEXES WHERE BPOOL

= 7 SND DENAKE ROT N CSELECT CESTIRCT MAME FROM 5750 SYSDATARASE WHERE IRAME = 708 TYPE = ) ORMR B 7,77

DEQ_COMUAND -du df

Ability to Report on a Specific User’s Activity



Reporting
Custom Report Building
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Generate Tabulr | Regererste |  AsdwmPase. | Ad2 10 My New Reports |
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Ability to Easily Create Custom Reports Through Point and Click Interface
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Agenda

- Big Data opportunities and threats
* Proactive and preventative measures to information protection

« Summary and Call to Action
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Summary and call to action..

- Enterprise wide protection across many databases, platforms and
data streams

* Preventative and proactive data security controls

Real-time data threat detection and monitoring alerts

Support for many data streams — not just transactional

Extensive integration capabilities

Fast implementation with automated workflows, predefined
compliance reports and policies

Data Masking, Encryption and vulnerability assessment.

« Sign up for future related papers in 2015 “The world of DB2 for
z/OS” on LinkedIin and Facebook
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Useful URLs

= www.ibm.com/software/os/systemz/security/
" www.ibm.com/guardium

» www.ibm.com/bigdata/z

" www.infogovcommunity.com



http://www.ibm.com/software/os/systemz/security/
http://www.ibm.com/guardium
http://www.ibm.com/bigdata/z
http://www.infogovcommunity.com/
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