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1 
Cloud and mobile can 

create opportunities for 

enhanced security 2 
IBM mobile security 

solutions enable 

clients to achieve 

secure transactions 

and graded trust 

IBM helps clients migrate from secure virtualization to securing 

Cloud applications, and consuming security from the Cloud 3 



© 2014 IBM Corporation 

IBM Security 

Traditional IT infrastructures 
Security controls are enforced through network perimeters 

Trusted Intranet 

Online Banking 

Application 

Employee 

Application 

DMZ Untrusted Internet 
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Migrating to Cloud and Mobile 
Security centered on applications and transactions 

Online Banking 

Application 

Investment 

API Services 

Employee 

Application 

Deliver Mobile App 

Consume Apps and Services 

Leverage Public Clouds 

Trusted Intranet DMZ Untrusted Internet 
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Mobile Security 



© 2013 IBM Corporation 

IBM Security Systems 
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We see three key mobile scenarios to help our customers 

Secure the Device 

Enroll  Configure  Monitor 

Provision  Wipe  Fingerprint 

Secure the Application 

Mobile application scanning 

Secure app design 

Secure mobile browser 

Enable Trusted Transactions 

Mobile access management,  
graded trust, secure connectivity 

Malware and fraud detection 

Device and location risk 

Account takeover Enterprise 
Applications 

Cloud Services 

Personal 

Enterprise 
Applications 
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IBM Mobile Management and Security Strategy 

Business Span 

of Control 

High 

Corporate Owned 

Assets 
Employees 

w/BYOD 

Task/Temp 

Workers 
Business Partners 

Consumer 

Transactions 

Mobile Device Management 

Mobile Application Management, Containers 

Secure Transactions 

Low 

IBM Offerings:  

 

Additional Integration Points: 

 

• SDKs are integrated with Worklight IDE 

• Security information and events feed into IBM Security QRadar for analysis and actions  

• Code scan be part of process before apps are deployed into app store/catalog  

 

 

 

 

 

 

Solution Approaches: 

 

Requirements for Mobile Management and Security: 

 

IBM Access 

Manager for Mobile 
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Helping to achieve secure transactions and deliver differentiated 
access based on graded trust  

Cloud 

Services 
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Consumer 

Applications 

Employee 

Applications 

Manage consistent 
security policies 

Securing transactions from the device to the enterprise  

• User trust (e.g., strong authentication, mobile authorization) 

• Device risk (e.g., jailbroken, malware, app fingerprint) 

• Transactional context (e.g., geo-location, transfer amount, WiFi) 

Consumers 

Employees 
BYOD 

Security Team 

Application 
Team 

IBM Security Access 

Manager for Mobile  

Mobile Security Gateway 

Internet 
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Cloud Security 



© 2014 IBM Corporation 

Services 

Acquired 

Organization / 

Buyers 
Security Responsibilities and Objectives 

Software as a 

Service (SaaS) 

CxOs (CIO, CMO, 

CHRO, ...)  

 Complete visibility to enterprise SaaS usage and risk profiling 

 Governance of user access to SaaS and identity federation 

Platform as a 

Service (PaaS) 

Application teams, 

LOBs 

 Enable developers to compose secure cloud applications and APIs, with 

enhanced user experience 

 Visibility and protection against fraud and applications threats 

Infrastructure as 

a Service (IaaS) 
CIO, IT teams 

 Protect the cloud infrastructure to securely deploy workloads and meet 

compliance objectives 

 Have full operational visibility across hybrid cloud deployments, and govern 

usage 

Clients’ security objectives reflect their Cloud adoption  
Secure workloads that are migrated to Cloud (IaaS, PaaS).  
Securely connect and consume Cloud business applications (SaaS) 
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Cloud presents the opportunity to radically transform security 
practices 

Cloud security is not only achievable, it is an opportunity  
to drive the business, improve defenses and reduce risk 

Dynamic Cloud Security 
Standardized, automated,  

agile, and elastic 

Traditional Security 
Manual, static, reactive 
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We see three sets of security capabilities to help enterprise clients … 

Cloud Security Capabilities 

Manage Access 

Protect Data 

Gain Visibility 

Protect infrastructure, 

applications, and data 

from threats 

Auditable intelligence 

on cloud access, 

activity, cost and 

compliance 

Manage identities  

and govern user access 

IaaS: Securing infrastructure and workloads 

SaaS: Secure usage of business applications 

PaaS: Secure service composition and apps 

Bluemix 

13 



© 2014 IBM Corporation 

IBM Security 

… delivered via cloud-enabled technologies and managed services 

IaaS: Securing infrastructure and workloads 

SaaS: Secure usage of business applications 

PaaS: Secure service composition and apps 

Bluemix 

Client Consumption 
Models 

Security SaaS 

Virtual 
Appliances 
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Cloud Security Capabilities 

Manage Access 

Protect Data 

Gain Visibility 

Protect infrastructure, 

applications, and data 

from threats 

Auditable intelligence 

on cloud access, 

activity, cost and 

compliance 

Manage identities  

and govern user access 
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2 

3 

Cloud and mobile can create opportunities for enhanced security 

16 

IBM helps clients migrate from secure virtualization to securing Cloud 

applications, and consuming security from the Cloud 

IBM mobile security solutions enable clients to achieve secure transactions 

and graded trust 

Three primary ideas 
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