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What was  
the impact  to  

the organization? 

What security incidents  
are happening  

right now?   

Are we configured 
to protect against  
advanced threats? 

What are  
the major risks and 

vulnerabilities? 

Our Focus 

Security Intelligence 
The actionable information derived from the analysis 
of security-relevant data available to an organization 

•  Gain visibility over the organization’s 
security posture and identity security gaps 

•  Detect deviations from the norm  
that indicate early warnings of APTs 

•  Prioritize vulnerabilities to optimize 
remediation processes and close critical 
exposures before exploit 

•  Automatically detect threats with prioritized 
workflow to quickly analyze impact 

•  Gather full situational awareness  
through advanced security analytics 

•  Perform forensic investigation reducing time 
to find root-cause; use results to drive faster 
remediation 

Exploit Remediation 

REACTION / REMEDIATION PHASE 

Post-Exploit Vulnerability Pre-Exploit 

PREDICTION / PREVENTION PHASE 
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Southbound APIs 

Northbound APIs 

Delivering multiple security capabilities through a purpose-built, 
extensible platform 

IBM QRadar Security Intelligence Platform 

Real Time Structured Security Data Unstructured Operational / Security Data 

                                 LEEF                AXIS              Configuration              NetFlow               Offense 

Security 
Intelligence 

Operating 
System 

Reporting Engine Workflow Rules Engine Real-Time Viewer 

Analytics Engine 

Warehouse Archival 

Normalization 

Log 
Management 

Security 
Intelligence 

Network 
Activity 

Monitoring 
Risk 

Management 
Vulnerability 
Management 

Network 
Forensics Future 
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Driving simplicity and accelerated time to value 

QRadar’s ease-of-use in set-up and maintenance 
resulted in reduced time to resolve network issues  
and freed-up IT staff for other projects. 

Private U.S. University 
with large online education community 

Immediate 
discovery 

of network assets 
Proactive vulnerability 
scans, configuration 

comparisons, and policy  
compliance checks 

Simplified 
deployment 

Automated configuration 
of log data sources 

and asset databases 

Automated 
updates 

Stay current  
with latest threats, 

vulnerabilities, 
and protocols 

Out-of-the-box 
rules and reports 

Immediate time 
to value with built-in 

intelligence 

IBM QRadar is nearly three times 
faster to implement across the 
enterprise than other SIEM solutions. 

2014 Ponemon Institute, LLC 
Independent Research Report 
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Suspected 
Incidents 

Prioritized Incidents 

Servers and mainframes 

Data activity 

Network and virtual activity 

Application activity 

Configuration information 

Security devices 

Users and identities 

Vulnerabilities and threats 

Global threat intelligence 

Extensive Data Sources 

Automated 
Offense 
Identification 
•  Unlimited data collection,  

storage and analysis 

•  Built-in data classification 

•  Automatic asset, service / 
user discovery and profiling 

•  Real-time correlation  
and threat intelligence 

•  Activity baselining  
and anomaly detection 

•  Out-of-the-box  
incident 
detection 

Embedded  
Intelligence 

Turning Massive Amounts of Data into Actionable Insights and Evidence 
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Suspected 
Incidents 

Prioritized Incidents 

Extend clarity around incidents with in-depth forensics data 

Directed Forensics Investigations 
•  Rapidly reduce time to resolution  

through intuitive forensic workflow 
•  Use intuition more than technical training 
•  Determine root cause and prevent  

re-occurrences 

Embedded  
Intelligence 
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Automated Risk and Vulnerability Management 

                            

                            

                            

Discovery 
and 
Verification 

Intelligent 
Context 
Driven 

Prioritization 

Automatic 
Delegation 

and 
Assignments 

•  Uncovers the weaknesses  
•  Endpoints, assets, device configuration 
•  Derived intelligence from the network 
 

•  What assets are important ? 
•  Where are the threats ? 
•  Who is talking to who ? 
•  What is blocked and patched already ? 
•  What is out of compliance ? 

•  Who needs to take action 
•  What needs to be done  

•  Missing patches 
•  Signatures 
•  Configuration changes 

                            

Reporting 
and 

Alerting 

•  What needs escalation 
•  What is in and out of compliance 
•  Dashboards and reports 
•  APIs 

Discovery and verification 

Intelligent 
Context driven 
Prioritization 

Delegate and assign 

Updated 
Posture 
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QRadar Stories From The Road 
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Taking On a Zero Day Vulnerability With Security Intelligence  

Announce Day 1 Day 2 Day 3 Day 4 Day 5 Day 6 Day 7 Ongoing 

Competitive 
Product Updated 

Initiate Scans 
SCAN 

Repeat Process 

Use Qradar to 
proactively 

monitor security 
logs and flows 

to actively 
detect exploit 

QRadar 
updated with 

New Vuln Data 
 

Early Warnings 
Detects 1200 

hosts with 
vulnerability 

 
50 Most Likely 

Hosts to be 
Exploited 
Patched 

 
  
 

Scan Results 
Returned 1200 

Hosts 
Send Report to 

Remediate Team 

Remediation/
Patch Team 

Cleans up initial 
set of 1200 hosts 

Maybe!! 

1.  Correlation with Flow Data to determine hosts where this service is active 
2.  Correlate with X-Force Data to determine hosts communicating with malicious sites/Ips 

a.  1200 down to 50 High Priority Hosts 
3.  Which ones are exposed to internet   

QRadar 

Other Vendor 
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Leveraging the QRadar Portfolio For Shellshock 

§ Proactively Discover 
§ Assess Risk  
§ Continuous Monitoring/Detect Attacks 

IBM Confidential 
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Discover (QRadar Vulnerability Manager) 
§  Understand where you are vulnerable  
§  If you are using 3rd party scans make sure that data is in QRadar 
§  QRadar has full information on the vulnerability  

–  Leverage virtual patching where possible 

 

IBM Confidential 

!
!
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Assess Risk (QRadar Risk Manager) 

§  Recommendation 
– Run Credentialed Scan for Shellshock twice a week 
– Create a “Saved Search” that returns hosts/assets with the vulnerability 

for more than 1-2 weeks.   
– Create a Risk Policy within QRadar that leverages this saved search 

and looks for following: 
 

IBM Confidential 

This will create single offense with all 
assets that are accepting web 
communications from remote locations 
and are vulnerable.  Vulnerability and 
Patch Reports will automatically 
prioritize these assets  
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Proactively Detect Potential Exploits (QRadar SIEM) 

IBM Confidential 
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!

Even if you have IPS/IDS, Monitor Web Proxy Logs in Real Time 

Detect with Flow Traffic 

!

Detecting website spidering and brute force CGI exploits 
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Customer Driven Advanced Use 
Cases 
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Advanced Search – Identify suspicious long term traffic 
§  Many threats communicate periodically with command and control over days, weeks and 

months 
§  Advanced searching can identify period connections of long period of time 

– E.g. consistent, short, low volume, number of connections per  day/week/month 
between IP addresses, or an IP address and geo 

§  Generate offense and/or populate a reference set/table (utilizing API) 
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Advanced Search Mode – Operational Reporting -Account usage 
reporting 

§  Different user communities can have variable threat and usage indicators 
§  Utilize reference data to report on additional user properties, e.g. department, location, 

Manager etc. 
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Advanced Search – Generate Offenses From Scheduled Analysis 

§  Provides capability to generate an incident from advanced search as well as real time 
correlation 

§  Enables full offense support with drill down to results 
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QRadar Vision 
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Evolution of Security Intelligence Architecture and Capability 

Threat Sharing and Incident Collaboration 

Threat Modelling and IOC Intelligence 

Improved Out of Box 
Intelligence 

Security Intelligence.Next 

Data Nodes:  Simplified Storage 
and Search Speed 

QRadar IaaS Ready 

Search Nodes & Secure Data 
Gateways 

All Data (Security & Operational) 

Automated Deployment & Scale  

Simplified Delivery (i.e.Cloud ) 

Open Platform:  API FIRST Initiative 
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Scale & Automation 

Advanced Query Capabilities 

Security Analyst Driven 

Customer & Partner Driven Security Content 

Automated Incident Response & Case Management 

Enterprise Security & IT Risk Posture 
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QRadar as a Platform 
Example Apps Built on API 
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Open Architecture – New API, UI Plugins and Console Framework 

* Stretch 

Note:  Screenshots are concepts 

New APIs 
 •  Data 

•  Offenses 
•  Configuration/Mgmt 
•  Asset Profiles 
•  User Interface 

•  Simplified Integrations 
•  Improved Customization 
•  Advanced Use Cases 
•  Automation  

Value 
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Offense/Event+Flow API 
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Offense/Event+Flow API 
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Owning The SOC (future 
example apps)!
Tracking The Threat!
"
"

•  Understanding the Attack Kill Chain

•  Quickly identify severity and overall 

impact of a threat 

•  Enable faster response by 

understanding flow of data. 


•  Automated Response into the Threat 
Protection System 




"

"
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Threat Details!
"

"

Need to dig further?


•  What is the DNA of the Attack?"
•  Forensic Investigation"
•  Relationships between IPs involved in this 

offense based on communications (IPs, ports, 

etc.)."
•  Context from other Security Operations 

solutions "
"
"

"


