WebSphere’s
Advanced Technology
Improves Business

Drive Customer Interest



Use Mobile Applications To Create New

Service OEEortunities

m Use location data to provide cultural
Information at sites of interest

= Allow people to view tax information and
pay bills

m Supply visa information for travelers

m Offer convenient access to government
regulations

m Locate government offices

Make Your Citizens More Productive
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Service Oriented Finance Ministry Wants To Use
Mobile Access To Drive Citizen Interaction

~ ™\
IBM Mobile Foundation
‘. . ) makes it easy to
We war_lt to ex_tend our services accomplish this. Let's
to mobile devices to help drive take a look ...
more interest and convenience .

for our citizens...
W /
»

Service Oriented Finance
Chief Technologist
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Build, Connect, Manage And Secure Your Mobile
AEEIications With IBM Mobile Foundation

m Develop, integrate, and manage rich, cross-platform
mobile applications with IBM Worklight

m Connect mobile apps with cloud and on-premise
applications with IBM WebSphere Cast Iron

® Provide management of smartphones and tablets with
IBM Endpoint Manager for Mobile Devices
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IBM Mobile Foundation Solves The Challenges

How do you make rich, yet cost-effective mobile
apps in a fragmented technological landscape?

J

How do you connect the mobile devices to the
enterprise back-end services in a secure and scalable
manner?

How do you manage the growing portfolio of
applications and devices?
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Dilemma — What Is The Best Way To Create

Mobile AEEIications?

Native applications Mobile web applications

Written for specific device Written for portability, using HTML,
type, using device’s CSS, and JavaScript

architecture and language

v’ One copy of application can be

v Best possible user
run on a wide range of platforms

experience for device

X Some device capabilities aren't
accessible, preventing creation
272727  of arich mobile experience

X Application must be
rewritten for each platform
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Each Platform Is Different — With Different
Tools, APIs, And Executable Formats

I0S Android Blackberry Windows Phone
(Apple) (Google) (RIM) (Microsoft)
€
Languages Obj-C, C, C++ e Java C#, VB.NET, etc
Buag ¢, G, (Some C, C++) , VB.NET,
BB Java Eclipse Visual Studio,
Tools Xcode Android SDK Plug-n P Windows Phone
8 Dev Tools
Executable Files .app .apk .cod .xap
. , , BlackBerry App Windows Phone
Application Stores Apple iTunes Android Market World Market

A native application for one platform cannot run on another, so you have to
develop unigue applications for each platform

02 - Drive Customer Interest 7



Mobile Web Applications Only Have Limited
Access To Device Features

Mobile Operating Graphics
System

Touch Screen,
Keyboard

Touch Events «::;Lf/

Data -

~ Calls, Data GSM Network

Audio Microphone

Not

Audio [ speaker accessible
from

HTML

Images, Audio Camera

O
»
92
o)

)

o,
=
>
O
7

Activation Vibration

Browser Orientation Accelerometer,
rendering Compass
engine Location

GPS

Data Storage

Applications written in HTML run on all platforms, but can’t use
Important device features
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Hybrid Applications Make It Possible To Build

Rich Cross Platform Applications

Common
across
platforms

HTML, CSS,
JavaScript

Specific to
given platform

Java, C

Application

4
=1

Browser
rendering
engine

Mobile Operating
System

=)

S|dV 914198dSs-S0O

2
LR

Graphics

Touch Events <

Data

Calls, Data

Audio

Audio

Images, Audio <

Activation

Orientation

\ \ /
\ \
/ / /\ \ / \ \ /
/ / / o\ \/ \ \ /
/ \ / /\ \ / \ / \ /
/ / \ / /\ \ / \ / / \ /
/ / \ / / \ \/ \/ / \ /
/ / \ / \
y / \/ / \ v v / \/

Location

Data

Touch Screen,
Keyboard

WIFI

GSM Network

Microphone
Speaker
Camera

Vibration

Accelerometer,
Compass

GPS

Storage

All device features can be accessed
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Worklight Makes It Easier To Build Hybrid
Applications Across Platforms

Mobile Operating
System __—  Graphics

Application

Touch Screen,
Keyboard

Touch Events <

Worklight
library Data WIFI

Calls, Data GSM Network

Worklight NI icrophone

Studio for

building and
deploying
application

Audio Speaker

Browser
rendering
engine
Activation Vibration
i i Accelerometer,
< Orientation Compass

Images, Audio < Camera

S|dV 914198dSs-S0O

®

/
/
/
/
\

wn

Worklight
library Data Storage

All device features can be accessed
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What Worklight Does To Help You Build Hybrid
AEEIications

Without Worklight

With Worklight

Development of
hybrid applications

One project per platform, with
duplicated code that must be
kept synchronized.

Some capabilities must be
programmed uniquely per
platform

Integration of HTML and native
code can require extensive
manually written Java and/or C

Single project for all
platforms, single copy of
common code

Worklight API provides
some cross-platform
capabilities

Integration of HTML and

native code can be done
easily with Worklight API

Secure access to
host systems and
data

No framework. Must manually
design and code

Worklight Server and
Worklight Adapters

Application control —
pushing out releases
and notices,
disabling old
versions, etc.

No framework. Must manually
design and code

Worklight Server and
console application

02 - Drive Customer Interest
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Worklight Studio For Developing Native And

Web Code

i, Apples

“ Oranges

Rt Tesd

''''''''''''

;;;;;;;;;;;;

Integrated

e — Development
Environment
(IDE)

= Application
development
using native
ihearis and/or web
technologies of
HTML5, CSS3,

- and JavaScript

m WYSIWYG user
Interface
construction
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Worklight Creates A Single, Integrated Project

For An AEEIication

File Edit Refactor Run Source MNavigate Search Project Window Help

il Ead H-0-G-

Common code

f-‘) TestProj
‘ig TestProjTestAppAndroid

@ WaerkLightStarter
=i, JavaScript Resources
= adapters
= apps
= Starter
= common
= legal
| application-descriptor.ml
iz test
= worklightStarter
= conf
= lib
= WorkLightStarterWorklightStarterAndroid
i+ WorkLightStarterWorlklightStarterBlackBerry

i) Project Explorer &2 =

=R = IR @l -
== E_ |X| application-descriptorxm| |g| checksum.js |X] application-d
[ 18] New Waorldight Environment @ = ||
Worklight Environment -
Create application folders for new environments. i -
Project name : jWarkngmS-tarter =
Application name ; | Starter M
Create folders for:
Mobile ~oBrs

B iPhone apps
# Android phones and tablets 4 72 WorkLightStart
E BlackBemy ! android
i) Windows Phone @ blackberdy
@ Pad 4|72 common
EI Mobile web app = css L}
Desktop .
ﬂWmdnw:? and Vista : !magts
<] Adobe AIR - P
& M OS X Dashboard 15| WorklfghtStarter.html
Web E ipad
Facebook 4 i iphe
[§ iGoogle k= 55
it Embedded web page = images
& js
= native
= legal

¥ apphcation-des
L

;,) . < Back - Met . Cancel
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placed in
primary file

Platform-
specific code
IS maintained
separately
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Worklight Uses Device System Development
KS

Kits (SDKs) For Device-Specific Tas

File Edit Refactor Run Source Refactor Mavigate Search Project Window Help
HrHE e Bid $-0-@- #6- &5 - Hrfr-oero-

[# Package Explorer 52 =08 *worklightStarterjs &2

==Y var invocationData = {
) WorkLightStarter
LDRFTER IO INVOEE
(= adapters )
adapter: worklig arter. .
= apps dapt klightStart FEEDS_ADAPTER
> worklightStarter //PROCEDURE TO INVORE
(I a”d d procedure: worklightStarter.GET_ FEEDS,
! androi
ab'ackbew parameters: []
= common }:
= css
= images //INVOKE PRCCEDURE
= s WL.Client.invokeProcedure (invocationData, {
mesksla.g:s;s I © deletellserPref(key, options) void - _ WLClient
J//OH 5
w?r ighttarter.js @ getUsernfo(realm, key) - _WLClient
worklightStarter.html onSucc : ) . - . .
‘: dashboard @ invokeProcedure(invecationData, options) void - _WLClient
ashboar . . . -
n facebook _.'_."C.‘I- | @ legin{realm, nptln.n;) VDId. - _WLCIle.nt
igoogle onFail|| @ logout(realm, options) veid - _ WLClient
a ipad @ makeRequest{url, options) veid - _WLClient
J! iphone o IME | @ openURL{url, target, options) void - _WLClient
e victa timeod | g setUserPref{key, value, options) veid - _ WLClient
1 windowsphone , 2k @ setlUserPrefs(userPrefsHash, options) void - _ WLClient
%] application-descriptorxml ’
conf
g lib B S55AASE fed

L% WorkLightStarterWorklightStarterAndroid
# WorkLightStarterWorklightStarterBlackBel

WorkLight Starter

ta “Femarkabls indonesia™ the New
“Incredibly ndia™ for Imvesion?

Yahoo Goes All In With Facebook
Hers Are The Screenshots

4| 1

s [70m) 5 Debg
=B

-

m

® iy T bemadans
EE R K

WorkLight Starter

I “Aomarkabile indonesia® the Mew
“incradible ndia” for inrveshors?

Wahoo Goss AR In With Facebook:
oo Ase The Screenshols

Attack OF The Tweets: MTV's Movie
Amards Twitler Visualization Gragh

Googie Dows The Hard Sell On
Secunty For s Enorpriss Apps

Hands-on Wish the Ulysss Meedin
Chairman Andmid Phong

Attack O The Teoats: MTV's Movie
Powrards Twithor 'nfm,t_qllm'liun Griagh

iz Jaulais.eulzdaulsilol
o lw e o v v fulijoe]

Does Tha Hard Sell On

Securily For its Enterpeisa Apps ﬂ'"mm""!"’l'r"i"? o
Hands-on With the Ulysss Nardin Loz e le lvile In s [e]
Chainman Android Phane -
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Integrated device
SDKs allow
direct access to
emulators and
debugging
utilities
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Demo: Use Worklight To Build A Credit Card
AEEIication For Multiple Platforms

m Build application with visual designer

m Deploy to Android, Blackberry, and
. .
Windows device emulators for
testing —

S0OF Credit Card Application

*i: BlackBerry

b SOF Credit Card Application

SOF Credit Card Application

oo
Check Balance 7 Lot
-

P T TR TS PR [T T T TR P
Y R e e ey v R T
PP P o PP P B P R Y
FET e pemerenmpm—mg vy ) Y
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IBM Mobile Foundation Solves The Mobile

Challenges

How do you make rich, yet cost-effective mobile
apps in a fragmented technological landscape?

~

How do you connect the mobile devices to the
enterprise back-end services in a secure and scalable
manner?

J

How do you manage the growing portfolio of
applications and devices?
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WebSphere Worklight Provides Secure Access

To Entererise Data And Systems

Part 1 — Authenticate user through Worklight Server

Mobile Device Worklight Server

Custom
DB

Worklight
J library

Worklight
library Enterprise

Directory

Custom
Security
Code

m Enterprise authentication can be extended to mobile devices to prevent
unauthorized use
m Authorization can be at application startup, or when needed

Users can only access information and capabilities they are authorized for
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WebSphere Worklight Provides Secure Access
To EnterErise Data And Systems

Part 2 — Access enterprise systems through Worklight Server

Mobile Device

Worklight Server

Backend
Data

JDBC

Worklight
library

Worklight
library

Backend
App

HTTP(s)

SOAP

Worklight
library

Backend

App

REST

m Adapters run on the Worklight Server, not the mobile device
m Information about the backend systems (URL or DB name, credentials, etc.) is
only stored on the Worklight server, not the mobile device

More control, better security, fewer server connections
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Examele: DisEIax Credit Card Transactions

Worklight Server

Mobile Device 4. Worklight checks

1. User requests list credentials

of Transactions
Credentials
45. Credentials are OK
2. Worklight determines
that authorization is Worklight
needed; user is

library

W_orklight prompted for ID & PW
library

6. Transaction
query is allowed
to process

3. User enters
credentials

>

Worklight 7 Result set Transactions
library

8. Credit card
transactions

Mobile code handles interaction with user
Server code handles authentication and access

02 - Drive Customer Interest 19



Worklight And WebSphere Cast Iron Make It Simple
To Integrate Mobile And Cloud Applications*

Cast Iron handles the sequence of Cloud application interactions, removing complexity
from the Worklight application

Worklight
| Query
Built to
simplify Desired
mobile aa |
applications

WebSphere
Cast Iron

Built to
simplify
Cloud
integration

Begin session

~ OK

Validate credentials

OK

-
<

Receive update notices

<
OK

Define search parameters

OK

P
<

Initiate search

) Desired Data

<

*Learn more about WebSphere Cast Iron later today!
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Cloud

Application
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IBM Mobile Foundation Solves The Mobile

Challenges

How do you make rich, yet cost-effective mobile
apps in a fragmented technological landscape?

How do you connect the mobile devices to the
enterprise back-end services in a secure and scalable
manner?

How do you manage the growing portfolio of
applications and devices?

02 - Drive Customer Interest
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Worklight Controls Deployed Applications

® Worklight:

Catalog

TestApp

Welcome, Guest | Logout | About | License

¥ Delate
TestApp
Customized user messages by device and version
Preview as: » Lastupdated at 2012-04-04 104
G Androi Version 3.0 @ Active v /
X g Android Version 2.0 @ Active, Notifying &
Maotification text This version is no longer current,
(will appear on the device) please upgrade
e A Version 1.0 @ Disabled B
Motification text Thia version is no longer supported.
(will appear on the device):
URL to app store or market  hiip:f/someappstore
® [sisas Version 2.1 @ Aclive ~
. Bss Version 20 @ Active v

Remotely disable applications by device and version
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IBM Endpoint Manager For Mobile Devices
Controls Devices

Enable password policies
Enable device encryption
Force encrypted backup
Disable iCloud sync

Disable access to
corporate email, apps,
VPN, WiFi if device is not
compliant with policies

Selectively wipe

corporate data if
employee leaves
company

Fully wipe if lost or stolen

End @

Secured by policy

User
. )

(o) B0

e Personal Mail / Calendar

» Personal Apps

Corporate Profile

» Enterprise Mail / Calendar

» Enterprise Access (VPN/WiFi)

» Enterprise Apps (App store or
Custom)

B

VPN /
WiFi

2[(@ Encryption Enabled
1

02 - Drive Customer Interest

N

iTunes
Sync

-

=——3ync

iy B

Corporate
Network
Access

@

iCloud
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IBM Mobile Foundation Solves The Challenges

In SuEEorting Mobile Applications

- - -
S BT s T _aale - -
- ] . - .
.

2> |BM enables you to make rich, yet cost-
Eio%  effective mobile apps in a fragmented
technological landscape

IBM enables you to connect the mobile
devices to the enterprise back-end services in
a secure and scalable manner

IBM helps you to control the growing portfolio
of applications and devices
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