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The Challenges of Risk Management:

Risk Management’s role in improving
business performance
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What is Risk?
Risk means many different things
But is not

Compliance

Data

Reports
Analytics calculations and models
And it’s not even Governance

Although all of the above are very important compon
drive Risk Management in any organisation

ents and foundations to
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What is Risk?

Risk means many different things

Loss
Potential downside
Financial (negative) event or market disruption

Potential for loss — or gain — as a result of pursuin g business objectives, strategy,
operations

What you're prepared to lose in order to successful ly pursue and achieve your
objectives (gain reward)

The impact of unexpected events on your business’s financial health (or
performance)

4 © 2012 IBM Corporation
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Risk categories identified by businesses

The different types of risks organisations have identified fall into five general
categories:

» Business risks , or those associated with an organisation's particular market or
industry — including Reputational Risk;

» Market risks , or those associated with changes in market conditions, such as
fluctuations in prices, interest rates, and exchange rates;

 Credit risks , or those associated with the potential for not receiving payments owed
by debtors;

» Operational risks , or those associated with internal process failures, human error
and system failures including mechanical problems;

 Legal risks , or those associated with the possibility of other parties not meeting their
contractual obligations.

In addition, environmental risks constitute a significant and gr owing area of risk

management , since reports indicate the number and intensity of natural disasters are
Increasing.

(J-IU'I
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How is Risk and Risk Management viewed?

What perception do people have of Risk Management?

Is it necessarily a negative thing?

Why is it at the top of most organisations’ agendas?

Exactly how does it effect an organisation’s profit ability?

Can it improve business performance?

© 2012 IBM Corporation
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Risk has never been a bigger challenge than in today’s business

environment ... new regulations, globalisation, increased risk and business
velocity, and an explosion of information...

SEP 2004 DEC 2009
COSO ERM SEC Proxy
Eramework Disclosure
JUL 2002 : Rules
Sarbanes-Oxley 2 JUNE 2006 MAY 2008
Act passes : J-SOX S&P Announces :
APRIL 2003 Signed  ERM Ratings S JULY 2010
=Solvency Il . : . " Dodd-Frank
:Endorsed : - Qoad-rran
NOV 1999 D : : - Signed
GLB Act passes s JUN2004 A s 2011+
(repeal of Glass-Steagall) : i Baselll; : AS5 Approved " Basel Il
- : Framework - : by SEC .
1995 1996 1997 1998 @ 1999 2000 2001 ' 2002 2003 ' 2004 2005 2006 ' 2007 @ 2008 @ 2009 2010
! : SEP 2004 i - Lo
FEB 1995 : OCT 2001 e : JAN i
Barings Bank : Merc : : 2008 &
Coll . Enron, WorldCom, and Pfizer : . 70w
ollapses : Tyco Scandals Drug : Societe
: Scandal . . Générale .
: : : trading  :pEC 2008
. : : loss = Madoff Investment
: : : : Scandal
SEP 1998 MAR 2005 : :
LTCM Halliburton : .
Collapses Bribery Scandal SEP 2008
: Lehman Brothers
. Files Ch. 11
FEB 2007
TJX Credit Card Fraud )
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all demand more effective compliance and risk manag ement practices and better alignment
of risk and performance management objectives for b etter business outcomes

P o
L1
g eov.
CFO

| I Supporting / managing / mitigating enterprse nsk

| °r N 7
I 1 L] ] ] 26 f'ﬂ
Idsanurng . Providing npais Drving eTwpRse Suppoming Dwtving irdegrabon gap
N RDNNG e ereriise IO RO FanRgng ¢ of IrirTretion m E1%
(e F_tp ] Sirahady FrgEtng SCroas the
priormarce SMTErSa s TR

P importence I EMectiveness
The IBM Global
. CFO Study 2010
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Risk Management Challenges

What keeps executives up at night?

Setting risk appetite
Overseeing performance
and strategy confidence
during supervisor reviews
« Ensuring regulatory
compliance
« Managing through
regulatory change
* Reducing cost for policy
and control management
Adherence to policy and
procedures

Managing risk oversight , an

risk/return optimisation

* Aligning risk exposure  with
business objectives

* Risk management across
market, credit, operational ris
domains

» Ensuring adequate regul
and economic capital and
liquidity

» Quantifying risk exposure

 Establishing risk appetite

Risk Culture and Policy

Integrating ris k and finance
systems throughout the
organisation

Reducing risk exposure
Ensuring regulatory
compliance

Reducing complexity of |
systems

Optimise and ration

Forecasting capital and
liquidity adequacy, and
measuring profitability

« Risk adjusted forecasting
and risk-based resource
allocation

 Better financial risk
management (e.g. market,
credit, liquidity, stress
testing)

* Regulatory requirements

tory

lise

CRO Market Risk
Liquidity Risk CEQ [Treasurer ClO/CISO CEO
Credit Risk ~ Funding Corporate Relationships
Portfolio Risk Capital & Capital Costs Risk IT Overall regulatory compliance
Enterprise-wide Risk Liquidity Management Trading Support Investor relationships
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CEOs identify customer insights and risk management as the most

critical areas for investment

Drawing insight from information — Areas of improvem ent

Customers
Operations
Sales
Markets and competitors
Human resources
Supply chain
Risk management

Financials

@
o
o
L

49%
44%
43%

40%

38%

32%

Banking & Financial Markets
72%

64%

“The role of risk management will
become more significant. Active
selling and understanding
consumer behavior will be

important.”
Financial Services CEO, Europe

Source: Q23 “In which areas do you plan to improve your ability to draw meaningful and executable insights from available information?”

(Global n=1609 to 1658) (Banking & FM n=200 to 213)

8
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Industry changes mean that “business as usual” is no longer an

option

Economy
Turbulent global conditions
are affecting revenue and

reducing demand for services.

Competition
Intensifying with
mergers,

acquisitions, divestitures,
and non-traditional

entrants.

Clients

Clients have rapidly
evolving expectations for
offerings and services.

i

i

O
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Trust

Rebuilding customer trust
and marketplace
confidence is critical to
future growth.

Regulation
Radically increased
oversight is driving

investment in risk
management

technology.

Capitalisation

Mature and emerging market
segments are focus on
optimizing use of capital.

© 2012 IBM Corporation
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What is different about each of the following cases

?
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Are these examples of Risk Management?
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Two reactors shut on safety concerns

...was forced to shut 2 nuclear reactors

yesterday to replace components that had
not been properly vetted....

“unprecedented” power shortages to
follow...

...while they replace more than 5000

fuses,...for which suppliers had provided
faked quality certificates.

© 2012 IBM Corporation
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Are these examples of Risk Management?

HSBC legal costs rise by $1.1Billion

Europe’s largest bank has set aside an
additional $1.15Billion to cover potential
US fines for money laundering by its

Mexican unit and penalties for mis-
selling...

...a 52% fall in third-quarter profit...

...Is also likely to face criminal charges

© 2012 IBM Corporation
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Impact on the companies’ financial performance

Case #1 — KHNP (South Korean Nuclear Plants)
Insufficient processes and oversight

Potential fraudulent behaviour???

Total cost to be determined: lack of production (= revenue losses), potential regulator fines

(due to failure to dispatch), cost of investigation (unexpected, no provisions made) — will be
well into the Millions

The total cost of the parts which caused this issue were only worth $750 000

15 © 2012 IBM Corporation
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Impact on the companies’ financial performance

Case #2 — HSBC
Caused by control breakdowns in AML  lack of oversight and controls
Other issue was mis-selling of payment protection insurance policies — poor training, bad

product structuring, lack of controls, little oversight Policy & compliance issues + poor
training and oversight

How can this be prevented from happening again?

What action will a regulator take if the problems aren’t fixed?

These two cases have one thing in common: Risk

16 © 2012 IBM Corporation
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Some insights as to how effectively managed, organisations who are
risk aware can benefit from using Risk Management in an effective
and proactive way
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“old world” approach
Get results
business risk discover
results
Intra-day End of day  After the
/ event
overnight
$$% loss
$$$$$$ gain

Loss(es) not defined or known until after the event

“Closing the stable door after the horse has bolted ", discover losses after doing
business, impact on performance and profitability, limited or no alternative for
mitigation.

18
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Old World Risk Management Philosophy

A “silo-ed” approach to risk management

CRO (in some cases)

Reporting applications

Operational

Market Risk Credit Risk & Business

Risks

Head of Market Head of Credit

Risk Manager / Op
Ris Risk

Risk Mgr

different departments

19

*Separate measures and KRI's
«Difficult to track risks, frequency &
severity & impact

*Trends and losses not easily
identified — in fact, often go un-
noticed

sLack of transparency, lack of
information at the right time

*No correlation of business
performance

sInconsistent data

«Difficult and time-consuming to
prepare reports (esp Regulatory &
Financial), and Risk

eInability to model impact of macro-
economic or other events on
business performance

*No clear ownership

© 2012 IBM Corporation
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Old World Risk Management Philosophy

approach to risk management CRO (in some cases)

arate measures and KRI's
ifficult to track risks, frequency &
severity & impact

*Trends and losses not easily
identified — in fact, often go un-

noticed
sLack of transparency, lack of
_ “nerational information at the right time
Market Risk e - ~iness *No correlation of business
performance

Ric

sInconsistent data

«Difficult and time-consuming to
epare reports (esp Regulatory &
ial), and Risk

odel impact of macro-
ber events on
business peNgEERCe

*No clear owne

Head of Mar,
Ris

4

Head of Credit Risk Manager / Op
Risk Risk Mgr

>

Multiple sources indifferent formats, managed by
different departments
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Defined risk strategy — and clearly articulated Risk Appetite

Risk is owned and managed by the business / operational units - with oversight from the Risk
Management (CRO’s) department

Calculate risk and exposures — within day, in real-time, at other interval matched to business

Do business — if the transaction business falls within the defined risk appetite and tolerances
Measure, monitor & report

Act — in the case of adverse events effecting the business, link to risk strategy and tolerances

21

make risk-informed business decisions”

© 2012 IBM Corporation
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“Best Practice” approach

—

Calculate
risk &

exposure
Intra-day End of day
/
Monitor, change, improve, re-cgl\l()reaqglght
models

Trade / execute only within pre-defined limits and
minimise financial loss(es)

Act within a set of agreed, consistent guidelines a

Assess &
Report

Decide to
do business
—or NOT

Before the

event /

trade
$3$% loss
$$$$$$ gain

leverage controls in order to avoid /

nd limits, with clearly defined
processes and measures to avoid unexpected losses a

22

nd increase performance.
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“Best Practice”

Implement the right processes and systems to help them manage risks

Constantly review and modify procedures

Communicate key risks across the organisation

Ensure timely dissemination of information across the business

Equip themselves to act quickly and effectively to

mitigate risks
Business is able to manage and absorb losses within

defined tolerances

© 2012 IBM Corporation
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What does IBM do to help firms manage risk and boos
profitability?

t
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Risk-Enabled Enterprise: A risk platform common to financial & operational
management, risk and compliance needs delivers economic benefits

Know Your
Risks

4 Manage risk & capital
4 Compliance efficiency

Manage Data; Generate Optimise
Apply Analytics Insight Outcomes
Integrate data silosto |  Leverage risk insights to Integrate risk and finance data
improve exposure and  : improve investment, lending . to drive performance and
regulatory reporting . and planning decisions maximize value creation

Align Risk and
Performance

Take Risk
2 Informed

Decisions

4 End-to-end transparency

4 Transactional profitability 4 Business resilience
. % Loss mitigation - % Customer retention
. 4 Return on capital 1 Portfolio profitability

Maturity of information and analytics capabilities '

© 2012 IBM Corporation
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EER G
Analytics for optimising risk & capital management a
Bl
IBM differentiators in = Breadth and Quality of Profitability and Risk Analytics
rofitability. risk and » Systems Implementation and Integration Capability
P DIy, » Consulting Services enabling effective Operating Models
compliance

Smarter Capital Management for Turbulent Times  integrates risk and profitability, providing enterprise
risk, capital and performance management and reporting

Integrated Risk Management and Risk Based Profitability - Smarter Capital Management

Data

. Provisioning Trusted Profitability Performance and Risk Risk adjusted
Aggregation and Risk Information Analytics Pal:g;ﬂa:;ce
Internal and Profitability A[garithmics Regulatory reports
external {information an¥6M Conwony Internal reports
information "w‘? -
sources . — "i — Integrated
Discovery [ I_ > reports &
i isk relate Analvtics Integration Sy dashboards
ETL & quality Qformat/og ~_Analy g Q
— g
g 1 Industry models x,___-__,,- \/ §t Jlj_.[]..
N 2 Master data. OpRisk & Compliance ]
“t - ‘j S — (GRC) Platform il
il b — - =
C—— fOPENPAGES

an IBM® Company

Financial Consulting and Systems Integration
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Enterprise Risk Management

Strategic Business Planning

Visualise current status quo
across the bank’s structure

Impact analysis on capital and
profitability of lending policies,
portfolios/business lines

Optimize for RAROC and capital
consumption
Economic Value

The effect from integrated
stress testing on RegCap. Ec.
Value, Credit and Liquidity

ALM & LiquidiyRisk
&

Compliance

ALM & Liquidity Risk

Net income and cost analysis
Net Margin

FTP, CVA, LVA,

Profitability analysis

Scenario analysis

Regulatory Capital
Economic Value
VaR, CaR

Credit Life Cycle Management

Origination, Modification & Renewal

Master Limit & Facility Management
Mitigant Management
Credit Data Management

$:

Operational Risk

Algo Risk & Control Self Assesments
Algo Internal Loss Event Data

Algo Key Risk Indicators

Algo Structured Scenarios

Algo Capital Calculations

Algo Sarbanes-Oxley

Credit Exposure Calculation
Simulated PFE exposures
Pre-deal limit checking

Trade Restrictions & Rules
Intra-day Excess Management

Enterprise Exposure Consolidation & Reporting
Funding liquidity analysis
Liquidity stress testing

LCR, NSFR, Haircut, Buffers, CBC, Survival Horizon

Collateral Management

Customer centric
Consolidated Limits & Exposure
Covenant Monitoring

Relationship Profitability

Integrated Market and Credit Risk

CVA Calculation Pricing
Unilateral and bilateral Sensitivities
Pre-deal incremental CVA VaR

CVA sensitivities Stress Testing

© 2012 IBM Corporation
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IBM Positioned in Leaders Quadrant of the Magic Quadrant for
Enterprise Governance, Risk and Compliance Platforms

Magic Quadrant for Enterprise Governance, Risk and Compliance Platforms

challengers leaders
BWise
OpenPages (IBM)
Thomson Reuters
A Oracle
! "
S Archer (EMC-RSA) MetricStream
(! Enablon SAP
o ¥
Q LogicManager s Aéoﬂwam AG
g Cura Teologs
= ura Technologies
5 __ rsher Methodware (Jade)
, AlignAlytics Active Risk
Achiever (Sword Group)
niche players visionaries
completeness of vision | >

As of July 2011

Source: Gartner “Magic Quadrant for Enterprise Gove rnance, Risk and Compliance Platforms”,
French Caldwell, Tom Scholtz, John Hagerty July 13 , 2011

This Magic Quadrant graphic was published by Gartner, Inc. as part of a larger research note and should be evaluated in the context of the entire report. The Gartner report is available upon request from IBM. The Magic Quadrant is
copyrighted January 2009 by Gartner, Inc. and is reused with permission, which permission should not be deemed to be an endorsement of any company or product depicted in the quadrant. The Magic Quadrant is Gartner, Inc.'s
opinion and is an analytical representation of a marketplace at and for a specific time period. It measures vendors against Gartner defined criteria for a marketplace. The positioning of vendors within a Magic Quadrant is based on the
complex interplay of many factors. Gartner does not advise enterprises to select only those firms in the “Leaders" quadrant. In some situations, firms in the Visionary, Challenger, or Niche Player quadrants may be the right matches for
an enterprise's requirements. Well-informed vendor selection decisions should rely on more than a Magic Quadrant. Gartner research is intended to be one of many information sources including other published information and direct
28 analyst interaction. Gartner, Inc. expressly disclaims all warranties, express or implied, of fitness of this research for a particular purpose. This Magic Quadrant graphic was published by Gartne

r, Inc. as part of a larger research
note and should be evaluated in the context of the entire report. The Gartner report is available upon request from IBM.
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Chartis Research ranks the combination of IBM, Algorithmics and
OpenPages 1st overall in Risk Analytics
Table 2: RiskTech100® Top 10

Rank Rank Company Total Functionality Core Organizational Customer Market Innovation
2011 2010 Score Technology Strength Satisfaction Presence
1 7 (IBM US | 69.8% 79% 73% 65% 63% 72% 67%
2 1 [SunGard |US |66.8% 716% 63% 70% 60% 71% 61%
3 2 |SAS US | 65.8% T7% T4% 63% 58% 62% 61%
+ 9 |Oracle US | 63.3% 70% 72% 61% 57% 60% 60%
Moody’s
5 6 ", US| 62.5% 61% 64% 64% 62% 62% 62%
Analytics
6 | s |Volers il 62.00 63% 56% 69% 61% 63% 60%
Kluwer FS
7 17 |Misys UK | 61.7% 68% 59% 62% 59% 62% 60%
8 4 |Fiserv US | 61.3% 62% 58% 69% 63% 61% 55%
9 5 |MSCI US| 61.3% 59% 53% 69% 63% 63% 61%
NICE
10 12 - US| 60.3% 60% 59% 62% 58% 61% 62%
Actimize

Source: RiskTech100® 2011

29 © 2012 IBM Corporation
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Chartis Research Ranks IBM a Category Leader in Basel

Solutions 2012

Figure 14: Chartis RiskTech Quadrant™ for Basel 3

Best-of-Breed Category Leaders

® |IBM Algorithmics
® Moody’s Analytics

SunGard @

Numerix ®  MSCl® Oracle % sas
P ® Markit Analytics
Quartet FS @ ® ORM . ® Wolters Kluwer Financial Services

® Misys o FinArch
Lombard' FM @ ® Fernbach

Prometeia @

Axiom SL @

SAP @ ® Xenomorph

Low Point Solutions Enterprise Solutions "
i |
Low SS OF OFFERING
30

Source: Chartis Research “ Basel 3 Technology Solutions 2012: Horses for Cours

3 Technology

“IBM Algorithmics’ Basel 3 capabilities are
built on its enterprise risk management
architecture, Algo One.”

“Examples of IBM Algorithmics’ key
differentiators include common risk
analytics across the enterprise, integrated
stress testing and capital optimization.”

The RiskTech Quadrant is copyrighted July 2012 by Chartis
Research Ltd. and is reused with permission.

No part of the RiskTech Quadrant may be reproduced, adapted,
stored in a retrieval system or transmitted in any form by any
means, electronic, mechanical, photocopying, recording or
otherwise, without the prior permission of Chartis Research Ltd.

RiskTech Quadrant is a registered trademark of Chartis
Research Ltd.

This RiskTech Quadrant graphic was published by Chartis
Research Ltd. as part of a larger research report and should be
evaluated in the context of the entire report. The Chartis report is
available upon request from Chartis Research Ltd.

Chartis Research accepts no liability whatever for actions taken
based on any information that may subsequently prove to be
incorrect or errors in our analysis.

See www.chartis-research.com for further information and terms
of use.

es”, July 2012 © 2012 IBM Corporation
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Analytics solutions for optimising risk management

Superior analytics capabilities, best practices and models to accelerate time to value

Financial Risk Management

0o

Algorithmics, an IBM company, has a suite of solutions that combine proven software,
services, advisory and content for scalable enterprise-wide risk management

including:

Actuarial and Financial Modeling
Balance Sheet Risk Management
Collateral Operations & Reconciliation
Credit Data Consortium Services
Credit Lifecycle Management

Credit Regulatory Capital Management

for Banks

Strategic Planning
Enterprise Risk Management (ERM)

Economic Capital and Solvency |l
Integrated Market and Credit Risk
Investment Design for \Wealth Managers

Portfolio Construction and Risk
Management for Fund Managers

= Portfolio Construction and Risk

Management for Hedge Funds
Regulatory Reporting
Compliance

© 2012 IBM Corporation
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