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1. Support for external attachments 

ClearQuest built–in support for attachments causes all attached files to be stored in the 
ClearQuest database. Over time, the constantly increasing number of attachments stored 
in the database begin to significantly impact both disk space requirements and 
performance. The ClearQuest Attachments package moves attachments out of the 
ClearQuest database and on to another medium that is better designed to handle a large 
number of files. 

2. Modifications to the current Attachments tab 

When external attachments are enabled, all attachments to a record are moved to the 
external server defined in the AXPAttachmentControl record (see below) instead of being 
stored in the ClearQuest database. This modification gives the following benefits: 

 Ability to store large objects outside the ClearQuest database (by replacing the 
objects with a reference in the form of an URL). 

 Relief from the performance degradation resulting from a large number of objects 
attached to ClearQuest records. 

 Relief from the network overhead of replicating and synchronizing many large 
objects in a ClearQuest MultiSite® deployment. 

To enable the external storage and retrieval of attachments, the Attachments tab now has 
the following two new fields, both of which are read-only: 

 Click on this URL to view attachments stored on external server 

 External Storage Error Text 
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Field: “Click on this URL to view attachments stored on external server” 

This field contains the network URL of the external location of the attachments, which 
can be accessed through a web browser that opens when the link is clicked. 

When external attachments are enabled, all attachments are moved out of ClearQuest and 
placed on the external storage server: ClearQuest no longer has discrete control over any 
elements stored on the external server and the attachments must be managed by the tools 
provided for the external server. 

Field: “External Storage Error Text” 

This field is used by the external storage server to display an error message if a problem 
occurs while processing attachments. 
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3. Other differences when using the ClearQuest 
Attachments package 

Users can no longer see attachments in ClearQuest after the attachments are moved to the 
external storage server. The only indication that a record has an attachment is a URL in 
the “Click on this URL to view attachments stored on external server” field. 

3.1 Restrictions in this version 

 You cannot use the ClearQuest client to delete an attachment. To delete files on 
the external server, you must use external file management tools such as an FTP 
client. 

 The results of attaching a file with the same name as one that has already been 
moved are undefined. The results depend upon the security configuration of the 
server. 

 Your Attachments FTP server must support only the creation and reading of files 
and directories and not the renaming or deleting of files and directories. 

4. External Attachments record types 

4.1 AXPAttachmentControl 

A new record type has been added to the schema to configure the external attachments 
facility. 

The external attachments package supports File Transfer Protocol (FTP) and different 
offsite file storage managers. The 4.1 AXPAttachmentControl record type is intended to 
collect the basic information needed to establish a connection to a remote file server. 

To configure the external attachments capability, the administrator submits one of these 
records containing the necessary information. The record can be modified later if the 
configuration of the external server configuration changes. Until an 
AXPAttachmentControl record is submitted and configured, attachments will remain 
stored in the ClearQuest database. 

The following image shows the new form associated with this record type: 
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Note: The current implementation allows only one AXPAttachmentControl record for 
one ClearQuest database. 

4.1.1 Field Details of the AXPAttachmentControl record type: 

Name: 
The name of the AXPAttachmentControl record which, by default, is 
AXPAttachments. This field is read-only. 

Account ID: 
The account (user ID, and so on) to be used for authenticating with the external 
attachment server. 

Account Authentication: 
Any authentication information needed (such as a password) to access the 
Account ID. 

Control Options: 
Any control information needed to establish a connection to the remote server. 

Server Name: 
The name of the remote attachments server. The form of the name varies, 
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depending upon the type of server. For FTP, it is the fully qualified name of the 
server. 

Storage Location: 
The location on the server that the specified account ID will use for storing 
attachments. 

Max. Attachment File Size: 
The maximum size of an attachment (in bytes) that can be stored in the 
ClearQuest database. This field is provided to protect the ClearQuest database 
when the external server is unable to accept connections. If the external server is 
unavailable, the attachments are stored locally within ClearQuest. This field 
provides a means to limit the size of locally stored attachments to a manageable 
size. A size of 0 (zero) indicates that no attachments will be stored locally. A size 
of -1 (negative one) indicates that there is no limit to the size of attachments 
stored locally. Attachments stored within the ClearQuest database using this 
mechanism are not automatically moved to external storage. When connection to 
the server is re-established, the record must be manually updated to cause the file 
to be moved to the external server. 
See also: “Disable transfer to external storage” 

Security Context: 
This option can be used to enable security context on this record. See section 
4.1.2, “Modifying the AXPAttachmentsControl record type,” for details about 
how to secure this record type. 

Reference Location: 
The location on the server that unauthorized (anonymous) accounts can use for 
locating external attachments. This field is associated with the “Storage Location” 
field but can be different, depending on how the external storage manages access 
to its data. 

Disable transfer to external storage: 
This option can be used to temporarily disable the external attachments facility. 
When this option is selected, no attempt is made to connect to the external server 
and any value in the “Max. Attachment File Size” field is ignored. 

Last Updated By: 
Displays the ID of the last ClearQuest user who updated the record. This field is 
read-only. 

Last Updated On: 
Displays the date of the last update. This field is read-only. 
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Create By: <Not “Created By”?> 
Displays the ID of the ClearQuest user who created the record. This field is read-
only. 

Created On: 
Displays the date the record was created. This field is read-only. 

Control Options 

The Control Options field provides the ability to manage external attachment 
configuration settings for specific external server implementations. The Control Options 
field is a free–format text string containing KEY=VALUE pairs separated by semicolons [;]. 
The following list describes the general options available for this configuration: 

TYPE: The external server type. Currently only FTP and NONE are 
supported. FTP is the default. 
Setting TYPE to NONE disables external attachment processing in 
much the same way as DISABLED and Disable transfer to external 
storage do. 

DISABLED: Can be TRUE or FALSE. Equivalent to TYPE=NONE. The default 
is DISABLED=FALSE. 

When TYPE is FTP the following additional options can be provided: 

PORT: The communications Internet Protocol (IP) port number that should 
be used for connecting to the remote FTP server. The default is port 
number 21. 

BLOCKSIZE: The block size that will be used during file transfers. The default is 4 
kilobytes. 

Examples: 

TYPE=FTP 
This is the simplest configuration. Target server type is FTP, all other options 
are set to the default values. 

TYPE=FTP;PORT=5021;BLOCKSIZE=1024 
Target server type is FTP, the port used by FTP on the target server is 5021, 
and transfer block-size is 1024 bytes (1 kilobyte). 

TYPE=NONE;PORT=21 
Offsite storage is disabled. This is equivalent to selecting the “Disable 
transfer to external storage” option. 
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4.1.2 Modifying the AXPAttachmentsControl record type 

To restrict access to the AXPAttachmentsControl record type, take the following steps. 
(Note that these steps assume that you are familiar with ClearQuest Designer, with the 
process of editing a ClearQuest package, and with ClearQuest’s Security Context. If you 
not familiar with these topics, refer to the ClearQuest documentation for more 
information.) 

1) Enable package editing by running the follow command: 

packageutil enablepackageediting –dbset <dbset-name> <admin-id> <password> 
-enable <user-id> 

2) Bring up Clearquest Designer and find the AXPAttachmentsControl record, 
which is under stateless record types. On this record type, modify the 
SecurityContext field as follows: 

a. Change the referenced record type to specify the record type you want to 
use as the security context. Consider using an existing record type, such as 
ALMSecurityPolicy which is from the ALM package. If you are not using 
the ALM package, use a record type you already have, otherwise you will 
need to create a new record type. 

b. Select the “Security Context” check box to enable security. 

3) Change the behavior for the SecurityContext field to be mandatory. 

4) Validate and test the schema before you deploy it into a production environment. 

5) Disable package editing by running the following command: 

packageutil enablepackageediting –dbset <dbset-name> <admin-id> <password> 
-disable <user-id> 
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5. Upgrading from Attachments 1.0 

Upgrading from Attachments 1.0 to Attachments 2.1 does not require any pre-upgrade or 
post-upgrade steps. The new functionality for storing attachments on an FTP server does 
not get enabled till the feature is configured with the AXPAttachmentsControl record. 
Until that configuration is done, the attachment functionality remains the same as it was 
with Version 1.0. 

6. Known issues and limitations 

1. When the FTP server is not running, there is 50-character limitation on the length of 
attached file name and description for the file. As a result, the file name or the 
description may be truncated. 
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Notices 

© Copyright IBM Corporation 2007, 2011 

U.S. Government Users Restricted Rights - Use, duplication or disclosure restricted by 
GSA ADP Schedule Contract with IBM Corp.  

This information was developed for products and services offered in the U.S.A. 

IBM may not offer the products, services, or features discussed in this document in other 
countries. Consult your local IBM representative for information on the products and 
services currently available in your area. Any reference to an IBM product, program, or 
service is not intended to state or imply that only that IBM product, program, or service 
may be used. Any functionally equivalent product, program, or service that does not 
infringe any IBM intellectual property right may be used instead. However, it is the user's 
responsibility to evaluate and verify the operation of any non-IBM product, program, or 
service. 

IBM may have patents or pending patent applications covering subject matter described 
in this document. The furnishing of this document does not grant you any license to these 
patents. You can send license inquiries, in writing, to: 

IBM Director of Licensing  
IBM Corporation  
North Castle Drive  
Armonk, NY 10504-1785  
U.S.A. 

For license inquiries regarding double-byte (DBCS) information, contact the IBM 
Intellectual Property Department in your country or send inquiries, in writing, to:  

Intellectual Property Licensing 
Legal and Intellectual Property Law 
IBM Japan, Ltd. 
1623-14, Shimotsuruma, Yamato-shi 
Kanagawa 242-8502 Japan 

The following paragraph does not apply to the United Kingdom or any other 
country where such provisions are inconsistent with local law: INTERNATIONAL 
BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" 
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-
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INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR 
PURPOSE. Some states do not allow disclaimer of express or implied warranties in 
certain transactions, therefore, this statement may not apply to you. 

This information could include technical inaccuracies or typographical errors. Changes 
are periodically made to the information herein; these changes will be incorporated in 
new editions of the publication. IBM may make improvements and/or changes in the 
product(s) and/or the program(s) described in this publication at any time without notice. 

Any references in this information to non-IBM websites are provided for convenience 
only and do not in any manner serve as an endorsement of those websites. The materials 
at those websites are not part of the materials for this IBM product and use of those 
websites is at your own risk. 

IBM may use or distribute any of the information you supply in any way it believes 
appropriate without incurring any obligation to you.  

Licensees of this program who wish to have information about it for the purpose of 
enabling: (i) the exchange of information between independently created programs and 
other programs (including this one) and (ii) the mutual use of the information which has 
been exchanged, should contact: 

Intellectual Property Dept. for Rational Software 
IBM Corporation 
5 Technology Park Drive 
Westford, MA 01886 
U.S.A. 

Such information may be available, subject to appropriate terms and conditions, 
including in some cases, payment of a fee. 

The licensed program described in this document and all licensed material available for it 
are provided by IBM under terms of the IBM Customer Agreement, IBM International 
Program License Agreement or any equivalent agreement between us. 
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Any performance data contained herein was determined in a controlled environment. 
Therefore, the results obtained in other operating environments may vary significantly. 
Some measurements may have been made on development-level systems and there is no 
guarantee that these measurements will be the same on generally available systems. 
Furthermore, some measurements may have been estimated through extrapolation. Actual 
results may vary. Users of this document should verify the applicable data for their 
specific environment.  

 

Information concerning non-IBM products was obtained from the suppliers of those 
products, their published announcements or other publicly available sources. IBM has not 
tested those products and cannot confirm the accuracy of performance, compatibility or 
any other claims related to non-IBM products. Questions on the capabilities of non-IBM 
products should be addressed to the suppliers of those products.  

 

All statements regarding IBM's future direction or intent are subject to change or 
withdrawal without notice, and represent goals and objectives only.  

Trademark acknowledgments 

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of 
International Business Machines Corp., registered in many jurisdictions worldwide. Other 
product and service names might be trademarks of IBM or other companies. A current 
list of IBM trademarks is available on the web at www.ibm.com/legal/copytrade.shtml. 
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