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Bbl — nog, yrpo3oi, 3aLLUTa BCe C/I0XKHEee

J

Backdoors

* M3ouipeHHble MeToabl aTak * [1OCTOAHHO N3MEHSIOLLIAACS
NHMpPaCTPYKTypa

« MHOro NpoayKToB OT pasHbiX
BEH0POB; A0POro
HacTpauBaTb 1 yNpaensTh

* Wcuyesaowmn nepumerp

* lcnonb3oBaHue ya3BMMOCTEN B
cuctemax 6esonacHoCTH

* HeapekBaTHbIE U
Hea(PPEKTUBHbIE NHCTPYMEHTDI

Tpu npnyunHbl ANA
“UHTennektyanbHoun 6e3onacHocTn”

HO 3HaHUM - He XBaTaerT.

ITSecurityJobs.com

N3BMHUTE, TAKUX
CNeumnanmcToB He HaMAeHo

* HepoctaToK cneunanmncros MNb

* CAULWIKOM MHOTO AaHHbIX NpK
OrPaHMYEHHbIX YE/I0BEYECKUX
pecypcax 1 HaBblKax
yrnpaBaeHNs MMM

* YnpaB/iieHWE N MOHUTOPUHT —
TpeboBaHMA perynaTopos

CoBpemeHHbIN NoAXoAa K NOCTPOEHUIO
UT-undpacrTpykrypsl. NpakTtuka IBM.



M OCHOBbI “NHTENNEKTYa/IbHOM
6e3onacHocTn”

Strategy, Risk and Compliance

Security Intelligence
and Analytics

Advanced Fraud
Protection

AHanuTuka \
. UHTerpauums \
il Bl - 3kcnepTusa \
Advanced Security
and Threat Research -

Managed, Cloud, CoBpemeHHbIit NoAxoA K NOCTPOEHUIO
and Professional Services UT-uncdpacrtpykrypsl. MNpakrtuka IBM.




1. AHANIMTUKA

CoBpeMeHHbI NoAXoA K MOCTPOEHUI
UT-uncdppacrTpykrypsl. Npaktuka IBM.



AHaNUTUKa Ha cnyKbe
dopmMaLMOHHOM Be30MnacHOCTH

MpeackasbiBathb u IBM Security QRadar Onpepensto
NPUOPUTE3NPOBaATbL \ § aKTUBHOCTM U

R DS T (o, Security Intelligence e
cuctembl UB go Toro, Platform OT HOPMaNbHOrO

KaK 3TO caenaror
310yMbIWNEHHUKHN

nosegeHuA

AHaNUTUKa aTaku B
peanbHOM BpeMeHM

IBM Security QRadar IBM Security
Vulnerability and QRadar
Risk Manager SIEM

AHaNINTMKA 40 aTaKu

CoBpemeHHbIN NoAXoAa K NOCTPOEHUIO
UT-undpacrTpykrypsl. NpakTtuka IBM.



1ABNATb OpeLin, npocaeKmnBaTb
BHOCTU U 3aKpbIBaTb YA3BUMOCTM

- PaccnenoBaHve MHUMOEHTOB . BbicTpas MHTerpaLms
Mocne ataku

YMeHbLWNTL BpeMs Ha BbicTpo oxBaTuUThL

nonHoe paccrnegoBaHue ;":ﬁ;f,;ﬁ";f;;ﬂf
TOro, YTO M Korga

NpPOU30LLOo UHTerpauums

@ ﬁ peLueHun
nrnartdopmbl
IBM Security

Emergency Response Services

NMomMoyb NoAroToBUTLCSA
M NPOTUBOCTOATb

é IBM Security aTakam 6onee
QRadar Incident adhcpeKkTuBHO
R d Forensics
espon IBM Emergenc
p ) = Emergency

Response Service$




ABTOMaTUHECKOE ornpegeneHune
Extensive Data Sources M H Ll.”.ﬂ.e HTO B

CpepctBa Ub

CepBepa 1 meiiHdpeitmbl HYyudeHmose

oCcKOe Moodo3pumensHsbie
UHYyudeHmMbl

CeteBas aktuBHOCTb U VM

AkTnsHoctb CYB/,

AKTUBHOCTb NPUNOXKEHNI

NMpuoputesnpoBaHHble

NHPopmaumna o KoHPUrypaumax

YA3BMMOCTU U Yrpo3bl

NOEHTOB
Monb3oBaTenu n yyeTku

@ Fno6anbHas 6a3za yrpos BcmpoeHHbliii
1 UHmMesnnekm



AHa/IMTUKA — OTBEYad Ha BCe
BONpPOCbl 6e30nacHMKa

Y10 33 aTaKa? e L POBEHb JOBEPMA?
’Ohevwv\

Magnitude \\ — Status| € [ |Relevance | a3 | Severity | 5 |Credihililyw"4

\u Offense Type Source IP
Description FPotentiahwata Loss

Event/Flow count 111 events and 1.042 flows in 13 categories HaCKon bKO Ba)'KH bl
Source IP(s) 10.0.110.221 (dhop-221-users-2.acme.com) Start Oct18, 2013 12:28:02 PFM
Destination IP{s) Local (2) Remaote (3761 Duration 4d 10h 42m 57s aTa KO Ba H H bl e pe Cy p C bl

Network(s) Muttiple (3) Assigned to admin anA 6busHeca?
\_ '

Offense Source Summary

” [S)Summary Display ¥ [I|Events  Connections (1 Fl e Path Actions ¥ 2 Print (2]

P 10.0.110.221 . | Location Users.Users-2
Magnitude I ‘ Vulnerabilities
Username compliance —— NAC Address
— KTo oTBecTtBeHeH 3a
Host Name dhop-221-users-2.acme.com
Asset Name dhcp-221-users-2.acme.com aTa Ky? Veight r,ﬂ,e pacnon O)'KEH bl ?
Offenses 8 T’Evemsfrbws 15,310 |

L2 5 otes | 470 6bIn0 yKpageHon | e £ sca o
I_ple AOKa3aTeanaﬂ | Username Creation Date

FPotential data loss detected, forensics case created admin Oct 21, 2013 5:39 AM
Forensics Reconstructions /\ J
Case Collection IP Start End Status
DataLoss DataLoss 10.0.110.221 2712014 3:31:00 PM 2712014 4:31:00 PM SUCCESS
Top 5 Source IPs @ sourc=s
S°:'P’°e Magnitude Location Vulnerability User MAC Weight Offenses Destination(s) Last Event/Flow Events/Flows
dhe... Users.Users-2 I\_In compliance 00:0E:0C:B4:.D8.EE 0 8 21 0s 15,310

CoBpemeHHbIV Noaxoa K NOCTPOEHUo

Ha ckonibKo pecypcbl UT-undpactpykTypsl. MpakTtuka IBM.

KaK mHoro ueneBbix

YA3BUMbI? pPecypcoB aTakoBaHO?




CTOTa U HEMEAJ/IEHHbIN pe3ynbTaT

HemepneHHoe
uccnepoBaHUe akTUBOB

Mpocroe MpOoaKTUBHOE CKaHUPOBaHUE

BHeApeH“e yﬂ3BV|MOCT%M, dHa/1n3
KOHdUrypaLmit U NpoBepKa
ABTOMaTU3MpPOBaHHasA Ha.cooTectEE
KOH$Urypauus Tpeb6oBaHMAM PEryaTopoB
MCTOYHWMKOB NOrOB 1 6asa

dKTUBOB

MpeaHacTpoeHHble
npaBuna U oTYeTbI

HemeaneHHbIN
pe3ynbTaT 6bnarogaps
BCTPOEHHOMY
WHTENNIEKTY

ABTOMaTUUYECKoe
obHoBNEeHue

Bceraa nocnegHsa
MHPopMauusa 06 aTakax,
YyA3BMMOCTSX, Yrpo3ax

Bueopenue IBM QRadar
noumu 6 mpu paza ovicmpee
no 8pemMeHU 8 CPABHEHUU C
opyeumu SIEM pewenusmu.

IIpocmoma ycmanosexu u noooepoicku QRadar
NO360UNLA YMEHBUUMb MPYO03ampamol U
0C80000UMb CNEYUATUCTMOB 0I5l OPY2UX

2014 Ponemon Institute, LLC NpOEKIMNOS.

Independent Research Report Private U.S. University with large online education community
CoBpemeHHbIN NoAXoAa K NOCTPOEHUIO
UT-undpacrTpykrypsl. NpakTtuka IBM.



2. IHTerpauua

CoBpeMmeHHbIN NoAXxoA K NOCTPOEHUIO
UT-undpacrpykrypsl. NpakTuka IBM.



HTP MHTerpaunn IBM Security

IBM InfoSphere
Guardium -

IBM Security AppScan

IBM Security
Access Manager

IBM zSecure

NS

IBM Security Network
Protection XGS

IBM Security Privileged
Identity Manager

IBM QRadar

Security Intelligence
IBM Security Platform .
Identity Manager i IBM Endpoint Manager

Advanced Fraud
Protection

IBM Trusteer Apex

IBM Security Directory
Server and Integrator

CoBpemMeHHbI Noaxoa K NoCTPOEHUH
UT-undpacrTpykrypsl. NpakTuka IBM.



eople: YnpaBneHune y4eTHbIMU 3anncamm
M npasamMmu gocTyna

Safeguard mobile, cloud s Prevent advanced
and social access i insider threats

Deliver actionable Simplify cloud integrations
identity intelligence and identity silos

Mpumep ycnexa Pewenune IBM Security Systems:

BONbLLLUOW pOCCMVICKVIVI 6a|-||<, » Access Manager for Web * ldentity Manager

» Access Manager for Mobile  « Privileged ldentity Manager
HT N30BaHHasA CTPYKT
LeHTpanu3osaHHasn cTpykTypa * Federated Identity Manager « zSecure Suite

ynpasneHusa ans J

COTPYAHUKOB, KOHTPAKTOPOB "
25000 NapTHEPOB

1 50+ BusHec npunoXxeHun un CoBpeMeHHbIit Noaxoa K NOCTPOEHUHo
cepBucoB UT-undpacrTpykrypsl. NpakTtuka IBM.




Data: beszonacHocTb MHpOpMaLnm
XpaHsweucsa B b, skntovasa Big Data

me u aguumume camsle UeHHble akmuessbl saweli KoOMNaHuu

NMpumep ycnexa

KpynHas komnaHus B obractu
dnHaHCcoBbIX ycrnyx 3awmtnna 6onee

2,000 kpuTnuHbix b

n coxpaHuna 6onee

/N peHTndunkaumsa 3anucob .
U knaccudakaumn o B 3aTpaTtax Ha KomMnnanmaHc
AaHHbIX coobITUN
06|-|apy>|<e|-m? "|
yA3BMMOCTEN (

’ awmTa Pewenus ot IBM:
aiih LS MMHUCTpPaTOPOB/ : : :
BB A PaTOPO% - Guardium Database *+ Guardium / Optim

Activity Monitoring Data Masking

» Guardium Encryption * Key Lifecycle
\ Expert Manager

UT-uncpacrpykrypsl. NpakTuka IBM.




Application: besonacHocTb Ha ypoBHe
NPUNoXeHnn

eKCHble, UHme2pupoB8aHHbie U 2ubKue peweHuA 0718 3auumel NpuaoxeHul

NMpumep ycnexa
YnpaBneHue

CepsucHas IT komnaHust obecnevynBaet
KoHTponb b npu paspaboTtke bornee

3awmTa

PasaéHToro no

2,500 npunoxeHun
HebOoNbLIOW KOMaHLOW Mpw

33%

COKpaLleHunn Konmn4vecrtea HaWOEHHbIX B

5 N NpoaakLHe YA3BMMOCTEN
ﬂMHaMMHeCKMM MHTepaKTMBHbIN \
aHanus CraTtnueckun') chEbl®
aHanus

-

AHanu3s npuopMTe3auM;| PeweHuns IBM Security
obunbHoro NG yasBumocTen « AppScan Source » DataPower Web

Security Gateway

. » AppScan Enterprise / _ _
OT4yéThbl Standard « Security Policy Manager

8




fIbHbLIX ycmpolicme

3awuTa cetu

3awmTta
cepBepoB

/ YnpaBneHue O6HapyxeHue
Q yrposammu - aHomanumn

APM

nfrastructure: basoBbin ypoBeHbL 3aLLMUTLI

awuma cemu, cepsepos, 8UPMYyasbHbIX cepeepos, meliHgppelimos, APM u

NMpumep ycnexa

MexayHapogHasa bupxa obecnedmBaet
AOCTYMNHOCTb CEPBUCOB Ha ypoBHe Bornee

0

B3filoMax 3a 3 nocriegHunx roga

PeweHuns IBM Security
* Next Generation
Network Protection (XGS)

* Network Intrusion
Prevention (GX)

+ SiteProtector Threat Mgmt

* QRadar Network Anomaly
Detection

* Trusteer Apex

* Fiberlink MaaS360
» Endpoint Manager
» Host Protection

» zSecure



OoBble TUMbl UHTETPaALUUN MeX Y
Pa3/IMiHbIMU PELLUEHUNAMA

X-Force Trusteer  Ynpasnaemblie
Intelligence Intelligence CepBuchbl
3'd Party
Intel ——
v — e =
. FIOWS/ ents ‘_l\ : = Events ‘ @
Actions
Network QRadar Trusteer
Protection XGS Security Intelligence Apex

... 3TO TONIbKO OAMH U3 NPMMEPOB MHTErpaLmm B 6e30nacHOCTH.

CoBpemeHHbIN NoAXoAa K NOCTPOEHUIO
UT-undpactpykrypsl. MNpaktuka IBM.



3. JKCnepTn3a

CoBpemeHHbIN NoAXoAa K NOCTPOEHUIO
UT-undpacrTpykrypsl. NpakTtuka IBM.



IBM X-Force

Beayuwasa aHanmtnyeckas komaHaa
B HanpaeneHun Ib B mupe.

[MokpbiTHe nMybuHa

20,000+ ycrpoticts noa 22MNpPA npoBepeHHbIX
ynpasrneHnem web cTpaHuu n cantos
3,700+ knuenToB cepsucos 7MIH cnam &
yrnpasrneHus OULIVHT aTak KaXXablh OeHb

NHpacTpykTypbl b

73TbIC
15Mnpa+ cobuituii VB B AOKYMEHTUPOBAHHbIX
AeHb YySA3BUMOCTEN
133 cTpaHbl noa 860TbIC NoanoXxHbIx IP
MoHuTOpUHIrom (MSS) aZipecoB
1,000+ yHukanbHbIx 1000+ cemnnor

naTteHToB B obnactu Vb BpegoHocHoro MO B AeHb

100MnH+ KOHEUHBIX MWRAWOHbI yHUKaNbHbIX
KIMMeHTOoB, 3alUULEHHbIX OT BMpYyCOB

JoMHaHCOBOIO

MOLLEHHNYEeCTBA
CoBpemeHHbI Noaxoa K NoCTPOEHU
UT-undpacrpykrypsl. MNpakruka IBM.



acraenset OC

0BpeTaeT komnaHuo
OCHOBY TeKyLLEro

Tpadumka.

" 2008

« IBM
npuobpeTaeT
Encentuate,
CTaBLUYO
OCHOBOW ANst
npopyKkTa
Enterprise
Single-sign-on
(ESSO).

* IBM npuobputaet Ounce Labs,

* Jlaboparopus IBM
Watson Laboratory
(MopkrayH, CLLA)
HaumMHaeT
paspaboTky
craHgapTa DES

u.s

Data Encryption
Standard).

* IBM HasHavaet
nepsoro Chief
Privacy Officer.

aBCTBYIOT B pa3paboTtke
aHpapta TLS 1.0 ans
LINPOBAHNS UHTEPHET

2009

KOMMaHUo
cnewLvan1aupoBaBLLyiocs Ha
aHanuae ucxogHoro koga o,
1 MHTErpUpYET €€ TEXHOMOK
B nuHeliky IBM AppScan.

IBM npuobpuraet Guardium,
nuaepa B HanpaeneHun pean-
TailM MOHUTOPUHIA U 3aLUMTbI
6a3 AaHHbIX.

Wccneposaterm IBM
researchers nepBble
CNOMb3YHT TexHonorum Big
Data ans petuerns npobnem
kubepbesonacHocTu.

* IBM « IBM npepacraBnsiet * IBM * IBM
WHBECTUPYET TexHonoruio Resource QHOHCUpYe  HaunHaeT
nepeble $40 Access Control Facility T 6aHkomat  paspaboTky
MWUNNNOHOB (RACF) pns ynpaenerus 3624 TEXHOMOrnN
fonnapos 3a 5 [OCTYNOM W ayauTOM B ATM. 6e3onacHocT
neTB menHdpenmax. Tenepb HeT ucnomb3ylo  uJava.
1cereoBaHus HeobxoanmocTy wwn DES.

B obnacu Vb.

peanun3oBblBaTh AaHHbIE

PYHKLM B KaXaO0M 13
MPUIOXEHNN.

*|BM npuobpertaer
KoMnaHuio
Access360,
CTaBLLYI0 OCHOBOW
peLLeHus No
ynpasnexuto Y3
Identity Manager.

*|BM npuobpetaet
MetaMerge, ocHoBy
npoaykra Directory
Integrator.

2010

* IBM npuobpeTaet
Big Fix, ocHoBy
TeKyLmx
TEXHOMOruiA No
ynpaBneHuio
KOHEYHBIMM
To4kamu Endpoint
Manager.

* IBM Research
pa3pabatbiBaeT
Fully Homomorphic
Encryption.

* IBM npeacTasnser

nepebi HOyTOYk ThinkPad  Security Systems, Inc., ocHoBy
C MHTErpypoBaHHbIM CErofHsLLHeN
cyUTLIBATENEM ccneaoBaTesbCkoN rpynmbl
0TMeYaTKkoB NarbLies, IBM X-Force® v TekyLux
obecneunBas PeLLEeHNi B 06nacTyt 3aLuuThl
6e3npeHLMaEeHTHbI ceTu.
YpoBeHb be3onacHocTn y
L1715t MOGMTIbHOTO * |BM nepBoi BbIBOAUT Ha
yCTpOVCTEA. PBIHOK JIEHTONHbIE 6V|6ny|0TeKM
C BCTPOEHHO (pyHKLmeN
LMPOBaHMS.
2011 2012
+ CospaHo « Co3paHo cepBiuCHOe
noapasgenexve IBM nopapasgenerve IBM Security
Security Systems. Services.

* IBM npuobpeTaer Q1
Labs, ¢ pelueHrem no
aHanuTtuke Vb Qradar
ANA yCUneHnsa nosuumumn
B AaHHOM
HanpaeneHum.

* |BM 3anyckaet
obnayHble cepauchI
Mobile Security
Services, IBM Hosted
Mobile Device Security
Management.

* |BM npuobpertaeT Internet

* IBM BbInyckaeT HeKkcT-reH
cucTemy obHapyxeHus

Nonrun nyto IBM Security

* IBM 3anyckaet SecureWay Key Management Framework — KonnekLuto npunoxeHui,
CEPBICOB W KPUNTO-LBIKKOB Anst 06ecneyeHns 6e30nacHOCTY 3MEKTPOHHOM

KOMMEpLM.

* IBM yyaBcTByeT B paspabotke npotokona Secure Electronic Transaction (SET), ans
obecneyeHnst 6e30nacHOCTH TpaH3aKLyiA GaHKOBCKUX KapT YePe3 MHTEPHET.

* Wccneposateny IBM paspabatbiatot kputorpadmyeckuii ctaHaapt keyed-hash
message authentication code (HMAC), ocHoBy npoTokonos 6e3onacHocTu UHTepHeT.

* [BM BbinyckaeT nepsblit LDAP cepBep aHTepripai3 ypoBHSI.

2006 2007

* IBM npuobputaet Consul, ocHoBY nopTeens peLueHuin zSecure ans
obecneyeHns 6e30nacHOCTM MeHMPEeiMOB.

* IBM npuobpuraet Princeton Softech, uHTerpupys B cBow NpopykThl €€
PELUeHNs Ans apXUBUPOBAHNS aHHbIX, MEHEKMEHTA AaHHbIX,
Be3onacHocTy, knaccudukaLm u 0bHapyxeHUst TUMOB AaHHbIX.

* IBM npuobpetaet Watchfire, nHTerpupys ux TexHomorum B nuHenky

peLenui IBM AppScan.

* Vccneposatenu IBM cbirpanu kntoueByto ponb B pa3paboTke cTaHaapTa

LWNhPOBaHNS NPY XpaHEeHUN AaHHbIX B pamkax |[EEE 1619.

2013

* [BM aHoHcupyet npopbie B
KoMBMHaLWy TexHonorui Security
Intelligence u Big Data.

* IBM aHoHcupyerT ckaHep ys3BuMocTen
QRadar Vulnerability Manager .

BTopxxeHus, MAK no ynpaeneruto

A0CTYNOM W TEXHOMOrI0
ynpaBneHms
NpVBENerMpoBaHHbIMM Y3.

« IBM aHoHcupyeT 25 HOBbIX

MpOAYKTOBbIX PEN130B B 0bnacty
WB.

* IBM npeacTaBnseT TexHomnorum

TecTupoBaHus koaa Android
MPUIOXEHNN.

* IBM aHoHcupyeT 10 6e3onacHocTn
MobileFirst ans ynyywenns
6e3onacHocT MobunbHoro M0 6e3
YXYALUEHWUS CKOPOCTY paspaboTKu.

* Ha Tekywmit momeHT IBM nonyyaet
Bonee 3,000 natexToB B 0bnactu /b.

* IBM npuobpetaet komnanuto Trusteer

* [Mpumepb! TexHonorun Ub,
paspabotaHHbix IBM : DES,
Java Security SET HMAC,
TLS, IPSEC u IKE.

* Bonee 4k knneHToB
HaxogsTcs Ha aytcopee Vb
komnanueit [BM.

* Kaxablin oeHb IBM
MoHuUTOpUT Bonee
15MunnnapaoB cobbITuil
WB.

CoBpemMeHHbI Noaxoa K NoCTPOEHU
UT-uncpacrpykrypsl. NpakTuka IBM.



..Tekywue waru

IBM Security
Systems

IBM Security
Services

2002 2005 2006 2007 2008 2009 2010 2011

DASCOM G ® IBM Security
’ﬁ)_ INTERNET o [ sharl Systems
accessa SECURITY - verier @ _
METAMERGE SYSTEMS LIGHTHOUSE |BM SeCUI'Ity
PRTrusteer o Services
) watcHfre G —_— L
uardium L Crossidens () BIGFIX
{) DATAPOWER “ L - . An 1BM Company
( t?-'f:! e (O OUNCE LABS @ abs mgawsk360
‘rincoton _.o...
’ MaaS360°
Guardium
CAMS S—arpearesmmentinecHaapeaare im
pa3suTnua 6usHeca IBM Corporation
- Cloud
- Analytics
- Mobile
- Social
Security CoBpeMeHHbIVi MOAXOA K NOCTPOEHMNIO

UT-undpacTpykTypsl. MpakTuka IBM.



Pe3ynbrarT:
a 0bpaTnTbCcAa 3a besonacHoOCTbO?

Security Intelligence and Vulnerability Management
Blue&3Coat

& olienvault

@kamai (intel') Security w  :*LogRhythm-

EMC Buidance ()

“UNetiQ.  Mew  PMOLXC  @Quavs RAPIDD o o splunks | (Qomanec  Otenable s Viglant
Identity & Access Data Applications Network Endpoint Mobile
@lmm 'lll'llh SOLIR, f_i_re- 3_'§Elantec. vmware
) / cteee i@Sec rity @ &=
SafeNet J Check Point Qe Securiy e @ Mobieron
Vormetric VERACODE Fi:RTINET B @Dccw
, izl —=—2 WhiteHat JuniPer SOPHOS 53 Check Point
rE Syman G BiiiE " | KASPERSKY SOPHOS
@Secuutyw et palo,f},u{;; @er SE)I lll
Pingldentity’ 2 (@ (l@ Security @ - cisco.
@ okta EMC F-Secure”” wEBROOT
enelogin VERDASYS. " Trustwave: @ ARBOR B® Microsoft ﬁmxz‘“'f '
. CP h .
Entrust Entrust Pppthority <OFireEye (& Lumension B vicrosoft
Managed Security Services
Uig, : Yomaniec  Varion

CoBpemeHHbIV Noaxoa K NOCTPOEHUo
UT-uncdppacrTpykrypsl. Npaktuka IBM.




Securlty Intelligence

Fraud Protection

Identity and Access
| EGQED

Data Security

Application Security

Network, Endpoint
and Mobile Security

Consulting and
Managed Services

Security Information and Event Management (SIEM)
Web Fraud Detection (Trusteer)

Federated Identity Management and Single Sign-On
Identity and Access Governance

Role Management and Access Recertification

Web Access Management (WAM)

Mobile Access Management

Identity Provisioning Management

Database Auditing and Real-Time Protection

Data Masking

Application Security Testing (dynamic and static)
Network Intrusion Prevention Systems (NIPS)
Endpoint: Client Management Tools

Endpoint Protection Platforms (EPP)

Mobile Security (Fiberlink)

Managed Security Services (MSS)

Information Security Consulting Services

Public Cloud Service Providers’ Security (IBM Bluemix)

*no cocmoAaHuto Ha AH8apb 2015

A YTO CYUTAOT aHANTUTUKAN?
I -

Gartner Magic
Quadrant
Leader
2014

Leader
2013

Forrester IDC Market
Wave Share ! Scape

Leader
2013

Leader
2015

Strong Contender
2013

Contender
2011

Leader
2013

Leader
2013 MarketSceope

Leader, 2014 Customer Value, Frost & Sullivan

Leader, 2014 Leadership Compass, KuppingerCole

Leader
2011
Leader
2014
Leader Leader Leader
2014 2014 2013
Challenger
2014
Leader
2014
Visionary Strong Performer
2014 2013
Leader Leader
2014 2014
Leader Leader Leader
2014 (AP, NA, WW) 2014 (NA) 2014
Leader
2013

Strong Contender

CoBpemeHHbIN NoAXoAa K NOCTPOEHUIO
UT-undpacrTpykrypsl. NpakTtuka IBM.



ntoyesble MHHoBaunun 2014

QRadar Advanced Search
QRadar Data Nodes
Ynpasnaemblie cepsucobl SIEM

PacLumpeHne MOHUTOPUHra
MOLleHHnYyecTBa U Apex

CepBuc 3awuTbl “Katoyesbix cuctem”

IBM Threat IBM Dynamic
Protection System Cloud Security
onee 3aMeTHble COObLITUA
QRadar Incident Forensics Identity Governance

Access Manager for DataPower
Cloud Identity Services

AppScan 9.0 u 061a4HbIE GHAAU3AMOpPbI 8
IBM BlueMix

Hosbie mogenu XGS, uHmezpayus ¢ QRadar,
B TOM YMcne Ha ocHoBe penyTauuii X-Force®
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A Ha nocneaoK O CNOKHOM:
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Celivac:

e Guardium
— HAOB, TY
e QRadar SIEM

TY, ceptndukat Ne3354 ot
3 mapTa 2015r

B npouecce (+ non 2o00a):

* |dentity Manager

e Access Manager for Web
e XGS Appliance (NG-IPS)
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[loBbILLIaNTE CBOKO 3KCNEPTU3Y
B obnactu VB!

http://www.ibm.com/security/xforce/downloads.html

IBM Socurity Systems August 2014
February 2014 ™ o

IBM X-Force Threat Intelligence Quarterly IBM X-Force Threat Intelligence Quarterly,
1Q 2014 3Q 2014

Explore the latest security trends—fiom makvare delivery to mobile device risks—based on

Get a closer look at Heartbleed—from the latest artack activity to mitigation strategies—
2013 year-end data and ongoing research using 2014 mid-year data and ongoing vesearch

E>—3 ' 4
S
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NoanucbiBanTecb Ha
@ibmsecurity n @ibmxforce

b\

NoanucbiBanTechb Ha
onoBeLleHns 6e30nacHoCcTn
rpynnbl X-Force no agpecam
http://iss.net/rss.php wnn

http://blogs.iss.net/rss.php

Jube

MNoanuwuTecb Ha kaHan IBM

0 pelweHnax B obnactn Nb
www.youtube.com/ibmsecuritysolutions
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