Ant|V|rus

Frotect Yourself.

Neils Johnson
Sales Development Megr.
US/Canada




The 1ssue of Currency
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AntiVirus product 1s only as good as .

he viruses 1t can detect. (Deﬁmtlons)

he technology 1t contamns. (Engines)

ol

he degree to which it 1s current 1n 1ts

application. (Distribution)

. 1ts geographic scope. (International)

.. 1ts capacity to support a multilevel strategy
(Tiered Solution)
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SYMANTEC. |
Symantec AntiVirus Research
Center (SARC) '

* Nearly 30 “dedicated” virus researchers

working worldwide

* Bloodhound heuristics, Seeker, SARA,
NAVEX

» Collaborating with IBM for DIS

RESEARCH




SARC Innovations

NAVEX (Extensible Engine)
Seeker'™ (JAVA Web Spider)

Striker'™ (Next generation polymorphic
engine)

Macro Virus Variant Technology
Bloodhound'™

Next Generation Technology
Brought To You Today




SARC Worldwide e

Leiden,
Santa The Netherlands

Monica,

California

Sydney,

Australia

The Sun Never Sets On SARC




NAVEX

Norton AntiVirus Extension

It allows us to quickly and efficiently provide
the most advanced,up to date solutions
to our customers.

It is platform independent, so when we ship a virus
solution, it works for ALL NAV products, including:
NAV NLM, NAV 95, NAV NT, NAV for Win3.1,

NAVBOOT, NAVIEG, NAV for Firewalls, etc.




NAVEX 1s just like a tractor!




i ry i L T e e
. e ah [ Lo P e et

i A[ N s ik e [ ol ey .'.\.lF.'_;"-I e

b e -.-'...."'...'.',..-"':‘} :2;.._l"

3 e R e e T

g e A Lo N RSl ol e = e A e

: i ¥ X R e T o ke T 8 4 M

(RO

NI AT

N/ Wb JAdh B WA

| LG VTGl GG e




balpe Uigt




Bloodhound™ Heuristics

e Protection from 90%+ of new macro viruses,
80%+ of new file viruses

* Only product on market with real-time new
macro virus protection!

* Bloodhound sets up a “virtual computer™; a
new virus “reveals” itself by its behavior

Next Generation Technology
Brought To You Today




Remote Desktop

* Issuc: How do I keep my end-users up-toQ
date since they are not connected to a server
regularly?

« NAV Solution: LiveUpdate' E-mail &
Bloodhound™

— Does not force an update. but notifies users
when new definitions are available

[ = E f__
— Provides one-click solution when %’

user 1s ready




Administration SYMANTEC
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Administration Issues SWANTEC

o Issue: I don’'t want to have to walk around
to set up and maintain my AV solution.

« NAYV Solution: NAV Administration Tools
— NAYV Network Managers (login)
— Norton System Center (MMC)
— SAM Administrator
— LiveUpdate Administrator
— Central LiveUpdate
— Tivoli IT Director

— SARC emergency repair




Incremental Virus Detinition
Updates Live Update Server

I need the March delta... = [\
i JEN

This 1s a client-driven scheme. A A A A

Let’s
LiveUpdate
Client Computer . . . . !
_ o intelligence 1s required on the server!

6 (Your current local LiveUpdate server will work)

Less than 10MB of data will be
_ required on the server to provide 12
VAP months of incremental updates to the

December 1, 1998 latest def set

¥
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High Detection Rates

Response time (48
hours or less)

Reliability of Virus
Definitions

Ability to casily deploy
Definitions Frequently
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Anti-Virus Customer Needs

mers spend

eeks testing
definitions

to ensure it

asn’t bring

n their PC’s




NT

egiesere Scan And Delg

Do you want to
strip non-viral
content? Yeg

Virus defimitions can
be rolled out using any
of the existing schemes,
OT using our new incremental
scheme!




SYMANTEC.

Multi-tier Protection - fom

.yﬁﬁr.‘ﬂ" | orton System Center
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At the Desktop...
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Networked Desktop Issues Lo
‘fﬁgn
Issue: How do I keep my end-users =
protected and up to date?

NAYV Solution: Transparency
— Auto-Protect

— Bloodhound™ Macro with Repair

— Easy technology and definition
distribution




Remote Desktop

 Issuc: How do I keep my end-users up-to-date since
they are not connected to a server regularly?

« NAV Solution: LiveUpdate'™ E-mail, Microdefs &
Bloodhound™

— Does not force an update, but notifies users when new
definitions are available %__'!f

— Provides one-click solution when user \
is ready ZiiN |

— Bloodhound™ can find new viruses




SYVIANTEC. |

At the Server...

| orton System Center




SYl\dANTEC
Server Issues

Issue: How do I keep my AV
protection from affecting server
performance/stability ?

GroupWare st

* NAYV Solution: 1
Superior Norton Engineering

— Performance via Scan Caching
— Norton System Center
— TCO

— Automatic Repair




SYl\dANTEC

GroupWare Issues

 Issuc: E-mails are causing the majority
of my virus infections and I don't .
know how to solve this problem. Crechver

« NAV Solution: NAV for Lotus Notes and
MS-Exchange

— Gets rid of the embedded viruses currently 1n
their GroupWare proprietary systems and keeps
them out.

— Complements server protection which does not
read the proprietary formats.




Internet Gateway [
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Gateway Issues

« Issuc: E-mails are causing the majority of
my virus mnfections and I don't know how
to solve this problem.

« NAYV Solution: NAV IEG and NAV-FW
— NAYV offers way to stop “at front door™

— Start preventing and stop cleaning up

Internet Gateway

— Minimal performance hit:
Benetit > Cost | E

[Firewall|
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Market Trends

« Malicious content will continue to expand
and attack more arcas and platforms

» Organizations arc concerned with quick
solutions for new attacks

« Management needs to be based on standards
and available for all tiers




Agents of Change

Connectivity
Ease of Use

Active Content
— Java

— ActiveX

— VBA

Virus birthrates will increase dramatically




The First Phase

File infectors
Boot Infectors
Slow Spreading

Years

Anti-virus programs
updated biannually
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Macro Viruses

Macro Viruses
Much faster spreading
Months

Anfi-virus programs
updated monthly




Active content
High birthrate
Very fast spread

Anfi-virus programs
updated every ?7?




SYMANTEC. |
The Future Problem.

Current mostly-manual containment
procedures will not be fast enough.

Mobile code security features will not
climinate the problem.

Trends in computing will enable viruses to
spread quickly, worldwide.

The solution must spread faster than the
VIFUsS.




A solution to the Future Problem:
The Symantec and IBM partnership

« Symantec purchased IBM’s Ant1Virus
Business in May, 1998

« Commercialize the Digital Immune System

« SARC & T. J. Watson Research Center will
collaborate to commercialize the Digital
Immune System™







IBM Immune system technology

Petri Dish 2 Admupustrative
Virus Analysis M Machine
3 System

Admirustrative .

Individuoal
user




Digital Immune System Benefits

« Addresses users’ specific, immediate needs
Full automation of everything
Reduced business cost

Safe, secure, accurate. faster than a
spreading virus

Reduced window of vulnerability




Antibodies SMNTEC

AntiVirus Automatically and transparently detects and repa'ilrs ..

JEEVCUEL Automates a process without the need to call the

Speedisk helpdesk

Notifies Immune Manager of presence on the
WinDoc desktop
SysDoc Communicates status and results to Immune Center

PassMngr Provides Immune Manager with mformation on
problems
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Accepts new information rolled out from the
AV¥Host Immune Manager

Ghost WBEM enabled

Zip Rescue
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Digital Immune

System SYl\dANTEC
AntiVirus Immune Immue e
Manager Center

_ SARC
DIk Doctar Antibody Virus Identification

nDoc Distribution

rashGuard

Speedisk

2

SysDoc
s Crash Info

PasshMingr Antibody Server

. Mo of systom erashes

<

ost

Image Server
Ghost

Zip Rescue pCAnyWh elre
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SYMANTEC,

Ant|V|rus

Protect Yourself.




