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v E~ KwG v& YO v V5O 8H !L|.& 6$UOY.

Norton AntiVirus

Symantec CorporationG &0N Norton AntiVirusB <h{N YL/: fv R

A.~n &0 _ O*TOY. Norton AntiVirusB iWsne!- hS G`O

) L^O 7N, ActiveX &n, Java VC4, NM] YnNe, p:O, RA.~

n CD GB W.v)& kX |[H DOz T2 inC v VB YL/:NN

M D;M& H|OT v3 v V@OY. Norton AntiVirus& !vm (0H D

O; ].R v V@OY. Norton AntiVirusB ;EgWz uN __Q YL/:

& Z?8N K1 v V5O 8:R v V@OY.

xk 0 ON86

IBM FirstSecureB IBM SecureWay Trust Authority!- O#-M s# 6[

!I:! kQ xk 0 ON86(PKI) %X; vxUOY.

SecureWay Trust AuthorityB pvP Nu-G _^, ;E W kR& vxOB

8H VgGTOY. L1 Nu-B gkZ& NuOB v\; &xOm EZR v

VB kE; 8eOi- $|'Q NM] @k ANW%! gkR v V@OY.

Trust AuthorityB IETF(Internet Engineering Task Force)G PKI(Public Key

Infrastructure) [w Wl :e; b]8N UOY. )b!B Y=L wTKOY.
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v IBM AIX M Microsoft Windows NT! kQ vx

v nO b|(RA)

v Nu b|(CA)

v Nu-& d;Om _^H Nu-& |.OB gkZ NMdL:

v kUH IBM SecureWay Directory

v (g -j C:[

v SecureWay 4758O# 86 AN<- vx

v :6. +e vx

L ON86B nOz Jb Nu-, 0 V ;E, Nu- ;E, Nu- W Nu-

kR qO TC W Nu- kR& wTQ O|Q Nu- vm; vxUOY. Z<

Q ;k: 81 dLvG :&14e xk 0 ON86 d8gW W 3! mAgW;&

|6OJC@.

Toolbox

FirstSecure ToolboxB FirstSecureG Vd 8:dRG ONLE* LM s# 6

[ !IQ 8H W 8H |C x6G <.TOY. x6: Y=! 5r; ]OY.

v FirstSecureM @k ANW%; kUUOY.

v FirstSecure& gkO) VgGz @k ANW%; gkZ $GUOY.

v FirstSecure& gkOB ISVM OEM @k ANW%; [:UOY.

FirstSecure Toolboxx6 APIB Y=z 0: 8H bI; vxUOY.

v GQ N) -q:

v Nu- W |. -q:

v p:d. -q:

v SSL(Secure Sockets Layer)ANd] -q:

v KeyWorks O# W EZ |. -q:

– IBM Key Recovery Service Provider 1.1.3.0 API. IBM Key Recovery

Service Provider& kX O#-H $8& 98R v V@OY.
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– IBM Key Recovery Server 1.1.3.0. IBM Key Recovery Server 1.1.3.0

: GQ N)H d;8N 0& gkR v xE* /G GB QUH fl O

#-H $8& 98R v VB @k ANW%TOY.

L1 N x6: @k ANW%L _dQ 8H -q:S8 FOF 8H &x

Z! x6! C/WNOb 'X gkR v VB %X NMdL:& #bR

' g k O B % X N M d L : & & x U O Y . % X N M d L : B

CDSA(Common Data Security Architecture)& b]8N UOY. L1 x

6: Windows NT, SolarisW AIX !- gkR v V@OY.

8v -q:

FirstSecure8v -q:B e-business!- FirstSecure& |#m ?2{8N C[

Om v`R VT 5M]OY. L/Q 05N !]L $X. VB -q:i: IBM

L &xOg fhVB A3O. @!- v`UOY. FirstSecure8v -q:!B

FirstSecure8v v)%z &0 9'G QuickStart3! -q:! V@OY. IBM

: GQ gkZG /f! BT gkZ $GH FirstSecureC:[ kU -q:&

&xR v V@OY.

IG $8 W !]! kX-B IBM cgZ!T .GOJC@.

&1e FirstSecure$G 9
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&2e 1.: 2G uNn bI

1.: 2B IBM SecureWay FirstSecure&0G h9z 3! z$; \x-C5

OY. ""G &0: um kUGm &0: _!Gz8g |. W &nB _S }

_-Gz@OY.

Policy Director

Policy Director!B Y=z 0: 31gWL V@OY.

v gkZ W Wl NugW $8G ze5*k IBM SecureWay Directory! k

Q vx.

v Open GroupG GQ N) API :e! kQ VE ;E.

v Policy Director |. \V; gkO) IBM Firewall AOC gkZ NugW

; $GOm m}R v VB bI.

v \N Nu -q:G gk; vxOB Policy Director CAS(Credentials

Acquisition Service).

v u Policy Director CAS& gkQ ,sLp.x Nu- b] Nu vx.

v WebSEALz Policy Director CAS#! IDL(Interface Definition Language)&

gkO) ZEG gkZ $GH NugW 9f -q:& [:R v VB bI.

Policy DirectorB GQ C?, -v nO W E# 3.M 0: Policy Director

CAS -v bI; 3.OB O] -v A9Sv)& &xUOY.

v GSS(Generic Security Service)MN5 \! SSL(Secure Sockets Layer)M

N5 ^?Or; gkR v VB 1C Wq.

v NWN W O# $%; |.Ob 'X Policy Director |. \VL* mI `

NMdL: gk.

v \O gNB gkZ, Wl W Zx(q%)j |.Ob 'X Policy Director |

. \VL* mI ` NMdL: gk.

v % b] \O gNB q% O# |. x.

v kUH 3! AN<:.
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SecureWay Boundary Server

SecureWay Boundary Server!B Y=z 0: 31gWL V@OY.

v SecureWay Boundary ServerM Policy DirectorG ON bI; T2 ,aO

B 8: GUI.

v SecureWay Boundary ServerM Policy DirectorG ON bI; T2 ,aO

B u 8: TaskGuide.

AIX W NTk IBM SecureWay Firewall G uNn bI

IBM Firewallsm5 OB IBM SecureWay Firewall!B Y=z 0: 31gW

L V@OY.

8H ^O AOC 31gW

IBM Firewall 8H ^O AOCB Y=z 0: u bI; wTO5O b

sGz@OY.

v KAx SPAMers(&\ qO)G ^Cv w\, ^Cv /?:z @d !

I:! kQ Ku .N(xOv JB ^Cv& w\OB KAx f}),

^O ^Cv0 vEN v! kX 8: !IQ Qh, Vk ^Cv )b

! kQ 8: !IQ Qh n; wTOB Anti-SPAM Km.r

v -BQ Nu ^?OrzG kU; wTOB Anti-spoofing vx

v SNMP .& vx W MADMAN MIB ! kQ vx

v Firewallz Domino #! ^Cv& ,S8N _{R v VB bI; w

TQ ^Cv _{

Socks ANd] v| 5 31gW

Socks ANd] v| 5B gkZ L' O# Nu(UNPW), 5|/@d N

u(CRAM) W Nu C/WN; wTO5O wW9LeGz@OY.

NWB gkZ!T NW ^Cv& PyOm NW 9'; v$R ' u 9

: &nG; &xOb 'X bsGz@OY.

HTTP AOC
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IBM SecureWay Firewall: IBM WTE(Web Traffic Express)&0;

b]8N O|OT bIOB HTTP AOC 8v; &xUOY. HTTP A

OCB IBM Firewall; kX jslz d;; ?2{8N 3.OGN %

#F8b!- socks-v! JdxT KOY. gkZB ;N W.v)G 8

H; UsC0v Jm HTTP AOC& 8vOb 'X ,sLp. /f;

/fOv Jm NM]!- /kQ $8& W<:R v V@OY.

x] W<: -q:

Windows NT x] W<: -q:(RAS)B YLs w, ISDN GB

PPP(Point-to-Point Protocol)& gkOB X.25 Lpn& kX W.v)

,a; &xUOY. NDISWAN: RASG ONN &xGm Lu] LAN

%LM& `; v V5O bJ& LgB PPP %LM& //OB W.v

) esLvTOY.

AIXk IBM SecureWay Firewall 31gW

AIX k IBM SecureWay Firewall: YgQ .egW; &xUOY.

bsH IPSec vx

bsH IPSec vx!B u lu! kQ vxL wTKOY. LB GQ )

/ IBM -vM slMS8 FOs u lu& vxOB )/ IBM L\

G VPN &0zG s# 6[ !I:; vxUOY.

Y_AN<-(MP) vx

Firewall gkZB .ez :I bs; 'X RS/6000G Y_AN<- b

I; gkR v V@OY.

JM 31gW

8:zG u *: :Iz u *: 6k:. -N Y% /|G JM T";

#; '!& 1CO) IBM SecureWay FirewallG :I; 6$R v V

@OY. s5 %CbB ,a; gkOB =v& &xUOY.

W.v) VR //

YkO VR JN vx. L1 JN: )/ 3G nOGv J: ;N GB

3N VR!- w. x#& gkO) m/Q JN; [:OB nOH {

}Q VRN Lgn}OY.
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3$ 6}g

6}gB IBM FirewallG Jb 8:! 5r; ]OY. L 3$ 6}g&

gkOi IBM Firewall! kX $|'Q vDL xB gkZ! b; 8

:; 3! D |#T C[Om v`R v V@OY.

W.v) 8H (gb

NSA(Network Security Auditor)B 8H 4L* 8: @y! kX W.

v) -vM IBM Firewall; .NUOY. LB u |#m u _mUOY.

IBM SecureWay 1.: 2k MIMEsweeper G u bI

MAILsweeper 31gW!B Y=L wTKOY.

v +S{L* qfOB ^O; w\Ob 'Q Vd \n& :5Om 8g!- _

dQ %LM! |.*!v J5O 8#UOY.

v in@B RJdQ L^O; w\UOY.

v v$H /|G DO; [EOE* vEOv xO5O 3NL* Wl; w\UO

Y.

v W.v) fU; GOb 'X )b0N DO; w\OE* v,C5OY.

WEBsweeper31gW!B Y=L wTKOY.

v wx; [w! |CxB v$H gL.NNM w\UOY.

v HTMLL* L^O VR& kX .-& _bOm m0& kX gL. $8&

_bOB x]8NNM 8#OB% 5r; ]OY

SurfinGate G u bI

SurfinGate!B Y=z 0: 31gWL V@OY.

v JavaScript;k Kg

v w+0 _d :I pOM5

v u!H $% |.

v FTP(File Transfer Protocol)M HTTPS ANd] vx

v Firewall HTTP AOCMG C/WN kU
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v /$ G` DOL gkZ D;MN YnNeGv J5O w\OB bI

Intrusion Immunity

Intrusion Immunity!B L& Tivoli Cross-Site for Security! in V@OY.

Tivoli Cross-Site for Security G u bI

Tivoli Cross-Site for SecurityB 'T (v bI; &xUOY. L& kX gk

ZB e-businessG kU:! kQ W.v) x]; pOMUOY.

Norton AntiVirus Solution Suite G u bI

Norton AntiVirus Solution Suite,1.: 3.0.4!B Y=z 0: ;EH v|L

V@OY.

v Norton AntiVirus 5.02 for Windows 95/98 and Windows NT Workstation

v Norton AntiVirus 5.02 for Windows NT Server

v Norton AntiVirus for IBM Operating System/2 (OS/2) 5.02

v Norton AntiVirus OS/2 for Lotus Notes 2.0

v Norton AntiVirus for Lotus Notes 2.0

v Norton AntiVirus for Microsoft Exchange 1.5.2

xk 0 ON86

xk 0 ON86 8:dR!B L& Trust AuthorityL in V@OY. Trust

Authority!B Y=; wTUOY.

v Windows NT!-G #\Q 3!& H;X VB 3! 6}g.

v 4758 O# +eG g| 3$H 8:. L $8& /fR v V@OY.

v hf 8: ANW%L C[Ob |! %LMG /?:; .NOB 8: 6}g.

v @y ^Cv W 8m.

v 3$ 6}g, nO b| %:)> W #e-#<< ,sLp. @k ANW%!

kQ ;k0 5r;; wTOB BsN .-.
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IBM SecureWay Toolbox

Toolbox!B Y=z 0: 31gWL V@OY.

v Policy Director API W .-.

v p:d. -q: API.

v xk 0 ON86(PKIX) API W .-.

v IBM Key Recovery Server 1.1.3.0: L& Toolbox! wTGn V@OY. L

&0: 5nN8 gkR v V@OY.
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&2N 8H e-business W.v) h9

&2N!-B 8H e-businessW.v)! kQ h9; 3mUOY.

Y= e!-B O]{N NM] .!Hz 8H |C gW! kX 3mQ D

FirstSecure&0L e-businessW.v)!- n;T [?OBv& KA]OY.

L =G: Y=z 0: e8N 8:KOY.

v 19 dLvG :&3e e-businessW.v) 3d;B O]{N e-businessW.v

)M W.v)sG gkZ, Zx W s# [kG >y& 3mUOY. W.v)

!B u 9E* u {: vG bIL V; v Vv8 0: 8H .&& !vg

0: 8H 8#! JdUOY.

v 31 dLvG :&4e e-businessW.v)!-G FirstSecureh9;: FirstSecure

&0; W.v)! ,aUOY.

v 35 dLvG :&5e W.v)!-G Policy Director h9;

v 39 dLvG :&6e W.v)!-G SecureWay Boundary Serverh9;

v 45 dLvG :&7e W.v)!-G Intrusion Immunity h9;

v 53 dLvG :&8e W.v)!-G xk 0 ON86 h9;
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&3e e-business W.v) 3d

e-businessW.v)B %LMM %LM#L:, gkZ, m4, x^wZ, ANW!

S, Oe~n, 8g $8 nG Zx8N 8:KOY. L1 5* _ ON& ll8

m np!- 8HL JdQv KF>CY.

NM]: 9bUOY. %LMB |[R '6Y /OB $GGv J: fN& kX

-v #! W gkZ #! |^KOY.

NM]; kQ qvO: %LM |[: Y% pg NM] .!Hz /TOY. W

fN& {s qvO:! _dQ %LMB Y% w! VB -v& kz_;v5 p

(OY. n2 NM] gkZB Zx, wx W %LM& W<:OAm C5_;v5

p(OY. R`w5, 30, qvO: W @t; 'Q {}Q .!H \!5 +XO

E* mG{N /XQ .!H; n]R v5 V@OY. 20 dLvG W21: pg

gkZG .!H8N $vx NM]; kzOB Xg gkZG .!HG 3dTO

Y.

FirstSecureB Y% pg .!H!- gkZG |[; P.Om 8HR v VT 5

M]OY.
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L1 NM] 8b!- [wOm Mv J; MTOY. FirstSecureN 8HH NM

]N 21 dLvG W22G d& xR MTOY.

W2 1. |C xB 0?8N Y[ NM] 3d
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FirstSecure ! GX 8#H Ls{N NM]

e-business.!HG kNP: NM]; kzUOY. W/*, NM]; ( D;M

! VB EG pg gwi!T kbGn VB EkQ %LM C:G8N 8m M

v J; MTOY. W22B xOB NM]; 8)]OY.

NM]; kX A: $8& 9L r; v VB ]i qvO:!- 8#Om M:

@k ANW%, %LM W W<:! V@OY. gkZB Y=z 0: s2; 8e

Om M; MTOY.

v wx: RgH [w!- ~n*v J@OY.

W2 2. xOB NM]

&3e e-businessW.v) 3d 21



v wx: N{}Q L^ONNM 8#KOY.

v _dQ qvO: $8B qvO:;!-8 gkKOY.

VPN(virtual private network)

VPN(virtual private network)B NM]; kX Y% gkZ! W<:R v xB

3N ,a 3dTOY. W23: O]{N VPN; 8)]OY. " !! VB gk

Z!Tnv ,aGg LB xOv JB gkZ* @k ANW%G 'T8NNM H

|UOY. IBM SecureWay Firewallz 0: FirstSecure&0: VPN; 3$O

m vxOB% 5r; ]OY.

DMZ(demilitarized zon)

DMZ(demilitarized zon)B \N gkZ! W<:R v VB Zx ;<TOY. IBM

Firewall, MIMEsweeperW b8 FirstSecure&0; gkO) xOB gkZ8

DMZ& W<:Om v$H Zx8 W<:R v V5O 8i v V@OY. DMZ

!- Vm ^B .!H: W {U: )N& G0Ob 'X pOMGn_ UOY.

8gG +;NWB ag{ m4L #F< v V5O DMZ! V; v V@OY.

GB 8g& R3OB |6k JC?L V; v V@OY. FirstSecure8:dR

& gkOi EZR v VB gkZ8 DMZ Z! VB $8& W<:R v V@

OY.

23 dLvG W24B O]{N DMZ& 8)]OY.

W2 3. O]{N VPN(virtual private network)
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8H @k ANW%; 3_Oi- L1 @k ANW%! xk W<: GQ; N)

Ob |! DMZ& N.s] W:. b]8N gkR v V@OY.

L& NM]z N.s]; gkOB $8G >y! kX KF>CY.

O]{N g; N.s]

g; N.s]: g;!- -N kEOB wTOY. )b!B NM]!- x/O

v JB $8M ZxL V@OY. wx: %LM& x/Om -N L^O; Vm

^8g %LM#L:, A0M W :3JM 0: 8g Zx; W<:UOY. 24 d

LvG W25B O]{N g; N.s]; 8)]OY.

W2 4. C:[ ZxL VB O]{N DMZ

&3e e-businessW.v) 3d 23



8gG bP $8B g;!-8 gkG5O X_ Og W %LM! kQ W<:

GQ; ^: gwi8 W<:R v V5O X_ UOY. W/*, m4L gkOm

W<:R v VB %LM5 V@OY. 9& in, :`G 9]ZB \W; .NR

v Vv8 wx 9Ze& W<:OvB xUOY. IBM Firewall: 3N $8& 3

Nk8N /vUOY.

IBM FirstSecure&0: N.s] 8H; /vR v VT 5M ]OY. Policy

Director& kX W<: T"; 3$R v V@OY. IBM SecureWay Trust

AuthorityB gkZ! VeOB gkZM ?OQv& .NUOY. Tivoli Cross-Site

for Security& kX gkZB GQ; N) ^v J: sB!- N.s] Zx;

W<:OAB C5! VzBv& K v V@OY.

W2 5. O]{N g; N.s] 3d
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O]{N vg N.s]

vg! Y+OB x] wx: g;G wxz 0: %LMM Zx; W<:X_ U

OY. W/*, $8 [vE! gkGB |-1: @.m mG! GQ #78NNM

8# ^v xUOY. NM]: .#hG; u H|OT 8#OE* qk }(G v

\8N gkR v V@OY. W26: NM]; kX ;gM kEOB O]{N v

g& 8)]OY.

gkZB .#hGz %LM! #MAsLn!- 6! Q eR! VB M33 H

|Of xUOY. VPN(virtual private network)B NM]; kzOB MNTOY.

NM]; 6! g3 N.s] W.v)33 gkUOY.

O]{N x] W<: wx

ON wx: ''N GB 58{8N ;g!- 3nx eR!- Y+R v V@O

Y. wx: YLs wL* |k ,a; gkO) NM]; kX W.v)& W<

:R v V@OY.

W2 6. VPN(virtual private network)& kX ;gM ,aH vg

&3e e-businessW.v) 3d 25



IBM Firewall: L wxG |[; 8#UOY.

O]{N qvO: D.J GB x^wZ N.s]

qvO:B qvO: D.JM x^wZ! ON %LM& w" W<:R v V;

' u ?2{TOY. Q x^wZB gm vX; .NOm v$H 9'G u &m

& 8> v VB GQL V; v5 V@OY. G Y% qvO: D.JB 1CH

9Ze& W<:R v V; v5 V@OY. f. 8gB b8 <] 9Ze! kQ

W<: GQ: JdOv8 qvO: D.JG 9Ze! kQ W<: GQ: Jd

Ov J@OY. 27 dLvG W28 W 27 dLvG W29B O]{N x^wZ*

qvO: D.J& 8)]OY. gkZB qvO: .#hGL 6! 3N ,a!-

L?OB M33 NM]!- L?Of xUOY.

W2 7. VPN(virtual private network)& kX ;g! ,aH x] YLs w ,sLp.
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L qvO: D.JB |[L >\# O#-GGN VPN; gkOB kE SSL;

gkUOY.(gkZB _! 8H h~!-5 VPN; gkR v V@OY.)

L1 gkZ& -N 8#X Vm, mG{N #7z 'TZiNNM 8#X `_ U

OY. L1 gkZG %LM |[; GQ; N) ^v J: ;kZM |[ZNN

M 8#X_ UOY. GQ, L1 gkZ! W<:R v V5O ckQ %LM8 W

<:O5O X_ UOY. W.m L1 gkZB 9sQ gkZLn_ UOY.

W2 8. VPN(virtual private network)& gkOB O]{N qvO: D.J* x^wZ N.s]

W2 9. SSL(Secure Sockets Layer)|[ ANd]; gkOB O]{N qvO: D.J* x^wZ N.

s]

&3e e-businessW.v) 3d 27



%LM W %LM#L:

%LMB qvO:!- R/OB !e M_Q ZxTOY. ON e-business%L

MB pg NM] gkZ! gkR v V5O 3hGz@OY. 9& in, Oe~

n GEZB BsN nN! gkO5O W gmM !] qO; &xR v5 V@

OY. J( REwZB BsN nN; 'X :8O, vs W )bG BsN +;

NW& &xR v V@OY.

%LM! kQ W<:& ckOb |! d;Z! )8Nv& KF_ Om W %L

M& d8OB L/& KF_ UOY. Trust Authority& gkO) EZR v V

B gkZ!T Nu-& _^OJC@.

8#X_ OB b8 5*

L %: b8 8H 5*! kQ k%; YgvB J@OY. Y=! kX-5 h9

X_ UOY.

v gL. 8H, W<: W b8 W 8P

v &i D;M, PC W v):WLG W b8 AWLJG 0.{ 8H

v 3N 8H iWsne .N

v %S, h` n! kQ U}{N EN

v 0 |., $8 &n W 8H ND W 30z 0: 6[{ ,@

n5 <&

kNPG n5 <&B m!k:z 3NQ bI <.& 'X 8:KOY. ?z{N

8H "Y f}: Vnx [w; v`OB% Vn- JdQ VRQG bI8 gk

OB MTOY. 'TZ! W<:Ov xO5O pg n5 <& bI; 3! &E

OE* gkR v xT 8eB M! kX mAX A_ UOY.

O] gkZ

NM]!B ONB {}Om ONB {}Ov xQ )/ /|G gkZ! V@O

Y. e-businessB BsN8N =vOm 8EOB m4N gkZ& xUOY.

e-businessB GQ qvO: D.J! /$ %LM& W<:O) gm& .NOm
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&6 a$; OE* qvO:;!-G h9z 0?! G_; &COb& xUOY.

e-businessB GQ wxL RgH [w; v`Ob 'X JdQ %LM& W<:

R v Vb& xUOY.

NM]!B X?, :PS, YL/: hwZ, _dQ %LM& W<:OAB gkZ

n e-business!- xOv JB gkZ5 V@OY. L1 gkZB gkZG

e-business;! V; v5 V@OY.

ZxG W<:& ckOb |! d;OB gkZ! )8Nv, W gkZ! %LM

M @k ANW%! kX n2 /|G W<: GQL VBv W.m n2 gkZ

W<: 9Ze& 8|X_ OBv& KF_ UOY.

@k ANW% W @k ANW% [:

@k ANW%: 8H; wTO5O 3hI v V@OY. |[I %LMG O#-,

W<:& d8OB gkZG Nu, gkZ W .#hGG (g NW& 0kR v

V@OY.

Toolbox API& kX @k ANW%! 8H; _!R v V@OY.

Oe~n 8H

-v W %LM p)B 8H C:[G ONTOY. qO L %!- Oe~n& Y

gm Vv Jv8 -vM 8H |.! gkGB v):WLGG 0.{ 8H; h

9X_ UOY.

Trust Authority Oe~n 8H

qO L =G: /0w Trust Authority 8:dR& Ygm Vv8 mAgW: p
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5* ].
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&n kE
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&2N! VB Y= e: FirstSecure! wTH &0; e-business! ,aUOY.

L e: 19 dLvG :&3e e-businessW.v) 3d;G W2 '! 8`KOY.

" &0: Z<w 3mGn V@OY. &0! kQ O|Q $8& r8Ai &0

z T2 &xGB .-& |6OJC@. |3 C*.@B &HOSTOY.

" |3 C*.@!- 0: b; \h& v`OJC@.

1. W.v)G pg NPL xk C# |6& gkO) (g NW& u #\Om

u $.OT 8lOY.

2. N.s]!- C[O) 8:dR& 3!Om W:.UOY.

3. O\ N.s]! MwXvi 8H DMZ!- @k ANW%; 8`UOY.

4. N.s]z DMZ(demilitarized zone)#G .!H: Firewall; kzX_ U

OY.

5. \N NM] @k ANW%; 8`Om W:. %LM& gkO) W:.UO

Y.

6. Firewall; 3!O) NM]z DMZ#G .!H; 8#UOY.

7. gkZ! W.v)& W<:R v VT UOY.

O|Q FirstSecure C:[ h9

)b!B W.v)!- FirstSecure&0; |3OB &HH x-! V@OY. L

B FV #\UOY. " &0! kQ Z<Q Oe~n W RA.~n d8gWz
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@. GQ, " &0z T2 &xGB 3! d8gWz v'; P8JC@. 9: &
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1. JdQ 8H d8gW; h9OJC@.
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3. m4 -v @k ANW%; 8im W:.OJC@. gP# L& g; N.

s]!- /vOm Fw: NM]!- gkR v xT 8eJC@.

4. m4 -v @k ANW%; 8#OB IBM Firewall; 3!OJC@.

5. SurfinGate& DMZ! _!OJC@.

6. DMZ!- MIMEsweeperM Norton AntiVirus& _!O) NM]!- @k
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- gkR v VT 8i ' -v& !.05O 8:OJC@.
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C@.

8. DMZ!- Y=; _!OJC@.
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v m4 ,sLp. @k ANW%

v 8H m4 ,sLp. @k ANW%
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) 3$Q T"; W:.OJC@.
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& 8#OJC@. b; 8:: 3!& O]!T 3fOb |! L& W:.R

v V5O :.!H x=;Ln_ UOY.

10. Trust Authority& 3!Om EZR v VB gkZ!T Nu-& _^OJ

C@.

11. pg W:.! !- Y= @k ANW%; NM]!- 3fUOY.
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13. N{}Q gGL x5O FirstSecure8:dR ANW%!- [:Q (g N

W& .NOJC@.
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for Security !L|.& _!OJC@.
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FirstSecureB Lb> % /f; 'Q --H $% _IG &n wN.& &xU

OY. gkZ! jslz& kX )/ i-#e -v& W<:R v VB /f!-

Policy DirectorB Y=; &xUOY.

v " % gkZ& 'Q \O gNB

v ID Ku

v 8#H % dLv! kQ W<:& d;OB gkZG GQ N) .N

L1 vx8N Y=! kX GQ; N)Om H|OT R v V@OY.

v HTML, Z] W POP3M 0: TCP/IP 3/

v %LM#L: C:[z 0: 8g @k ANW%

v W.v) |. x

v g;!- 3_H @k ANW%

FirstSecure& LkOi gkZB Y= ^?Or8N Policy Director& NuR v

V@OY.

v 8H RO h~(SSL); kQ b; Nu

v SSL; kQ gD b] NWN

v ,sLp. Nu-& gkOB SSL

v KerberosNWN

W1 Y= FirstSecureB " % @j'.M W.v) -q:! kQ NuH gk

ZG W<:& &nOm Li ZxG -j<.! kQ GQ xB gkZ& &QR

v V@OY.
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Policy DirectorB gkZM Wl W Zx#G JN; |.UOY. Policy Director

|. \V; gkO) Y=; v`UOY.

v Zx; gkR gkZM Wl; $GUOY.

v 8#! JdQ @j'.& $GUOY. @j'.B %, TCP w., ^Re W N

MdL:TOY.

v gkZ! Zx; W<:OB f}z Pb, v$, |., G` GB h&M 0L

Zx; 8#OB T"; $GUOY.

Y= %B xk Policy Director 8:dR 8:; 3mUOY. W.v)! {UQ

8:; a$OJC@. W1 D 3! _! 8:dR& 1CUOY.
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JC@.

8: 9& 3!H 8:dR

8H 5^N! kX |. -vG \O N:O:& G`O

B -v.
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! ID L %LM#L:& 9&Og 8H 5^N!- Y
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WebSEAL -v.

L C*.@B % x#; 8#OB VgG; *8@OY.

WebSEAL: t: !k:z aT ck Qh& 'X i

#e -v& vxUOY.

WebSEALL VB 8H |.Z

NetSEAL -v.

L C*.@B VPN(Virtual Private Network); 8HO

B VgG; *8;m 9ECM 8g W.v) -q:!

kX W<: &n& &xUOY.

NetSEALL VB 8H |.Z

WebSEALz NetSEAL -v 6U.
WebSEALz NetSEALL VB 8H

|.Z
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Vm V@OY.
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2 &xKOY. ACE/ServerB GQ N) ^: gkZ8 W.v) DO, @k A

NW% W kE; W<:R v V5O #MAsLn W.v)! kX -BQ _S

}_ Nu -q:& &xUOY. Security Dynamics TechnologiesgG /c!
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MIMEsweeper |3
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TBGi, MIMEsweeperB [EZM vEZG VR& KuOm 8:dR NP8

N DO; PXUOY. MAILsweeper W WEBsweeperB W1 Y= Li NP
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MAILsweeperB Y=; v`R v V@OY.
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– |Z lm!- q)E.* zSQ pn! kQ 8#
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v AVI GB MPEGz 0: O$Q /|G DO |[ GB vE8NNM 3N G

B Wl mO-

v W.v)! .!H; 8Y _ ckR v V; 'nv b; )bN DO mO-
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WEBsweeperB Y=; v`R v V@OY.
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v bP GB _dQ .-G NVGQ /G 8#
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API! in V@OY.

MIMEsweeperB 8g W gkZi; NM]G 8H 'h8NNM 8#OB _d

Q ZjTOY.

V: qO MIMEsweeper .-!- -q:M vx; ^b 'Q Content

Technologies .G3& &xOv8 IBM SecureWay 1.: 2k
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SurfinGate |3
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%LM v}z 0: Us8NNM W.v)& 8#UOY. SurfinGateB TL.~

L 9'!- pt Ze& !KOm W.v)! TBOb |! 'hQ Ze& D0

UOY. pt ZeB gkZ GB N-0N 1C{8N mO-GE* ckI v V

8g, ZeB G5OB bI! {s g; W.v)NG W<:! ckGE* EN
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SurfinGate!B Y=z 0: 8:dR! V@OY.
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v WTE kUk C/WN
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[?UOY. SurfinGate-vB 8g Firewallz b8G b8 AOC Y=! h!
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W.v) |.ZB SurfinConsole; gkO) p' Ze! kX _S 8H $%

; |.Om 3$UOY. SurfinConsole: W.v)! VB )/ SurfinGate -

v& &nOm gkZ* Wl0N 8g |<!- GB ckRI/ck!I ZeG
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SurfinGate %LM#L:B ASPs(Applet Security Profiles)G s<;k; ze
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v]nv 3mQ 8H bz: 8H 'y8NNM 8#OB M! _!; Nz@O

Y. 8H!- L! xv JT _dQ M: 'yG (vTOY. FirstSecureG 'T
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; &xUOY.

YL/: fv RA.~nB .NaG ;, z, E)N YL/:, R.G ActiveX

&n W R.G JavaVC4; wTOB pg >yG /XQ ZeNNM 8#UO

Y. YL/: 8#B pg 8H VgGG Jv NPTOY. FirstSecureG Antivirus

&0!-B L/Q YI{N antivirus d8gW; v{UOY.
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Tivoli Cross-Site for SecurityB x]Ob ,n C:[! W.v) b] 'T (

v bI; &xUOY. |. 5^NL NM]! ,aGB '!6Y Tivoli Cross-Site

for Security !L|.& |3R v V@OY. Tivoli Cross-Site for SecurityB

W.v)& pOMO) ;N W \N x]; (vUOY. LB Y=z 0: Lf

; &xUOY.

v Cross-Site for Security|.Z!T ag{ x]; f8X VB GC# 'T (

v
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v Tivoli #MAsLn |. C:[; C1 v V5O OB TivoliG #MAsL

n @k ANW%zG kU
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Security |. -v& gkO) W.v)& 8#UOY. !L|.!- I"Q x

]; __Oi oC $8& NWOm @dOB Cross-Site for Security|. -
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vN O#-H L%.& |[UOY. Cross-Site for Security|. -v& 8:O

) f8& \VN 8;m L^O; |.Z!T 8;E* #bR |.Z!T dL

z& 8@OY.

Tivoli Cross-Site for Security sL>: 0 .8

Tivoli Cross-Site for Security&0; gkOAi sL>: 0& gkZ $GX

_ UOY.

Tivoli Cross-Site% gL.N !- Y= \h& OaOi sL>: 0& vER

v V@OY.

1. Tivoli Cross-Site for Security CD-ROML wTH FirstSecure&0z T2

&xGB Passport Advantage Proof of Entitlement.-M Tivoli Cross-Site

for Security Installation; #@OY.

2. Passport Advantage Proof of Entitlement!- 8Z. }ZN- 5N C[O

B V. x#M 7Z. }ZN- 7N C[OB m4(gL.) x#& #@OY.

L1 x#& gkO) Tivoli Cross-Site% gL.& W<:UOY.

3. G3= NM]; W<:R v VB D;MG % jslz& gkO) Tivoli

Cross-Site% gL.! NWNUOY. % gL.G URL: www.cross-site.

com/support/licensing/TOY.

4. V. x#, m4 x# W .G3 x#& TBUOY. Tivoli Cross-Site for

Security& 3!R -vG 5^N L'5 &xX_ UOY.

5. %!- _! v'; {(OY.

6. Tivoli Cross-Site sL>: 0 % gL.& W<:OB% .&! V8i

1–800–2–TIVOLI, 3/ 9396G Tivoli Cross-Site vx! .GOE*

licensing@cross-site.com8N L^OUOY.

|C Tivoli Cross-Site &0

Tivoli Cross-Site&0 h-!B FirstSecureh-G ON! FQ b8 8:dR

! V@OY.

v Tivoli Cross-Site for AvaliabilityB O] gkZ! % gL.& :x{8N

W<:R v VBv& pOMOm 8mUOY.
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v Tivoli Cross-Site for DeploymentB #MAsLnG |'& .eO) NM]

; kX _dQ @k ANW%z $8& PhOm |.R v V@OY.

qO L1 &0: Tivoli Cross-Site for Security.-!- p^Gv JF5 0

5N 8TX_ UOY.

Tivoli Cross-Site for Security & gkO) .!H pOM

Cross-Site for Security!L|.B vI| W.v) =vbTOY. LB hS W

.v)!- P6; pOMUOY. Cross-Site for Security!L|.B L1 P6

; JMO) GI !B 0?; *8;B YgQ -m; #F>OY. L1 -m:

W.v) x]; *8@OY.

Cross-Site for Security!L|.B UNIX!- pU8N G`Om Windows NT

!- NT -q:N G`UOY. Cross-Site for SecurityB C:[L N.R ' Z

?8N C[O5O 8:KOY. LB hS sVX V8i- gkZG NWN )N

M |hxL C:[ iWsne!- G`UOY.

ag{ x]L __Gi !L|.B I"5& G0Om oC |. -v! K1 M

Nv FOi f8& NC DO! NWR MNv& G0UOY. NWB $b{8N

|. -v! wNeKOY.

!L|.B GQ $b{8N Cross-Site for Security|. -v! "SO) !L

|.! 0:-Gn V8g G` _S; K3OY. L1 /|G kE; O.q.s

m UOY. O.q. #]; 8:R v V@OY.

|. -v! !L|.!- O.q.& vEOi |. -vB !L|.!T ;EH

8: $8, u -m W wNe :Il; K3OY. !L|.B Z?8N L1 ;E

; YnNeOm 3!UOY.

W.v)!-G Tivoli Cross-Site for Security

Cross-Site for Security! qvO: d8gW! B5O 8:R v V@OY. Vd

a$: Y=z 0@OY.

v Cross-Site for Security|. -v& 3!R '!

v JdQ Cross-Site for Security!L|.G v
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v Cross-Site for Security!L|.& 3!R '!

)b, dzNv W W.v) k*xz .!H \! L1 mAgW: |. -vM

!L|. v& a$OB% Vn- _dUOY. Tivoli Cross-Site for Security3

! mAgW! kX 73 dLvG :Intrusion Immunity Oe~n W RA.~n

d8gW;; |6OJC@.

V: qO Tivoli Cross-Site for Security.-!- -q:M vx; 3mX5 Tivoli

Cross-Site for Security& SecureWay FirstSecure&0G ONN 8TOB

fl!B IBM! .GX_ UOY.

Norton AntiVirus |3

Symantec CorporationG &0N Norton AntiVirusB <h{N antivirus RA.

~n &0 _ O*TOY. Norton AntiVirusB Y=z v`R v V@OY.

v (0H DO; ].UOY

v YL/:M R.G ActiveX &n W Java VC48NNM 8#UOY

v L^O 7N, NM] YnNe, CNG p:), RA.~n CD GB W.v)

!- in C v VB YL/:NNM 8#UOY

Norton AntiVirus! D;M& H|OT v0b 'X iWsne!- hS G`O

5O :IlR v V@OY. Symantec,8x: Norton AntiVirus! __R v

VB YL/:& hS _!Om V@OY. LiveUpdatebI; gkO) OVO!

Qx? Symantec!- uNn antivirus $G& Z?8N KvR v V@OY.

Norton AntiVirusG ]. bI: (0GzE* GIL !B DO; Y% DOz

P.O) D;MG H|Q '!! ].C48Na DO; v$OB ?H YL/:

G .j; 7; v V@OY.

:5 W |^ 6}g& gkOi GIL !B DO; KgOb 'X Symantec8

N 8> v V@OY. SARC(Symantec AntiVirus Research Center)B .&& X

aR v V5O @dUOY.

Norton AntiVirus :3JN BloodhoundB iWsne!- G`O) u YL/

:! (0I !I:L VB @k ANW%G ?[; |{Om PyUOY. @k A
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NW%L YL/:33 [?Om Y% ANW%; (0C0Am Oi, Bloodhound

! ANW%; _\CQ uNn YL/: ;E; ^; 'nv Y% DOiG (0

; 9fR v V@OY.

FirstSecure!- &xOB Norton AntiVirus Solution Release 3.04&0: Y

=z 0@OY.

v %:)> VgG:

– Norton AntiVirus 4.08 for DOS

– Norton AntiVirus 4.08 for Windows 3.51

– Norton AntiVirus 5.02 for Windows 95/98

– Norton AntiVirus 4.08 for Windows NT 3.51

– Norton AntiVirus 5.02 for Windows NT 4.0

– Norton AntiVirus 5.03 for Macintosh

– Norton AntiVirus 5.02 for OS/2

v -v VgG:

– Norton AntiVirus 4.08 for Windows NT 3.51

– Norton AntiVirus 5.02 for Windows NT 4.0

– Norton AntiVirus 4.04 for NetWare

– Norton AntiVirus 2.0 for Lotus Notes™ and OS/2

– Norton AntiVirus 1.52 for Microsoft Exchange

v TL.~L VgG:

– Norton AntiVirus 1.02A for Internet E-mail Gateways for NT

– Norton AntiVirus 1.04 for Firewalls

v |.:

– Norton System Center 3.1

– Norton AntiVirus 5.03 for Macintosh Administrator

– Norton AntiVirus Plus 5.0 for Tivoli Enterprise

– Norton AntiVirus Plus 5.0 for Tivoli IT Director

– b 8 | . 5 8 - N o r t o n A n t i V i r u s N e t w o r k M a n a g e r

(NAV32/NAVNETW) v3.01

Norton AntiVirus! kQ Z<Q ;k: Norton AntiVirus CDG g. p:d

.! VB contents.txtDO! V@OY.
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V: qO Norton AntiVirus .-!- -q: W vx; ^b 'Q Symantec.

G3& &xOv8 Norton AntiVirus Solution Release 3.04& SecureWay

FirstSecure&0G ONN 8TOB fl!B IBM! .GX_ UOY.

s<Q 3! \h! kX-B /$ &Dz T2 &xGB .-M 73 dLvG :&

13e Intrusion Immunity d8gW W 3! mAgW;G Oe~n W RA.~

n d8gW; |6OJC@.

&7e W.v)!-G Intrusion Immunity h9 51



52 FirstSecureh9 W kU



&8e W.v)!-G xk 0 ON86 h9

xk 0 ON86G Trust Authority 8:dRB gkZ& NuOm EZR v V

B kE; 8eO) NM] @k ANW%; &xUOY. O#-M s# 6[ !

I:! kQ PKI(public key infrastructure)%X '! 8`H Trust Authority

C:[: pvP Nu-& _^, TC W |.OB % JdQ ON86& &xU

OY. )b!B Y=L wTKOY.

v IBM AIX W Microsoft Windows NT -v C'{! kQ vx.

v gkZ nO Y=! |. [w; 3.OB RA(Registration Authority).Z?

AN<:* gwG Gg a$8N 8vI v VB L |.!B Y=z 0: /

|G [wL Lgn}OY.

– gkZ ID .N

– Nu-& .8, ;E GB ENOB d;; BN GB EN

– gkZ! Nu-G xk 0! |CH 3N 0& !vm VBv Kg

– Vnx qvO: AN<:* Nu- ANDOG T"; {s /$ /|G g

kZ!T /$ /|G Nu-& _^

RA GQ Nu-! kQ $8& kUH xk 0 p:d.N IBM SecureWay

LDAP p:d.! TCUOY.

v EZR v VB CA(Certificate Authority). CA!-B Y=; v`UOY.

– pvP Nu-& _^Om Nu-& NuOB pvP 0 V; }:UOY

– Jb nO!- Nu- ;E W ENnvG O|Q Nu- vm; vxUOY

– RAB Nu-! ENGi oC p:d.& ;EUOY

– IBM SecureWay 4758 PCI Cryptographic CoprocessorW :6. +e

M 0: O#- Oe~n& gkO) 0& 8#O5O W bI; .eR v

V@OY
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v jslz Nu-, -v Nu- W :6. +eM 0: /$ e!! kQ Nu-

& 1T .8R v VT 8eB % b] nO NMdL:N Credential Central.

|.ZB GQ L1 nO gD; gkO) O] gkZ& PKIX Nu-! k

X g|! nOR v V@OY.

v gkZ! % jslz& gkOv Jm PKIX Nu-& .8, ;E W ENR

v VT OB 63| Windows NMdL:N Trust Authority ,sLp..

v N# |.Z! Nu-& .8, ;E GB ENOb 'X d;; BNOE* E

NR v VT OB % b] |. NMdL:N RA %:)>.

v ^Cv Nu Ze(MAC)& gkO) Trust Authority RA W CA!- vEQ

L%.& NuR v V5O OB (g -j C:[. 8: !IQ IG; kX

(g 9Ze! NWI ' W kU:; 8#R v5 V@OY.

v C:[ 8:, 8H O# /f, CA s# Nu, kU: .N (g NW W C:

[ 8:dRG H| C[z _v& 'Q )/ |. NMdL:.

v @k ANW% 3_Z! gkZ $G PKI @k ANW%; [:R v VT O

B @k ANW!V NMdL:(API).

v kUH IBM DB2 Universal DatabaseG 18S vx. IBM SecureWay

Directory W RA, CA W (g 8:dR6Y 05G %LM#L:! V@OY.

Trust Authority |3

s<Q h9 W 3! $8! kX IBM SecureWay Trust Authority Up and

Running; |6OJC@. L %!B Windows NT -vM AIX !- LgnvB

3! C*.@M \h! V@OY.
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&9e #MAsLn!-G SecureWay Toolbox h9

W.v)! FQ 3_ /f!- FirstSecure Toolbox& 3!O5O h9OJC@.

@k ANW%; \N gkZ!T &xOb |! 3_ /f!- W:.OJC@.

GQ N) -q:

GQ N) -q:& gkOi % gL.& W<:R v VB GQ; N) ^: g

kZ& pOMR v V@OY. Nu: O#* xk 0& b]8N UOY. L1 v

\: gL.! VB %LMG kU:z bP:; 8#UOY. GQ N) -q:B

gkZ gL.! VB @j'.& W<:R v VB ZM W @j'.& W<:

R v VB f}; $GOB W<: &n qO(ACL); [:UOY. GQ N) -

q:B GQ 8#H @j'.& $GOm \O gNB! kX O#& [:R v

VT UOY. pg 8H x: _S }_GGN 8H $%; 1T |.R v V@

OY. GQ N) -q:B IBM SecureWay Policy DirectorGQ N) APIN v

xKOY.

Nu GQ -q:

Nu GQ -q:B X.509 Public Key Infrastructure for MultiplatformsW IBM

KeyWorks Toolkit!- vxKOY.

Nu GQ -q:& gkO) pvP Nu- |.& kX 8H; 8eR v V@

OY. L1 -q:!B Nu-G O|Q vmN _^, ;E W EN! kQ API!

in V@OY. LB GQ Nu- EN qO; TCUOY. APIB xk 0 O#-

M :6. +e bz; Nu- gkZ& NuOB v\8N gkUOY.

PKIXsm5 OB X.509 Public Key Infrastructure for MultiplatformsB PKIX

API& kX &xKOY. L1 API& gkO) EE(end entity), CA(certificate

authority) W RA(registration authority)8:dR& kX Nu-& [:, ze,

Ph W ENR v V@OY. APIB IBM SecureWay Trust AuthorityM NMd

L:R v V5O [?Gg IBMKeyWorks& b]8N UOY.
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PKIX API! kQ ;k: IBM SecureWay X.509 Public Key Infrastructure

for Multiplatforms Programming Guide and Reference& |6OJC@. IBM

KeyWorks! kQ Z<Q ;k: 93 dLvG :&16e FirstSecure!- &xO

B .-;!- ToolboxM T2 &xGB .- qO; |6OJC@.

p:d. -q:

p:d. -q:B IBM SecureWay Directory,sLp.! GX vxKOY.

p:d. -q:B Lightweight Directory Access Protocol(LDAP); gkO)

p:d.& 8:, &n W W<:UOY. L1 -q:B LDAP -v! ,sLp.

W<:& &xOB ,sLp./-v p(; b]8N UOY. p:d. -q:B _

S '!!- p:d. $8& ze, ;E, Kv W 3/Ob 'X /v8vOB v

\; &xUOY. p:d. -q:B SSL(Secure Sockets Layer)& gkO) $

8& O#-UOY.

p:d. -q:! kQ Z<Q $8B 93 dLvG :&16e FirstSecure!- &

xOB .-;!- ToolboxM T2 &xGB O|Q IBM SecureWay Directory

Client .- qO; |6OJC@.

KeyWorks O#- W EZ |. -q:

O#- W EZ |. -q:B KeyWorkssm5 OB IBM KeyWorks Toolkit

!- vxKOY.

KeyWorks O#- W EZ |. -q:B $8& O#-Om X6O) $8& W

<:R v VB gw; &nUOY. L1 -q:B pvP -m; [:Om .N

O) 3Nz W.v) D;MG ID& NuUOY. 0& PhOv Jm O#-H $

8& 98OB 0 98 C:[: IBM Key Recovery Service Provider! kU

KOY.

KeyWorksB O#- W EZ -q: x6TOY. LB )/ h~G 8H -q:

<.M kUH $8 <. W kE 8H bI; .a |C ANW!V NMdL:

N 8:KOY. " h~: YN X! VB ;u b;{N -q: h~! 8`KO

Y. L1 h~: O#- Km.r, -v W O' h~G m/Q D0 $8M 0:
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b;{N 8:dRN C[Om s' h~!-B pvP Nu-, 0 |.M 98 ^

?Or W 8H .#hG ANd]; 8`UOY.

KeyWorksB NLS(National Language Support)! kX [?GB%, LB &0

L pn, :)3., .- W Ze-H .Z <.! >SGn Vv JYB M; G

LUOY.

KeyWorksC API! kQ Z<Q ;k: 93 dLvG :&16e FirstSecure!-

&xOB .-;!- ToolboxM T2 &xGB KeyWorks .- qO; |6OJ

C@.

SSL(Secure Sockets Layer) ANd] -q:

SSL(Secure Sockets Layer)ANd] -vB IBM SSL(Secure Sockets Layer)

Toolkit!- vxKOY.

SSL ANd] -q:B %LM& W<:R v gw; a$R v VT UOY. L

1 -q:B gkZ Nu, GQxB ,sLp.G W<: fv W %LM /f f

v& wTQ )/ q{; 'X xkz 3N 0& gkO) %LM& O#-UO

Y. Nu-& _^ ^B gkZ& &nO) %LM W<:& EZR v VB gk

Z& &nR v V@OY. SSL bz: %LM O#-M O# [:; 'X Y%

)/ API! kUKOY.
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&3N 3! W kU mAgW

L =G!-B 8:dR! -N B_nvB f}; 3mUOY. LB " &0! k

Q Oe~n W RA.~n d8gWz JdQ pg @k ANW% GB %LM#

L: &0; *-UOY.
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&10e FirstSecure 3! h9

FirstSecure8:dR &0; 3!Ob |! Y= =G; Pm JdQ Oe~nM

RA.~n& !vm VBv .NX_ UOY. FirstSecureG VE ;E! kQ $

8B www.ibm.com/software/security/firstsecure! V@OY. &0; 3!Ob |

! % gL.!- VE ;E! kX .NOJC@.

FirstSecureG 8:dR &0; 3!Om 8:OB s<Q \h0 v': " 8:

dR &0G &0 .-!- &xKOY.

O]{N C:[ d8gW

L =G: FirstSecure&0G |<{N C:[ d8gW; 3mUOY. " 8:d

R &0! kQ /$ Oe~n W RA.~n d8gW! kX Xg 8:dR &

0; |6OJC@.

FirstSecure8:dR& 3!OAi, Y= -v n5 <& _ O*& G`R v V

B Oe~n! JdUOY.

v -q: Q 5! 3!H Microsoft Windows NT v| 4.

v AIX v| 4.3.1 Ls.

v Sun Solarisv| 2.6 Ls.

V: SolarisG Toolbox!- 1999b 5y v$QL VB Sun Solarisv| 2.6

L JdUOY.

" FirstSecure8:dR &0: {n5 U!- p^Q n5 <& _ O*!- G

`UOY. " 8:dR &0 =G: vxGB n5 <& C'{z " 8:dR &

0G b8 Jv RA.~n& 8)]OY. L1 n5 <&!- -v, |. \V W

,sLp. C:[L JdUOY. Y= =G: L1 d8gW! kQ 3d& &x

UOY.
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-v W ,sLp.! kQ n5 <& d8gW

SecureWay&0G n5 <& d8gW! kX-B %1; |6OJC@.

% 1. -v W ,sLp.! kQ n5 <& d8gW

n5 <& VR -v 9' VR ,sLp. 9'

Windows NT v| 4.0, -q:Q 5 v| 4.0, -q:Q 5

IBM AIX v| 4.3.1 v| 4.3.1

Sun Solaris v| 2.6 v| 2.6

Windows 95 N/A pg v| vxJ

Windows 98 N/A pg v| vxJ

Windows 3.1(Norton AntiVirus|

k)

N/A pg v| vxJ

IBM OS/2(Norton AntiVirus |k) N/A v| 4.0, v$Q 6 Ls

8:dR &0 <NgW W d8gW

Y= =G!-B FirstSecure8:dR &0! kQ Oe~n W RA.~n d8

gW; 8)]OY. Y= e: 8` mO; s<OT 3mOm ""! kX Oe

~n W RA.~n d8gW; &xUOY. Y= e!-B GQ " &0G 3!

W 8: 3dM Y% 8:dRMG kU! kQ 3m; &xUOY.

v 63 dLvG :&11e Policy Director d8gW W 3! mAgW;

v 65 dLvG :&12e SecureWay Boundary Serverd8gW W 3! mAg

W;

v 73 dLvG :&13e Intrusion Immunity d8gW W 3! mAgW;

v 81 dLvG :&14e xk 0 ON86 d8gW W 3! mAgW;

v 87 dLvG :&15e Toolbox 3! d8gW W mAgW;
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&11e Policy Director d8gW W 3! mAgW

L e!-B Policy DirectorG Oe~n W RA.~n d8gW; *-UOY.

LB GQ Y% FirstSecure&0zG kU! kQ 3! mAgW; &xUOY.

Policy Director Oe~n W RA.~n d8gW

%2B Policy Director Oe~n d8gW; 8)]OY.

% 2. Policy DirectorG Oe~n d8gW

C'{ VR p:) x# VR ^p.

Windows NT -v: Intel GB Intel

#/!IQ 80486 133 MHZLs

16 MB 64 MB

AIX -v: AIX 4.3.1; G`OB O

e~n

16 MB 64 MB

Solaris -v: Solaris 2.6; G`OB

Oe~n

16 MB 64 MB

Policy Director 8:dRG RA.~n d8gW: Y=z 0@OY.

Policy Director -v

v Windows NT -v v| 4.0, -q:Q 5

v AIX v| 4.3.1

v Sun Solaris,v| 2.6

NetSEAT ,sLp.

v Windows NT -v v| 4.0, -q:Q 5

v Windows 95

v Windows 98

|. \V

v Windows NT v):WLG

v Windows NT -v ,sLp.
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v AIX v| 4.3.1 ,sLp.

v Sun Solaris,v| 2.6 ,sLp.

Policy Director!-B P0v! wTH b8 RA.~n! JdUOY. IBM

SecureWay Policy Director Up and RunningG vC! {s Policy Director

|3! JdQ RA.~n& 3!OJC@.

Policy Director 3! W mAgW

www.ibm.com/software/security/policyB Policy DirectorG vg RA.~n!

kQ pg ;E; *-UOY.

Policy Director W Trust Authority kU

IBM SecureWay Trust AuthorityB " gkZ! ::N VeOB gkZNv&

NuUOY. Trust AuthorityB ''N Lightweight Directory Access Protocol*

LDAPsm OB IBM SecureWay DirectoryG $8& b]8N gkZ!T N

u-& _^UOY.

Policy DirectorB YC L1 Nu-& gkOm " gkZ! ckH Zx8 W<

:OBv .NO) GQ; N)UOY. Policy DirectorB W $8& 0: IBM

SecureWay Directory! zeUOY.

e-business!B pg Policy Director ckz pg Trust Authority $8! in

VB gkZ $G! O* V@OY. SecureWay Boundary Server$8& IBM

SecureWay Directory!5 zeOi Policy DirectorB gkZ& 'X W $8&

|.R v V@OY.
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&12e SecureWay Boundary Server d8gW W 3!

mAgW

L e!-B SecureWay Boundary ServerG Oe~n W RA.~n d8gW

; *-UOY. LB GQ Y% SecureWay Boundary Server&0zG kU!

kQ 3! mAgW; &xUOY.

SecureWay Boundary Server Oe~n W RA.~n d8gW

SecureWay Boundary Server8:dR &0G Oe~n d8gW: %3z 66 d

LvG %4! V@OY.

% 3. SecureWay Boundary Server8:dR &0! kQ Oe~n d8gW

SecureWay Boundary Server8

:dR

C:[ /| p:) x# ^p. b8

IBM SecureWay Firewall1 NT: Pentium®

133 MHz Ls

AIX: AIX

4.3.2& vxO

B RS/6000C

:[

NT: 24 MB2

AIX: 307MB

NT: 64MB

AIX: 64MB

23G W.v) N

MdL: +e

ACE/Server NT: Pentium

166 MHz Ls

(\O AN<-

|k)

AIX: AIX 4.2

& vxOB C

:[

b; -v RA.

~n: 50 MB

iw -v: 22

MB

Jb gkZ %L

M#L:: 4MB

3!: 240MB

VR: 32MB G& ze5* Jd

.: gkZ }\!

{s Y(OY.

SurfinGate

-v Pentium 233

MHz Ls

20 MB VR: 128 MB G

e: 256 MB
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% 3. SecureWay Boundary Server8:dR &0! kQ Oe~n d8gW (hS)

SecureWay Boundary Server8

:dR

C:[ /| p:) x# ^p. b8

\V Pentium 233

MHz Ls

15 MB VR: 32 MB G

e: 64 MB

IBM SecureWay1.: 2k

MIMEsweeper

MAILsweeper Pentium 200

MHz Ls

1 GB 64 MB 13G W.v) N

MdL: +e

WEBsweeper Pentium 400

MHz Ls

1 GB " ?C % ,a!

kX 128 MB +

1 MB

13G W.v) N

MdL: +e

V:

1. u Z<Q ;k! kX-B IBM Firewall! wTH .-& |6OJC@.

2. NetScapejslz! kX-5 13 MBG p:) x#L JdUOY.

% 4. SecureWay Boundary Server8:dR &0! kQ RA.~n d8gW

SecureWay Boundary Server8:dR
Microsoft Windows C'{ AIX Solaris

,sLp. -v -v -v

IBM SecureWay Firewall Windows 95,

IPSec ,sLp

.

Windows NT

-v v| 4.0,

-q:Q 51

AIX 4.3.2 gkR!

ACE/Server Windows NT

v):WLG

4.0, -q:Q 2

Ls

Windows NT

-v v| 4.0,

-q:Q 5 Ls

AIX 4.2 Solaris 2.5.1

SurfinGate 4.05

-v gkR! Windows NT

4.02

gkR! gkR!

\V Windows NT

4.0 Ls2

Windows 95,

Windows 98

gkR! gkR! gkR!

IBM SecureWay1.: 2k

MIMEsweeper

MAILsweeper gkR! Windows NT

4.03

gkR! gkR!
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% 4. SecureWay Boundary Server8:dR &0! kQ RA.~n d8gW (hS)

SecureWay Boundary Server8:dR
Microsoft Windows C'{ AIX Solaris

,sLp. -v -v -v

WEBsweeper Windows NT

v):WLG

4.0, -q:Q 3

Ls

Windows NT

4.04

gkR! gkR!

V:

1. JdQ v$! kX Windows NTk IBM Firewallz T2 &xH .-!- .NOJC@.

2. _!{8N

v Microsoft Windowsk Windows W.v) ,sLp.! JdUOY.

v Windows NT v):WLG: vxGv J@OY.

3. _!{8N

v NT 3.5.1z Windows NT v):WLG: vxGv J@OY.

v Y= /f _ O*! JdUOY.

– Microsoft Exchange

– SMTP

– cc:Mail™

– Groupwise

– Lotus Notes

4. MIMEsweeperGe! kX 71 dLvG :MIMEsweepermAgW;; |6OJC@.

SecureWay Boundary Server 8:dR mAgW

Y= =G: SecureWay Boundary Server8:dR &0G 3! W 8: mA

gW; 3mUOY.

IBM Firewall mAgW

IBM Firewall! kQ mAgW: VN b8 SecureWay Boundary Server&0

! |O) .!H :.2!- L& 3!OB '!M |CGn V@OY.

yC 8:

IBM Firewall W MAILsweeper 8b 8:: IBM Firewallz MIMEsweeper

& Q Y 3!OB fl L =G!- 3mQ 8:; gkR v V@OY.
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v MAILsweeperB ^O ^Cv ;k; !KOB MIMEsweeperG ONTOY.

MAILsweeper!B antivirus !K; v`OB bIL V@OY.

v MAILsweeperB IBM Firewall W 8H SMTP -v gL! V@OY.

v IBM Firewall: ^O; |^R ^O #:.N- MAILsweeper& !.5OY.

– IBM Firewall!-B g|! $GH ^O T": ^O .!HL e#5O 3

$Gn_ UOY.

v SMTP -v5 ^O; |^R ^O #:.N- MAILsweeper& !.Q_ U

OY.

v MAILsweeperB gfb8N e#B |^H ^OG ;k; !KUOY.

IBM Firewall, Norton AntiVirus for Internet Email Gateways W

MIMEsweeper yC 8:: IBM Firewall, Norton AntiVirus for Internet Email

GatewaysW MIMEsweeper& 3!OB fl L =G!- 3mQ 8:; gk

R v V@OY. L C*.@!-B IBM Firewall, Norton AntiVirus for Internet

Email GatewaysW MAILsweeper& O*G <N8N -n Y= YLnW%!

- 3mQ M33 ^O!- YL/:M ;k; !KUOY.

v Firewall: 8H ^O -vN- Norton AntiVirus for Internet Email Gateways

& !.5OY. CY% Firewall T": L /$ .!H; ckO5O 3$Gn

_ UOY.
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v Norton AntiVirus for Internet Email GatewaysB 8H ^O! kQ ^O |

[ZN- MAILsweeper& !.0m, ^OG q{v FtYneN- Firewall;

!.5OY.

v MAILsweeperB |^H ^O; vEOm !KUOY. W1 Y= LB slC

%* MX 9Ze Kv! {s CY% -vN ^O; |^UOY. MAILsweeper

W Norton AntiVirus for Internet Email Gateways! 0: C:[! V8i,

MAILsweeperG vE w.& /fO) Norton AntiVirus for Internet Email

GatewaysMG f9; 9fOJC@.

IBM Firewall W WEBsweeper yC 8:: IBM Firewallz MIMEsweeper

& Q Y 3!OB fl L =G!- 3mQ 8:; gkR v V@OY.

v WEBsweeperB % .!H; !KOB MIMEsweeperG ONTOY.

WEBsweeper!B antivirus !K; v`OB bIL V@OY.

v WEBsweeperB _h AOCN- [?UOY. ,sLp.B WEBsweeper& A

OCN !.5OY. WEBsweeperB .!H; Firewall AOCN |[O5O 3

$KOY.

v T": AOC .!H; ckO5O Firewall!- 3$Gn_ UOY.

v AOC d;: Firewall hD! VB 8H W.v)!-8 _}R v V@OY.

v WEBsweeperB HTTPS& 3.Ov J@OY. HTTPS& gkOAi, Firewall

G .&! W pg % .!H !K .NG .&!; GRAi WEBsweeper&

kzCQ_ UOY. Firewall AOC& w" !.Q_ UOY. % .!H: h

S H|Ov8 WEBsweeper! !KOvB J@OY.

IBM Firewall W SurfinGate yC 8:: IBM Firewallz SurfinGate& 3

!OB fl L =G!- 3mQ 8:; gkR v V@OY.
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v SurfinGateB ActiveX &n W b8 Wq! kQ % .!H; !KUOY.

v SurfinGateB _h % AOCN- [?UOY. ,sLp.B SurfinGate& HTTP,

FTP W HTTPS! kQ AOCN- !b5OY. SurfinGateB W1 Y= d;

; IBM Firewall AOC! |^UOY.

v T": AOC .!H; ckO5O Firewall!- 3$Gn_ UOY.

v AOC d;: Firewall hD! VB 8H W.v)!-8 _}R v V@OY.

IBM Firewall, MIMEsweeper W SurfinGate yC 8:: IBM Firewall,

MIMEsweeperW SurfinGate& 3!OB fl L =G!- 3mQ 8:; gk

R v V@OY

v SurfinGateB ActiveX &n W b8 Wq! kQ % .!H; !KUOY.

MIMEsweeperG WEBsweeper8:dRMB Y% !K; gkUOY.

v SurfinGateW WEBsweeperB _h % AOCN- [?UOY. ,sLp.B

SurfinGate& HTTP W FTP! kQ AOCN- !.5OY. W1 Y=

SurfinGateB d;; WEBsweeperN |^UOY. WEBsweeperB d;; IBM

Firewall AOC! |^UOY.

v T": AOC .!H; ckO5O Firewall!- 3$Gn_ UOY. L/Q T

"i: Windows NTk IBM eNetwork Firewallv| 3.3 gkZ H;-!-

$GKOY.

v AOC d;: Firewall hD! VB 8H W.v)!-8 _}R v V@OY.

v WEBsweeperB HTTPS& 3.Ov J@OY. HTTPS& gkOB fl Firewall

G .&! W pg % .!H !K .NG .&!; GRAi WEBsweeper&
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kzCQ_ UOY. Firewall AOC& w" !.Q_ UOY. % .!H: h

S H|Ov8 WEBsweeper! !KOvB J@OY.

MIMEsweeper mAgW

Y=: O]{N WEBsweeperC:[TOY.

v Intel Pentium 400 MHzLs

v 1GB p:) x# W 128 MB RAM

v Windows NT -v GB v):WLG v| 4.0 -v -q:Q 3 Ls

v #:.M 5^N L'; wTQ TCP/IP ANd]

v antivirus x

Y=: ?C gkZ& Vk 500mnv ckR v VB O]{N m<}

WEBsweeper/fTOY.

v L_ Intel Pentium II, 450 MHzLs

v 3GB p:) x# W 256 MB RAM

v Windows NT -v GB v):WLG v| 4.0 -v -q:Q 3 Ls

v #:.M 5^N L'; wTQ TCP/IP ANd]

v antivirus x

gkZ /fL ?C gkZ& 500m Ls vxOi Y_ WEBsweeper-v& g

kOB ML YwwUOY.
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&13e Intrusion Immunity d8gW W 3! mAgW

L e!-B Intrusion Immunity 8:dRN Tivoli Cross-Site for SecurityM

Norton AntiVirusG Oe~nM RA.~n d8gW; *-UOY.

Intrusion Immunity Oe~n W RA.~n d8gW

Y= =G!-B Intrusion Immunity 8:dR &0! kQ 3! W 8: .-&

3mUOY.

Tivoli Cross-Site for Security! kQ Oe~n W RA.~n d8gW: %5,

74 dLvG %6 W 74 dLvG %7! V@OY. Norton AntiVirus 8:dR &

0! kQ Oe~nM RA.~n d8gW: 75 dLvG %8 W 75 dLvG

%9! V@OY.

% 5. Tivoli Cross-Site for Security-v! kQ Oe~n W RA.~n d8gW

-v d8gW

n5 <& v AIX 4.3.2

v Windows NT v| 4.0, -q:Q 5

v Solaris 2.5.1GB 2.6

Java JDK 1.1.63$G 04 Ls

% -v Netscape Enterprise Server 3.51

%LM#L: v IBM DB2 1.: 5.2

v Oracle 7.3.4(GB 8.0.4 Ge)

v Microsoft SQL Server

p:) x# v Windows NT 290 MB

v AIX 180 MB

v Solaris 180 MB

^p. 256 MB

:R x# 300 MB(400 MB Ge)
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% 5. Tivoli Cross-Site for Security-v! kQ Oe~n W RA.~n d8gW (hS)

-v d8gW

V:

1. Netscape Enterprise Server 3.51z 3.6: vxGv J@OY.

2. Tivoli Cross-Site for SecurityG 3! .-! VB Solarisk P! d8gW; |6OJC@.

% 6. Tivoli Cross-Site for Security|. \V! kQ Oe~n W RA.~n d8gW

|. \V d8gW

n5 <& v Windows 95

v Windows 98

v Windows NT v| 4.0, -q:Q 5(166 MHz LsG

C:[ Ge)

v Sun SPARC!- G`OB Solaris 2.5.1L* 2.6

p:) x# pg C'{! kX 25 MB

^p. v Windows NT 40 MB

v AIX 64 MB

v Solaris 40 MB

% 7. Tivoli Cross-Site for Security!L|.! kQ Oe~n W RA.~n d8gW

!L|. d8gW

n5 <& v Windows NT v| 4.0, -q:Q 5 Ls

v AIX 4.3.2

v Sun SPARC!- G`OB Solaris 2.5.1L* 2.6

Java Solaris!-G JDK 1.1.6 3$G 04 Ls(UNIX!-8

Jd)

p:) x# v Windows NT!- 15 MB

v AIX !- 10 MB

v Solaris!- 10 MB

^p. v Windows NT!- 32 MB

v AIX !- 32 MB

v Solaris!- 20 MB
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% 7. Tivoli Cross-Site for Security!L|.! kQ Oe~n W RA.~n d8gW (hS)

!L|. d8gW

V:

1. Netscape Enterprise Server 3.51z 3.6: vxGv J@OY.

2. Tivoli Cross-Site for SecurityG 3! .-! VB Solarisk P! d8gW; |6OJC@.

%8: Norton AntiVirusG Oe~n d8gW; *-UOY.

% 8. Norton AntiVirusG Oe~n d8gW.

Intrusion Immunity 8:dR C:[ /| p:) x# ^p. b8

Norton AntiVirus Intel CPU 24 MB VR: 16 MB G

e: 32 MB

CD-ROM esLj

Norton AntiVirus for Internet

E-mail Gateways

Pentium 133

Ls

6 MB 32 MB CD-ROM esLj

?2{N ^O n5

; 'X 500 MB -

5 GB

% 9. Norton AntiVirusG RA.~n d8gW

Intrusion Immunity 8:dR
Microsoft Windows C'{ OS/2

,sLp. -v ,sLp.

Norton AntiVirus1 Windows NT 4.0

Windows 95,

Windows 98

Windows NT 4.0 OS/2 2.11Ls

V:

1. _!{8N TCP/IP NM] ,aL Norton AntiVirus for Internet Email Gateways! JdUOY.

Norton AntiVirusB AIX M Solaris!- gkR v x@OY.

Tivoli Cross-Site for Security 3! W mAgW

Y= W2: e-businessW.v)!-G O]{N Cross-Site for Security!L

|. W Cross-Site for Security|. -vG h!& 8)]OY.
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W2 11. DMZ! Cross-Site for Security|. -v 3!
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W2 12. N.s]! Cross-Site for Security|. -v 3!
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W2 13. NM]8N ,aH -v& vxOB DMZ!- Cross-Site for Security|. -v 3!
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Norton AntiVirus 3! W mAgW

Norton AntiVirus 3!! kQ ;k: contents.txtsB L'G DO! VB%, L

B &0 CDG g. p:d.! V@OY.
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&14e xk 0 ON86 d8gW W 3! mAgW

vg 8g!-B e-business@k ANW%; H|OT Ob 'Q xk 0 ON8

6! JdOGN, FirstSecure Trust Authority!-B xk 0 ON86& 8vO

B N 9'G bI; &xUOY.

v pvP Nu-G O|Q vm |.B Y=; &xUOY.

– Nu; d;, ;E W 68OB bI

– Nu d;; BNOB nO GQ

– pvP Nu-M kR qO; [:OB Nu b|

v qvO:! EZH e-business#<< BsN; nOOB bsH nO bI. n

O @k ANW%: Y=; b;8N O) [:KOY.

– _`Gn |.GB Nu: _dQ e-business@k ANW%! JdQ EZ

:L Vn_ Og, nO GQ: t: EZ:z 8H d8gW; 87O5O

8:Gn_ UOY.

– @k ANW%: v? GB Z? BN, /,:VB BgL. GB @AgL

. Nu W nO $%; EZR v VB 05G 5^N8N P.OB IG

; wTO) YgQ nO $%; vxOb 'Q /,:; &xX_ UOY.

EZ p(: |Z E!G W<: !I:, bP:, kU: W R/G; 8eOB%

5r; ]OY. pvP O#-, Nu W -m; kX Trust AuthorityB NM],

N.s] GB VPN(virtual private network)!- 8H e-business& |.R v

VT UOY. -m 0& um 8HOb 'X Nu b|: O# Oe~n! kX

[?O5O 3hGz@OY.

Trust Authority -v Oe~n W RA.~n d8gW

Trust Authority 8:dR! kQ -v RA.~n d8gW: 82 dLvG %10

! V@OY.
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% 10. xk 0 ON86 Trust Authority 8:dR! kQ -v RA.~n W 1C{ Oe~n d8gW

&0 V

Y= n5 <& _ O*:

v IBM AIX/6000(AIX), v| 4.3.2

v Service Pack 5! 3!H Microsoft Windows NT v

| 4.0

v Jv.

v pg Trust Authority -v ANW%; 0: C'{! 3

!X_ UOY. AIX M Windows NT C:[; 0: C

:[ 8:!- /; v x@OY.

IBM SecureWay Directoryv| 3.1.1 v Jv. Trust Authority ZeM kUGz@OY.

v Trust Authority& 3!OB _! Trust Authority& 3

!Q Mz 0: C:[! Directory RA.~n& 3!

OE* L& x] C:[! 3!R v V@OY.

IBM WebSphere Application Serverv| 2.02,

Standard Edition. IBM HTTP-v v| 1.3.3z Sun

Java Development Kit (JDK) 1.1.7; wTUOY.

v Jv. Trust Authority Lpn P0v!- &xUOY.

v Trust Authority& 3!Ob |! % -v RA.~n&

Trust AuthorityM Trust Authority -v RA.~n&

3!R h9N Mz 0: C:[! 3!X_ UOY.

/v8v P! 9& .a IBM DB2 Universal Database

Enterprise Editionv| 5.2.
v Jv. Trust Authority Lpn P0v!- &xUOY.

v " -v 8:dR6Y m/Q %LM#L: N:O:! V

@OY. Trust Authority& 3!Ob |! Trust

Authority -vN gkR h9N " C:[! DB2& 3

!X_ UOY.

v IBM SecureWay 4758 PCI Cryptographic Coprocessor,

p( 001

v /v8v P! 1.3.0.1; .a IBM SecureWay 4758

CCA Support Program,v| 1.3.0.0

v 1C{Lm AIX C:[!-8 gkR v V@OY. O

] IBM V. $N; kX L &0; V.X_ UOY.

v Trust Authority& 3!Ob |! Trust Authority CA

& 3!R h9N -v! 4758 Oe~nM vx ANW

%; 3!X_ UOY.

v 4758 O#- +eB RS/6000G PCI v:! JdUO

Y.

83 dLvG %11 W 84 dLvG %12B Trust AuthorityG -v Oe~n d

8gW; *-UOY.

83 dLvG %11 W 84 dLvG %12!-:

v RTpG }j /f: EO v i3G Nu-& _^UOY.

v _# TpG }j /f: EO v 53G Nu-& _^UOY.

v kTpG }j /f: EO v xL 9: Nu-& _^UOY. LB GQ 8

g CA -q:& Y% 6w! &xOB C:[TOY.
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Windows NT!- Trust Authority& G`R h9Lsi IBM : L& IBM

Netfinity
®

Server!- 3!R M; GUOY. Y= %B Trust Authority Certificate

Authority& kX _^OAm OB Nu-G v& b]8N C:[ )b 6$ G

egW; &xUOY.

% 11. yC Windows NTC:[ 8:

C:[ /| AN<- p:) x# ^p.

RTpG }j /f

Netfinity 3000 1 (450 MHz,

Pentium II)

2 esLj(9.1 GB) 256 MB

Netfinity 5000 2 (450 MHz,

Pentium II)

2 esLj(9.1 GB) 512 MB

_# TpG }j /f

Netfinity 3000 1 (500 MHz,

Pentium III)

4 esLj(18.2 GB) 768 MB

Netfinity 5000 2 (500 MHz,

Pentium III)

4 esLj(9.1 GB) 1 GB

kTpG }j /f

Netfinity 5500 2 (450 MHz,

Pentium III)

4 esLj(9.1 GB mS) 1 GB

Netfinity 5500 4 (500 MHz,

1024K L2 3C

! VB

Pentium III

Xeon with)

4 esLj(9.1 GB mS) 1 GB

Netfinity 7000 2 (500 MHz,

512K L2 3C

! VB

Pentium III)

4 esLj(9.1 GB mS) 1 GB

Netfinity 7000 4 (500 MHz,

1024K L2 3C

! VB

Pentium III

Xeon with)

4 esLj(18.2 GB) 2 GB

AIX !- Trust Authority& G`R h9Lsi L& IBM RISC System/6000
®

C:[! 3!X_ UOY. Y= %B Trust Authority Certificate Authority& k

X _^OAm OB Nu-G v& b]8N C:[ )b 6$ GegW; &xU
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OY.

% 12. yC AIX C:[ Oe~n 8:

C:[ /| AN<- p:) x# ^p.

RTpG }j /f

F40 2 (233 MHz) 2esLj(9.1 GB, Ultra 2 Fast Wide) 512 MB

_# TpG }j /f

F40 2 (233 MHz) 3esLj(9.1 GB, Ultra 2 Fast Wide) 1 GB

kTpG }j /f

F50 4 (332 MHz) 5esLj(9.1 GB Ultra 2 Fast WideO

*M 9.1 GB SSA 43)

2 GB

H50 4 (332 MHz) 5esLj(9.1 GB Ultra 2 Fast WideO

*M 9.1 GB SSA 43)

2 GB

R50 6 (200 MHz) 2esLj(9.1 GB Ultra 2 Fast Wide) 1 GB

R50 8 (200 MHz) 5esLj(9.1 GB Ultra 2 Fast WideO

*M 9.1 GB SSA! 43N 7133 SSA")

2 GB

Trust Authority ,sLp. Oe~n W RA.~n d8gW

IBM: jslz nO gD; gkOm Trust Authority ,sLp. @k ANW

%; G`Ob 'X Y=z 0: v):WLG 8:; GUOY.

v Y= 0.{ C:[ 3$:

– VRQ 32 MB ^p.G 166 MHz Intel 486AN<-(VRQ 64 MB ^

p.G 200 MHz Intel PentiumAN<-& 1#T)

– W!H +e

– VGA qp@ p:C9L Ls

– 6l: GB 6l: #/ !I vC e!

v Y= n5 <& _ O*:

– Microsoft Windows 95

– Microsoft Windows 98

– Microsoft Windows NT,v| 4.0

v Y= % jslz _ O*:

– Netscape NavigatorGB Netscape Communicator,v| 3.0 Ls
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– Java& gkR v VB Microsoft Internet Explorer,v| 4.0 Ls.

IBM KeyWorks Toolkit W IBM SecureWay Trust Authority s

#[k

IBM KeyWorks Toolkit; IBM SecureWay Trust AuthorityM 0: -v! 3

!Ov 6JC@.
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&15e Toolbox 3! d8gW W mAgW

FirstSecure Toolbox: e-business!- 8H @k ANW%; 3_R v V5O

5M VB API <.TOY.

v GQ N) -q:

v Nu- W |. -q:

v p:d. -q:

v SSL(Secure Sockets Layer)ANd] -q:

v KeyWorks O# W EZ |. -q:

– IBM Key Recovery Service Provider 1.1.3.0 API. IBM Key Recovery

Service Provider& kX O#-H $8& 98R v V@OY.

– IBM Key Recovery Server 1.1.3.0. IBM Key Recovery Server 1.1.3.0

: GQ N)H d;8N 0& gkR v xE* /G GB QUH fl O

#-H $8& 98R v VB @k ANW%TOY.

L1 N x6: @k ANW%L _dQ 8H -q:S8 FOF 8H &x

Z! x6! C/WNOb 'X gkR v VB %X NMdL:& #bR

' g k O B % X N M d L : & & x U O Y . % X N M d L : B

CDSA(Common Data Security Architecture)& b]8N UOY. L1 x

6: Windows NT, SolarisW AIX !- gkR v V@OY.

Toolbox Oe~n W RA.~n d8gW

ToolboxG Oe~n d8gW: %13! V@OY.

% 13. ToolboxG Oe~n d8gW

C'{ p:) x# ^p.

v| 4.0, -q:Q 5 2 - 4 GB 64 MB

AIX 4.3.2 9.1 GB 1 GB

1999b 5y Fix PakL VB Sun

Solaris, v| 2.6

4.2 GB 128 MB
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% 14. Toolbox8:dR &0! kQ Oe~n d8gW

x6 C:[ /| p:) x# ^p.

IBM KeyWorks Toolkit Y= /f!- v`G

B &0; vxOB

Oe~n:

Windows NT v|

4.0, -q:Q 5 Ls

Windows 95

AIX 4.2 Ls

Sun Solaris

50 MB 32 MB

IBM Key Recovery Service Provider Y= /f!- v`G

B &0; vxOB

Oe~n:

Windows NT v|

4.0, -q:Q 5 Ls

Windows 95

AIX 4.2 Ls

Sun Solaris

50 MB 32 MB

Toolbox 8:dR &0! kQ RA.~n d8gW: Y= %!- %CKOY.
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% 15. Toolbox8:dR &0! kQ RA.~n d8gW

Toolbox 8:dR
Microsoft Windows C'{ AIX Solaris

,sLp. -v -v -v

IBM KeyWorks Toolkit Windows NT

v| 4.0, -q:

Q 5 Ls

Windows NT

v| 4.0, -q:

Q 5 Ls

Windows 95

AIX 4.2 Ls1 Sun Solaris

IBM Key Recovery Service Provider Windows NT

v| 4.0, -q:

Q 5 Ls2

Windows 95

Windows NT

v| 4.0, -q:

Q 5 Ls

AIX 4.2 Ls Sun Solaris

V:

1. AIX ,sLp.5 vxKOY.

2. _!{8N IBM KeyWorks Toolkit5 JdUOY.

IBM KeyWorks Toolkit 1.1

IBM KeyWorks Toolkit 1.1: -N Y% [w /f!- O# W b8 8H b

I! W<:OB 3f|Lg .e!IOm %XN f}; @k ANW% 3_Z!

T &xUOY.

IBM KeyWorks ToolkitB @k ANW%L -q: &xZ _! pbL x6z
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Q9 FL.q.% VD8g

RA.~n gw;N

ON fl gka vR; qTO) {}Q 6G; XvOi L/Q $8& gkR

v V@OY.

L %! bzH gkG ANW% W gk!IQ pg gkG ZaB IBML IBM

m4 h`, IBM 9& ANW% gkG h` GB WM ?nQ h` O! &xQ

MTOY.

)b! wTH pg :I %LMB k&H /f!- a$H %LMTOY. {s-

Y% n5 /f!- 5bH azM )T Y& v V@OY. ON x$: 3_ v

XG C:[!- v` Gz8g O]{8N !kQ C:[!- x$OB flM ?

OQ az! *BYB F+1 8uL x@OY. ulb ON x$: 8\}; g

kO48GN G& azB Y& v V@OY. ; .-G gkZB ZEG /$Q

/f! kX {k!IQ %LM& TuX_ UOY.
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qIBM &0! |Q $8B Xg &0G x^Z, x%H ;k GB b8 x3{8

N !kQ R:& kX r; v V@OY. IBM: L/Q &0; !KOv JR8

g :IG $.:, #/: GB qIBM &0z |CH b8 R[! kX 8uOv

J@OY. qIBM &0G :I! |Q gW: Xg &0G x^Z!T .GOJC

@.

IBMG bD f' GB h9! kQ pg xmB kv xL /f GB 68I v

V8g )b-B \v q%M fb; &COB MTOY.

IBML &CQ RqZ !]: vgG !]Lg kv xL /fI v V@OY. G

E !]: Y& v V@OY.

L $8B h9k8N8 gkKOY. )b! VB $8B 3mQ &0; gkR v

VT Gb |! /fI v V@OY.

nOs%

Y= knB L9 GB b8 9!!- IBM gG nOs%TOY.

AIX

AIX/6000

DB2

DB2 Universal Database

eNetwork

Global Sign-On

GSO

IBM

Netfinity

OS/2

RS/6000

SecureWay

Websphere

Intel W Pentium: L9 W b8 9!!- IntelgG nOs%TOY.
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Java W pg Java b; nOs%M NmB L9 W b8 9!!- Sun

MicrosystemsgG nOs%TOY.

Lotus, Lotus Notes, DominoW cc:Mail: L9L* Y% *s!- Lotus

Development CorporationG s%TOY.

Microsoft, Windows, Windows NTW Windows NmB L9 W b8 9!!

- Microsoft gG nOs%TOY.

TivoliB L9 W b8 9!!- Tivoli SystemsgG nOs%TOY.

UNIXB L9z Y% *s!- X/Open Company Limited& kX-8 sL>:

& ^; v VB nOs%TOY.

b8 8g, &0 W -q: L': 8gG nOs%* -q: s%TOY.
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kn

L knX3: L %!- gkOB uSE* }

RQ kn GB oLVB kn W ``n& $

GUOY. )b!B Y= %!- *B knM

$G! in V@OY.

v The IBM Dictionary of Computing, New

York: McGraw-Hill, 1994.

v The American National Standard

Dictionary for Information Systems, ANSI

X3.172–1990, Amer ican Nat ional

Standards Institute (ANSI), 1990.

v The Answers to Frequently Asked

Questions, Version 3.0, California: RSA

Data Security, Inc., 1996.

!

(g _{(audit trail). m. fNG |D8N OCG L

%.& 5)OB %LMTOY. (g _{: .#hGL*

Vnx 0?G w:d.& _{R ' gkKOY. 9& i

n, LB m4 h$!- 0?; _{R v V@OY.

TL.~L(gateway). q#/ W.v)* @k ANW%

L -N kER v V5O OB C:[TOY.

xk 0(public key). Y% pg gwiL gkR v V

B xk/3N 0 VG 0TOY. L& kX gkZB .

#hG; 0 R/Z!T 8;E* pvP -m; .NR

v V@OY. xk 0N O#-H %LMB Xg 3N 0

& kX-8 X6I v V@OY. xk/3N 0 V; |

6OJC@.

xk/3N 0 V(public/private key pair). xk/3N 0

V: 0 V O#M 3dG ONTOY(0 |. .&& X

aOb 'X DiffieM HellmanL 1976b! 5TT). W

3d!- " gw: xk 0M 3N 0sm OB 0 V

; .8UOY. " gwG 3N 0B qPN /vGB ]

i xk 0B pN gkR v V5O x3KOY. [EZ

M vEZB qP $8& x/R Jd! x@OY. pg

kE!B xk 08 |CGn V8g 3N 0B |[GE

* x/GB fl! x@OY. u Ls ON kE $NL

4L* PmNNM H|OYm EZR Jd! x@OY. x

k 0B EZR v VB p:d.M 0: EZR v V

B(NuH) fD8N W gkZ! |CGn VYB M8

L /OQ d8gWTOY. )8gv xk $8& gkO

) bP $8& |[R v V@OY. W/*, ^CvB G

5Q vENL R/Q 3N 0! GX-8 X6I v V

@OY. u:Y*, 0 V O#-B 3N(O#-)S8 FO

s Nu(pvP -m)! kX-5 gkR v V@OY.

8v -q:(Implementation Services). IBM!- &

xOB gL.!-G 3! vxTOY.

9& Zx '! v$Z(Universal Resource Locator).

% @j'.G fN! -q: L', 6w L', fN W

DO L'8N C[OB ye MLe % kE! gkGB

mm T"TOY. 9& in, http://www.ibm.com/

software/security/firstsecureTOY.

GQ N)(Authorization). gkZ! v`R v VB 0

?G /|; a$OB AN<:TOY. O]{8N, GQ

N)B Nu Y=! _}UOY.
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*

;k JM5(Content filtering). |[L /$ ;k %

X; 87C0Bv& a$Ob 'X ;k; PB |[;

{iOY.

W.v) VR JM5(network address filtering). v

ENL* [ENG BN !I:; .NOb 'X in@

E* *!B |Z lmG VR& .NOB AN<:TO

Y.

Y

pU(daemon). AIX !- d;; 3.Ob 'X sVX

VB ANW%TOY.

pvP Nu-(Digital certificate). EZR v VB &

3Z! 3NL* #<<! _^Q |Z Nu-TOY. N

u-!B NuOB #<<! kQ $8! in V@OY.

6

6}g(wizard). gkZ! /$ [w; x`X *% v

V5O \h0 v'; gkOB @k ANW%G k-T

OY.

E)N x:(macro bomb). xOv JB az& J!

Ob 'X Y% gkZ!T |[H zeH mI x-TO

Y.

pt Ze(mobile code). )/ eR& ZV L?Oi-

YLs w, LAN GB +1 nL )/ /|G W.v)

,a; gkOB gkZ! GX ^kk D;M!- v`

GB [w! SOB MTOY.

Y

q-NN(non-repudiation). .-G -mZ! -mQ g

G; E~8N ENOv xO5O OB pvP 3N 0G

gkTOY.

g

gG(incident). Tivoli Cross-Site for Security!- C

:[! kQ 'TO v VB GI!B 0?TOY.

-v(server). (1) W.v)!- Y% :WLG! bI;

&xOB %LM :WLGTOY. 9& in, DO -v&

i v V@OY. (2) TCP/IP!- Y% gL.! VB C

:[G d;; 3.OB W.v)! VB C:[: ,s

Lp./-vsm UOY.

? p : d . - q : (Cel l d i rectory service).

DCE(Distributed Computing Environment)?! VB

Zx! kQ $8 %LM#L:& |.OB DCEG 8:

dRTOY.

?(cell). DCE!- 8k x?G q{; !vm p) V

B gkZ Wl, C:[ W Zx8N- 8H, |. W m

m fh& x/UOY. ?: 8k x?G q{z ? \N

! VB gkZ, C:[ W Zx8YB -N! kX u t

: vXG EZ& x/OB gkZ, C:[ W Zx8N

8:KOY.

:T(spam). >> YvG vEN!T |[GB RJdQ

L^OTOY.

F

O#-(encrypt). Xg X6 Ze& Km VB gw8L

X6; kX x! $8& r; v V5O $8& Z/n

uB MTOY.
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VC4(Applet). JavaN [:Gm Netscape Navigator

M 0: Java#/ jslz!- G`OB D;M ANW

%TOY. Java VC4Lsm5 UOY.

W<: &n qO $G(access control list). GQ; N

) ^: gkZ! /$ Zx; gkOB fl W |'&

&QOB ^?OrTOY.

W<: &n(Access control). D;M 8H!- GQ;

N) ^: gkZ! ckH f}8N8 D;M C:[G

Zx; W<:R v V5O 8eOB AN<:TOY.

!L|.(agent). Tivoli Cross-Site for Security!- P

6; wxOm -N Y% W.v) h~!-G Ls; .

NOg 3$H ,az khG sB& hS _{OB :6

. IP P6 pOMTOY.

":.s](extranet). qAQ bz; gkOB M8N N

M]!- D}Gz@OY. 8gB % bG, |Z sE!,

^C! W Wl~n& )/ m4, D.J W ;N wx W

l! {kOb C[_@OY.

@j'. d; jN?(object request broker). 4< v

b ANW!V!- @j'.! umOT d;z @d; 3

/R v VT O) _#G *R; v`OB RA.~nT

OY.

x] }w #b(remote procedure call). (1) ,sLp

.! -vG }w #bG G`; d;R ' gkOB b

ITOY. L bI!B }wG sLj/.M \N %LM

%vL wTKOY. (2) Y% ke! '!Q -q: &x

Z! kQ ,sLp. d;TOY.

z(worm). F+1 GX5 Twv JB D;M YL/:

TOY.

% jslz(Web browser). %:)> PC!- G`O

m ye MLe %L* NC dLv& #F< v VT O

B ,sLp. RA.~nTOY. LB %z NM]!-

gkR v VB OL[Lpn ZaG kTp C:G; |

<h{8N W<:R v VT OB Kv xTOY. 9N

B Netscape NavigatorM Microsoft Internet Explorer

! V@OY. -v5 |6OJC@.

% -v(Web server). $8 Zx; d;OB jslz

ANW%! @dOB -v ANW%TOY.

% @j'.(Web object). % jslz& kX gkR

v VB %LMTOY. % @j'.B % dLv, % d

LvG ON, DO, LLv, p:d., CGI ANW% GB

Java VC4O v V@OY.

% @k ANW%(Web application). ye MLe %

; kX W<:O5O 3hH @k ANW%TOY.

@k ANW% NMdL:(application program

interface). m^ pnN [:H @k ANW%!- /

$ bI; gkR v V5O OB bI{ NMdL:TO

Y.

L' x#(namespace). p:d.! |CGn V8i-

gkZ! W<:R v VB L'G \N 86TOY.

Nu b|(certificate authority). 6wG 8H $%;

{#m Nu-G |D8N H 8H |Z ID& RgR %

SL VB #<<, RA.~n @k ANW% GB 3N

TOY. Nu b|: Nu-& _^Om ;EOg YC #

bOB d;; 3.UOY.

Nu(authentication). kEOB ggZG ID& .GO

T G0OB AN<:TOY.

NM](Internet). D;M #! |Z kE; &xOB <

h |]! I# W.v) C:GTOY. L& gkO) W

.v)B |Z lmL* % jslzM 0: RA.~n

e!& kX kER v V@OY. 9& in, O*G W

.v)N ,aQ ON kPi: Y% qAQ W.v)M

5)O) NM]; |:UOY.

N.s](intranet). 8k Firewall Z! sVOB #M

AsLnG W.v)TOY. LB qAQ bz; gkOB
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NM]!- D}Gz@OY. bz{8N, N.s]: \v

NM]; .eQ MOSTOY. HTML($8& W!H8N

%vOb 'Q pn)z HTTP(NM]!- OL[X:. D

O; L?C0B ANd])B ON xk!TOY.

Z

zeR(vault). zeRB O#-& gkO) C:[ |.

Z W b8 zeRG R/ZM 0L GQ; N) ^v J

: gwL $8& xNOv xO5O 8#UOY. LB G

Q pvP -m; gkO) TNN /fOv xO5O 8

#Om pvP Nu-& gkO) K v xB Wlz k

EOv J5O 8#UOY. LB O#-, -m W Nu-

& gkO) $8& H|OT Y% zeRN |[Ob5

UOY.

|Z sE!(e-commerce). qvO: # .#hG; |

.OB MTOY. NM]; kQ 0Gz -q:G EE(m

4, x^wZ, x^w< W b8 nnz)! Lgn}OY.

LB e-businessG 1w dRTOY.

w

$N(Channel). E#& |[OB fNTOY.

+

,sLp.(Client). (1) -vG x/ -q:& vEOB

bI{ \'TOY. (2) Y% D;M* ANW%G -q:

& d;OB D;M* ANW%TOY.

8

Z](telnet). NM] ANd] Wl!- x] MLN ,

a -q:& &xOB ANd]TOY. L& kX #:.

O*G gkZB x] #:.! NWBOm W #:.G

MLN gkZ! w" "SGn VB M33 s#[kR

v V@OY.

k U H 3 _ / f ( i n t e g r a t e d d e v e l o p m e n t

environment). @k ANW%; [:Om _\!z T

2 G`Og ANW% @y! kQ x\ 5r;; vER

v VT OB @k ANW% 3_k ANW%TOY.

D

AOC -v(proxy server). W<:& d;OB D;M

(A)M W<:GB D;M(B)#G _# *R; UOY. W

/GN, O] gkZ! D;MG Zx; d;Oi L d

;; AOC -vN 8;}OY. AOC -vB d;Om

D;M B!- @d; ^: D @d; O] gkZ!T 8

@OY. AOC -vB Firewall!- ye MLe % Z

x; W<:R ' /kUOY.

A0C^(principal). DCE!- DCE 8H; kX Y%

#<<M H|OT kER v VB #<<TOY. A0C

^: gkZ, -v GB D;MO v V@OY.

C/WN(plug-in). % jslzG ONN gkR v V

B ANW%TOY.

O

O.q.(heartbeat). 0?; .NOb 'Q ANW%z

|. ANW%#G kETOY. ANW%: Fw5 Xg [

w; v`Oi- 0:-Gn V=; |. ANW%! K

3OY.

X?(hacker). {}Q GQ N) xL D;M* C:[

; W<:OAm OB gwTOY. X?B 8k ck x

L Zx; gkOAm UOY.

81 9' TL.~L(Circuit-level gateway). Firewall

!- ,sLp.G d;; Firewall; kX G5Q -v

N fN gv$OB AOC -vTOY.
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A

ACL. Access Control List(W<: &n qO).

ActiveX. Microsoft ANW!V!- 4< vb bz W

knG <.TOY.

Apache -v(Apache server). Z/ST gkR v V

B % -v RA.~n <.TOY.

API. Application programming interface(@k ANW

% NMdL:).

B

Bloodhound. Norton AntiVirus!- YL/:& _{

OB 8:dRTOY.

D

DCE. Distributed Computing Environment(Pj 3.

/f).

DCE(Distributed Computing Environment). Pj 3

. /f. -N Y% 3. /f!- Pj @k ANW%G

[:, gk W /v8v& vxOB -q:M xTOY.

E

e-business. W.v)M D;M& kX qvO: .#h

G; |.OB MTOY. )b!B 0G W -q:G E

E! wTKOY. )b-B GQ pvP kE; kQ Z

]G |[L Lgn}OY.

F

Firewall. N 3 LsG W.v) #! fh& LgB

C:[L* C:[ 6UTOY.

FTP(File Transfer Protocol). D;M #! DO; |

[R ' gkR v VB NM] ,sLp./-v ANd

]TOY.

I

IDE. Integrated development environment(kUH 3

_ /f).

IntraVerse -v. IntraVerse!- IntraVerse-v RA

.~n! in Vm NetSEAT ,sLp. RA.~n!

- G` _N pg #:. C:[z kER v VB W

.v)G C:[TOY. IntraVerse-vB &0G |C A

NW%; G`OB C:[L* C:[ 6U; GLUOY.

IPSec. IETF!- 3_Q Internet Protocol Security(N

M] ANd] 8H) %XTOY. IPSecB Nu, kU:,

W<: &n W bP:G 6U; 6k: VT vxOB O

# 8H -q:& &xOb 'X 3hH W.v) h~ A

Nd]TOY. W -BQ Nu bI8N LB )/ VPN

&0 x^w<!- NM]; kQ 8H !-k-! ,a;

3$OB ANd]N $CGz@OY.

ISV. Independent Software Vendor(63 RA.~n x

^w<).

J

Java. Sun Microsystems!- 3__8g W.v)& N

DOi- W n2 A'{!5 XgOv JB D;M bz

<.TOY. Java /f: Java OS,YgQ C'{! k

Q !s C:[, 4< vb Java ANW!V pn W )

/ ,!: sLj/.N 8:KOY.

JavaScript. JavaM qAOi- Netscapejslz!-

gkOb 'X Netscape!- 3_Q :)3C pnTOY.
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K

Kerberos. D;M& d;OB -q:& NuOB 8H

^ReTOY. KerberosB MIT(Massachusetts Institute

of Technology)G Athena Project!- 3_Gz@OY.

W.: E-! {#i, KerberosB HadesG .; v0B

S.! 33N 3TOY. KerberosB gkZ! Nu AN

<-!- O#-H <O; d;Om L <O; gkO)

-v!- /$ -q:& d;R v VT UOY. gkZ

O#B W.v)& kzR Jd! x@OY.

L

LDAP. Lightweight Directory Access Protocol.

LDAP(Lightweight Directory Access Protocol). IBM

SecureWay Directory!- LDAPB _S!- ze, ;

E, Kv W 3/R v V5O p:d. $8& /v8v

OB f}; &xUOY.

M

MPEG. 5-M VO^LG; pvP gD8N P`O

m zeOb 'X MPEG(Moving Pictures Experts

Group)! GX 3_GB %XTOY.

O

OEM. Original equipment manufacturer(x! e! &

6w<).

R

RPC. DCE!- x] }w #bTOY.

S

SecurID d+(SecurID token). Security DynamicsG

ACE/ServerNu ^ReB !B gkZ IDM SecurID

d+L V@OY. x]8N NWNOi SecurID d+!-

O#& ^@OY. O#B 60J6Y /Og O8kTOY.

3fH W.v)& kX ):!! O#& !N$5 W O

#& gkR v xT KOY.

socks -v(socks server). Firewall8N kX q8H W

.v)! VB -v @k ANW%! 8H \fb ,a;

&xOB 81 9'G TL.~LTOY.

SOCKS ANd](SOCKS protocol). 8H W.v)!

VB @k ANW%L socks -v& kX Firewall; E

D kER v VT OB ANd]TOY.

SSL(Secure Sockets Layer). (1) !IQ Q O] g

kZ!T umQ ;eH 8H -q:! VB IETF %X

kE ANd]TOY. LB pvP fD8N H|Q kE

$N; &xUOY. (2) SSL-gk -vB 8k Y% w

.!- %X HTTP d;L FQ SSL ,a d;; BN

UOY. SSL: Ze&L)! Q x8 On*_ OB f

l! <G; [:UOY. Ze&L)! OaH D kE:

O#-KOY. ^Cv kU: .N: SSL <GL 8bI

'nv v`KOY.

T

TCP/IP. (Transmission Control Protocol/Internet

Protocol).

TCP/IP(Transmission Control Protocol/Internet

Protocol). NCz $* W.v)! kQ Gn# ,a:

bI; vxOB kE ANd] <.TOY.

U

URL. Universal Resource Locator(9& Zx '! v

$Z).
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V

VPN. Virtual Private Network.

VPN(virtual private network). x]8N ,aOb '

X |-1 kE NM]; gkOB 3N %LM W.v)

TOY. gkZB kE 8g kE ISP(Internet Service

Provider)& kX g; W.v) Zx; W<:OGN 6

w: x] W<: qk; sgw YO v V@OY. VPN

: GQ %LM 3/G 8H; bsC0b5 UOY. |

|{N Firewall bz!- ^Cv ;k: O#-I v V

v8 R:M ks VRB O#-R v x@OY. VPN b

z!- gkZB |< $8 P6(;k W lu)L O#-

Gm 86-GB MN ,a; 3$R v V@OY.

X

X.509. 8H NM] W.v)!- N. $CGm pv

PN -mH PKI Nu-G 8H |.M Ph& vxOb

'X 3hH Nu- %XTOY. X.509 Nu-B EZR

v VB & 3 Wl! GX pvPN -mH xk 0G P

h! |CH }w& 6$OB %LM 86& $GUOY.
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