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Cross-Site for SecurityAziHG
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v N Cross-Site for SecurityNz{íwËbzº⌠⌠ñAV Cross-Site for Security

Þz°A¹°iiÃºÆ≤C

v bw²wqÎÛqº°iñË°JIΩÆC

v YÉ»úÎOⁿ¼≥ÂvÎiÃºíÊC

v ÕπwþNz{íAεÖ²µiºÆØC

Norton AntiVirus
Norton AntiVirusO Symantec Corporationºú~AoO@MþyΓ²º¾rnΘ

ú~º@C Norton AntiVirusibIºù≥⌡µA≤UzºqúK≤ⁿìqll≤

þ≤B ActiveX controlBJava appletB⌠Ú⌠⌠UⁿBÏùBnΘ CD ÎzL⌠⌠

ÇeºÉ×ñ¿aºfrPVCÏÎ Norton AntiVirusAziHj≈ⁿPVºÉ×C

ziHtm Norton AntiVirus ÏΣÛÊq¾z≤sÎso{ºfrC

½}≈_≥ªØ]

IBM FirstSecureÇÑúÑ IBM SecureWay Trust AuthorityAΣ©½}≈_≥ªØ

] (PKI) ÐÇº[KÎµ¼@~αOC

SecureWay Trust AuthorityO@wþÑMΦ×AªΣ©oXB½qÎoεÆìíÌ

ÒCoÇÌÒiHÎbd≥esº⌠Ú⌠⌠³Î{íñAúÑΦk¹²OÏÎÌ

ÃBTOiaºqHC Trust AuthorityOH Internet Engineering Task Force(IETF)

º½}≈_≥ªØ] (PKI) u@sÕWµ°≥ªCΣñ]AG

v Σ© IBM AIX Î Microsoft Windows NT°A¹

v @ÓùUÞzñß ]RA^

v @ÓÌÒÞzñß ]CA^

v ÎÓÓÐÌÒÎÞzoXºÌÒºÏÎÌ¶±

v @ÓπXº IBM SecureWay Directory

v @MfÖltÎ

v SecureWay 4758[K²UBz¹Σ©

v ¼z¼dùΣ©

¹≥ª[cΣ©¹πºÌÒÍRgÁA]AnOÎìlÌÒB≈_∩≤sBÌÒ

½qBoGÌÒPÌÒoεMµAÎÌÒoεCÐÑ\Ä67¶ºyÄ14¹ ½}≈_

≥ªØ]≥»nDÎwË`NÆµzúoΣlΩTC

uπc

FirstSecureuπc O@MwþÎPwþÛ÷ºuπ°AO FirstSecureDn¸≤º

@í≈ÎiPΣµ¼@ÎC¹uπ°i≤UzG

v Nzº³Î{íP FirstSecureπXC
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v ÏÎ FirstSecureÛqÑMΦ×Î³Î{íC

v ØßGp FirstSecureÎº ISV Î OEM ³Î{íC

FirstSecureuπc API Σ©UCwþ\αG

v ÂvAÈ

v ÌÒÎÞzAÈ

v Ø²AÈ

v wþ SOCKETSh¸qH≤wAÈ

v KeyWorks[KÎH⌠ÞzAÈ

– IBM Key Recovery Service Provider 1.1.3.0 APICIBM Key Recovery Service

Provideri^_[KºΩTC

– IBM Key Recovery Server 1.1.3.0. IBM Key Recovery Server 1.1.3.0O@Ó

³Î{íAbµì≥ÂvºnDÉAibS³≈_B≥óÎlaºípU^

_[KºΩTC

oΓÓuπ°úÑÐÇ¶±Ai²³Î{íÎÓÒÊ÷ΣºwþAÈÎwþ

ú~½qiíJΣuπ°ºÐÇ¶±CÐÇ¶±OH@δΩÆwþ[c

]CDSÂ °≥ªCoÇuπ°úÑ Windows NTBSolarisÎ AIX ©C

Ω@AÈ

FirstSecure Implementation Servicesi≤UzºqlÓ~ (e-business)ÖtB³Äv

a[]n FirstSecureÃ}lB@CoÇiÀO¼OºAÈOÑ IBM úÑÃÑπ

³×IgτºÎñ⌡µC FirstSecure Implementation Services]A@Ó FirstSecure

Implementation WorkshopÎú~h¸º QuickStartwËAÈC IBM ]iHw∩

zºÓO⌠ÒASO⌠q@M FirstSecuretÎπXAÈC

pÝúoΩTÎqù∩µAÐóß°zúÑAÈº IBM ~ÈNϕC
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Ä2¹ ©¸ 2 ³þÇs\α

©¸ 2 ²ÆF IBM SecureWay FirstSecureú~ºWºÎwË{ÇCÓOú~º

íºπXÊ≤¬AW[Fsú~APÉÞzP±ε≤[°ñC

Policy Director
Policy Directorπ³UC[j\αG

v Σ© IBM SecureWay DirectoryºÏÎÌMsÕÒúΩTxsΘC

v ]t Open Group∩uÂv APIvWµºÌs≤sC

v iÏÎ Policy DirectoruÞzD±xvAwqÎsΦ IBM Firewall proxy ÏÎ

Ì{ÒC

v ]t Policy Directoru{Ò≥úAÈv]CAŜ AúÑÏÎ~í²OAÈΣ©C

v ÏÎÌsº Policy Directoru{Ò≥úAÈvΣ©qÝ¸ÝÌÒí²OC

v iÇÑÏÎ WebSEAL Î Policy Director CASºíºu¶±wqyÑv

]IDL^¶±A¶gzÛvºÛq{Ò≥úAÈC Policy Director]úÑ@δ°

A¹Õ´[cAiBz Policy Director CAS°A¹\αApÒÊB°A¹n²

ÎH¹BzC

v úFPÝwþAÈ]GSŜ qDº~A]iH∩ÜÏÎwþ SOCKETSh¸

]SSL̂ qD≈εC

v ÏÎ Policy DirectorÞzD±xÎⁿOµ¶±ÞznJÎKXFªC

v ÏÎ Policy DirectorÞzD±xÎⁿOµ¶±Þzµ@nJÏÎÌBsÕÎ]Ø

Ð^C

v @Ó Web ¼µ@nJØÐKXÞzuπC

v @MπXºwË{ÇC

SecureWay Boundary Server
SecureWay Boundary Serverπ³UC[j\αG

v @Ótm GUIAN SecureWay Boundary ServerÎ Policy Directorºí≈\α

s²b@_C

v @Ósºtm TaskGuideAN SecureWay Boundary ServerÎ Policy Directorº

í≈\αs²b@_C

© Copyright IBM Corp. 1999 9



IBM SecureWay Firewall for AIX and NT ³þÇs\α

IBM SecureWay FirewallAτÙ° IBM FirewallAπ³UC[j\αG

Wjwþl≤ proxy

IBM Firewall Secure Mail ProxywgLjÆAØe]AUCs\αG

v ¾ε SPAM tΓkA]AÊΩÓÛw¾ SPAM ÌºTº]ú~M

µ^BτÒËdTºº³ÄÊPia×]ÊΩúⁿw∩Tººw¾Φ

k^BitmChl≤TººÆØ¡εBitmChTººjp¡ε

v ÏBFΣ©A]APjjº²O≈επX

v SNMP ]´Σ©ÎΣ© MADMAN MIB

v TºlÜA]AiL¬±alÜ¾⌡≡Î Domino ºíºTº

Wj socks qH≤w©» 5

socks qH≤w©» 5 wgÉÅAΣñ]AÏÎÌWÙ-KX²O

]UNPW^BËÖ^³²O ]CRAM^ Î²O plug-inC

ΘxOⁿwjÆ°úÑÏÎÌ≤h±εAÏÎÌiHNΘxTºÀþÎⁿ

wΘxOⁿh¸C

HTTP Proxy

IBM SecureWay FirewallH IBM Web Traffic Express]WTE^ú~°

≥ªAúÑ@M\α¹πº HTTP proxy IµΦkC HTTP proxy zL

IBM Firewall ³ÄvaBzs²¹nDA×Kb Webs²@~ñÏÎ sock

°A¹CÏÎÌiHsú⌠Ú⌠⌠Wº³ÎΩTAÓúÝnδ¹ºí⌠⌠

ºwþA]úÝn∩ÜΣqÝ¸⌠ÒAHIµ HTTP proxyC

·ÝsúAÈ

Windows NT Remote Access Service]RAŜ zL·¹íBISDN Î X.25

CΘÏÎI∩IqH≤w ]PPP̂ AúÑ⌠⌠sµC NDISWAN O@Ó

⌠⌠XÊ{íAúÑ@° RAS º@í≈AiN≥ª PPPΩÆα½°þⁿ

ºAÓÏìÊ⌠⌠ΩÆC

IBM SecureWay Firewall AIX ©Wj\α

IBM SecureWay Firewall for AIXúÑ°Æ³hºXRG

jÆº IPSec Σ©

wjÆº IPSecΣ©A]AΣ©sºÐYCª]Σ©MhØ IBM °A¹B

⌠Ñ¹AÎ\hΣ©sÐYºD IBM VPN ú~ºíºµ¼@~αOC

h½Bz¹]MP^Σ©

10 FirstSecureWºPπX



¾⌡≡ºÏÎÌiHBÎ RS/6000ºh½Bz¹SÊAWiÕπαOPÄ

αC

WjLo{í

zLtmiúÑ≤nºÄαPuÊCziHÇÑ∩Ünb≤B±múPº

LoWhþ¼AHÕπ IBM SecureWay FirewallºÄαC³@WvⁿÜ

¹|úÑsµÏÎ¸ÆC

⌠}α½

Σ©h∩@ì}MgCoÇMgOqhÓºí¼n²ÎMÎì}A∩MÜ

wn²ºXkì}AªÏÎ≡¹Øßß@ºMgC

wËδF

≤Uiµ IBM Firewall _ltmºδFC¹]wδF²úπ³ IBM

Firewallsx¾ÑºÏÎÌAibwËºßÖtaiµ≥»ºtmÃ}l⌡

µC

⌠⌠wþ]Ö{í

u⌠⌠wþ]Ö{ív]NSA^ |Ëdzº⌠⌠°A¹Î IBM FirewallA

εÝ³Lwþ|}Îtmù~C¹ØΦkûÖtAPÉ]û·þC

MIMEsweeper for IBM SecureWay Release 2 ³þÇs\α

MAILsweeperºWj\α]AG

v ½y÷ΣrAÊΩIÇÎÚ½l≤ÃBO@_QΩÆK≤yXzº½q

v ÊΩiJºUúqll≤

v ÊΩÓHÎsÕÇeÎµ¼SwºÉ×þ¼

v ÌjpOÊΩÎµ≡É×ÇeA×K⌠⌠vº

WEBsweeperºWj\α]AG

v ÊΩûusúPu@úÛ÷ºⁿw⌠¸

v ≤U¾εzL HTML Îqll≤ì}^úσ≤ÎgÑ cookiesúo⌠¸ΩTÉ

Dì≡»

SurfinGate ³þÇs\α

SurfinGateπ³UC[j\αG

v JavaScriptºeËτ

v u@±÷ºÄαÊþ

v W[FªÞz

v Σ©É×αeqH≤w ]FTP̂ Î HTTPSqH≤w

Ä2¹ ©¸ 2 ³þÇs\α 11



v Plug-in P¾⌡≡ HTTP proxyπX

v iÊΩSwi⌡µÉUⁿÜÏÎÌqúºαO

KJI

KJIú~{b]A Tivoli Cross-Site for SecurityC

Tivoli Cross-Site for Security ³þÇs\α

Tivoli Cross-Site for SecurityúÑIJ»úCªi²zÊ°⌠⌠≡»AHû@zº

qlÓ~ (e-business)º¹πÊC

Norton AntiVirus Solution Suite ³þÇs\α

Norton AntiVirus Solution Suite©¸ 3.0.4]AUC≤s©»G

v Norton AntiVirus 5.02 for Windows 95/98 and Windows NT Workstation

v Norton AntiVirus 5.02 for Windows NT Server

v Norton AntiVirus for IBM Operating System/2 (OS/2) 5.02

v Norton AntiVirus OS/2 for Lotus Notes 2.0

v Norton AntiVirus for Lotus Notes 2.0

v Norton AntiVirus for Microsoft Exchange 1.5.2

½}≈_≥ªØ]

½}≈_≥ªØ]¸≤{b]A Trust AuthorityCTrust Authority]AG

v @ÓwËδFAiⁿÉzqLb Windows NTWº²íwË{ÇC

v 4758[Kdºw²]wtmCúLziHÜ≤¹ΩTC

v @ÓtmδFAibIºtm{í}lºeAËdΩÆº³ÄÊC

v ù~TºÎ°iC

v uWσ≤A]APwËδFºWUσÛ÷ºíúBùUÞzñßαWÞz{í

Î@ÓΩΘÀÝºqÝ¸³Î{íC

IBM SecureWay Toolbox
uπcπ³UC[j\αG

v Policy Director APIÎσ≤C

v Ø²AÈ APIC

v ½}≈_≥ªØ] (PKIX) API Îσ≤C

12 FirstSecureWºPπX



v IBM Key Recovery Server 1.1.3.0{bºtbuπcñC¹ú~ÈúÑ^σ©C

Ä2¹ ©¸ 2 ³þÇs\α 13
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Ä2g WºwþºqlÓ~ (e-business) ⌠⌠

ÄGgíúp≤Wº@ÓwþºqlÓ~⌠⌠C

HUU¹íúσ¼º⌠Ú⌠⌠yqÎwþU{AMß|íú FirstSecureú~p≤

bzºqlÓ~ (e-business)⌠⌠ñB@C

»`]tUCU¹G

v Ä17¶ºyÄ3¹ qlÓ~ (e-business)⌠⌠º[zíúσ¼ºqlÓ~

(e-business)⌠⌠Îsb⌠⌠ñºÏÎÌBΩ½P¼Êþ¼Czº⌠⌠SÊiα

P¹ñ³tOAúLz@Ë|³ÛPºwþU{ÃBÝnÛPºwþO@C

v Ä27¶ºyÄ4¹ N FirstSecureWºbzºqlÓ~ (e-business)⌠⌠ñzN

FirstSecureú~ÇJ⌠⌠ñC

v Ä29¶ºyÄ5¹ N Policy DirectorWºbzº⌠⌠ñz

v Ä33¶ºyÄ6¹ N SecureWay Boundary ServerWºbzº⌠⌠ñz

v Ä39¶ºyÄ7¹ NKJIWºbzº⌠⌠ñz

v Ä45¶ºyÄ8¹ N½}≈_≥ªØ]Wºbzº⌠⌠ñz

© Copyright IBM Corp. 1999 15
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Ä3¹ qlÓ~ (e-business) ⌠⌠º[

zºqlÓ~ (e-business)⌠⌠ΩÚWOÑUØΩ½Õ¿GΩÆÎΩÆwBÏÎÌB

ÈßBÑ³ÓB{í]pvBwΘB½qΩTÑÑC{b²ÚÌÝÝΣñºYÇ

ÏìÎþÌÝnwþO@C

⌠Ú⌠⌠O@ÓÆ°ºÐ@CΩÆzLªAq@í°A¹Çìt@íAq@ìÏ

ÎÌÇìt@ìAΣ⌠|¹þúTwACÓÇΘúúÛPC

zº~ÈΩÆÇΘgL⌠Ú⌠⌠ÉAMΣª⌠Ú⌠⌠yq¹þV°b@_CbÇ

ΘL{ñAzº½nÓÈΩÆiα|gLìb⌠≤ñ¿º⌠≤°A¹CÃB⌠≤

⌠Ú⌠⌠ÏÎÌúiαÁÕsúzºΩ½BzºûuΩTÎzºΩÆCú»aA

úFÓⁿÐ|BÓ~ÎTÖΦ±ºXkyq~A⌠Ú⌠⌠ñ]Óⁿ\hcNºy

qAoÇiαOLNA]iαOGNy¿ºC Ä18¶ºÏ1O⌠Ú⌠⌠º[AπÜ

zºyqyg⌠Ú⌠⌠ÉAΣñ]RíΣLHºyqC

FirstSecurei≤UzNzºÇΘMΣªÒ³yqÏj}ÓAÃBdTzºÇΘC

© Copyright IBM Corp. 1999 17



zú|QboØ⌠Ú⌠⌠ñÞ@zºÓÈCznºOÄ19¶ºÏ2ñº⌠ÒAÑ

FirstSecureO@wþº⌠Ú⌠⌠C

ⁿ FirstSecure O@ºzQ⌠Ú⌠⌠

zºjí≈qlÓ~ (e-business)yqú|zL⌠Ú⌠⌠CúLAzÃúQnσ¼º

⌠Ú⌠⌠⌠ÒAª³@ÓRíH≈ΩÆºj°XA⌠≤HúiÏÎaÎqú@s

sºC Ä19¶ºÏ2πÜzu¿Qnº⌠Ú⌠⌠C

Ï 1. úLº⌠Ú⌠⌠ñπ³úÛ÷íÊºº[
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⌠Ú⌠⌠ñúÑ\h³ÎºΩTA²z]ÝniH@ÃzºÓ~º³Î{íBΩ

ÆÎsúCzÝnTw

v zºûuú|α¾∩wÀúu@º`NOC

v zºûuú|¼ìúAϕºqll≤C

v zº~È≈KΩTú|yXzº½qC

ΩÀMÎ⌠⌠

ΩÀMÎ⌠⌠ ]VPN^ OMÎsuººÀAú²⌠Ú⌠⌠WºDÛ÷HûsúC

Ä20¶ºÏ3πÜσ¼º VPNC∩≤ΓÓÝIºÏÎÌÓÑAΣsuúiK≤ⁿú

²nºÏÎÌÎ³Î{íºJIC FirstSecureú~]p IBM SecureWay Firewall̂

i≤Uz]wÎΣ© VPNC

Ï 2. znº⌠Ú⌠⌠

Ä3¹ qlÓ~ (e-business)⌠⌠º[ 19



D¾mÏ

D¾mÏ]D M Z^Oze\~íÏÎÌsúºΩ½í≈CzÏÎ I B M

FirewallBMIMEsweeperÎΣª FirstSecureú~ATwu³zíNºÏÎÌiHs

ú DMZAÃBLÌuαsúⁿwºΩ½CiX DMZ ºyq³ⁿÊ°AHTwΣ

O_XAC

zº½qº¼²i±b DMZ ñA²⌠≤τbºÈßs²CÎÌAziαbΣñ±

Ç¶Ðzº½qºÑÒÎΩTCzº FirstSecure¸≤u|²zºiaºÏÎÌs

úzº DMZ H~ºΩTC

Ä21¶ºÏ4πÜσ¼º DMZC

Ï 3. σ¼ºΩÀMÎ⌠⌠C
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ϕzoiwþ³Î{íÉAziHb½}²j³súºÇ³Î{íºeAÏÎ DMZ

@°°~º⌠⌠ºúÕ⌠ÒC

{b²ÚÌÓÝÝzÏÎ⌠Ú⌠⌠Îzº°~º⌠⌠ºΩTþ¼C

σ¼º°~º⌠⌠

zº°~º⌠⌠Ozº½qºíqHÒbºBCΣñ]tzúÆµM⌠Ú⌠⌠@

ÎºΩTÎΩ½CzºûuÌi@ÎΣñºΩÆB¼Ûµ½qll≤Bsú°~

ººΩ½ApΩÆwBLϕ≈Î½y¹ÑC Ä22¶ºÏ5πÜσ¼º°~º⌠⌠C

Ï 4. π³tÎΩ½ºσ¼ DMZ

Ä3¹ qlÓ~ (e-business)⌠⌠º[ 21



z²·Twz½qº≈KΩTú|yÇì~±AÃBu³≥ÂvÌiHsúÓΩ

ÆCúLA³ÇΩÆzÆµ²zºÈßÏÎÎsúCÒpAzÆµzºÈµºs

ßiHËdLÌºbß²lA²OzúÆµsßsúûuO²C IBM Firewall i

ÏzºMÎΩTOùpKÊC

IBM FirstSecureú~i≤Uzûù°~º⌠⌠ºwþCPolicy Director²z]ws

úWhC IBM SecureWay Trust Authority|TwÏÎÌº¡≈C Tivoli Cross-Site

for Security²z¾DO_³¼≥ÂvÌÁÕsúzº°~º⌠⌠Ω½C

σ¼º°~À½q°~º⌠⌠

bzÀ½qº·ÝûuÝnMzººnûu@ËAsúÛPºΩÆÎΣªΩ½C

úLAÏÎqÜsuÇeÎµ¼ΩTt×wCAÃBLk×KⁿcNJICzn

ÏÎ⌠Ú⌠⌠@°`Ù¿»ºΦkÃBÎÓ[jµ÷ºO@C Ä23¶ºÏ6πÜσ

¼ºÀ½qzL⌠Ú⌠⌠P`ì½ÇqHC

Ï 5. σ¼º°~º⌠⌠º[
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zÆµzºÇΘÎΩÆpPb°~º@ËwþCΩÀMÎ⌠⌠]VPN^YOzL

⌠Ú⌠⌠ºwþqDCziHN⌠Ú⌠⌠ϕ@ObMÎ°~º⌠⌠@ËÏÎC

σ¼º·Ýsúûu

zºYÇûuiα¸¸ÎÃ[aÝnb`ì½ÇH~u@CûuiαgÑ·¹Î

²εu⌠HzL⌠Ú⌠⌠súzº⌠⌠C

IBM Firewall O@¹ûuºÇΘC

σ¼ºÓ~Ù±ÎÑ³Ó°~º⌠⌠

pGzº≤OtÓÎÑ³ÓiH½µsúzºYÇΩÆAzºÍN|≤³ÄvC

YÓÑ³Óiα≥ÂviHËdwsh¸ÃBibⁿwºh¸ÉAiHesºf

~Ct@Ó≤OtÓiαiHsú∩wºO²C|p½qiαÝnsúÒ|O

²A²úαsú≤OtÓO²C Ä24¶ºÏ8ÎÄ24¶ºÏ9 πÜσ¼ºÑ³ÓÎ

≤OtÓCzÆµÍNµ÷b⌠Ú⌠⌠ñºyÊpPObMÎsuñ@ËC

Ï 6. À½qzLΩÀMÎ⌠⌠sµÜ`ì½Ç

Ï 7. ·Ýsú·¹qÝ¸zLΩÀMÎ⌠⌠sµÜ`ì½ÇC

Ä3¹ qlÓ~ (e-business)⌠⌠º[ 23



¹≤OtÓÏÎwþ SOCKETSh¸ ]SSL̂ ÓúOÏÎ VPNA]°ÇΘºΓ

ÝúgL[KC]ÏÎÌ]iHÏÎ VPN @°þ[ºwþh¸C^

zÝnO@oÇÏÎÌK≤ⁿìcNJIÎIZCzÝnO@LÌºΩÆÇΘú

|ⁿ¼≥ÂvºÊÑÎÇeCPÉz]ÝnTwoÇÏÎÌuαsúzi²LÌ

súºΩÆCÃBznTwoÇÏÎÌúOzµⁿºÏÎÌC

Ï 8. ÏÎΩÀMÎ⌠⌠]VPN̂ ºσ¼Ó~Ù±ÎÑ³Ó°~º⌠⌠

Ï 9. ÏÎwþ SOCKETSh¸ (SSL)ÇΘqH≤wºσ¼Ó~Ù±ÎÑ³Ó°~º⌠⌠
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ΩÆÎΩÆw

ΩÆO⌠≤°~ºÌ_QΩ½CYÇqlÓ~ (e-business)ΩÆO]p¹Ò³⌠Ú⌠

⌠ÏÎÌÏÎCÒpA@a¡≈gPÓNΣú~ÎΓùMµ±mb⌠⌠WÑuW

Ê½ºÎCAósΓÓúÑuW¼²AHÏÒπÜÚíBCΓÎjpÑuWÊ½

ºÎC

bÂPsúΩÆºv¡ºeAzÝn¾DnDÝOÖAÎLÌÝnÓΩÆºì

]CÏÎ Trust AuthorityioXÌÒ¹iaºÏÎÌC

ΣªÝO@ºÏì

»Ñú[\ΣªwþÏìº∩ªCzÙ²·WºG

v ⌠¸wþBsúP~XvÎºÀ

v ÑW¼qúBÓHqúÎu@¸PΣªxsΘºΩΘwþ

v ÓHwþIºËd

v d⌠BXùºkßúÓÕAÎp

v @~ΦíAp≈_ÞzBΩT±εÎwþµ±PVm

@~tÎ

jí≈@~tÎútm°iÎÊÎ×Iº\α°XC³ÄºwþΦíOu²¹w

@~Ö³²Ýº≥»\αCziαnÒ{ÑúwËÎ±ÎzúÆµIJÌsúº

@~tÎSÊC

σ¼ºÏÎÌ

⌠Ú⌠⌠WºÏÎÌÎÎΓΓA³ÇOu}ÏÎÌA³Çh_CqlÓ~

(e-business)ÝnºÏÎÌObuWjMÎµ÷ºÈßCÃBqlÓ~ (e-business)]

Æµ≤OtÓisúSwºΩÆAËdwsBµXsyMªÎ∩°~ººpeÎ

íÊúÑNúCqlÓ~ (e-business)]Ýn²ûusúLÌ⌡µΣÀúu@ÒÝn

ºΩÆC

⌠Ú⌠⌠W]³qlÓ~ (e-business)úw∩ºÏÎÌGqúbÈÎcNº⌠⌠Tº

²½ÌB²GfrÌMNÏsúzº≈KΩÆºÏÎÌCoÇÏÎÌÆÜiαN

bzºqlÓ~ (e-business)ºC

bzÂP⌠≤Ω½ºsúvºeAzÝn¾DúXnDÌOÖAÓÏÎÌ∩ΩÆ

Î³Î{íÝn≤ØsúvÎ³∩ÓÏÎÌsúµþÇO²C
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³Î{íÎØß³Î{í

³Î{í]pÉiÖJwþÒqCziHÏÎN²ÇΘºΩÆ[KB²OnDs

úºÏÎÌBfÖΘxÏÎÌÎºÊΘxÑuIC

uπc API ²zbzº³Î{íñ[JwþO@C

wΘwþ

°A¹ÎΩÆwOwþtÎº@í≈C÷M»Ñú[\wΘí≈AzÝnWºÎ

ÓÞzwþ¹Iº°A¹Îu@¸ºΩΘwþC

Trust Authority wΘwþ

÷M»`Èuw∩ Trust Authority¸≤AúL¹Bº`NÆµAÎÒ³ FirstSecure

¸≤C

j≈Ïì

N°A¹Ëmb@Ój≈ºÐíñAMÑ CA íÊÏÎCpGiαºÜA

ÓÐíÝn³jÆº≡ÀAΩßºwìÎû≈ùAÎØyϕTºÑßOA

S³ÑíCÓÐíPÉn³¬[aOAH¾εU@oÍ⌡aÉAy¿±

qC

û@ÓÏì

ÓÐí³³@Óú_qq½Ñ³¹A¹qúBÓú]ÆB¾Ê»ú¹ÎÅ

ÕtÎÏÎCz]²·ËdÓÐíºq·¼pAHTwΣÅ×¼iΦPU

Ø]ÆúÍº÷×C

±ε∩ÓÏìºsú

ziHhØΦkúÑÓΩΘÏìºsúAÒpAÏÎÑOÒÎΣ±ùΩC

pGn¾εÓHºcNIZAzÝnwË@Ç±ε¹IAÝnÜÖÑΓÓ

iaºÓH²OLºAϕÒúC

z]²·Ê°ÓÐíAlÜwþÏìQsúºÉíÎÑÖsúC°F≤i

@BTOwþAbÓÐíºÌ~úwË¾Ê»ú¹C

±εqH

b Trust Authority°A¹Wú³Ó³ÆÎº}Òsµ≡sbCz³ÓNt

Î[c°uÑqúTⁿw¹@Îñº Trust Authority³Î{íÏÎºsµ

≡ÊÑnDC

ϕ`zÛvºÓ~{ÇÎ≥»nDATObzºqlÓ~ (e-business)ñÏÎºwΘ

wþC
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Ä4¹ N FirstSecure WºbzºqlÓ~ (e-business) ⌠⌠ñ

»gñºUCU¹N FirstSecureºtºú~±bzºqlÓ~ (e-business)ñCU

¹úHÄ17¶ºyÄ3¹ qlÓ~ (e-business)⌠⌠º[zÏÜ°DCC@Óú~ú

|úÑ@ÇúÓCpÝúo³÷Swú~ºΩTAÐÑÒÓú~Hþºσ≤CΣ

ñºGpΩÈÈOØ³ÓwC

bC@ÓGpΩÈñAzÝnϕ`ÛPº≥»BJG

1. bzºπÓ⌠⌠ñÏÎ@PºÉíÑÓAH²ÆfÖΘxPÉ]ûÇTC

2. qzº°~º⌠⌠}lwËÎúÕ¸≤C

3. ϕzíN°~º⌠⌠ºúÕÉAYi}lbzºwþºD¾mÏ ]DMZ^ºØ

m³Î{íC

4. ¶≤°~º⌠⌠ÎD¾mÏºíºyq³zL¾⌡≡C

5. Øßzº~í⌠Ú⌠⌠³Î{íÃBQÎúÕΩÆ[HúÕC

6. wË¾⌡≡AO@⌠Ú⌠⌠Îzº DMZ ºíºyqC

7. ²ÏÎÌsúzº⌠⌠C

Wº¹πº FirstSecure tÎ

HUObzº⌠⌠ñGp FirstSecureú~ºØ³¸ÇC¹{ÇwÉq²ÆCÐÑ

\Ä49¶ºyÄ3g wËÎπX`NÆµzAúoC@Óú~ºnwΘ≥»nDÎ

πX`NÆµC¹~AÐ\¬C@Óú~HþºwË≥»nDÎⁿÜC\hú~

]b⌠Ú⌠⌠WúÑÌsºΩTC Äxi¶ºyWebΩTzCXπ³ FirstSecureΩ

Tº⌠¸C⌡ÖÑ Understanding IBM SecureWay FirstSecure Framework]Ñ¹

SG24-5498̂ ñ]thÓ≤ÔÓºΩÈC

1. WºzÝnºwþ≥»nDC

2. wË Policy DirectorHÅXºÇ≥»nDC

3. ØßÎúÕzºÈß°A¹³Î{íCÈÉNΣOdbzº°~º⌠⌠º

ñAÙún²⌠Ú⌠⌠ÏÎC

4. wË IBM FirewallAO@Èß°A¹³Î{íC

5. sW SurfinGateÜ DMZC

6. ϕz}l²⌠Ú⌠⌠ÏÎºÇ³Î{íÉAbzºD¾mÏ ]DMZ^ ñA[

J MIMEsweeperÎ Norton AntiVirusAÓO@zº³Î{íCϕz}l²~

íyqÏÎºÇ³Î{íÉANΣtm°ⁿVzº°A¹C

© Copyright IBM Corp. 1999 27



7. wË Tivoli Cross-Site for Securityú~AiµKJIÎ»úC

8. bzº DMZ ñsWG

v Web °A¹

v Web ¼²°A¹

v Web ws°A¹

v ÈßqÝ¸³Î{í

v wþÈßqÝ¸³Î{í

v @ÎhÓ Cross-Site for SecurityNz{í

b∩~}±³Î{íºeA²b¾⌡≡ºúÕÒ³³Î{íCÏÎ SecureWay

Boundary Server’s Network Security AuditoruπAúÕz]wºWhC

9. wË IBM SecureWay Firewallº@Ó×ÒAO@ DMZ ººnΘCzºw]

tm³ÓOyS³yqzA]¹ziHb∩~}±ºeA²úÕwËC

10. wË Trust AuthorityÃoXÌÒ¹iaºÏÎÌC

11. b¹¿Ò³úÕºßAV⌠Ú⌠⌠}±zº³Î{íC

12. b∩~½GsúºeAqzºtÎº~⌡µ Network Security AuditorAúÕº

ÇWhC

13. ËdÑ FirstSecure¸≤{íØßºfÖΘxATwS³DwÁºÆ≤oÍC

14. ~≥ËdfÖΘxAÃbN³Î{ísWÜ⌠⌠ÉA[J Cross-Site for Security

Nz{íC
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Ä5¹ N Policy Director Wºbzº⌠⌠ñ

FirstSecureúÑz@ÓXÖºFªXÊíVXí Web⌠Ò±εICbÏÎÌzL

s²¹súhÓßÝ Web °A¹º⌠ÒñA Policy DirectoriúÑ

v C@Ó Web ÏÎÌµ@nJ

v ¡≈τÒ

v ËdnDsúⁿO@º⌠¶ºÏÎÌÂv

Ö³¹µΣ©AziHÂvÎdTG

v TCP/IPµ½Ap HTMLBTelnetÎ POP3

v ≤OtÓ³Î{íApΩÆwtÎ

v ⌠⌠Þzuπ

v Ûµoiº³Î{í

b FirstSecureñAÏÎÌiHÏÎUC≈εAV Policy Director²w¡≈G

v zLwþ SOCKETSh¸ ]SSL̂ º≥»²O

v zL SSL ºMϕ¼nJ

v SSL ÏÎqÝ¸ÌÒ

v KerberosnJ

FirstSecureµUÓ|±εw²OºÏÎÌ∩ÓO Web½≤Î⌠⌠AÈºsúAÃ

i¡ε¼≥ÂvÌsúoÇΩ½ºl°C

Policy Director Gp

Policy Director|ÞzÏÎÌBsÕÎΩ½ºíºMgCÏÎ Policy DirectorÞz

D±xiHG

v wq|ÏÎzºΩ½ºÏÎÌMsÕC

v wqÝnO@º½≤CoÇ½≤iαO WebBTCP sµ≡BΦkÎ¶±ÑC

v wqÏÎÌ³p≤súΩ½ÎnÎ°≥WhO@ºÇΩ½Ap¬úB×∩BÞ

zB⌡µÎRúC

Uϕíú@δº Policy Director¸≤tmCMwzº⌠⌠ÝnºAϕtmCMßb

wËÁí∩úºÇ¸≤C
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ÐÑ\ IBM SecureWay Policy Director Up and RunningAHúoÔÓΩÆC

tmdÒ wwËº¸≤

@í°A¹⌡µwþΓìºÞz°A¹ºµ@×

ÒC

b¹ΩÈñAÞz°A¹WÛìbÛvºtÎWC

Þz°A¹|û@wþΓìºDnv¡ΩÆwBÆ

s¹ΩÆw≤wþΓìñAÃBû@bwþΓìñ

ºΣª Policy Director°A¹ºìmΩTC

ÈÞz°A¹

WebSEAL°A¹C

¹ΩÈNϕO@ Web ÅíºÑMΦ×CWebSEAL

Σ©ßÝ°A¹AHú¬ΣiÎÊÎeùÄαC

wþÞz{íπ³ WebSEAL

NetSEAL °A¹C

¹ΩÈNϕO@ΩÀMÎ⌠⌠ ]VPN^ wþÃB

úÑ∩Â¼tÎÎ≤OtÓ⌠⌠AÈºsú±εÑ

MΦ×C

wþÞz{íπ³ NetSEAL

WebSEALÎ NetSEAL °A¹ÕXC
wþÞz{íπ³ WebSEALÎ

NetSEAL

°A¹úÑsú≤OtÓ³Î{íº Policy Director

³Î{íAÈC

Âv°A¹

°A¹úÑ}oÌ}o⌠ÒAÏΣØmÏÎÂv

API º≤OtÓ³Î{íC

Âv°A¹Î ADK

°A¹úÑWzÒ³tmºXÖAÈC Ò³¸≤

Policy DirectorO@MÀGÑeºwþtÎAiHNΣ¸≤Gpb@Îhí≈¹º

hØtmñCHUON Policy DirectorGpbzº⌠⌠ñºº[C¹πºwËⁿÜ

b IBM SecureWay Policy Director Up and RunningC

1. wË Policy Directorwþ°A¹C

ÜÖbwþΓìñº@íqú²·t³ Policy Directorwþ°A¹A]w Policy

Director wþΓìCÐÑÒzÝnº¡xºwËÎÞzΓUÎÞNΣ©Ω½C

Σl°A¹i@°ÈwË DCE qÝ¸]Îb Windows NT tÎWº

NetSEAT̂ C

2. wË SecureWay Directory]LDAP^ °A¹C

3. wË Policy DirectorC

v ²·²Gp Policy Directorwþ°A¹]ÐÑ\BJ1^C

v Ò³ Policy Director°A¹wËúÝn Policy Director BaseC

v pGoOwþΓìñºÄ@íÎß@º≈¹Az²·wËÞz°A¹C
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pGoObπ³{sÞz°A¹º{³wþΓìñºB~≈¹AúnwËt

@ÓÞz°A¹C⌠≤wþΓìñuα³@ÓÞz°A¹×ÒC

v WebSEALBNetSEAL Î≤OtÓÂv°A¹¸≤°i∩Îºí≈C

v wþÞz{í|P WebSEAL XÖAúÑ WebSEAL HTTP°A¹¸≤Î

Ó°º HTTP sú±εAÃBP NetSEAL XÖAúÑ NetSEAL Êñº

TCP/IPsú±ε¸≤C

4. wËÞzD±xC

ÞzD±xÝnzb@~tÎWwË@í DCE qÝ¸]Î NetSEAT for

Windows NT̂ AÐÑ\BJÄ30¶º1C

5. UCÛÌ÷YAÎH Authorization ADK }oº³Î{íG

v zÝn³ Policy DirectorΩÆ]C

v b³Î{í≈¹WwË IVAuthADKC

v ⌡µ³Î{íº@~tÎW²·π³@í DCE qÝ¸Î NetSEAT for

Windows NTtÎC

v ⌡µ³Î{íºwþΓìñA²·ÜÖwË@íÂv°A¹Cbσ¼º}o

⌠ÒñAÂv°A¹OìbM Authorization ADK ÛPº@~tÎWC

Ä5¹ N Policy DirectorWºbzº⌠⌠ñ 31



32 FirstSecureWºPπX



Ä6¹ N SecureWay Boundary Server Wºbzº⌠⌠ñ

FirstSecureúÑ Web¼³Î{íwþO@AÏÎ{³ºwþÐÇºuIApuw

þ SOCKETSh¸v]SSL̂ BSOCKSÎ IPSecC

pGzº@~⌠ÒñÒ]AºsuO¶≤ÏÎúPH⌠ÊΦºΓÓ⌠⌠í≈º

íA FirstSecureº SecureWay Boundary Serveŗ≤i≤UzÅXUCnDG

v wþº⌠Ú⌠⌠suAYε¼≥ÂvÌsúzºMÎ⌠⌠ºiα

v j¼°~~⌠⌠≥ª[cAúÑ≤OtÓÎÑ³Ó@ÎD∩ºΩÆ

v ÏÎ⌠Ú⌠⌠ÎΣªÛ÷ºúia⌠⌠Ïq@°ΩÀMÎ⌠⌠ ]VPN^AÏT

ºbqLúia⌠⌠º≥ª[cÉûùpK

FirstSecureº SecureWay Boundary ServerÏÎ⌠}LoBºeLoBproxy Îq

⌠hhDÞNCzLoΓØÞNºÕXASecureWay Boundary ServeriÇÑ±ε

π³úPH⌠ÊΦº⌠⌠ºíºqHAFìFªXÊBwþÊÎwþºqlÓ~

@~C

SecureWay Boundary Server]AG

v IBM SecureWay FirewallA]A ACE/Server

v MIMEsweeper for IBM SecureWay Release 2

v SurfinGate 4.05 for Windows NT

v WjFªÞz

ÐÑ\Ä34¶ºÏ10Aúob¹πº SecureWay Boundary ServerwËñºΩÆy

{º[C
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IBM SecureWay Firewall Gp
IBM SecureWay FirewallτÙ° IBM FirewallA±εP⌠Ú⌠⌠ºíºùVqHC

¹¾⌡≡ÞN]wÎÓO@ IBM ÛvºΩúC

ÐÑ\Ä57¶ºySecureWay Boundary Serveŗ≤`NÆµzñºwË`NÆµC

zº⌠⌠\αU{]AG

Ï 10. SecureWay Boundary Serverú~ñºΩÆy{º[
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v ÝnsµÜ⌠Ú⌠⌠²²·¾ε¼≥ÂvÌsúzº⌠⌠B³Î{íÎΩÆ

v ºíÏÎÌÝÎ⌠⌠Ωú

v Wºj¼°~~⌠⌠≥ª[cÑ≤OtÓÎÑ³ÓÏÎºΦíA÷MtmÞz

¿»Ñ¬

v sµÀ½qºMu¿»Ñ¬

v ]CÄvBµ≡ÎP≤OtÓÎÑ³Óº~ÑqHy¿ºCÍúO

v ÞzD»ΩyÑnΘº¬Þz¿»

IBM Firewall iÑMoÇU{Cu¹\úT\iºyqqL¾⌡≡A IBM Firewall

iN~Hj≈bzº⌠⌠º~C°Fµ≤i@BºO@AIBM Firewall ºtºzI

ËdnΘijÆ⌡µ IBM Firewall Òbº°A¹ATwqúbÈLkiJÎqL

¾⌡≡Cºí⌠⌠º IP ì}Îtmú⌠ÃÓú²úia⌠⌠súCqL¾⌡≡º

Ò³yqú|OⁿUÓÃBiÎÓúÍÏÎÌíÊ°iC

IBM Firewall ÎΣ VPN tm³Î{íi²zHC¿»ΦíGpÎÞzj¼ VPN

≥ª[cC⌠⌠πsπÜÈßÏÎ VPN iHΩ{±ÏÎMuΦí`Ù≤h¿»C

³ IBM Firewall ÉAziHÏÎ⌠Ú⌠⌠NÀ½qsµ_ÓAN¾⌡≡GpbC

@ÓÀΣÃÏÎ IPSec¼qDC

IBM Firewall Hþ≤ ACE/ServerñAoO Security Dynamics Technologies, Inc.

ºú~CACE/ServerúÑ°~⌠⌠jOº°ñí²OAÈAÏou³≥ÂvÏÎÌ

iHsú⌠⌠É×B³Î{íÎqHCµ≥ Security Dynamics Technologies, Inc.

≥MQº SecurIDO¹ÞNAACE/Server|ØßÙ¬A¾ε¼≥ÂvÌsúCΣ

²OÌaΓÓ]ÆGÏÎÌ²·PÉπ³YÇFΦ]@Ó SecurIDO¹d^ÃB¾

DYÇFΦ]@Ó PIN^~αqL²OC

MIMEsweeper Gp
MIMEsweeperO Content Technologies Ltd.ºú~A|⌡µ⌠Ú⌠⌠Î°~º⌠

⌠ΩÆººeÀRAHÑO⌠≤⌠ÃºÂÙAÃO@zº⌠⌠ÏÎÌK≤Dⁿº

ÇÂÙC

ÐÑ\Ä57¶ºySecureWay Boundary Serveŗ≤`NÆµzñºwË`NÆµC

MIMEsweeperñ]tΓÓ≥»ÒÕAMAILsweeperÎ WEBsweeperAiHúPº

ΦíO@zºÏÎÌCϕl≤ÎΣª Web ΩÆiJ MIMEsweeper ÉA

MIMEsweeper|τÒÇeÌPµ¼Ìºì}AMß|NÉ×ÀÑ¿ΣU¸Àí≈C

MAILsweeperÎ WEBsweeperµUÓ|ÀRoÇí≈AH°CÂÙiJzºMÎ

⌠⌠º≈|C
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FirstSecure]A MAILsweeper 4.0Î WEBsweeper 3.2_5CC@ÓúiÀOwËB

tmÎÏÎC

MAILsweeperiG

v Pz∩ÜÏÎºfr½y¹tXAτÒwÀÑºÉ×S³]tfr

v »úÎÊΩ¿°µu

v ½y÷ΣrHG

– ≤U¾Ãqll≤ñ¿a≡»Î_ÇÊºyÑ

– ≤U¾ε_QΩÆyX½q

v ÊΩyJºqll≤ spamAÏ⌠⌠úPÖδÃBYεûuÍúOyó

v ÊΩÓHÎsÕÇeÎµ¼SwÉ×þ¼Ap AVI Î MPEG

v ÌÉ×jpÊΩÎµ≡É×ÇeA½ì⌠⌠iHûÖ¿qyq°ε

WEBsweeperiG

v ÊΩûusúⁿGúPu@³÷º⌠¸

v ≤U¾εLNº≈KÎÓPσ≤αó

¹~AMIMEsweeperñ]t@Ó³Î{í]p¶± (API)AiÎÓπX≤OtÓº

URL ÊΩ¹C

MIMEsweeperiHOO@zº½qÎzºÏÎÌK≤ⁿì⌠Ú⌠⌠wþÂÙºDn

ΩúC

ù: ÷M MIMEsweeperσ≤ñiα³úÑ Content TechnologiesºAÈÎΣ©p

¸ΩTA²pGzúo MIMEsweeper for IBM SecureWay Release 2@°

SecureWay FirstSecurePΓÎ SecureWay Boundary ServerPΓº@í≈ÉA

z²·s¸ IBM úoAÈPΣ©C

SurfinGate Gp

SurfinGate Finjan Software Ltd.ºú~A|°ε≈Ê{íXAp JavaScriptXB

Java appletsÎ ActiveX ±εAO@zº⌠⌠K≤Dⁿp]ΩÆ×∩BΩTRúÎ

úkºΩÆ¼°Ñy¿ºlaC SurfinGate|bhDh¸°ε≈Ê{íXAÃbΣ

iJzº⌠⌠ºeAÑOπÂÙº{íXC≈Ê{íXiH∩ÜÊaÊΩÎ¹\

ÌÏÎÌÎHíùOΦí±µAÃB{íXiÌÚΣniµº\αAQe\ÎÚ

´súzº½q⌠⌠C³ SurfinGateÉAÞzÌiHÒÎ≈Ê{íXÃ[HÞzB

±εÎ∩ ActiveXBJavaBJavaScriptB Visual Basic ScriptBplug-in Î cookiesΩ

Iþ½qÆºwþFªC

SurfinGate]AUC¸≤G
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v SurfinGate°A¹

v SurfinConsole

v SurfinGateΩÆw

v WTE πX plugin

SurfinGate Server\αpP HTTP proxy°A¹B@°¾⌡≡Î proxy ºAÈC

SurfinGate ServeriH±mb°~º¾⌡≡Î⌠≤Σª{³º proxy ºßAÃBi

H@°³ HTTP°A¹º\αC¹[cib≈Ê{íXoÍ≡»ºeA²±εÎ°

ε{íXyqC

⌠⌠ÞzÌiÏÎ SurfinConsoleÓÞzÎ]w≈Ê{íXºñí°~wþFªC

SurfinConsoleiH±ε⌠⌠Wºhí SurfinGate ServersAÃBibπÓ½qºA

ÌÏÎÌÎsÕÎzLÛqºúiµⁿPiµⁿº{íXMµAΩI≈Ê{íX

WhC

SurfinGateΩÆwñxs Applet Security Profiles (ASP)ºúÓA]A³÷ÏÎÌ

MsÕÎΣ∩³ºwþFªΩTCÑ≤ SurfinGate|ÊAa°εÒ³≈Ê{íXº

ºeA]¹ΩÆwbwþñÃúÝnAúLΩÆwbj¼@~ñiWiÄαC

ù: ÷M SurfinGateσ≤ñiα³úÑ FinjanºAÈÎΣ©p¸ΩTA²pGz

úo SurfinGate for Windows NT@° SecureWay FirstSecurePΓÎ

SecureWay Boundary ServerPΓº@í≈ÉAz²·s¸ IBM úoAÈP

Σ©C
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Ä7¹ NKJIWºbzº⌠⌠ñ

IÜØe°εíúºwþÞNújÕ×KwþÂÙCt@µPÑ½nºwþ¹I

O»úÂÙC FirstSecureñºKJIú~úÑºJI»úÎ¾r\αAi²zº

½q»úXwþÂÙC

¾rnΘiO@H×}³`{íXA]A Trojan horseB wormB¿°frB rogue

ActiveX control Î rogue Java appletÑCfrO@O⌠≤wþÑMΦ×ñº²n

í≈C FirstSecureº¾rú~ÅXoÇ÷Σº¾r≥»nDG

v [\sxºqÝ¸AúÑu@¸Î≈ÊqÝ¸ºsxÎ@Pº¾rnDC

v frO¹q\AÈCwÁ≤sfrO¹Oû@³ÄvºO@¹IA¾εÌs¼

Î³`{íXº½n]ÀC

v FªXÊíq°A¹Àe¾r≤sÜqÝ¸ATwzº¾rFªºT³bÀ

µC

Tivoli Cross-Site for Security Gp

Tivoli Cross-Site for SecurityúÑe÷QJIºtÎ⌠⌠¼ºJI»úCziHN

Tivoli Cross-Site for SecurityNz{íGpb⌠≤ÞzΓìsµÜ⌠Ú⌠⌠ºìmC

Tivoli Cross-Site for Security|Ê°⌠⌠AH»úºíÎ~í≡»CΣuIpUG

v YÉJI»úAµÜ Cross-Site for SecurityÞzÌτbºJI

v itmFªA²zw∩ìb DMZ Î°~º⌠⌠ñºNz{í]wúPºFª

v uW×∩wþNz{íFªA²z^³ÖtÜ≤º⌠Ò

v P Tivoli’ Enterprise³Î{íπXA]¹ziHXjzº Tivoli °~ÞztÎ

Tivoli Cross-Site for SecurityiG

v »ú½yÎÆÝ

v Ê° IP yq

v Ê°sµ≡AÈ

v »ú DNSBËⁿAÈÎ⌠⌠É×tÎnDP^¬

v »ú≡MgAÈ¸AÈnDÎ^¬ÉX

v »ú RStatdIs

v »ú∩SwºMgWÙÎÉWºnD

v »ú SMB ¼≡» PC É×°A¹
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v »ú⌠Ú⌠⌠±εTºqH≤w

Cross-Site for Securityi²zÊ°⌠⌠yqÎ»ú≡»PJIÁÕCªiÊ°Ïz

º°~º⌠⌠P⌠Ú⌠⌠j´º DMZ Îzººí⌠⌠WºyqC

Cross-Site for SecurityiH»úºJIþ¼]AG

v O¹Î¼Ë»ú

v ÆÝ»ú

v ⌠⌠¼≡»

v Windows⌠⌠≡»

v ·Ý{Ç≡»

v AÈÝÎ

v ¼≥ÂvÌ⌠⌠yq

v iÃíÊ

Cross-Site for Security|ÏÎ Cross-Site for SecurityNz{íÎ Cross-Site for

SecurityÞz°A¹uÃzº⌠⌠CϕNz{í»úìY½º≡»ÉA|Çe[K

Æ≤Ü Cross-Site for SecurityÞz°A¹AÏΣßYOⁿÓΩTÃµ^³Czi

HN Cross-Site for SecurityÞz°A¹tm°ÇeµÜÜD±xBoqll≤¹

ÞzÌÎHIs¹ÇIÞzÌC

úo Tivoli Cross-Site for Security Âv≈_

YnÒÎzº Tivoli Cross-Site for Securityú~AzÝn@ÓÛqºÂv≈_C

ziHÜ Tivoli Cross-Site⌠¸Ã¹¿UCBJAúoÂv≈_G

1. ΣX FirstSecureú~Hþº Passport Advantage Proof of Entitlementσ≤A

]A Tivoli Cross-Site for Security CD-ROMÎ Tivoli Cross-Site for Security

InstallationC

2. bzº Passport Advantage Proof of EntitlementWΣXqµ¹X]oO@ÓH

5 }Yº 8 ÓÆr¹X^AÎzºÈß]⌠¸^¹XAoOH 7 }Yº 7 Ó

Ær¹XCÄ@¸sú Tivoli Cross-Site⌠¸ÉAzÝnÏÎoÇ¹XC

3. bisú⌠Ú⌠⌠ºqúWAÏÎ Web s²¹nJ Tivoli Cross-Site⌠¸C

Ó⌠¸º URL O www.cross-site.com/support/licensing/C

4. ΘJzºqµ¹XBÈß¹XÎp¸ΩTCz]²·núÑz´ΓÎÓwË

Tivoli Cross-Site for Securityº°A¹ºΓìWÙC

5. ϕ` Web WºΣªⁿÜC

40 FirstSecureWºPπX



6. pGzLksú Tivoli Cross-SiteÂv≈_⌠¸AÐp¸ Tivoli Cross-SiteΣ

©ºqÜ 1 - 8 0 0 - 2 - T I V O L IAÀ≈ 9 3 9 6AÎÇeqll≤Ü

licensing@cross-site.comC

Û÷º Tivoli Cross-Site ú~

Tivoli Cross-Siteú~tC]AúÝ≤ FirstSecuretCºΣª¸≤G

v Tivoli Cross-Site for Availability|Ê°Î°i@δÏÎÌO_¶Qsúzº⌠

¸C

v Tivoli Cross-Site for Deployment|µùzº°~d≥Ai²zzL⌠Ú⌠⌠À

eÎÞz½nº³Î{íPΩTC

÷MoÇú~iα|b Tivoli Cross-Site for Securityσ≤ñúìA²ªÌ²·t

~ÀOÊRC

H Tivoli Cross-Site for Security Ê°yq

Cross-Site for SecurityNz{íO@M¼z¼º⌠⌠ÊþdI¹Cª|ù≥ú_a

Ê°⌠⌠WºÊ]C Cross-Site for SecurityNz{í|LooÇÊ]AMΣNϕ

iÃíÊºO¹CoÇO¹iαϕÜ⌠⌠Wº≡»C

Cross-Site for SecurityNz{íb UNIX W|⌡µÃ¿°@Ó`n{íAb

Windows NTWh⌡µ@°@Ó NT AÈC Cross-Site for Security|tm°ϕt

ÎÒÊÉ≥ÛÛÊÒÊCú×³LÏÎÌnJAªú|`nÃbtÎºIº⌡

µC

ϕ»úìτ±º≡»ÉANz{í|P_ΣY½ÊÃMwnßYq¾Þz°A¹

ÎOⁿµÜÜ@Ó»ÝÉ×CΘx|wÁWⁿÜÞz°A¹C

Nz{í]|wÁs¸ Cross-Site for SecurityÞz°A¹A²Σ¾DNz{í´

b@ÎÎ⌡µñC¹ØqHþ¼Ù°ß⌡CziHtmß⌡ºíjC

ϕÞz°A¹µ¼ìNz{íºß⌡ÉAÞz°A¹|q¾Nz{í⌠≤≤sº

tmΩTBsºO¹ÎWⁿÉ{ϕCNz{í|ÛÊUⁿÎwËoÇ≤sC

Tivoli Cross-Site for Security bzº⌠⌠ñ

ziHN Cross-Site for Securitytm°ÌAXzº°~ÝDº¼pCDnMª]

AG

v bþÌwË Cross-Site for SecurityÞz°A¹?

v ÝnhÖ Cross-Site for SecurityNz{í?

v bþÌwË Cross-Site for SecurityNz{í?
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oÇ`NÆµA[WjpBÝÚÎ⌠⌠WePyqA∩≤MwÞz°A¹PNz

{íºÆØ³ÑjvTCÐÑ\Ä61¶ºyw¾IJºnwΘ≥»nDzñº

Tivoli Cross-Site for SecuritywË`NÆµC

ù: ÷M Tivoli Cross-Site for Securityσ≤ñiα³íúp≤úoAÈPΣ©A

pGzúo Tivoli Cross-Site for Security@° SecureWay FirstSecurePΓº

@í≈ÉAz²·s¸ IBM úoAÈPΣ©C

Norton AntiVirus Gp

Norton AntiVirusÓÛ Symantec CorporationAO@ÉΓ²º¾rnΘú~C Norton

AntiVirus iG

v j≈ⁿPVºÉ×

v ¾εfrÎ³`º ActiveX control Î Java applet

v ¾εiαÑqll≤þ≤B⌠Ú⌠⌠UⁿBÏùBnΘ CD Î⌠⌠ñ¿aºfr

ziHÆw Norton AntiVirus bIºº⌡µíjA≤U≤UO@zºqúwþC

SymantecπsHûúÉ[J Norton AntiVirus iH»úºfrCziHÏÎ

LiveUpdateSÊACgq SymantecÛÊ^úsº¾rwqC

Norton AntiVirusºËÌSÊ|j≈ⁿPVÎiÃºÉ×≤zºqúWºwþìmA

PΣªÉ×À}A¾εzb×¿É×ÉAfr©µ}ÓC

u½yP¼evδFi²zÇeiÃºÉ×Ü Symantecµû⌠C Symantec

AntiVirus Research Center]SARĈ |^³Ã≤Uz×¿ÝDC

Norton AntiVirusº½y¹ BloodhoundAObIº⌡µA|[εÃNiαⁿÌsf

rPVº³Î{íµ°ÀþCpG³Î{íºµ°Ü³frÃBÕÏPVΣª{

íÉA Bloodhound|±εÓ{íA¾εΣPVΣªÉ×A½ìzµ¼ìsºfr

≤s{í°εC

FirstSecureñúÑº Norton AntiVirus Solution Release 3.04ú~]AG

v αW¼ÑMΦ×G

– Norton AntiVirus 4.08 for DOS

– Norton AntiVirus 4.08 for Windows 3.51

– Norton AntiVirus 5.02 for Windows 95/98

– Norton AntiVirus 4.08 for Windows NT 3.51

– Norton AntiVirus 5.02 for Windows NT 4.0

– Norton AntiVirus 5.03 for Macintosh

– Norton AntiVirus 5.02 for OS/2

v °A¹ÑMΦ×G

42 FirstSecureWºPπX



– Norton AntiVirus 4.08 for Windows NT 3.51

– Norton AntiVirus 5.02 for Windows NT 4.0

– Norton AntiVirus 4.04 for NetWare

– Norton AntiVirus 2.0 for Lotus Notes™ and OS/2

– Norton AntiVirus 1.52 for Microsoft Exchange

v GatewayÑMΦ×G

– Norton AntiVirus 1.02A for Internet E-mail Gateways for NT

– Norton AntiVirus 1.04 for Firewalls

v ÞzG

– Norton System Center 3.1

– Norton AntiVirus 5.03 for Macintosh Administrator

– Norton AntiVirus Plus 5.0 for Tivoli Enterprise

– Norton AntiVirus Plus 5.0 for Tivoli IT Director

– ΣªÞzuπA]A N o r t o n A n t i V i r u s N e t w o r k M a n a g e r

(NAV32/NAVNETW^ v3.01

³÷ Norton AntiVirusºΣlΩTìb Norton AntiVirus CDÚØ²ºº contents.txt

É×ñC

ù: ÷M Norton AntiVirusσ≤ñiα³úÑ SymantecºAÈÎΣ©p¸ΩTA

pGzúo Norton AntiVirus Solution Release 3.04@° SecureWay FirstSecure

PΓº@í≈ÉAz²·s¸ IBM úoAÈPΣ©C

pÝÔÓºwËBJAÐÑ\USwú~Hþºσ≤AnwΘ≥»nDbÄ61¶

ºyÄ13¹ KJI≥»nDÎwË`NÆµzC
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Ä8¹ N½}≈_≥ªØ]Wºbzº⌠⌠ñ

½}≈_≥ªØ]ñº Trust Authority ¸≤úÑ⌠Ú⌠⌠³Î{í@ÇΦkÓ²

OÏÎÌÃTwiaºqHCH½}≈_≥»]I (PKI) ÐÇ@°[KÎµ¼@~

αOº≥ªATrust AuthoritytÎiúÑÎÓoXBoGÎÞzÆìíÌÒÒÝº

≥ª²cCΣñ]AG

v Σ© IBM AIX Î Microsoft Windows NT°A¹¡xC

v @ÓuùUÞzñßv]RA^ABzÏÎÌn²ßºÞz@~C¹ÞziHz

LÛÊÆBzÎHuMªL{IµA]AUC@~þ¼G

– T{ÏÎÌº¡≈

– ÖπÎÚ´ÓÐB½qÎoεÌÒnD

– τÒÏÎÌπ³PÌÒñº½}≈_Û÷ºpK≈_

– ϕ`¹wºÓÈBzÎÌÒ]wÉºWhAoXSwºÌÒþ¼¹SwºÏ

ÎÌþ¼

RA ]|oG³÷ìbπX½}≈_Ø² ]IBM SecureWay LDAP Directorŷ

ñºÌÒΩTC

v @ÓiaºÌÒÞzñß ]CA^CCA iG

– oXÆìíÌÒÎúÍÆì≈_∩AÏÌÒiQ²O

– Σ©¹πºÌÒÍRgÁAq_lºnOìÌÒ½qPoε

– RA |bÌÒoεÉ≤sØ²

– iHÏÎ[KwΘAp IBM SecureWay 4758 PCIKX²UBz¹Î¼z¼

dùAHµùΣO@≈_ºαOC

v Credential CentralO@ Web¼nO¶±AÑe÷úos²¹ÌÒB°A¹ÌÒ

ÎSwËmºÌÒAp¼z¼dùCÞzÌ]iHÏÎoÇnOϕµ°@δÏ

ÎÌw²nO PKIX ÌÒC

v Trust Authority Client°@Wßí Windows¶±Ai²ÏÎÌúÝÏÎ Webs

²¹YiúoB½qÎoε PKIX ÌÒC

v RA α±O@ Web¼Þz¶±Ai²ÞzÌHΓÊΦíÖπÎÚ´ÓÐB½q

ÎoεÌÒnDC

v ³@fÖltÎ|ÏÎTº²OX ]MAC^ HTwΣq Trust Authority RAÎ

CA µ¼ìºÆ≤iQ²OC³@itmº∩µÏfÖO²bOⁿÉAµπXÊ

O@C
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v hØÞz¶±itmtÎBÜ≤wþKXBµ¼{Ò CAB¹πÊËdfÖΘx

ÎwþaÒÊP±εtÎ¸≤C

v @³Î{í]p¶± ]API^ ²³Î{í}oÌi¶gÛqº PKI ³Î{íC

v IBM DB2 Universal DatabaseπX⌡µÉíΣ©CIBM SecureWay DirectoryÎ

RABCA ÎfÖ¸≤ú³UÛºΩÆwC

Trust Authority Gp

ÐÑ\ IBM SecureWay Trust Authority≤sP⌡µAúoÔÓºWºÎwËΩTC

»Ñ]twËb Windows NT°A¹Î AIX WºΩÈBJC
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Ä9¹ N SecureWay uπcWºbzº°~ñ

peN FirstSecureuπcwËb}o⌠ÒñAÓúOzº⌠⌠ºCbV~íÏÎÌ

½Gzº³Î{íºeAÐ²b}o⌠ÒñµúÕC

ÂvAÈ

ÂvAÈi²zÊ°Ö≥Âvisúzº⌠¸C²OOÚÚKXÎ½}≈_Co

Ç¹IiO@zº⌠¸WºΩÆ¹πÊÎpKÊCÂvAÈ|Øßsú±εMµ

]ACL^AΣñwqÖisúzº⌠¸Wº½≤ÎLÌsúºÇ½≤ºΦíCÂ

vAÈ]i²zwqⁿO@º½≤ÃØßÑµ@nJºKXCÒ³oÇwþuπ

ú°ñb@BAÏwþFªÑe÷ÞzCÂvAÈⁿ IBM SecureWay Policy

Director Âv API Σ©C

ÌÒÞzñßAÈ

ÌÒÞzñßAÈⁿh¡x X.509 ½}≈_≥ªØ] (PKI) Î IBM KeyWorks

Toolkit Σ©C

ÌÒÞzñßAÈi²zzLÆìíÌÒÞzÓTOwþCoÇAÈ]A API i

Bz¹πºÌÒÍRgÁGoXB½qÎoεCªÌ]|oGÌÒoεMµC API

ÏÎ½}≈_[KkÎ¼z¼dùÞN@°²OÌÒÏÎÌºΦkC

h¡x X.509 ½}≈_≥ªØ] (PKI) τÙ° PKIXAOzL PKIX API úÑC

oÇ API zL²⌠ΩΘ ]EÊ BÌÒÞzñß ]CA^ ÎùUÞzñß ]RA^

Ñ¸≤AØßBÞzBxsBÀeÎoεÌÒC API i@°P IBM SecureWay

Trust Authorityíº¶±AÃBúOH IBMKeyWorks °≥ªC

pÝúo³÷ PKIX API ºΩTAÐÑ\ IBM SecureWay X.509 Public Key

Infrastructure for Multiplatforms Programming Guide and ReferenceCpÝúo³

÷ IBM KeyWorks ºΩTAÐÑ\Ä77¶ºyÄ16¹ FirstSecureHþºσ≤zA

úouπcHþºσ≤MµC

Ø²AÈ

Ø²AÈOÑ IBM SecureWay DirectoryqÝ¸Σ©C
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Ø²AÈÏÎ Lightweight Directory Access Protocol]LDAP^ Õ´B±εÎs

úØ²CoÇAÈúOÚÚDq[cÒíúÑqÝ¸sú LDAP °A¹CØ²A

ÈúÑ@ØΦkAib@Ó°ñìmû@Ø²ΩTA⌡µxsB≤sB^úÎµ

½@~CØ²AÈÏÎwþ SOCKETSh¸ (SSL) NΩT[KC

pÝúo³÷Ø²AÈºΩTAÐÑ\Ä77¶ºyÄ16¹ FirstSecureHþºσ

≤zAHúouπcHþº¹π IBM SecureWay Directory Clientσ≤MµC

KeyWorks [KÎH⌠ÞzAÈ

[KÎH⌠ÞzAÈⁿ IBM KeyWorks Toolkit]τÙ° KeyWorkŝ Σ©C

KeyWorks[KÎH⌠ÞzAÈ∩ΩT[KÎÑKAH±εisúΩTºHûCo

ÇAÈ|ØßÎτÒÆì±¹A²O⌠⌠WºÓHPqú¡≈C≈_^_tÎA

úÝÀeÓ≈_AYi^_[KºΩTAª]tb IBM Key Recovery Service

ProviderñC

KeyWorksO@M[KÎH⌠AÈuπ°Cª]t@ÕÀhºwþAÈÎÛ÷º{

í]p¶±AiÑ¹πXºΩTPqHwþ\αCC@Óh¸úOØmb≥µΣ

Uº≤≥ªºAÈWCoÇh¸q≥»º¸≤}lAp[KtΓkBÃÆÎbU

@hñºß@ÑOΩTAMß¹WØm¿ÆìíÌÒB≈_ÞzÎ^_≈εAM

ßOÌ¬hñºwþµ÷qH≤wC

KeyWorkswg³ΩÚyÑΣ© ]NLS^AϕÜ¹ú~úⁿ¡≤⌠≤yÑB scriptB

σÆÎsXr°C

pÝúo³÷ KeyWorksC APIºΣlΩTAÐÑ\Ä77¶ºyÄ16¹ FirstSecure

Hþºσ≤zAHúouπcHþº KeyWorksσ≤MµC

wþ SOCKETS h¸qH≤wAÈ
wþ SOCKETSh¸qH≤wAÈOÑ IBM wþ SOCKETSh¸ (SSL)uπ°

ÒúÑC

SSLqH≤wAÈi²zMwÖiHsúzºΩÆCoÇAÈÏÎ½ÎÎpK≈_

NΩÆ[KºØº³hÓA]AÏÎÌ²OBw¾¼≥ÂvºqÝ¸iµsúÎ

w¾ΩÆQIZCziH¹þxñnoXÌÒ¹ÖA]¹iH±εÖi≥oH⌠

súzºΩÆC SSLÞNÇJΣªÆÓ API ñA@°[KΩÆÎØßKXºÎC
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Ä3g wËÎπX`NÆµ

»`íúU¸≤p≤¼ÛtXB@CΣñCXC@Óú~ºnwΘ≥»nDÎ⌠

≤²nº³Î{íÎΩÆwú~C
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Ä10¹ WºwË FirstSecure

bz}lwË FirstSecure¸≤ú~ºeAÐ²\¬HUU`ATwz³²Ýºn

wΘC³÷ FirstSecureºÌs≤sΩTìbHU⌠¸G

www.ibm.com/software/security/firstsecureCÐ≤}lwËú~ºeA²ËdÓ⌠¸

WO_³Ìsº≤sC

wËÎtm FirstSecure¸≤ú~ºvBúÓHþbC@Ó¸≤ú~ºσ≤ñC

@δtÎÝD

»`íú FirstSecureú~ºπΘtÎÝDC³÷C@Ó¸≤ú~ºSwnwΘ≥

»nDAÐÑ\ÓSwú~C

YnwË FirstSecurȩ ≤AzÝniH⌡µUCΣñ@Ø°A¹@~tÎºwΘG

v Microsoft Windows NT©» 4Aπ³ service pack 5C

v AIX ©» 4.3.1Î≤s©C

v Sun Solaris©» 2.6 Î≤s©C

ù: b SolarisWAuπcÝn Sun Solaris©» 2.6AÃπ³ May, 1999 Fix

PackC

C@Ó FirstSecure¸≤ú~ÜÖibW±CXºΣñ@Ø@~tÎW⌡µCC@

Ó¸≤ú~Ïq|πÜⁿΣ©º@~tÎ¡xÎC@Ó¸≤ú~ºΣª²Æn

ΘCbºÇ@~tÎñAzÝn³°A¹BÞzD±xÎqÝ¸tÎCUCU`

úÑºÇ≥»nDºº[C

°A¹ÎqÝ¸º@~tÎ≥»nD

ÐÑ\ϕ1Aúo SecureWayú~º@~tÎ≥»nDC

ϕ 1. °A¹ÎqÝ¸º@~tÎ≥»nD

@~tÎ ≥»°A¹h¸ ≥»qÝ¸h¸

Windows NT ©» 4.0, Service Pack 5 ©» 4.0, Service Pack 5

IBM AIX ©» 4.3.1 ©» 4.3.1

Sun Solaris ©» 2.6 ©» 2.6

Windows 95 L Ò³©»ÒΣ©

Windows 98 L Ò³©»ÒΣ©
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ϕ 1. °A¹ÎqÝ¸º@~tÎ≥»nD (~≥)

@~tÎ ≥»°A¹h¸ ≥»qÝ¸h¸

Windows 3.1]È Norton

AntiVirus^

L Ò³©»ÒΣ©

IBM OS/2 ]È Norton

AntiVirus^

L ©» 4.0AFixPak 6Î≤s©

¸≤ú~úÓÎ≥»nD

HUU`πÜ FirstSecure¸≤ú~ºnwΘ≥»nDCHUU¹ÔÓíúØmÏ

⌠ÃúÑC@ÓØmÏ⌠ºnwΘ≥»nDCPÉU¹ñτúÑC@Óú~ºw

ËÎtmº[A]AQ×PΣª¸≤πXC

v Ä53¶ºyÄ11¹ Policy Director≥»nDÎwË`NÆµz

v Ä55¶ºyÄ12¹ SecureWay Boundary Server≥»nDÎwË`NÆµz

v Ä61¶ºyÄ13¹ KJI≥»nDÎwË`NÆµz

v Ä67¶ºyÄ14¹ ½}≈_≥ªØ]≥»nDÎwË`NÆµz

v Ä71¶ºyÄ15¹ uπcwË≥»nDÎ`NÆµz
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Ä11¹ Policy Director ≥»nDÎwË`NÆµ

»¹CX Policy DirectorºnwΘ≥»nDCΣñ]úÑPΣª FirstSecureú~

πXº⌠≤wË`NÆµC

Policy Director nwΘ≥»nD

ϕ2 CX Policy DirectorºwΘ≥»°≤C

ϕ 2. Policy DirectorºwΘ≥»°≤

¡x ≥»ÏÐÅí ≥»OÐΘ

Windows NT°A¹GIntel Î

Intel Ûe 80486 133 MHZÎ≤

¬

16 MB 64 MB

AIX °A¹GwΘ⌡µ AIX 4.3.1 16 MB 64 MB

Solaris°A¹GwΘ⌡µ Solaris

2.6

16 MB 64 MB

Policy Director¸≤ºnΘ≥»nD]AG

Policy Director °A¹

v Windows NT°A¹ ©» 4.0, Service Pack 5

v AIX ©» 4.3.1

v Sun Solaris,©» 2.6

NetSEAT qÝ¸

v Windows NT°A¹ ©» 4.0, Service Pack 5

v Windows 95

v Windows 98

ÞzD±x

v Windows NTu@¸

v Windows NT°A¹qÝ¸

v AIX ©» 4.3.1qÝ¸

v Sun Solaris,©» 2.6 qÝ¸

Policy Director ÝnΩÆ]ñHþºΣªnΘCÐϕ` IBM SecureWay Policy

Director Up and RunningºⁿÜAwËzº Policy DirectorGpÒÝºnΘC
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Policy Director wË`NÆµ

www.ibm.com/software/security/policyCX∩ Policy DirectorØenΘ²ÆÝDº

⌠≤≤sC

πX Policy Director Î Trust Authority
IBM SecureWay Trust AuthorityúÑ²OºΦíOTwC@ÓÏÎÌº¡≈TΩ

pLÌÒÅÙºC Trust Authority|ÚÚ IBM SecureWay Directory]³ÉÙ°

Lightweight Directory Access ProtocolÎ LDAP^ñºΩTAoXÌÒ¹ÏÎÌC

Policy DirectorµUÓ|ÏÎºÇÌÒÃBúÑÂvAª|TwC@ÓÏÎÌus

úQ¹\ºΩ½C Policy Director NΣΩTxsbÓÛPº IBM SecureWay

Directory ñC

zºqlÓ~ (e-business)iHÏÎµ@ºÏÎÌwqÓ]tÒ³ Policy Director\

ivÎÒ³ Trust AuthorityΩTCpGz]N SecureWay Boundary ServerΩT

xsb IBM SecureWay DirectoryñA Policy Director]iH°zÞzC
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Ä12¹ SecureWay Boundary Server ≥»nDÎwË`NÆµ

»¹CX SecureWay Boundary ServerºnwΘ≥»nDCΣñ]úÑPΣª

SecureWay Boundary Serverú~πXº⌠≤wË`NÆµC

SecureWay Boundary Server nwΘ≥»nD

SecureWay Boundary Serveŗ≤ú~ºwΘ≥»°≤ìbϕ3 ÎÄ56¶ºϕ4C

ϕ 3. SecureWay Boundary Serveŗ≤ú~ºwΘ≥»°≤

SecureWay Boundary Server
¸≤

≈¼ ÏÐÅí OÐΘ Σª

IBM SecureWay Firewall1 NTGPentium®

133 MHz Î≤

¬

AIXGΣ©

AIX 4.3.2 º

RS/6000≈¹

NTG 24 MB2

AIXG 307 MB

NTG 64 MB

AIXG 64 MB

2 i⌠⌠¶±d

ACE/Server NTG Pentium

166 MHz Î≤

¬]Èµ@B

z¹^

AIXGΣ©

AIX 4.2 º≈

¹

D°A¹nΘG

50 MB

Æ≈°A¹G

22 MB

_lÏÎÌΩÆ

wG 4 MB

wËG 240 MB

ÌÖG32 MB ΩÚxsΘÝD

ÚÚÏÎÌHÆ

Ów

SurfinGate

°A¹ Pentium 233

MHz Î≤¬

20 MB ÌÖG 128 MB

Ø³G 256 MB

D±x Pentium 233

MHz Î≤¬

15 MB ÌÖG 32 MB

Ø³G 64 MB

MIMEsweeper for IBM

SecureWay Release 2

MAILsweeper Pentium 200

MHz Î≤¬

1 GB 64 MB 1i⌠⌠¶±d
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ϕ 3. SecureWay Boundary Serveŗ≤ú~ºwΘ≥»°≤ (~≥)

SecureWay Boundary Server
¸≤

≈¼ ÏÐÅí OÐΘ Σª

WEBsweeper Pentium 400

MHz Î≤¬

1 GB 128 MBÎC@

ÓÃµ Web s

u 1 MB

1 i⌠⌠¶±d

þùG

1. ÐÑ\ IBM Firewall Hþºσ≤AúoΣlÔÓΩTC

2. Netscapes²¹]Ýn 13 MB ÏÐÅíC

ϕ 4. SecureWay Boundary Serveŗ≤ú~ºnΘ≥»nD

SecureWay Boundary Server ¸≤
Microsoft Windows ¡x AIX Solaris

qÝ¸ °A¹ °A¹ °A¹

IBM SecureWay Firewall Windows

95AIPSecq

Ý¸

Windows NT

°A¹ ©»

4.0, Service

Pack 51

AIX 4.3.2 Lk∩Î

ACE/Server Windows NT

Workstation

4.0, Service

Pack 2Î≤¬

Windows NT

°A¹ ©»

4.0, Service

Pack 5Î≤¬

AIX 4.2 Solaris 2.5.1

SurfinGate 4.05

°A¹ Lk∩Î Windows NT

4.02

Lk∩Î Lk∩Î

D±x Windows NT

4.0 Î≤¬2

Windows

95BWindows

98

Lk∩Î Lk∩Î Lk∩Î

MIMEsweeper for IBM SecureWay

Release 2

MAILsweeper Lk∩Î Windows NT

4.03

Lk∩Î Lk∩Î

WEBsweeper Windows NT

Workstation

4.0, Service

Pack 3Î≤¬

Windows NT

4.04

Lk∩Î Lk∩Î
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ϕ 4. SecureWay Boundary Serveŗ≤ú~ºnΘ≥»nD (~≥)

SecureWay Boundary Server ¸≤
Microsoft Windows ¡x AIX Solaris

qÝ¸ °A¹ °A¹ °A¹

þùG

1. ÐËd IBM Firewall for Windows NTHþºσ≤O_³nD⌠≤²nº×q{íC

2. ¹~G

v Ýn³ Windows network client for Microsoft WindowsC

v Windows NT Workstation¼ⁿΣ©C

3. ¹~G

v NT 3.5.1Î Windows NT Workstation¼ⁿΣ©C

v ÝnUCΣñ@Ø⌠ÒG

– Microsoft Exchange

– SMTP

– cc:Mail™

– Groupwise

– Lotus Notes

4. ÐÑ\Ä60¶ºyMIMEsweeper`NÆµzAúo MIMEsweeperØ³C

SecureWay Boundary Server ¸≤`NÆµ

UCU`íú SecureWay Boundary Serveŗ≤ú~ºwËÎtm`NÆµC

IBM Firewall `NÆµ
IBM Firewall º`NÆµDnb≤ΣwËÒbºyqMΣª SecureWay Boundary

Serverú~º÷YC

dÒtm

IBM Firewall Î MAILsweeper dÒtm: pGzPÉwË IBM Firewall Î

MIMEsweeperAiÏÎ»`íúºtmC

v MAILsweeper O MIMEsweeper ñAtdËdl≤Tººeºí≈C

MAILsweeperñ³@Ó\αiiµ¾rËdC
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v MAILsweeperì≤ IBM Firewall Îwþ SMTP °A¹ºíC

v IBM Firewall ⁿV MAILsweeper@°α¼l≤ºl≤DqúC

– IBM Firewall Ýn]ww²wql≤WhAÏl≤yqiH¶QΩyC

v SMTP °A¹]²·ⁿV MAILsweeper@°α¼l≤ºl≤DqúC

v MAILsweeper|ËdbùVΩyºwα¼l≤TººeC

IBM Firewall BNorton AntiVirus for Internet Email Gateways Î

MIMEsweeper dÒtm: pGzPÉwË IBM Firewall B Norton AntiVirus for

Internet Email GatewaysÎ MIMEsweeperAiÏÎ»`íúºtmC¹ΩÈN IBM

Firewall B Norton AntiVirus for Internet Email GatewaysÎ MAILsweeperXÖ

b@Óì²ñAHËdl≤ñºfrPºeApHUÏÑÒÜC

v ¾⌡≡|ⁿV Norton AntiVirus for Internet Email Gateways@°Σwþl≤°

A¹C¿Tº¾⌡≡Wh²·]w°e\¹SwyqC

v Norton AntiVirus for Internet Email Gatewaysn V MAILsweeper@°Σwþ

l≤ºα¼ÌAÃNnX≡ºl≤ⁿV¾⌡≡C

v MAILsweeper|µ¼ÃBËdα¼iJºl≤CMßª|ÚÚΣ¼eϕÎd\

MX O²ANl≤α¼Ü¿Tº°A¹CpG MAILsweeperÎ Norton AntiVirus

for Internet Email GatewaysìbÛPº≈¹WAz²·Ü≤ MAILsweeperº

µ¼≡AH×KM Norton AntiVirus for Internet Email GatewaysoÍÄ≡C

IBM Firewall Î WEBsweeper dÒtm: pGzPÉwË IBM Firewall Î

MIMEsweeperAziHÏÎ»`íúºtmC

v WEBsweeperO MIMEsweeperñAtdËd Webyqºí≈C WEBsweeper

ñ³@Ó\αiiµ¾rËdC
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v WEBsweeperº@ÎpPñíº proxyCqÝ¸ⁿV WEBsweeper@°Σ proxyC

WEBsweeperµUÓ]wα¼yqÜ¾⌡≡ proxyC

v ¾⌡≡²·]wWhe\ proxy yqC

v Proxy nDuαÓÛìb¾⌡≡ßºwþ⌠⌠C

v WEBsweeperúBz HTTPSCYnÏÎ HTTPSAz²·ñL WEBsweeperAH

×KM¾⌡≡íoÍÝDAÃBTwÒ³ Webyqú³gLËdCz²·½µ

ⁿV¾⌡≡ proxyCWebyq´MûùwþAúLúOÑ WEBsweeperËdC

IBM Firewall Î SurfinGate dÒtm: pGzPÉwË IBM Firewall Î

SurfinGateAziHÏÎ»`íúºtmC

v SurfinGate|Ëd ActiveX control ÎΣªµØº Web yqC

v SurfinGate@ÎpPñíº Web proxyCqÝ¸ⁿV SurfinGate@°Σ HTTP

BFTPÎ HTTPSº proxyC SurfinGateMßα¼nDÜ IBM Firewall proxyC

v ¾⌡≡²·]wWhe\ proxy yqC

v Proxy nDuαÓÛìb¾⌡≡ßºwþ⌠⌠C

IBM Firewall BMIMEsweeper Î SurfinGate dÒtm: pGzPÉwË IBM

Firewall B MIMEsweeperÎ SurfinGateAziHÏÎ»`íúºtmC

v SurfinGate|Ëd ActiveX control ÎΣªµØº Web yqCªÏÎM

MIMEsweeperº WEBsweepeŗ ≤úPºËdΦíC

v SurfinGateÎ WEBsweeper@ÎpPñíº Web proxyCqÝ¸ⁿV SurfinGate

@°Σ H T T P Î F T P º p r o x yC S u r f i n G a t e Mßα¼nDÜ

WEBsweeperCWEBsweeperhα¼nDÜ IBM Firewall proxyC

v ¾⌡≡²·]wWhe\ proxy yqCoÇWhwq≤ IBM eNetwork Firewall

Version 3.3 for Windows NT User’s GuideC

v Proxy nDuαÓÛìb¾⌡≡ßºwþ⌠⌠C
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v WEBsweeperúBz HTTPSCÏÎ HTTPSÉA°F×KM¾⌡≡oÍÝDA

ÃBTwÒ³ Webyqú³gLËdAz²·ñL WEBsweeperCz²·½µ

ⁿV¾⌡≡ proxyCWebyq´MûùwþAúLúOÑ WEBsweeperËdC

MIMEsweeper `NÆµ
HUOσ¼º WEBsweepertÎG

v Intel Pentium 400 MHzÎ≤¬

v 1GB ÏÐÅíÎ 128 MB RAM

v Windows NT ServerÎ Workstation Version 4.0 Server Service Pack 3Î≤¬

v TCP/IPqH≤wA]A@xDqúÎΓìWÙ

v ¾ruπ

HUOσ¼º¬eq WEBsweeper⌠ÒAÜÖ³ 500 ÓÃµÏÎÌG

v @íù Intel Pentium II, 450 MHzÎ≤¬

v 3GB ÏÐÅíÎ 256 MB RAM

v Windows NT ServerÎ Workstation©» 4.0 Server Service Pack 3Î≤¬

v TCP/IPqH≤wA]A@xDqúÎΓìWÙ

v ¾ruπ

pGzº⌠ÒΣ© 500ÓHWÃµÏÎÌAhØ³ÏÎhí WEBsweeper°A¹C
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Ä13¹ KJI≥»nDÎwË`NÆµ

»¹CXKJI¸≤ Tivoli Cross-Site for SecurityÎ Norton AntiVirusºnwΘ

≥»nDC

w¾IJºnwΘ≥»nD

U`íúKJI¸≤ú~ºwËÎtmσ≤C

Tivoli Cross-Site for SecurityºnwΘ≥»nDπÜbϕ5BÄ62¶ºϕ6ÎÄ62¶

ºϕ7C Norton AntiVirus¸≤ú~ºnwΘ≥»nDπÜbÄ62¶ºϕ8ÎÄ63¶

ºϕ9C

ϕ 5. Tivoli Cross-Site for Security°A¹ºnwΘ≥»nD

°A¹≥»nD

@~tÎ v AIX 4.3.2

v Windows NT©» 4.0, Service Pack 5

v Solaris 2.5.1Î 2.6

Java JDK 1.1.6×q© 04 Î≤s©

Web °A¹ Netscape Enterprise Server 3.51

ΩÆw v IBM DB2 ©¸ 5.2

v Oracle 7.3.4]ÎØ³ 8.0.4̂

v Microsoft SQL Server

ÏÐÅí v Windows NT 290 MB

v AIX 180 MB

v Solaris 180 MB

OÐΘ 256 MB

µ½Åí 300 MB]Ø³ 400 MB̂

ù:

1. Netscape Enterprise Server 3.51Î 3.6 ¼ⁿΣ©C

2. ÐÑ\ Tivoli Cross-Site for SecuritywËσ≤ñ∩ Solaris×¿Éº≥»nDC

© Copyright IBM Corp. 1999 61



ϕ 6. Tivoli Cross-Site for SecurityÞzD±xºnwΘ≥»nD

ÞzD±x≥»nD

@~tÎ v Windows 95

v Windows 98

v Windows NT©» 4.0, Service Pack 5]166 MHz

ÎØ³t×≤¬º≈¹^

v b Sun SPARCW⌡µº Solaris 2.5.1Î 2.6

ÏÐÅí 25 MB - Ò³¡x

OÐΘ v Windows NT 40 MB

v AIX 64 MB

v Solaris 40 MB

ϕ 7. Tivoli Cross-Site for SecurityNz{íºnwΘ≥»nD

Nz{í≥»nD

@~tÎ v Windows NT©» 4.0, Service Pack 5Î≤s©

v AIX 4.3.2

v b Sun SPARCW⌡µº Solaris 2.5.1Î 2.6

Java JDK 1.1.6×q© 04 Î≤s©]È UNIX ~Ý

n^

ÏÐÅí v b Windows NTÝ 15 MB

v b AIX Ý 10 MB

v b SolarisÝ10 MB

OÐΘ v b Windows NTÝ 32 MB

v b AIX Ý 32 MB

v b SolarisÝ 20 MB

ù:

1. Netscape Enterprise Server 3.51Î 3.6 ¼ⁿΣ©C

2. ÐÑ\ Tivoli Cross-Site for SecuritywËσ≤ñ∩ Solaris×¿Éº≥»nDC

ϕ8CX Norton AntiVirus ºwΘ≥»°≤C

ϕ 8. Norton AntiVirusºwΘ≥»°≤C

KJI¸≤ ≈¼ ÏÐÅí OÐΘ Σª

Norton AntiVirus Intel CPU 24 MB ÌÖG 16 MB

Ø³G 32 MB

úÐ≈
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ϕ 8. Norton AntiVirusºwΘ≥»°≤C (~≥)

KJI¸≤ ≈¼ ÏÐÅí OÐΘ Σª

Norton AntiVirus for Internet

E-mail Gateways

Pentium 133

Î≤¬

6 MB 32 MB úÐ≈

500 MB Ü 5 GB

HÏl≤@~≤³

Äv

ϕ 9. Norton AntiVirusºnΘ≥»nD

KJI¸≤
Microsoft Windows ¡x OS/2

qÝ¸ °A¹ qÝ¸

Norton AntiVirus1 Windows NT 4.0

Windows

95BWindows 98

Windows NT 4.0 OS/2 2.11Î≤s

©

þùG

1. ¹~ANorton AntiVirus for Internet Email GatewaysÝn TCP/IP⌠Ú⌠⌠suC

Norton AntiVirus ¼úÑ AIX Î Solaris©C

Tivoli Cross-Site for Security wË`NÆµ

HUÏÒπÜ Cross-Site for SecurityNz{íÎ Cross-Site for SecurityÞz°

A¹bqlÓ~⌠⌠ñºσ¼ºìmC

Ä13¹ KJI≥»nDÎwË`NÆµ 63



Ï 11. N Cross-Site for SecurityÞz°A¹wËb DMZ
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Ï 12. N Cross-Site for SecurityÞz°A¹wËbzº°~º⌠⌠
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Norton AntiVirus wË`NÆµ

³÷wË Norton AntiVirus ºΩTìbú~ÚØ²Uº contents.txtÉ×ñC

Ï 13. N Cross-Site for SecurityÞz°A¹wËbΣ©⌠Ú⌠⌠suº DMZ º
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Ä14¹ ½}≈_≥ªØ]≥»nDÎwË`NÆµ

µΘº½qÝn³½}≈_≥ª[cHOÙqlÓ~³Î{íºwþAÓ

FirstSecure Trust AuthorityúÑΓh\αiIµ½}≈_≥ª[cG

v ÆìíÌÒº¹πÍRgÁÞziúÑG

– ÓÐB½qÎoεÌÒºαO

– @ÓùUÞzñßiÖπÌÒÓÐ

– @ÓÌÒÞzñßiØßÆìíÌÒÎoεMµ

v jÆºùU\αAi²°~buWn²ΣiaºqlÓ~ (e-business)ΩΘCn²

³Î{íØßbUCìhWG

– oXÎÞzºÌÒ²·OÓPºqlÓ~³Î{íÒnDºH⌠AÃBùU

ÞzñßºØßΦí²·ÅXÛPº¬H⌠Pwþ≥»nDC

– ³Î{í²·úÑ¼≈ºuÊAΣ©UØn²FªA]AΓÊÎÛÊ²OB

uÊºuWÎ≈u²OAÎNn²Fªj≈°úPH⌠Γìº∩µC

H⌠Òí³U≤OÒzºqlµ÷ºisúÊBOKÊB¹πÊÎìlÊCzL

Æì[KBÌÒÎ±¹ATrust Authorityi²zzL⌠Ú⌠⌠B°~º⌠⌠ÎΩÀ

MÎ⌠⌠iµwþºqlÓ~ (e-business)C°FµùΣ±{≈_ºwþAÌÒÞz

ñß]p°iM[KwΘtXÏÎC

Trust Authority °A¹nwΘ≥»nD

Trust Authority¸≤º°A¹nΘ≥»nDCXbϕ10C

ϕ 10. ½}≈_≥ªØ]Trust Authority¸≤º°A¹nΘÎ∩ÎºwΘ≥»°≤

ú~ þù

UCΣñ@Ø@~tÎG

v IBM AIX/6000 ]AIX^A©» 4.3.2

v Microsoft Windows NTA©» 4.0π³ Service Pack

5

v ²nµØC

v z²·NÒ³ Trust Authority°A¹{íwËbÛ

Pº¡xWCzúαbÛPºtÎtmñAVX

AIX Î Windows NT≈¹C

IBM SecureWay Directory©» 3.1.1 v ²nµØFP Trust Authority{íXπXC

v wË Trust AuthorityÉAiHN DirectorynΘw

ËbM Trust AuthorityÛPº≈¹WA]iHNΣ

wËb·Ý≈¹WC
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ϕ 10. ½}≈_≥ªØ]Trust Authority¸≤º°A¹nΘÎ∩ÎºwΘ≥»°≤ (~≥)

ú~ þù

IBM WebSphere Application Server©» 2.02AÐÇ

©C]A IBM HTTP Server©» 1.3.3Î Sun

Java Development Kit]JDK^ 1.1.7C

v ²nºFHþb Trust AuthorityCΘ]ñC

v wË Trust AuthorityºeAz²·²N Web°A

¹nΘwËbMpenwË Trust AuthorityÎ Trust

Authority °A¹nΘºÛP≈¹WC

IBM DB2 Universal Database Enterprise Edition©

» 5.2 π³û@×¿É 9C
v ²nºFHþb Trust AuthorityCΘ]ñC

v C@Ó°A¹¸≤ú³@Óß@ºΩÆw×Òs

bCwË Trust AuthorityºeAz²·bpen@

° Trust Authority °A¹ºC@x≈¹WwË

DB2C

v IBM SecureWay 4758 PCI Cryptographic Coprocessor,

Model 001

v IBM SecureWay 4758 CCA Support ProgramA©»

1.3.0.0π³û@×¿É 1.3.0.1

v ∩ÎºAÈ AIX tÎπ³Fz²·zL IBM @δ

ºqÊΦíqÊ¹ú~C

v wË Trust AuthorityºeAz²·N 4758wΘÎ

Σ©{íwËbpenwË Trust Authority CAº

°A¹WC

v 4758[KdÝn@Ó RS/6000Wº PCI ×yÆC

ϕ11ÎÄ69¶ºϕ12CX Trust Authorityº°A¹wΘ≥»°≤C

bϕ11 ÎÄ69¶ºϕ12 WG

v @Óp¼Íú⌠ÒACÑ|oXWÊiÌÒC

v @Óñ¼Íú⌠ÒACÑ|oXWdiÌÒC

v @Ój¼Íú⌠ÒACÑ|oXLÆiÌÒCª]iαOúÑ≤OtÓ CA AÈ

¹ΣªÕ´ºtÎC

pGzpeb Windows NTñ⌡µ Trust AuthorityA IBM Ø³zNΣwËb IBM

Netfinity
®

°A¹WCUϕÚÚzwÁnzL Trust AuthorityÌÒÞzñßoXº

ÌÒÆØAúÑtÎ⌠ΓØ³C

ϕ 11. dÒ Windows NT≈¹tm

≈¼ Bz¹ ÏÐÅí OÐΘ

p¼Íú⌠Ò

Netfinity 3000 1]450 MHz,

Pentium IÎ

2 íÏÐ≈ ]9.1 GB̂ 256 MB

Netfinity 5000 2]450 MHz,

Pentium IÎ

2 íÏÐ≈ ]9.1 GB̂ 512 MB

ñ¼Íú⌠Ò
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ϕ 11. dÒ Windows NT≈¹tm (~≥)

≈¼ Bz¹ ÏÐÅí OÐΘ

Netfinity 3000 1]500 MHz,

Pentium IIÎ

4 íÏÐ≈ ]18.2 GB̂ 768 MB

Netfinity 5000 2]500 MHz,

Pentium IIÎ

4 íÏÐ≈ ]9.1 GB̂ 1 GB

j¼Íú⌠Ò

Netfinity 5500 2]450 MHz,

Pentium IIÎ

4 íÏÐ≈ ]9.1 GB ¬t^ 1 GB

Netfinity 5500 4]500 MHz,

Pentium III

Xeon with

1024K L2

Cachê

4 íÏÐ≈ ]9.1 GB ¬t^ 1 GB

Netfinity 7000 2]500 MHz,

Pentium III

with 512K L2

Cachê

4 íÏÐ≈]9.1 GB ¬t^ 1 GB

Netfinity 7000 4]500 MHz,

Pentium III

Xeon with

1024K L2

Cachê

4 íÏÐ≈ ]18.2 GB̂ 2 GB

pGzpeb AIX W⌡µ Trust AuthorityAz²·NΣwËb IBM RISC

System/6000
®

≈¹WCUϕÚÚzwÁnzL Trust AuthorityÌÒÞzñßoX

ºÌÒÆØAúÑtÎ⌠ΓØ³C

ϕ 12. dÒ AIX ≈¹wΘtm

≈¼ Bz¹ ÏÐÅí OÐΘ

p¼Íú⌠Ò

F40 2]233

MHz^

2 íÏÐ≈ ]9.1 GB, Ultra 2 Fast

Widê

512 MB

ñ¼Íú⌠Ò

F40 2]233

MHz^

3 íÏÐ≈ ]9.1 GB, Ultra 2 Fast

Widê

1 GB

j¼Íú⌠Ò

F50 4]332

MHz^

5 íÏÐ≈]1 Ó 9.1 GB Ultra 2 Fast

Wide [W 4 Ó 9.1 GB SSÂ

2 GB
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ϕ 12. dÒ AIX ≈¹wΘtm (~≥)

≈¼ Bz¹ ÏÐÅí OÐΘ

H50 4 ]332

MHz^

5 íÏÐ≈]1 Ó 9.1 GB Ultra 2 Fast

Wide [W 4 Ó 9.1 GB SSÂ

2 GB

R50 6]200

MHz^

2 íÏÐ≈ ]9.1 GB Ultra 2 Fast

Widê

1 GB

R50 8]200

MHz^

5 íÏÐ≈]1 Ó 9.1 GB Ultra 2 Fast

Wide [W 1 Ó 7133 SSA Rackπ³ 4

Ó 9.1 GB SSÂ

2 GB

Trust Authority qÝ¸nwΘ≥»nD

IBM Ø³HUCu@¸tmÏÎs²¹nOϕµÎÎÓ⌡µ Trust AuthorityqÝ

¸³Î{íC

v UCΩΘ≈¹]wG

– ÜÖ 166 MHz Intel 486Bz¹Aπ³ 32 MB OÐΘA]Ø³° 200 MHz

Intel PentiumBz¹AÜÖ 64 MB OÐΘ^

– ÏÎd

– VGA v³πÜAÎ≤n

– Æ½ÎÆ½ÛeⁿÐËm

v UCΣñ@Ø@~tÎG

– Microsoft Windows 95

– Microsoft Windows 98

– Microsoft Windows NTA©» 4.0

v UCΣñ@Ø Web s²¹G

– Netscape NavigatorÎ Netscape CommunicatorA©» 3.0 Î≤s©

– Microsoft Internet ExplorerA©» 4.0 Î≤s©AÒÎ JavaC

IBM KeyWorks Toolkit Î IBM SecureWay Trust Authority ¼Ê

ÐÅN IBM KeyWorks Toolkit wËbM IBM SecureWay Trust AuthorityÛP

º°A¹WC
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Ä15¹ uπcwË≥»nDÎ`NÆµ

FirstSecureuπcO@Õ APIAi≤UzºqlÓ~oiwþº³Î{íC

v ÂvAÈ

v ÌÒÎÞzAÈ

v Ø²AÈ

v wþ SOCKETSh¸qH≤wAÈ

v KeyWorks[KÎH⌠ÞzAÈ

– IBM Key Recovery Service Provider 1.1.3.0 APICIBM Key Recovery Service

Provideri^_[KºΩTC

– IBM Key Recovery Server 1.1.3.0CIBM Key Recovery Server 1.1.3.0O@

Σ³Î{íAbµì≥ÂvºnDÉAibS³≈_B≥óÎlaºípU

^_[KºΩTC

oΓÓuπ°úÑÐÇ¶±Ai²³Î{íÎÓÒÊ÷ΣºwþAÈÎwþ

ú~½qiíJΣuπ°ºÐÇ¶±CÐÇ¶±OH@δΩÆwþ[c

]CDSÂ °≥ªCoÇuπ°úÑ Windows NTBSolarisÎ AIX ©C

uπcnwΘ≥»nD

uπcºwΘ≥»°≤πÜbϕ13C

ϕ 13. uπcºwΘ≥»°≤

¡x ÏÐÅí OÐΘ

©» 4.0, Service Pack 5 2 - 4 GB 64 MB

AIX 4.3.2 9.1 GB 1 GB

Sun Solaris,©» 2.6 π³ May

1999 Fix Pak

4.2 GB 128 MB
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ϕ 14. uπc¸≤ú~ºwΘ≥»°≤

uπ° ≈¼ ÏÐÅí OÐΘ

IBM KeyWorks Toolkit iΣ©ú~bHU

⌠Ò⌡µºwΘG

Windows NT©»

4.0, Service Pack 5

Î≤s©

Windows 95

AIX 4.2 Î≤s©

Sun Solaris

50 MB 32 MB

IBM Key Recovery Service Provider iΣ©ú~bHU

⌠Ò⌡µºwΘG

Windows NT©»

4.0, Service Pack 5

Î≤s©

Windows 95

AIX 4.2 Î≤s©

Sun Solaris

50 MB 32 MB

uπc¸≤ú~ºnΘ≥»nDπÜbHUϕµñC
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ϕ 15. uπc¸≤ú~ºnΘ≥»nD

uπc¸≤
Microsoft Windows ¡x AIX Solaris

qÝ¸ °A¹ °A¹ °A¹

IBM KeyWorks Toolkit Windows NT
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1. τΣ© AIX qÝ¸C

2. ¹~]Ýn IBM KeyWorks ToolkitC

IBM KeyWorks Toolkit 1.1
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H⌠PwþAÈAÎwþú~½qºþ[ÒÕi@°Muπ°º¶±CoÇÐÇ

¶±úOHu@δΩÆwþ[cv(CDSA)°≥ªAoOÓÛ Open GroupºÐÇA

ÌìÑ Intel™ Corporation}oAßÓ IBM NΣµùJ KeyWorks ToolkitCÏÎ

ÐÇ¶±ÉG
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º³Î{íC
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v úÑL_íΣ©wΘ[KÎÆì±¹

v Σ© LDAP Ø²Î DSA ±¹ÐÇ

v únDÏÎ⌠≤SwºÌÒÞzñß
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Recovery Service Provideri^_xsºÎÇΘº[KΩTAúÝn²¼°M{Ò
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Ñ≤ IBM Key Recovery Service ProviderÏÎÑ IBM KeyWorks Toolkit úÑº
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Policy Director
HUσ≤Hþ≤ Policy Director¸≤ú~ñC

IBM SecureWay Policy Director Up and Running

íúp≤wËÎ[c IBM SecureWay Policy DirectorC

IBM SecureWay Policy Director Administration Guide

íúp≤Þz IBM SecureWay Policy DirectorC¹ÑH PDFµíúÑC

IBM SecureWay Policy Director Programming Guide and Reference

íúp≤¶g IBM SecureWay Policy Director{íC¹ÑH PDF µí

úÑC

ú~ readme
¹ΩT¼b¹ Web ⌠}úoGwww.ibm.com/software/security/policy

SecureWay Boundary Server
HUÑyíú SecureWay Boundary Serverº¸≤ú~BΣ≥»nDÎªÌºíº

¼ÊC

IBM SecureWay Boundary Server for Windows NT and AIX: Up and Running

íú SecureWay Boundary Serveŗ≤ú~ºw»ÑyC

U`íú SecureWay Boundary Serveŗ≤ú~Hþºσ≤C

IBM SecureWay Firewall
Ò³ IBM Firewall σ≤íHn»úÑCIBM Firewall úÑUCσ≤G
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IBM SecureWay Firewall for AIX User’s Guide

wËÎ]m IBM SecureWay Firewall for Windows NTºⁿÜC
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IBM SecureWay Firewall Problem Determination Guide for Windows NT and AIX
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KJI
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Tivoli Cross-Site for Security
Tivoli Cross-Site for Security,©» 1.1 H .pdf µíúÑUCσ≤G

Tivoli Cross-Site for Security Installation

¹σ≤úÑwË@~ºúÓ≥»nDÃÞÉzgLC@ÓwËBJC

Tivoli Cross-Site for Security User’s Guide

¹σ≤úÑú~º[BÏÎD±xÎ⌡µ@~ºⁿÜBÑÒΩÆ]pⁿO

µ¶±^BtmÉÎWⁿÑÀCziHqú~ CD-ROM Wsú¹σ≤C

Norton AntiVirus
Norton AntiVirus]A FirstSecureñΣ©ºUC¸≤σ≤CúF contents.txtÉ×

~AÒ³σ≤b Norton AntiVirus CDWúOH PDF µíúÑC contents.txtÉ

bú~ CD WO ASCII µíC

Norton AntiVirus Solution Release 3.04 CD σ≤ºe
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Emergency Rescue Disk creation
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°A¹ÑMΦ×:
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ÐÑ\ú~ CD Wº \docs\admin\navnts50.pdfC

Norton AntiVirus for NetWare User’s Guide
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Norton AntiVirus for Lotus Notes Installation Guide
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Norton AntiVirus for Lotus Notes Installation Guide

ÐÑ\ú~ CD Wº \docs\NAVNOTES\NAVNOTES.pdfC

Norton AntiVirus for OS/2 Lotus Notes Installation Guide

ÐÑ\ú~ CD Wº \docs\NOTESOS2\NOTESOS2.pdfC
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Norton AntiVirus for Firewalls Administrator’s Guide
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αWÞz{íÑMΦ×:
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ÐÑ\ú~ CD Wº \docs\navwks\nav4dusr.pdfC

Norton AntiVirus Reference Guide for Windows 3.1/DOS
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Norton AntiVirus for Windows 95/98 User’s Guide
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Norton AntiVirus for Windows 95/98 Reference Guide
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v IBM SecureWay Boundary Server for Windows NT and AIX: Up and Running
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Austin, TX 78758
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WzΩÆºúo³ΣSϕn≤AbYÇípU²·IOΦoÏÎC

IBM ≥≤ùΦºuIBM ÈßXùvBuIBM ΩÚ{íÂvXùv]Î⌠≤PÑX

ù^°ÚAúÑ»ΩTñÒzºÂv{íPΣÒ³AÎºÂvΩÆC

oÌúìº⌠≤ÊαΩÆí¡wb@±ε⌠ÒUC]¹qΣªÞ@⌠ÒÒúoº

²GiαtºÜjCÚÌiαw∩oih¸tÎÄúYÇ¹IA²úOÒoÇ¹

IP@δ{³ºtÎÛPCAÌAYÇ¹IiαOÀ_ÓÓAPΩÚ²Giα³

ºC »σ≤ºÎß³dÒÒÝ⌠ÒO_AÎoÇΩÆC

÷≤D IBM ú~ºΩÆOÓÛÓú~Ñ³ÓB½}íúÎΣª½}Ó½C IBM Ã

¼úÕºÇú~AÒHLkT{ÊαÇT×BÛeÊÎ⌠≤ΣªPD IBM ú~³

÷ºÁßC³÷D IBM ú~ºÊαÝD³½µóßÓú~Ñ³ÓC

Ò³÷≤ IBM ¼ÓºΦVÎ°Ïiα¼gq¾wµ×¿ÎM^AÈNϕØÐMΦ

wC

Ò³CXº IBM ùµuO IBM ØeºØ³ΓùAiα¼gq¾wµÜ≤CgP

Óºùµiα³ÒtºC

»ΩTuÑWººÎCbµIÒíúºú~ºeA¹BÒúÑºΩT³iα∩

ÜC

ÓÐ

UCⁿJO International Business Machines½qbⁿΩMΣLΩaºÓÐG

AIX

AIX/6000

DB2

DB2 Universal Database

eNetwork

Global Sign-On
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JavaÎÒ³M JavaÛ÷ºÓÐPÐxAO Sun Microsystems, Inc.bⁿΩMΣL
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WⁿÑÀ

¹WⁿÑÀwq»ÑÏÎºNyÎYgñAi

αOsWⁿÎziα|P³ìºú`úNyC

ª]AÓÛUCÑyºNyÎwqG

v IBM Dict ionary of ComputingANew

YorkGMcGraw-HillA1994C

v The American National Standard Dictionary for

I n f o r m a t i o n S y s t e m sA A N S I

X3.172-1990AAmerican National Standards

Institute (ANSI)A1990C

v The Answers to Frequently Asked Questions,

Version 3.0, California: RSA Data Security,

Inc., 1996.

.

|º

úi_{Ê]non-repudiation ^. ÏÎÆìpK≈
_Ó×Kσ≤º±WÌù~aÚ´±WªC

ºeLo]Content filtering ^. Ñ}ÇΘ½≤¬ú
ΣºeAHP_ÓÇΘO_ÅXSwººeÐÇC

½}≈_]public key ^. b½}/pK≈_∩ñA

i²ΣLHÏÎº≈_C¹≈_iNµ÷ÉVÜ≈

_ºÖ³ÌÎτÒÆì±¹CH½}≈_[KºΩ

ÆuαH∩³ºpK≈_ÑKCτÐÑ\½}/pK

≈_∩C

½}/pK≈_∩]public/private key pair ^. ½
}/pKt∩≈_O≈_t∩[KkºÀ]Ñ Diffie

Î Hellmanb 1976~ÒúAÎÓÑM≈_ÞzÝ

D^º@í≈CbªÌººÀñAC@ÓH|úo

@∩≈_AΣñ@ÓÙ°½}≈_AÓt@ÓÙ°

pK≈_CϕpK≈_OKÉAhC@ÓHº½}

≈_úO½}ºCÇeÌÎµ¼ÌúÝn@Î≈K

ΩTGÒ³qHuoAì½}≈_AÓpK≈_Ã

·ú|ÇΘÎ@ÎC Ûû≤ÑÑÎ¬KAªúAÝ

nÛHYÇqHWDOwþºCß@º≥»nDO

½}≈_²·Hiaº]gL²w^Φk]ÒpA

±biaºØ²ñ^AØßMΣÏÎÌº÷pC⌠

≤@ÓHúiÏÎ½ÎΩTAÓÇe≈KºTºC

úLATºuαÏÎu³µⁿÌÖ³ºpK≈_Ñ

KC]¹A≈_t∩[KkúÈiÎbΩÆ⌠p

][K^WA]iÎb¡≈τÒ]Æì±¹^WC

À²ípΓ⌠Ò]Dis t r ibu ted Comput ing
Environment ADCE^. @ÇAÈÎuπAΣ©b
ºΦpΓ⌠ÒñØßBÏÎÎû@À²í³Î{

íC

ß⌡]heartbeat^. qYÓ{íÜÞz{íº@Ø
qHAΣØºOnT{íÊFÓ{í«bq¾Þz

{íª´b@ÎñA¿b⌡µΣ@~C

¡º

DΘ]principal ^. b DCE ñAizL DCE w

þ≈εPΣªΩΘiµwþqHºΩΘCDΘiH

OÏÎÌB°A¹ÎqúC

Nz{í]agent^. b Tivoli Cross-Site for

Securityñº@Ó¼z¼ IP Ê]Ê°{íAibú

Pº⌠⌠h¸ËdÊ]O_³ú¿`ípAÃBl

ÜwØßsuº¼APÎpÈC

[K]encrypt ^. NΩTÃÆÆAÏou³¾DA
ϕÑKrXÌiHzLÑK{ÇúoìlΩTC

¿°µu]macro bomb ^. @ÕxsºⁿO¶

ÇAÇe¹ΣLÏÎÌy¿ú}²GC

»º

°~º⌠⌠]intranet ^. °~ºíº⌠⌠Aq`ì
≤¾⌡≡ºCªO⌠Ú⌠⌠ºlÍ⌠⌠AÏÎM⌠

Ú⌠⌠ÛⁿºÞNCNÞNWÓÑA°~º⌠⌠u
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O⌠Ú⌠⌠ºµùCHTML]ÎÓHÏÎΦíπÜ

ΩTºqúyÑ^Î HTTP]b⌠Ú⌠⌠W¾ÊW»

σÉ×ºqH≤w^OΣñºí≈@PIC

°~~⌠⌠]extranet^. ªO⌠Ú⌠⌠ºlÍ⌠

⌠AÏÎþⁿºÞNC\h½qú}l³Î Webo

GBqlÓÈBTºÇΘÎsÕnΘΦíAXj∩

ÈßB≤OtÓÎºíûuº¼Êd≥C

sú±εCÜ]access control list ^. @ØÎÓ
¡εSwΩ½uα¹≥ÂvºÏÎÌÏÎº≈εC

sú±ε]Access control ^. bqúwþtÎ

ñATwqútÎWºΩ½uαÑ≥ÂvºÏÎÌ

HÂvºΦísúºBz{ÇC

wþ S o c k e t h¸]S e c u r e S o c k e t s
LayerBSSL^. (1) @Ø IETF ÐÇqHºqH≤

wAπ³ºØºwþÊAÈAÃB¿iα∩@δÏ

ÎÌzúÆCªúÑÆìÆºwþqHqDC (2) Ò

Î SSLº°A¹q`qMÐÇ HTTPnDúPºs

µ≡µⁿ SSL sunDC SSL ØßºÑq@~

ñAuÝniµ@¸µñÊ@Cbµñ¹¿ºßA

qHYQ[KCTº¹πÊËd|@½~≥ì SSL

Ñq@~LÁ°εC

Cº

°A¹]server^. (1) b⌠⌠ñúÑ≈α¹ΣLu

@¸]ÒpAÉ×°A¹^ºΩÆu@¸C (2) b

TCP/IPñAⁿ⌠⌠ñtdBzt@Ó¸xºtÎn

DºtÎAÙ°Dq[cC

¡≈τÒ]authentication ^. ÎHMwqHΦº¡
≈ºia{ÇC

¾⌡≡]firewall ^. @MtÎÎtÎÕXAibú
P⌠⌠ºíΩIÉ¡ÀjC

Kº

Æ≤]incident ^. b Tivoli Cross-Site for Security

ñAiαOnIºtÎº@ØiÃíÊC

½≤ÓÐÀtÞztÎ]object request broker ^.
b½≤ÉV{í]pñA@°ñ¶¡≈º⌠Ãín

ΘAÏ½≤iHµ½nDP^³C

Eº

OIw]vault^. OIwÏÎ[KΦíO@ΩTú
P¬S¹¼≥ÂvÌAptÎÞzÌÎΣªOIw

ºÖ³ÌCªPÉ]ÏÎÆì±¹Φíw¾ⁿ½

∩AÎHÆìÌÒO@Múú∩HqHÉºwþ

ÊC¹~]ÏÎ[KB±¹ÎÌÒwþaÇΘΩT

ÜΣªOIwC

ÅiWÙxsÏ]namespace^. MØ²Û÷Ai
²ÏÎÌsúº~íWÙ²cC

Q@º

`n{í]daemon^. b AIX ñ@Øù≥sbA

ÑÔ°AnDº{íC

qÝ¸]Client^. (1) @Ø\αµ¸Aiq°A¹

úo@ÎºAÈC (2) ∩ΣªqúÎ{ínDAÈº

qúÎ{íC

Âv]Authorization ^. MwÏÎÌi⌡µþÇí
Êþ¼ºBz{ÇCÂvBzq`|b¡≈τÒº

ßoÍC

qÎΩ½ⁿì¹]Universal Resource Locator ^.
þyΩT⌠qHñÏÎºRWDÒAΣñº Web½

≤⌠||HAÈWÙ}YAµUÓOÕ´WÙB⌠

|ÎÉWAÒpA

http://www.ibm.com/software/security/firstsecureC

qD]Channel^. H¹iµºÇeº⌠|C

QGº

ΩÀMÎ⌠⌠]virtual private network ^. @Ø

ÄÎ⌠Ú⌠⌠ÓDqÜuÓØß·ÝsuºMÎΩ

Æ⌠⌠CÑ≤ÏÎÌOzLu⌠Ú⌠⌠AÈúÑ

Ìv]ISP̂ Ósú°~⌠⌠Ω½AÓúOzLqÜ

½qA]¹Õ´iHjTaεÖ·Ýsúº¿»C
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VPN ]α[jΩÆµ½ºwþÊC bÇÎº¾⌡≡

ÞNñATººeiH[KA²OÓ½ÎØºaì

}húαCb VPN ÞNñAÏÎÌiHØßqDs

uAΣñºπÓΩTÊ]]ºeÎÐY^úO[K

PÊËºC

QTº

ÇΘ±εqH≤w /⌠Ú⌠⌠qH≤w
]Transmission Control Protocol/Internet
Protocol ^. @ÕΣ©ÏìÎsì⌠⌠º∩Ñís

²Ê\αºqH≤wC

hD]gateway^. @MtÎAi²úÛeº⌠⌠Î
³Î{í¼¹qHC

qlÓÈ]e-commerce ^. BzÓ~µ÷C]Ab
⌠Ú⌠⌠WÊRÎPΓ½~PAÈ]∩H°ÈßB

Ñ³ÓBtÓÑ^CªOqlÓ~ºDn¸ÀC

qlÓ~ (e-business). zL⌠⌠ÎqúiµÓ~

µ÷C]AÊRMPΓf~PAÈA]]AgÑÆ

ìqHºαbC

qúbÈ]hacker^. ÁÕsú»¡¼úoAϕÂ
vº≈¹ÎtÎºqúÏÎÌCqúbÈq`bS

³\ivºípUÕÏÏÎqúΩ½C

q⌠hhD]Circuit-level gateway ^. b¾⌡≡
tÎñANqÝ¸nDzL¾⌡≡½sÉVÜÝn

º°A¹º proxy °A¹C

Q|º

Ω@AÈ]Implementation Services ^. Ñ IBM

úÑº{⌡wËΣ©C

δF]wizard^. ³Î{íñº@Ó∩ÜAÏÎv

BíⁿÜAⁿÞÏÎÌqLSwº@~C

⌠}Lo]network address filtering ^. Ëdi
JÎeXqll≤ºì}AτÒµⁿÌÎÇeÌO

_iαµ¼ºBz{ÇC

⌠Ú⌠⌠]Internet^. @ÉÊº⌠⌠°¿AúÑq
úºíºqlsuCªi²qúgÑnΘËm]p

qll≤Î Webs²¹^¼¹qHCÒpAYÇj

Ç|Õπ³⌠⌠tÎAoÇ⌠⌠tÎì²ΣLþⁿ

º⌠⌠AYÎ¿⌠Ú⌠⌠C

´ËÆØ²súqT≤w]Lightweight Directory
Access Protocol ^. b IBM SecureWay Directory

ñALDAP úÑΦkAib@Ó°ñìmû@Ø²Ω

TA⌡µxsB≤sB^úÎµ½@~C

·Ý{ÇIs]remote procedure call ^. (1) q

Ý¸ÎÓV°A¹nD⌡µ@µ{ÇIsº≈αC

¹≈α]A@ÓÉ×w{ÇÎÎ@Ó~íΩÆϕ

ÜC (2) qÝ¸nDÇeÜìbΣª`IºAÈúÑ

ÌC

Q¡º

fÖlÜ]audit trail ^. @ØÞΦ⌠|ÎíºΩ

ÆAì²@tCºÆ≤¶ÇCfÖlÜiÎÓlÜ

µ÷Î¹wíÊºú{CÒpAªilÜÈßbß

ñºíÊC

ÆìíÌÒ]Digital certificate ^. Ñπ½HOº
ÄTÌ±o¹ÓHÎΩΘºqlíÒúCÌÒ]t

ªÒÒúºΩΘΩTC

Q»º

ÌÒÞzñß]certificate authority ^. @ÓΩ

ΘBnΘ³Î{íÎHûAtdϕ`Õ´ºwþF

ªÃÀúÌÒµíºwþql¡≈ÑOCÌÒÞz

ñßtdBz³÷±oB½qPoεÌÒnDC

πXí}o⌠Ò] integrated development
environment ^. Ñ³Î{í}oÏÎº{íAi²
zÎÓ¶g³Î{íXBHúPÃ_I⌡µÃBú

o{íù~E_≤UC

≈Ê{íX]mobile code ^. ³÷bΓa¼qú

W⌡µºpΓAΣÏÎÌ°g`bhÓìmºí¾

ÊÃBÏÎúPþ¼º⌠⌠sµ]ÒpA·¹íB

LAN ÎLuq^C
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QCº

³Î{í¶±]application program interface ^.
@Ø\α¶±Ai²H¬ÑyÑg¿º³Î{íÏ

ÎSwº\αC

É×αeqH≤w] F i l e T r a n s f e r
Protocol AFTP^. ⌠Ú⌠⌠ñº@ØDq[cqH
≤wAiÎÓbqúºíαeÉ×C

A

ACL. sú±εCÜC

ActiveX. b Microsoft {í]pñA@Õ½≤ÉV

ºÞNÎNyC

Apache °A¹]Apache server ^. @ÕiÑÛ
ÑúÎº Web °A¹nΘC

API. ³Î{í]p¶±C

Applet. H Java¶gºqú{íAbM JavaÛe

ºs²¹W⌡µAp Netscape NavigatorCτÙ°

Java AppletC

B

Bloodhound. b Norton AntiVirus ñAlÜfr

º¸≤C

C

cell. b DCE ñºÏÎÌBtÎÎΩ½sÕAq`

π³@PºØºAÃB@ÎwþBÞzÎRWÉ

¡C Cell ñ]t@Î@Ó@PØººÏÎÌB≈¹

ÎΩ½AªÌ∩¼¹ºH⌠h¸¬≤∩ Cell H~º

ΣªÏÎÌB≈¹ÎΩ½C

Cell Ø²AÈ]Cell directory service ACDS^.
À²ípΓ⌠Ò ]DCÊ º@Ó¸≤AtdÞzb

DCE cell ñ³÷Ω½ºΩTΩÆwC

D

DCE. À²ípΓ⌠Ò ]DCÊ C

I

IDE. πXí}o⌠ÒC

IPSec. Ñ IETF oiº@Mu⌠Ú⌠⌠qH≤ww

þvÐÇC IPSecO⌠⌠hqH≤wAΣ]pØÐ

OnúÑKXÆºwþAÈAiuÊaΣ©¡≈τ

ÒB¹πÊBsú±εÎOÑÕXCÑ≤ΣÑjº

²OSÊA¹ú~wQ\h VPN ú~ºÑ³ÓÄÎ

@°Øß⌠Ú⌠⌠WwþºI∩IsuºqH≤

wC

ISV. WßnΘÑ³ÓC

J

Java. Ñ Sun Microsystems½qÒoiº@ÕiP

³⌠⌠A¼w∩Sw¡xºqúÞNCJava⌠ÒO

Ñ Java OSBúP¡xºuΩÀ≈¹vB½≤ÉVº

Java{í]pyÑAÎÆÓþO{íwÒÕ¿C

JavaScript. @Øþⁿ Javaº script yÑAÑ

NetscapeoiAb Netscapes²¹ñÏÎC

K

Kerberos. @Ø²wnDqúºAÈºwþΦkC

KerberosOÑÂÙzuÇ|º Athena Projectoi

XÓºCbÆ¾½ÜñAKerberosOu@ß²º@°

TY»C KerberostÎi²ÏÎÌV²OBz{Ç

nD[KºqµÒA¹qµÒµÛiÎÓV°A¹

nDSwºAÈCÏÎÌºKXÃúÝnzL⌠⌠

Ç¼C

L

LDAP. þσ° uLightweight Directory Access

ProtocolvANⁿu´ËÆØ²súqT≤wvC
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M

MPEG. Ñu¾ÊÏ³MÎsÕv}oºÐÇAÎ

ÓúYÎxsÆìÎíºv³ÊePÊeC

O

OEM. e½syNuC

P

plug-in. i@° Web s²¹º@í≈ÏÎº{

íC

Proxy °A¹]proxy server ^. ¶≤nDsúº
qú]A^PQsúºqú ]B^ ºíºñ~¸C

]¹ApG@δÏÎÌVqú A nDΩ½AhoÓ

nD|ÉVì Proxy°A¹C Proxy°A¹|úX

ÓnDAÃqqú B úo^³ßAAN^³α¼¹

@δÏÎÌC Proxy °A¹³U≤q¾⌡≡ºsú

þyΩT⌠C

R

RPC. b DCE ñAⁿ·Ý{ÇIsC

S

SecurID O¹]SecurID token ^. ÓÛ Security

Dynamicsº ACE/Server²OΦkA]A@ÓÏÎ

Ì ID Î@Ó SecurIDO¹Cϕzb·ÝnJÉA

|q SecurIDO¹úozºKXCKXC 60 ϕ|

Ü≤@¸ÃBuαÏÎ@¸C]¹YÏ³Hb}±

í⌠⌠WIúzºKXAÓKX]úα@°B~Ï

ÎC

sock °A¹]socks server ^. @Óq⌠hhDA
bDwþ⌠⌠ñAúÑwþºµVsuAzL¾⌡

≡Ü°A¹³Î{íC

SOCKS qH≤w]SOCKS protocol ^. i²ì

bwþ⌠⌠ñº³Î{ízL¾⌡≡gÑ sock°A

¹iµqHºqH≤wC

spam. DgÐDqlºl≤Aq`|Çe¹hìµ

¼ÌC

T

T C P / I P . þσ°uT r a n s m i s s i o n C o n t r o l

Protocol/Internet ProtocolvANⁿuÇΘ±εqT≤

w/InternetqT≤wvC

telnet. b⌠Ú⌠⌠qH≤wÕñAúÑ·Ý×Ý≈

suAÈºqH≤wC¹qH≤w²YDqúWº

ÏÎÌinJ·ÝDqúAÃBΣ¼ÊΦípPO

ÓDqúº½µsµ×Ý≈ÏÎÌC

U

URL. qÎΩ½ⁿì¹C

V

VPN. þσ°uVirtual Private NetworkvANⁿuΩ

ÀMÎ⌠⌠vC

W

Web °A¹]Web server^. @Ø°A¹{íA
td^³s²¹{íúXºΩTΩ½nDC

Web ½≤]Web object ^. izL Web s²¹

ÏÎºΩÆCWeb ½≤iHO⌠¶B⌠¶º@í

≈BÉ×Bv³BØ²BCGI {íÎ Java appletC

Web ³Î{í]Web application ^. ]pØÐ°
zLþyΩT⌠súº³Î{íC

Web s²¹]Web browser ^. bαW¼ PCW

⌡µºqÝ¸nΘAi²ÏÎÌs²uþyΩT

⌠vÎ»Ý¶±CªO@Ó^úuπAiúÑ∩

Web Î InternetWiÎºjqWCΘΩÆ°Xiµ

sxºsúCdÒp Netscape NavigatorÎ Microsoft

Internet ExplorerCτÐÑ\°A¹C

worm. @Ø³`BºqúfrC
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X

X.509. @ØQsxµⁿºÌÒÐÇAΣ]pØÐ«
bΣ©wþÞzAÎ≤Vwþ⌠Ú⌠⌠ÀegÆì

Φí±¹º PKI ÌÒC X.509ÌÒwqΩÆ²cA

ΣñÇJÎÓÀeÑπ½HOºÄTÌAHÆìí

±Wº½}≈_{ÇC

Sϕr¸

IntraVerse °A¹]ItraVerse server ^. b

IntraVerseñAìb⌠⌠Wº@MtÎAΣñ]t

IntraVerse°A¹nΘÃBiMb NetSEATqÝ¸

nΘW⌡µºÒ³DqútÎqHC IntraVerse°A

¹Oⁿ⌡µú~Û÷{íº@MtÎÎtÎÕXC
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