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Policy DirectorO";-ejF#<WhNf4HJkbNG9# Policy

Director O"O}*K,67F$k$sHiMCHH(/9HiMCHeK8

_9k Web j=<9KD$F"*<VN;-ejF#<NvDHI}rs!

7^9# Policy DirectorO"'Z"vD"G<?&;-ejF#<"*hSj
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=<9I}rs!7^9# Policy Directorr8`N$s?<MCH&Y<9N

"Wj1<7gsHloKHQ9kH"]n5l"I}NT-O$?$sHi

MCHr=[G-^9# Policy DirectorKO"J<NbN,^^l^9#

v ;-ejF#<&5<S9

v I}3s=<k

v I}5<P<

v ;-ejF#<&^M<8c< (NetSEAL *hS WebSEAL)

v NetSEAT/i$"sH

v G#l/Hj<&5<S9&Vm<+<

v vD5<P< (h0T"Wj1<7gs&5]<H)

Policy DirectorO"Windows NT"AIX"*hS SolarisGBT5l^9#

Policy DirectorKD$FNhj\YJb@O"35Z<8NXh5O MCHo<

/K*1k Policy DirectorNWhYr2H7F/@5$#

SecureWay Boundary Server

SecureWay Boundary Server=JO"Web Y<9N e-business"Wj1<7g

sKP9k"N'"I}"*hSU$=Ors!7^9#;-e"-&,I3

KGb (;QtgHMvtgJINtgNV"\RMCHo</Hjb<H&

*U#9NV"RbMCHo</H$s?<MCHNV"RbN Web "Wj

1<7gsH\RNV"*hSRbMCHo</HS8M9&Q<HJ<NV)

,WG9#,ZJ-&;-ejF#<r#.9k?aKO"=NMCHo</

r"/;9G-kMH"MCHo</KP~j9kpsHN>}r)f9k,

W,"j^9#

\aGO"SecureWay Boundary ServerNH_)FVmC/KD$Fb@7^

9#WhH}gNM8v`KD$FO"63Z<8NXh12O SecureWay

Boundary ServerNWoH$s9H<kNmU@Yr2H7F/@5$#

IBM SecureWay Firewall
IBM SecureWay FirewallO"IBM Firewall HbFPl"$s?<MCHHNV

N9YFNL.r)f9k3HKhCF"B4J";-e" e-businessrD=

K7^9# IBM Firewall O"b$lYkN;-ejF#<H@p-N>}r

?(k" 3 DNEWJU!$"&)<k (U#k?<h}"Wm-7<"*h

S5<-CH&lYk&2<H&'$) rs!7^9#
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ACE/Server
Security DynamicN ACE/ServerKO"SecurIDH</s (2 f<6<&i$;

s9*hS 2 H</s) ,^^lF$^9# ACE/ServerO"IBM SecureWay

Firewall KP7F"I}Tm0*sH>[d_V (VPN) \3rIC7^9#

MIMEsweeper for IBM SecureWay jj<9 2
Content TechnologyN MIMEsweeperKO"$s?<MCH&;-ejF#<

N?aN=.WG,^^lF$^9# MAILsweeperO"ERa<kr!:7

F"!)ps, e-business+iPF$+J$3H"*hSvD5lJ$ERa

<k,~CF3J$3HrN'7^9#

WEBsweeperO"u>7J$ Web G<?,S8M9K~j~^J$h&]}

7^9#3N=JO"vD5l? Java"WlCH"BTD=3<I"^?O

Web 5$H+iN_"G<?r9-cs7Fu1~l^9#

SurfinGate
Finjan Software Ltd.N SurfinGateO"e-businessN?aNbP$k&3<IN

;-ejF#<&=je<7gsG9#bP$k&3<IO"=_GO"$s

HiMCHN0t+i e-businessK"+0*+Djo*K7P7P~CF/k

NG"U!$"&)<khjbbYK]n9k,W,"j^9# SurfinGate

O"MCHo</r Java"ActiveX"*hS JavaScript3<I+iNOC-s

0+i]n7^9#3N=JO"(UN"kOC-s0r1L7F"MCHo

</K/~9k0K"EWJj=<9+is61kh&K7^9#3N=J

O"?o7$G<?r!:7F"=lru1~lk0KV%7^9#

Intrusion Immunity

Intrusion ImmunityO"kHGN!PH]nN?aN=JH$&AG"V]ZW

rs!7^9# Intrusion ImmunityNWoKD$FO"71Z<8NXh13O

Intrusion ImmunityNWoH$s9H<kNmU@Yr2H7F/@5$#

Intrusion ImmunityKO"Tivoli Cross-Site for SecurityH Norton AntiVirus ,

^^l^9#

Tivoli Cross-Site for Security
Tivoli Cross-Site for SecurityO"OC-s0Nm1-N"k79F`KP9

k"T!/~N!Prs!7^9# Tivoli Cross-Site for SecurityrHQ9l

P"J<N3H,D=KJj^9#

v MCHo</K Cross-Site for Security(<8'sHr$s9H<k7F"

?o7$djr Cross-Site for SecurityI}5<P<Ksp9k#

v "i+8ajA5l?+9?`&l]<HG"T!/~NG<?r+k#
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v vD5lF$J$"?o7$h0rj"k?$`K!P7Fm0K-?9

k#

v ;-ejF#<&(<8'sHrAe<Ks07F"6N"i<`Nstr

:i9#

Norton AntiVirus
Symantec CorporationN=JG"k Norton AntiVirus O"$&GbhJ*J"

sA&#k9N=UH&'"=JG9# Norton AntiVirus O"PC/0i&s

IGoKBT7F"&#k9+i3sTe<?<rB4KikNrgu7^

9#&#k9O"ERa<kN:U"ActiveX 3sHm<k" Java"WlC

H"$s?<MCHN@&sm<I"G#91CH"=UH&'" CD"^?

OMCHo</rL7Fwil?U!$k+i~CF/kD=-,"j^9#

Norton AntiVirus rHQ9lP"&#k9K6w7?U!$krV%9k3H

,G-^9# Norton AntiVirus r=.7F"975l?&#k9*hS77/

/+5l?&#k9r+0*KLN5;k3H,G-^9#

Public Key Infrastructure

IBM FirstSecureO"IBM SecureWay Trust Authorityrs!9k3HKhC

F"EfHj_`n-KD$FN Public Key Infrastructure (PKI)8`r5]<

H7^9#

SecureWay Trust AuthorityO"G#8?kZ@qN/T"97"*hShjC

7r5]<H9k;-ejF#<&=je<7gsG9#3liNZ@qO-

OON$s?<MCH&"Wj1<7gsGHQ9k3H,G-"f<6<r

'Z7".j5lkL.rN]9kjJrs!7^9# Trust AuthorityO"

Internet Engineering Task Force(IETF) N Public Key Infrastructure(PKI)

Working GroupNEMKpE$F7^9#3N=JKO"J<NbN,^^l

^9#

v IBM AIX *hS Microsoft Windows NT5<P<N5]<H

v P?I (RA)

v 'ZI (CA)

v Z@qrWa7"/T5l?Z@qrI}9k?aNf<6<&$s?<U

'<9

v }g5l? IBM SecureWay Directory

v F: 5V79F`

v SecureWay 4758Ef3Wm;C5<N5]<H

v 9^<H&+<I N5]<H
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3N$sUi9Hi/Ac<O"04JZ@qNi$U&5$/k (P?HG

iNZ@"-<&Z"N97"Z@qN97"Z@qHZ@qhjC7j9H

N/T"*hSZ@qhjC7) r5]<H7^9#\7/O"79Z<8N

Xh14O Public Key InfrastructureNWoH$s9H<kNmU@Yr2H7

F/@5$#

Toolbox

FirstSecure ToolboxO"1 HN;-ejF#<H;-ejF#<X"ND<k

-CHG"j" FirstSecureNgWJ=.WGNltG"k+"^?O=liH

j_`n,D=JbNG9#D<k-CHO"J<N3HrT&NKr)A^

9#

v "Wj1<7gsr FirstSecureK}g9k#

v FirstSecurerHQ9k=je<7gs*hS"Wj1<7gsr+9?^$

:9k#

v FirstSecurerxQ9k ISV *hS OEM "Wj1<7gsrn.9k#

FirstSecure ToolboxD<k-CH API O"J<N;-ejF#<!=r5]<

H7^9#

v vD5<S9

v Z@*hSI}5<S9

v G#l/Hj<&5<S9

v ;-e"&=1CH&l$d<&WmH3k&5<S9

v KeyWorksEf*hSHi9HI}5<S9

– IBM Key Recovery Service Provider 1.1.3.0 API# IBM Key Recovery

Service ProviderKhj"Ef=5l?psNs|,D=KJj^9#

– IBM Key Recovery Server 1.1.3.0#IBM Key Recovery Server 1.1.3.0O 1

DN"Wj1<7gsG"j"vD5l?Wa,"kH"-<,HQT=

KJk+":olk+"^?O;}ru1?H-K"Ef=5l?psr

s|9k3H,G-^9#

3liN 2 DND<k-CHO";-ejF#<&WmP$@<,D<

k-CHKWi0$s9k?aKHQG-k8`$s?<U'<9@1G

J/""Wj1<7gs,EWJ;-ejF#<&5<S9r/09k?

aKHQG-k8`$s?<U'<9rs!7^9#8`$s?<U'<

9O"&LG<?&;-ejF#<&"<-F/Ac< (CDSA) KpE

$F$^9#3liND<k-CHO"Windows NT"Solaris"*hS

AIX GHQD=G9#
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Implementation Services

FirstSecure Implementation ServicesrHQ9lP"e-businessG"FirstSecurer

.d+K"+Dz(*K)Ae2F"BT9k3H,G-^9#3liNLA

bKJC?5<S9O"IBM KhCFs!5l"P3N"k3s5k?sH&

A<`KhCFB\5l^9# FirstSecure Implementation ServicesKO"

FirstSecure Implementation WorkshopH=JlYkN QuickStart$s9H<

k&5<S9,^^lF$^9# IBM GO"f<6<ND9ND-Kgo;

F+9?^$:5l?" FirstSecure79F`}g5<S9rs!9k3HbG

-^9#

3NpsHAJ*W7gsKD$FO"IBM 4vwKd$go;F/@5$#

h1O FirstSecureHO?+ 9
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h2O jj<9 2 N7!=

jj<9 2 GO"IBM SecureWay FirstSecure=JNWhH$s9H<kr1

c=7F$^9#D9N=J,5iK}g5l"=J,IC5lF*j"I}

H)f,hj8f=5lF$^9#

Policy Director

Policy DirectorO"J<N!=/=,TolF$^9#

v f<6<H0k<WN/jGs7ckpsr]I9k?aN IBM SecureWay

Directory N5]<H#

v Open Group+iNvD API EMNG797#

v Policy DirectorI}3s=<krHQ7?"IBM Firewall Wm-7<&f<

6<&/jGs7ckNjAHT8N!=#

v 0t'Z5<S9NHQr5]<H9k Policy Director/jGs7ckh@

5<S9 (CAS)#

v 77$ Policy Director/jGs7ckh@5<S9rHQ7?"/i$"s

H&NZ@qY<9'ZKP9k5]<H#

v WebSEALH Policy Director CASVN Interface Definition Language (IDL)

$s?<U'<9rHQ7?"+9?^$:5l?H+N/jGs7ckh

@5<S9rn.9k!=#^?"Policy DirectorO"Policy Director CAS

5<P<!= (O0"5<P<P?"70Jkh}JI) rh}9kFQ5

<P<&Ul<`o</bs!7^9#

v FQ;-ejF#<&5<S9 (GSS)HsMkAwKC(F";-e"&=

1CH&l$d< (SSL) HsMkAwa+K:`NHQN*r#

v m0$sHQ9o<I&]j7<rI}9k?aN"Policy DirectorI}3

s=<k^?O3^sIT$s?<U'<9NHQ#

v 1l5$s*s&f<6<"0k<W"*hSj=<9 (?<2CH) rI

}9k?aN"Policy DirectorI}3s=<k^?O3^sIT$s?<U

'<9NHQ#

v Web Y<9N1l5$s*s&?<2CH&Q9o<II}D<k#

v }g5l?$s9H<k&Wm;9#
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SecureWay Boundary Server

SecureWay Boundary ServerO"J<N!=/=,TolF$^9#

v SecureWay Boundary ServerH Policy DirectorNltN!=rloKkSU

1k"=. GUI#

v SecureWay Boundary ServerH Policy DirectorNltN!=rloKkSU

1k"77$=. TaskGuide#

AIX *hS NT G IBM SecureWay Firewall N7!=

IBM SecureWay Firewall (IBM FirewallHbFPlk) O"J<N!=/=,

TolF$^9#

;-e"&a<kNWm-7<NH%

IBM Firewall Secure Mail ProxyO"J<N77$!=,^^lkh&

!=/=5lF$^9#

v o+CF$k spam (BGa<k) /.T+iNaC;<8NVmC

/ (|0j9H) r^` spamI_"k4j:`"aC;<8NEv

-H~z=ON!: (u>7J$aC;<8rVmC/9k}!H7

FNilF$k)"a<k&aC;<8N8hNtN=.D=B&"

aC;<8NGg5$:N=.D=B&

v /OJ'Za+K:`N}gr^`>NI_5]<H

v SNMP HiCW&5]<H*hS MADMAN MIB N5]<H

v U!$"&)<kHI_NVNaC;<8rQ.\J/IW9k?

aN!=r^`aC;<8IW

Socks WmH3kNP<8gs 5 N!=/=

SocksWmH3kNP<8gs 5 O"f<6<>HQ9o<IN'Z

(UNPW)"Acls8 / ~z'Z (CRAM)"*hS'ZWi0$sr^

`h&"CW0l<I5l^7?#

m0-?O"m0&aC;<8N/i9,1H"m0&lYkNXjK

D$F"f<6<,5iK)fG-kh&!=/=5lF$^9#

HTTP Wm-7<

IBM SecureWay FirewallO"IBM Web Traffic Express (WTE)=JK

pE$?"04uwN HTTP Wm-7<rs!7^9# HTTP Wm-

7<O"IBM Firewall rL7?Vi&6<Warz(*Kh}9kb

NG"j"Web NVi&:N?aN socks5<P<,,WJ/Jj^

9#f<6<O"btMCHo</N;-ejF#<r;J&3HJ

12 FirstSecureWh*hS}gNjz-



/"7+b HTTP Wm-7<r3~9k?aK/i$"sHD-rQ

99k3HJ/"$s?<MCHeNXxJpsK"/;99k3H,

G-^9#

jb<H&"/;9&5<S9

Windows NTjb<H&"/;9&5<S9 (RAS) O"2 O@VWm

H3k (PPP)rHQ7F"@$dkFSP7"ISDN"^?O X.25 ^

Nrp7?MCHo</\3rs!7^9# NDISWAN OMCHo<

-s0&Ii$P<N 1 DG"j"RAS NltH7Fs!5l"<t

N PPPG<?r`wN$<5MCH LAN G<?KQ97^9#

AIX KP9k IBM SecureWay Firewall N!=/=
AIX GN IBM SecureWay FirewallO"?/NH%!=rs!7^9#

H% IPSec 5]<H

H% IPSec5]<HKO"77$XC@<N5]<H,^^lF$^

9#3lO^?"$/D+N IBM 5<P<Hk<?<Nj_`n"J

iSK77$XC@<r5]<H9k?/N IBM J0N VPN =JN

j_`nb5]<H7^9#

^kAWm;C5< (MP) 5]<H

U!$"&)<kNf<6<O"91<js0HQU)<^s9N~e

N?aK"RS/6000N^kAWm;C5<&U#<Ac<rhQ9k

3H,G-^9#

U#k?<N!=/=

=.G"QU)<^s9,~e7"@p-,}7^9#[Jk?$WN

U#k?<,'rI3K[V9k+r*r9k3HKhCF" IBM

SecureWay FirewallNQU)<^s9rAe<Ks09k3H,G-^

9#QY81O""k\3,HQ5l?strs!7^9#

MCHo</&"Il9NQ9

?P 1 N"Il9&^CTs0r5]<H7^9#3liN^CTs

0O"#tNbtN$P?^?OdQN"Il9+i"]<HVfrH

Q7?P?Q_N5,N"Il9KP7FT&bNG"G-N^CTs

0rn.7^9#

h2O jj<9 2 N7!= 13



;CH"CW&&#6<I

IBM Firewall Ni|=.rgu9k&#6<IG9#3N;CH"C

W&&#6<IrHQ9lP"IBM Firewall KX9k-OONN1r

}?J$f<6<Gb"$s9H<keK"p\=.r.d+K)Ae

2F"BT9k3H,G-^9#

Network Security Auditor

Network Security Auditor (NSA)O"MCHo</&5<P<*hS

IBM Firewall K";-ejF#<eN41jd=.(i<,J$+I

&+r!:7^9#3lO"hjb.G"/OKJj^7?#

MIMEsweeper for IBM SecureWay jj<9 2 N7!=

MAILsweeperN!=/=KO"J<NbN,"j^9#

v $d,i;df}Na<krVmC/7?j"qRr`&9kM,AM"k

G<?r}AP5J$h&]n9k?aK"-<HJklr9-cs9k

v e.9kTWJERa<krVmC/9k

v DM^?O0k<W,Xj5l??$WNU!$kru.^?Ow.9kN

rVmC/9k

v MCHo</N%grr1k?aK"U!$kr5$:4HKVmC/9k

+Yi;k

WEBsweeperN!=/=KO"J<NbN,"j^9#

v EvK5X8HWolkXj5l?5$H+iN>HwNL.rVmC/9

k

v HTML ^?OERa<k&"Il9rp7?8q*hS cookierp7?5

$Hps,"OC-s0G4-P5lkNrI_9kNrgu9k

SurfinGate N7!=

SurfinGateO"J<N!=/=,TolF$^9#

v JavaScriptNbFN!:

v EWJ$3r}DbNNQU)<^s9NFk

v ]j7<I}N/=

v U!$k>wWmH3k (FTP) H HTTPSWmH3kN5]<H

v U!$"&)<k HTTP Wm-7<HNWi0$s}g

v CjNBTU!$k,f<6<N3sTe<?<K@&sm<I5lkNr

VmC/9k!=
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Intrusion Immunity

Intrusion Immunity=JKO" Tivoli Cross-Site for Security,H_~^lkh

&KJj^7?#

Tivoli Cross-Site for Security N7!=

Tivoli Cross-Site for SecurityO"T!/~N!Prs!7^9#3lrHQ7

F"e-businessN04-KP9kMCHo</&OC-s0rFk9k3H,

G-^9#

Norton AntiVirus Solution Suite N7!=

Norton AntiVirus Solution Suitejj<9 3.0.4KO"J<N97Q_P<8g

s,^^lF$^9#

v Norton AntiVirus 5.02 (Windows 95/98*hS Windows NTo</9F<7

gsQ)

v Norton AntiVirus 5.02 (Windows NT5<P<Q)

v Norton AntiVirus (IBM OS/2 5.02Q)

v Norton AntiVirus OS/2 (Lotus Notes 2.0Q)

v Norton AntiVirus (Lotus Notes 2.0Q)

v Norton AntiVirus (Microsoft Exchange 1.5.2Q)

Public Key Infrastructure

Public Key Infrastructure=.WGO"Trust Authorityr^`h&KJj^7

?# Trust AuthorityO"J<NbN,^^l^9#

v Windows NTGJ1K$s9H<kG-kh&,$I9k$s9H<k&&

#6<I#

v 4758Ef+<IQNv0_j=.#3NpsrQ99k3H,G-^9#

v PC/0i&sI=.Wm0i`,+O9k0KG<?NEv-r!:9

k"=.&#6<I#

v (i<&aC;<8*hSl]<Hn.#

v *si$s8q (;CH"CW&&#6<I"Registration Authority

Desktop"*hS(sI&(sF#F#<&/i$"sH&"Wj1<7gs

KP9k3sF-9HM8NXkWr^`)#
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IBM SecureWay Toolbox

Toolbox O"J<N!=/=,TolF$^9#

v Policy Director API*hS8q#

v G#l/Hj<&5<S9 API#

v Public Key Infrastructure (PKIX) API*hS8q#

v IBM Key Recovery Server 1.1.3.0,"Toolbox NfKH_~^lkh&KJ

j^7?#3lO"QlGN_,HQD=G9#
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h2t ;-e" e-business MCHo</NWh

h 2 tGO";-e" e-businessMCHo</NWhKD$Fb@7^9#

J<NOGO"5?*J$s?<MCHNHiU#C/H;-ejF#<Nd

jKD$Fb@7"!K"e-businessMCHo</bG FirstSecure=J,IN

h&Kn09k+KD$Fb@7^9#

3NtKO"J<NO,^^lF$^9#

v 19Z<8NXh3O e-businessMCHo</N5WYGO"5?*J

e-businessMCHo</H"MCHo</bK8_9kf<6<"j=<

9"*hSPCNo`KD$Fb@7^9#4HQNMCHo</O"33

Gb@9kMCHo</hjbU#<Ac<,?$+^?O/J$lg,"

j^9,"18;-ejF#<eNdj,"j"18;-ejF#<]n,

,WG9#

v 31Z<8NXh4O e-businessMCHo</K*1k FirstSecureNWhYG

O"FirstSecure=JrMCHo</Kkg7^9#

v 35Z<8NXh5O MCHo</K*1k Policy DirectorNWhY

v 39Z<8NXh6O MCHo</K*1k SecureWay Boundary ServerNW

hY

v 45Z<8NXh7O MCHo</K*1k Intrusion ImmunityNWhY

v 51Z<8NXh8O MCHo</K*1k Public Key InfrastructureNW

hY
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h3O e-business MCHo</N5W

e-businessMCHo</O"j=<9 (G<?*hSG<?Y<9"f<6<"

\R"5Wi$d<"Wm0i^<"O<I&'""kHpsJI) +i=.

5lF$^9#J<K"3liN(j"rs2"I3K;-ejF#<,,W

+rb@7^9#

$s?<MCHO"#g7?n.*G9#G<?O"5<P<+i5<P<

X"*hSf<6<+if<6<XH>w5l^9,"=NQ9O"AwN?

SKQ95lk?a$jAG9#

$s?<MCHrL7FAw5lkS8M9&G<?O"=N>N9YFN$

s?<MCH&HiU#C/H.8jgCF$^9#3Nh&K7F"S8M

9KHCFEWJG<?,"I3+N5<P<rL7F"I3KGbO5lk

D=-,"j^9#^?"$:l+N$s?<MCH&f<6<,"3NkH

Nj=<9">Hw"*hSG<?K"/;97h&Hn_klg,"j^

9#D0J3HK"$s?<MCHO"5i"S8M9"*hSdZN?aN

g!*JHiU#C/@1GJ/"U^*G"klgH=&GJ$lgN>}

G"-Ur}C?HiU#C/bAw5l^9# 20Z<8N^1 O"$s?<

MCHNMRr(7?bNG"j"HiU#C/,">N9YFNMNHiU

#C/G$CQ$N$s?<MCHrp7FO5lF$^9#

FirstSecureO"+,NAwr>N9YFNHiU#C/H,%7F]n9kN

Kr)A^9#
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3Nh&JuVN$s?<MCHGO"`n7?/O"j^;s# 21Z<8N

^2 K(9h&K"$s?<MCH, FirstSecureKhCF]n5l?uVK7

?$O:G9#

^ 1. 5X8Nh0G$CQ$KJC?$s?<MCHN5W
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FirstSecure KhCF]n5l?}[*J$s?<MCH

e-businessNHiU#C/N?/O"$s?<MCHrp7FTol^9#7

+7"gLNis@`&G<?N8^j,"[<`&3sTe<?<rHQ7

F[HsI/Gb,+k3H,G-kH$&"5?*J$s?<MCHNAV

ru>9ko1GO"j^;s# ^2 K">^7$$s?<MCHr(7^

9#

$s?<MCHrp7??/NIANps,"kl}G"=3+iS8M9r

If7?$"Wj1<7gs"G<?"*hS"/;9,"j^9#J<N3

H,NBKTolkh&K9k,W,"j^9#

v >Hw,"$r6i93HJ/djvFil?nHrT(k#

v >Hw,"T,ZJERa<k+i]n5lk#

^ 2. >^7$$s?<MCH
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v !)-N"kS8M9ps,"0tK3lJ$#

>[d_V

>[d_V (VPN) O">+i"/;9G-J$"$s?<MCHrp7?d

Q\3N50G9# ^3 K"5?*J VPN r(7^9#3N\3GO"=l

>lN<Nf<6<O"u>7J$f<6<^?O"Wj1<7gs+iNT

!/~KP7F]n5l^9# IBM SecureWay FirewallJIN FirstSecure=

JO"VPN N;CH"CWH5]<Hrgu7^9#

spuOS (DMZ)

spuOS (DMZ) O"0tNf<6<K"/;9rv9j=<9N\NG

9# IBM Firewall"MIMEsweeper"*hS>N FirstSecure=JrHQ9l

P"u>9kf<6<@1, DMZ K"/;9G-"7+bXj5l?j=<

9@1r"/;9G-kh&KG-^9# DMZ KP~j9kHiU#C/

O"=l,,Z+I&+r=G9k?aKFk9Y-G9#

kHN+?m0O"x_*J\R,Vi&:G-kh&"DMZ K~lF*$

Fb+^$^;s#"k$OkHNbFr-R7?"QsUlCHr~lFb

+^$^;s# FirstSecure=.WGrHQ9lP".jG-kf<6<@1

,"DMZ r[(FpsK"/;99kh&KG-^9#

23Z<8N^4 K"5?*J DMZ r(7^9#

^ 3. 5?*J>[d_V
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]n"Wj1<7gsr+/9k]K"3liN"Wj1<7gsKP9k&

L"/;9rvD9k0K"$sHiMCH&F9H&YCIH7F DMZ r

HQ9k3H,G-^9#

!K"$s?<MCHH$sHiMCHGHQ9kpsNo`KD$Fb@7

^9#

5?*JkH$sHiMCH

kH$sHiMCHO"kHbGL.rT&ljG9#kH$sHiMCHK

O"$s?<MCHHO&QG-J$psHj=<9,^^lF$^9#>H

wO"G<?r&Q7"*_$KERa<krwj"G<?Y<9"Wjs?

<"*hS9-cJ<JINkHj=<9K"/;97^9# 24Z<8N^5

K"5?*JkH$sHiMCHr(7^9#

^ 4. 79F`&j=<9rw(?5?*J DMZ
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kHN!)ps,kHbKHI^j"v5l?M@1,=NG<?XN"/;

9rv5lkh&K7J1lPJj^;s#?@7"\RKHQ5;""/;

95;?$G<?blt"j^9#?H(P"hjz-dTNBb8KP7F

O"qW*jr!:G-kh&KO7?$,"[Q-?KO"/;95;?/

"j^;s# IBM Firewall O"Wi$Y<HpsrWi$Y<HQH7F]

}7^9#

IBM FirstSecure=JO"$sHiMCHr]n9kNKr)A^9# Policy

Director rHQ7F""/;9,'r_j9k3H,G-^9# IBM

SecureWay Trust AuthorityKhj"f<6<,"\MG"k+I&+rN'G

-^9# Tivoli Cross-Site for SecurityKhCF"$sHiMCH&j=<9

KP9k5vDN"/;9Nn_,"k+I&+rNk3H,G-^9#

5?*JkHNvHj$sHiMCH

vHjK$kjb<HN>HwO"\RN>HwH18G<?d=N>Nj=

<9r"/;99k,W,"j^9#7+7"psNwu.N?aNEC\3

O".Y,Y/"-Ur}C?82KP9k]n,"j^;s#7+7"39

Ho:NjJH7F"*hSHis6/7gsK]nrC(kjJH7F"$

s?<MCHrHQ7?$H7^9# 25Z<8N^6 O"$s?<MCHrp

7Ff{N*U#9HL.rT&"5?*JvHjr(7?bNG9#

^ 5. 5?*JkH$sHiMCHN5W
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Aw*hSG<?,"kHbG 1 DNljK"k+Nh&K]n5lkh&K

7?$H7^9#>[d_V (VPN) O"$s?<MCHrp7?HsMkG

9#$s?<MCHr"d_N$sHiMCH&MCHo</G"k+Nh&

KHQ9k3H,G-^9#

5?*Jjb<H&"/;9N>Hw

>HwNltO"l~*^?OJ3*K"a$s&*U#9H%l?jb<H

G/-^9#>HwO"@$dkFSP7rHQ7?$s?<MCH^?Ol

Qs~\3rp7F"a$s&*U#9NMCHo</K"/;99klg,

"j^9#

IBM Firewall O"3N>HwNAwr]n7^9#

^ 6. VPN (>[d_V) rp7Fa$s&*U#9K\35l?vHj

^ 7. VPN (>[d_V) rp7Fa$s&*U#9K\35l?jb<H&"/;9N@$dkFSP7/i$"sH
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5?*JS8M9&Q<HJ<^?O5Wi$d<N$sHiMCH

S8M9&Q<HJ<d5Wi$d<,ltNG<?r>\"/;9G-l

P"S8M9ObCHz(*KJj^9#"k5Wi$d<O"_KlYkr

!:7F"Xj5l?lYkKJkh&_KJrd<9k3H,v5lF$k

lg,"j^9#^?"LNS8M9&Q<HJ<O"*Pl?l3<IK"

/;9G-klg,"j^9#qWNO">NGbNl3<IO"/;99k

,W,"k,"S8M9&Q<HJ<Nl3<IKO"/;99k,WO"j

^;s# ^8 H 27Z<8N^9 O"5?*J5Wi$d<^?OS8M9&

Q<HJ<r(7?bNG9#S8M9&His6/7gsr"lQs~\3

rp7FAw9k+Nh&K"$s?<MCHGwj?$H7^9#

^ 8. >[d_V (VPN) rHQ7?5?*JS8M9&Q<HJ<^?O5Wi$d<N$sHiMCH
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3NS8M9&Q<HJ<O"Aw,*<+i*<^GEf=5lkNG"

VPN rHQ9keojK;-e"&=1CH&l$d< (SSL) rHQ7F$

^9# (f<6<O"1 DNICN;-ejF#<XH7F VPN rHQ9k

3HbG-^9#)

3liNf<6<O"f<6<j_V"-U"k82"*hST!/~+i]

n9k,W,"j^9#3liNf<6<NG<?AwO"5vDNu.Td

5vDNw.T+i]n9k,W,"j^9#^?"3liNf<6<,v5

l?G<?@1r"/;99kh&K9k,W,"j^9#5iK"3liN

Ff<6<,"=Nf<6<\MG"k3HrN'7?$lg,"j^9#

G<?*hSG<?Y<9

G<?O"INS8M9Gbj-7F$k"bCHbAM"kj=<9N 1 D

G9#ltN e-businessG<?O"9YFN$s?<MCH&f<6<,HQ

D=Jh&K_W5lF$^9#?H(P""kO<I&'"N.LHTO"

*si$s&7gCTs0GHQD=Jh&K"+,N_KHAJ=r}CF

$^9#"kaAN.dHTO"*si$s&7gCTs0N?aK"9?$

k"+i<"*hS5$:r(7?"*si$s&+?m0r}CF$^9#

G<?KP9k"/;9rvD9k0K"=NWaT,/G"j"J<=NG

<?r,WH9k+rNk,W,"j^9# Trust AuthorityrHQ9lP".

jG-kf<6<KZ@qr/TG-^9#

^ 9. ;-e"&=1CH&l$d< (SSL)rHQ7?5?*JS8M9&Q<HJ<^?O5Wi$d<N$sHi

MCH
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=N>N]n9Y-(j"

\qGO";-ejF#<N>N(j"KD$FNP3vKD$FOb@7^

;s#7+7"J<N3HbWh9k,W,"j^9#

v 5$HN;-ejF#<"~`P"*hSVEZj

v iCWHCW&3sTe<?<"Q<=Jk&3sTe<?<Ho</9F

<7gs"*hS>N3sFJ<N*}*J;-ejF#<

v DM*J;-ejF#<NXJN!:

v D3d@sJIN!'*JGojq-

v -<I}"ps)f"*hS;-ejF#<N'1H5iJIN"?QeG

NB)

*Zl<F#s0&79F`

[HsIN*Zl<F#s0&79F`O"bDQ-H-YJ!=;CHrw

(kh&=.5lF$^9#z(*J]nN"Wm<AGO"?(il?nH

rT&NK,WJ"GcBN!=@1rw(lPh$3HKJj^9#T!/

~TK"/;95;?/J$9YFN*Zl<F#s0&79F`NU#<A

c<O""s$s9H<k9k+"HQTDK7F*/,W,"j^9#

5?*Jf<6<

$s?<MCHKO"?/N5^6^Jo`Nf<6< (>^7$f<6<H

>^7/J$f<6<) ,$^9# e-businessGO"*si$sG!w7FX

~9k"\RG"kf<6<r,WH7^9#^?"e-businessGO"_Kr

!:7F"=$Nhjr<9?a"^?OS8M9bNWhHh0KD$F3

asH9k?aK"S8M9&Q<HJ<,CjNG<?K"/;9G-k,

Wb"j^9# e-businessGO^?">Hw,"djvFil?EvrT&N

K,WJG<?K"/;9G-k,Wb"j^9#

$s?<MCHKO^?"OC+<d spam (BGa<k) N/.T"&#k9

rPi^/T"!)G<?K"/;97?$f<6<JI"e-businessKHC

F>^7/J$f<6<b$^9#3liNf<6<O"+,N e-businessb

K5(8_7^9#

?i+Nj=<9KP9k"/;9rvD9k0K"@l,Wa7F$kf<

6<G"k+"G<?*hS"Wj1<7gsKP7Ff<6<KINh&J

"/;9r5;k+"*hSf<6<&"/;9KD$FNINh&J-?r

]}9k+KD$FNCF$k,W,"j^9#
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"Wj1<7gsH"Wj1<7gsNn.

"Wj1<7gsO";-ejF#<rH_~`h&_W9k3H,G-^

9#Aw5lkG<?NEf=""/;9rWa7F$kf<6<N'Z"f

<6<*hSHis6/7gsNF:m0rxQ9k3H,G-^9#

Toolbox API rHQ9lP""Wj1<7gsK;-ejF#<rIC9k3

H,G-^9#

O<I&'"&;-ejF#<

5<P<HG<?&Ps/O";-e"&79F`NltG9#\qGOO<

I&'"KD$FOb@7F$^;s,";-ejF#<rI}9k?aKH

Q5lk5<P<Ho</9F<7gsN*}*J;-ejF#<KD$FW

h9k,W,"j^9#

Trust Authority O<I&'"&;-ejF#<

3NaGOCK Trust Authority=.WGKD$Fb@7F$^9,"3NM8

v`O"9YFN FirstSecure=.WGK,QD=G9#

(j"N,%

5<P<O"CA h0lQN,%7?t0K_V7^9#D=G"l

P"t0O"d/5l?IH"lgD+]4=NI"r}A"ImC

W&QMk (l,D) NJ$Gj=$N7frw(?bNG"k,W,

"j^9#t0O^?"PRN]N|e+i]n9k?aK"e22G

"k,Wb"j^9#

(j"N]}

t0O"3sTe<?<QN5dEE;uV"H@_w"0I!Po"

*hSdH<79F`rw(F$k,W,"j^9#^?"!o,/8

9k.KP7F"t0N9Y,,ZKJkh&"t0N9$bFk9k

,W,"j^9#

(j"XNP~jN)f

*}*J(j"XNP~jO"?H(P"PC8rHQ9kH+"Vf

-<U-NI"&mC/rHQ9kJI"?/N}!G)fG-^9#

DMKhk-UrbC?;}rI0?aK"/J/Hb 2 MN.jG

-kDMKhk5,NZ@qNs(r,WH9kh&J"P~jN)f

r$s9H<k9k,W,"j^9#

^?"t0rFk7F";-e"&(j"KP~j,"k?SK"@l

,P~j7?+rIW9k,Wb"j^9#GgBN;-ejF#<r

B=9k?aKO"I"Nb&H0&N>}K"0I!Por$s9H

<k7^9#
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L.N)f

Trust Authority5<P<KO"=wN*<Ws&]<H,5$h&K9

k,W,"j^9#@(*Kh0uVN Trust Authority"Wj1<7

gsKdjvFil?"3liN]<HNWaN_r0h9kh&"7

9F`r=.9k,W,"j^9#

e-businessKHQ5lkO<I&'"N]nO"=l>lNS8M9GNH+

Njg*hSWoK>CF/@5$#
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h4O e-business MCHo</K*1k FirstSecure NWh

3NtNJ_NOGO"FirstSecureKH_~^lF$k=Jr e-businessKk

SU1^9#3liNOGO"19Z<8NXh3O e-businessMCHo</N

5WYK"k^KhCFb@7^9#=l>lN=JKD$F"hj\YKb

@7^9#=JKD$FN04JpsKD$FO"=N=JKU09kqAr

2H7F/@5$#8+N7Jj*O"1JksFK9.^;s#

=l>lN8+N7Jj*K*$F"J<N18p\9FCWrBT7F/@

5$#

1. m0NF:rhj1cK"7+bhj5NKT&?aK"MCHo</N9

YFNt,G"&LN~or2H9kh&K9k#

2. $sHiMCHb+i+O7F"=.WGN$s9H<kHF9HrT&#

3. $sHiMCHbGdj,J1lP"spuOS (DMZ) bGN"Wj1<

7gsN=[r+O9k#

4. $sHiMCHHspuOS (DMZ) NVNHiU#C/O"U!$"&)

<krp7F\05;k,W,"k#

5. 0t$s?<MCH&"Wj1<7gsr=[7F"=liNF9H&G<

?rHQ7FF9H9k#

6. U!$"&)<kr$s9H<k7F"$s?<MCHH DMZ NVNH

iU#C/r]n9k#

7. f<6<KMCHo</r"/;95;k#

04J FirstSecure 79F`NWh

J<O"FirstSecure=JrMCHo</K8+9k?aKd)5lkgxG

9#3lO"+Jj1c=5l?bNG9#F=JNO<I&'"H=UH&

'"NWoN\Y"*hS}gKD$FNM8v`KD$FO"57Z<8N

Xh3t $s9H<kH}gNM8v`Yr2H7F/@5$#^?"=l>

lN=JKUo7F$k"$s9H<kWoHX(r2H7F/@5$#?/

N=J,"G7Npsr$s?<MCHeGb}CF$^9# xiiiZ<8N

XWeb psYK"FirstSecurepsr}D Web 5$Hrj9H7F$^9#l

CIVC/ Understanding the IBM SecureWay FirstSecure Framework,

SG24-5498KO"$/D+Nhj\YJ7Jj*,-\5lF$^9#

1. ,WH5lk;-ejF#<WorWh9k#
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2. =liNWoKgo;F"Policy Directorr$s9H<k9k#

3. \RN5<P<&"Wj1<7gsrn.7"F9H9k#3N"Wj1

<7gsO"#NH3m$sHiMCHbK]}7F*-"$s?<MC

HGO^@HQD=KO7J$G/@5$#

4. \RN5<P<&"Wj1<7gsr]n9k?aN IBM Firewall r$

s9H<k9k#

5. SurfinGater DMZ KIC9k#

6. spuOS (DMZ) K MIMEsweeperH Norton AntiVirus rIC7F""

Wj1<7gsr$s?<MCHeGHQD=K7?H-K"=N"Wj

1<7gs,]n5lkh&K9k#3liN"Wj1<7gs,0tN

HiU#C/GHQD=K9kH-K"=li,+,N5<P<r]$s

H9kh&=.7F/@5$#

7. T!/~NI_H!PN?aK"Tivoli Cross-Site for Security=Jr$s

9H<k9k#

8. DMZ bK"J<rIC9k#

v Web 5<P<

v Web +?m0&5<P<

v Web $sYsHj<&5<P<

v \RN/i$"sH&"Wj1<7gs

v ]n5l?\RN/i$"sH&"Wj1<7gs

v 1 DJeN Cross-Site for Security(<8'sH

9YFN"Wj1<7gsO"=lirHiU#C/G+(9k0K"U

!$"&)<kbGF9H7F/@5$#_j7?,'rF9H9k?a

KO"SecureWay Boundary ServerN Network Security AuditorD<kr

HQ7F/@5$#

9. IBM SecureWay FirewallN 1 DN$s9?s9r$s9H<k7F"

DMZ bN=UH&'"r]n9k#GU)kH=.GOXNo trafficYK

7F"&LK+(9k0K3~79F`rF9HG-kh&K9Y-G

9#

10. Trust Authorityr$s9H<k7F".jG-kf<6<KZ@qr/T

9k#

11. 9YFNF9H+0;7?i""Wj1<7gsr$s?<MCHG+(

9k#

12. 79F`N0t+i Network Security AuditorrBT7F""/;9r&

L*Kx=9k0K",'rF9H9k#

32 FirstSecureWh*hS}gNjz-



13. TTgJ3H,J$3HrN'9k?aK"FirstSecure=.WGNWm0

i`,n.7?F:m0r!:9k#

14. Q37FF:m0r!:7""Wj1<7gsrMCHo</KIC7?

i"Cross-Site for Security(<8'sH rIC9k#
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h5O MCHo</K*1k Policy Director NWh

FirstSecureO"[!o Web D-KP7F"}g5l?"]j7<g3N)f

]$sHr?(^9#f<6<,Vi&6<rp7F#tNPC/(sI Web

5<P<K"/;99kD-GO"Policy DirectorO"J<NbNrs!7^

9#

v F Web f<6<KP9k1l5$s*s

v 1L!:

v ]n5l? Web Z<8K"/;9rWa7F$kf<6<NvD!:

3N5]<HrHQ9lP"J<NvDH]nrT&3H,G-^9#

v HTML"Telnet"*hS POP3JIN TCP/IPr9

v G<?Y<9&79F`JINh0T"Wj1<7gs

v MCHo</I}D<k

v btG+/7?"Wj1<7gs

FirstSecurerHQ9lP"f<6<O"J<Na+K:`rHQ7F" Policy

Director KP9k'ZrT&3H,G-^9#

v ;-e"&=1CH&l$d< (SSL) Khkp\'Z

v SSL Khkq0Y<9&m0$s

v /i$"sHZ@qrHQ9k SSL

v 1kYm9&m0$s

3lG FirstSecureO"DLN Web *V8'/HHMCHo</&5<S9K

P9k'ZQ_f<6<N"/;9r)f7"3liNj=<9N5V;CH

KP9k5vDNf<6<r)B9k3H,G-^9#

Policy Director N8+

Policy DirectorO"f<6<*hS0k<WH"j=<9HNVN^CTs0

rI}7^9# Policy DirectorI}3s=<krHQ7F"J<N3HrT$

^9#

v j=<9rHQ9k=jNf<6<*hS0k<WrjA9k#

v ]n,,WJ*V8'/HrjA9k#*V8'/HKO"Web"TCP ]<

H"}0"*hS$s?<U'<9,"j^9#
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v f<6<,j=<9r"/;99k}!rjA7"j=<9rI_hj"Q

9"I}"BT"^?Oo|JIK*$F]n9k,'rjA9k#

J<N=O"&LN Policy Director=.WGN=.r(7?bNG9#3N=

G"+,NMCHo</K,7?=.r=L7F/@5$#!K"3liN=

.WGr$s9H<kfK*r7F/@5$#

\7/O"IBM SecureWay Policy Director5b r2H7F/@5$#

=.c $s9H<kQ_=.WG

;-e"&Ia$sQNI}5<P<N1lN$

s9?s9,BT5lk5<P<#

3N7Jj*GO"I}5<P<O"=l+N"

H+N79F`Kos7^9#I}5<P<O"

;-e"&Ia$sQN^9?<vDG<?Y<

9r]}I}7"3NG<?Y<9r;-e"&

Ia$sbG#=7"=N;-e"&Ia$sb

N>N Policy Director5<P<&^7sKD$F

NLVpsr]}I}7^9#

I}5<P<N_

WebSEAL5<P<#

3N7Jj*O"Web 9Z<9r]n9k?aN

=je<7gsr=7^9# WebSEALO"bD

Q-HU)<kH&Hlis9N?aK"PC/

(sI&5<P<r5]<H7^9#

WebSEALrw(?;-ejF#

<&^M<8c<

NetSEAL 5<P<#

3N7Jj*O">[d_V (VPN) r]n9k?

aN=je<7gsr=7"{8NMCHo<

/&5<S9*hSh0TMCHo</&5<S

9KP9k"/;9)frs!7^9#

NetSEAL rw(?;-ejF#

<&^M<8c<

WebSEALH NetSEAL N5<P<NH_go;#
WebSEALH NetSEAL rw(?

;-ejF#<&^M<8c<

h0T"Wj1<7gsKP7F"Policy Director

Authorization ServiceXN"/;9rs!9k5<

P<#

vD5<P<

vD API rHQ9kh0T"Wj1<7gsr=

[7h&H9k+/TK"+/D-rs!9k5

<P<#

vD5<P<H ADK

e-N9YFN=.N5<S9rkg7Fs!9

k5<P<#

9YFN=.WG
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Policy DirectorO"1 D^?O#tN^7sK"5^6^J_jG=.WGr

8+G-k"bYK,6=5l?;-ejF#<&79F`G9#J<K"M

CHo</K*1k Policy DirectorN8+KD$FN5Wrb@7^9#04

J$s9H<kNX(O"IBM SecureWay Policy Director5b Kb@,"j

^9#

1. Policy Director;-ejF#<&5<P<r$s9H<k7^9#

;-e"&Ia$sNfN/J/Hb 1 DN3sTe<?<O"Policy

Director ;-e"&Ia$sr;CH"CW9k?aK"Policy Director;

-ejF#<&5<P<,^^lF$k,W,"j^9#,WJWiCHU

)<`N$s9H<kHI}KX9krbqHF/K+k&5]<HNj=

<9r2H7F/@5$#

DjN5<P<O"DCE /i$"sHN$s9H<k (^?O Windows

NT 79F`N NetSEAT)GN_!=7^9#

2. SecureWay Directory (LDAP)5<P<r$s9H<k7^9#

3. Policy Directorr$s9H<k7^9#

v Policy Director;-ejF#<&5<P<r"GiK8+9k,W,"j

^9 (9FCW 1 2H)#

v 9YFN Policy Director5<P<N$s9H<kG"Policy Director

Base,,WG9#

v 3l,;-e"&Ia$sbNGi ^?O#lN ^7sG"klg"I

}5<P<r$s9H<k9k,W,"j^9#

3l,"{8NI}5<P<rw(?{8N;-e"&Ia$sbKIC

9k ^7sG"klg"LNI}5<P<r$s9H<k7FOJj^

;s#IN;-e"&Ia$sGb"I}5<P<N$s9?s9O 1

D@1GJ1lPJj^;s#

v WebSEAL"NetSEAL"*hSh0TvD5<P<N=.WGO"$U*

rG9#

v ;-ejF#<&^M<8c<O"WebSEALHH_go;F WebSEAL

HTTP 5<P<=.WGH)J HTTP "/;9)frs!7"NetSEAL

HH_go;F NetSEAL NF$ TCP/IP"/;9)f=.WGrs!7

^9#

4. I}3s=<kr$s9H<k7^9#

I}3s=<kGO"*Zl<F#s0&79F`K DCE /i$"sH

(^?O Windows NTQN NetSEAT),$s9H<k5lF$k,W,"

j^9 (9FCW 1 2H)#
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5. vD ADK rHQ7F+/5l?"Wj1<7gsKO"J<NM8X8

,"j^9#

v Policy DirectorQC1<8,,WG9#

v "Wj1<7gs&^7sK IVAuthADK r$s9H<k7F/@5

$#

v "Wj1<7gsrBT9k*Zl<F#s0&79F`O" DCE /i

$"sH^?O Windows NT79F`QN NetSEATN$:l+G"k

,W,"j^9#

v "Wj1<7gs,BT5lk;-e"&Ia$sKO";-e"&Ia

$sbN/J/Hb 1 DN3sTe<?<K$s9H<k5l?vD5

<P<,,WG9#LoN+/D-GO"vD ADK H18*Zl<F

#s0&79F`K"vD5<P<rH_~_^9#
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h6O MCHo</K*1k SecureWay Boundary Server
NWh

FirstSecureO";-e"&=1CH&l$d< (SSL)"SOCKS"*hS IPSec

JIN{8N;-ejF#<8`rxQ9k Web Y<9&"Wj1<7gs

KP7F";-ejF#<rs!7^9#

`nD-K"[JkHi9HC-r}D 2 DNMCHo</Nt,N\3,^

^lF$klg"FirstSecureN SecureWay Boundary Server=.WGO"J<

NWor~?93HKhjH`NKr)A^9#

v d_VKP9k5vD"/;9ND=-rG.=9k"$s?<MCHKP

9kB4J\3

v S8M9&Q<HJ<*hSYs@<H*r*KG<?r&Q9k?aN"

g,OJ(/9HiMCH&$sUi9Hi/Ac<

v $s?<MCH^?OfS*.j-NJ$MCHo</&;0asHr>[

d_V (VPN) H7FHQ7F".j-NJ$MCHo</N$sUi9H

i/Ac<rp7FaC;<8rO7Fb"aC;<8N!)-,]?lk

h&9k

FirstSecureN SecureWay Boundary ServerO"MCHo</&"Il9&U#

k?<h}"bFNU#k?<h}"Wm-7<"*hS5<-CH&lY

k&2<H&'$NF/Nm8<rHQ7F$^9#3liNF/Nm8<r

H_go;k3HG" SecureWay Boundary ServerO"[JkHi9HC-r

}C?MCHo</VNL.r)f9k3HKhCF"]j7<g3G"B4

J";-e" e-business̀ nrD=K7F$^9#

SecureWay Boundary ServerKO"J<NbN,^^l^9#

v IBM SecureWay Firewall (ACE/Serverr^`)

v MIMEsweeper for IBM SecureWayjj<9 2

v SurfinGate 4.05 for Windows NT

v ]j7<I}KP9k!=/=

04J SecureWay Boundary ServerN$s9H<kK*1kG<?N.lN5

WKD$FO"40Z<8N^10 r2H7F/@5$#

© Copyright IBM Corp. 1999 39



IBM SecureWay Firewall N8+

IBM SecureWay FirewallO"IBM Firewall HbFPl"$s?<MCHHNV

NL.r)f7^9#U!$"&)<k&F/Nm8<,"IBM +NNq:r

]n7F$^9#

$s9H<kNmU@KD$FO"65Z<8NXSecureWay Boundary Server

=.WGNM8v`Yr2H7F/@5$#

^ 10. SecureWay Boundary Server=JK*1kG<?N.lN5W
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MCHo<-s0KX9kdj@O"J<NH*jG9#

v $s?<MCHK\39k,WO"k,"+,NMCHo</""Wj1<

7gs"*hSG<?KP9k5vD"/;9rK_7?$

v btf<6<KhCFMCHo<-s0q:,-Q5lk

v S8M9&Q<HJ<HYs@<KP9kg,OJ(/9HiMCH&$s

Ui9Hi/Ac<rWh9k}!O"k,"=.I}Kb$39H,++

k

v lQs~G\35l?vHjKOb$39H,++k

v Q<HJ<*hSYs@<HN"T=,G"Y$"^?Omr5lkL.,

6xG"S8M9N8:-,c<9k

v M$F#V@lJ0G=UH&'"rI}9k?a"b$I}39H,++

k

IBM Firewall O"3liNdjKP~9kbNG9#U!$"&)<krp7

?@(*KvD5l?HiU#C/@1rv93HKhCF"IBM Firewall

O"MCHo</r0t+i]n7F$^9#=lJeN]nKD$FO"

IBM Firewall K^^lF$k"0t+i6b5ld9$+I&+r!:9k=

UH&'"KhCF"IBM Firewall ,BT5lF$k5<P<rxG JbN

K7F"OC+<,"U!$"&)<kK/~9k+"^?O=lr[(F/

~9k3H,G-J$h&K9k3H,G-^9# IP "Il9HbtMCH

o</N=.O".j-NJ$MCHo</+i#5l^9#U!$"&)<

krp7?9YFNHiU#C/Om0K-?5l"f<6<Nh0l]<H

r8.9k?aKHQG-^9#

IBM Firewall *hS=N VPN =."Wj1<7gsKhCF"g,OJ

VPN $sUi9Hi/Ac<r8+7F"BAKI}9k3H,G-^9#M

CHo</KX9k4:GO"\RO"VPN rHQ9k3HG"lQs~rx

Q7?lgN39Hhjbg}Jo:rB=9k3H,G-^9#

IBM Firewall rHQ9lP"FvHjKU!$"&)<kr[V7F"IPSec

Y<9NHsMkrHQ9k3HKhCF"vHjr$s?<MCHG\39

k3H,G-^9#

IBM Firewall O"Security Dynamics Technologies, Inc.N=JG"k

ACE/ServerHloK<~5l^9# ACE/ServerO"kHMCHo</KP7

F"/OG"8f=5l?'Z5<S9rs!9k3HG"vDf<6<@1

,"MCHo</&U!$k""Wj1<7gs"*hSL.K"/;9G-

kh&K7F$^9# Security Dynamics Technologies, Inc.,Cvr}CF$

k SecurIDH</s&F/Nm8<KC(F"ACE/ServerO"5vD"/;
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9KP9kPj"rn.7^9#'ZO"2 DNWxKM87F$^9#D^

j"f<6<O"'Z5lk?aKO""kbN (SecurIDH</s&+<I)

r}CF$k3H H""kbN (PIN) rNCF$k3H N>},Wa5l^

9#

MIMEsweeper N8+

Content Technologies Ltd.N=JG"k MIMEsweeperO"$s?<MCHH

$sHiMCHNG<?NbFY<9N,OrBT7F"#5l?<Rr1L

7F"MCHo</&f<6<r3liN<R+i]n7^9#

$s9H<kNmU@KD$FO"65Z<8NXSecureWay Boundary Server

=.WGNM8v`Yr2H7F/@5$#

MIMEsweeperKO"MAILsweeperH WEBsweeperN 2 DNp\b8e<k

,^^lF*j"f<6<r[Jk}!G]n7^9#a<k*hS>N Web

G<?, MIMEsweeperK~kH"MIMEsweeperO"w.THu.TN"Il

9r!:7?e"U!$kr?|*K=N=.WGNt,K,r7^9#!

K"MAILsweeperH WEBsweeperO"=liNt,r,O7F"<R,d_

VNfK/~9km1-rG.K7^9#

FirstSecureKO"MAILsweeper 4.0H WEBsweeper 3.2_5N>},^^l^

9#=l>lO"LDK$s9H<k7"=.7"HQ9k3H,G-^9#

MAILsweeperO"J<N3H,G-^9#

v *r5l?&#k9&9-cJ<HHbKn07F",r5l?U!$k,

&#k9K6w7F$J$+I&+!:9k

v ^/mzFr!P7FVmC/9k

v J<N?aK-<o<Ir9-cs9k

– ERa<kNfN$d,i;d6b*J@U+i]n9kNrgu9k

– AM"kG<?NR0XN.Pr]n9kNrgu9k

v e.9kERa<kKhk spam (BGa<k) rVmC/7F"MCHo<

/N.(r/J/7">HwN8:-Nm9rG.=9k

v DM^?O0k<W,"AVI ^?O MPEG JI"CjN?$WNU!$k

ru.^?Ow.9kNrVmC/9k

v MCHo</,HiU#C/KP~G-kh&KJk^G"=N5$:Kp

E$F"U!$krVmC/9k+"Yi;k

WEBsweeperO"J<N3H,G-^9#
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v EvK5X8HWolkCjN5$H+i">HwNL.rVmC/9kN

rgu9k

v !)8q^?OEW8q,TmUKhCF:olkNr]n9kNrgu9

k

5iK"MIMEsweeperKO"h0TN URL VmC+<r}g9k?aKHQ

G-k""Wj1<7gs&Wm0i_s0&$s?<U'<9 (API) ,^^

lF$^9#

MIMEsweeperO"$s?<MCH+iN;-ejF#<eN<R+i"kHH

=Nf<6<r]n9k?aNgWJq:HJj@^9#

m: SecureWay FirstSecure*U!js0^?O SecureWay Boundary Server*

U!js0NltH7F MIMEsweeper for IBM SecureWayjj<9 2 r

~j9klg" MIMEsweeperNqAK"5<S9H5]<HKD$FN

Content TechnologiesN"mh,s!5lF$klg,"j^9,"5<S

9H5]<HKD$FO"IBM K*d$go;/@5$#

SurfinGate N8+

Finjan Software Ltd.N=JG"k SurfinGateO"JavaScript3<I"Java"

WlCH"*hS ActiveX 3sHm<kJINbP$k&3<Ir!:7F"

G<?NQ9"psNo|"*hST!JG<?}8JIN;}+i"MCH

o</r]n7^9# SurfinGateO"2<H&'$&lYkGbP$k&3<

Ir!:7F"MCHo</K/~9k0K"<RHJk3<Ir1L7^

9#bP$k&3<IO*r*KVmC/9k+"^?Of<6<4H^?O

tg4HKvD9k3H,G-"3<IO"=l,U^9k!=KpE$F"

MCHo</XN"/;9rvD^?Oq]9k3H,G-^9# SurfinGate

rHQ9lP"I}TO"bP$k&3<IrHQD=K7F"ActiveX"

Java"JavaScript"Visual Basic Script"plug-in"*hS cookieKP9kkH4

NN;-ejF#<&]j7<rI}")f"*hS/)9k3H,G-^

9#

SurfinGateKO"J<N=.WG,^^lF$^9#

v SurfinGate Server

v SurfinConsole

v SurfinGateG<?Y<9

v WTE }gQN Plugin

SurfinGate ServerO"HTTP Wm-7<&5<S9H7F"^?OU!$"&

)<k^?OWm-7<KP9k5<S9H7F/-^9# SurfinGate Server

h6O MCHo</K*1k SecureWay Boundary ServerNWh 43



O"kHU!$"&)<kH>N$:l+N{8Wm-7<NeKV/3H,

G-"HTTP 5<P<H7Fb/-^9#3N"<-F/Ac<KhCF"b

P$k&3<INHiU#C/rd_5;"OC-s0,/89k0K!:9

k3H,G-^9#

MCHo</I}TO"SurfinConsolerHQ7F"bP$k&3<IKP9k

f{NkH;-ejF#<&]j7<NI}H_jrT$^9# SurfinConsole

O"MCHo</eN#tN SurfinGate Serverr)f9k3H,G-"f<6

<4H^?O0k<W4HK""k$Ou1~lD=GJ$3<IHu1~l

D=J3<IKD$FN+9?`&j9HKhCF"kH4NGNbP$k&

3<IKX9k,'r/)9k3H,G-^9#

SurfinGateG<?Y<9O"f<6<H0k<WKX9kps*hS=liN

P~9k;-ejF#<&]j7<,~CF$k"Applet Security Profile

(ASP) N\Yr]I7^9# SurfinGate,9YFNbP$k&3<INbFr

0*K!:7F$kNG"3NG<?Y<9O;-ejF#<N?aKO,W

"j^;s,"g,ON`nGOQU)<^s9r~e5;kNKr)A^

9#

m: SecureWay FirstSecure*U!js0^?O SecureWay Boundary Server*

U!js0NltH7F Windows NTQN SurfinGater~j9klg"

SurfinGateNqAK"5<S9H5]<HKD$FN Finjan N"mhrs

!7F$klg,"j^9,"5<S9H5]<HKD$FO"IBM K*

d$go;/@5$#

44 FirstSecureWh*hS}gNjz-



h7O MCHo</K*1k Intrusion Immunity NWh

;-ejF#<&F/Nm8<GO"3l^GO";-ejF#<eN<R+

iN]nr/47F-R7F-^7?#7+7";-ejF#<NLGy7/

EWJNO"<Rr!P9k3HG9# FirstSecureNfNT!/~srN?a

N=JGO"kHG;-ejF#<eN<Rr!PG-kh&K9k?aK"

T!/~N!PH"sA&#k9N!=rs!7F$^9#

"sA&#k9&=UH&'"O"Hm$NZO"o<`"^/m&&#k

9"T5 ActiveX 3sHm<k"T5 Java"WlCHJIr^`"-Ur}

C?3<I+iN]nrs!7^9#&#k9]nO"IN;-ejF#<&

=je<7gsGbTDgNt,G9# FirstSecureN"sA&#k9=JO"

J<NgWJ"sA&#k9NWoKP~7F$^9#

v jo/i$"sHHbP$k&/i$"sHN>}N"sA&#k9NK<

:KP7F"qg*JlS7?"Wm<ArT&?aN-OOJ/i$"s

HN;CHr+P<9k3H#

v &#k9N3sWKP9kC~5<S9#&#k9N3sWrj|*K97

9k3HO"-UrbDG7NAVN3<I+iNzL*J]nr]}9k

?aKEWJ3HG9#

v "sA&#k9N]j7<,-zJ3HrNBK9k?aK"5<P<+i

/i$"sHK]j7<g3G"sA&#k9N97r[[9k3H#

Tivoli Cross-Site for Security N8+

Tivoli Cross-Site for SecurityO"OC-s0Nm1-N"k79F`KP9

k"MCHo</&Y<9GNT!/~N!Prs!7^9#I}Ia$s,

$s?<MCHK\39kH3mG"lP"I3KGb Tivoli Cross-Site for

Security(<8'sHr[V9k3H,G-^9# Tivoli Cross-Site for

SecurityO"MCHo</rFk7F"btH0tNOC-s0r!P7^

9#3lKhCF"J<Nx@rb?i7^9#

v Cross-Site for SecurityNI}TKx_*JOC-s0KD$FNYsrP

9"j"k?$`NT!/~!P

v DMZ bN(<8'sHKP7FH$sHiMCHeN(<8'sHKP7

F"[Jk]j7<r_jG-k"=.D=J]j7<

v D-NQ9K.d+K~zG-k";-ejF#<&(<8'sH&]j7

<N*si$sQ9
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v Tivoli kHI}79F`r}gG-kh&K9k?aN" Tivoli NkH"W

j1<7gsHN}g

Tivoli Cross-Site for SecurityO"J<N3H,G-^9#

v 9-cs*hS"UlN!P

v IP HiU#C/NFk

v ]<H&5<S9NFk

v DNS"hjU15<S9"*hSMCHo</&U!$k&79F`NWa

H~zN!P

v ]<H^CQ<&5<S9WaH~z@sWN!P

v RStatdFSP7N!P

v CjN^CW>HU!$k>N!P

v PC U!$k&5<P<KP9k SMB Y<9NOC-s0N!P

v $s?<MCH)faC;<8&WmH3kN!P

Cross-Site for SecurityrHQ9lP"MCHo</NHiU#C/rFk7

F"OC-s0dT!/~r!P9k3H,G-^9#3lO"$s?<MC

H+i$sHiMCHrWX$9k?aN DMZ H"btMCHo</HN>

}NHiU#C/rFk7^9#

Cross-Site for Security,!PG-kT!/~N?$WKO"J<NbN,"j

^9#

v 3sW"D^jQ?<sN!P

v "UlN!P

v MCHo</&Y<9NOC-s0

v WindowsMCHo</NOC-s0

v jb<H&Wm7<8c<NOC-s0

v 5<S9NxQ

v 5vDNMCHo</&HiU#C/

v ?o7$h0

Cross-Site for SecurityO"Cross-Site for Security(<8'sHH Cross-Site

for SecurityI}5<P<rHQ7FMCHo</r]n7^9#(<8'sH

,EgJOC-s0r!P9kH"(<8'sHO"Ef=5l?$YsHr

Cross-Site for SecurityI}5<P<Kwj"=3G>AK"psH~zrm0

K-?7^9# Cross-Site for SecurityI}5<P<r=.7F"Ysr3s
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=<kKwk+"I}TKERa<kGLN9k+""k$Oos7F$J$

I}TK]1CH&YkGNi;k3H,G-^9#

Tivoli Cross-Site for Security i$;s9&-<Nh@

Tivoli Cross-Site for Security=JrHQD=K9k?aKO"+9?^$:5

l?i$;s9&-<,,WG9#

Tivoli Cross-Site Web5$HG"J<N9FCWrBT9k3HKhCF"i

$;s9&-<ru1hk3H,G-^9#

1. FirstSecure=JKU$F$k Passport Advantage Proof of Entitlement8q

r+D1^9 (3lO Tivoli Cross-Site for Security CD-ROMH"Tivoli

Cross-Site for Security InstallationKb~CF$^9)#

2. Passport Advantage Proof of EntitlementG"*<@<Vf (5 GO^k 8

eNVf) *hS\R (5$H) Vf (7 GO^k 7 eNVf) r+D1^

9#3liNVfrHQ7F"GiK Tivoli Cross-Site Web5$HK"/

;97^9#

3. $s?<MCHK"/;9G-k3sTe<?<G"Web Vi&6<rH

Q7F Tivoli Cross-Site Web5$HKm0$s7^9# Web 5$HN

URL O"www.cross-site.com/support/licensing/ G9#

4. *<@<Vf"\RVf"*hS@spsr~O7^9# Tivoli Cross-Site

for Securityr$s9H<k7h&H7F$k5<P<NIa$s>bs!

9k,W,"j^9#

5. WebeN=N>NX(K>CF/@5$#

6. Tivoli Cross-Sitei$;s9&-<N"/;9GHiVk,/87?lg

O"licensing@cross-site.comKERa<krwk+ IBM 4vwK*d$g

o;/@5$#

X" Tivoli Cross-Site =J

Tivoli Cross-Site=JU!_j<KO"FirstSecureU!_j<NltGOJ$

>N=.WG,^^lF$^9#

v Tivoli Cross-Site for AvailabilityO"(sI&f<6<, Web 5$HrIN

h&K5oK"/;9G-k+rFk7"sp7^9#

v Tivoli Cross-Site for DeploymentO"kHN~#OOrH%7F"$s?<

MCHeGNEWJ"Wj1<7gsHpsN[[HI}rD=K7^9#

3liN=JO"Tivoli Cross-Site for SecurityNqANfKb@5lF$^9

,"LSX~9k,W,"j^9#
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Tivoli Cross-Site for Security rHQ7?HiU#C/NFk

Cross-Site for Security(<8'sHO"b!=NMCHo</5N!=G9#

3lO"MCHo</eNQ1CHr"3*KFk7^9# Cross-Site for

Security(<8'sHO3liNQ1CHrU#k?<K]1F"?o7$h

0r=9"5^6^J3sWr57^9#3liN3sWO"MCHo</e

GNOC-s0r(7F$kD=-,"j^9#

Cross-Site for Security(<8'sHO"UNIX GOG<bsH7FBT5l"

Windows NTGO NT 5<S9H7FBT5l^9# Cross-Site for Security

O"79F`,V<H5lkH-K"+0*K+O5lkh&=.5l^9#

3lO"osH7FDj"f<6<,m0$s7?+I&+K++oi:"7

9F`NPC/0i&sIGBT5l^9#

x_*JOC-s0,!P5lkH"(<8'sHO"=NEgYr=L7

F"I}5<P<K>AKLN9k+"Ysrm<+k&U!$kK-?9k

+rhj7^9#m0O"j|*KI}5<P<K"CWm<I5l^9#

(<8'sHO^?"Cross-Site for SecurityI}5<P<Hj|*K"mrH

j"(<8'sH,h0uVGBTfG"k3HrNi;^9#3N?$WN

L.O"O<HS<HHFPl^9#O<HS<HN$s?<Pkr=.9k

3H,G-^9#

I}5<P<,(<8'sH+iO<HS<Hru1hkH"I}5<P<

O"975l?=.ps"77$3sW"*hS"CWm<I&918e<k

,"lP"(<8'sHKLN7^9#(<8'sHO"3liN97r+0

*K@&sm<I7F$s9H<k7^9#

MCHo</K*1k Tivoli Cross-Site for Security

Cross-Site for Securityr=.7F"S8M9NWoKgo;k3H,G-^

9#gJhjv`O"J<NbNG9#

v I3K Cross-Site for SecurityI}5<P<r$s9H<k9k+

v Il@1NtN Cross-Site for Security(<8'sH,,W+

v I3K Cross-Site for Security(<8'sH r$s9H<k9k+

3liNM8v`O"5$:"H]m8<"*hSMCHo</NSh}HH

iU#C/KC(F"I}5<P<H(<8'sHNtrhj9k?aKEW

G9# Tivoli Cross-Site for SecurityN$s9H<kNmU@KD$FO"71

Z<8NXIntrusion ImmunityNO<I&'"H=UH&'"NWoYr2H7

F/@5$#
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m: SecureWay FirstSecure*U!js0NltH7F Tivoli Cross-Site for

Securityr~j9klg" Tivoli Cross-Site for SecurityNqAK5<S9

H5]<HKD$FNb@,"klg,"j^9,"5<S9H5]<H

KD$FO" IBM K*d$go;/@5$#

Norton AntiVirus N8+

Symantec CorporationN Norton AntiVirus O"$&GbhJ*J"sA&#k

9N=UH&'"=JN 1 DG9# Norton AntiVirus O"J<N3H,G-

^9#

v &#k9K6w7?U!$kNV%

v &#k9+iN]n"*hS-Ur}C? ActiveX 3sHm<kH Java"

WlCH+iN]n

v ERa<kN:U"$s?<MCHN@&sm<I"UmCT<&G#91

CH"=UH&'" CD"^?OMCHo</+i/kD=-,"k&#k

9+iN]n

Norton AntiVirus rPC/0i&sIGjo*KBT9kh&918e<k7

F"3sTe<?<rB4K]}9k3HKr)Fk3H,G-^9#

SymantecN&fTO"Norton AntiVirus ,!PG-k&#k9rQ37FIC

731F$^9# LiveUpdateU#<Ac<rHQ7F"Symantec+iN77

$"sA&#k9jAr 1 5VKlY"+0*Ku1hk3H,G-^9#

Norton AntiVirus NV%U#<Ac<O"6w7?+"=N?$,"kU!$

kr3sTe<?<NB4JljKV%7F">NU!$kH,%7"U!$

kr$57F$kVK&#k9,-,kNrI_7^9#

Scan and Deliver&#6<IrHQ7F"?o7$U!$kr!:N?aK

SymantecKwk3H,G-^9# Symantec AntiVirus Research Center (SARC)

,"djN$5N?aNguK~8^9#

Norton AntiVirus 9-cJ<G"k BloodhoundOPC/0i&sIGBT5

l"77$&#k9K6w7?D=-,"k"Wj1<7gsN0nrQ!

7",`7^9#"k"Wj1<7gs,&#k9Nh&J6kq$r7F"

>NWm0i`K6w7h&H9kH" BloodhoundO=NWm0i`rd_

7F"77$&#k997ru1hk^G">NU!$kXN6wrI.^

9#

FirstSecureGs!5lk Norton AntiVirus Solution Release 3.04=JO"J<

NH*jG9#

v G9/HCW&=je<7gs:
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– Norton AntiVirus 4.08 for DOS

– Norton AntiVirus 4.08 for Windows 3.51

– Norton AntiVirus 5.02 for Windows 95/98

– Norton AntiVirus 4.08 for Windows NT 3.51

– Norton AntiVirus 5.02 for Windows NT 4.0

– Norton AntiVirus 5.03 for Macintosh

– Norton AntiVirus 5.02 for OS/2

v 5<P<&=je<7gs:

– Norton AntiVirus 4.08 for Windows NT 3.51

– Norton AntiVirus 5.02 for Windows NT 4.0

– Norton AntiVirus 4.04 for NetWare

– Norton AntiVirus 2.0 for Lotus Notes™ and OS/2

– Norton AntiVirus 1.52 for Microsoft Exchange

v 2<H&'$&=je<7gs:

– Norton AntiVirus 1.02A for Internet E-mail Gateways for NT

– Norton AntiVirus 1.04 for Firewalls

v I}:

– Norton System Center 3.1

– Norton AntiVirus 5.03 for Macintosh Administrator

– Norton AntiVirus Plus 5.0 for Tivoli Enterprise

– Norton AntiVirus Plus 5.0 for Tivoli IT Director

– =N>NI}D<k (Norton AntiVirus Network Manager

(NAV32/NAVNETW) v3.01 r^`)

Norton AntiVirus KX9k\YJpsO"Norton AntiVirus CDNk<H&G#

l/Hj<NfN contents.txtU!$kK~CF$^9#

m: SecureWay FirstSecure*U!js0NltH7F Norton AntiVirus

Solution Release 3.04r~j9klg" Norton AntiVirus NqAG"5<

S9H5]<HKD$F"SymantecN"mhrs!7F$klg,"j^

9,"5<S9H5]<HKD$FO"IBM K*d$go;/@5$#

\YJ$s9H<k&9FCWKD$FOCjN=JKU$F$kqAr2H

7"O<I&'"H=UH&'"NWoKD$FO"71Z<8NXh13O

Intrusion ImmunityNWoH$s9H<kNmU@Yr2H7F/@5$#
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h8O MCHo</K*1k Public Key Infrastructure NW

h

Public Key InfrastructureN Trust Authority=.WGO"f<6<r'Z7"

.j-N"kL.rT&?aN$s?<MCH&"Wj1<7gsrs!7^

9#Ef=Hj_?Q-N?aNx+-<&$sUi9Hi/Ac< (PKI) 8

`NeK=[5l? Trust Authority79F`O"G#8?kZ@qN/T"x

="*hSI}K,WJ$sUi9Hi/Ac<rs!7^9#3N=JK

O"J<NbN,^^l^9#

v IBM AIX *hS Microsoft Windows NT5<P<&WiCHU)<`N5

]<H#

v f<6<P?NXeK"kI}Q?9/rhj7&"P?I (RA)#3NI

}O"+0h}^?OMVNUWhjKhCFB\9k3H,G-^9,"

J<N?$WNnH,^^l^9#

– f<6<N1LrN'9k

– Z@qNh@"97"^?OhjC7NWar5'^?Oq]9k

– f<6<,"Z@qNfNx+-<KX"9kk)-<Nj-"r}CF

$k+I&+!:9k

– CjN?$WNf<6<KCjN?$WNZ@qr/T9k?aK"Xj

5l?S8M9&Wm;9^?OZ@WmU!$kN,'K>&

RA O^?"}g5l?x+-<&G#l/Hj<G"k IBM SecureWay

LDAP Directory NZ@qKD$FNpsbx=7^9#

v .j-N"k'ZI (CA)#CA O"J<N3HrT$^9#

– G#8?kZ@qr/T7"Z@qr'Z9k?aNG#8?k&-<&

Z"r8.9k

– GiNP?+i"Z@qN97*hShjC7^G"Z@qN04Ji$

U&5$/kr5]<H9k

– Z@q,hjC5lkH"RA ,G#l/Hj<r(~K979k

– ]n-<KP9k=OrH%9k?aK"IBM SecureWay 4758 PCIEf

3Wm;C5<*hS9^<H&+<IJINEf=O<I&'"rHQ

9k3H,G-k

v Vi&6<NZ@q"5<P<NZ@q"*hS Smart CardJINCjN

GP$9N?aNZ@qrFWKh@G-kh&K9k?aN Web Y<9
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NP?$s?<U'<9G"k"Credential Central#I}TO"3liNP

?U)<`rHQ7F"PKIX Z@qN(sI&f<6<rv0KP?9k

3HbG-^9#

v f<6<, Web Vi&6<rHQ;:K PKIX Z@qNh@"97"*h

ShjC7,G-k"H)? Windows$s?<U'<9G"k"Trust

Authority Client#

v I}T,"Z@qNh@"97"^?OhjC7NWar5'^?Oq]G

-kh&K9k Web Y<9NI}$s?<U'<9G"k"RA Desktop#

v Trust Authority RA*hS CA +iu1hC?$YsHrNBK'ZG-k

h&K9k?aN"aC;<8N'3<I (MAC) rHQ9kF:5V79

F`#=.D=J*W7gsKhCF"F:l3<Ir"m0-?5l?H

-K]4-,]n5lkh&K9k3HbG-^9#

v 79F`N=.";-e"&Q9o<INQ9"CA Nj_Z@"F:m0

N]4-!:"*hS79F`=.WGNB4J+OHd_KP9k"$/

D+NI}$s?<U'<9#

v "Wj1<7gs+/T,+9?` PKI "Wj1<7gsrq/3H,G

-kh&K9k""Wj1<7gs&Wm0i_s0&$s?<U'<9

(API)#

v IBM DB2 Universal DatabaseKP9k}gBT~5]<H#LDNG<?Y

<9,"IBM SecureWay DirectoryQH"RA"CA"*hSF:=.WGQ

K8_7^9#

Trust Authority N8+

\YJWhH$s9H<kKD$FNpsO"IBM SecureWay Trust Authority

Up and Runningr2H7F/@5$#3NqAKO"Windows NT5<P<

*hS AIX GN$s9H<kKD$FN7Jj*H9FCW,^^lF$^

9#
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h9O kHK*1k SecureWay Toolbox NWh

FirstSecure Toolboxr"MCHo</GOJ/"+/D-K$s9H<k9k

3HrWh7F/@5$#"Wj1<7gsr"0tNf<6<KHQ5;k

0K"+/D-NfGF9H7F/@5$#

vD5<S9

vD5<S9KhCF"@l, Web 5$HK"/;99kvDr}CF$k

+rFk9k3H,G-^9#'ZO"Q9o<I^?Ox+-<rY<9K

T$^9#3liNjJKhCF"5$HNG<?N]4-H!)-r]n7

^9#vD5<S9O"/;9)fj9H (ACL) rn.7F"5$HN*V

8'/HK"/;9G-kM"*hS=liNM,*V8'/HK"/;9G

-k}!rjA7^9#^?"vD5<S9Khj"]n*V8'/HrjA

7F"1l5$s*sN?aNQ9o<Irn.9k3HbG-^9#3li

N;-ejF#<&D<kN9YF,";-ejF#<&]j7<NI}rF

WK9k?aK"8f=5lF$^9#vD5<S9O"IBM SecureWay

Policy DirectorvD API KhCF5]<H5l^9#

'ZI5<S9

'ZI5<S9O"X.509 Public Key Infrastructure for MultiplatformsH IBM

KeyWorks ToolkitKhCF5]<H5l^9#

'ZI5<S9KhCF"G#8?kZ@qrHQ7?;-ejF#<,NB

KTolkh&KJj^9#3liN5<S9KO"3liNZ@qN04J

i$U&5$/k (/T"97"*hShjC7) N?aN API ,^^lF$

^9#'ZIO^?"Z@qNhjC7j9Hbx=7F$^9#3N API

O"Z@qNf<6<r'Z9k?aNjJH7F"x+-<H9^<H&+

<INF/Nm8<rxQ7F$^9#

X.509 Public Key Infrastructure for MultiplatformsO"PKIX HbFPl"PKIX

API rp7Fs!5l^9#3liN API Khj"(sI&(sF#F#<

(EE)"'ZI (CA)"*hSP?I (RA) N=.WGrp7F"Z@qNn."

I}"]I"[["*hShjC7rT&3H,G-^9#3liN API

O"IBM SecureWay Trust AuthorityHN$s?<U'<9,D=G"j"

IBMKeyWorks rY<9H7F$^9#
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PKIX API KD$FO"IBM SecureWay X.509 Public Key Infrastructure for

Multiplatforms Programming Guide and Referencer2H7F/@5$# IBM

KeyWorksKD$FN\YO"91Z<8NXh16O FirstSecureHloKs!5

lk8qYG"Toolbox HloKs!5lkqANj9Hr2H7F/@5

$#

G#l/Hj<&5<S9

G#l/Hj<&5<S9O"IBM SecureWay Directory ClientKhCF5]

<H5l^9#

G#l/Hj<&5<S9O"Lightweight Directory Access Protocol (LDAP)

rHQ7F"G#l/Hj<NT.")f"*hS"/;9rT$^9#3l

iN5<S9O"LDAP 5<P<XN/i$"sH&"/;9rs!9k"/

i$"sH / 5<P<NbGkrY<9K7F$^9#G#l/Hj<&5<

S9O"]I"97"!w"*hSr9N?aK"G#l/Hj<psrf{

_VljG]}I}9k?aNjJrs!7^9#G#l/Hj<&5<S9

O";-e"&=1CH&l$d< (SSL) rHQ7FpsrEf=7^9#

G#l/Hj<&5<S9KD$FN\YO"91Z<8NXh16O FirstSecure

HloKs!5lk8qYG" Toolbox HloKs!5lk IBM SecureWay

Directory ClientNqANj9Hr2H7F/@5$#

KeyWorks Ef*hSHi9HI}5<S9

Ef*hSHi9HI}5<S9O"IBM KeyWorks Toolkit (KeyWorksHb

FPl^9) KhCF5]<H5l^9#

KeyWorksEf*hSI}5<S9O"psK"/;9G-kMr)f9k?

aK"psNEf=HEf=r|rT$^9#3liN5<S9O"G#8?

kp>Nn.H!:rT$"MCHo</eNDMH3sTe<?<N1Lr

'Z7^9#-<r[[;:KEf=5l?psNs|rD=K9k"-<s

|79F`, IBM Key Recovery Service ProviderKH_~^lF$^9#

KeyWorksO"Ef=5l?Hi9H&5<S9ND<k-CHG9#3l

O"1 HN,X=5l?;-ejF#<&5<S9H"}g5l?psHL.

N;-ejF#<!=N;CHrw(?"X"9kWm0i_s0&$s?<

U'<9+iJj^9#FXO"=N90<NXK"k"hjp\*J5<S

9NeK=[5lF$^9#3liNXO"c$XK"kEf"k4j:`"

pt"*hSG-N1LpsJINp\*J=.WG+iOaF"b$XNG
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#8?kZ@q"-<I}Hs|a+K:`"*hS;-e"&His6/7

gs&WmH3k,=[5lF$^9#

KeyWorksO"Fql5]<H (NLS) ,D=G"j"3lKhCF"=J,"

IN@l"9/jWH"8="*hS3<I=8zKbM87J$h&KJj

^9#

KeyWorksC APIKD$FN\YO"91Z<8NXh16O FirstSecureHloK

s!5lk8qYG" Toolbox HloKs!5lk KeyWorksNqANj9

Hr2H7F/@5$#

;-e"&=1CH&l$d<&WmH3k&5<S9

;-e"&=1CH&l$d<&WmH3k&5<S9O"IBM;-e"&=

1CH&l$d< (SSL) Toolkit KhCF5]<H5l^9#

SSL WmH3k&5<S9Khj"G<?r@lK"/;95;k+rhj9

k3H,G-^9#3liN5<S9O"f<6<'Z"5vDN/i$"s

HKhk"/;9I_"G<?N-QNI_JI"$/D+N\*N?aK"

x+-<Hk)-<rHQ7FG<?rEf=7^9#Z@qr/T9kjj

r)f9k3HG"G<?r.j7F"/;95;kjjr)f9k3H,G

-^9# SSL F/Nm8<O"G<?NEf=HQ9o<INn.N?aN

$/D+N>N API KbH_~^lF$^9#
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h3t $s9H<kH}gNM8v`

3NtGO"=.WGrloK,g5;k}!KD$Fb@7^9#33G

O"F=JNO<I&'"H=UH&'"NWo"*hS,WH5lk"Wj

1<7gs^?OG<?Y<9=JKD$Fs2^9#
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h10O FirstSecure N$s9H<kNWh

FirstSecure=.WG=Jr$s9H<k9k0K"J<NarIsG",WJ

O<I&'"H=UH&'",7CF$k+I&+N'7F/@5$#

FirstSecureN975l?G7psO"www.ibm.com/software/security/firstsecure

K"j^9#=JN$s9H<kr+O9k0K"975l?G7psKD$

F"3N Web 5$Hr4YF/@5$#

FirstSecureN=.WG=JN$s9H<kH=.rT&?aN9FCWP$9

FCWN\YO"=l>lN=.WG=JNqAK-\5lF$^9#

lL*J79F`Wo

3NaGO"FirstSecure=JKD$FN4N*J79F`WoKD$Fb@7

^9#=l>lN=.WG=JKG-NO<I&'"H=UH&'"NWoK

D$FO"=NCjN=.WG=JNar2H7F/@5$#

FirstSecure=.WGr$s9H<k9kKO"J<N5<P<&*Zl<F#

s0&79F`N&AN 1 D,BTG-kO<I&'",,WG9#

v Microsoft Windows NT Version 4 (Service Pack 5U-)#

v AIX P<8gs 4.3.1^?O=lJe#

v Sun SolarisP<8gs 2.6 ^?O=lJe#

m: SolarisNlg"Toolbox O"Sun SolarisP<8gs 2.6 (1999/ 5 n

N Fix PackU-) ,,WG9#

FirstSecure=.WG=JN=l>lO"/J/Hbe-Ks2k*Zl<F#

s0&79F`N 1 DGBT7^9#=l>lN=.WG=JNaK"5]<

H5lF$k*Zl<F#s0&79F`&WiCHU)<`H"F=.WG

=JN0sroHJk>N=UH&'"KD$F,(5lF$^9#3liN

*Zl<F#s0&79F`NOObG"5<P<"I}3s=<k"*hS

/i$"sH&79F`,,WKJj^9#J<NaGO"3liNWoKD

$F5b7^9#

5<P<*hS/i$"sHN?aN*Zl<F#s0&79F`NWo

SecureWay=JN*Zl<F#s0&79F`NWoKD$FO"60Z<8N

=1 r2H7F/@5$#
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= 1. 5<P<*hS/i$"sHN?aN*Zl<F#s0&79F`NWo

*Zl<F#s0&79F` Gc5<P<&lYk Gc/i$"sH&lYk

Windows NT P<8gs 4.0"Service Pack 5 P<8gs 4.0"Service Pack 5

IBM AIX P<8gs 4.3.1 P<8gs 4.3.1

Sun Solaris P<8gs 2.6 P<8gs 2.6

Windows 95 N/A 5]<H5lk9YFNP<8g

s

Windows 98 N/A 5]<H5lk9YFNP<8g

s

Windows 3.1 (Norton AntiVirus

N_)

N/A 5]<H5lk9YFNP<8g

s

IBM OS/2 (Norton AntiVirusN

_)

N/A P<8gs 4.0"FixPak 6^?O

=lJe

=.WG=JN\YHWo

J_NaG"FirstSecureN=.WG=JNO<I&'"H=UH&'"NWo

r(7^9#J<NOG"FH_)FVmC/KD$FN\Yrb@7"=l

>lNO<I&'"H=UH&'"NWor(7^9#3liNOGO^?"

=l>lN=JN$s9H<kH=.KD$Fb5b7^9,"3lKO">

N=.WGHN}gKD$FNb@,^^l^9#

v 61Z<8NXh11O Policy DirectorNWoH$s9H<kNmU@Y

v 63Z<8NXh12O SecureWay Boundary ServerNWoH$s9H<kNm

U@Y

v 71Z<8NXh13O Intrusion ImmunityNWoH$s9H<kNmU@Y

v 79Z<8NXh14O Public Key InfrastructureNWoH$s9H<kNmU

@Y

v 85Z<8NXh15O Toolbox N$s9H<kWoHM8v`Y
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h11O Policy Director NWoH$s9H<kNmU@

3NOGO"Policy DirectorNO<I&'"H=UH&'"NWoKD$Fs

2^9#^?">N FirstSecure=JHN}gKD$FN$s9H<kNmU@

,"lP"=lbb@7^9#

Policy Director NO<I&'"H=UH&'"NWo

=2 O"Policy DirectorNO<I&'"WoNj9HG9#

= 2. Policy DirectorNO<I&'"Wo

WiCHU)<` G.G#9/&9Z<9 G.abj<

Windows NT5<P<: Intel ^

?O Intel _9N 80486 133

MHZ Je

16 MB 64 MB

AIX 5<P<: AIX 4.3.1 rBT

G-kO<I&'"

16 MB 64 MB

Solaris5<P<: Solaris 2.6rB

TG-kO<I&'"

16 MB 64 MB

Policy Director=.WGN=UH&'"WoO"J<NH*jG9#

Policy Director 5<P<

v Windows NT5<P< P<8gs 4.0"Service Pack 5

v AIX P<8gs 4.3.1

v Sun Solaris, Version 2.6

NetSEAT /i$"sH

v Windows NT5<P< P<8gs 4.0"Service Pack 5

v Windows 95

v Windows 98

I}3s=<k

v Windows NTo</9F<7gs

v Windows NT5<P<&/i$"sH

v AIX P<8gs 4.3.1/i$"sH

v Sun Solaris, Version 2.6/i$"sH
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Policy DirectorKO"QC1<8K^^lF$k>N=UH&'",,WG

9# Policy DirectorN[VK,WJ=UH&'"r$s9H<k9kKO"

IBM SecureWay Policy Director5b NX(K>CF/@5$#

Policy Director N$s9H<kNmU@

www.ibm.com/software/security/policyK"Policy DirectorKP9k=UH&'"

0sror977?bN,j9H5lF$^9#

Policy Director H Trust Authority N}g

IBM SecureWay Trust AuthorityO"=l>lNf<6<,\MG"k+I&+

rN'9k3HKhk'Zrs!7^9# Trust AuthorityO"IBM SecureWay

Directory (Lightweight Directory Access Protocol̂ ?O LDAP HFPlk3H

,"j^9) NpsKpE$F"f<6<KZ@qr/T7^9#

!K"Policy DirectorO"3liNZ@qrHQ7F"=l>lNf<6<,

v5l?j=<9K@1"/;9G-kh&K9k3HKhCF"vDrT$

^9# Policy DirectorO"=Npsr=lH18 IBM SecureWay Directory

KJ<7^9#

e-businessGO"9YFN Policy DirectorvD"*hS9YFN Trust

Authority psrHQ7?"1lf<6<jAr}D3H,G-^9#

SecureWay Boundary Serverpsr IBM SecureWay DirectoryKbJ<7?l

gO" Policy Director,=NpsbI}7^9#
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h12O SecureWay Boundary Server NWoH$s9H<k

NmU@

3NOGO"SecureWay Boundary ServerNO<I&'"H=UH&'"NW

oKD$Fs2^9#^?">N SecureWay Boundary Server=JHN}gK

D$FN$s9H<kNmU@,"lP"=lbb@7^9#

SecureWay Boundary Server NO<I&'"H=UH&'"NWo

SecureWay Boundary Server=.WG=JNO<I&'"WoO"=3 H 64Z

<8N=4 K"j^9#

= 3. SecureWay Boundary Server=.WG=JNO<I&'"Wo

SecureWay Boundary Server
=.WG

^7s&

?$W

G#9/&

9Z<9

abj< =N>

IBM SecureWay Firewall1 NT: Pentium®

133 MHz Je

AIX: AIX

4.3.2r5]<

H9k

RS/6000^7

s

NT: 24 MB2

AIX: 307 MB

NT: 64 MB

AIX: 64 MB

MCHo</&

$s?<U'<

9&+<I 2 g

ACE/Server NT: Pentium

166 MHz Je

(7s0k&W

m;C5<N

_)

AIX: AIX 4.2

r5]<H9

k^7s

1 !5<P<&

=UH&'":

50 MB

PC/"CW&

5<P<: 22

MB

i|f<6<&

G<?Y<9:

4 MB

$s9H<k:

240 MB

G.: 32 MB B]N-1hW

oO"f<6<

tKhCFh^

j^9#

SurfinGate
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= 3. SecureWay Boundary Server=.WG=JNO<I&'"Wo (3-)

SecureWay Boundary Server
=.WG

^7s&

?$W

G#9/&

9Z<9

abj< =N>

5<P< Pentium 233

MHz Je

20 MB G.: 128 MB

d): 256 MB

3s=<k Pentium 233

MHz Je

15 MB G.: 32 MB d

): 64 MB

MIMEsweeper for IBM

SecureWayjj<9 2

MAILsweeper Pentium 200

MHz Je

1 GB 64 MB MCHo</&

$s?<U'<

9&+<I 1 g

WEBsweeper Pentium 400

MHz Je

1 GB 128 MB + (FB

T Web \34

HK) 1 MB

MCHo</&

$s?<U'<

9&+<I 1 g

m:
1. \YKD$FO"IBM Firewall K^^lkqAr2H7F/@5$#

2. NetscapeVi&6<Nlg"13 MB NG#9/&9Z<9b,WG9#

= 4. SecureWay Boundary Server=.WG=JN=UH&'"Wo

SecureWay Boundary Server
=.WG

Microsoft Windows WiCH

U)<`

AIX Solaris

/i$"sH 5<P< 5<P< 5<P<

IBM SecureWay Firewall Windows

95"IPSec/

i$"sH

Windows NT

5<P< P<

8gs

4.0"Service

Pack 51

AIX 4.3.2 xQT=

ACE/Server Windows NT

Workstation

4.0"Service

Pack 2Je

Windows NT

ServerP<8

gs

4.0"Service

Pack 5Je

AIX 4.2 Solaris 2.5.1

SurfinGate 4.05

5<P< xQT= Windows NT

4.02

xQT= xQT=
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= 4. SecureWay Boundary Server=.WG=JN=UH&'"Wo (3-)

SecureWay Boundary Server
=.WG

Microsoft Windows WiCH

U)<`

AIX Solaris

/i$"sH 5<P< 5<P< 5<P<

3s=<k Windows NT

4.0 Je2

Windows

95"Windows

98

xQT= xQT= xQT=

MIMEsweeper for IBM SecureWayjj

<9 2

MAILsweeper xQT= Windows NT

4.03

xQT= xQT=

WEBsweeper Windows NT

Workstation

4.0"Service

Pack 3Je

Windows NT

4.04

xQT= xQT=

m:
1. ,WJ$5KD$FO"IBM Firewall for Windows NTHloKs!5l?qAr4YF/@5$#

2. 5iK"J<NH*jG9#

v Microsoft WindowsQN WindowsMCHo</&/i$"sH,,WG9#

v Windows NT WorkstationO5]<H5l^;s#

3. 5iK"J<NH*jG9#

v NT 3.5.1*hS Windows NT WorkstationO5]<H5l^;s#

v J<ND-N&AN 1 D,,WG9#

– Microsoft Exchange

– SMTP

– cc:Mail™

– Groupwise

– Lotus Notes

4. MIMEsweeperNd)v`KD$FO"69Z<8NXMIMEsweeperNM8v`Yr2H7F/@5

$#

SecureWay Boundary Server =.WGNM8v`

J<NaGO"SecureWay Boundary Server=.WG=JN$s9H<kH=

.KD$FNM8v`KD$Fb@7^9#
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IBM Firewall NM8v`

IBM Firewall KP9kM8v`O"gK">N SecureWay Boundary Server=

JHNX"G$s9H<k7?lgNHiU#C/N.lK"j^9#

5sWk=.

IBM Firewall H MAILsweeper N5sWk=.: IBM Firewall H

MIMEsweeperN>}r$s9H<k9klgO"3NaKb@5l?=.rH

Q9k3H,G-^9#

v MAILsweeperO"MIMEsweeperNltG"j"a<k&aC;<8NbF

r!:7^9# MAILsweeperKO""sA&#k9N!:rD=K9k!

=,"j^9#

v MAILsweeperO"IBM Firewall H;-e" SMTP 5<P<NVKV+l^

9#

v IBM Firewall O"a<k>wN?aNa<k&[9HH7F"

MAILsweeperr]$sH7^9#

– IBM Firewall GO"v0jANa<k,'r_j7F"a<kNHiU#

C/,.lkh&K9k,W,"j^9#

v SMTP 5<P<b"a<k>wN?aNa<k&[9HH7F"

MAILsweeperr]$sH9k,W,"j^9#

v MAILsweeperO">w5l?>}~K.lka<k&aC;<8NbFr!

:7^9#

IBM Firewall "Norton AntiVirus for Internet Email Gateways "*hS

MIMEsweeper N5sWk=.: IBM Firewall"Norton AntiVirus for Internet

Email Gateways"*hS MIMEsweeperr$s9H<k9klgO"3NaK

b@5l?=.rHQ9k3H,G-^9#3N7Jj*GO"IBM

Firewall"Norton AntiVirus for Internet Email Gateways"*hS MAILsweeper

rA'<sGkg7F"J<N^K(7?h&K"&#k9N-5HbFKD

$F"a<kr!:7^9#
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v U!$"&)<kO"=N;-e"&a<k&5<P<H7F" Norton

AntiVirus for Internet Email Gatewaysr]$sH7^9#3NCjNHiU

#C/rD=K9kKO"57$U!$"&)<k,'r_j9k,W,"

j^9#

v Norton AntiVirus for Internet Email GatewaysO";-e"&a<kNa<k

>whH7F MAILsweeperr]$sH7"0t8FNa<kKOU!$"

&)<kr]$sH7^9#

v MAILsweeperO"+,K>w5l?a<kru1hCF!:7^9#!K"

=Na<kr"P)XjF<Vk^?O MX l3<I&kC/"CWK>

CF"57$5<P<K>w7^9# MAILsweeperH Norton AntiVirus for

Internet Email Gateways,18^7sK8_9klg" MAILsweeperQN

u.]<HrQ97F"Norton AntiVirus for Internet Email GatewaysHN%

grr1k,W,"j^9#

IBM Firewall H WEBsweeper N5sWk=.: IBM Firewall H

MIMEsweeperN>}r$s9H<k9klgO"3NaKb@5l?=.rH

Q9k3H,G-^9#

v WEBsweeperO"MIMEsweeperNltG"j"Web NHiU#C/r!:

7^9# WEBsweeperKO""sA&#k9N!:rD=K9k!=,"j

^9#

v WEBsweeperO"fVWm-7<H7F/-^9#/i$"sHO"=NW

m-7<H7F WEBsweeperr]$sH7^9#!K"WEBsweeperO"H

iU#C/rU!$"&)<k&Wm-7<K>w9kh&_j7^9#

v Wm-7<&HiU#C/rD=K9k?aKO"U!$"&)<keG,

'r_j9k,W,"j^9#
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v Wm-7<WaO"U!$"&)<kNe}K"k;-e"&MCHo</

+iN_wk3H,G-^9#

v WEBsweeperO HTTPSrhj7$^;s# HTTPSrHQ9k?aKO"

U!$"&)<kGNdjrsr7"9YFN Web HiU#C/r!:9

kh&K9k?aK"WEBsweeperr&s9k,W,"j^9#U!$"&

)<k&Wm-7<KO">\]$sH9k,W,"j^9# Web HiU

#C/O=lGb]n5l^9,"WEBsweeperKhk!:OTol^;

s#

IBM Firewall H SurfinGate N5sWk=.: IBM Firewall H SurfinGate

r$s9H<k9klgO"3NaKb@5l?=.rHQ9k3H,G-^

9#

v SurfinGateO"ActiveX 3sHm<k*hS>N`\KD$F"Web HiU

#C/r!:7^9#

v SurfinGateO"fVN Web Wm-7<H7F/-^9#/i$"sHO"

HTTP"FTP"*hS HTTPSKP9kWm-7<H7F"SurfinGater]$

sH7^9#!K SurfinGateO"=NWar IBM Firewall Wm-7<K>

w7^9#

v Wm-7<&HiU#C/rD=K9k?aKO"U!$"&)<keG,

'r_j9k,W,"j^9#

v Wm-7<WaO"U!$"&)<kNe}K"k;-e"&MCHo</

+iN_wk3H,G-^9#

IBM Firewall "MIMEsweeper"*hS SurfinGate N5sWk=.: IBM

Firewall"MIMEsweeper"*hS SurfinGater$s9H<k9klgO"3N

aKb@5l?=.rHQ9k3H,G-^9#

v SurfinGateO"ActiveX 3sHm<k*hS>N`\KD$F"Web HiU

#C/r!:7^9#3lO"MIMEsweeperN WEBsweeper=.WGHO

[Jk!:rT$^9#
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v SurfinGateH WEBsweeperO"fVN Web Wm-7<H7F/-^9#/

i$"sHO"HTTP *hS FTP KP9kWm-7<H7F SurfinGater

]$sH7^9#!K SurfinGateO"=NWar WEBsweeperK>w7^

9#5iK WEBsweeperO"=NWar IBM Firewall Wm-7<K>w7

^9#

v Wm-7<&HiU#C/rD=K9k?aKO"U!$"&)<keG,

'r_j9k,W,"j^9#3liN,'O"IBM eNetwork Firewall

Version 3.3 for Windows NT User’s GuideKjA5lF$^9#

v Wm-7<WaO"U!$"&)<kNe}K"k;-e"&MCHo</

+iN_wk3H,G-^9#

v WEBsweeperO HTTPSrhj7$^;s# HTTPSrHQ9klg"U!

$"&)<kGNdjrsr7"9YFN Web HiU#C/r!:9kh

&K9k?aK"WEBsweeperr&s9k,W,"j^9#U!$"&)<

k&Wm-7<KO">\]$sH9k,W,"j^9# Web HiU#C

/O=lGb]n5l^9,"WEBsweeperKhk!:OTol^;s#

MIMEsweeper NM8v`

J<O"5?*J WEBsweeper79F`G9#

v Intel Pentium 400 MHzJe

v 1GB NG#9/&9Z<9H 128 MB N RAM

v Windows NT Server̂ ?O WorkstationP<8gs 4.0 Server Service Pack

3 Je

v TCP/IPWmH3k ([9H>HIa$s>r^`)

v "sA&#k9&D<k

J<O"BTf<6<,Gg 500 M^GN"5?*Jg,ON WEBsweeper

D-G9#

v Ge"kN Intel Pentium II"450 MHz Je

v 3GB NG#9/&9Z<9H 256 MB N RAM

v Windows NT Server̂ ?O WorkstationP<8gs 4.0 Server Service Pack

3 Je

v TCP/IPWmH3k ([9H>HIa$s>r^`)

v "sA&#k9&D<k

500 Mr6(kBTf<6<r5]<H9kD-GO"#tN WEBsweeper5

<P<rHQ9k3Hr*+a7^9#

h12O SecureWay Boundary ServerNWoH$s9H<kNmU@ 69



70 FirstSecureWh*hS}gNjz-



h13O Intrusion Immunity NWoH$s9H<kNmU@

3NOGO"Intrusion ImmunityN=.WGG"k"Tivoli Cross-Site for

SecurityH Norton AntiVirus NO<I&'"H=UH&'"NWoKD$Fs

2^9#

Intrusion Immunity NO<I&'"H=UH&'"NWo

J<NaGO"Intrusion Immunity=.WG=JN$s9H<kH=.KD$F

b@7^9#

Tivoli Cross-Site for SecurityNO<I&'"H=UH&'"NWoO"=5"

72Z<8N=6"*hS 72Z<8N=7 K"j^9# Norton AntiVirus =.W

GNO<I&'"H=UH&'"NWoO"73Z<8N=8 H 73Z<8N=9

K"j^9#

= 5. Tivoli Cross-Site for Security5<P<NO<I&'"H=UH&'"NWo

5<P<NWo

*Zl<F#s0&79F` v AIX 4.3.2

v Windows NTP<8gs 4.0"Service Pack 5

v Solaris 2.5.1^?O 2.6

Java JDK 1.1.6 revision 04Je

Web 5<P< Netscape Enterprise Server 3.51

G<?Y<9 v IBM DB2 jj<9 5.2

v Oracle 7.3.4 (̂ ?O 8.0.4rd))

v Microsoft SQL Server

G#9/&9Z<9 v Windows NT 290 MB

v AIX 180 MB

v Solaris 180 MB

abj< 256 MB

9oCW&9Z<9 300 MB (400 MBrd))

m:

1. Netscape Enterprise Server 3.51H 3.6 O5]<H5l^;s#

2. Tivoli Cross-Site for SecurityN$s9H<kNqAG"SolarisNQCANWor2H7F/@5$#
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= 6. Tivoli Cross-Site for SecurityI}3s=<kNO<I&'"H=UH&'"NWo

I}3s=<kNWo

*Zl<F#s0&79F` v Windows 95

v Windows 98

v Windows NTP<8gs 4.0"Service Pack 5

(166 MHz JeN^7srd))

v Sun SPARCGBT5lk Solaris 2.5.1^?O

2.6

G#9/&9Z<9 9YFNWiCHU)<`G 25 MB

abj< v Windows NT 40 MB

v AIX 64 MB

v Solaris 40 MB

= 7. Tivoli Cross-Site for Security(<8'sHNO<I&'"H=UH&'"NWo

(<8'sHNWo

*Zl<F#s0&79F` v Windows NTP<8gs 4.0"Service Pack 5J

e

v AIX 4.3.2

v Sun SPARCGBT5lk Solaris 2.5.1^?O

2.6

Java SolariseN JDK 1.1.6 revision 04Je (UNIX N

lgN_,W)

G#9/&9Z<9 v Windows NTeK 15 MB

v AIX eK 10 MB

v SolariseK 10 MB

abj< v Windows NTeK 32 MB

v AIX eK 32 MB

v SolariseK 20 MB

m:

1. Netscape Enterprise Server 3.51H 3.6 O5]<H5l^;s#

2. Tivoli Cross-Site for SecurityN$s9H<kNqAG"SolarisNQCANWor2H7F/@5$#

73Z<8N=8 O"Norton AntiVirus NO<I&'"WoNj9HG9#
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= 8. Norton AntiVirusNO<I&'"Wo

Intrusion Immunity =.WG ^7s&

?$W

G#9/&

9Z<9

abj< =N>

Norton AntiVirus Intel CPU 24 MB G.: 16 MB d

): 32 MB

CD-ROM Ii$

V

Norton AntiVirus for Internet

E-mail Gateways

Pentium 133

Je

6 MB 32 MB CD-ROM Ii$

V

z(*Ja<k`

nN?aKO 500

MB A 5 GB

= 9. Norton AntiVirusN=UH&'"Wo

Intrusion Immunity =.WG

Microsoft Windows WiCH

U)<`

OS/2

/i$"sH 5<P< /i$"sH

Norton AntiVirus1 Windows NT 4.0

Windows 95"

Windows 98

Windows NT 4.0 OS/2 2.11Je

m:
1. 5iK"Norton AntiVirus for Internet Email GatewaysKO"TCP/IP$s?<MCH\3,,WG

9#

Norton AntiVirus O"AIX *hS SolarisGOxQT=G9#

Tivoli Cross-Site for Security N$s9H<kNmU@

J<N^O"e-businessMCHo</K*1k"Cross-Site for Security(<8

'sHH Cross-Site for SecurityI}5<P<N5?*J[Vr(7?bNG

9#

h13O Intrusion ImmunityNWoH$s9H<kNmU@ 73



^ 11. DMZ XN Cross-Site for SecurityI}5<P<N$s9H<k
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^ 12. $sHiMCHXN Cross-Site for SecurityI}5<P<N$s9H<k
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^ 13. $s?<MCHK\35l?5<P<r5]<H9k DMZ bN Cross-Site for SecurityI}5<P<N$s9

H<k
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Norton AntiVirus N$s9H<kNmU@

Norton AntiVirus N$s9H<kKD$FNpsO"contents.txtH$&>0N

U!$kNfK"j^9,"3lO=J CD Nk<H&G#l/Hj<K"j

^9#
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h14O Public Key Infrastructure NWoH$s9H<kNm

U@

#|NkHGO";-e" e-business"Wj1<7gsN?aNx+-<&$

sUi9Hi/Ac<r,WH7F$^9,"FirstSecure Trust AuthorityO"

x+-<&$sUi9Hi/Ac<r3~9k?aK"J<N 2 DNlYkN

!=rs!7F$^9#

v J<NbNrs!9k"G#8?kZ@qN04Ji$U&5$/kNI}

– Z@qNWa"97"*hShjC7rT&?aN!=

– 'ZWar5'9kP?I

– G#8?kZ@qHhjC7j9Hrn.9k?aN'ZI

v S8M9,".j-N"k e-business(sF#F#<r*si$sGP?G

-kh&K9k?aN"H%5l?P?!=#P?"Wj1<7gsO"J

<N6'G=[5lF$^9#

– /T*hSI}5lkZ@qO"!)-Nb$ e-business"Wj1<7g

sG,WH5lk".jKM9kbNGJ1lPJi:"18bYN.j

-H;-ejF#<NWoKgo;k?aK"P?Ir=[9k,W,"

j^9#

– "Wj1<7gsO"jnH^?O+0Khk5'"@p-N"k*s5

$H^?O*U5$HN'Z"*hSP?]j7<rLDN.j-N"k

Ia$sH,%9k?aN*W7gsJI"5^6^JP?]j7<r5

]<H9k?aN@p-rw(?bNG"k,W,"j^9#

Hi9H&bGkO"ERhjz-N"/;9D=-"!)-"0g-"Pj

r]Z9kNKr)A^9#G#8?kGNEf="'Z"*hSp>rHQ

7F" Trust AuthorityO"$s?<MCH"$sHiMCH"^?O VPN

(>[d_V) rp7?;-e" e-businessNkTrD=K7^9#p>-<N

H%;-ejF#<N?aK"'ZIO"EfO<I&'"rHQ7FnHr

T&h&_W5lF$^9#

Trust Authority 5<P<NO<I&'"H=UH&'"NWo

Trust Authority=.WGKP9k5<P<N=UH&'"WoO"80Z<8N

=10 Kj9H5lF$^9#
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= 10. Public Key Infrastructure Trust Authority=.WGKP9k5<P<&=UH&'"H$U*rO<
I&'"NWo

=J m

J<N*Zl<F#s0&79F`N 1 D

v IBM AIX/6000 (AIX)"P<8gs 4.3.2

v Microsoft Windows NT"P<8gs 4.0 (Service

Pack 5U-)

v ,\#

v 9YFN Trust Authority5<P<r18WiC

HU)<`K$s9H<k9k,W,"j^9#

1879F`=.NfK AIX H Windows NT

N^7sr.<k3HOG-^;s#

IBM SecureWay DirectoryP<8gs 3.1.1 v ,\: Trust Authority3<IH}g#

v Trust AuthorityN$s9H<kfK"Trust

Authority r$s9H<k7?NH18^7sK

Directory =UH&'"r$s9H<k9k+"

^?O=lrjb<H&^7sK$s9H<k9

k3H,G-^9#

IBM WebSphere Application Server Version 2.02"

8`G# IBM HTTP ServerP<8gs 1.3.3H

Sun Java Development Kit (JDK) 1.1.7r^`#

v ,\: Trust AuthorityN^NQC1<8NfK~

lFs!#

v Trust Authorityr$s9H<k9k0K"Trust

Authority H Trust Authority5<P<&=UH&

'"r$s9H<k9k=jG"k"18^7s

K Web 5<P<&=UH&'"r$s9H<k

7F*/,W,"j^9#

IBM DB2 fKP<5k&G<?Y<9&(s?<

Wi$:&(G#7gsNP<8gs 5.2 (]iQ

CA 9 U-NbN)#

v ,\: Trust AuthorityN^NQC1<8NfK~

lFs!#

v G-NG<?Y<9&$s9?s9,"F5<P

<=.WG4HK8_7^9# Trust Authority

r$s9H<k9k0K"Trust Authority5<P

<H7FHQr=j7F$kF^7sK"DB2

r$s9H<k7F*/,W,"j^9#

v IBM SecureWay 4758 PCI Cryptographic

Coprocessor"Model 001

v IBM SecureWay 4758 CCA Support Program"P

<8gs 1.3.0.0 (]iQCA 1.3.0.1U-)

v $U*r G"AIX 79F`GN_HQD=: 3

N=JO"LoN IBM =JN/m}!Gm89

k,W,"j^9#

v Trust Authorityr$s9H<k9k0K"Trust

Authority CA r$s9H<k9k=jN5<P

<K"4758O<I&'"r$s9H<k7F*

/,W,"j^9#

v 4758Ef+<IO"RS/6000eK PCI P9r 1

D,WH7^9#

81Z<8N=11 H 82Z<8N=12 K"Trust AuthorityN5<P<&O<I&

'"NWorj9H7F$^9#
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=11 H 82Z<8N=12 O"J<r0sH7F$^9#

v .,ONBT/D-G"h|"100 oxYNZ@qr/T9k#

v f,ONBT/D-G"h|"1000oxYNZ@qr/T9k#

v g,ONBT/D-G"h|"tioNZ@qr/T9k#3lO^?">

NH%Kh0T CA 5<S9rs!9k79F`KbJj^9#

Windows NTG Trust AuthorityrBT9kWhG"klg"IBM GO"

Trust Authorityr IBM Netfinity
®

5<P<K$s9H<k9k3Hr*+a7

F$^9#J<N=O"Trust Authority Certificate Authorityrp7F/T9k

H=[5lkZ@qNtrY<9K7?"d)5lk79F`&5$:rs!

9kbNG9#

= 11. 5sWk Windows NT^7s=.

^7s&?$W Wm;C5< G#9/&9Z<9 abj<

.,ONBT/D-

Netfinity 3000 1 (450 MHz,

Pentium II)

2 Ii$V (9.1 GB) 256 MB

Netfinity 5000 2 (450 MHz,

Pentium II)

2 Ii$V (9.1 GB) 512 MB

f,ONBT/D-

Netfinity 3000 1 (500 MHz,

Pentium III)

4 Ii$V (18.2 GB) 768 MB

Netfinity 5000 2 (500 MHz,

Pentium III)

4 Ii$V (9.1 GB) 1 GB

h14O Public Key InfrastructureNWoH$s9H<kNmU@ 81



= 11. 5sWk Windows NT^7s=. (3-)

^7s&?$W Wm;C5< G#9/&9Z<9 abj<

g,ONBT/D-

Netfinity 5500 2 (450 MHz,

Pentium III)

4 Ii$V (9.1 GB b.) 1 GB

Netfinity 5500 4 (500 MHz,

Pentium III

Xeon, 1024K

L2 -cC7e

U-)

4 Ii$V (9.1 GB b.) 1 GB

Netfinity 7000 2 (500 MHz,

Pentium III,

512K L2 -c

C7eU-)

4 Ii$V (9.1 GB b.) 1 GB

Netfinity 7000 4 (500 MHz,

Pentium III

Xeon, 1024K

L2 -cC7e

U-)

4 Ii$V (18.2 GB) 2 GB

AIX G Trust AuthorityrBT9kWhG"klg" Trust Authorityr IBM

RISC System/6000
®

^7sK$s9H<k9k,W,"j^9#J<N=O"

Trust Authority Certificate Authorityrp7F/T9kH=[5lkZ@qNt

rY<9K7?"d)5lk79F`&5$:rs!9kbNG9#

= 12. 5sWk AIX ^7sNO<I&'"=.

^7s&?$W Wm;C5< G#9/&9Z<9 abj<

.,ONBT/D-

F40 2 (233 MHz) 2Ii$V (9.1 GB, Ultra 2 Fast

Wide)

512 MB

f,ONBT/D-

F40 2 (233 MHz) 3Ii$V (9.1 GB, Ultra 2 Fast

Wide)

1 GB

g,ONBT/D-

F50 4 (332 MHz) 5Ii$V (1 Ii$VN 9.1 GB

Ultra 2 Fast WideH 4 Ii$VN

9.1 GB SSA)

2 GB
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= 12. 5sWk AIX ^7sNO<I&'"=. (3-)

^7s&?$W Wm;C5< G#9/&9Z<9 abj<

H50 4 (332 MHz) 5Ii$V (1 Ii$VN 9.1 GB

Ultra 2 Fast WideH 4 Ii$VN

9.1 GB SSA)

2 GB

R50 6 (200 MHz) 2Ii$V (9.1 GB Ultra 2 Fast

Wide)

1 GB

R50 8 (200 MHz) 5Ii$V (1 Ii$VN 9.1 GB

Ultra 2 Fast WideH 4 Ii$VN

9.1 GB SSArw(? 7133 SSAi

C/)

2 GB

Trust Authority /i$"sHNO<I&'"H=UH&'"NWo

IBM GO"Vi&6<P?U)<`rHQ9k?aH"Trust Authority/i$

"sH&"Wj1<7gsrBT9k?aK"J<No</9F<7gs=.

r*+a7F$^9#

v J<N*}^7s&;CH"CW:

– G.B 32 MB abj<rw(? 166 MHz Intel 486Wm;C5< ( /

J/Hb" 64 MB Nabj<rw(? 200 MHz Intel PentiumWm;

C5<,>^7$)

– 0iU#C/9&+<I

– VGA SG*&G#9Wl$"^?O=lJeNbN

– ^&9^?O^&9_9N]$sF#s0&GP$9

v J<N*Zl<F#s0&79F`N 1 D:

– Microsoft Windows 95

– Microsoft Windows 98

– Microsoft Windows NT"P<8gs 4.0

v J<N Web Vi&6<N 1 D:

– Netscape Navigator̂ ?O Netscape Communicator"P<8gs 3.0 Je

– Microsoft Internet Explorer"P<8gs 4.0 Je (Java,HQD=JbN)

IBM KeyWorks Toolkit H IBM SecureWay Trust Authority Nj_nQ

IBM KeyWorks Toolkit O"IBM SecureWay Trust AuthorityH185<P<K

O$s9H<k7J$G/@5$#
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h15O Toolbox N$s9H<kWoHM8v`

FirstSecure ToolboxO"e-businessG;-e"&"Wj1<7gsr+/9k

NKr)D"1 HN API G9#

v vD5<S9

v Z@*hSI}5<S9

v G#l/Hj<&5<S9

v ;-e"&=1CH&l$d<&WmH3k&5<S9

v KeyWorksEf*hSHi9HI}5<S9

– IBM Key Recovery Service Provider 1.1.3.0 API# IBM Key Recovery

Service ProviderKhj"Ef=5l?psNs|,D=KJj^9#

– IBM Key Recovery Server 1.1.3.0#IBM Key Recovery Server 1.1.3.0O 1

DN"Wj1<7gsG"j"vD5l?Wa,"kH"-<,HQT=

KJk+":olk+"^?O;}ru1?H-K"Ef=5l?psr

s|9k3H,G-^9#

3liN 2 DND<k-CHO";-ejF#<&WmP$@<,D<

k-CHKWi0$s9k?aKHQG-k8`$s?<U'<9@1G

J/""Wj1<7gs,EWJ;-ejF#<&5<S9r/09k?

aKHQG-k8`$s?<U'<9rs!7^9#8`$s?<U'<

9O"Common Data Security Architecture (CDSA)KpE$F$^9#3

liND<k-CHO"Windows NT"Solaris"*hS AIX GHQD=G

9#

Toolbox NO<I&'"H=UH&'"NWo

Toolbox NO<I&'"Wor"=13 K(7^9#

= 13. ToolboxNO<I&'"Wo

WiCHU)<` G#9/&9Z<9 abj<

P<8gs 4.0"Service Pack 5 2A 4 GB 64 MB

AIX 4.3.2 9.1 GB 1 GB

Sun Solaris, Version 2.6 (1999/

5 nN Fix PakU-)

4.2 GB 128 MB
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= 14. Toolbox=.WG=JNO<I&'"Wo

D<k-CH ^7s&?$W G#9/&9Z<9 abj<

IBM KeyWorks Toolkit J<GBT9k=

Jr5]<H9k

O<I&'":

Windows NTP<

8gs 4.0"Service

Pack 5Je

Windows 95

AIX 4.2 Je

Sun Solaris

50 MB 32 MB

IBM Key Recovery Service Provider J<GBT9k=

Jr5]<H9k

O<I&'":

Windows NTP<

8gs 4.0"Service

Pack 5Je

Windows 95

AIX 4.2 Je

Sun Solaris

50 MB 32 MB

Toolbox =.WG=JN=UH&'"WoO"J<N=K(5lF$^9#
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= 15. Toolbox=.WG=JN=UH&'"Wo

Toolbox =.WG

Microsoft Windows WiCH

U)<`

AIX Solaris

/i$"sH 5<P< 5<P< 5<P<

IBM KeyWorks Toolkit Windows NT

P<8gs

4.0"Service

Pack 5Je

Windows NT

P<8gs

4.0"Service

Pack 5Je

Windows 95

AIX 4.2 Je1 Sun Solaris

IBM Key Recovery Service Provider Windows NT

P<8gs

4.0"Service

Pack 5Je2

Windows 95

Windows NT

P<8gs

4.0"Service

Pack 5Je

AIX 4.2 Je Sun Solaris

m:
1. AIX /i$"sHb5]<H5l^9#

2. 5iK"IBM KeyWorks Toolkit ,,WG9#

IBM KeyWorks Toolkit 1.1

IBM KeyWorks Toolkit 1.1O""Wj1<7gsN+/TKP7F"[Jk`

nD-K^?,CF"Ef=!=*hS>N;-ejF#<!=K"/;99

k?aN"*<WsG"H%D=J"8`NjJrs!7^9#

IBM KeyWorks Toolkit O" Service Provider"I$s&b8e<k,D<k

-CHH$s?<U'<9rHk?aKHQG-k8`$s?<U'<9@1

GJ/""Wj1<7gs,EWJEf"Hi9H"*hS;-ejF#<N

5<S9r/09k?aKHQG-k8`$s?<U'<9 (API) rs!7^

9#3liN8`$s?<U'<9O"Common Data Security Architecture

(CDSA) rY<9H7?bNG9# CDSA O"Open Group+iN8`G"

j"GiO Intel™ CorporationKhCF+/5l" IBM KhCF KeyWorks

Toolkit KH%5l?bNG9#8`$s?<U'<9rHQ9kH"J<Nh

&KJj^9#

v kHGO"K<:KGb(7?Ef=HHi9HN3~r*r9k3H,G

-";-ejF#<&5<S9rHQ9k"Wj1<7gsrQ99k,W

O"j^;s#

v "Wj1<7gsH_Ik&'"NWm0i^<N8:-,~e7^9#
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IBM KeyWorks Toolkit O""Wj1<7gsH/i9H7FN_Ik&'"

HNV"*hSEf=!=H Service ProviderHNVK"1 DNWX$Xrs

!7^9#D<k-CHKO"Ul<`o</H Service ProviderNWi0$

s&b8e<k,^^lF$^9#

"Wj1<7gsKP7FO"Ul<`o</G"Intel CorporationN CDSA

+i"!=*K%l? Common Security Services Manager (CSSM) APIrs!

7^9# IBM GO"-<s|!=rIC9k3HKhCF"CSSM APIrH

%7F$^9# IBM KeyWorks Toolkit rHQ9lP""Wj1<7gsG

O"J<N3H,D=KJj^9#

v psNEf=HEf=r|

v 5^6^J\*GNG#8?kp>N!:

v G#l/Hj<+iNZ@q*hSZ@qhjC7j9HN!w

v -<s|HEfPC/"CWN?aN-<s|U#<kINn.

v f<6<NX(G79F`_WT*hSWm0i^<KhCF_j5l?p

`KpE$?"Z@q,.jG-k+I&+N=G

Lo"kH^?O OEM GO"IBM KeyWorks Toolkit *hS IBM Key

Recovery Service Provider Toolkitr"Wj1<7gs*hS_Ik&'"H}

g7F"CSSMUl<`o</G CSSM APIrHQG-kh&K7F$^

9#3Nh&K7F}g7?=JO"5<P<*hS/i$"sHQN 1 HN

BT~"Wj1<7gs*hS_Ik&'"G"j"=N`nD-b^?O>

N#tND-K[[5l^9# FirstSecureN>NWGO"o~"9YFNEf

5<S9HHi9H&]j7<`nKD$F"IBM KeyWorks Toolkit KM8

9k3HKJj^9#

IBM KeyWorks Toolkit rHQ9k}gHTO"_Ik&'"dUl<`o<

/@1GJ/"Ef=N_WHWm0i_s0KP7F+JjN-OOJP3

r}C?79F`&(s8K"HWm0i^<r-7F$k+"^?O=Nh

&JP3r}D}gHT^?O OEM H@srksG"/;9G-k,W,"

j^9#

Key Recovery Service ProviderNlg"3NUl<`o</O"8`N Service

Provider Interface (SPI)G"k Open GroupN CDSA rs!7^9# IBM G

O"-<s|!=rIC7F SPI rH%7F$^9#

IBM KeyWorks Toolkit (SDK) KO"*<Ws8`Hj-TNx+-<Z@r

5]<H9k"Wi0$sN Key Recovery Service Providerb8e<k,^^

lF$^9#3liNb8e<kKO"PKCS#11"RSA Data SecurityN

BSAFE Ef!=" X.509V3 'Z"Entrust and VerisignNHi9H&]j7
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<"*hS Lightweight Directory Access Protocol (LDAP),"j^9#3NU

l<`o</O"H)7? Key Recovery Service Providerb8e<kKhCF

s!5l?"Ef!="Hi9H!="*hS;-ejF#<!=NQ.\N

J$}grs!7^9#

IBM KeyWorks Toolkit O"J<NbNr^`"EWJI}!=rs!9k3

H,G-^9#

v KeyWorks,5]<H9kWm;9NfNEWJ9FCWr&s7J$h&

]n9k

v Service ProviderWi0$s&b8e<k,HQ9k0KQ95lF$J$3

Hr!:9k

v Service ProviderWi0$s&b8e<kr"Ul<`o</rp7FN_H

Q9k

v qG-*hSkHG-NEf*hSHi9H&]j7<NHQ!r5]<H

9k

IBM KeyWorks Toolkit O"kHKP7F"J<Nx@rs!7^9#

v "Wj1<7gs*hS_Ik&'"Nq->7r;:K"Service Provider

b8e<krQ9^?OV-9(,G-k

v O<I&'"NEf=HG#8?kp>KP7F"Q.\NJ$5]<Hr

s!9k

v LDAP G#l/Hj<H DSA p>N8`r5]<H9k

v CjN'ZIrHQ9k,W,J$

IBM KeyWorks Toolkit N\YKD$FO"IBM KeyWorks Toolkit Developer’s

GuideKb@,"j^9#

IBM KeyWorks Toolkit H IBM SecureWay Trust Authority Nj_nQ

IBM KeyWorks Toolkit O"IBM SecureWay Trust AuthorityH185<P<K

O$s9H<k7J$G/@5$#
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IBM Key Recovery Service Provider Toolkit 1.1

D<k-CH&U)<^CHGs!5lk IBM Key Recovery Service Provider

1.1.3.0O" IBM KeyWorks Toolkit KhCFs!5lk8`!=rHQ9k

Service Providerb8e<kG9#IBM Key Recovery Service ProviderrHQ

9kH"k)-<r8aFh0T,I}7?j"Ef=Ne@,1l@KJi

J$h&K7J/Fb"]I5l?Ef=ps*hSAw5l?Ef=psN

s|,D=KJj^9#

IBM Key Recovery Service ProviderO"IBM KeyWorks Toolkit KhCFs!

5lk8`!=rHQ9kNG"[JkEfs!T"5^6^J'ZI+iN

8`NZ@q"Verisign and Entrust+iNHi9H&]j7<"*hS LDAP

KhCF"/;9G-kING#l/Hj<Gb"3N-<s|!=rHQ9

k3H,G-^9#IBM Key Recovery Service ProviderO"L.Tj_VNL

.KX"9k;C7gs&-<KpE$F"-<s|psrn.7^9#

IBM Key Recovery Service ProviderN\YKD$FO"Key Recovery Server

Installation and Usage GuideKb@,"j^9 (3NqAO"FirstSecure8q

QC/NfGs!5l^9)#
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h16O FirstSecure HloKs!5lk8q

FirstSecureK^^lF$k=.WGNF=JKO"=l>lH+N8q,"j

^9#\OGO"F FirstSecure=.WG=JK^^lF$k8qKD$FNp

srb@7^9#

^NQC/H8qQC/," SecureWay FirstSecure"SecureWay Policy

Director"*hS SecureWay Boundary ServerKP7FHQD=G9#^NQC

/KO"*U!js0NfN=.WG=Jr$s9H<k9k?aN=J CD

,^^lF*j"=liN CD NltKO*si$s8q,^^lF$^9#

8qQC/KO"=lirs!9k3liN=.WG=JKD$FNO<I3

T<NVC/,^^lF$^9# 100Z<8NXFirstSecure8qQC/YK"

8qQC/NbFrs2^9#

Policy Director

J<N8qO"Policy Director=.WG=JHloKs!5l^9#

IBM SecureWay Policy Director5b

IBM SecureWay Policy Directorr$s9H<k7F=.9k}!KD

$Fb@7^9#

IBM SecureWay Policy DirectorI}Njz-

IBM SecureWay Policy DirectorrI}9k}!KD$Fb@7^9#

3NVC/O"PDF A0Gs!5l^9#

IBM SecureWay Policy Director Programming Guide and Reference

IBM SecureWay Policy DirectorQNWm0i`Nq-}rb@7F$

^9#3NVC/O"PDF A0Gs!5l^9#

=JNREADME
3NpsO"www.ibm.com/software/security/policyN Web 5$HGH

QD=G9#

SecureWay Boundary Server

J<NVC/O"SecureWay Boundary Server=.WG=JH"=liNW

o"*hS=liNj_nQKD$Fb@7F$^9#
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IBM SecureWay Boundary Server for Windows NT and AIX:5b

SecureWay Boundary Server=.WG=Jrb@7F$kO<I3T

<&VC/#

J<NaGO"SecureWay Boundary Server=.WG=JHloKs!5lk

8qKD$Fb@7^9#

IBM SecureWay Firewall

9YFN IBM Firewall N8qO"=UH3T<Gs!5l^9# IBM

Firewall O"J<N8qrs!7^9#

IBM SecureWay Firewall for AIX Setup and Installation

IBM SecureWay Firewall for AIXN$s9H<kH;CH"CWN?

aNb@#

IBM SecureWay Firewall for Windows NT Setup and Installation

IBM SecureWay Firewall for Windows NTN$s9H<kH;CH"

CWN?aNb@#

IBM SecureWay Firewall for AIX User’s Guide

IBM SecureWay Firewall for Windows NTN$s9H<kH;CH"

CWN?aNb@#

IBM SecureWay Firewall for Windows NT User’s Guide

IBM Firewall for Windows NTNHQKX9kps#

IBM SecureWay Firewall for Windows NT Reference

IBM Firewall for Windows NTrHQ9k?aN2Hps,^^l^

9#

IBM SecureWay Firewall for AIX Reference

IBM Firewall for AIX rHQ9k?aN2Hps,^^l^9#

IBM SecureWay Firewall Problem Determination Guide for Windows NT and

AIX dj=LKD$FNb@,^^l^9#

IBM SecureWay Firewall VPN Client User’s Guide

VPN (>[d_V) N;CH"CWHHQ!KD$Fb@7F$^9#

MIMEsweeper

MIMEsweeperKO"J<N8q,^^lF$^9#

MIMEsweeper Administrator’s Guide

jj<9psKX9kaNeK"I}TKP9kps,"j"3lKO

WhH$s9H<kKD$FNps,^^l^9#
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3NVC/O"HTML A0G=J CD K~CFs!5l^9#3NV

C/O"Web Vi&6<rHQ7F"¥DOC¥MANUAL.HTM H$&>

0NU!$kr=(9k3HKhCF"*si$sG+k3H,G-^

9#

MIMEsweeper Release Notes

975l?8q,^^lF*j"3lKO"$s9H<kpsH"8q

r*si$sG+k?aNb@,^^lF$^9#

3NVC/O"HTML A0G=J CD K~CFs!5l^9#3NV

C/O"Web Vi&6<rHQ7F"¥DOC¥RELNOTES.HTMH$&

>0NU!$kr=(9k3HKhCF"*si$sG+k3H,G-

^9#

MIMEsweeper Configuration Editor Help

MIMEsweeper=.U!$kNT8KD$FNps,^^lF$^9#

3N8qO"HTML A0G=J CD K~CFs!5l^9#

SurfinGate

SurfinGateKO"J<N=UH3T<8q,^^lF$^9#

SurfinGate Installation Guide

SurfinGate 4.05=.WGr Windows NTG$s9H<k*hS=.9

klgNps# SurfinGate Installation GuideN PDF A0NP<8g

sO"=J CD N ¥docs¥install.pdfH$&U!$kK~CF$^9#

SurfinGate User Guide

SurfinGateNWhHHQKX9kps# SurfinGate User GuideN PDF

A0NP<8gsO"=J CD N ¥docs¥manual.pdfH$&U!$kK

~CF$^9#

SurfinGate 4.05 for Windows NT Release Notes

SurfinGate 4.05KD$FNpsG"79F`WoH=JN)Bv`,

^^lF$^9# SurfinGate 4.05 for Windows NT Release NotesN

PDF A0NP<8gsO"=J CD N ¥docs¥relnotes.pdfH$&U!

$kK~CF$^9#

SurfinGate for Windows NT/UNIX Solaris Release Notes, Appendix A

SurfinGateKP9kQ9KD$Fb@7?*si$s8q#3N8q

O"=J CD N ¥docs¥rnappen.pdfH$&U!$kK~CF$^9#
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Intrusion Immunity

J<NaGO"Intrusion Immunity=.WG=JHloKs!5lk8qKD$

Fb@7^9#

Tivoli Cross-Site for Security

Tivoli Cross-Site for Security"P<8gs 1.1 KO"J<N8q, .pdf A0G

^^lF$^9#

Tivoli Cross-Site for Security Installation

3N8qO"$s9H<kN\YJWoKD$Fb@7"$s9H<

k&9FCWKD$FgrICFb@7F$^9#

Tivoli Cross-Site for Security User’s Guide

3N8qO"=JN5W"3s=<kNHQH?9/NBTKD$FN

b@"3^sIT$s?<U'<9JIN2Hps"=.U!$k"*

hSQl8,"j^9#3N8qKO"=J CD-ROM G"/;9G-

^9#

Norton AntiVirus

Norton AntiVirus KO"FirstSecureG5]<H5lk=.WGKD$F"J<

N8q,^^lF$^9# contents.txtU!$kr|/9YFN8qO"PDF

A0G Norton AntiVirus CDK~lF<~5l^9# contents.txtU!$k

O"=J CD K~C? ASCII U!$kG9#

Norton AntiVirus Solution Release 3.04 CD N8qNbF

¥contents.txtH$&>0N Norton AntiVirus Solution Release 3.04 CDU!$

kO"=N CD K~CF$k9YFN8qrj9H7F$^9#

I}=je<7gs:

Norton AntiVirus Solution Implementation Guide

=J CD N ¥docs¥admin¥navimp.pdfr2H7F/@5$#

Norton AntiVirus Command-Line Scanner

=J CD N ¥docs¥navc¥navcugd.pdfr2H7F/@5$#

Emergency Rescue Disk creation

=J CD N ¥navc¥readme.txtr2H7F/@5$#

5<P<&=je<7gs:

Norton AntiVirus for Windows NT Server Administrator’s Guide

=J CD N ¥docs¥admin¥navnts50.pdfr2H7F/@5$#
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Norton AntiVirus for NetWare User’s Guide

=J CD N ¥docs¥NAVNLM¥NVN4.pdfr2H7F/@5$#

Norton AntiVirus for Lotus Notes Installation Guide

=J CD N ¥docs¥NAVNOTES¥NAVNOTES.pdfr2H7F/@5

$#

Norton AntiVirus for Lotus Notes Installation Guide

=J CD N ¥docs¥NAVNOTES¥NAVNOTES.pdfr2H7F/@5

$#

Norton AntiVirus for OS/2 Lotus Notes Installation Guide

=J CD N ¥docs¥NOTESOS2¥NOTESOS2.pdfr2H7F/@5$#

Norton AntiVirus for Microsoft Exchange Installation Guide

=J CD N ¥docs¥NAVXCHNG¥NAVXCHNG.pdfr2H7F/@5

$#

2<H&'$&=je<7gs:

Norton AntiVirus for Internet Email Gateway User’s Guide

=J CD N ¥docs¥navieg¥navieg.pdfr2H7F/@5$#

Norton AntiVirus for Firewalls Administrator’s Guide

=J CD N ¥docs¥navfw¥navfw.pdfr2H7F/@5$#

G9/HCW&=je<7gs:

Norton AntiVirus User’s Guide for Windows 3.1/DOS

=J CD N ¥docs¥navwks¥nav4dusr.pdfr2H7F/@5$#

Norton AntiVirus Reference Guide for Windows 3.1/DOS

=J CD N ¥docs¥navwks¥nav4dref.pdfr2H7F/@5$#

Norton AntiVirus for Windows 95/98 User’s Guide

=J CD N ¥docs¥navwks¥nav98usr.pdfr2H7F/@5$#

Norton AntiVirus for Windows 95/98 Reference Guide

=J CD N ¥docs¥navwks¥nav98ref.pdfr2H7F/@5$#

Norton AntiVirus for Windows NT User’s Guide

=J CD N ¥docs¥navwks¥nav5nusr.pdfr2H7F/@5$#

Norton AntiVirus for Windows NT Reference Guide

=J CD N ¥docs¥navwks¥nav5nref.pdfr2H7F/@5$#

Norton AntiVirus v4.0 User’s Guide for Windows NT

=J CD N ¥docs¥351¥navntugd.pdfr2H7F/@5$#
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Norton AntiVirus v4.0 Reference Guide for Windows NT

=J CD N ¥docs¥351¥navntref.pdfr2H7F/@5$#

Norton AntiVirus User’s Guide for OS/2

=J CD N ¥docs¥navos2¥navos2ug.pdfr2H7F/@5$#

Norton AntiVirus Distribution Guide for OS/2

=J CD N ¥docs¥navos2¥navos2dg.pdfr2H7F/@5$#

Norton AntiVirus for Macintosh User’s Guide

=J CD N ¥docs¥navmac¥navmac.pdfr2H7F/@5$#

Norton AntiVirus Solution Release 3.04 CD eN[o$H&Z<Q<:
CD KO"G#l/Hj< ¥sarcNfK[o$H&Z<Q<b~CF$^9#

=l>lN[o$H&Z<Q<O".pdf A0KJCF$^9#

Norton AntiVirus Solution Release 3.04 CD eNSG*: CD KO"SG

*b~CF$^9#SG*r+k?aKO"Media Player+"^?O .AVI U

!$krF8G-k>NWm0i`,,WG9#SG*O"J<NU!$kK

~CF$^9#

SARC ¥sarc¥sarc.avi

About Viruses
¥sarc¥aboutvir.avi

Norton AntiVirus: the Guided Tour
¥navtour¥guided¥demo32.exe

How to Respond When Norton AntiVirus Alerts You
¥navtour¥alert¥demo32.exe

A Tour of Norton System Center
¥nsctour¥setup.exe

^?O"CD +iD"<r>\BT9klg"

¥nsctour¥demo32.exe

D"<KD$FN\YO"¥ncstour¥readme.txtH$&U!$kK~CF

$^9#

Trust Authority

IBM SecureWay Trust Authority=JN8qO"Trust Authority8q CD-ROM

G" PDF A0H HTML A0GHQD=G9#?/NpsO"Trust Authority

,5]<H9k@lK]u5lF$^9#*r7?@lGqAr"/;99k

}!KD$FO"=JN ReadmeU!$kr2H7F/@5$# ReadmeU!
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$kNG7P<8gsO" http://www.ibm.com/software/security/trust/libraryK"

k IBM SecureWay Trust Authority Web5$HN Library Z<8GoKHQD

=G9#

Trust Authorityi$Vij<KO"J<N8q,^^lF$^9#

IBM SecureWay Trust Authority Up and Running

3NVC/O"=JN5WG9#$s9H<kjgr^`"=JNWo

,j9H5l"F=.WG4HKHQD=J*si$s&XkWN"/

;9}!KD$FNpsrs!7^9#8q CD-ROM GHQD=J3

HKC(F"3NVC/O"u~5l"=JHloK[[5l^9#

IBM SecureWay Trust Authority System Administration Guide

3NVC/KO"Trust Authority79F`NI}KD$FNlLps,

^^lF$^9#3NVC/KO"5<P<N+OHd_"Q9o<I

NQ9"'ZINI}"F:NB\"*hSG<?]4-!:NBTK

D$FNjg,^^lF$^9#

IBM SecureWay Trust Authority Configuration Guide

3NVC/KO"Trust Authority79F`r=.9k?aN ;CH"

CW&&#6<I NHQ}!KD$FNps,^^lF$^9#&#

6<IN*si$s&XkWr+J,i"3N,$IN HTML P<8

gsK"/;99k3H,G-^9#

IBM SecureWay Trust Authority Registration Authority Desktop Guide

3NVC/KO"Z@qi$U&5$/k4NrL7FZ@qrI}9

k?aN RA DesktopNHQ}!KD$FNps,^^lF$^9#

G9/HCWN*si$s&XkWr+J,i"3N,$IN HTML

P<8gsK"/;99k3H,G-^9#

IBM SecureWay Trust Authority User’s Guide

3NVC/KO"Z@qrh@9k}!KD$FNps,^^lF$^

9#3NVC/O"Trust AuthorityP?U)<`rHQ7F"Vi&6

<"5<P<"*hSGP$9KD$FNZ@qrWa9kjgrs!

7^9#3NVC/O^?"f<6<KP7F"PKIX Z@qNv0P

?N}!"*hS PKIX Z@qr]I*hSI}9k?aN Trust

Authority /i$"sHNHQ}!KD$Fb(7^9#/i$"sH

N*si$s&XkWr+J,i"3N,$IN HTML P<8gsK

"/;99k3H,G-^9#
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Toolbox

J<NaGO"Toolbox =.WG=JHloKs!5lk8qKD$Fb@7

^9#

Toolbox API

9YFN Toolbox 8qO"

www.ibm.com/software/security/firstsecure/library N Web 5$HGHQ

D=G9#J<N8q,^^lF$^9#

IBM SecureWay Secure Sockets Layer Toolkit Programming Guide and Reference

API H iKeymanN5Wrs!7^9#=l>lN API"=N=8"*

hS=NHQ!rjA7^9#

IBM SecureWay Directory Client SDK Programming Reference

5^6^J LDAP 5sWk&/i$"sH&Wm0i`H""Wj1

<7gsK LDAP 5<P<XN"/;9rs!9k LDAP /i$"

sH&i$Vij<,^^lF$^9#5]<HO"C QH JavaQ,

s!5l^9#

IBM SecureWay Policy Director Programming Guide and Reference

=l>lN API"=N=8"*hS=NHQ!rjA7^9#

IBM SecureWay X.509 Public Key Infrastructure for Multiplatforms Installation

Guide $s9H<kNX(HWors!7^9#

IBM SecureWay X.509 Public Key Infrastructure for Multiplatforms Programming

Guide and Reference

IBM SecureWay X.509 Public Key Infrastructure for Multiplatforms

(PKIX HbFPl^9) rHQ7F"Wj1<7gsr+/7F$kW

m0i^<KP7Fpsrs!7^9#=JN5W"L9N PKIX =

.WG4HNWm0i`n.N?aNX("*hS PKIX API Nb@

,^^lF$^9#

IBM KeyWorks Toolkit

IBM KeyWorks Toolkit HloKs!5lk9YFN8qO"*si$sG"

j"=J CD K PDF A0G~CF$^9#8qO"J<NH*jG9#

IBM KeyWorks Toolkit Developer’s Guide

D<k-CHN5Wrs!7^9#^?"D<k-CHr"Wj1<7

gsNfKH_~`}!bb@5l"5sWk&"Wj1<7gs,~

CF$^9#
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IBM KeyWorks Toolkit Application Programming Interface (API) Specification

Ul<`o</*hS5<S9s!TNb8e<kKhCFs!5l?

;-ejF#<&5<S9K"/;99k?aK""Wj1<7gs+

/T,HQ9k$s?<U'<9rjA7^9#

IBM KeyWorks Toolkit Service Provider Module Structure & Administration

9YFND<k-CHN5<S9s!Tb8e<kK&LNU#<Ac

<rb@7^9#3N8qO"5<S9s!Tr=[9k?aK"DL

N5<S9s!T$s?<U'<9HloKHQ9k,W,"j^9#

IBM KeyWorks Toolkit Cryptographic Service Provider Interface Specification

D<k-CHrp7F"/;9D=Jh&K9k?aK"Ef=N?a

N5<S9s!Tb8e<k,>&,WN"k$s?<U'<9rjA

7^9#

IBM Key Recovery Service Provider Interface (KRSPI) Specification

D<k-CHrp7F"/;9D=Jh&K9k?aK"-<s|N?

aN5<S9s!Tb8e<k,>&,WN"k$s?<U'<9rj

A7^9#

IBM KeyWorks Toolkit Trust Policy Interface Specification

'ZI"Z@qN/TT"*hS]j7<rn.9k"Wj1<7gs

+/TJI"]j7<n.T,"bGk^?O"Wj1<7gsG-N

]j7<KD<k-CHr8+9k?aK>&,WN"k$s?<U'

<9rjA7^9#

IBM KeyWorks Toolkit Certificate Library Interface (CLI) Specification

?/ND<k-CH&"Wj1<7gsHHi9H&]j7<&b8e

<kKP9kU)<^CHG-NZ@q`n5<S9rs!9k?a

K"Z@qi$Vij<N+/T,>&,WN"k$s?<U'<9r

jA7^9#

IBM KeyWorks Toolkit Data Storage Library Interface (DLI) Specification

U)<^CHG-^?OU)<^CHHH)7?}3-N"kZ@qN

]Iljrs!9k?aK"i$Vij<N+/T,>&,WN"k$

s?<U'<9rjA7^9#

IBM Key Recovery Service Provider

J<N8qO"IBM Key Recovery Service ProviderHloK"PDF A0G=

J CD K~lFs!5l^9#

IBM Key Recovery Service Provider Key Recovery Server Installation and Usage

Guide -<s|N50KD$FN}r"H%N?aN-<s|=je<7gs
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N;CH"CWN,$@s9"*hS IBM Key Recovery ServerN$

s9H<k"=."`nNjgrs!7^9#

;-ejF#<KX9klCIVC/

IBM International Technical Support Organization (ITSO)KhCFn.5l?"

J<NlCIVC/O";-ejF#<X"N=J*hSWm;9KD$Fb

@7F$^9#3liO"www.us.ibm.com/redbooksGHQD=G9#

v Understanding the IBM SecureWay FirstSecure Framework

v High Availability IBM eNetwork Firewall

8qQC/

J<N8qQC/,"IBM SecureWay FirstSecureQH7FHQD=G9#

FirstSecure 8qQC/

FirstSecure8qQC/KO"J<NVC/,^^lF$^9#

v FirstSecure License Information

v IBM SecureWay FirstSecureWh*hS}gNjz-

v IBM SecureWay Policy Director5b

v IBM SecureWay Boundary Server for Windows NT and AIX:5b

v IBM SecureWay Trust Authority Up and Running

v Tivoli Cross-Site for Security Installation

Policy Director 8qQC/

Policy Director8qQC/KO"J<NVC/,^^lF$^9#

v Policy Director License Information

v IBM SecureWay Policy Director5b

SecureWay Boundary Server 8qQC/

SecureWay Boundary Server8qQC/KO"J<NVC/,^^lF$^

9#

v SecureWay Boundary Server License Information

v IBM SecureWay Boundary Server for Windows NT and AIX:5b

100 FirstSecureWh*hS}gNjz-



h4t U?*hSeU1

© Copyright IBM Corp. 1999 101



102 FirstSecureWh*hS}gNjz-



U?. C-v`

\qK*$F"|\GO/=5lF$J$IBM=JJ!#*hSWm0i

`K"Wm0i_s0^?O5<S9KD$F@Z^?Ob@9klg,"j

^9#7+7"3N3HO"@R,3Nh&JIBM=J"Wm0i_s0^?

O5<S9r"|\G/=9kU^,"k3Hr,:7b(9bNGO"j^

;s#\qG" IBMi$;s9&Wm0i`^?O>NIBM=JK@Z7F$

kt,,"CFb"3N3HOv:Wm0i`^?O=JN_,HQD=G"

k3HrU#9kbNGO"j^;s#3liNWm0i`^?O=JKe(

F"IBMNN*j-"r/29k3HNJ$!=*K1yJ>RNWm0i

`"=J^?O5<S9rHQ9k3H,G-^9#?@7"IBMKhCF@

(*KXj5l?bNr|-"3liNWm0i`^?O=JKX"9kT/

N>A*hS!ZO*RMNU$GTCF$?@-^9#

IBM*hS>RO"\qGb@9kgjKX9kCv"JCvPjr^`K&

8""^?Oxn"rj-7F$klg,"j^9#\qO"3liNCv

""&8""*hSxn"KD$F"\qG@(5lF$klgr|-"B\

""HQ"yrvz9k3HrU#9kbNGO"j^;s#B\""HQ"

yNvzKD$FO"<-N8hK"qLKF4Hq/@5$#

)106-0032l~TAh;\Z3z\2-31

APvHj

IBM World Trade Asia Corporation

Intellectual Property Law & Licensing

\qK-\5lF$k Web 5$HN2HhOf<6<N'MNX9r^k3

Hr\*H9kbNG"j"$+JkU#K*$Fb3liN Web 5$Hr

]Z9kbNGO"j^;s#=liN Web 5$HK"kqAOv=JNq

ANltGOJ/"=liN Web 5$HNxQOf<6<+HNU$K*$

FTolkbNH7^9#

\Wm0i`Ni$;s9]}TG"(i) H+Kn.7?Wm0i`H=N>N

Wm0i`J\Wm0i`r^`KHNVGNpsr9"*hS (ii) r95

l?psNj_xQrD=K9k3Hr\*H7F"\Wm0i`KX9kp

sr,WH9k}O"<-K"m7F/@5$#

© Copyright IBM Corp. 1999 103



IBM Corporation

Department LZKS

11400 Burnet Road

Austin, TX 78758

U.S.A.

\Wm0i`KX9ke-NpsO",ZJroN<GHQ9k3H,G-^

9,"-~Nlgb"j^9#

\qK*$F(5lkQU)<^s9KX9kG<?O"$:lb)f5l?

D-Ghj5lkbNG9#7?,CF"T/D-,[JlP"@ilkkL

Ox7/[Jklg,"j^9#^?",jMKhCFO+/axG@il?

bNG"klg,"j"lL*KHQD=J79F`K*$Fb"3liH1

MJ,jM,@ilkH$&]ZO"j^;s#5iK",jMKhCFOd

jKhCF+Qbil?bNG"klg,"j^9#B]NkLO[Jklg

,"j^9#\qrI^lkf<6<O"f<6<G-ND-K,QD=JG

<?rN'7F/@5$#

>RN=JKX9kpsO"=liN=JNs!T"=liN=JN/=q

A"^?O=N>NlLK~jD=Jps;+i~j7^7?# IBM O=l

iN=JrF9H7F*i:"QU)<^s9N:Y"_9-"^?O=N>

N>R=JKX9k$+Jk-Rrb]Z9kbNGO"j^;s#>R=J

N=OKX9k4AdO"=liN=JNs!TKwkh&*j$W7^9#

IBM N-hN}~^?OU~KX7F-R,J5lF$?H7Fb"=liO

=pJ7KQ9^?O1s5lklg,"j"1K\8r(7F$kbNG

9#

\qK(5lF$kAJO IBM Nu>9k.dAJG"j"\qn.~Nb

NG9,"=pJ7KQ95lk3H,"j^9#NdHTKhCFAJO[

Jklg,"j^9#

&8

!NbNO"IBM CorporationNFq*hS=N>NqK*1k&8G9#

AIX

AIX/6000

DB2

DB2 Universal Database

eNetwork

Global Sign-On
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GSO

IBM

Netfinity

OS/2

RS/6000

SecureWay

Websphere

Intel *hS PentiumO"Intel CorporationNFq*hS=N>NqK*1kP

?&8G9#

Java"*hS9YFN JavaX"N&8*hSm4O Sun Microsystems, Inc.N

Fq*hS=N>NqK*1k&8^?OP?&8G9#

Lotus"Lotus Notes"Domino"*hS cc:Mail O"Lotus Development

CorporationNFq*hS=N>NqK*1k&8G9#

Microsoft"Windows"Windows NT"*hS Windowsm4O Microsoft

CorporationNFq*hS=N>NqK*1k&8G9#

Tivoli O Tivoli Systems Inc.NFq*hS=N>NqK*1k&8G9#

UNIX O"X/Open Company Limited,i$;s97F$kFq*hS=N>

NqK*1kP?&8G9#

>NqR>"=J>*hS5<S9>yO=l>lFRN&8^?OP?&8

G9#
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Ql8

3NQl8O"\qGHQ5lF$kQlH

J,lrjA7?bNG"j"77$Ql^

?O+7lJ$Ql"*hSX4N"kQl

,^^lF$klg,"j^9#3NQl8

KO"J<NbN+iNQl,^^lF$^

9#

v IBM Dictionary of Computing, New York:

McGraw-Hill, 1994#

v American National Standard Dictionary for

Information Systems, ANSI X3.172-1990,

American National Standards Institute

(ANSI), 1990#

v Answers to Frequently Asked Questions,

Version 3.0, California: RSA Data Security,

Inc., 1996#

A

"/;9)f (Access control). 3sTe<?

<&;-ejF#<GO"3sTe<?<&79

F`Nj=<9r"vD5l?f<6<,vD5

l?}!G"/;9G-kh&K9kWm;9#

"/;9)fj9H (access control list). C

jNj=<9NHQrvD5l?f<6<KBj

9k?aNa+K:`#

ACL. "/;9)fj9H (Access Control

List)#

ActiveX. Microsoft NWm0i_s0GO"*V

8'/HX~F/Nm8<HQlN;CH#

(<8'sH (agent). Tivoli Cross-Site for

SecurityGO"Q1CHr-cCA7"[JkM

CHo</XGN[oJ@r!:7"N)5l?

\3NuVH}WrIW9k"9^<H IP Q1

CH&bK?<N 1 D#

Apache 5<P< (Apache server). 1 HN+

3KHQG-k Web 5<P<&=UH&'"#

API. "Wj1<7gs&Wm0i_s0&$s

?<U'<9 (Application programming

interface)#

"WlCH (Applet). JavaGq+l?Wm0i

`G"Netscape NavigatorJI"Java_9NVi

&6<bGBT5lk# Java"WlCHHbF

Plk#

"Wj1<7gs&Wm0i`&$s?<U'<

9 (application program interface). be`@

lGq+l?"Wj1<7gs&Wm0i`,"

CjN!=rHQG-kh&K9k?aN!=*

J$s?<U'<9#

F:ZW (audit trail). @}P)NA0GNG<

?G"l"N$YsHrjs/9k#F:ZW

O"CjNh0NHis6/7gs^?Ozrr

Hl<99k?aKHQG-k#?H(P"\R

"+&sHNh0rIW9k#

'Z (authentication). L.NjjhN1LrN

BK=L9k?aNWm;9#

vD (Authorization). "kf<6<,"IN?

$WNh0NBTrv5lF$k+r=L9kW

m;9#Lo"vDO"'ZNeGTolk#

B

Bloodhound. Norton AntiVirus GO"&#k9

rIW9k=.WG#
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C

;k (cell). DCE GO"f<6<"79F`"

*hSj=<9N0k<WG"Lo"&LN\*

Gf{K8ailF";-ejF#<"I}"*

hS?>N-&r&-9k#Lo";kO"f<

6<"^7s"*hSj=<9+iJj"&LN

\*H";k0Nf<6<"^7s"*hSj=

<9KfYF"hjg-J.j-NlYkr&-

7F$k#

;k&G#l/Hj<&5<S9 (Cell directory
service). ,63sTe<F#s0D- (DCE)

N 1 DN=.WGG"j" DCE ;kbNj=

<9KX9kpsNG<?Y<9rI}9k#

'ZI (certificate authority). H%N;-ej

F#<&]j7<K>$"Z@qH$&AG]n

N?aNER1LrdjvFk"=UH&'"&

"Wj1<7gs^?OMVN(sF#F#<#

'ZIO"Z@qN/T"97"*hShjC7

NWarh}9k#

AcMk (Channel). 70Jkrwk3H,G-

kQ9#

5<-CH&lYk&2<H&'$

(Circuit-level gateway). U!$"&)<kG

O"U!$"&)<krp7F"/i$"sHN

WarU^7?5<P<K>w9kWm-7<&

5<P<#

/i$"sH (Client). (1) 5<P<+i&-N

5<S9ru1hk!=1L# (2) LN3sTe

<?<^?OWm0i`N5<S9rWa9k3

sTe<?<^?OWm0i`#

bFU#k?<h} (Content filtering). Aw,

CjNbFN8`KgCF$k+I&+r=L9

k?aK"bFNI_hjGAw7?bNr#9

3H#

D

G<bs (daemon). AIX GO"War5<S

99k?aK"osN^^DCF$kWm0i

`#

DCE. ,63sTe<F#s0D- (Distributed

Computing Environment)#

G#8?kZ@q (Digital certificate). .j5

l?h0T+i"kDM^?O(sF#F#<K

/T5l?"ER*JZ@q#Z@qKO"=l

,Z@9k(sF#F#<KX9kps,^^l

F$k#

,63sTe<F#s0D- (Distributed
Computing Environment). [o3sTe<F

#s0D-K*1k,6"Wj1<7gsNn

."HQ"*hS]ir5]<H9k5<S9*

hSD<k#

E

e-business. MCHo</*hS3sTe<?

<rp7F"&hzr?D9k3H#3lKO"

&J*hS5<S9Ndc,^^lk#^?"G

#8?kL.rp7?qbN>wb^^lk#

e-commerce. S8M9j_VNHis6/7g

sr?D9k3H#3lKO"(\R"5Wi$d

<"Ys@<JI) HN$s?<MCHeGN&

J*hS5<S9Ndc,^^lk#3lO

e-businessNgWJWGG"k#

Ef= (encrypt). psr4Ac^<K7F":

v9kEf=r|3<IrNCF$kTN_,"

Ef=r|rTCF5Npsrh@G-kh&K

9k3H#

(/9HiMCH (extranet). $s?<MCH+

iI87?bNG"`wNF/Nm8<rHQ9

k#kHGO"\R"Q<HJ<"*hSbt9

?CUN#tN3_eKF#<KP7F"Web G
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Nx="(l/HmKC/&3^<9"aC;<

8r9"*hS0k<W&'"N,QrOaF$

k#

F

U!$k>wWmH3k (File Transfer
Protocol (FTP)). 3sTe<?<VGNU!$

kN>wKHQG-k"$s?<MCHGN/i

$"sH / 5<P<NWmH3kN 1 D#

U!$"&)<k (firewall). 2 DJeNMCH

o</NVK/)*K-&rnk"1 DN79F

`^?O79F`NH_go;#

G

2<H&'$ (gateway). _9-NJ$MCHo

</^?O"Wj1<7gs,"j_KL.G-

kh&K9k?aN79F`#

H

OC+< (hacker). 5vJvDr}?:K"^

7s^?O79F`K"/;9rn_kDM#L

o"OC+<O"j=<9rvDJ/HQ9k9

~K"k#

O<HS<H (heartbeat). h0rN'9k?a

N""kWm0i`+iI}Wm0i`XNL

.#Wm0i`O"I}Wm0i`KP7F"^

@h0uVG"j"+HN?9/rBTfG"k

3HrLN9k#

I

IDE. }g+/D- (Integrated development

environment)#

$sWjasF<7gs&5<S9

(Implementation Services). IBM KhCF5]

<H5lk*s5$H&$s9H<k&5]<

H#

m0n (incident). Tivoli Cross-Site for Security

GO"79F`,OC-s05l?D=-N"

k"?o7$h0#

}g+/D- (integrated development
environment). "Wj1<7gs+/N?aN

Wm0i`N 1 DG"j""Wj1<7gsr

3<G#s07"=lrfG@U-GBT7"W

m0i`&(i<KP9kGGXkWru1hk

3H,G-k#

$s?<MCH (Internet). 3sTe<?<VG

NERL.rs!9k"4$&K^?,kMCH

o</N8g#ERa<kd Web Vi&6<N

h&J=UH&'"&GP$9rp7F"3sT

e<?<j_VNL.rD=K9k#?H(P"

ltNgXO">N`wNMCHo</Hg!j

s/7F$s?<MCHrA.9k"MCHo<

/eK+_5lF$k#

$sHiMCH (intranet). kHbNMCHo<

/N 1 DG"j"LoOU!$"&)<kNX

eKV+lF$k#3lO"$s?<MCH+i

I87?bNG"`wNF/Nm8<rHQ7F

$k#;Q*KO"$sHiMCHO"1K$s

?<MCHNd9K9.J$# HTML (psN0

iU#+k=(KHQ5lk@l) *hS HTTP

($s?<MCHrL7FO$Q<F-9H&U!

$kr\09kWmH3k) ,"=N&LWGG

"k#

IntraVerse 5<P< (IntraVerse server).
IntraVerseK*$F"IntraVerse5<P<&=UH

&'",^^lF*j" NetSEAT/i$"s

H&=UH&'"GBT5lF$k9YFN[9

H&79F`HL.9k3H,G-k"MCHo

</eN 1 DN79F`# IntraVerse5<P<

O"=N=JNX"Wm0i`rBT7F$k7

9F`^?O79F`NH_go;rX9#

IPSec. IETF KhCF+/5l?"$s?<M

CH&WmH3k&;-ejF#<,J# IPSec

O"'Z"]4-""/;9)f"*hS!)-

NH_go;r@pK5]<H9k"Ef;-e
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jF#<&5<S9rs!9k?aK_W5l

?"MCHo</XWmH3kG"k#=N/O

J'Z!=N?aK"?/N VPN Ys@<Kh

CF"$s?<MCHrp7?]n 2 O@V\

3rN)9k?aNWmH3kH7FNQ5lF

$k#

ISV. Independent Software Vendor#

J

Java. Sun Microsystems, IncorporatedKhCF

+/5l?"MCHo</rU17?"CjNW

iCHU)<`KM87J$3sTe<?<&F

/Nm8<N;CH# JavaD-O"Java OS"5

^6^JWiCHU)<`QN>[W;!"*V

8'/HX~N JavaWm0i`@l"*hS$

/D+N/i9&i$Vij<+iJk#

JavaScript. JavaK`w7?9/jWH@lG

"j"NetscapeVi&6<GHQ9k?aK

NetscapeKhCF+/5l?#

K

1kYm9 (Kerberos). 3sTe<?<rWa

7F$k5<S9r'Z9k?aN;-e"}0

N 1 D#1kYm9O"^5Ae<;CD)J

gX (MIT) N AthenaWm8'/HG+/5l

?#.j7c@CN1kYm9O"OG9Ngr

ik 3 DN,r}C?$G"k#1kYm9K

hj"f<6<O'ZWm;9+iNEf=5l

?A1CHrWaG-k,"=NA1CHO"5

<P<+iNCjN5<S9rWa9k?aKH

QG-k#f<6<NQ9o<Ir"MCHo<

/rL7FO9,WOJ$#

L

LDAP. Lightweight Directory Access Protocol#

Lightweight Directory Access Protocol. IBM

SecureWay DirectoryK*$F"LDAP O"]

I"97"!w"*hSr9N?aKf{_Vl

jGG#l/Hj<psr]}I}9k}!rs

!9k#

M

^/mzF (macro bomb). >Nf<6<Kw

.5l"]I5l?3^sIN7<1s9G"

j">^7/J$kLrb?i9#

MPEG. 0h*hS"Ka<7gsrG#8?k

A0G5L7F]I9k?aN"Moving Pictures

Experts GroupKhCF+/fN,J#

bP$k&3<I (mobile code). QKK5^

6^JljK\07F"[Jk?$WNMCHo

</\3 (?H(P"@$dkFSP7"LAN"

^?O5~) r9kf<6<KhCF"HSQ3

sTe<?<GBT5lkW;N3H#

N

M<`9Z<9 (namespace). G#l/Hj<

KX"7F"f<6<,"/;9D=J>0N0

t=$#

MCHo</&"Il9&U#k?<h}

(network address filtering). u.T^?Ow.

T,u1~lD=+I&+r!:9k?aK"e

.^?O/.9kERa<kN"Il9r!:9

kWm;9#

q]sr (non-repudiation). 8qNp>T,"

p>9kNrmCFq]7F7^&NrI_9k

?aN"G#8?kk)-<NHQ!#

O

*V8'/HWaVm<+< (object request
broker). *V8'/HX~Wm0i_s0K*

$F")a*K*V8'/H,WaH~zrr9

G-kh&K9k3HKhj"gpH7F//=

UH&'"#
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OEM. jjh&8=$qR (Original equipment

manufacturer)#

P

Wi0$s (plug-in). Web Vi&6<NltH

7FHQG-kWm0i`#

Wjs7Qk (principal). DCE K*$F"DCE

;-ejF#<rp7FLN(sF#F#<HB

4KL.G-k(sF#F#<#Wjs7QkK

O"f<6<"5<P<"^?O3sTe<?<

,Jj@k#

Wm-7<&5<P< (proxy server). "/;

9rWa9k3sTe<?< (A) H"/;95l

k3sTe<?< (B) NgpHJkbN#3lK

hCF""k(sI&f<6<,3sTe<?<

A +iNj=<9rWa9kH"3NWaO"W

m-7<&5<P<Kwilk#Wm-7<&5

<P<O"WarT$"3sTe<?< B +i

N~zru1hCF"=N~zr(sI&f<6

<K>w9k#Wm-7<&5<P<O"U!$

"&)<kNbt+io<kI&o$I&&'V

(WWW) Nj=<9r"/;99kNKXxG"

k#

x+-< (public key). x+-< / k)-<N

Z"NfN-<G">NMKHQ5;k-<#3

lKhCF>NMO"His6/7gsr-<N

j-TKwk+"^?OG#8?kp>r!:G

-kh&KJk#x+-<rHQ7FEf=5l

?G<?O"P~9kk)-<GN_Ef=r|

9k3H,G-k#x+-< / k)-<NZ"

(public/private key pair)b2H#

x+-< / k)-<NZ" (public/private key
pair). x+-< / k)-<NZ"O"-<&Z

"Ef (-<I}Ndjrrh9k?aK Diffie

and HellmanKhCF 1976/KRp5l?bN)

N50NltG"k#3N50GO"=l>lN

M,-<NZ"r~j9k,"=N 1 Drx+

-<HFS"b& 1 Drk)-<HFV#k)

-<Ok)-,]}5lk,"=l>lNMNx

+-<Ox=5lk#w.THu.TOk)ps

r&Q9k,WOJ/"9YFNL.Kx+-<

@1,^^l"k)-<O"Awb&Qb5lJ

$#3lKhCF"ltNL.AcMk,"p0

^?O3($KP9k]nKD$F.j-N"k

bNG"k,W,J/Jk#3N}0N#lNW

oO"x+-<,.j-N"k (vD5l?) }

!G (?H(P.j-N"kG#l/Hj<K~

lF) f<6<HX"U1ilk3HG"k#x

+5l?psrHQ9lP"@lGb!)aC;

<8rw.9k3H,G-k#7+7"3NaC

;<8O"k)-< (3lOU^7?u.T,j

-7F$k) rHQ7F7+Ef=r|9k3H

,G-J$#5iK"-<&Z"KhkEfO"

Wi$P7< (Ef=) N?a@1GJ/"'Z

(G#8?kp>) N?aKbHQ9k3H,G-

k#

R

jb<H&Wm7<8c<FSP7 (remote
procedure call). (1) /i$"sH,"5<P<

+iWm7<8c<FSP7NBTrWa9k?

aKHQ9k!=#3N!=KO"i$Vij

<&Wm7<8c<H0tG<?=(,^^l

k# (2) LNN<IK"k5<S9s!TKP9

k/i$"sHWa#

RPC. DCE GO"jb<H&Wm7<8c<F

SP7

S

;-e"&=1CH&l$d< (Secure
Sockets Layer (SSL)). (1) D=J+.j(s

I&f<6<,U17J/FbQ`h&K)a-

r}?;?"H_~_;-ejF#<&5<S9

rw(? IETF N8`L.WmH3kN 1 D#

G#8?kKhk;-e"L.AcMkrs!9

k# (2) SSLD=5<P<O"Lo"8`N

HTTP WaHO[Jk]<HG SSL \3War

u1~lk# SSL O"=NVKOsI7'</

, 1 Y@17+,WH7J$;C7gsrn.
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9k#OsI7'</,0;9kH"L.,Ef

=5lk# SSL ;C7gs,~;9k^GaC

;<8N0g-!:,Tolk#

SecurID H</s (SecurID token). Security

DynamicsN ACE/Server'Z}0KO"f<6<

ID H SecurIDH</s,^^lF$k#jb<

HGm0$s9kH"SecurIDH</s+iQ9

o<Iru1hk#Q9o<IO 60 C4HKQ

95l"1 s@1NHQKOXxG"k#+|5

l?MCHo</eG@l+,Q9o<Ir5u

7?H7Fb"=NQ9o<IO"=N>NHQ

KO5zKJk#

5<P< (server). (1) MCHo</K*$F"

>N9F<7gsKP7F!=rs!9kG<

?&9F<7gsG"j"?H(P"U!$k&

5<P<,"k# (2) TCP/IPGO"LN5$H

K"k"/i$"sH / 5<P<HFPlk79

F`NWar7&"MCHo</bN79F`#

SOCKS WmH3k (SOCKS protocol). ;-

e"&MCHo</bN"Wj1<7gs,"

socks5<P<rp7F"U!$"&)<krL

7?L.rD=K9k?aNWmH3k#

socks 5<P< (socks server). ]n5lF$

J$MCHo</bN"Wj1<7gsKP7

F"U!$"&)<krp7F"]n5l? 1

}~\3rs!9k5<-CH&lYk&2<H

&'$#

spam. Wa7J$NKwjU1ilkBGJE

Ra<kG"?tN8hKwilk3H,"k#

T

TCP/IP. Aw)fWmH3k / $s?<MC

H&WmH3k (Transmission Control

Protocol/Internet Protocol)#

telnet. $s?<MCHQNWmH3kNHNf

G"jb<H<v\35<S9rs!9kWmH

3k#3lKhj"f<6<O""k[9H+i

jb<H&[9HKm0*s7F"=N[9HK

>\\35lF$k<vNf<6<HPC9k3

H,G-k#

Aw)fWmH3k / $s?<MCH&WmH3
k (Transmission Control Protocol/Internet
Protocol). m<+k*hS-hMCHo</K

P9kPyL.\3!=r5]<H9k" 1 H

NL.WmH3k#

U

Universal Resource Locator (URL). o<k

I&o$I&&'V (WWW) GHQ5lk?>

,'G"j"=3GO"Web *V8'/HO"?

H(P"

http://www.ibm.com/software/security/firstsecureNh

&K"5<S9>"H%>"Q9"*hSU!$

k>GO^k#

URL. Universal Resource Locator#

V

\<kH (vault). \<kHO"Ef=rHQ7

F"79F`I}Td>N\<kHNj-TJ

I"5vDNMK+(5lJ$h&Kpsr]n

9k#^?"\<kHO"G#8?kp>rHQ

7FG<?N-Qr]n7"G#8?k'ZrH

Q7F$NNjjHNL.r]n9k#^?"E

f="p>"*hS'ZrHQ7F"psrB4

K>N\<kHKAw9k#

>[d_V (virtual private network). jb<

H\3rN)9k?aK"ECs~GOJ/"$

s?<MCHrHQ9kdQNG<?&MCHo

</#f<6<O"ECqRGOJ/"$s?<

MCH&5<S9&WmP$@< (ISP) rL7F

kHNMCHo</&j=<9K"/;99kN

G"kHNH%GO"jb<H&"/;9N39

Hrg}Ko:9k3H,G-k# VPN O^

?"G<?r9N;-ejF#<r/=9k#A

}*JU!$"&)<k&F/Nm8<GO"a
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C;<8NbFrEf=G-k,"/.5H8h

N"Il9OEf=G-J$# VPN F/Nm8

<GO"f<6<O"HsMk\3rN)9k3

H,G-"=NfGO"psQ1CH4N (bF

HXC@<) ,Ef=5l"+W;k=5lk#

VPN. >[d_V (Virtual Private Network)#

W

Web "Wj1<7gs (Web application). o

<kI&o$I&&'V (WWW) rL7F"/

;99kh&_W5l?"Wj1<7gs#

Web Vi&6< (Web browser). G9/HC

W PC GBT5lk/i$"sH&=UH&'"

G"j"o<kI&o$I&&'V (WWW) ^

?Om<+kNZ<8rVi&:9k3H,G-

k#3lO"Web *hS$s?<MCHbGHQ

D=JgLNO$Q<aG#"NG`KP9kf

KP<5k&"/;9rs!9k"!wD<kG

"k#cH7F"Netscape Navigator*hS

Microsoft Internet Explorer,"k#5<P<

(server)b2H#

Web *V8'/H (Web object). Web Vi&

6<rp7FHQD=JG<?# Web *V8'

/HKO"Web Z<8"Web Z<8Nlt"U

!$k"$a<8"G#l/Hj<"CGI Wm0

i`"^?O Java"WlCH,"k#

Web 5<P< (Web server). Vi&6<&W

m0i`+iNpsj=<9NWaK~z9k5

<P<&Wm0i`#

&#6<I (wizard). CjN?9/KD$Ff

<6<r,$I9k?aK"9FCWP$9FC

WNX(rHQ9k""Wj1<7gsbN@$

"m0#

o<` (worm). 2r?(kD=-N"k3sT

e<?<&&#k9#

X

X.509. ;-e"I}H";-e"&$s?<M

CH&MCHo</KOCFG#8?kp>5l

? PKI Z@qr[[9kNr5]<H9k?a

K_W5l?"-/u1~lilF$kZ@q,

JN 1 D# X.509 Z@qGO".j-N"kh

0TKhCFG#8?kp>5l?x+-<N[

[KX"9kWm7<8c<rs!9kG<?=

$rjA9k#
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wz

|\l, tz, Qz, Cl8z

NgK[s5lF$^9#J

*, y;H>y;O6;H1

yK7olF$^9#

N"TO
"/;9)fNjA 107

"/;9)fj9HNjA 107

"Wj1<7gs&Wm0i`&$

s?<U'<9NjA 107

"WlCHNjA 107

Ef=NjA 108

"sA&#k9NWo 45

"sA&#k9&=UH&'" 45

$s9H<k

Policy Director 62

$s?<MCH

m1 21

$s?<MCHNjA 109

$sHiMCH

kH 23

vHj 24

S8M9&Q<HJ< 26

jb<HN>Hw 25

$sHiMCHNjA 109

$sWjasF<7gs&5<S9

NjA 109

&#6<INjA 113

&#k9]n 45

(<8'sHNjA 107

(/9HiMCHNjA 108

*V8'/HWaVm<+<NjA

110

N+TO
5W

FirstSecure 3

>[d_V 22

>[d_VNjA 112

F:ZWNjA 107

vDNjA 107

q]srNjA 110

H_)FVmC/

FirstSecure 4

/i$"sHNjA 108

2<H&'$NjA 109

Wh

04J FirstSecure79F` 31

1kYm9NjA 110

x+-< / k)-<NZ"NjA

111

x+-<NjA 111

m0nNjA 109

N5TO
5<-CH&lYk&2<H&'$

NjA 108

5<P<NjA 112

7!="jj<9 2 N 11

;-e"&=1CH&l$d<Nj

A 111

b@

FirstSecure 4

;kNjA 108

;k&G#l/Hj<&5<S9N

jA 108

=UH&'"Wo

IBM Firewall 64

IBM Key Recovery Service

Provider 86

IBM KeyWorks Toolkit 86

Intrusion Immunity 71

MIMEsweeper 64

Policy Director 61

SecureWay Boundary Server 64

SurfinGate 64

Tivoli Cross-Site for Security 71

Toolbox 86

Trust Authority 79

N?TO
AcMkNjA 108

G<bsNjA 108

G#8?kZ@qNjA 108

8+N5W

04J FirstSecure79F` 31

}g+/D-NjA 109

NJTO
bFU#k?<h}NjA 108

'ZINjA 108

'ZNjA 107

M<`9Z<9NjA 110

MCHo</N5W 19

MCHo</NWh 17

MCHo</&"Il9&U#k?

<h}NjA 110

NOTO
O<I&'"Wo

IBM Firewall 63

IBM Key Recovery Service

Provider 86

IBM KeyWorks Toolkit 86

Intrusion Immunity 71

MIMEsweeper 63

Norton AntiVirus 72

Policy Director 61

SecureWay Boundary Server 63

SurfinGate 63

Toolbox 86

Trust Authority 80

O<HS<HNjA 109

^NQC/ 91

O$i$H

U!$"&)<k 5

ACE/Server 6

IBM Firewall 5

Intrusion Immunity 6
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O$i$H (3-)

MIMEsweeper 6

Norton AntiVirus 7

Policy Director 4

Public Key Infrastructure 7

SecureWay Boundary Server 5

SurfinGate 6

Tivoli Cross-Site for Security 6

Toolbox 8

Trust Authority 7

OC+<NjA 109

U!$"&)<kNjA 109

U!$k>wWmH3kNjA 109

Wi0$sNjA 111

Wjs7QkNjA 111

Wm-7<"HTTP 12

Wm-7<&5<P<NjA 111

,63sTe<F#s0D-NjA

108

8q

IBM Firewall QN 92

IBM Key Recovery Service

ProviderQN 99

IBM KeyWorks Toolkit QN 98

Intrusion Immunity=.WG=J

QN 94

MIMEsweeperQN 92

Norton AntiVirus QN 94

Policy Director=.WG=JQN

91

SecureWay Boundary Server=.

WG=JQN 91

SurfinGateQN 93

Toolbox =.WG=JQN 98

Trust Authority 96

8qQC/ 91, 100

\<kHNjA 112

N^TO
^/mzFNjA 110

bP$k&3<INjA 110

NdTO
Wo

lL*J 59

Wo (3-)

*Zl<F#s0&79F` 59

Policy Director 61

SecureWay Boundary Server 63

NiTO
jb<H&Wm7<8c<FSP7

NjA 111

jj<9 2 N7!= 11

NoTO
o<`NjA 113

spuOS (DMZ) 22

A
ACE/Server

b@ 41

O$i$H 6

ACL NjA 107

ActiveX NjA 107

Apache5<P<NjA 107

API NjA 107

B
bloodhoundNjA 107

D
DCE NjA 108

DMZ 22

E
e-businessMCHo</K*1k

FirstSecureNWh 31

e-businessNjA 108

e-commerce 108

F
Firewall

O$i$H 5

FirstSecure

5W 3

=.WGN=JN?aN8q 91

b@ 4

8+N5W 31

^NQC/ 91

8qQC/ 91

Implementation Services 9

Web 5$H 59

FTP NjA 109

H
HTTP Wm-7< 12

I
IBM Firewall

7!= 12

=JN8q 92

=UH&'"Wo 64

8+NWh 40

O<I&'"Wo 63

O$i$H 5

MIMEsweeperHloK$s9H

<k9k 66

MIMEsweeper"SurfinGateHlo

K$s9H<k9k 68

Norton AntiVirus for Internet

Email Gateways"MIMEsweeper

HloK$s9H<k9k 66

SurfinGateHloK$s9H<k

9k 68

WEBsweeperHloK$s9H<

k9k 67

IBM Key Recovery Service Provider

=JN8q 99

b@ 90

=UH&'"Wo 86

O<I&'"Wo 86

IBM KeyWorks Toolkit

=JN8q 98

b@ 87

=UH&'"Wo 86

O<I&'"Wo 86
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IBM KeyWorks Toolkit H IBM

SecureWay Trust AuthorityNj_

nQ 83, 89

IBM KeyWorks Toolkit H Trust

Authority Nj_nQ 83, 89

IBM SecureWay FirstSecure

=.WGN=JN?aN8q 91

b@ 4

^NQC/ 91

8qQC/ 91

Web 5$H 59

IBM SecureWay Trust AuthorityH

IBM KeyWorks Toolkit Nj_nQ

83, 89

IDE NjA 109

Implementation Services,

FirstSecure 9

IntraVerse5<P<NjA 109

Intrusion Immunity

=.WG=JN8q 94

7!= 15

b@ 45

=UH&'"Wo 71

8+NWh 45

O<I&'"Wo 71

O$i$H 6

IPSecNjA 109

ISV NjA 110

J
JavaNjA 110

JavaScriptNjA 110

L
LDAP NjA 110

Lightweight Directory Access Protocol

NjA 110

M
MAILsweeper

b@ 42

IBM Firewall HloK$s9H<

k9k 66

MIMEsweeper

7!= 14

MIMEsweeper (3-)

=JN8q 92

=UH&'"Wo 64

8+NWh 42

O<I&'"Wo 63

O$i$H 6

IBM Firewall HloK$s9H<

k9k 66

IBM Firewall"SurfinGateHlo

K$s9H<k9k 68

MAILsweeperb8e<k 42

Norton AntiVirus for Internet

Email Gateways"IBM Firewall

HloK$s9H<k9k 66

WEBsweeper 42

MPEG NjA 110

N
Norton AntiVirus

7!= 15

=JN8q 94

b@ 49

s!5lk=J 49

8+NWh 49

O<I&'"Wo 72

O$i$H 7

Norton AntiVirus for Internet Email

Gateways

MIMEsweeper"IBM Firewall Hl

oK$s9H<k9k 66

O
OEM NjA 110

P
Policy Director

$s9H<k 62

=.WG=JN8q 91

7!= 11

=UH&'"Wo 61

8+NWh 35, 43

O<I&'"Wo 61

O$i$H 4

Policy DirectorH Trust AuthorityN

}g 62

Public Key Infrastructure

7!= 15

b@ 79

O$i$H 7

R
RPCNjA 111

S
SecureWay Boundary Server

$s9H<kNmU@ 65

=.WG=J 39

=.WG=JN8q 91

7!= 12

=UH&'"Wo 64

8+NWh 39

O<I&'"Wo 63

O$i$H 5

Wo 63

socks5<P<NjA 112

SOCKSNjA 112

spamNjA 112

SurfinConsole 44

SurfinGate

7!= 14

=JN8q 93

=UH&'"Wo 64

O<I&'"Wo 63

O$i$H 6

IBM Firewall HloK$s9H<

k9k 68

IBM Firewall"MIMEsweeperHl

oK$s9H<k9k 68

SurfinConsole=.WG 44

SurfinGate Server=.WG 43

SurfinGateG<?Y<9=.WG

44

SurfinGate Server 43

SurfinGateG<?Y<9 44

T
TCP/IPNjA 112

telnetNjA 112

wz 117



Tivoli Cross-Site for Security

7!= 15

=UH&'"Wo 71

8+NWh 45

HiU#C/NFk 48

MCHo</K*1k 48

O$i$H 6

Toolbox

=.WG=JN8q 98

7!= 16

b@ 85

=UH&'"Wo 86

8+NWh 53

O<I&'"Wo 86

O$i$H 8

Wo 85

Trust Authority

=.WG=JN8q 96

7!= 15

b@ 79

=UH&'"Wo 79

8+NWh 51

O<I&'"Wo 80

O$i$H 7

Trust AuthorityH IBM KeyWorks

Toolkit Nj_nQ 83, 89

Trust AuthorityH Policy DirectorN

}g 62

U
universal resource locatorNjA 112

URL NjA 112

V
VPN 22

VPN NjA 113

W
Web "Wj1<7gsNjA 113

Web *V8'/HNjA 113

Web 5<P<NjA 113

Web Vi&6<NjA 113

WEBsweeper

b@ 42

WEBsweeper(3-)

IBM Firewall HloK$s9H<

k9k 67

X
X.509 NjA 113
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