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k@C0Am C5UOY. CAS 8: DO H!- Policy Director |.ZB Policy
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http://www.ibm.com/software/security/policy/library

Policy Director DCE, LDAP, NetSEATW -v 8:dR& 3!Ob |!, Y
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N ! v 8 : d R | D G WebSEAL—8 H | . Z ( IVNet) W

WebSEAL(IVWeb). WebSEAL -v! % x#; 8#UOY .

WebSEAL: :6. _h* _h& kX t: !k:z me fv& '

Q i#e(back-end)-v& vxUOY.

NetSEAL -v& gkOB 8H |.Z

N ! v 8 : d R | D G NetSEAL—8 H | . Z ( IVNet ) W

NetSEAL(IVTrap). NetSEAL-v! VPN(virtual private network);
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N !v |DG 8:dRN WebSEALz NetSEAL! VGOJC@.
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! NetSEAT ,sLp.& 3!OJC@.

gkZ 9v:..

Policy DirectorB gkZ 9v:..N- IBM SecureWay Directory(LDAP)g

kZ 9v:..* DCE gkZ 9v:..& gkR v V@OY.

gkZ 9v:..N LDAP& gkR fl, Policy Director& 3!Ob |! ]

eC LDAP -v& 3!Om 8:X_ Og, " Policy Director D;M!5 LDAP

,sLp.& 3!X_ UOY.

LDAP 3! $8B IBM SecureWay Directory3! W 8:, v| 3.1.1; |

6OJC@. L LDAP .- '!B 98 dLvG :IBM SecureWay Directory.

-;& |6OJC@.

GQ DCE 3!! |Q $8B 96 dLvG :IBM DCE .-;! *@B DCE

&0 $8& |6OJC@.

Policy Director -v

Y=: Policy Director -v 3!! {kGB d8gWTOY.
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v CY% kE; 'X-B pg Policy Director Windows NT-v! Policy

Director NetSEAT,sLp.! JdUOY.

v pg Policy Director -v 3!!B Z?8N 3!! LgnvB b; 8:d

R! JdUOY.

v 8H 5^N! 9 D;M* O*G D;M8 3!R fl!B D;M! ]eC

|. -v& 3!X_ UOY.

v b8G |. -v& !x b8G 8H 5^N! _! D;M& 3!R fl!

B Y% |. -v& 3!Ov 6JC@. Vnx 8H 5^N! ]eC O*G

|. -v N:O:8 Vn_ UOY.

v WebSEAL, NetSEAL,ae D< GQ N) -v 8:dRB 1CgWTOY.

v 8H |.ZB WebSEALz aUO) WebSEAL HTTP-v 8:dR W $

3Q HTTP W<: &n& &xOm, NetSEALz aUO) NetSEAL q$3

Q TCP/IP W<: &n 8:dR& &xUOY.

v AIX W SolarisG pg Policy Director -v!B O|Q DCE ,sLp.M

(gkZ 9v:..N LDAP& gkR fl!) LDAP ,sLp.! JdUO

Y.

|. \V

|. \V!B 8H 5^Nz |. -v& 3! W 8:OB ML JdUOY. G

Q |. \V!B DCE ,sLp.M(|. \VL Windows D;M! VB fl

!) NetSEAT ,sLp.! JdUOY.

GQ N) ADK

@k ANW% 3_ D;M! Policy Director GQ N) ADK& 3!OJC@.

GQ N) ADKB 8#H ae D< -v! gkZiL W<:OB M; ckO

B @k ANW% 3_! gkKOY. GQ N) ADK!B GQ N) ADK& 3

!R ' Z?8N 3!GB b; 8:dR! JdUOY.

@k ANW%; G`OB 8H 5^NG fl VRQ O*G D;M! ]eC G

Q N) -v& 3!X_ UOY. O]{N 3_ /f!B GQ N) ADKM ?

OQ C:[! GQ N) -v! wTGn V@OY.
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\h0 Policy Director 3! 3d

Policy Director 3!!B Y= \h! JdUOY.

1. L| v|G IBM SecureWay Policy Director! 3!Gn V8g, vgG 3

!& LVC0A R '!B Policy Director % dLv! VB LV $8&

|6OJC@(x dLvG :% $8; |6).

2. gkZG n5<&!- Policy DirectorG vx )N& .NOJC@.

vx n5<&! |Q $8B 16 dLvG :Policy Director -v;& |6O

JC@.

3. gkZ d8gW! {UQ -v 8:dRM L 8:dR& 3!R D;M&

a$OJC@.

vx $8! |X-B 19 dLvG :xk 8:;; |6OJC@.

4. 8H 5^N!- SSL MN5L* GSS MN5; gkR MNv a$OJC

@.

Z<Q $8B 22 dLvG :MN ^?Or;; |6OJC@.

5. DCE ON86! x8i 3! W 8:OJC@.

Jv DCE -q:G 3d! |X-B 23 dLvG :Pj D;C /f -q

:;& |6OJC@.

6. 8H 5^N!- LDAP gkZ 9v:..* DCE gkZ 9v:..& g

kR MNv a$OJC@ . gkZ 9v:..! IBM SecureWay

Directory(LDAP)& gkOm, b8G LDAP& gkOv J; fl LDAP

& 3! W 8:OJC@.

LDAP 3!! |Q ON86 $8B 29 dLvG :&4e IBM SecureWay

Directory 3! W 8:;; |6OJC@.

7. Policy Director -vN gkI D;M! DCEM LDAP ,sLp.& 3!

OJC@.

DCE 3!! |Q $8B 96 dLvG :IBM DCE .-;! *@B DCE

&0 $8& |6OJC@.

8. Policy Director -v 8:dR& 3!OJC@.
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gkR n5<& C'{! |X-B 3! e; |6OJC@. Y= _ O*

& gkR v V@OY.

v 45 dLvG :&5e Windowsk Policy Director 3!;

v 61 dLvG :&6e AIX k Policy Director 3!;

v 79 dLvG :&7e Solarisk Policy Director 3!;

9. ,sLp. Nu- Nu! kX Policy Director CAS& gkOB fl, Policy

Director CAS& 8:OJC@.

Policy Director CAS! |Q $8B :Nu 9f -q: 8:;; |6OJ

C@.

10. |. \V; 3!OJC@.

gkR n5<& C'{! |X-B 3! e; |6OJC@. Y= _ O*

& gkR v V@OY.

v Windows NTG fl 55 dLvG :Windows!- |. \V 3!;& |

6OJC@.

v AIX G fl DCE gkZ 9v:..& gkR '!B 75 dLvG :|

. \V 3!;, LDAP gkZ 9v:..& gkR '!B 66 dLvG

:|. \V 8: W C[;; |6OJC@.

v SolarisG fl 91 dLvG :|. \V 3!;& |6OJC@.

Policy Director g3!

P0v& YC 3!X_ R fl!B Uz b8G P0v& &EQ Y= xOB P

0v& YC 3!X_ UOY. W f}: 76 dLvG :Policy Director &E;&

|6OJC@.

Nu 9f -q: 8:

Policy Director CAS(Nu 9f -q:)B gkZ 6$L !IQ Policy DirectorG

8:dRN- WebSEALL vxOB %X Nu ^?OrG .e! gkR v V

@OY.
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Policy Director CASB Z?8N 3!KOY. Policy Director CAS& Nu 9

f -q:N gkOA R '!B ]eC 8:X_ UOY. Policy Director CAS

G LX W 8:! |Q $8B Policy Director Administration GuideG 2ez

12e; |6OJC@.
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&4e IBM SecureWay Directory 3! W 8:

DCE gkZ 9v:..& gkR h9Li IBM SecureWay Directory(LDAP)

3! W 8: =G; GJ[ v V@OY.

Policy Director 3!C LDAP gkZ 9v:..* DCE gkZ 9v:.. _

1CR M; d8^@OY.

v LDAP& 1CR fl!B ]eC IBM SecureWay Directoryv| 3.1.1(LDAP)

Client SDKM -v& 3!Q Y=, Policy Director& 3!Ob |! LDAP

-v& 8:X_ UOY.

v SSL; gkO) LDAP -v! W<:R fl!B LDAP ,sLp.5 ]e

C 8:X_ UOY.

LDAP -v W ,sLp. 3!

LDAP& gkZ 9v:..N gkR fl, Policy Director! LDAP -vM ,

sLp.! JdUOY.

8H 5^NG {n5 Q D;M!B ]eC LDAP -v! Vn_ UOY. LDAP

,sLp.M -vB Policy Director &0G ONN &xKOY. L &0i;

Policy Director 3! |! ]eC 3!OE* b8! 3!Gn Vx CY% 9'

G LDAP& gkR v V@OY.

LDAP& 3!R ' SecureWay DirectoryM Client SDK 3!& 1COJC@.

LDAP 3! W 8:! |Q Z<Q $8B IBM SecureWay Directory3! W

8:, v| 3.1.1 -{; |6OJC@. Xg CD6Y vxGB " n5<&0N L

%! kQ 05G v|L HTML |D8N XqGn V@OY. W<: f}! |

Q $8B 98 dLvG :IBM SecureWay Directory.-;& |6OJC@.
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LDAP ,sLp.8 3!

gkZ 9v:..N LDAP& gkR fl, Policy Director& G`R " C:[

! ]eC LDAP ,sLp.& 3!X_ UOY. LDAP ,sLp.B Policy

Director &0G ONN &xKOY. Policy Director& 3!Ob |! LDAP ,

sLp.& 3!OJC@.

LDAP& 3!R ' LL Policy Director! kX 3! W 8:H CY% 9'!

- LDAP -v& b8! 3!_Yi, SecureWay Client SDK8 3!O5O 1

COJC@.

LDAP -v 8:

gkZ 9v:..N LDAP& gkR fl, 9 Policy Director -v& 3!Ob

|! ]eC LDAP -v& 8:X_ UOY. 9 Policy Director C:[! kX

LDAP -v& 8:_8i, _!{N Policy Director -v& _!R ' LDAP -

v& YC 8:Ov JF5 KOY.

LDAP -v 8:C SSLL LDAP -v! W<:OB ML !IOYi SSL W

<:& gkOB _!G " D;M! ,sLp. W -v 0 5 V; 9gX_ U

OY. Z<Q $8B 34 dLvG :SSL W<: gk !I(1CgW);; |6OJ

C@.

LDAP -v& 8:Ob 'X-B Y= qO! *@B 8: \h& " 8H 5^

N! kX Q x8 OaX_ UOY.

1. JdQ "Ln& _!OJC@. W f}: 31 dLvG :"Ln _!;& |6

OJC@.

2. 8H :06 @j'.M S:; 3!OJC@. 32 dLvG :8H :06 @

j'. W S: 3!;& |6OJC@.

3. LDAP W<: &n& gk !IOT 8eJC@. W f}: 43 dLvG

:LDAP W<: &n gk !I;; |6OJC@.

4. SSL W<:& gk !IOT 8eJC@. W f}: 34 dLvG :SSL W<

: gk !I(1CgW);; |6OJC@.
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SSL W<:& gk !IOT _8i, SSL; gkO) LDAP -v! W<:OB

LDAP ,sLp.(Policy Director -v)& _!R '6Y 40 dLvG :SSL W

<:& 'Q LDAP ,sLp. 3$;! *@B \h& OaOJC@.

V: LDAP |.Z! LDAP %LM#L:! VB O#G O#- 3$*; v$R

v V@OY. LDAPB O#& m.Q X:.N zeO5O ckT8Na L

ML 8H kbG xNL I v V@OY. {}Q O#- 9'N gkZ O#

S:; 3$OB M! |Q 3m: LDAP .-& |6OJC@.

"Ln _!

IBM SecureWay Directory!- Y= \h& OaX uNn "Ln& [:OJ

C@.

1. % jslz& gkO) F! % VR!- IBM SecureWay Directory Server

% |. x! W<:OJC@.

http://servername/ldap

LDAP |.ZN- % NMdL:& kX NWNOJC@(9& in, cn=root).

2. )#b: "Ln → "Ln _!.

3. "Ln DN Je!B ]eC "Ln& _!CQ_ UOY.

secAuthority=Default

|. -v& 8:OB _ secAuthority=Default! kQ @j'.! [:K

OY.

4. uNn "Ln _! \_& )#JC@.

5. Y% "Ln& _!OAi "Ln _! 5)& -/ L| "8N !JC@.

6. JdOYi Policy Director gkZ W [Nz gNB(GSO) %LM! kQ "

Ln& _!OJC@. 9& ii, Y=z 0@OY.

o=IBM,c=US

gkZ 3!! {UQ fD8N 6=kN "Ln& v$R v V8g, o=B g

kZ 6wG `D L', c=B 9!0 $8TOY.
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L \hB GSO %LMM gkZ W Wl! kQ "Ln& [:UOY. L "

Lni: LDAP % |. xN [:KOY.

7. uNn "Ln _! \_& )#JC@.

8. _!& xOE* 6w! JdQ ""G uNn "Ln! kX }w& ]9O

JC@.

9. vg LDAP |. x % dLv! VB -v gC[ 5)& -/ "Ln& p

N _!Q D LDAP -v& gC[OJC@.

8H :06 @j'. W S: 3!

Policy DirectorB LDAP @j'. W S: <.& gkO) LDAP -v H!

VB gkZ NugW; /v8vUOY.

8H @j'.M S:L 3!GzBv KF8Ai IBM SecureWay Directory

Management Tool(DMT); gkOJC@. @j'.M S:L *@v J8i 3

!OJC@. DMTB IBM SecureWay DirectoryP0vG ONN 3!KOY.

Policy Director 8H @j'.M S:L 3!GzBv KF8Ai Y= \h& O

aOJC@.

1. LDAP ,sLp.!- Directory Managementx; C[OJC@.

V: secAuthority=Default"Ln WqL xYB ^Cv& vER fl Wk

N x`R v V@OY. |. -v& 8:OB _ secAuthority=Default

! kQ @j'.! [:KOY.

2. :06 → @j'. ,!: → @j'. ,!: 8b& )#JC@.

3. Y=G pg Policy Director @j'.M S:L *@Bv .NOJC@.

@j'. ,!:

secAuthorityInfo
secGroup
secMap
secPolicy
secPolicyData
secUser

4. :06 → S: → S: 8b& )#JC@.

5. Y=G pg Policy Director @j'.M S:L *@Bv .NOJC@.
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S:

secUUID
secLoginType
secAuthority
secAcctValid
secPwdValid
secDN
secPwdMgmtBind
secAcctExpires
secAcctInactivity
secAcctLife
secPwdAlpha
secPwdSpaces
secPwdFailures
secPwdLastChanged
secPwdLastUsed

6. 32 dLvG 3 \hM 32 dLvG 5 \h!- #: *! bJO) Y= _

O*& v`OJC@.

v pg @j'.! *C fl!B u LsG 6!! Jd x@OY. 34 d

LvG :SSL W<: gk !I(1CgW);8N hSOJC@.

v @j'.G |NB FOus5 ON! *C fl!B 7\hN !JC@.

v @j'.! O*5 *@v J; fl!B 8\hN !JC@.

7. Policy Director @j'.M S:G |NB FOus5 ON& #: fl!

B b8G Policy Director @j'.M S:; &EOJC@.

DMT!- Y=z 0L )#JC@.

:06 → @j'. ,!: → @j'. ,!: h&& -/ @j'. ,!:

& &EOJC@.

Y=!B :06 → S: → S: h&& -/ S:; &EOJC@.

8. Policy Director @j'.M S:; O*5 #v xQ fl!B IBM

SecureWay Policy Directorv| 3.0 CD& V8JC@.

9. mI ARA.!- ldapmodify& gkO) :06 DO; NeOJC@. 9

& in, Y=z 0L TBR v V@OY.

UNIX:

ldapmodify -h hostname -p 389 -D cn=root -w password -f /schema/secschema.def

Windows:
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ldapmodify -h hostname -p 389 -D cn=root -w password -f x:\schema\secschema.def

x:B gkZG Windows CD-ROM esLjG esLj .ZTOY.

10. Policy Director& gkO) SecureWay Boundary ServergkZi; |.

R h9Li, Policy Director :06 DO!- *B @j'.M S:5 ]e

C _!X_ UOY.

mI ARA.!- ldapmodify mI8N :06 DO; NeOJC@. 9&

in, Y=z 0L TBR v V@OY.

Windows:

ldapmodify -h hostname -p 389 -D cn=root -w password -f x:\schema\puschema.def

UNIX:

ldapmodify -h hostname -p 389 -D cn=root -w password -f /schema/puschema.def

x:B gkZG CD-ROM esLjG esLj .ZTOY.

SSL W<: gk !I(1CgW)

LDAP -vNG SSL W<:! Jd x8i L =G; GJ[ v V@OY. 43

dLvG :LDAP W<: &n gk !I;8N !JC@.

LDAP -v! SSL W<:! JdOi L =G; hSOJC@. L }wB LDAP

-vM LDAP ,sLp. #! 3=8N SSL kE; 3$R '8 v`Oi KO

Y.

Policy Director -vM LDAP -v #G kE 8H; 'X 1C{8N SSL;

gk !IOT 8i v V@OY.

GSKit(IBM Global Security Kit) SSL Runtime Toolkitv| 3.0.1: LDAP

& 3!OB _! 3!KOY. GSKitB N 3G Key Management Tool—Q v

|: "; gkOB v|N ikmguiwLm, Y% O*B "; gkOv JB v|

N ikmguiTOY. Y= }w& kX ikmguiw! #bI '6Y " v|; gk

R v V@OY.

LDAP .-!- *@B x gk}! {s [wOJC@. Z<Q $8B 98 dL

vG :IBM SecureWay Directory.-;& |6OJC@.
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GB /0w SSL W<:& 'X Policy Director& gk !IOT 8eB `D

}w& gkR v V@OY.

0 %LM#L: DO W Nu- [:

LDAP -v!- SSL vx; gkR v V5O OAi -v! Nu-& D0Om

3Nk Nu-N gkR v VB Nu-! ]eC Vn_ UOY. L 3Nk Nu

-B ,sLp.! -v& NuR v V5O ckOb 'X -v! ,sLp.N

|[Q Nu-TOY. 0 %LM#L: DO!B Nu-M xk W 3Nk 0 V

L zeGn V@OY. O]{8N gkZi: Verisignz 0: CA(Certificate

Authority)NNM -mH Nu-& .8UOY.

W/*, Z< -m Nu-& gkR v5 V@OY. Z< -m Nu-& gkR f

l Nu-& }:Q C:[L CATOY.

0 %LM#L: DOz Nu-& [:R fl, GSKit Key Management

Tool(ikmguiw ); gkR v V@OY. 0 %LM#L: DOz Nu-(Z< -m

GB -mH)& [:OAi, Y=z 0L OJC@.

1. IBM Global Security Kit(GSKit) SSL Runtime Toolkitv| 3.0.1z Javak

Key Management ToolL SSL; gkR LDAP -vM LDAP ,sLp.

pN! 3!GzBv .NOJC@.

Windows: C:\Program Files\IBM\GSK\bin\ikmguiw.exe

Solaris: /opt/IBM/GSK/bin/ikmguiw

AIX: /usr/lpp/ibm/gsk/bin/ikmguiw

2. IBM Key Managementx(ikmguiw ); C[OJC@.

3. 0 %LM#L: DO → ET& )#JC@.

4. CMS 0 %LM#L: DOL 1CQ 0 %LM#L: /|Nv .NOJC

@.

5. 0 %LM#L: DOL '!R DO L'z '! Je! $8& TBOJC

@. 0 %LM#L: DO .eZB .kdbTOY.

6. .N; )#JC@.

7. 0 %LM#L: DO O#& TBQ D .NOJC@.
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L O#B 0 %LM#L: DO; m}R ' JdOGN ]eC boOJC

@.

8. b; 8b C#; ckOE* gkZ N-G d8gW! {s /fOJC@.

9. O#& 6:)O) :P(stash)DO! zeOAB fl DON O# :P;

)#JC@.

:P DOL ON @k ANW%! GX gkI v V8GN, @k ANW%

L 0 %LM#L: DO; gkOb 'Q O#& KF-B HKOY. :P

DO!B 0 %LM#L: DOz ?OQ '! W L'L V8g, .sth .e

Z! V@OY.

10. .N; )#JC@.

LNa 0 %LM#L: DO [:; Oa_@OY. W.m 3$ -mZ Nu- <

.! XqGz@OY. L -mZ Nu-! YN NDH b; Nu GQTOY.

3Nk Nu- [:

CA(9& in, VeriSign)NNMG Nu-& gkR h9Li, ]eC CA(Certificate

Authority)NNM Nu-& d;Om d;L OaH Y=! vEX_ UOY. :N

u- vE;! *@B \h& OaOJC@.

Nu- vE: Z< -m Nu- kE CA(9& in, VeriSign)NNMG Nu-

& gk _Li Y= \h& OaOJC@.

1. ikmguiw& gkO) CANNM Nu-& d;Q Y= 0 %LM#L: DO

! uNn Nu-& vEOJC@.

2. 0 %LM#L: DOG 3Nk Nu- d; =G; )#JC@.

3. ET& )#JC@.

4. pg $8& TBO) Nu GQ8N [ER v VB d;; [:OJC@.

5. .N; )#JC@.

6. CA! Nu-& .O_8i 3Nk Nu- =Gz vE; wJN -/ 0 %

LM#L: DO H8N 3!R v V@OY.

7. 0 %LM#L: DO! LDAP -vG Nu-! [:Gz8i SSL -v& g

k !IOT 8i LDAP -v& 8:R v V@OY.
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gkZG Nu-! Fw NDGv J: fl!B CA(Certificate Authority) Nu

-& ,sLp. C:[8N 9gOJC@.

gkZ Nu-& LL NDH CA(9& in, VeriSign)! }:Q fl!B u L

sG 6!! Jd x@OY. 39 dLvG :SSLL gk !IO5O LDAP -v

8:;8N !JC@.

Z< -m Nu- [:: Z< -m Nu- kE CA(9& in, VeriSign)8N

NMG Nu-& gkR h9Li Y= \h& OaOJC@. 36 dLvG :Nu

- vE;; |6OJC@.

uNn Z< -m Nu-& [:O) 0 %LM#L:! zeOAi Y=z 0L

OJC@.

1. [: → uNn Z< -m Nu-& )#JC@.

2. L ET Nu-& 0 %LM#L: DO!- D0Ob 'X gkR v VB 0

9Lm Je! L'; TBOJC@.

9& ii, LDAP -vG C:[ L'L 9LmO v V@OY.

3. v| JeG b;*N X509 V3z 0 )b JeG b;*; ckOJC@.

4. b; C:[ L'; ckOE* L Nu-! kQ xk L' Je! Y%

DN(distinguished name); TBOJC@.

5. 6w Je! 8g L'; TBOJC@.

6. 1C{ Je& O:OE* xi8N 2\ NJC@.

7. 9!0 $8 JeG b;* W /? b# JeG 365& ckOE* gkZ 6

w! BT /fOJC@.

8. .N; )#JC@.

GSKitL ET xk W 3Nk 0 V; }:Om Nu-& [:UOY.

GSKitB 0 %LM#L: DO! O* LsG 3Nk Nu-! V; fl, g

kZ! L 0& %LM#L:G b; 0N gkR MNv 68UOY. b;*

8N W !n% O*& ckR v V@OY. gkZ Nu-& 1COb 'Q

9LmL &xGv J; fl!B b; Nu-! 18S! gkKOY.
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LNa LDAP -vG 3Nk Nu- [:; Oa_@OY. {s- Nu-! 0 %

LM#L:G 3Nk Nu- =G! %CGn_ UOY. 0 %LM#L: DO!-

8/Om VB Nu- /| _ 1COAi Key Management ToolG _# 7k

& gkOJC@.

Y=!B LDAP -vG Nu-& Base64O#- ASCII %LM DON _iX

_ UOY.

Z< -m Nu- _i

gkZG Nu-! Z< -m Nu-N fl!B 0 %LM#L: DONNM -

mZ Nu-& ]eC _iX_ UOY. _i }w& x`OJC@.

_iB ,sLp. C:[; 3$OB % gkKOY. 37 dLvG :Z< -m N

u- [:;!- Z< -m Nu-& [:_Yi _i GQ 0 %LM#L: DO

G -mZ Nu- =G! %CGn_ UOY(_iB Z< -m Nu-TOY). g

kZ! 0 %LM#L:G -mZ Nu- =G! V; fl, W w! ET Nu-

! VBv .NOJC@.

-mZ Nu-& _iOAi Y=z 0L OJC@.

1. ikmguiw& gkO) LDAP -vG Nu-& Base64O#- ASCII %LM

DON _iOJC@. L DOL 40 dLvG :SSL W<:& 'Q LDAP ,

sLp. 3$;! *@B }w! gkKOY.

2. 37 dLvG :Z< -m Nu- [:;! _!Q Z< -m Nu-& -6%C

OJC@.

3. Nu- _i& )#JC@.

4. %LM /|8N Base64O#- ASCII %LM& )#JC@.

5. uN _iQ Nu-! kX Nu- DO L'; TBOJC@. Nu- DOG

.eZB .armTOY.

6. _iQ Nu-& zeR '!& TBOJC@.

7. .N; )#JC@.

8. _iQ Nu-& LDAP ,sLp. C:[! 9gOJC@.

9. SSLL gkG5O LDAP -v& 8:R v V@OY.
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SSLL gk !IO5O LDAP -v 8:

SSLL gk !IO5O LDAP -v& 8:OAi Y=z 0L OJC@.

1. gkZ 9v:..N LDAP& gkR fl, LDAP -v! 3!Gn G` _

Nv .NOJC@. Z<Q $8B 29 dLvG :&4e IBM SecureWay

Directory 3! W 8:;; |6OJC@.

2. Y= URLz T2 % b] LDAP |. x; gkOJC@.

http://servername/ldap

servername: LDAP -v C:[G L'TOY.

3. Fw NWBOv JR8i LDAP |.Z(9& in, cn=root)N NWBOJ

C@.

4. -v → SSL; )#JC@.

5. SSLz q SSL pN! kX SSL [?; )#E* 3$OAB SSL sB!

kX SSL8; )#JC@.

6. Nu ^ReG /|! kX -v Nu; )#JC@.

7. w. x#& TBOE* b; w. x#N 636; ckOJC@.

8. 0 %LM#L: DO W Nu- [:! *@B 5\h!- v$_x 0 %L

M#L: fN W DO L'; TBOJC@.

0 %LM#L: DO .eZB .kdbTOY.

9. LDAP -v Nu-& 0 %LM#L:! zeR ' D0; 'X gkQ 0

9Lm Je! L'; TBOJC@. 9& ii, LDAP -vG C:[ L'

L 9LmO v V@OY.

10. 0 %LM#L: DO O#& TBQ D .NOJC@. GQ LDAP -v!

:P DO; gkO5O R fl!B O# Je& xi8N 2\Q v V@

OY.

11. {k; )#JC@.

12. -v gC[ 5)& -/ LDAP -v& YC C[Om /fgW; /?OT

8i v V@OY.

SSL W<: W:.: SSLL gk !IQv& KgOAi LDAP -v mIYN

NM Y= mI; TBOJC@.
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ldapsearch -h servername -Z -K keyfile -P key_pw -b "" -s base \
objectclass=*

L mI!- *=!,(\)B mIL Q Y! in!v J; '!8 JdUOY.

Y=: " Wq! kQ 3mTOY.

IG 3m

servername LDAP -vG DNS #:. L'

keyfile }:H 0 5G O|Q fN

key_pw }:H 0 5G O#

L mI: LDAP -vsG "Ln& wTOm VB LDAP b; $8& .OUO

Y.

LNa -v SSL 3$; Oa_@OY. Y=!B SSL W<:& 'Q LDAP ,

sLp.& 3$OJC@.

SSL W<:& 'Q LDAP ,sLp. 3$

SSL W<:& 'Q LDAP -v& 3$_8i SSL W<:& 'Q LDAP ,s

Lp.& 3$X_ UOY.

0 %LM#L: DO [:: ,sLp.! GSKitL 3!GzBv .NQ Y=

35 dLvG :0 %LM#L: DO W Nu- [:;!- 3mQ IBM Key

Management Tool; gkO) ET 0 %LM#L: DO; [:OJC@.

,sLp.! LDAP -v& NuO5O Ob 'X-B ,sLp.! LDAP -v

G Nu-& [:Q CA(-mZ); ]eC NDX_ UOY. LDAP -v! Z<

-m Nu-& gk _Li, ,sLp.! EZR v VB g.N- LDAP -v

Nu-& }:Q C:[; K v Vn_ UOY(CA).

-mZ Nu- _!: 0 %LM#L: DO [: D -mZ Nu-& _!OAi

Y=z 0L OJC@.

1. 38 dLvG :Z< -m Nu- _i;G 0 %LM#L: DONNM _iQ

Nu-& ,sLp. C:[8N 9g_Bv .NOJC@. 9gOv JRY

i v] 9gOJC@.

2. ,sLp. CMS 0 %LM#L: DOG -mZ Nu- =G; )#JC@.
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3. _!& )#JC@.

4. Base64O#- ASCII %LM& -/ %LM /|; 3$OJC@.

5. Nu-G DO L'z '!& *8;JC@. Nu- DOG .eZB .armT

OY.

6. .N; )#JC@.

7. _!OAB -mZ Nu-! kX 9Lm; TBOJC@. 9& ii, LDAP

-vG C:[ L'; 9LmN gkR v V@OY.

8. .N; )#JC@.

Z< -m Nu-! -mZ Nu-N- ,sLp.G 0 %LM#L:! %C

KOY.

9. uN _!Q -mZ Nu-& -6%COm 8b/m}; )#JC@.

10. EZR v VB g.N- Nu- 3$L 1CGzBv .NO) EZR v V

B g.N %CG5O OJC@.

O]{N Nu GQ! GX LDAP -vG Nu-! }:H fl!B Nu G

QL -mZ Nu-N- qO! *@m EZR v VB g.N %CGn V

Bv .NOJC@. W8v J: fl!B -mZ Nu-N- Nu GQG N

u-& _!Q Y= WML EZR v VB g.S; *8;JC@.

L ' ,sLp.! LDAP -v& gkO) SSL <G; 3$R v Vn_ UO

Y.

SSL gk !I W:.: SSLL gk !IQv& KgOAi LDAP ,sLp

. mIYNNM Y= mI; TBOJC@.

ldapsearch -h servername -Z -K client_keyfile -P key_pw -b "" \
-s base objectclass=*

L mI!- *=!,(\)B mIL Q Y! in!v J; '!8 JdUOY.

Y=: " Wq! kQ 3mTOY.

IG 3m

servername LDAP -vG DNS #:. L'

client_keyfile }:H 0 5G O|Q fN

key_pw }:H 0 5G O#
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L mI: LDAP -vsG "Ln& wTOm VB LDAP b; $8& .OUO

Y.

LNa SSL 3$; Oa_@OY.

LDAP -v W ,sLp. Nu /| gk(1CgW)

L 8: =G: 1CgWTOY.

1. 39 dLvG :SSLL gk !IO5O LDAP -v 8:;!- 3mQ }w&

OaOJC@. W/* -v Nu; 'X LDAP -v& 8:OB kE -v W

,sLp. Nu Q Y v`O5O 1COJC@.

L fl -v! W Nu-& ,sLp.N |[Om ,sLp.! NuOi, -

v! ,sLp.G Nu-& d;UOY. LDAP -v! Q Y& 'X 8:H

fl!B ,sLp. C:[; 'X-5 Nu-& 3$X_ UOY.

2. ,sLp. C:[!-B ,sLp. C:[; 'Q Nu- 3$ [wL Y=

}w! *@B 3m! {s Lgn}OY.

v 35 dLvG :0 %LM#L: DO W Nu- [:;

v Nu-! Z< -m Nu-N flB 37 dLvG :Z< -m Nu- [:;,

Nu-! -mZ Nu-N flB 36 dLvG :Nu- vE;

v 38 dLvG :Z< -m Nu- _i;

v 39 dLvG :SSLL gk !IO5O LDAP -v 8:;

3. LDAP -v!- ,sLp.G 3Nk Nu-& [:O) 0 %LM#L: D

O! _!Q D!B Xg ,sLp. Nu-& [:Q CA(Certificate

Authority)! -mZ Nu-(EZR v VB g.)N- ]eC NDGn_ U

OY. Nu GQ: 40 dLvG :-mZ Nu- _!;! *@B 3mz 0L

LDAP -vG 0 %LM#L:! _!KOY.

SSL W<: W:.: ,sLp.G 3Nk Nu-& [:Q Nu GQ; LDAP

-v! NDOi Y= mI; gkO) 3$; KgR v V@OY.

ldapsearch -h servername -Z -K client_keyfile -P key_pw -N client_label \
-b "" \ -s base objectclass=*

L mI!- *=!,(\)B mIL Q Y! in!v J; '!8 JdUOY.
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Y=: " Wq! kQ 3mTOY.

IG 3m

servername LDAP -vG DNS #:. L'

client_keyfile }:H ,sLp. 0 5G O|Q fN

key_pw }:H 0 5G O#

client_label 0M ,|H 9Lm(V; fl). L JeB 1C{ JeN

- LDAP -v! -vM ,sLp. Nu pN& v`O

5O 8:H fl!8 JdUOY.

L mI: LDAP -vG "Ln& wTOm VB LDAP b; $8& .OUO

Y. -N E3/vB ,sLp.G 3Nk Nu-! ,sLp.G 0 %LM#L:

DO! _!Gz; ' v$H 9Lm; *8=YB !! /GOJC@.

LDAP -vG -mZ Nu- 9Lm: v$Ov 6JC@. -N E3/vB d;L

V; ' -vN |[GB ,sLp. Nu-& GSKit! *8@OY. v$H 9L

mL x8i -v! ,sLp.G Nu-& d;R ' b; 3Nk Nu-! |[

KOY.

LNa SSL 3$; Oa_@OY.

LDAP W<: &n gk !I

LDAP gkZ 9v:..N Policy Director 8H; kUOAi, Y= \h& O

aO) gkZ 9v:..& &nOB LDAP ACL; ;EOJC@.

1. C[ → ANW% → IBM SecureWay Directory → Directory Management

Tool; -/ LDAP ,sLp.* LDAP -vNNM Directory Management

Tool; C[OJC@.

2. Y=z 0L -v& .YNeOJC@.

a. -v → .YNe& )#JC@.

b. Nu; )#JC@.

c. gkZ DN(9& in, cn=root); TBOJC@.

d. O#& TBOJC@.

e. .N; )#JC@.
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3. %CGB ""G fm ^Cv! kX .N; )#E* fm ^Cv "; ]8

JC@.

4. 31 dLvG :"Ln _!;!- [:Q "Ln! Policy Director 8H pU

Wl &n& N)OJC@.

a. Wq → Wq _!& )#JC@.

b. Wq RDN! Policy Director gkZM GSO gkZ %LM#L:& '

Q "Ln& TBOJC@. 9& ii, Y=z 0L R v V@OY.

o=IBM,c=US

c. 6w; )#JC@.

d. Y=; )#JC@.

LDAP Wq [: "L *IOY.

e. gkZ 6w! kQ {}Q $8& _!Q Y= [: \_& )#JC@.

f. .. → .. VE $8N m'; )#i #F8b p:d. ..! u W

qL *IOY.

5. &n _N " LDAP ACLG R/Z qO! Y=; _!O) Policy Director

8H pU Wl! O|Q &n& N)OJC@.

cn=SecurityGroup,secAuthority=Default

LB ACL G; -/ [wR v V@OY.

LDAP ACL m} "L *IOY.

a. DN Je! cn=SecurityGroup,secAuthority=Default& TBQ Y=,

eSYn qO8NNM Wl; )#JC@.

b. _! \_& )#JC@.

c. _!, h&, ,!:! N)H GQ!- pg 1Cu; 1COJC@.

d. Oa_; ' /f; )#i cn=SecurityGroup,secAuthority=Default

! "Ln DN! kQ ACL qO! *IOY.

e. R/Z qO! _!R ML )/ 3O fl, "Ln ""! kX }w& ]

9OJC@.

LNa LDAP 8:; Oa_@OY.
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&5e Windows k Policy Director 3!

L eG " =G!-B vxGB WindowsM Windows NT C'{! Policy

Director& 3! W 8:OB f}; 3mUOY.

Policy Director 3!& C[R '!B Uz :Windowsk Policy Director& 3

!Ob |!;! *@B $8& Kd_Bv .NOJC@.

Windows k Policy Director & 3!Ob |!

NetSEATM Policy Director& 3!R '!B Uz Y= $8& Pn8JC@.

v NetSEATM Policy Director& 3!Ob 'X-B Uz Windows NT -v&

3!Om 8:X_ UOY.

v Windows NT 5^N |.ZM 8H 5^N |.ZG O#& KF_ UOY

(9& in, cell_admin account).|.Z GQ; .8O5O OJC@.

v Windows NT n5<&! Policy Director -v& 3!R ', ET DCE ?;

[:OB _Li Y=; |6OJC@.

– DCE -v GQ 3! W 8:X_ UOY.

– gkZ 9v:..! LDAP& gk _Li, LDAP -v GQ 3! W 8

:X_ UOY.

v 23 dLvG :8H 5^N; 'Q 3! d8gW;! *@B Policy Director

|3! |Q pg $8& _ LXOm Vn_ UOY.

NetSEAT W Policy Director 3!

Policy Director 3!& C[R '!B Uz pg @k ANW%; ]RBv .N

OJC@. Policy Director 3!& Oa_8i D;M& 0Y! YC QJC@.
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8H 5^N N%d. O:

3! _!B gkZ 8H 5^N 8:! m/Q Y=G $8& &xX_ UOY.

v cell_adminz 0: gkZG 8H 5^N L'(DCE ?)

v Y=G -q:& &xOB D;MG L'

– 8H

– C#

– CDS(Cell Directory Services)

– DSB(p:d. -q: jN?)

NetSEAT 3!

Policy Director NetSEAT3$ DOL NetSEAT DO; gkZG Oe p:)

N 9gQ D!B NetSEAT 8: /?.<! Z?8N C[KOY.

NetSEAT& 3!OAi Y=z 0L OJC@.

1. |.Z GQG gkZN NWNOJC@.

2. IBM SecureWay Policy Directorv| 3.0 CD& CD-ROM esLj! V

8JC@.

3. CDG \win32\client p:d.N /fOJC@.

4. Setup.exeDO; N x ,/Q Y= InstallShieldANW%; C[OJC@.

5. 3! pn 1C "L *@i {}Q pn& 1COJC@.

6. Y=; )#i Policy Director /5 "L *IOY.

7. Y=; )#JC@.

8. 3!R 8:dR 1C "L *@i Policy Directork ,sLp. -v &

0; )#JC@.

9. Y=; )#JC@.

10. 3$ /| 1C "L *@i O] 3!& )#JC@.

O] 3!& 'Q b; '!B Y=z 0@OY.

c:\Program Files\ibm\netseat\
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GQ gkZ 3!& v$_8i NetSEAT& 3!R esLjM p:d.&

v$OJC@.

ks '! " 1CL *IOY.

11. Y=; )#JC@.

NetSEAT DOL Oe p:)G b; NetSEAT '!N 9gKOY. NetSEAT

8: "L *IOY.

NetSEAT 8:

NetSEAT 8: [wL NetSEAT! DCE -v L', '! W -q: n 8H 5

^N! |Q $8& &xUOY.

Oe esLj! pg NetSEAT DOL 9gH D, 8H 5^N G)L *IOY.

NetSEAT& 8:OAi Y=z 0L OJC@.

1. u 8H 5^N; 'Q Wq; _!OAi _!& )#JC@.

u 8H 5^N "L *IOY.

2. cell_adminz 0L NetSEATL SOT I 8H 5^N(DCE ?)G L';

TBOJC@.

3. GSS gk !I GB SSL gk !I 1Cu; 1COJC@.

4. .N; )#JC@.

8H 5^N nO $8 "L *IOY.

5. &xR DCE -vM -q:& _!OAi _!& )#JC@.

DCE -v _! "L *IOY.

L "; gkO) ""!- &xOB 8H 5^Nz -q:! VB b8 DCE

-v& NetSEAT! K.JC@. O* LsG DCE -v! JdQ fl5 V

@OY. pg -q:iL Q D;M! VE* FOi )/ D;M! *5n

V; v V@OY.

Y=: _}R !I:L VB C*.@TOY.

v u 8H 5^N(O*G #:. C:[)
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O*G #:. C:[88N Lgnx u 8H 5^N; [:R fl #

:. C:[L pg DCE -q:& &xUOY. C:[ L' Je! #:

. C:[G L'; TBOJC@. O* LsG -q:& 1COJC@.

DSB& Fw 3!Ov JRus5 DSB& 1COJC@.

v u 8H 5^N(Q LsG #:.)

u 8H 5^N; [:Og DCE -q:! Y% #:.! V; fl!B

NC #:.! DSB -q:8 &xUOY. L fl Uz DCE -q:(8

H, C#, CDS)& &xOB DCE -v& _!OJC@. Y=! NC C

:[; *8;B localhostsB L'G Y% DCE -v& _!Om DSB

1Cu; 1COJC@. DSB& Fw 3!Ov JRus5 DSB& 1CR

v V@OY.

v b8 8H 5^N

b8 8H 5^N! Policy Director& _!R fl 8H, C#, CDS&

&xOB DCE -vG L'; _!OJC@. W.m*- Z?8N DSB&

3!Q Policy Director |. -v& wTOm VB DSB -vG L';

_!OJC@. L C:[! kX DSB 1Cu; 1COJC@. L C*.

@!-B DSB& wTO) pg -q:! 0: #:. C:[! V; v

V@OY.

6. " -vG fl 8H 5^N! VB b8 -vG O|Q DN C:[ L';

TBOJC@(9& in, SFF98732.austin.ibm.com).

7. " -vG fl -v! kX Y= _ O* LsG -q:& 1COJC@.

v 8H

v DSB

v C#

v CDS

8. .N; )#JC@.

8H 5^N nO $8 "L u Wq; %CUOY.

9. Jd! {s 47 dLvG 5 \h!- 8 \h& ]9O) _! -vM -q

:& _!OJC@.
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10. 8H 5^N nO $8 "8NNM b; m^ NWN 8:N DCE NWN8

; ckOJC@.

8H 5^N nO $8 "G kUH NWN 5*: NetSEAT 3!! gkG

v J@OY.

11. .N; )#JC@.

NetSEAT 8: "L *IOY.

12. .N; )#JC@.

C:[ gC[L JdT "L *IOY.

13. 9& -/ D;M& gC[OJC@.

14. .N; )#JC@.

D;M! gC[R ' NetSEAT! Z?8N C[UOY. WindowsG [w

%CY! NetSEAT FL\L *IOY.

LNa NetSEAT 3!M 8:; Oa_@OY.

NetSEAT ,sLp. 8: .N

Policy Director -v& 3!R '!B Uz v$H 8H 5^N! NetSEAT ,

sLp.! :x{8N 8:GzBv .NOJC@. netseat_ping mI; gkO

) Y= -q:G gk !I )N& KF < v V@OY.

v 8H -q:

v C# -q:

v ? p:d. -q:

v DSB(p:d. -q: jN?)

JdQ -q:M NetSEAT ,sLp.! kER v VBv .NOAi Y= \h

& OaOJC@.

1. C[ → ANW% → NetSEAT → NetSEAT NWN; -/ cell_admin8N-

NWNOJC@.

GB mIY!- netseat_login mI; gkO) NWNR v V@OY.

2. gkZ 8:! ]eC JdQ fl! FOi PKI NWN; 1COv 6JC

@.
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3. Policy Director |.ZG gkZ L'z O#& TBOJC@.

4. .N; )#JC@.

5. mIY!- netseat_ping mI; gkO) 8: sB& .8R v V@OY.

9& in, NetSEAT ,sLp.! ″redback″LsB 8H 5^N8N 8:H

fl, DOS ARA.! L mI; TBO) sB& .8R v V@OY.

netseat_ping -C redback

Y= bBz /gQ $8! *IOY.

/.../redback:
SecurityServers:

ncacn_ip_tcp:redback[ ] is available
ncadg_ip_udp:redback[ ] is available

CdsServers:
ncacn_ip_tcp:redback[ ] is available
ncadg_ip_udp:redback[ ] is available

TimeServers:
ncacn_ip_tcp:redback[ ] is available
ncadg_ip_udp:redback[ ] is available

DsbServers:
ncacn_ip_tcp:redback[ ] not available
ncacn_ip_udp:redback[ ] not available

Ov8 u 8H 5^N [:; h9_Yi DSB! G`Gv JBYB !! /

GOJC@. L fl DSB! kQ netseat_ping bBL gk !IOv J

=; P@OY. L C*.@!-B P; v VB M8N Gn V@OY. Policy

Director |. -v 8:dRG 3!, 8:, DSB C[: pN Z?8N Lg

nvGN H|OT Policy Director 3!& x`R v V@OY. DSB! LL

G`Gm V8i, DSB! kQ bBL gk !IT; P@OY(v3.1).

6. DSB& &\Q Y% -q:! gk !IOv JYi, Policy Director -v&

3!Ob |! .&!; XaOJC@.

Policy Director -v 3!

Policy Director -v& 3!R fl, Uz |.ZG gkZ L'z O#& ]e

C Km Vn_ UOY.

Policy Director -v 8:dR& 3!OAi Y=z 0L OJC@.
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1. gkZ 9v:..N LDAP& gkR fl, LDAP -v! 3!Gn G` _

Nv .NOJC@. Z<Q $8B 29 dLvG :&4e IBM SecureWay

Directory 3! W 8:;; |6OJC@.

2. IBM SecureWay Policy Directorv| 3.0 CD& CD-ROM esLj! V

8JC@.

3. CDG \win32\serverp:d.N /fOJC@.

4. Setup.exeDO; )% Y= InstallShield ANW%; C[OJC@.

5. 3! pn 1C "L *@i {}Q pn& 1COJC@.

6. Y=; )#i Policy Director /5 "L *IOY.

7. Y=; )#JC@.

ks '! " 1CL *IOY.

8. ANW% DO! kQ b; p:d. '!& ckOE* #F8b \_& -

/ Y% '!& [:OE* 1COJC@.

b; '!B C:\Program Files\IBM\TOY.

b; '!! FQ w! NetSEAT& 3!R fl, 0: '!! Policy Director

-v& 3!OJC@.

9. Y=; )#JC@.

8:dR 1C "L *IOY.

10. {}Q Policy Director -v 8:dR& 1COJC@. 1Cz |CH $8

B 19 dLvG :xk 8:;; |6OJC@.

8H 5^N!B Q N:O:G Policy Director |. -v(IVMgr)8 Vn

_ UOY.

11. Y=; )#JC@.

12. WebSEAL; 1COv JR8i 52 dLvG 14\hN !JC@.

WebSEAL(IVWeb) 8:dR& 1C_8i % .- g. '! 1C "L *

IOY. L "!- gkZ % x#G g. p:d. '!& /@OY. % g

L.! SQ pg Zxi: L p:d. F! sVUOY.

13. g. p:d. '!& ckOE* #F8b \_& -/ Y% '!& [:O

E* 1COJC@. b; '!B Y=z 0@OY.
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C:\...\IBM\Policy Director\www\docs

L& Policy Director DOL CD!- Oe p:)N 9gKOY. 8H 5^

N |.Z NWN "L *IOY. L \hB 8H NugW; 3$Om 8:

3.& OaOB % JdUOY.

14. DCE ? |.Z L'z O#& O:OJC@.

15. |. -v 8:dR(IVMgr)& 1CQ fl, LDAP 9v:..* DCE 9

v:..& 1CO5O ARA.! %CKOY.

|. -v& 1COv J: fl!B b8 8H 5^NG gkZ 9v:..

/|L Z?8N __KOY.

v LDAP gkZ 9v:..! __Gi, :LDAP gkZ 9v:.. gk;

! *@B 3mz 0L 3!! hSKOY.

v DCE gkZ 9v:..! __Gi, 54 dLvG :DCE gkZ 9v:

.. gk;! *@B 3mz 0L 3!! hSKOY.

16. gkZ 9v:..! kX Y= _ O*& )#JC@.

v LDAP gkZ 9v:..& 1CQ fl, :LDAP gkZ 9v:.. g

k;8N !JC@.

v DCE gkZ 9v:..& 1CQ fl, 54 dLvG :DCE gkZ 9v
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8JC@.

2. \win32\Consolep:d.N /fOJC@.

3. Setup.exeDO; N x ,/Q Y=, InstallShield ANW%; C[OJC

@.

4. 3! pn 1C "L *@i {}Q pn& 1COJC@.

5. Y=; )#i Policy Director /5 "L *IOY.
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7. DO; 3!R '!& *8;JC@.
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Policy Director GQ N) -v 8:

Policy Director GQ N) -v(IVAcld)& 8:OAi Y=z 0L OJC@.

1. Policy Director 8: qO!- Policy Director GQ N) -v& )#JC

@.

LDAP -vN Policy Director GQ N) -v& kUOb 'X )/ ARA

.! *IOY.

2. ARA.! %CI fl, LDAP -v 8:! JdQ $8& TBOJC@.

v LDAP -v #:. L'

v LDAP -v w. x#

v LDAP -v SSL w. x#(1CgW)

Policy Director |. -v* GQ N) -v& LL 8:_; fl, L AR

A.! %CGv J@OY.

3. LDAP |. gkZ& 'Q gkZ L'z O#& TBOJC@. L& Policy

Director 8H $8! LDAP -v! nOKOY.

4. 8H |.ZM LDAP -v #! SSL kEG gk !I GB gk R!I )

N& 1COJC@.

V: " Policy Director -vM LDAP -v #! SSL kE; 30{8N g

k !I GB gk R!IOT 8i v V@OY. L fl GQ N) -

v(IVAcld)M LDAP -v #! gkZ! SSL kE; 3$UOY.

5. SSL kE; gk R!IOT Q fl, 6\hN !JC@. SSL kE; gk

!IOT Q fl, Y= ARA.! *; &xOJC@.

v SSL 0 5 DO '!

v SSL 0 9Lm

v SSL 0k O#

6. 31 dLvG :"Ln _!;!- _!Q GSO %LM#L: "Ln! DN; &

xO) GSO %LM#L: W<:& gk !IOT 8eJC@.

9& ii, Y=z 0@OY.
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o=IBM,c=US

Policy Director |. -v* GQ N) -v& LL 8:_; fl, L AR

A.! %CGv J@OY.

DCE ? |.Z L'z O#& d;OB ARA.! *IOY.

7. ARA.! %CI ' DCE ? |.Z h$ L'z O#& TBOJC@.

GQ N) -v! 8:Gn C[KOY.

GQ N) -v P0v 3!! :xQ M; *8;B ^Cv! %CKOY.

Policy Director NetSEAL 8:

Policy Director NetSEAL; 8:OAi Y=z 0L OJC@.

1. Policy Director 8: qO!- Policy Director NetSEAL; )#JC@.

DCE ? |.Z L'z O#& d;OB ARA.! *IOY.

2. LDAP |. gkZ& 'Q gkZ L'z O#& TBOJC@. L& Policy

Director 8H $8! LDAP -v! nOKOY.

LNa Policy Director NetSEALP0v 8:; Oa_@OY.

Policy Director NetSEALL /$ w.! Lgnx d;; .&UOY. NetSEAL

.&; gkOb 'X-B v$H w.& gkOB pg @k ANW%; _\O

m YC C[X_ UOY. Policy Director NetSEAL; gkOB M! |Q Z

<Q $8B 76 dLvG :AIX !- NetSEAL .& gk;; |6OJC@.

Policy Director GQ N) ADK 8:

Policy Director GQ N) ADK& 8:OAi, Policy Director 8: qO!-

Policy Director GQ N) ADK & )#JC@.

Policy Director GQ N) P0v 8:: gkZ TB xL OaKOY.
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Policy Director Nu 9f -q: 8:

Policy Director CASB Z?8N 3!KOY. Policy Director CAS& Nu 9

f -q:N gkR fl, ]eC 8:X_ UOY. Policy Director Administration

Guide!- Policy Director CAS! |Q $8M WebSEAL -v& 'Q 8: f

}; |6OJC@.

DCE gkZ 9v:..& gkOB Policy Director 8:

8:; OaOb 'X-B Uz Policy Director RA.~n P0v& ]eC 3

!X_ UOY. Policy Director P0v& Fw 3!Ov JR8i Uz 62 dL

vG :Policy Director 3!;& |6OJC@.

LDAP gkZ 9v:..& gkOB Policy Director& 3!R fl 63 dLv

G :LDAP gkZ 9v:..& gkOB Policy Director 8:;8N !JC@.

SMIT 3$; &\Q 3!H ""G Policy Director P0v& ]eC 8:X_

UOY. Q x! O*? P0v& 8:OJC@. ON Policy Director P0v!B

8: _! -i ARA.! @dR |.Z! JdUOY.

Policy Director P0v& 8:OAi Y=z 0L OJC@.

1. SMIT& C[OJC@.

C:[ |. ^:! *IOY.

2. kE @k ANW% W -q:& )#JC@.

3!H RA.~n P0vG qOL *IOY. 9& ii, Y=z 0@OY.

v TCP/IP

v NFS

v DCE(Pj D;C /f)

v Policy Director

3. Policy Director& )#JC@.

Y= IG; !x Policy Director ^:! *IOY.

v Policy Director 8:

v Policy Director 8: X&
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4. Policy Director 8:; )#JC@.

Y=z 0: 3!H Policy Director P0v qOL *IOY.

v Policy Director b; 8:

v Policy Director |. -v 8:

v Policy Director |. \V 8:

v Policy Director 8H |.Z 8:

v Policy Director WebSEAL8:

v Policy Director GQ N) -v 8:

v Policy Director NetSEAL8:

v Policy Director GQ N) ADK 8:

5. 8:R " P0v& Q x! O*? )#JC@.

]eC Policy Director 8: qO! *@B x-kN Policy Director P0

v& 8:X_ UOY. G ' Wq!- G F! Wq8N wJkN " P0v

& 1COJC@.

L& Y= =G! VB {}Q 8: vCgW; gkO) 1CQ Policy Director

P0v& 8:X_ UOY.

b; P0v 8:

b; P0vB b8 Y% P0v& 3!R '6Y D;M! 3!KOY. b; P0

v& 8:OAi Policy Director 8: qO!- Policy Director b;; )#J

C@.

Policy Director b; P0v 8:: gkZ TB xL OaKOY.

|. -v 8:

|. -v& 8:OAi Y=z 0L OJC@.

1. Policy Director 8: qO!- Policy Director |. -v& )#JC@.

DCE ? |.Z L'z O#& d;OB ARA.! *IOY.

2. ARA.! %CI ' DCE ? |.Z h$ L'z O#& TBOJC@.

3!! 8:Gm |. -v! C[KOY.
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|. \V 8: W C[

|. \V; 8:OAi Policy Director 8: qO!- Policy Director |. \

V; )#JC@.

Policy Director |. \V 8:: gkZ TB xL OaKOY.

AIX v|G |. \V; C[OAi Y=z 0L OJC@.

1. Policy Director -v! 3!Gn G`Gm VBv .NOJC@.

2. Y= mI; TBOJC@.

$ /opt/intraverse/bin/ivconsole

8H |.Z 8:

8H |.Z(IVNet)& 8:OAi Y=z 0L OJC@.

1. Policy Director 8: qO!- Policy Director 8H |.Z& )#JC@.

2. ARA.! %CI ' DCE ? |.Z h$ L'z O#& TBOJC@.

3!! 8:Gn 8H |.Z! C[KOY.

Policy Director WebSEAL 8:

Policy Director WebSEAL(IVWeb)& 8:OAi Y=z 0L OJC@.

1. Policy Director 8: qO!- Policy Director WebSEAL; )#JC@.

Y=; .NOB *z T2 Policy Director WebSEAL8: ^:! *IO

Y.

v HTTP W HTTPS ,sLp. W<:

v Jv TCP(Transmission Control Protocol)w.

v b; % .- g. p:d.

2. vg 8: *; .NOJC@.

% -v 8:; .NOJC@.
1. TCP HTTP gk !I? 9
2. HTTP w. 80
3. HTTPS gk !I? 9
4. HTTPS w. 443
5. % .- g. p:d. /opt/Policy Director/www/docs

&6e AIX k Policy Director 3! 73



a. 8: ck D 3! hS
x. 3! >a

/f Wq 1C: a

3. 8:; ckOm 3!& hSOAi a& TBOE* /fR *G v& TBO

JC@.

Policy Director 8H |.Z 8:L DCE ? |.Z L'z O#& ARA

.UOY.

4. DCE ? |.Z h$ L'z O#& TBOJC@.

Policy Director 8H |.Z! gC[UOY.

L 3!B Policy Director WebSEAL; 8:Om gk !IOT 8lOY.

Policy Director GQ N) -v 8:

Policy Director GQ N) -v(IVAcld)& 8:OAi Y=z 0L OJC@.

1. Policy Director 8: qO!- Policy Director GQ N) -v& )#JC

@.

DCE ? |.Z L'z O#& d;OB ARA.! *IOY.

2. DCE ? |.Z h$ L'z O#& TBOJC@.

GQ N) -v! 8:Gn C[UOY.

Policy Director NetSEAL 8:

Policy Director NetSEAL; 8:OAi Y=z 0L OJC@.

1. Policy Director 8: qO!- Policy Director NetSEAL& )#JC@.

DCE ? |.Z L'z O#& d;OB ARA.! *IOY.

2. LDAP |. gkZ& 'Q gkZ L'z O#& TBOJC@. L& Policy

Director 8H $8! LDAP -v! nOKOY.

LNa Policy Director NetSEAL8:; Oa_@OY.

Policy Director NetSEALL /$ w.! Lgnx d;; .&UOY. NetSEAL

.&; gkOb 'X-B v$H w.& gkOB pg @k ANW%; _\O

m YC C[X_ UOY. Policy Director NetSEAL; gkOB M! |Q Z

<Q $8B 76 dLvG :AIX !- NetSEAL .& gk;; |6OJC@.
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Policy Director GQ N) ADK 8:

Policy Director GQ N) ADK& 8:OAi Policy Director 8: qO!-

Policy Director GQ N) ADK & )#JC@.

Policy Director GQ N) P0v 8:: gkZ TB xL OaKOY.

Policy Director Nu 9f -q: 8:

Policy Director CASB Z?8N 3!KOY. Policy Director CAS& Nu 9

f -q:N gkR fl, ]eC 8:X_ UOY. Policy Director Administration

Guide!- Policy Director CAS! |Q $8M WebSEAL -v& 'Q 8: f

}; |6OJC@.

|. \V 3!

Policy DirectorB Windows ,sLp. %:)>8NNM Policy Director 8H

C:[G 9: 8:dR& |.OB |. \V; &xUOY. |. \V: Y= n

5<& _ n@ M!* 3!R v V@OY.

v Windows 95

v Windows 98

v Windows NT v| 4.0(-q: Q 4 Ls wT)

v AIX v| 4.3.1.0 Ls

Policy Director& G`OB " Windows n5<&!B Policy Director NetSEAT

,sLp.! JdUOY.

NetSEAT ,sLp.B DCE 18S ,sLp.* Policy Director -v! kQ

,sLp.N- 8:R v V@OY. |. \VL N !v 8: pN& ckOu

s5 Policy Director -v!B Policy Director -v! kX O|Q ,sLp.

! JdUOY.

8:dR& g3!X_ R fl!B 3! |! b8 8:dR& ]eC &EX_

UOY.
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AIX!- NetSEAL .& gk

Policy Director NetSEAL.&; gkOAi @k ANW%L 8HH(.&H) w

.! W<:Ob |! NetSEAL pU 8H |.Z(secmgrd)& ]eC C[X_

UOY. C? 3. _! @k ANW%! U- secmgrd! C[OBv .NOAi,

/etc/inittab Wq; gkOJC@.

Z], RLOGIN, POP3nz 0: W.v7 @k ANW%z T2 NetSEAL .

&; gkOJC@. inetd pUL L @k ANW%; &nUOY. Policy Director

C? :)3.N /etc/iv/iv! secmgrd& C[Q Y= inetd pU; _vC0m g

C[OJC@. L }wB C:[ C? D L @k ANW%iG :x{N .& 0

?; 8eUOY.

Policy Director& _vCWY! gC[R fl, .&H w.& d;OB pg @

k ANW%i5 _v_Y! YC C[X_ UOY. L 3.& Z?-Ob 'X

/etc/iv/iv! Ze& _!O) secmgrd! C[Q D @k ANW%L _v_Y!

C[O5O 8i v V@OY. b8 @k ANW%G _v W C[ f}! kQ

[C..N inetd& _v W gC[OB % /etc/iv/iv :)3. bz; gkOJ

C@.

/$ w.G .&; 'Q Policy Director NetSEAL8:! |Q $8B Policy

Director Administration Guide!- NetSEAL! |Q $8& |6OJC@.

Policy Director &E

Policy Director& &EOb 'X-B Uz AIX k Policy Director& 8: X&

X_ UOY.

v Policy DirectorG 8: X&! |Q $8B 77 dLvG :Policy Director P

0v 8: X&;& |6OJC@.

v Policy Director &E! |Q $8B 78 dLvG :Policy Director P0v &

E;& |6OJC@.

Windows v|G |. \V; &EOAi NP; |6OJC@.
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Policy Director P0v 8: X&

Policy Director -v& 8: X&OAi Y= \h& OaOJC@.

1. SMIT& C[OJC@.

2. kE @k ANW% W -q:& )#JC@.

kE @k ANW% W -q: ^:! *IOY.

3. Policy Director& )#JC@.

Policy Director ^:! *IOY.

4. ^:NNM Policy Director 8: X&& )#JC@.

8:H Policy Director P0v qOL *IOY.

8: X&R P0v& 1COJC@. Y=z 0: P0v! %CKOY.

v Policy Director GQ N) -v 8: X&

v Policy Director GQ N) ADK 8: X&

v Policy Director NetSEAL8: X&

v Policy Director WebSEAL8: X&

v Policy Director 8H |.Z 8: X&

v Policy Director |. -v 8: X&

v Policy Director |. \V 8: X&

v Policy Director b; 8: X&

v IV Smit ^: 8: X&

5. Q x! O*? P0v& 8: X&OJC@.

V: P0v& 3!Q Mz $.w ]k x-N P0v& 8: X&OJC@. .

GQ x-& 'X ^:G G '!-NM ^:G G F!N P0v& 8:

X&OJC@.

6. D;M!- pg Policy Director& &EOAB L/N Policy Director P0

v& 8: X&R fl, Y% pg Policy Director P0v& 8: X&Q D

Policy Director Smit ^: 8: X&& )#JC@.

L \hB SMIT %LM#L:NNM Policy Director P0v $8& &EU

OY.
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7. Policy Director& &EOAi :Policy Director P0v &E;& |6OJC@.

Policy Director P0v &E

Policy Director& &EOb 'X-B Uz Policy Director RA.~n! 8: X

&GzBv .NX_ UOY. 8: X&! |Q vCgW: 77 dLvG :Policy

Director P0v 8: X&;& |6OJC@.

Policy Director& &EOAi Y=z 0L OJC@.

1. SMIT& C[OJC@.

2. RA.~n 3! W /v8v& )#JC@.

RA.~n 3! W /v8v ^:! *IOY.

3. RA.~n /v8v W /?.<& )#JC@.

RA.~n /v8v W /?.< ^:! *IOY.

4. 3!H RA.~n &E& )#JC@.

3!H RA.~n &E "L *IOY.

5. &ER Policy Director P0v& 1COJC@. Q x! )/ P0v& 1C

R v V@OY.

pg Policy Director P0v& &EOAi IV& TBOJC@.

Policy Director RA.~n! &EKOY.

|. \V W NetSEAT &E

WindowsG |. \Vz NetSEAT ,sLp.B InstallShield3! &E bI;

gkO) &ER v V@OY.

v |. \V; &EOJC@. 58 dLvG :|. \V &E;! *@B vCgW

; |6OJC@.

v NetSEAT ,sLp.& &EOJC@. 59 dLvG :NetSEAT ,sLp. &

E;! *@B vCgW; |6OJC@.
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&7e Solaris k Policy Director 3!

L eG " =G!-B Solaris n5<&! Policy Director& 3! W 8:OB

f}; 3mUOY.

Policy Director 3!& C[R '!B Uz :Solarisk Policy Director& 3!

Ob |!;! *@B $8& Kd_Bv .NOJC@.

Solaris k Policy Director & 3!Ob |!

Policy Director& 3!R '!B Uz Y= $8& Pn8JC@.

L 1.:G Policy Director& 'Q 3! }w!B pkgadd mIL JdUOY.

pkgadd mI; G`OAi mI ARA.! Y= mI; TBOJC@.

# pkgadd -d /cdrom/cdrom0/solaris

Policy Director RA.~n& 3!OAi pkgadd mI; gkOJC@. 'NB

pkgadd mIL %X }w vCgW!B *@v JB 8f ARA.& %COB

fl! V@OY. L ARA.i: gkZ C:[ 3$ W 8:G m/Q s2!

{s %CGB MTOY. %X }wG \N!- _}OB L/Q ARA.! kX

-B Ws yN @dOJC@.

Policy Director& 3!Ob |! Y=z 0L OJC@.

v ]eC DCE ,sLp.& 3!X_ UOY.

v gkZ 9v:..& 'X LDAP& gkOi, LDAP ,sLp.5 ]eC 3

!X_ UOY.

Policy Director& 3!Ob 'X-B Uz Transarc DCEx] |. bI; ]

eC gk !IOT 8in_ UOY. x] |. bIL gk !IOv J; f

l, Policy Director 3!& OaR v x@OY.
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ON x] |. bIi; gkOT Gi ? |.Z! NC g. h$! ;z{8

N ?nOT KOY. 8k Transarc DCE! L x] |. bI; gk R!IO

T 8lOY. Ov8 Policy Director RA.~n!B L bIL JdUOY.

x] |. bI; gk !IOT OB f}: Transarc Release Notes,1.n

1.1(DCE-D1002-01)G 4.2.1 =G; |6OJC@.

3! -i bB

; .-G %X }w! pkgadd mI8N *C v VB pg -i bB; *8;

vB J@OY. .--Gv J: kNPG -i bBi: gkZ! v`OB 6[

! |Q _! $8& &xUOY. O]{8N ; .-G %X }wi: gkZ @

dL JdQ ^Cvi8; %CUOY.

LDAP gkZ 9v:..& gkOB Policy Director -v 3!

DCE gkZ 9v:..& gkOB Policy Director& 3!R fl 87 dLvG

:DCE gkZ 9v:..& gkOB Policy Director -v 3!;8N !JC@.

-v P0vi: IBM SecureWay Policy Directorv| 3.0 CDG /solaris p:

d.! V@OY.

Policy Director P0v& 3!Ob 'X-B gkZ g.N- NWBX_ UOY.

P0v& YC 3!X_ R fl!B Uz b8G P0v(pkgrm )& &EQ Y=

xOB P0v& YC 3!X_ UOY.

|. -v& 3!OB f}: Y=z 0@OY.

1. gkZ 9v:..N LDAP& gkR fl, LDAP -v! 3!Gn G` _

Nv .NOJC@. Z<Q $8B 29 dLvG :&4e IBM SecureWay

Directory 3! W 8:;; |6OJC@.

2. pkgadd mI; TBO) CDNNM gk !IQ P0vi; *-OJC@.

# pkgadd -d /cdrom/cdrom0/solaris

gk !IQ P0vG qOL -i! *IOY.
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Y% CD-ROM 6n. wN.& gk _Li, 'G mI! *@B M8N k

<OJC@.

3. IVBase! kQ 1C x#& TBO) Policy Director b; DO; 3!Q

Y= Enter 0& )#JC@.

L mIL CDNNM DOi; _iO) gkZ! v$Q Oe p:)! D

Oi; 3!UOY.

IVBase P0v 3!! :xQ M; *8;B ARA.! %CKOY. gk !

IQ P0vG qOL YC *IOY.

Y= \hN hSOb |! 8H 5^N!B Q N:O:G |. -v

(IVMgr)8 Vn_ QYB !; boOJC@. 63| C:[ 3!& x` _

Li, Y= \h& hSOJC@. 2w -v! 3!OB _Li, 23 dLvG

:8H 5^N; 'Q 3! d8gW;; ]eC KdOJC@.

4. IVMgr! kQ 1C x#& TBO) Policy Director |. -v DO; 3

!OJC@. Enter 0& )#JC@.

L mIL CDNNM DOi; _iO) gkZ! v$Q Oe p:)! D

Oi; 3!UOY.

gkZ 9v:.. /|; 1CO5O ARA.! %CKOY.

5. gkZ 9v:..& 'X LDAP& gkR fl, LDAP gkZ 9v:..

! 2& TBOJC@.

DCE ? |.Z L'z O#& d;OB ARA.! *IOY.

6. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.

? |.Z [cell_admin]G gkZ L' TB:
? |.ZG O# TB:

|. -vM LDAP -v #! kE; 8:Ob 'Q OCG ARA.! *

IOY.

7. LDAP -v 8:! JdQ $8& TBOJC@.

v LDAP -v #:. L'

v LDAP -v w. x#

v LDAP -v SSL w. x#
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8. LDAP |. gkZ& 'Q DNz O#& TBOJC@(9& in, cn=root).

L& LDAP -v! Policy Director O# $8! wTGz@OY.

9. |. -vM LDAP -v #! SSL kEG gk !I GB gk R!I )

N& 1COJC@.

" Policy Director -vM LDAP -v #! SSL kE; 30{8N gk

!I GB gk R!IOT 8i v V@OY. L fl |. -vM LDAP

-v #! gkZ! SSL kE; 3$UOY.

10. SSL kE; gk R!IOT Q fl, L \h& GJYJC@. SSL kE;

gk !IOT Q fl, Y= ARA.! *; &xOJC@.

v SSL 0 5 DO '!

v SSL 0 9Lm

v SSL 0k O#

11. 31 dLvG :"Ln _!;!- _!Q GSO %LM#L: "Ln! DN;

&xO) GSO %LM#L: W<:& gk !IOT 8eJC@.

9& ii, Y=z 0@OY.

o=IBM,c=US

GSO %LM#L: W<:! 8:Gi Policy Director 8: |.Z! Z?

8N DSB& 8:UOY. OaR '6Y OCG ^Cv! Z?- \h& *

-UOY.

IVMgr P0v 3!! :xQ M; *8;B ^Cv! %CKOY. gk !

IQ P0vG qOL YC *IOY.

WebSEAL W NetSEAL ; 'Q 8H |.Z 3!

8H |.Z P0v(IVNet)!B b; P0vNNMG ZxL JdUOY. IVNet

& 3!Ob |! b; 8:dR& 3!_Bv .NOJC@.

1. IVNet! kQ 1C x#& TBO) Policy Director 8H |.Z DO; 3

!Q Y= Enter 0& )#JC@.

CDNNM DOL _iGn Oe p:)G b; p:d.! 3!KOY.
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gkZ 9v:..N LDAP& gkR fl, 8H |.Z& LDAP -v! k

UOb 'Q OCG ARA.! *IOY.

2. ARA.! %CI fl, LDAP -v 8:! JdQ $8& TBOJC@.

v LDAP -v #:. L'

v LDAP -v w. x#

v LDAP -v SSL w. x#

'! VB LDAP -v 8: ARA.B LDAP -vMG kEL L C:[G

b8 Policy Director P0v! kX L|! 8:Gv J: fl!8 *IO

Y. |. -v(IVMgr)* GQ N) -v(IVAcld)! L C:[! 8:H fl,

L \h!-B U!- p^Q ARA.iL *@v J@OY.

3. LDAP |. gkZ& 'Q DNz O#& TBOJC@.

L& LDAP -v! Policy Director 8H $8! wTGz@OY.

4. 8H |.ZM LDAP -v #! SSL kEG gk !I GB gk R!I )

N& 1COJC@.

" Policy Director -vM LDAP -v #! SSL kE; 30{8N gk !

I GB gk R!IOT 8i v V@OY. L fl 8H |.ZM LDAP

-v #! gkZ! SSL kE; 3$UOY.

5. SSL kE; gk R!IOT Q fl, L \h& GJYJC@. SSL kE;

gk !IOT Q fl, Y= ARA.! *; &xOJC@.

v SSL 0 5 DO '!

v SSL 0 9Lm

v SSL 0k O#

6. 31 dLvG :"Ln _!;!- _!Q GSO %LM#L: "Ln! DN; &

xO) GSO %LM#L: W<:& gk !IOT 8eJC@.

9& ii, Y=z 0@OY.

o=IBM,c=US

DCE ? |.Z L'z O#& d;OB ARA.! *IOY.

7. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.
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? |.Z [cell_admin]G gkZ L' TB:
? |.ZG O# TB:

8H |.Z! 8:Gn C[KOY.

CAS -v! 8:Gn C[KOY.

IVNet P0v 3!! :xQ M; *8;B ARA.! *IOY. gk !I

Q P0vG qOL YC *IOY.

WebSEAL 8:dR gk !I

WebSEAL 8:dR& gk !IOT OAi, WebSEAL(IVWeb) P0v& 3

!OJC@.

1. IVWeb! kQ 1C x#& TBO) WebSEAL HTTP -v 8:dR& g

k !IOT 8eB % JdQ DOi; 3!OJC@.

2. hSOAi Enter 0& )#JC@.

CDNNM DOL _iGn Oe p:)! 3!KOY.

8: qO: HTTP W HTTPS ,sLp. W<:, JdQ TCP w., b;

% .- g. p:d.& .NOB *z T2 *IOY.

3. vg 8: *; .NOJC@.

% -v 8:; .NOJC@.
1. Enable TCP HTTP? 9
2. HTTP w. 80
3. HTTPS gk !I? 9
4. HTTPS w. 443
5. % .- g. p:d. /opt/Policy Director/www/docs

a. 8: ck D 3! hS
x. 3! >a

/f Wq 1C: a

4. 8:; ckOm 3!& hSOAi a& TBQ Y= Enter 0& )#JC@.

5. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.

? |.Z [cell_admin]G gkZ L' TB:
? |.ZG O# TB:
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D;M! 3!& 8:Om WebSEAL; gk !IOT 8eJC@. 8H |

.Z! Z?8N gC[UOY.

NetSEAL 8:dR gk !I

NetSEAL 8:dR& gk !IOT OAi, NetSEAL(IVTrap) P0v& 3!O

JC@.

1. IVTrap! kQ 1C x#& TBO) NetSEALG q$3Q TCP/IP W<:

&n 8:dR& gk !IOT 8eB % JdQ DOi; 3!Q Y= Enter

0& )#JC@.

NetSEALL 8: W gk !IOT Gz@OY.

DCE ? |.ZG L'z O#& d;OB ARA.! *IOY.

2. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.

ivadmin mI; gkO) 8#H w.& v$OB ML JdT; *8;B ^

Cv! *IOY.

8#H pg w.! NetSEAL &nO! V=; .NOb 'X- C:[; g

C[(gN.)OB ML JdT; *8;B Y% ^Cv! *IOY.

IVTrap P0v 3!! :xQ M; *8;B ARA.! %CKOY. gk !

IQ P0vG qOL YC *IOY.

Policy Director NetSEALL /$ w.! Lgnx d;; .&UOY. NetSEAL

.&; gkOb 'X-B v$H w.& gkOB pg @k ANW%; _\O

m YC C[X_ UOY. Policy Director NetSEAL8:! |Q Z<Q $8B

Policy Director Administration Guide!- NetSEAL! |Q 3d $8& |6

OJC@.

GQ N) -v 3!

GQ N) -v& 3!OAi Y=z 0L OJC@.

1. IVAcld! kQ 1C x#& TBO) Policy Director GQ N) -v DO

; 3!Q Y= Enter 0& )#JC@.

CDNNM DOL _iGn Oe p:)G b; p:d.! 3!KOY.

gkZ 9v:..N LDAP& gkR fl, GQ N) -v& LDAP -v!

kUOb 'Q OCG ARA.! *IOY.
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2. ARA.! %CI fl, LDAP -v 8:! JdQ $8& TBOJC@.

v LDAP -v #:. L'

v LDAP -v w. x#

v LDAP -v SSL w. x#

'! VB LDAP -v 8: ARA.B L C:[! LDAP -vMG kEL

b8 Policy Director P0v! kX L|! 8:Gv J: fl!8 *IO

Y. |. -v(IVMgr)* 8H |.Z(IVNet)! L C:[! 8:H fl, L

\h!-B U!- p^Q ARA.iL *@v J@OY.

3. LDAP |. gkZ& 'Q DNz O#& TBOJC@.

L& LDAP -v! Policy Director O# $8! wTGz@OY.

4. |. -vM LDAP -v #! SSL kEG gk !I GB gk R!I )N

& 1COJC@.

" Policy Director -vM LDAP -v #! SSL kE; 30{8N gk !

I GB gk R!IOT 8i v V@OY. L fl |. -vM LDAP -

v #! gkZ! SSL kE; 3$UOY.

5. SSL kE; gk R!IOT Q fl, L \h& GJYJC@. SSL kE;

gk !IOT Q fl, Y= ARA.! *; &xOJC@.

v SSL 0 5 DO '!

v SSL 0 9Lm

v SSL 0k O#

6. 31 dLvG :"Ln _!;!-, _!Q GSO %LM#L: "Ln! DN;

&xO) GSO %LM#L: W<:& gk !IOT 8eJC@.

9& ii, Y=z 0@OY.

o=IBM,c=US

DCE ? |.Z L'z O#& d;OB ARA.! *IOY.

7. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.

? |.Z [cell_admin]G gkZ L' TB:
? |.ZG O# TB:

GQ N) -v! 8:Gn C[KOY.
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IVAcld P0v 3!! :xQ M; *8;B ARA.! %CKOY. gk !

IQ P0vG qOL YC *IOY.

GQ N) API 8:dR 3!

C DOk GQ N) API& 3!OAi IVAuthADK & 'Q 1C x#& TBQ

Y= Enter 0& )#JC@.

CDNNM DOL _iGn Oe p:)G b; p:d.! 3!KOY.

IVAuthADK P0v 3!! :xQ M; *8;B ARA.! %CKOY. gk

!IQ P0vG qOL YC *IOY.

DCE gkZ 9v:..& gkOB Policy Director -v 3!

LDAP gkZ 9v:..& gkOB Policy Director& 3!R fl, 80 dLv

G :LDAP gkZ 9v:..& gkOB Policy Director -v 3!;N !JC

@.

-v P0vi: IBM SecureWay Policy Directorv| 3.0 CDG /solaris p:

d.! V@OY.

Policy Director P0v& 3!Ob 'X-B gkZ g.N- NWBX_ UOY.

P0v& YC 3!X_ R fl!B Uz b8G P0v(pkgrm )& &EQ Y=

xOB P0v& YC 3!X_ UOY.

|. -v& 3!OB f}: Y=z 0@OY.

1. pkgadd mI; TBO) CDNNM gk !IQ P0vi; *-OJC@.

# pkgadd -d /cdrom/cdrom0/solaris

gk !IQ P0vG qOL -i! *IOY.

Y% CD-ROM 6n. wN.& gk _Li, 'G mI! *@B M8N k

<OJC@.

2. IVBase! kQ 1C x#& TBO) Policy Director b; DO; 3!Q Y

= Enter 0& )#JC@.
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L mIL CDNNM DOi; _iO) gkZ! v$Q Oe p:)! DO

i; 3!UOY.

IVBase P0v 3!! :xQ M; *8;B ARA.! %CKOY. gk !

IQ P0vG qOL YC *IOY.

Y= \h& hSOb |!, 8H 5^N!B Q N:O:G |. -v

(IVMgr)8 Vn_ QYB !; boOJC@. vg 63| C:[ 3!& x

` _Li Y= \h& hSOJC@. 2w -v! 3!OB _Li, 23 dLv

G :8H 5^N; 'Q 3! d8gW;; ]eC KdOJC@.

3. IVMgr! kQ 1C x#& TBO) Policy Director |. -v DO; 3!

OJC@. Enter 0& )#JC@.

L mIL CDNNM DOi; _iO) gkZ! v$Q Oe p:)! DO

; 3!UOY.

gkZ 9v:.. /|; 1CO5O ARA.! %CKOY.

4. gkZ 9v:..N DCE& gkR fl, 1; TBOJC@.

DCE ? |.Z L'z O#& d;OB ARA.! *IOY.

5. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.

? |.Z [cell_admin]G gkZ L' TB:
? |.ZG O# TB:

IVMgr P0v 3!! :xQ M; *8;B ^Cv! %CKOY. gk !I

Q P0vG qOL YC *IOY.

WebSEAL W NetSEAL ; 'Q 8H |.Z 3!

8H |.Z P0v(IVNet)!B b; P0vNNMG ZxL JdUOY. IVNet

& 3!Ob |! b; 8:dR& 3!_Bv .NOJC@.

1. IVNet! kQ 1C x#& TBO) Policy Director 8H |.Z DO; 3

!Q Y= Enter 0& )#JC@.

CDNNM DOL _iGn Oe p:)G b; p:d.! 3!KOY. DCE

? |.Z L'z O#& d;OB ARA.! *IOY.

2. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.
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? |.Z [cell_admin]G gkZ L' TB:
? |.ZG O# TB:

8H |.Z! 8:Gn C[KOY.

IVNet P0v 3!! :xQ M; *8;B ARA.! *IOY. gk !I

Q P0vG qOL YC *IOY.

WebSEAL 8:dR gk !I

WebSEAL 8:dR& gk !IOT OAi WebSEAL(IVWeb) P0v& 3!

OJC@.

1. IVWeb! kQ 1C x#& TBO) WebSEAL HTTP -v 8:dR& g

k !IOT 8eB % JdQ DOi; 3!OJC@.

2. hSOAi Enter 0& )#JC@.

CDNNM DOL _iGn Oe p:)! 3!KOY.

8: qO: HTTP W HTTPS ,sLp. W<:, JdQ TCP w. W b

; % .- g. p:d.& .NOB *z T2 *IOY.

3. vg 8: *; .NOJC@.

% -v 8:; .NOJC@.
1. Enable TCP HTTP? 9
2. HTTP w. 80
3. HTTPS gk !I? 9
4. HTTPS w. 443
5. % .- g. p:d. /opt/Policy Director/www/docs

a. 8: ck D 3! hS
x. 3! >a

/f Wq 1C: a

4. 8:; ckOm 3!& hSOAi a& TBQ Y= Enter 0& )#JC@.

5. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.

? |.Z [cell_admin]G gkZ L' TB:
? |.ZG O# TB:

D;M! 3!& 8:Om WebSEAL; gk !IOT 8eJC@. 8H |

.Z! Z?8N gC[UOY.
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NetSEAL 8:dR gk !I

NetSEAL 8:dR& gk !IOT OAi NetSEAL(IVTrap) P0v& 3!O

JC@.

1. IVTrap! kQ 1C x#& TBO) NetSEAL q$3Q TCP/IP W<: &

n 8:dR& gk !IOT 8eB % JdQ DOi; 3!Q Y= Enter

0& )#JC@.

NetSEALL 8: W gk !IOT Gz@OY.

DCE ? |.ZG L'z O#& d;OB ARA.! *IOY.

2. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.

ivadmin mI; gkO) 8#H w.& v$OB ML JdT; *8;B ^

Cv! *IOY.

8#H pg w.! NetSEAL &nO! V=; .NOb 'X- C:[; g

C[(gN.)OB ML JdT; *8;B Y% ^Cv! *IOY.

IVTrap P0v 3!! :xQ M; *8;B ARA.! %CKOY. gk !

IQ P0vG qOL YC *IOY.

Policy Director NetSEALL /$ w.! Lgnx d;; .&UOY. NetSEAL

.&; gkOb 'X-B v$H w.& gkOB pg @k ANW%; _\O

m YC C[X_ UOY. Policy Director NetSEAL8:! |Q Z<Q $8B

Policy Director Administration Guide!- NetSEAL! |Q 3d $8& |6

OJC@.

GQ N) -v 3!

GQ N) -v& 3!OAi Y=z 0L OJC@.

1. IVAcld! kQ 1C x#& TBO) Policy Director GQ N) -v DO

; 3!Q Y= Enter 0& )#JC@.

CDNNM DOL _iGn Oe p:)G b; p:d.! 3!KOY. DCE

? |.Z L'z O#& d;OB ARA.! *IOY.

2. DCE ? |.Z h$! W<:Ob 'X JdQ $8& TBOJC@.

? |.Z [cell_admin]G gkZ L' TB:
? |.ZG O# TB:
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GQ N) -v! 8:Gn C[KOY.

IVAcld P0v 3!! :xQ M; *8;B ARA.! %CKOY. gk !

IQ P0vG qOL YC *IOY.

GQ N) API 8:dR 3!

C DOk GQ N) API& 3!OAi IVAuthADK & 'Q 1C x#& TBQ

Y= Enter 0& )#JC@.

CDNNM DOL _iGn Oe p:)G b; p:d.! 3!KOY.

IVAuthADK P0v 3!! :xQ M; *8;B ARA.! %CKOY. gk

!IQ P0vG qOL YC *IOY.

Nu 9f -q: 8:

Policy Director CASB Z?8N 3!KOY. Policy Director CAS& Nu 9

f -q:N gkR fl, ]eC 8:X_ UOY. Policy Director Administration

GuideG Nu 9f -q: 8:! |Q $8& |6OJC@.

|. \V 3!

Policy DirectorB 9: Policy Director 8:dR& |.OB |. \V; &x

UOY.

Solarisk |. \VB IVConsole 3! P0v& gkO) 3!KOY. P0v&

3! W 8:OAi pkgadd& gkOJC@.

1. g.N- NWNOJC@.

2. IBM SecureWay Policy Directorv| 3.0 CD& Policy Director -v C

:[G CD-ROM esLj! V8JC@.

3. gk !IQ P0vG qO; Y=z 0L %COJC@.

# pkgadd -d /cdrom/cdrom0/solaris

4. Fw 3!Gv J: fl, IVBase! kQ 1C x#& TBOJC@. IVBase

! LL 3!Gz8i 92 dLvG 6\hN !JC@.
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5. hSOAi y& )#JC@.

P0v qOL *IOY.

6. IVConsole; 'Q 1C x#& TBOJC@.

7. hSOAi y& )#JC@.

:x{N 3!& *8;B ARA.! *IOY. L& |. \V; C[R X

q! Gz@OY.

|. \V C[

|. \V; C[OAi Y=z 0L OJC@.

1. Policy Director -v! 3!Gn G`Gm VBv .NOJC@.

2. Y= mI; TBOJC@.

$ /opt/intraverse/bin/ivconsole

Policy Director &E

D;M!- Policy Director -v& &ER '!B pkgrm /?.<& gkOJ

C@. 3!C x-M ]kN P0v& &EX_ UOY. pkgrmz pkgadd mI

: 0: /?.< h-G bviLm 0: gkZ NMdL:& !}OY. g. g

kZ! pkgrm /?.<& G`UOY.

L mI; gkOB f}!B )/ !v! V@OY.

v Nv xL pkgrm mI; C[OJC@.

C:[! VB vg P0v qOL x#M T2 *IOY. &ER P0v! k

X O*G 1C x#& TBOJC@.

v pkgrm mI; C[Om mI! kQ NvN- O*G P0v L'; v$OJ

C@. 9& ii, Y=z 0L R v V@OY.

# pkgrm IVBase

v pkgrm mI; C[Om mI! kQ )/ NvN- P0v L'i; wJN

v$OJC@. 9& ii, Y=z 0L R v V@OY.

# pkgrm IVAuthADK IVAcld IVTrap IVWeb IVNet IVMgr IVBase

pkgrm mI! |Q Z<Q $8B Solaris n5<& .-& |6OJC@.
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V: ]eC 3!! d8GB Mz $.w ]k x-N Policy Director P0v&

&EX_ UOY.

Policy Director& &EOAi Y=z 0L OJC@.

1. g.N- Solaris n5<&! NWNOJC@.

U! *@B pkgrm mI; C[OB f} _ O*& gkOJC@.

2. Policy Director 8:dRB ]eC Y= x-N &EX_ UOY.

v IVTrap

v IVWeb

v IVNet

v IVAuthADK

v IVAcld

v IVMgr

v IVBase

gkZG D;M C:[ 8:L '! VB P0v& pN !vv J; v5 V

@OY. IVBase! U- Policy Director |. \V(IVConsole); &ER v

V@OY.

|. \V &E

|. \V; &EOAi Y=z 0L OJC@.

1. gkZ g.N- NWNOJC@.

2. Y= mI; TBOJC@.

# pkgrm ivconsole
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&8e |C .-

L e! *@B .-i; gkO) Policy Director v| 3.0z |C &0! |Q

Z<Q $8& #F < v V@OY.

Policy Director .-

Policy Director &0z T2 &xGB IBM SecureWay Policy DirectorC[ W

G`, v| 3.0: .- Q!-5 8R v V@OY. Policy Director .- Q!B

L %z Policy Director gkG $8! wTGn V@OY.

L %\! Y= .-!5 Policy Director! |Q $8! wTGn V8g, " .

-i: IBM SecureWay Policy Directorv| 3.0 CDG /doc -jp:d.!-

PDF(PostScript Document Format)|D8N 8R v V@OY.

v IBM SecureWay Policy Director Administration Guide,v| 3.0

L %: Policy Director |.! |Q <NgW; &xUOY. L %: Y=z

0: IBM SecureWay Policy Director! |Q $8& &xUOY.

– Nu, GQ N), Nu 9fz 0: Policy Director 3d

– |. \V; gkOB O] |. [w

– WebSEAL |.

– NetSEAL |.

– NetSEAT |.

– |. Zx(ivadmin mI)

v IBM SecureWay Policy Director Programming Guide and Reference,v

| 3.0

L %: GQ N) API 8:dRM W [w v` f}; 3mUOY.

– GQ N) API& gkO) @k ANW% [:

– Policy Director GQ N) -q: Jb-

– @k ANW% -v* ,sLp. Nu
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– gkZ Nu .8

– GQ N) a$

– 1C{ [w v`

– $. W >a

– GQ N) API& gkO) @k ANW% |3

Policy Director READMEDO!B bGH &0 -{; 3<C2 Policy Director

$8! |Q VE $8! V@OY.

VE README DO: IBM SecureWay Policy Director% gL.!- 8R

v V@OY.

http://www.ibm.com/software/security/policy/library

IBM SecureWay FirstSecure .-

Y= %!B FirstSecure! |Q $8! V@OY.

v IBM SecureWay FirstSecure Planning and Integration, Version 2.0

(S564-8D11–00)

L %: FirstSecureM FirstSecure& 8:OB &0! |X 3mOg pg IBM

SecureWay&0 gk h9! 5r; ]OY.

IBM SecureWay Policy Director(Policy Director)B IBM SecureWay FirstSecure

G 8:dR GB 63 &08N gkL !IUOY. gk _N Policy Director

v|L FirstSecure&x0! wTH fl, FirstSecureM T2 L %; &x^@

OY. 63 &08N Policy Director v|; 8TQ fl!B FirstSecure% d

Lv!- L %; #; v V@OY.

http://www.ibm.com/software/security/firstsecure/library

IBM DCE .-

Y= .-i: DCE& 3!OB f}; 3mOB M8N- IBM SecureWay Policy

Director 8H -q: CDG /doc!- PDF |D8N GB DCE % gL.!-

8R v V@OY.

http://www.ibm.com/network/dce/library/
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Windows NTk IBM DCE

Windows NTk IBM Pj D;C /f |% C[, v| 2.2B Y= %

VR!- 8R v V@OY.

http://www.software.ibm.com/network/dce/library/publications/dcent.html

L %: Distributed Computing Environment (DCE) for Windows NT,

Version 2.2M &0; h9, 3! W 8:OB f}! |X 3mUOY.

IBM Distributed Computing Environment for Windows NT Quick

Beginnings Version 2.2%: GQ IBM SecureWay Policy Director8

H -q: CDG /doc/DCE22_QuickBeginnings_NT.pdf!-5 8R v

V@OY.

AIX k IBM DCE

IBM Distributed Computing for AIX Quick Beginnings Version 2.2

B Y= % VR!- 8R v V@OY.

http://www.software.ibm.com/network/dce/library/publications/dceaix.html

L %: IBM Distributed Computing Environment for AIX, Version

2.2(AIXk DCE 2.2)M &0; h9, 3! W 8:OB f}! |X 3

mUOY.

IBM Distributed Computing Environment for AIX Quick Beginnings

Version 2.2B GQ IBM SecureWay Policy Director8H -q: CDG

/doc/DCE22_QuickBeginnings_AIX.pdf!-5 8R v V@OY.

Solarisk Transarc DCE

Transarc DCE v| 2.0 3!Ob |!M 3! W 8: H;-B Y=

% VR!- 8R v V@OY.

http://www.transarc.com/Library/documentation/dce/2.0/index.html

Transarc DCEv| 2.0 3!Ob |! .-!B Transarc DCERA.

~n W .-! |Q Y= $8iL vOGn V@OY.

v OSF DCEM DCE * DFS &0 #G wL!

v DCE * DFS v| 2.0z v| 1.1 #G wL!
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v DCE * DFSM ,|H KAx aT W &Q!

Transarc DCE v| 2.0 C[Ob |! .-B GQ IBM SecureWay

Policy Director 8H -q: CDG /doc/DCE20_ReleaseNotes_Solaris.pdf

!-5 8R v V@OY.

3! W 8: H;-B DCE DFS 2.0 &0G 3!, 8:, LV! |Q

vCgW; &xUOY.

3! W 8: H;-B IBM SecureWay Policy Director8H -q:

CDG /doc/DCE20_InstallGuide_Solaris.pdf!-5 8R v V@OY.

IBM SecureWay Directory .-

Y= %!B IBM SecureWay Directory(LDAP)& 'Q 3! W 8: $8! V

@OY.

v IBM SecureWay Directory Installation and Configuration, Version 3.1.1

vxGB " n5<&0N L %! kQ 05G v|L HTML |D8N Xq

Gn V@OY. Xg CDG /doc/wparent.htm! " n5<&! kQ %L V

@OY. Y=z 0: CD! V@OY.

– NTk IBM SecureWay Directoryv| 3.1.1

– AIXk IBM SecureWay Directoryv| 3.1.1

– Solarisk IBM SecureWay Directoryv| 3.1.1

LDAP 3! D 3! W 8: .HTM .- DOG '!B Y=z 0@OY.

C:\Program Files\IBM\LDAP\nls\html\enUS1252\config\wparent.htm

HTML DON H Y= %!B IBM SecureWay& |.OB f}! |Q $8

! wTGn V@OY.

v IBM SecureWay Directory Administration Guide, Version 3.1.1

1. LDAPG b; 3! D Y= % VR!- #; v VB .-! % jsl

z& gkO) W<:OJC@.

C:\Program Files\IBM\LDAP\nls\html\enUS1252\config\wparent.ht
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HTML |D8N H Y= %!B IBM SecureWay Directory,sLp.! |

Q $8! wTGn V@OY.

v IBM SecureWay Directory Client SDK Programming Reference, Version

3.1.1

L %!B Y= LDAP $8! kQ 5)! wTGn V@OY.

– LDAP ,sLp. SDK C/WN ANW!V |6- $8

1. LDAPG b; 3! D Y= % VR!- #; v VB .-! % js

lz& gkO) W<:OJC@.

C:\Program Files\IBM\doc\progref.htm

2. IBM SecureWay Directory,sLp. SDK ANW!V |6-& )J

C@.

3. NO; )#JC@.

4. LDAP Client SDK C/WN ANW!V |6-& )#JC@.

– GSKit W 0 |. x ikmguiwG gk}z SSL W<:& vxOB LDAP

-v 8:}! |Q $8

1. IBM SecureWay Directory,sLp. SDK ANW!V |6-& Fw

-v JR8i )JC@.

2. API |V& )#JC@.

3. SSL; )#JC@.

4. LDAP_SSL API& )#JC@.

5. {}Q HTML DO; -Ai IKMGUI gk 5)& #F- )#JC

@.

GQ Y= .-i5 IBM SecureWay Directory-v! gkR v V@OY.

v IBM SecureWay Directory Server Plug-ins Reference

&8e |C .- 99
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NO. VGgW

L $8B L9;!- &xGB &0 W -q:& 'X 3_Gz@OY. Y% *

s!-B ; .-! *@B &0, -q: GB b8 bIiL IBM! GX &xG

v J; v V@OY. MO2- vg gkR v VB &0 W -q:! |Q Z<

Q $8B Mg& cgOB IBM 5wk%!T .GOJC@. IBM &0, ANW

% GB -q:! kQ n0Q p^5 IBM &0, ANW% GB -q:8 gkX

_ QYB M; GLOvB J@OY. IBMG v{gjG; 'XOv JB bIs

8N ?nQ &0, ANW% GB -q:& kE gkR v V@OY. W/* IBM

&0L FQ 8gG &0, ANW% GB -q:M T2 v`H [?G r! W K

u: gkZG %SgWTOY.

IBM: ; .-!- YgB V&M |CO) /c& 8/OE* bx_N @k A

NW%; R/Om V; v V@OY. L .-& &xQYm X- W/Q /c!

kQ gkGnv N)OB M: FUOY. /c gkG! kQ .GB Y= VR

N OJC@.

150-010

-o/0C 5nw8 )G5? 25-11, QxXnty

Q9FL.q.%VD8g

v{gjGN

Y= ;k: 59 W Xg v* }T! O!Ov JB 9!!B {kGv J@O

Y. IBM: ; bG0; n0Q >yG 8u5 xL :vskN; &xOg ^. }

! T$Gn Vv J: Q, 8NG G. q'X, s0: W /$ q{!G {U:

! kQ ,C{ 8u; qTO) n0Q |BG ,C{ $: mC{ 8u; Ov

J@OY. ON V!-B /$ E!! Vn- mC{ GB ,C{ 8uG wb!

ckGv J; v5 V@OY. {s- L ;kL gkZ!T {kGv J; v5

V@OY.
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L $8!B bzs8N $-Ov JE* NbsG @y! V; v V@OY. ;

$8B $b{8N /fGg, /fgW: 3$G! kUKOY. IBM: L $8!

3mH &0 W/GB ANW%; g| k8 xL p&s5 31 W/GB v$R v

V@OY.

L $8!- p^H IBM L\G % gL.B \v gkZG LX& =b 'Q M

Lg, L/Q % gL.& 8uOB M: FUOY. L % gL.! VB ZaB

IBM &0 ZaG ON! FOg, L % gL.G gk! kQ %S: gkZ!

T V@OY.

IBM: 6Z! 8= $8! 8gQ fl {}Q fD8N L& gkOE* hw

R v V8g, $8& &xQ 6ZB L! kX %S; vE* gk! &Q; ^

v J@OY.

(i) 63{8N [:Q ANW% W Y% ANW%(L ANW% wT) #G $8 3

/z (ii) 3/H $8G s# gk; q{8N W ANW% $8& JdN OB

gkGZB Y= VRN .GOJC@.

150-010

-o/0C 5nw8 )G5? 25-11, QxXnty

Q9FL.q.%VD8g

RA.~n gw;N

W/Q $8B ON fl! {s vva& vRO) {}Q 6Wz 6G! {s g

k !IUOY.

IBM: ; .-!- 3mOB gkG ANW%z W/Q ANW%; gkR v V

B pg gkG Zai: IBM m4 h`-, IBM ANW% gkG h` GB L

M ?nQ h` 6GO!- IBM! GX &xKOY.

)b! wTH :I ZaB &n /fO!- x$H MTOY. {s- b8 n5

/f!-G azMB )T Y& v V@OY. ON x$*: 3_ \h C:[!

- r: MO v V8g, L/Q x$*L O]{8N gkR v VB C:[!-

5 0; MLsm 8eR v x@OY. S8 FOs ON x$!B _$; kX

r: MLGN G&*z Y& v V@OY. L .-G gkZB /$ /f! Xg

GB Za& .NX_ UOY.
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IBM &0 L\G M! |Q $8B Xg &0G &6w<, b#0 GB W \ g

k!IQ xD R:& kX 8Q MTOY. IBM: IBM &0L FQ Mz |C

H R8 gWL* :I W #/: .&! kX-B 8eOv J8g WM 0: &

0: W:.Ov JR@OY. IBM &0L FQ &0G :I! kQ .GB Xg

&6w<N OJC@.

IBMG bD fbL* G5! |Q xmB g| kv xL /fGE* 68I v

V8g LB \v q{L* q%& &COB M! v*v J@OY.

%CH pg IBM !]: IBM!- &HOB vgG RE!N- g| kv xL

/fI v V@OY. t/ !]zB Y& v V@OY.

; $8!B Os{N w+!- gkGB Za W 8m-G _;L in V@O

Y. W/Q Za& VkQ 8<{8N 3mOb 'X /$ 3N, 8g, s% W &

0mL p^GB fl! V@OY. W/* L/Q pg L': !xG MLg G

& gkGB L' W VRM /gQ fl |{8N l,G O!TOY.

nOs%

Y=! *@B knB IBMgG nOs%TOY.

AIX

DB2

FirstSecure

IBM

Policy Director

SecureWay

W [G b8 8g, &0 GB -q:m: Y% 8gG nOs%* -q: s%T

OY.

AuthAPI DASCOM, Inc.
DASCOM DASCOM, Inc.
Internet Explorer Microsoft Corporation
NetscapeW NetscapeNm Netscape Communications Corporation
Netscape Communicator Netscape Communications Corporation
Netscape Navigator Netscape Communications Corporation
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NetSEAL DASCOM, Inc.
NetSEAT DASCOM, Inc.
Solaris Sun Microsystems, Inc.
WebSEAL DASCOM, Inc.

Java W pg Java b] nOs%M NmB L9z Y% *s!- Sun

Microsystems, Inc.G nOs%TOY.

Microsoft, Windows, Windows NTW Windows NmB L9z Y% *s!-

Microsoft CorporationG nOs%TOY.

UNIXB L9z Y% *s!- X/Open Company Limited! 6!G; .B n

Os%TOY.
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vN

[!]

3Nk Nu- 35

xk 0 ON86(PKI) 2

xk L' 37

|C .- 95

|. -v

p:d. -q: jN? 8

R3 5

AIX 8:, DCE 9v:.. 72

AIX 8:, LDAP 9v:.. 65

Solaris 3!, DCE 9v:.. 87

Solaris 3!, LDAP 9v:.. 80

|. \V

%LM e' 9

p:d. -q: jN? 8

3! d8gW 25

3!, AIX 61, 75

3!, Solaris 91

3!, Windows NT 55

R3 7

RA.~n d8gW 16

C[, Solaris 92

C[, Windows NT 57

&E, Solaris 93

&E, Windows NT 58

AIX ivconsole mI 66, 73

AIX 8:, DCE 9v:.. 73

AIX 8:, LDAP 9v:.. 66

AIX C[, DCE 9v:.. 73

AIX C[, LDAP 9v:.. 66

Solaris ivconsolemI 92, 93

8:

|. -v, AIX, DCE 9v:..

72

8: (hS)

|. -v, AIX, LDAP 9v:..

65

|. \V, AIX, DCE 9v:..

73

|. \V, AIX, LDAP 9v:..

66

GQ N) -v, AIX, DCE 9v:.

. 74

GQ N) -v, AIX, LDAP 9v:

.. 69

GQ N) ADK, AIX, DCE 9v:

.. 75

GQ N) ADK, AIX, LDAP 9v

:.. 70

b; P0v, AIX, DCE 9v:..

72

b; P0v, AIX, LDAP 9v:..

65

8H |.Z, AIX, DCE 9v:..

73

8H |.Z, AIX, LDAP 9v:..

67

P0v, AIX, DCE 9v:.. 71

P0v, AIX, LDAP 9v:.. 63

AIX, DCE 9v:.. 71

AIX, LDAP 9v:.. 63

CAS, AIX, DCE 9v:.. 75

CAS, AIX, LDAP 9v:.. 71

CAS, Solaris 91

CAS, Windows NT 55

LDAP -v 30

NetSEAL, AIX 70

NetSEAL, AIX, DCE 9v:..

74

8: (hS)

NetSEAT, Windows NT 47

Policy Director CAS 27

SSLL gk !IO5O LDAP -v

39

WebSEAL, AIX, DCE 9v:..

73

WebSEAL, AIX, LDAP 9v:..

68

8: O]{N C*.@ 19

8: X&

Policy Director 77

8:dR

FirstSecure 1

Policy Director 3

9!0 $8 37

GQ N)

API -v 7

GQ N) -v

%LM e' 12

3!, Solaris 85

R3 6

AIX 8:, DCE 9v:.. 74

AIX 8:, LDAP 9v:.. 69

GQ N) -q:

(GQ N) ADK |6) 7

GQ N) @k ANW% 3_ 6(GQ N

) ADK |6) 7

GQ N) ADK

3! d8gW 25

R3 7

AIX 8:, DCE 9v:.. 75

AIX 8:, LDAP 9v:.. 70

GQ N) API

.- 95
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GQ N) API (hS)

3!, Solaris 87, 91

R3 7

Policy Director GQ N) -v 20

[Nz gNB(GSO) 11, 31

bI |C 3d 9

b;

AIX 8:, DCE 9v:.. 72

b;(IVBase)

|. \V 20

3!, AIX 63

R3 4

&E 59

P0v 21

AIX 8:, LDAP 9v:.. 65

Solaris 3!, DCE 9v:.. 87

SolarisNNM &E 92

Solaris! 3! 91

Solaris! 3!, LDAP 9v:..

81

[Y]
ks vii

%LM kU: 22

%LM e'

|. \V 9

GQ N) -v 12

jslz 11

NetSEAT ,sLp. 11

p:d. -q: jN?

R3 8

p:) x# d8gW 15

[6]
^p. d8gW 15

mI

ivadmin 85, 90, 95

ivconsole, AIX 66, 73

ivconsole, Solaris 92, 93

mI (hS)

ldapmodify 33

ldapsearch 39, 41, 42

netseat_login 49

netseat_ping 50

pkgadd, Solaris 79, 80, 87

pkgrm, Solaris 92

.- 95, 98

Policy Director 95

[Y]

v| 37

8H |.Z

3! 82

R3 5

AIX 8:, DCE 9v:.. 73

AIX 8:, LDAP 9v:.. 67

Solaris 3!, DCE 9v:.. 88

8H |.ZG 8:dR

NetSEAL 6

WebSEAL 6

8H 5^N 48

8H 5^N N%d., Windows

NT 46

8H :06 @j'. W S: 32

Pj D;C /f(DCE |6) vii, 4

jslz, %

%LM e'G LX 11

8#H % Zx! W<: 10

LDAP .-! W<: 98

LDAP % |. x! W<: 31

Policy Director CASd8gW, NT

W AIX 17

Policy Director CASd8gW,

Solaris 17

Policy Director gk 9

[g]

gk

-v W ,sLp. Nu 42

-v Nu 39

gk !I

LDAP -v& 8:O) SSL 39

LDAP W<: &n 43

NetSEAL, Solaris 85, 90

SSL W<: 34

SSL kE 53, 66, 67, 69, 82, 83,

86

WebSEAL, Solaris 84, 89

gk R!I

NetSEAL W WebSEAL 5

SSL kE 53, 66, 67, 69, 82, 83,

86

Transarc DCEx] |. 80

gkZ 9v:..

1C 24

DCE, Windows NT 54

LDAP 29

LDAP 8: 4

LDAP, Windows NT 52

gkZ $G CAS -v 8

-mZ Nu- 40

-v

|. -v 5

8:dR &E, Windows NT 58

GQ N) 12

GQ N) -v 6, 7

3! d8gW 24

3!, Windows NT 50

RA.~n d8gW 16

DCE 4

LDAP 30

NetSEAL 6

SecureWay Directory(LDAP) 4

Solaris 3!, DCE 9v:.. 87

Solaris 3!, LDAP 9v:.. 80
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-v (hS)

TCP/IP 11

WebSEAL 6

-v 8:dR, &E; Windows NT 58

-v W ,sLp. Nu 42

Nu 39

-q: W vx ix

3$

,sLp. C:[, _i 38

SSL W<:& 'Q LDAP ,sLp

. 40

SSL kE 34

3! 79

|. -v, Solaris, DCE9v:..

87

|. -v, Solaris, LDAP 9v:.

. 80

|. \V, AIX 61, 75

|. \V, Solaris 91

|. \V, Windows NT 55

GQ N) -v, Solaris 85

GQ N) API, Solaris 87, 91

\h0 3d 26

8H |.Z, Solaris 82

8H |.Z, Solaris 3!, DCE 9v

:.. 88

8H :06 @j'. W S: 32

-v 8:dR xL |. \V,

Windows NT 56

-v 8:dRM T2 |. \V,

Windows NT 56

-v, Windows NT 50

C:[ $8 21

d8gW 15, 23, 24

|&6G 17

Xq 19

AIX 62

matrix 20

NetSEAL, Solaris 82

3! 79 (hS)

NetSEAL, Solaris, DCE9v:..

88

NetSEAT, Windows NT 46

Policy Director, AIX 61

Policy Director, Solaris 79

Policy Director, Windows 45

Solaris -v, DCE 9v:.. 87

Solaris -v, LDAP 9v:.. 80

WebSEAL, Solaris 82

WebSEAL, Solaris, DCE9v:..

88

3! -i bB, Solaris 80

R3

GQ N) API -v 7

Policy Director CAS 8

RA.~n

d8gW 16

|&6G 17

:06 32

C*.@, 8: 19

C:[ L' 48

C:[ $8 21

C[

|. \V, AIX, DCE 9v:..

73

|. \V, AIX, LDAP 9v:..

66

|. \V, Solaris 92

|. \V, Windows NT 57

ae D< -v %LM e' 12

[F]
O# |. x ix

W<: &n 43

d8gW

3! 23

C:[ $8 21

Oe~n W RA.~n 15

kJ ix

% |. x, LDAP 31, 32, 39

% $8 x, 15, 96

/|

Nu- 38

@k ANW%

3_ 25

|. \V 7

]b 45

Pj 4

ae D< 6, 20

% 2

[:, GQ N) API& gkO) 95

|3, 96

v$H w. gk 55, 70, 74, 76,

85, 90

TCP/IP 12

G /|

MN5 22

G $G

g} 3C 22

GSS MN5 22

SSL MN5 22

L %! |X vii

Nu 8

Nu 9f 8

Nu 9f -q:(CAS, Policy Director

|6) viii

Nu- vE 36

NMdL:

GSS(generic security service) 23

O] 8H -q:(GSSMN5 |6) 23

O]{N 8: 19

[Z]
Z< -m Nu- _i 38

[:

3Nk Nu- 36

Z< -m Nu- 37

0 %LM#L: DO 35, 40

[:, GQ N) API& gkO) 95

vN 107



g} 3C 22

|3, GQ N) API& gkO) 96

|&6G 15, 17

"Ln DN 31

"Ln, _! 31

$8, |C 95

$G

Nu 9f 8

&E

|. \V, Solaris 93

|. \V, Windows NT 58

8:dR, Windows NT 58

-v 8:dR, Windows NT 58

P0v, AIX 78

AIX 76

NetSEAT ,sLp., Windows

NT 59

Solaris 92

Windows NT 58

VGgW, IBM 103

[w]
%G 8: vii

_!

b8 8H 5^NG Policy

Director 48

-mZ Nu- 40

R/Z qO 44

"Ln 31

[+]
,sLp. 7

RA.~n d8gW 16

NetSEAT 7

,sLp.x NugW 8

0 %LM#L: DO 40

0 %LM#L: DO '! 35

0 9Lm 37, 39, 66, 67, 69, 82, 83,

86

[8]

MN5 ^?Or 22

MN5, /| ix, 22

W:.

SSL gk !I, ,sLp. 41

SSL W<: 40, 42

x

Zx O# |. ix

DCE 4

DMT(Directory Management

Tool) 32, 43, 99

IBM SecureWay

Toolbox(Toolbox) 2

Key Management Tool 40

Key Management

Tool(ikmguiw) 34, 35, 38

LDAP % |. x 31, 32, 39

[D]

P0v

8: X& 77

8:, AIX, DCE 9v:.. 71

8:, AIX, LDAP 9v:.. 63

&E, AIX 78

P0v 8: X& 77

P0v, Policy Director 21

ANd]

GSS MN5 23

SSL MN5 22

C'{ 17, 24, 45, 79

Jv RA.~n 63

Jv $8 21

[O]

Oe~n

d8gW 15

|&6G 17

[}Z]
2000b k@ ix

A
ADK(GQ N) ADK |6) 7

AIX v|, Policy Director

RA.~n d8gW 17, 45, 61

n5<& 16

P0! 14

Oe~n d8gW 15

API

GQ N)-v, R3 7

GSS(Generic Security Service) 23

Application Programming Interface(API

|6) 7

authAPI(GQ N) API |6) 7

B
Boundary Server 1

C
CAS, Policy Director

8: 27, 91

8:dRN- 5T viii, 3, 8

8:, AIX, LDAP 9v:.. 71

8:, Windows NT 55

%LM e'G LX 11

% jslz d8gW, NT W

AIX 17

ZE8G CAS [: 8

AIX 8:, DCE 9v:.. 75

CAS -v 8: 84

CAS Ch -v 8: 68

Policy Director ADK! R: &x

7

Web jslz d8gW, Solaris 17

WebSEALz T2 gkO) 6
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D
DCE

ks vii

.- 97

gkZ 9v:.. 24

-v 4

3! d8gW 24

3!, Windows NT 54

P0! 14

DMT(Directory Management

Tool) 32, 43, 99

DMT(Directory Management Tool|

6) 32

DSB(p:d. -q: jN? |6) 8

F
FirstSecure

8:dR 1

.- 2, 96

-q: W vx ix

R3 1

% $8 x

G
Global Security Kit SSL Runtime

Toolkit(GSKit |6) 34

GSKit

xk W 3Nk 0 V }: 37

.- 99

3! 34

0 %LM#L: DO [: 40

0 9Lm 37

P0! 14

Key Management

Tool(ikmguiw) 35

-N E3/v 43

GSS MN5 ix, 22, 23

I
IBM SecureWay

Boundary Server 1

Directory(LDAP |6) vii

FirstSecure(FirstSecure|6) ix

Intrusion Immunity 1

Policy Director(Policy Director |

6) 1

Toolbox 2

Trust Authority 2

ikmguiw x 34

Intrusion Immunity, IBM

SecureWay 1

IVAcld(GQ N) -v |6) 6

ivadmin mI 85, 90, 95

IVAuthADK( GQ N) ADK |6) 7

IVBase GB IV.Base(b; |6) 4

ivconsole mI, AIX 66, 73

ivconsole mI, Solaris 92, 93

IVConsole(|. \V |6) 7

IVMgr(|. -v |6) 5

IVNet(NetSEAT|6) 7

IVNet(8H |.Z |6) 5

IVTrap(NetSEAL|6) 6

IVWeb(WebSEAL|6) 6

K
keyring DO 66, 67, 69, 82, 83, 86

L
LDAP

3Nk Nu- 35

3Nk Nu- [: 36

ks vii

.- 98

8H :06 @j'. 3! 32

gkZ 9v:.. 9, 24, 26

-mZ Nu- _! 40

LDAP (hS)

-v 4

-v 8: 30

-v W ,sLp. 3! 29

-v W ,sLp. Nu gk 42

-v Nu gk 39

3! d8gW 23

3!, Windows NT 52

:06 S: 8b 32

:06 S: &E 33

:06 @j'. ,!: 8b 32

:06 @j'. ,!: &E 33

! kQ R3 4

% |. x 31

Nu- vE 36

Z< -m Nu- _i 38

Z< -m Nu- [: 37

"Ln _! 31

,sLp. 3! 26

,sLp.8 3! 30

0 %LM#L: DO [: 35, 40

P0! 14

Key Management

Tool(ikmguiw) 34

LDAP W<: &n gk !I 43

LDAP d8gW, Solaris 17

ldapmodify mI 33

ldapsearchmI 39, 41, 42

LDAP, NT, AIX d8gW 17

Policy DirectorG 8:dR 3

SSL W<: gk !I 34

SSL W<: W:. 40, 41, 42

SSLL gk !IO5O LDAP -v

8: 39

SSLL gkG5O LDAP -v 8:

40

ldapmodify mI 33

ldapsearchmI 39, 41, 42

Lightweight Directory Access

Protocol(LDAP |6) vii
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M
matrix, 3! 20

N
NetSEAL

8:, AIX 70

gk !I, Solaris 85, 90

R3 6

AIX 8:, DCE 9v:.. 74

NetSEAL .&

AIX !- gk 76

Windows NT!- gk 55

NetSEAT

8:, Windows NT 47

3!, Windows NT 46

RA.~n d8gW 16

netseat_loginmI 49

netseat_pingmI 50

NetSEAT ,sLp. 7

8: .N, Windows NT 49

%LM e' 11

R3 7

&E, Windows NT 59

netseat_loginmI 49

netseat_pingmI 50

P
pkgadd mI, Solaris 79, 80, 87

pkgrm mI, Solaris 92

PKI(xk 0 ON86) 2

Policy Director

3d 1

8:dR 3

GQ N) -q: 7

GQ N) API -v 7

.- 95

R3 2

% $8 x

Policy Director (hS)

ANW!V v'- W |6- 95

AIX, 3! 61

CAS 8

ivadmin 85, 90, 95

pkgadd mI, Solaris 79, 80, 87

pkgrm mI, Solaris 92

Solaris, 3! 79

Windows, 3! 45

Policy DirectorG 3d 1

Policy DirectorG 8:dR

|. -v(IVMgr) 5

|. \V 7

GQ N) -v(IVAcld) 6

b;(IVBase) 4

p:d. -q: jN? 8

8H |.Z(IVNet) 5

Authorization

ADK(IVAuthADK) 7

NetSEAT ,sLp. 7

Policy DirectorG uNn bI viii

S
SecureWay Directory

.- 98

SecureWay&0

IBM SecureWay Directory vii

SecureWay&0(IBM SecureWay|

6) 1

SMIT 3$(IV.Smit)

3!, AIX 63

R3, AIX 5

P0v, AIX 20

Solaris v|, Policy Director

RA.~n d8gW 17

n5<& 16

P0! 14

Oe~n d8gW 15

Policy Director 3! 79

SSL

8H MN 12

gk !I 47

gk !IQ jslz MN5 11

gk R!I GB gk !I 53

W<: gk !I 34

W<: W:. 39

0 9Lm 66, 67, 69, 82, 83, 86

MN5 ix, 22

w. x# 86

GSKit SSL runtime toolkit 34

keyring DO 66, 67, 69, 82, 83,

86

LDAP -v 8: 39

LDAP -v! W<:! !I 30

SSL x# TB 52

SSL gk !I W:., ,sLp.

41

SSL W<: W:. 42

SSL W<:& 'Q LDAP ,sLp

. 3$ 40

SSL 0k O# 66, 67, 69, 82,

83, 86

SSL W<: 40

SSL 0k O# 66, 67, 69, 82, 83,

86

SSL MN5

G $G 22

T
Toolbox, IBM SecureWay 2

Trust Authority, IBM SecureWay 2

W
Web jslz

jslz |6 9

WebSEAL

R3 6

AIX 8:, DCE 9v:.. 73
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WebSEAL (hS)

AIX 8:, LDAP 9v:.. 68

WebSEAL,

gk !I, Solaris 84, 89

Windows v|, Policy Director

RA.~n d8gW 17, 45

n5<& 16

P0! 14

Oe~n d8gW 15

vN 111
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