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v Policy DirectorvD5<S9

v ,JY<9N Policy DirectorvD API

v 0tvD!=
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G<?]nNJA

]nNJA O"Policy Director,"/i$"sHH5<P<NVGAw5lkpsr

]n9kYg$N3HG9#HsMk&a+K:`"Ef=,J"*hSQ9!P

"k4j:`rH_go;?zLKhCF]nNJA,h^j^9#

]nNJAKO!NlYk,"j";-ejF#<,}g9kgK(7^9#

1. 8`Aw)fWmH3k (TCP) L. ('ZJ7)

2. 'ZN_ - f<6<N1Lr!:7^9#

3. 'Z + G<?]4- - MCHo</L.NVKaC;<8 (G<?&9Hj<`)

,Q95lJ$h&K7^9#

4. 'Z + G<?]4- + G<?NWi$P7< - MCHo</L.NVK"aC

;<8,Q95l?j"!:5lJ$h&K7^9#

=l>lN[9HHMCHo</4HK",WJ]nlYkrXjG-^9#

5]<H5lF$kEf=,J: Policy DirectorO"!NG<?Ef=,J (DES)*

hS" SSL eN=N>NEf=Efr5]<H7^9#

v 40 SCH RC2

v 128 SCH RC2

v 40 SCH RC4

v 128 SCH RC4

v 40 SCH DES

v 56 SCH DES

v 168 SCH&HjWk DES

Policy Director NetSEALH Policy Director WebSEALO"DCE - jb<H&Wm7

<8c<FSP7 (DCE-RPC)rp7F"40 SCH DESH 56 SCH DESNEf

=r5]<H7^9#

m: $s?<J7gJk&P<8gsO"Ef=F/Nm8<N"P,)NP]K
Jj^9#

HsMk&a+K:`: Policy DirectorO"Ef=5l?G<?NAwK!NWmH

3kr5]<H7^9#

v ;-e"&=1CHX (SSL) HsMkAw

v mN;-ejF#<&5<S9 (GSS)HsMkAw

WebSEALO"SSLEf=HsMkKhCFD=KJkG<?]4-HG<?&Wi

$P7<r5]<H7^9# WebSEAL*hS NetSEALO RPCr5]<H7^9#

RPCG]4-H?$`&9?sWrHQ9kH"Wl<PC/&OC-s0 KP9

k]n,Tol^9# Wl<PC/&OC-s0O"f<6<NG<?,"f<6<

N/i$"sHH5<P<NVr.lF$kH-Khj~^lF/3j^9#3l

,/3kH"=NG<?O"GiNf<6<N6>rHQ9k}!G"F85lk

+"5<P<Ka5lF=(5l^9#

SSL HsMkAw: SSLWmH3kGO" 2 DNbG`VNL.r;CH"CW9

k?aN70Jkr9,G-^9# 3NWmH3kO"$s?<MCHeG;-ej

F#<HWi$P7<rB=7^9# SSLO"'ZN?aKOx+-<rH$"SSL

\3rL8F>w5lkG<?rEf=9k?aKO!)-<rH$^9#
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Policy Director NetSEAL5<P<K SSL HsMkAwrHQ9klgKO SSL r

HQD=K7^9#3N=.O"NetSEAT/i$"sH,";-ejF#<lQ]<

H (?H(P" TELNET ,HQ9k]<H) G"k Policy Director NetSEAL5<P

<KP7F" SSL /i$"sHH7F//lgKHQ5l^9#

Policy Director WebSEALO SSL P<8gs 2 H 3 r5]<H7^9#

GSS HsMkAw: GSS$s?<U'<9 (GSS API)O""Wj1<7gs,;-

ejF#<&5<S9K"/;9G-kh&K9k8`N}!G9# GSSHsMk

AwO";-e" RPCGHQ5l^9# NetSEAT/i$"sHr" Policy Director

for Microsoft® Windows NT®
^?O Policy DirectorI}3s=<kXN5]<H&

b8e<kH7F3~9klgO"3N*W7gsrHQD=K7^9#

GSSHsMkAwO"FQ}0GFSP75K;-ejF#<&5<S9rs!7^

9#3NHsMkAwO"pCHJka+K:`HF/Nm8<NOObGN5]

<H,D=G9#^?"[JkD-XN""Wj1<7gsN=<9&lYkN\

"-rD=K7^9# GSSHsMkAwKhCF">}~K=l>lH)7F.l

F$kHiU#C/KD$FN]nlYkN)f,D=KJj^9#?H(P"/

i$"sH+i5<P<KwilF$kG<?OPk/&G<?Ef=KhCF0

4K]n5l"5<P<+i/i$"sHKwilF$kG<?O]n5lJ$"

H$&lgbPF-^9#

91<iSjF#<

91<iSjF#< O";-e"&Ia$sNj=<9K"/;99kf<6<tN

}CKP~G-k=ON3HG9# Policy DirectorO!N;!rHCF91<iSj

F#<rD=K7^9#

v 5<S9N#L

– 'Z5<S9

– vD5<S9

– ;-ejF#<&]j7<

– G<?Ef=5<S9

– F:5<S9

v UmsH(sI#L WebSEAL5<P<

– bDQ-N?aK_i<js05l?j=<9

– /i$"sHWaNm<I&Pis7s0

v PC/(sI#L5<P<

– PC/(sI&5<P<O"WebSEAL5<P<Gbh0TN Web5<P<G

bD=

– bDQ-N?aK_i<js05l?j=<9 (lN=5l?M<`9Z<9)

– ICN3sFsD*hSj=<9

– Smart Junction™ F/Nm8<rp9ke.WaNm<I&Pis7s0

v 'Z*hSvD5<S9rLDN5<P<K*Um<IG-kh&K9k3HK

hkQU)<^s9NG,=

v I}N*<P<XCIr}C5;J$"5<S9N91<k[V
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U$=O

Policy DirectorKO"vD+Nm0-?!=HF:!=,"j" Policy DirectorH

DCE 5<P<N>}G8.5l?"9YFN(i<&aC;<8H9YFNYpaC

;<8rhj~`m0&U!$k,"j^9#^?"Policy DirectorH DCE 5<P

<Nh0rbK?<9kF:ZWU!$kb"j^9#

m0&U!$k

v Policy Director5<P<&m0&U!$k

v DCE 5<P<&m0&U!$k

v DCE ]iFW-aC;<8

v 8` HyperText Transfer Protocol (HTTP)m0&U!$k

F:ZWU!$k

v Policy DirectorvDF:ZWU!$k

v WebSEALF:ZWU!$k

v Policy DirectorI}F:ZWU!$k

v DCE F:ZWU!$k

v LDAP F:ZWU!$k
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Policy Director =.WG

Policy DirectorKO"/i$"sH&79F`H5<P<&79F`QN=UH&'

",H_~^lF$^9# Policy Director O"Sun Solaris"IBM AIX "*hS

Microsoft® Windows NT®
*Zl<F#s0&79F`&WiCHU)<`GN5]

<Hrs!7^9#

I}3s=<k

I}3s=<kO Java®
Y<9N0iU#+k&"Wj1<7gsG"Policy Director

;-e"&Ia$sN;-ejF#<&]j7<rI}9k?aKHQ7^9#I

}3s=<k+iO"qWl89Hj<H 1 ! (^9?< HbFPlk) vD]j

7<&G<?Y<9rHQ7?I}nHrBTG-^9#

lL*JI}3s=<knHKO"f<6<&"+&sHH0k<W&"+&sH

NICHo|"M<`9Z<9&*V8'/HXN"/;9)fj9HN,QJI

,"j^9#I}3s=<kO;-e" RPCrHCF";-e"L.AcMkrp

7F3liNI}?9/rBT7^9#

I}U$rm<+k&lYkKeT5;k3H,G-^9#?H(P"U$rBj

7F"CjN;-ejF#<I}TrdjvFk3H,G-^9#3&9kH"3

N;-ejF#<I}TO"]n*V8'/H&M<`9Z<9NXjt,bK"

kj=<9KD$FN_";-ejF#<&]j7<rI}G-^9#

;-ejF#<&5<P<

;-ejF#<&5<P< (secd)O" LDAP 5<P<^?O DCE 5<P<N$:

lGb+^$^;s#;-ejF#<&5<P<O"'Z5<S9rs!7^9# ^

?";-e"&Ia$sK2C7F$k9YFN-zf<6<N"+&sH`\r

^`f{l89Hj<&G<?Y<9 (LDAP ^?O DCE) N]ibT$^9#

DCE D-GO"l89Hj<&G<?Y<9&f<6<O"Wjs7Qk HFPl

k3Hb"j^9#

;-ejF#<&5<P<O!K(9 2 DNEWJrdrL?7^9#
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v ;-ejF#<&5<P<O"f<6<,j09k0k<WHH%"*hSf<

6<,L?9rdrjA7^9# 3NpsOf{l89Hj<&G<?Y<9K]

I5l^9# Policy DirectorvD5<S9O"vDKD$FN=Gr<9H-K3

NpsrM87^9#

v ;-ejF#<&5<P<O"m0$sN9YFNn_KD$F'Z5<S9r

s!7^9#

DCE GO";-ejF#<&5<P<O";-e"&Ia$s4NKl89Hj<&

G<?Y<9r#L7F"c2, 1 DNljK8f7J$h&K7^9#;-ejF

#<&5<P<O"1 !l89Hj<GQ9,Tol?lgK",:#LG<?Y<

9r9YF979k"H$&r\r}CF$^9#

I}5<P<

I}5<P< (ivmgrd) O";-e"&Ia$sN 1 !vD]j7<&G<?Y<9

r]i7^9#3N5<P<KO";-e"&Ia$sNfK"k4vDG<?Y

<9&lWj+N97rT&r\b"j^9# ^?"I}5<P<O";-e"&I

a$sbN>N Policy Director5<P<KX9kLVpsN]ibT$^9#

;-ejF#<&^M<8c<

;-ejF#<&^M<8c< (secmgrd)O"lWj+NvD]j7<&G<?Y<

9+iNpsKpE/"/;9)f]j7<r,Q7^9#;-ejF#<&^M

<8c<KO!NbN,^^l^9#

v -aNF$Aw)fWmH3k / $s?<MCH&WmH3k (TCP/IP)"/;9

)fN?aN NetSEAL =.WG#

v -aNY+$ HTTP *hS HTTPS"/;9)fN?aN WebSEAL=.WG#

WebSEAL
WebSEALO";-ejF#<&^M<8c< (secmgrd)N 2 DN=.WGN 1 D

G9#

WebSEALO"HTTP"HTTPS"*hS NetSEAT/i$"sHWaru1~lk"O

$QU)<^s9&^kA9lCI Web5<P<G9# WebSEALO"!Nh&J

j=<9N?aN"/;9)frI}7^9#

v Universal Resource Location (URL)

v URL KpE/LoN0

v Perl"C™"^?O C++ N&L2<H&'$&$s?<U'<9 (CGI) Wm0i`

v O$Q<F-9H&^</"CW@l (HTML) U!$k

v Java servlet

v Java/i9&U!$k

WebSEAL O"\g5<P<H7F"9^<H\gF/Nm8<rL8Fh0TN

Web 5<P<r]n7"I}7^9#9^<H\g KhCF" Web 9Z<9KI

CN5<P<&U!$k&79F`r\37"j=<9rlN=7? 1 DN*V8'

/H&M<`9Z<9H7F+k3H,G-^9#

WebSEALO"WebY<9&j=<9K1lN5$s*s!=rs!9k?aKHQ

7^9#f<6<O"8`N1kYm9^?O SSLrHCF WebSEALKP9k'
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ZrT$^9#9kH"WebSEALO" HTTP p\'ZH@$8'9H'ZrHCF

=Nf<6<K6>rHQ7^9# WebSEALO"f<6<N1Lr CGI QtH7

FO93HbG-^9#

NetSEAL
NetSEAL O";-ejF#<&^M<8c< (secmgrd)N 2 DN=.WGN 1 D

G9# NetSEALO"9YFNe. TCP/IPL.r]n9k?aN>[d_V (VPN)

=je<7gsG9# NetSEALO"8h]<HH/i$"sHN1LKpE/"/

;9)frBT7^9# NetSEALO"J<N3HrT&;-ejF#<&=je<

7gsG9#

v TELNET d POP3Nh&J>hN$s?<MCH&5<S9r'D7]n9k#

v G<?Y<9&79F`dMCHo</I}D<kNh&J"FoN"Wj1<

7gs&QC1<8r'D7]n9k#

NetSEAL O"5<P<eNCjN]<H (?H(P"]<H 23"TELNET JI) K

\3G-kf<6<N=Or)f9kj=<9&^M<8c<G9# NetSEAL=.

WGO"5iK NetSEAT/i$"sH+iHsMk5lF$k TCP/IPHiU#C

/ru1~l"vD7^9#

NetSEAL 5<P<rHQ9kH"MCHo</&"Wj1<7gs&5<P<H

Policy Director;-ejF#<&5<S9N}grD=K7^9#NetSEAL5<P<

O"9YFNMCHo</L.K;-e"&HsMk&(sI]$sHrs!7^

9#f<6<N'ZQ_1LO"3N SSLn.^?O GSSn.HsMkrp7F"

5NWmH3kWaHloKO5l^9#NetSEAL SSLHsMkO"NetSEAT/i

$"sHHNL.KHQ7^9#

NetSEAT /i$"sH
NetSEATOMCHo</&5]<H&b8e<kG9#3Nb8e<kO"/i$"

sH&"Wj1<7gsN;-e"&Wm-7<H7F7<`l9K/-"9YF

N/i$"sH / 5<P<L.N SSL ^?O GSSHsMkeN*<+i*<^G

NEf=rD=K7^9#;-ejF#<&/i$"sHN0*js/&i$Vi

j< (DLL) N$sWjasF<7gsH7F"NetSEATrHQ9kH"f<6<O

Policy DirectorN!=rUkKhQ9k3H,G-^9# 3liN!=KO"G<?

L.N]nHbDQ-"<-F/Ac<Ns!JI,"j^9#

NetSEATGO"Policy Director;-ejF#<&a+K:`HN04}g,NBKT

ol"/i$"sHNj=<9I},Tol^9# NetSEATO TCP/IP"Wj1<

7gsKP9k]nrT$^9# NetSEATO""Wj1<7gs&G<?r (SSL^

?O GSSNh&J) VPN HsMkK)a*KEf=7"3lrx+$s?<MCH

Nh&J;-e"GJ$js/eG\w9k3H,G-^9#

3N=.O"9YFN/. HTTP War$s?<;WH7"=lir8h WebSEAL

5<P<K>w9kh&KG-^9# 3lO@} URL r*} WebSEAL5<P<

K)a*K^CW7"(sI&f<6<KFAr?(:K Webj=<9NF[Vd

#LrD=K7^9#

m: Policy DirectorHNPCKO NetSEATO,W"j^;s#?H(P"/i$"

sH&f<6<O SSL P~Vi&6<rHCF"WebSEAL H>\L.G-^

9#
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vD API
Policy Director"Wj1<7gs+/-CH (ADK) KO"+/T, Policy Director

;-ejF#<H'Zr"!MH%N"Wj1<7gsbK>\=[G-kh&K

9k"vD API 5<P< (AuthAPI™) ,^^lF$^9# Policy DirectorvD API

O" Policy DirectorvD5<S9K>\"/;9G-kh&K7^9# 3liNv

D API rHQ9lP"+/TOF"Wj1<7gs4HKvD3<Irn.9k,W

,J/Jk3HrU#7^9#

Policy DirectorvD API Khj""Wj1<7gs+/~VH"Wj1<7gs+/

39HN>},:j^9#vD API O9YFNMCHo</&;-ejF#<N8f

I}rs!9kNG"j-NgW39H*hS;-ejF#<c?Nm1-,:/

7^9#

vD5<P<

jb<H&-cC7evDb<IGO""Wj1<7gsO" Policy DirectorvD

API ,s!9kXtFSP7rHCF" Policy DirectorvD5<P< (ivacld) HL

.7^9# Policy DirectorvD5<P<O"vD]j7<&G<?Y<9NlWj+

r]i7"vDN=Gr<9>ATH7F!=7^9#

Policy DirectorvD API O"vDhjWar Policy DirectorvD5<P<K>w7

^9# Policy DirectorvD5<P<O";-ejF#<&]j7<KpE/+pra

7^9# vD5<P<O"vDWaN\Yr^`F:l3<INq-~_b7^9#

G#l/Hj<&5<S9&Vm<+<

Policy DirectorO"Policy DirectorN3~~K"G#l/Hj<&5<S9&Vm<

+< (DSB) r+0*K3~7"=.7^9# Policy DirectorO"Policy DirectorI

}5<P< (IVMgr) QC1<8NltH7F"DSB rs!7^9# DSB rHQ9

kKO3lJeN9FCWO,W"j^;s#

NetSEAT/i$"sH, Policy Director5<P<^?OI}3s=<kN5]<H&

b8e<kH7F//lg"3liN/i$"sHO DSB rHQ7^9#NetSEAT

/i$"sH, SSL HsMk@1rHQ9klgO"DSB rHQ7^;s#

DSB O";k&G#l/Hj<&5<S9 (CDS)NfVXN5<P<H7F/-^

9#NetSEAT/i$"sHO"j=<9NljH5<S9KP9kWar DSB KP

7^9#3lru1F DSB O"Warrh9k?aK";-e"&Ia$sN CDS

K"m7^9#3Ne"DSB OWa5l?psr"NetSEAT/i$"sHrBT9

k79F`Ka7^9#

/jGs7ckh@5<S9 (*W7gs)
Policy Director/jGs7ckh@5<S9 (CAS) O"$U*rN=.WGG9#

Policy DirectorO"Policy DirectorN3~~K"/jGs7ckh@5<S9r+0

*K3~7^9#

/jGs7ckh@ (Credential acquisition)HO"'Za+K:`Khjs!5l?

CjN1Lpsr"&LN"Ia$sVGLQ9k==A0N/i$"sH1LR

KQ9^?OP~U1kh}G9#3N&LN==A0O"/i$"sHN/jG

s7ck HFPl^9#
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/jGs7ckh@^?OP~U1,,WJlgKO"Policy Director/jGs7c

kh@5<S9r Policy Director WebSEAL5<P<GHQG-kh&K=.9k,

W,"j^9#Policy Directorf<6<O"WebSEALKhj+0*K/jGs7c

kKP~U1il^9#

0tl89Hj<+iNs Policy Director SSL/i$"sHO"Policy Director/j

Gs7ckh@5<S9rHQ7F"^?OH+N/jGs7ckh@5<S9r

n.9k3HKhj"usernamesr Policy Director1LKP~U1k3H,G-^9#

/i$"sH& X.509 Z@rHQ7F"/;99k/i$"sHO"Policy Director

/jGs7ckh@5<S9rHQ7F"^?OH+N/jGs7ckh@5<S

9rn.9k3HKhj"Z@qpsr Policy Director1LKP~U1k3H,G-

^9#

^?O"H+N CAS 5<P<rn.7";-e"&Ia$sN?aNC-Jrh}

!rs!7"'Zps (/i$"sHZ@q"f<6<>"H</sJI) rh}9k

h&K+9?^$:9k3H,G-^9#Policy Director/jGs7ckh@5<S

9N+/T+_WT,"3N'Z / ^CTs0&5<S9N4NN\Yrha^9#

Policy DirectorGO"Policy DirectorN0tNG<?Y<9K^CTs0,'r]I

7^9# Policy DirectorO"WebSEALH Policy Director/jGs7ckh@5<

S9NVN Interface Definition Language (IDL)$s?<U'<9rs!7^9#^?"

Policy DirectorO"Policy Director/jGs7ckh@5<S9&5<P<!= (O

0"5<P<P?".fh}JI) rh}9kFQ5<P<&Ul<`o</bs!

7^9#Policy Director/jGs7ckh@5<S9+/TNU$G"/jGs7c

kh@5<S9NUl<`o</rH%7F"CjN"Wj1<7gsG,WH5

lk1L^CTs0!=rBT7^9#

;-ejF#<&bGkN5W

Policy Director;-ejF#<O"psXN"/;9r)f9k3HrU#7^9#

Policy DirectorF/Nm8<O"H%N;-ejF#<&]j7<r"]nM<`9

Z<9N*V8'/HK^CW7^9#

3N"/;9O"MCHo</&H]m8<N)sru1:K"H3}Krp\H

7FT&h&KG-^9#f<6<O"=N*}*JLVGOJ/"=Nf<6<

,@lG"k+"*hS=Nrd,?G"k+KpE$F""/;9rvD5l?

j"q]5l?j7^9#

Policy Director=.WGO"/i$"sHH5<P<KpE$?"Wj1<7gsG

9#j_'ZH"/;9"BNdjvFrHQ9lP"CjNj=<9rlL*J

QSKHQD=KG-^9#1~K"!)Nbtj=<9rhj;-e" (B4) Kv

D5l?"/;9KBj9k3H,G-^9#psO"vDf<6<,;-e"&

Ia$sb+iG<?K"/;99k+"jb<H&$s?<MCH\3rHCF

G<?K"/;99k+KX8J/";-e" (B4) G9#

;-ejF#<&]j7<NjA

Policy Director;-ejF#<&=UH&'"rHQ9kH"9YFNL.r5vD

N"/;9H$!PNKu+i]n9k";-e"&Ia$srn.9k3H,G

-^9#
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;-e"&Ia$sNI}TO"J<N3Hr1L9k,W,"j^9#

v ;-e"&Ia$sK@l,2CG-"]n*V8'/H&M<`9Z<9bN

*V8'/HXN"/;9rWaG-k+#

v IN*V8'/Hr]n9Y-+#

v IN,'G=liN*V8'/H,]n5lk+#

Policy DirectorO"!N}!G/i$"sHWarh}7^9#

v /i$"sH,'ZrHQ7F$kNO@l+rN+ak#

v vD/jGs7ckNA0G"xrh@9k#

v 3liN/jGs7ckKpE$FvDNhjr<9#

@l,;-e"&Ia$sK2CG-k+

I}TO"Policy Director;-e"&Ia$sNasP<G"kf<6< (DCE D-

GO Wjs7Qk HFPlk) H0k<WN50j9Hr]i7F$^9#7?,

CF"3liNf<6<H0k<WO"j=<9XN"/;9K2CG-^9#l

89Hj<&G<?Y<9 (LDAP ^?O DCE) O"3Nf<6<H0k<WNps

r]I7F$^9#

f<6<N"+&sHrn.9kH"?@AK;-e"&Ia$sK2C9kvD

r=Nf<6<K?(k3H,G-^9#

I}?9/:

v f<6<H0k<WN"+&sHr"I}3s=<krHQ7F (^?O ivadmin
3^sIrHQ7F) n.7^9#

]n9Y-*V8'/HOIl+"^?IN,'G]n9k+

Policy DirectorO"!N?$WNj=<9r]nG-^9#

v Web *V8'/H (HTML U!$k"CGI Wm0i`"0* HTML JI)

v NetSEALKhCF]n5lkMCHo</&5<S9 (TELNET"POP3"*hS+

9?`&"Wj1<7gsJI)

v I}!=

Policy DirectorO"B]Nj=<9r]n*V8'/H&M<`9Z<9bN*V8

'/HH7F=7^9#=liN*V8'/HK]j7<&FsWl<H rUC9k
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3HKhCF"CjN"/;9vDrdjvF^9# Policy DirectorO""/;9)

fj9H (ACL) HFPlk]j7<&FsWl<H&?$WrHQ7^9# ACL O

!NbFrjA7^9#

v @l,=N*V8'/HK"/;9G-k+#

v =N*V8'/HKIN`nrBTG-k+#

?H(P"*V8'/HN=(C"O9YFN0k<WKvD9k,"*V8'/

HNQ9O 1 DN0k<WK7+'aJ$"H$&3H,D=G9#

Policy DirectorO"B (^?OQ5) ACL bGk HFPlk"0m<PkvDr_j

9k?aNa+K:`rNQ7F$^9#B ACL bGkGO",XbN9YFN*

V8'/HK>\,Q5lk ACL ,J$3Hr(7^9#3NbGkGO=Neo

jK ACL Q5rNQ7^9#,XbN*V8'/HK ACL ,,Q5lF$J$l

g"-zJ ACL O"=N,XbG!KbLN ACL G9#k<H&*V8'/H (

/ ) KO"Q59k ACL ,9YFN*V8'/HKNBKN]5lkh&K9k?

a",: ACL ,,WKJj^9#

0m<PkvDa+K:`rHQ9kH"FU!$k^?OG#l/Hj<4HK

vDr_j9k,W,J/Jj^9#

I}?9/:

v I}3s=<krHCFM<`9Z<9N;-ejF#<&]j7<rjA7"

]nN,WJ*V8'/HK]j7<&FsWl<H (ACL) r,Q7^9#

/i$"sHWaXN;-ejF#<&]j7<N,Q

f<6<,]n*V8'/H^?O]n"Wj1<7gsXN"/;9rWa9k

H"Policy DirectorO"=NWar5'9k0K":vN'Z*hSvD!:r,Q

7^9#

1. /i$"sH&f<6<O";-ejF#<&5<P<KP7F'ZrTCF"

1LNZ@r_j7^9# Policy DirectorO"x+-<}0*hS!)-<}0

N>}rHQ7?'Zr5]<H7^9#

3N1LKpE-";-ejF#<&5<P<Of<6<NvD/jGs7ck

ra7^9# /jGs7ckO"f<6<,j09k0k<WHH%"*hSf

<6<,L?9rdrjA7^9#
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2. ;-e"L.HsMk,"/i$"sH&f<6<H Policy Director5<P<N

VGN)5l^9#

3. vD!:,"#L5l?f{vD]j7<&G<?Y<9KP7FTol^9#

Policy DirectorO"f<6<N/jGs7ckKpE$F ACL rB\7^9#

4. =Nf<6<N/jGs7ckGvDN_j,,ZG"lP"Policy DirectorO"

Wj1<7gs&5<P<K=NWarO7"=NHis6/7gsr0;5;

^9#

h1O Policy DirectorNRp 15



16 Policy DirectorI}Njz-



h2O 'Z*hS/jGs7ckNh@

'ZHO";-e"&Ia$sXNm0$srn_kD9Nf<6<r1L9kW

m;9N3HG9# 'ZN4<kO"/i$"sHN1LrN'7"=N/i$"s

Hr-R9k/jGs7ckrh@9k3HG9#/jGs7ckO"Policy Director

KhCF"vD"F:"*hS=N>N5<S9KHQ5l^9#

3NOO"!NFaK,+lF$^9#

v vZ<8NX'ZNp\50Y

v 19Z<8NXSSL 'ZY

v 23Z<8NXf<6<>HQ9o<IKhk'Z}0Y

v 23Z<8NX1kYm9'ZY

v 24Z<8NX/jGs7ckNh@Y

v 26Z<8NX/jGs7ckh@5<S9N5WY

v 32Z<8NX'Z5<S9N*r`\Y

'ZNp\50

5<P<,;-e"&Ia$sG;-ejF#<rB\9kH-O"F/i$"s

HO=N1LNZ@rs(7J1lPJj^;s# ;-e"&Ia$sbNFj=<

9XN"/;9r5<P<,)f9klg"'ZHvDraak5<P<NWaK

hj"qg*JMCHo</&;-ejF#<,B=5l^9#

'Z HO";-e"&Ia$sXNm0$srn_kD9Nf<6<r1L9kWm

;9N3HG9#

;-ejF#<&79F`GO"'Z (authentication)OvD (authorization)HhL5

l^9#vD O"'Z5l?f<6<,CjNj=<9K`nrBT9k"xr}D

+I&+r=G7^9#'ZO"=NDM,+,G=7)FF$k\MG"k3H

rN'7^9,"j=<9K`nrBT9k"xKX7FO?b@$^;s#
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Policy DirectorO'ZKP7F@pJ}!r5]<H7"*}*JMCHo</&H

]m8<GOJ/"S8M9NWaKpE$?;-ejF#<&]j7<rD=K

7^9#

Policy DirectorO"f<6<,]npsK"/;99k?aK;-e"&Ia$sK

m0$s9k~K"f<6<N1Lr'Z7^9# f<6<O"jA5l??/Nr

dr}D3H,G-"=l>lNrd,"[Jk"/;9vDr}D3H,G-^

9#

'ZN4<k

'ZWm;9O"!N 2 DNEWJ4<kr#.7^9#

1. /i$"sHN1Lr=L9k#

2. /i$"sHN/jGs7ckrh@9k#

'Za+K:` H/jGs7ckh@a+K:` O"B]KO 2 DNLNWm;9

G9# Policy DirectorO"?/N'Za+K:`r5]<H7^9 (X5]<H5l

k'Za+K:`Yr2H)#

Policy DirectorO"/jGs7ckh@N?aNGU)kHN5<S9"*hS"+

9H^$:D=J5<S9bs!7F$^9# /jGs7ckh@5<S9 O""

ka+K:`KC-J1Lpsr" Policy DirectorN/jGs7ckKP~U1^

9# Policy DirectorN/jGs7ckO"H%C"0-Z@q (EPAC) A0rHQ

7F$^9#

/jGs7ck (Credential)O"/i$"sHKD$FNpsr,WH9k9YFN

Policy Director5<S9KhCFHQ5l^9# Policy DirectorO/jGs7ckr"

vD"F:"*hS"BQyH$C??/N5<S9rBT9k?aKHQ7^

9#

5]<H5lk'Za+K:`

Policy DirectorO"!)-<*hS"x+ / k)-<KpE/'Za+K:` N>

}r5]<H7^9#

!)-<:

v 1kYm9&P<8gs 5

v Lightweight directory access protocol (LDAP)

x+-< / k)-<:

v /i$"sH&N X.509Z@rHQ9k3HKhCF SSLrp7Fm0$s7^

9#Policy DirectorO"PKIX `rNx+-<&$sUi9Hi/Ac< (PKI) =

J (IBM SecureWay Trust Authority"Version 3.1JI) ^?O EntrustY<9 PKI

=J (IBM Vault Registry"Version 2.2.2JI) r5]<H7^9#

/jGs7ckNh@KO"/jGs7ckh@5<S9,,WG9#

'ZN?$W

Policy DirectorO!N?$WN'Zr5]<H7^9#

v SSL 'Z -- $s?<MCH'Z*hS$sHiMCH'ZQ
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v f<6<>HQ9o<IN'Z --!f<6<1LKpE/'ZQ

v 1kYm9'Z -- MCHo</'ZQ

SSL 'Z
;-e"&=1CHX (SSL)WmH3kO"$s?<MCHeGN'Z";-ejF

#<"*hSWi$P7<rs!7^9# SSL O!NbNrHQ7^9#

v 'ZQNx+-< / k)-<NPKhkEf#

v SSL \3eNG<?NEf=KO!)-<#

'Z!=H7F"SSLWmH3kO"5<P<N_N'Z*hSj_'Zr5]<H

7^9#

Policy DirectorO"SSL P<8gs 2 H 3 r5]<H7^9#

WmH3kN\Y

SSLWmH3kO TCP/IPNGetKn.5l""Wj1<7gs+iH)7F$^

9# SSLWmH3kO"HTTP"FTP"TELNET H$C?"Wj1<7gs&WmH

3k,"GetNXK)a*K8_G-kh&K7^9# Ef=5l? SSLAcM

keGn09k HTTP WebL.WmH3kO" HTTPSHFPl^9#

SSLWmH3kO"blYkNL."Wj1<7gs,G<?rr99k0K"5<

P<r'Z9k@1GJ/"Ef=-<r^W9k3H,G-^9# SSL WmH3

kO"Ef="'Z"*hSaC;<8'Z3<IrHQ7F"AwAcMkN;

-ejF#<H]4-r]i7^9#

h0T.$*hS'ZI

SSL'ZO"'ZvvTNR}^?O>},.$G-kbNG"k3Hr]Z9kh

0TNp\*.$KM87F$^9#3N.$5l?h0TO"'ZI (certificate

authority) (CA) HFPl^9#

CA O"G#8?kZ@q (ER1L) r/T9kU$,"j"3NZ@qO"MCH

o</rHQ9kD9M"0k<W"^?O79F`r1L7"3NZ@qNj-

T, CA Khj.$5lF$k3Hr>MKZ@7^9#

CA O"3NZ@qKG#8?kGp>7"Z@qNj-TN1LrZ@qK^^l

kx+-<Hkg7^9# CA r.$9kTO@lGb"=Nf<6<b.$9k3

HKJj^9#

MCHo</&f<6<O" CA +NNx+-<Z@qrh@7"3lrHQ7F>

Nf<6<NZ@qr!:9k3H,G-^9# 3N!:Khj"Z@qbNx+-

<,(5l?j-TN'Z-<G"kH$&]Z,@il"=NkgKD$FO"

CA (3lKD$FO"k<HZ@qrHQ7F'17".$9k) ,]Z7F$k3

H,o+j^9#

2 DN'ZvvT,x+-<Z@qrr97?e"3liNvvTO";C7gs&

G<?NEf=HG#8?kGNp>KJ`3H,G-^9#3NEf=HG#8

?kGNp>Khj">N@l+,;C7gsrp_9-7?j"G<?rT5K

Q99kH$C?D=-,J/Jj^9#
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CA O"$s?<MCHeGZ@qrNd9kqR"b7/O"kHbN$sHiM

CHGZ@qr/T9kU$r}DtgGb+^$^;s#>TN1Lr!:9k

!XH7F"IN CA ,.$9kK-kbNG"k+rhak,W,"j^9#

;-ejF#<=JN IBM SecureWay FirstSecure (FirstSecure);CHN 1 DK" IBM

SecureWay Trust Authority (Trust Authority),"j^9#3N=JO"kHbN$s

HiMCHQNZ@qr/T9k!=rs!7^9# FirstSecure*hS=N=.WG

KD$FNG7ps,"J<N Web 5$HK-\5lF$^9#

http: //www.ibm.com/software/security/firstsecure/library

X.509 G#8?kZ@q
SSLeN'ZO"G#8?kZ@qrHQ7Fs!5l^9#Z@qO""koN1

Lpsr^`U!$kG9#Z@qO".$G-k'ZI (CA) +iX~9k+"^

?Ou1hj^9# CA NgJU$O"f<6<,\*H7F'Z5l?bNG"k

3HrZ@9k3HG9#

Z@qO">wG-J$"6$G-J$U!$kG"j"loNER*J1LPC

8b7/OQ9]<HH7F/-^9#Z@qO"f<6<^?O3sTe<?<

,+,,@lG"k+rRYF$k\MKVc$J$3Hr]Z9kNKr)A^

9#3NU!$kO CA Nk)-<Khjp>5l"=N'ZH]4-,]Z5l^

9#

SSLHQD=JVi&6<O" X.509HFPlkH&8`NZ@q?$WrHQ7^

9# X.509 NP<8gs 3 O"!Npsr^sG$^9#

v P<8gs

v L7Vf

v p>"k4j:` ID

v /TT>

v -z|B

v P] (f<6<) >

v P]x+-<ps

v /TTNG-1LR (/T7?'ZIN1L>)

v P]NG-1LR (Z@qKhj1L5l?D9MN1L>)

v H% (P<8gs 3 N_)

v e-Kj9H5l?9YFNU#<kIKP9kp>

X.509P<8gs 3 8`GO"hj\YJ1Lps (?H(P"Z@qNj}T,>

v7F$kS8M9"=NS8M9K>v7F$k|VJI) ,D=G9#Z@qO"

P] (f<6<) N>0Hf<6<Nx+-<HNVNP$sG#s0r'Z7?3H

r(9?aK"/TTKhCFp>5l^9#

Z@qO"Md3sTe<?<,+,,=&G"kHg%9k\MG"k3HrN

BKZ@9kbNGOJ/""k CA ,"=NM^?O3sTe<?<r"kxY.

j7F$kH$&3HrU#9k@1G9#Z@qr/T7? CA r.j9klg

O"=NZ@qNj}THpsrr99k~K""kxYNB4,@ilkH$&

3HG9#
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SSL 'Za+K:`Np\50
SSLOsI7'</&WmH3kHO"L.r_j9k?aK".frr99kWm

;9N3HG9# SSL OsI7'</&WmH3kO"2 DNU'<:+iJj^

9#

v X5<P<&Z@qrHQ7?5<P<'ZY

v 22Z<8NX/i$"sH&Z@qrHQ7?/i$"sH'ZY (*W7gs)

/i$"sH*hS5<P<N>}HbZ@qr}D3H,G-^9#5<P<

O"SSLeGN'ZKO,:Z@qr}D,W,"j^9#/i$"sHO"/i$

"sH&NZ@q,"CFbJ/Fb" SSL eG;-e"&Ia$sr"/;99

k3H,G-^9#

5<P<,+,NZ@qr/i$"sHKw.9klg"3NWm;9O5<P<

'Z HFPl^9#/i$"sH,+,NZ@qr5<P<Kw.9klg"3NW

m;9O/i$"sH'Z HFPl^9#5<P<'ZH/i$"sH'ZNH_g

o;O"j_'Z HFPl^9#

5<P<&Z@qrHQ7?5<P<'Z

SSL\3KO5<P<'Z,,WG9# SSLeN5<P<'ZO"!N}!GTo

l^9#

1. /i$"sH, SSL HQD=5<P<HN\3rWa9k#

2. 3lK~z7F"5<P<O=NZ@qK (Ef=O7J$G) p>9k#3N

e"5<P<O5<P<Nx+-<r^`Z@qr/i$"sHKw.9k#

3. /i$"sHO"Z@qU!$kK^^lk5<P<Nx+-<rHQ7F"Z

@qNj-T,"3lKp>7?MH18MG"k3Hr!:9k#

4. /i$"sHO"j9H5l? CA KD$F"Vi&6<N CA k<HZ@qG

<?Y<9r!:7"Z@qN/TT,"/i$"sH,u1hC?bNG"k

+I&+r4Yk#Z@qN/TT,/i$"sH,u1hC?bNG"kl

g"/i$"sHO!N9FCWKJ_^9#=&GJ$lg"Vi&6<O"

3NZ@q,$NN CA Khj/T5l?bNG"k3Hrf<6<KNi;^

9#3Ne"Z@qru1~lk+"q]9k+O"f<6<NU$GT$^

9#

5. 3Ne"/i$"sHO^9?<&-<r8.7"3lr5<P<Nx+-<G

Ef=7"Ef=5l?^9?<&-<r5<P<KAw9k#

6. 5<P<O^9?<&-<rs|7"^9?<&-<GEf=5l?aC;<8

ra93HKhj"5<P<+Nr/i$"sHK'Z9k#e3NG<?O"

3N^9?<&-<+iz-P5lk-<rHQ7FEf=5l^9#

h2O 'Z*hS/jGs7ckNh@ 21



/i$"sH&Z@qrHQ7?/i$"sH'Z

5<P<O"/i$"sHNx+-<rHQ7F"/i$"sHNG#8?kZ@

qrmC/r|7^9#/i$"sHNx+-<Z@qO"X.509 =8K>$^9#

SSL eGN/i$"sH&Z@qrHQ7?'ZO"!N}!GTol^9#

1. 5<P<'ZN0;e"5<P<O/i$"sHKAcls8rw.9k#

2. /i$"sHO+,Nx+-<Z@q@1GJ/"Acls8eK=NG#8?

kp>ra9#G#8?kp>O"/i$"sHNk)-<rHQ7FW;5l

^9#

3. 5<P<O"Z@qU!$kK^^lk/i$"sHNx+-<rHQ7F"Z

@qNj-T,"3lKp>7?MH18MG"k3Hr!:9k#

4. 5<P<OZ@qr.$5l? CA HM-go;k#/i$"sHN CA ,.$

5l? CA Nj9HKJ$lg"5<P<KhCFO"His6/7gsr*;

7"(i<rm0K-?7"/i$"sHKaC;<8ra9lg,"j^9#

=N>N5<P<GO"3NoNh}rhi:KhKJ`lgb"j^9#

5. /i$"sHN CA ,.$5lkH"5<P<OHis6/7gsrBT9k#

/i$"sH&NZ@qO SSL \3eN'ZKHCFEWGO"j^;s#Ef=

5l?psrr99k3HbJ*D=G9#/i$"sHZ@qO"/i$"sH

H5<P<N>T,"57$jjKEf=5l?psrw.7F$kH$&]Z

r"/i$"sHH5<P<N>}K?(^9# ?Nj_'ZO"/i$"sHZ@

qrHQ7FD=KJj^9#

$:lNlgb""/;9)fK/i$"sHZ@qr,WH9kh&K CAS 5<

P<r_j7?lg"/i$"sH,-zJZ@qr}?J1lP"/i$"sH

Oq]5l^9#

x+-<*hSk)-<GHQ5lk/i$"sH& X.509 Z@qKD$F\7/

O" 179Z<8NXX.509 Z@qKhk'Z}0Yr2H7F/@5$#
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f<6<>HQ9o<IKhk'Z}0

'ZWm;9GO"/i$"sH,m0$s~K?i+NA0N1Lpsrs(9

k3Hr,WH7^9# Policy Director WebSEALO"f<6<>HQ9o<IKh

k'Z}0r5]<H7^9#

3N1LpsNs!KO"f<6<>HQ9o<IN 2 DN'Z}0,"j^9#

v p\'Z

v q0Y<9&m0$s

f<6<>HQ9o<INA0G/i$"sH1Lpsr,WH9k'Za+K:

`KD$FN4NNpsO"175Z<8NXf<6<>HQ9o<IKhk'Z}

0Yr2H7F/@5$#

1kYm9'Z

1kYm9NP<8gs 5 O"LoO*<WsJMCHo</eGB4Kpsrr9

9k\*G" 2 DNvvT,j_K'ZrT(kh&K9kMCHo</'ZWmH

3kG9#

Policy DirectorO"!K(9r9K*$F"1kYm9'ZrHQ9k3H,G-^

9#

v I}3s=<k+iI}5<P<X

v I}3s=<k+i;-ejF#<&5<P<X

v vD5<P<+iI}5<P<X

v WebSEAL+iI}5<P<X

v WebSEAL+i DCE l89Hj<X (/i$"sH'ZN?aK)

Policy Director5<P<O"1kYm9H NetSEAT/i$"sH&MCHo</&

b8e<krHQ7F" Policy Director;-e"&Ia$sbN>N5<P<HL.

7^9# NetSEATO Policy Director;-ejF#<&5<S9HL.7"psr9

~K;-e"J SSL HsMkr;CH"CW7^9#

1kYm9'ZO"'ZvvTN>},.$G-kbNG"k+I&+KD$F"

=N.j-r]Z9kh0TNp\*.$KM87F$^9# 3N.$5l?h0T

;-ejF#<I}5<S9O";-ejF#<&5<P< HFPl^9#
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Policy Director;-ejF#<&5<P< (secd)O"*}*KB4K]n5l?5<

P<G"j"l89Hj< HFPlkG<?Y<9bK;-ejF#<X"ps (f

<6<>"0k<W"Q9o<IJI) r]I7F$^9#

1kYm9O5<P<VNj_'Zr5]<H9k?aK"&QN";C7gsC

-N"!)-<&a+K:` (LDAP k)-<) rHQ7^9# 1kYm9O".$

5l?;-ejF#<&5<P<K-<N[[rMj7^9# psNr9O"jb<

H&Wm7<8c<FSP7 (RPC)rHQ7FTol^9#

1kYm9'ZWmH3kOl"NaC;<8r#(Kr97^9#3Nl"Na

C;<8r9KO"!)-<*hS"5<P<,*_$r1L9k?aK,WJ=

N>Nps,^^l^9#1kYm9N4<kO"9YFN2CT,*_$N-<

rNi:KQ`h&K9k3HG9#B]"?/N-<N83|VO"1 DNr9N

V@1KBj5l^9#

/jGs7ckNh@

'ZWm;9NgWJ4<kN 1 DO"/i$"sH&f<6<r-R9k/jGs

7ckpsrh@9k3HG9# Policy DirectorO"f<6<N'Zr"/jGs7

ckNh@ HhL7^9#

f<6<N1LROoKjtG9#?@7"f<6<,2C7F$k0k<W^?

OrdrjA9k/jGs7ckO"Q=7^9#C-J8.r}D/jGs7c

kO~VNPaKDlFQ=7^9#?H(P""kM,:J9lP"/jGs7

ckO77$U$lYkr?G7J1lPJj^;s#"kMNEveN/jGs

7ckO"f<6<NdTK*1k/jGs7ckHO[JkbNG9#

'ZWm;9O"a+K:`C-Nf<6<1Lpsrb?i7^9#3Ne"3

NpsO"&LN"Ia$s4NKLQ9k==HA0KQ99k (P~U1k ) ,

W,"j^9# Policy DirectorO EPAC A0rHQ7^9#

a+K:`C-N1Lps

/jGs7ckh@5<S9KHCF"[Jk'Za+K:`O[Jkf<6<1

Lpsrs!7^9#

v 1kYm9O"f<6<> (HQ9o<I) rpK7F$^9#

v X.509 /i$"sH&G#8?kZ@qO"X.509 U#<kIpsrs!7^9#

v p\'ZHq0Y<9&m0$s}0 (SSL)O"f<6<> (HQ9o<I) rp

K7F$^9#

!N^O"Xj5l?'Za+K:`+i@ilk1LpsNo`*hS"psr

EPAC A0KQ99k?aN SSL eGN/jGs7ckh@5<S9NHQr^(

7F$^9#

24 Policy DirectorI}Njz-



a+K:`C-J1Lps (?H(P"Q9o<I"-<NP"Z@qJI) O"f<

6<N*}*J1LC-r=7^9#3NpsO"5<P<HNB4J;C7gs

rN)9k?aKHQ5l^9#

3NkLN/jGs7ckO";-e"&Ia$sbNf<6<Nrdr=7"C

jN8.Gf<6<r-R7"3N;C7gsN83|VfN_-zG9#

EPAC Z@q
/jGs7ckO"/i$"sHKD$FNpsr,WH9k9YFN Policy Director

5<S9KhCFHQ5l^9#?H(P"Policy DirectorvD5<S9O/jGs

7ckrHQ7F"f<6<,;-e"&Ia$sbN]n5l?j=<9KCj

N`nrBT9kh&KvD5lF$k+I&+r=L7^9#

Policy Director, ACL rHQ9k 1 DN}!O"fKP<5kG-1LR (UUID)

r^` EPAC rHQ9k3HG9# Policy DirectorO!Nh&J>N5<S9Kb

/jGs7ckrHQ7^9#

v F:5<S9

v WebSEALH NetSEAL \gGN"BQy!=

!N EPAC U#<kI,"Policy DirectorGHQ5l^9#

0- b@

;-e"&Ia$s ID f<6<N[<`&;-e"&Ia$s1LR

Wjs7Qk UUID f<6<N UUID (^?O DCE Nlg"VWjs7QkW)

0k<W UUID UUID ^?O"f<6<,09k0k<WN UUID

a+K:`C-N'ZpsO" EPAC U#<kIKQ99k,W,"j^9#

v Policy Director/i$"sHO" WebSEALKhj+0*K/jGs7ckKP~

U1il^9#

v 0tl89Hj<+iN Policy DirectorJ0N SSL/i$"sHO"0t/jG

s7ckh@5<S9rHQ7Ff<6<>r Policy Director1LKP~U1k3

H,G-^9#

v /i$"sH& X.509Z@rHQ7F"/;99k/i$"sHO"0t/jGs

7ckh@5<S9rHQ7F"Z@qpsr Policy Director1LKP~U1k3

H,G-^9#
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.$N"?

Vi&6<&/i$"sHH WebSEAL5<P<VN SSLWmH3kr9fK"5

<P<OVi&6<K"5<P<,.$9k CA NZ@qNj9HrO7^9#3l

KhjVi&6<O"!N$:l+NVi&6<&/i$"sHZ@qNj9Hr

f<6<K=(7^9#

v =liN CA N 1 DKhjp>5l?bN#

v 5<P<N.$9k CA N 1 DH.$N"?X8K"k3HKhCF.$5l?

bN -- /i$"sHZ@qO CA KhCFp>5l"=N CA Np> CA O5

<P<,.$7F$k CA G"k#

3NWm;9OZ@q"? HFPl^9#

Vi&6<&f<6<O3liN/i$"sHZ@qN 1 Dr*r7"5<P<KA

w7^9#/i$"sHZ@q,"5<P<,.$9k CA N 1 DKhCF>\p

>5lF$klgO"Vi&6<O/i$"sHZ@q@1r5<P<KAw7^

9 (5<P<O9GKp> CA NZ@qr}CF$kH[j5lkNG)#

/i$"sHZ@q,"5<P<,.$9k CA N 1 DKhCF>\p>5lF$

J$lg"Vi&6<O"/i$"sHZ@qH5<P<N.$ CA N 1 DHNV

N.$N"?r(9" CA Z@q"?rn.7"Aw7^9#

3Nlgb"Vi&6<O5<P<,.$9k CA NZ@qrB]KAw9k3HO

7^;s#5<P<O9GK=NZ@qr}CF$kH[j5lk+iG9#

Policy DirectorN secmgrd.conf=.U!$kO" Policy Director,.$9kk<H

CA Z@qNj9Hr^sG$^9# Policy DirectorO"3liN CA Khj/T

5l?/i$"sHZ@qr.$7^9#

5<P<OVi&6<,Aw7?=l>lN CA Z@qr+F"!N3Hr!:7^

9#

v Z@q, CA Z@qG"k3H#

v p> CA Np>#

v Z@q,-z|BZlGJ$3H#

.$N"? O""k CA , 2 V\N CA r.$7" 2 V\N CA , 3 V\N

CA r.$7"H$&lgK_j5l^9# Policy Director,3N.$N"?bN$

:l+N CA r.$7F$klg"/i$"sHZ@qr.$G-kO:G9#

/jGs7ckh@5<S9N5W

/jGs7ckh@ (Credential acquisition)HO"'Za+K:`Khjs!5l?

CjN1Lpsr"&LN"Ia$sVGLQ9k==A0N/i$"sH1LR

KQ9^?OP~U1kh}G9#3N&LN==A0O"/i$"sH&/jG

s7ck HFPl^9#

'ZWm;9+ib?i5lk/jGs7ckO"/i$"sHKD$FNpsr

,WH9k9YFN Policy Director5<S9KhCFHQ5l^9#3Nh&J5<

S9NcH7F"vDdF:,"j^9# Policy DirectorNgJrdO"/i$"s

H4HN/jGs7ckN-5KM87^9#
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Policy DirectorO"'ZWm;9+ib?i5l?/jGs7ckpsr EPACA0

rHQ7F==7^9#

Policy DirectorO"!K:v9k SSL /i$"sHN/jGs7ckr+0*K8

.7^9#

v ;-e"&Ia$sNasP<#

v -zJf<6<>HQ9o<IrHQ7F'Z5lF$k#

3Nlg"s!9kf<6<>HQ9o<IO"GU)kHNl89Hj< (LDAP)

bN{8N"+&sH`\HlW7J1lPJj^;s#

e-NbGkK,g7J$h&J/i$"sH&"/;9rT&"!Nh&JLN

7Jj*bD=G9#

v /i$"sH,GU)kHN Policy Directorl89Hj<K07F$J$#

v /i$"sH&Z@qrHQ7F/i$"sH&"/;9,Tolk#

3Nh&J7Jj*GO9YFNlg"Policy DirectorO"!N3H,G-k+9H

^$:5l?'ZHP~U1N5<S9KjiJ1lPJj^;s#

v 3liN/i$"sHKP9k'ZNB\#

v 0t (h0T) "+&sH&l89Hj<N2H#

v 0t1LpsN Policy Director1LXNP~U1#

3N+9?^$:5l?'ZHP~U1N5<S9O"0t/jGs7ckh@5

<S9 (CAS) HFPl^9#

/jGs7ckh@5<S9N~g

/jGs7ckh@5<S9 (CAS) N"<-F/Ac<O"GU)kHN WebSEAL

SSL 'ZWm;9 (f<6<>HQ9o<IKpE/) r"+9?`0t'ZWm;

9 (Policy Director;-ejF#<&l89Hj<J0Nf<6<&l89Hj<r

2HG-k) GV-9(ilkh&K7^9#+9?^$:5l?/jGs7ckh

@5<S9O"$UNCLJ1Lps (Z@q"H</s) r"Policy DirectorN1L

K,ZKP~U1k3HbT$^9#

/jGs7ckh@5<S9O"=N;-e"&Ia$sKCj7?=je<7g

srs!9k?aK"I}T,CLKn.*hS+9?^$:7J1lPJj^;

s#

/jGs7ckh@5<S9 (CAS) O" WebSEALH CAS 5<P<VN9YFN

L.NB4r]n9k?aK RPCrHQ9k,W,"j^9#

/jGs7ckh@5<S9O"GU)kHN Policy Directorl89Hj<K"+&

sHr}?J$f<6<,;-e"&Ia$sK2CG-kh&K7^9#/jG

s7ckh@5<S9O"(,WJlg"0tl89Hj<rHQ7F) =Nf<6<

r'Z9k3H,G-^9#=Ne/jGs7ckh@5<S9O"Z@KQ99

k?aK Policy Director1Lr WebSEALKa7^9#Policy DirectorO3liN

/jGs7ckrHQ7F"f<6<,;-e"&Ia$sK2CG-kh&K7

^9#
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/jGs7ckh@5<S9O"Policy Director,LoHQ9kl89Hj<XN\

T,$q^?OTD=G"k>h?Nf<6<&G<?Y<9r,~5;k3H,

G-^9#>h?N79F`NcKO"\R ID d PIN a+K:` (H</s) ,"

j^9# 3Nh&J>h?N'Za+K:`O"G-Nl89Hj<&G<?Y<9

rHQ7Ff<6<psr!:7^9#

Policy DirectorvD"Wj1<7gs+/T-CH (IVAuthADK) O"Gbs9Hl

<7gsQN CAS 5<P<rs!7^9#3N5<P<O"WebSEALH/jGs

7ckh@5<S9NVN$s?<U'<9 (IDL) rjA7^9#ADK O"H+N

/jGs7ckh@5<S9rn.7F$klgKO=<9Ns!b7^9#

?P 1 NP~U1}0
/jGs7ckh@5<S9O"?P 1 NrhFNlgKGb,ZG9#D^j"b

8e<krHQ7F"?/N>hN"+&sHr 1 DN Policy Directorf<6<K

P~U1k3H,G-^9#

?P 1 NP~U1}0GO""k Policy Directorf<6<,0k<WNrdr}A"

=N0k<WNasP<O>hNG<?Y<9+iNf<6<r8a?bNG9# ?

P 1 NP~U1}0O"18f<6<KP~U1il?9YFNf<6<K"1lN

"/;9""Dk-"*hSU$=Or?(k3HKJj^9# CjNf<6<KP

~U1il?9YFNf<6<O"^C?/18vDr}A^9# ;-ejF#<&

]j7<rhak]KO"3NvBrM89k,W,"j^9#

!N^GO"0tl89Hj<+iNf<6<O"1lN Policy Directorf<6<K

P~U1ilklg,"j^9#?H(P"Policy Directorf<6< (Employees) O"

0tl89Hj<+iNf<6<N8gN?aNrdrL?7^9#f<6<O1

8 Policy Director "+&sHKP~U1il^9," 1 D^?O#tN Policy

Director0k<WNasP<H7FdjvFk3HKhj"D9KhL9k3HbG

-^9# Policy DirectorvDNhjO"f<6<N1LH"IN0k<WNasP<

+H$&3HN>}KpE$FT&3H,G-^9#
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m: ?P 1 NP~U1GO"U$=ONlYkr3^+/_jG-^;s#F:5<

S9O"Policy Directorf<6<N_rIW7"3Nf<6<KP~U1ilF

$kD9Nf<6<OIW7^;s#

!=b<I

/jGs7ckh@5<S9O"/i$"sHZ@q"f<6<>"H</sJI

N'Zpsrh}9kh&Kn.G-^9# WebSEALO"sl89Hj< SSL/

i$"sHru1U1"'Zpsr,ZJ/jGs7ckh@5<S9KO7F"

'ZH Policy Director1LXNP~U1rTo;kh&K"=.9k,W,"j^

9#

/jGs7ckh@5<S9O"'Z*hS1LNP~U1r"/i$"sH,s

!7?CjN1LpsKpE$FT$^9#7?,CF/jGs7ckh@5<S

9O"D=J!N}!N 1 DGBT9kh&Kn.9k3H,G-^9#

v XX.509 Z@qP~U1}0Y

v 31Z<8NXf<6<>NP~U1}0Y

H+Gn.7?/jGs7ckh@5<S9NHQKD$FO"35Z<8NX+9

?`&/jGs7ckh@5<S9Yr2H7F/@5$#

X.509 Z@qP~U1}0

IN/jGs7ckh@5<S9rHQ7Fb"Policy DirectorO" SSL eGG#

8?k X.509Z@qrHQ9k/i$"sHN'Zr5]<H9k3H,G-^9#

/jGs7ckh@5<S9 X.509 }0O"/i$"sH& X.509 G#8?kZ@

qK^^lkCjNpsr" Policy Director1LKP~U1^9#3N Policy Director

1LO WebSEALKa5l" WebSEALO3lr:vN/jGs7ckKQ97^

9#
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X.509 }0O!NroN<G:v7^9#

1. /i$"sH, SSL eGL.rT&#

2. /i$"sH,'ZK X.509 G#8?kZ@qrHQ9k#

3. /i$"sH, Policy Director;-e"&Ia$sbN]nj=<9XN"/;

9r,WH9k#

CAS 5<P<O"Z@qpsr 1 P 1 G"^?O?P 1 G" Policy Director1

LKP~U1k3H,G-^9#P~U15<S9N4<kO" Policy Director'Z

5<S9K"vDNhjKr)D/jGs7ckrs!9k3HG9#

!N^O"X.509 Z@qP~U1K/jGs7ckh@5<S9rHQ9kh&K

WebSEALr=.7?lgK"v],/3kgxr(7F$^9#

1. /i$"sH, SSL eG WebSEALr"/;97"X.509 Z@qrs(9k#

3N~@GO"x+-<Hk)-<NZ@qr9Khj"'Z,TolF$k3

HKmU7F/@5$#/jGs7ckh@5<S9KHCFDjN#lNA3

O"f<6<&/jGs7ckrP~U1k3H@1G9#

2. CAS5<P<O"Ev-!:5l?Z@q+i ("Wj1<7gsKC-J) 1L

psrhjP7"3Npsr{NN Policy Director1LKP~U1k# CAS 5

<P<O"0t (h0T) l89Hj<rHQ9k3H,G-^9#

3. Policy Director1LO WebSEALKa5l" WebSEALO=NGU)kHNl8

9Hj<rHQ7F"1Lr:vN/jGs7ckKQ99k#

X.509 b<IGN/jGs7ckh@5<S9NHQ
!N^O"X.509Z@qrHQ7F WebSEALr"/;97F$k/i$"sH,"

;-e"&Ia$sK"kj=<9rWa9k~K/3kv]N4NNgxr(7

F$^9#
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1. Z@qps,"/jGs7ckh@5<S9KhCF Policy Director1LKP~

U1il"/jGs7ckh@5<S9O3N1Lr WebSEALKa9#

2. WebSEALO3N1L+i/jGs7ckrn.7"3N/jGs7ckrHQ7

F"kg5l?"Wj1<7gs&5<P<eN]nj=<9KX89kvDN

hjrT&#

f<6<>NP~U1}0

f<6<>P~U1}0O"'Z*hS1LNP~U1NLN?$WG9#f<6

<>P~U1}0rHQ7F"GU)kHN'ZWm;9r+9?`0tWm;9

GV-9(k3H,G-"=NWm;9GOGU)kHN Policy Directorl89Hj

< (LDAP) J0Nf<6<&l89Hj<r2H9k3H,G-^9#

SSL rHQ7?8`N Policy Director'ZGO"f<6<Of<6<>HQ9o<

IrHQ7Fm0$s9k,W,"j^9#3N1LQN'ZH/jGs7ckh

@O" Policy Directorl89Hj<+i=L5l^9#

3N?$WN/jGs7ckh@5<S9NgJAMO" Policy Directorl89Hj

<XN\T,$q^?OTD=G"k>h?Nf<6<&G<?Y<9r,~5;

k3HK"j^9#

!N^O"f<6<>P~U1K/jGs7ckh@5<S9rHQ9kh&K

WebSEALr=.7?lgK"v],/3kgxr(7F$^9#

1. /i$"sH,f<6<>HQ9o<IrHQ7F"SSLeG WebSEALK"/

;99k#
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2. WebSEAL,"'Z*hS/jGs7ckh@N>}rTo;k?aK"f<6<

>HQ9o<Ir/jGs7ckh@5<S9KO9h&K=.5lk#

3. /jGs7ckh@5<S9O"0t (h0T) l89Hj<rHQ7Ff<6<

r'Z7"=l+if<6<r Policy Director1LHP~U1k#

4. Policy Director1LO WebSEALKa5l" WebSEALO=NGU)kHNl8

9Hj<rHQ7F"1Lr/jGs7ckKQ99k#

3N}0O"?P 1 NrhFH7FGbh/HQ5l^9#D^j"b8e<kKh

j"?/N>hN"+&sHr 1 DN Policy Directorf<6<KP~U1k3H,

G-^9# 28Z<8NX?P 1 NP~U1}0Yr2H7F/@5$#

'Z5<S9N*r`\

'Z5<S9O"!N$:l+N?$Wr*rG-^9#

v GU)kHN Policy Director/jGs7ckh@5<S9 (XPolicy DirectorKh

CFs!5lk CASYr2H)#

v H+Gn.7?/jGs7ckh@5<S9 (35Z<8NX+9?`&/jGs7

ckh@5<S9Yr2H)#

Policy Director KhCFs!5lk CAS
Policy DirectorO"H+N/i$"sH'Z5<S9=.WGG"k"Policy Director

/jGs7ckh@5<S9 (Policy Director CAS)rs!7^9#Policy Director CAS

O"f<6<&l89Hj<H7F LDAP rHQ7F$kH-K5]<H5l^9#

iv.conf *hS secmgrd.conf=.U!$kr!:*hSQ97F"'ZK Policy Director

CAS rHQ9kh&K WebSEALr=.9k,W,"j^9 (181Z<8NXPolicy

Director /jGs7ckh@5<S9N=.Yr2H)#
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Policy Director CASO" SSLHQD=Vi&6<+iN/i$"sH&G#8?k

Z@q r Policy Directorf<6<1LK^CW7^9#]n5l? Web Z<8K

f<6<,"/;97h&H9kH"SSLHQD=Vi&6<O WebSEAL5<P<

K"m7^9#WebSEAL,/i$"sHZ@qY<9'ZQK=.5lF$klg"

WebSEALOVi&6<K X.509Z@qrWa7^9#WebSEALOVi&6<+i

Z@qru1hkH"=lr CAS 5<P<KO7^9#Policy Director CASO"u

1hC?Z@qr"Policy Director,'17F$kf<6<1LK^CW7h&H7

^9#

Policy Director/jGs7ckh@5<S9O"!N 1 D^?O>}N/i$"sH

& X.509 P<8gs 3 Z@qrHQ7? SSL eGNm0$sr5]<H7^9#

v PKIX `r=J (?H(P"IBM SecureWay Trust Authority"P<8gs 3.1)

v Entrust`r=J (?H(P"IBM Vault Registry"P<8gs 2.2.2)

9YFNZ@qO"Aw~K1L(s3<I,' (DER) G(s3<I5l^9#

Policy Director/jGs7ckh@5<S9H WebSEALVGO RPC$s?<U'

<9,HQ5l^9# Policy Director/jGs7ckh@5<S9 (CAS) O" RPC

rHQ7F WebSEAL H CAS 5<P<VN9YFNL.NB4r]n7^9#

Policy Director/jGs7ckh@5<S9O DCE-RPC"Wj1<7gsG"k?

a"X89k/i$"sH1LNP~U1rT& DCE /i$"sH,,WG9#

GU)kHN Policy Director/jGs7ckh@5<S9O"

v /i$"sH&Z@qrHQ9k3H"^?O/i$"sH&Z@qr*W7g

sH9kh&KXj9k3HrD=K7^9#

v X"9kZ@qhjC7j9H (CRL) N!:OlZT$^;s#

v Z@qN"?r5]<H7^9#

v 1 P 1 NP~U1rhvr5]<H7^9#
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1 P 1 NP~U1}0
Policy Director/jGs7ckh@5<S9O"1 P 1 NP~U1}0rHQ7^9#

D9N>hN"+&sHr1lNf<6<K 1 P 1 GP~U1kH"hj?/N"

+&sH]i,,WKJj^9#7+7"Policy DirectorI}TO"Policy Director

CAS N cdas.conf=.U!$kNfK"Z@qN1L> (DN) r Policy Director

(LDAP) f<6<N DN HX"U1k?aKHQ9kF<Vkrn.9k3H,G-

^9#

Policy Director CASO"WebSEALKhCFZ@qGFSP5lkH"Z@q+i DN

r4-P7"lW,J$+"3N=r4Y^9# lW,+D+kH" Policy Director

CAS OX"U1il? Policy Directorf<6<N57$A0N DN r WebSEALK

V7^9# WebSEALO3N DN ru1hkH"=lrHCF Policy Director (LDAP)

f<6<r1L7^9#lW,+D+iJ$H" CAS OZ@q+iN DN r

WebSEAL KV7^9# 3Nlg"Z@qN DN ,"Policy Director (LDAP)f<

6<r1L9k?aKHQ5l^9#WebSEAL5<P<O"V5l? DN rHQ7

F"f<6<N/jGs7ckr!w7^9#

,WJI}nH

Policy Director/jGs7ckh@5<S9N;CH"CWK,WJI}nHKO!

NbN,"j^9#

1. iv.conf*hS secmgrd.conf=.U!$kr!:7",WJiPQ97F"'ZK

CAS rHQ9kh&K WebSEAL r=.9k (181Z<8NXPolicy Director/

jGs7ckh@5<S9N=.Yr2H)#

2. ,WK~8F"cdas.conf=.U!$kN DN ^CTs0&F<Vk&;/7gs

r979k (183Z<8NX1L>N^CTs0Yr2H)#

/jGs7ckh@5<S9N!=-

Policy Director/jGs7ckh@5<S9 (CAS) $s?<U'<9O"!N!=r

s!9k?aKHQ9k3H,G-^9#

v Policy Director CASO 1 DNZ@qrXj7F WebSEALKhCFFSP5l^

9#

v Policy Director CASO"=NZ@q+i DN r4-P7"DN P~U1F<Vk

r!w7FlW,"k+4Y^9#

v lW,+D+C?lg"

– Policy Director/jGs7ckh@5<S9O"X"N Policy Directorf<6

<N DN r WebSEALKa7^9#

– 3Nlg" WebSEAL O"3N DN rHQ7F Policy Directorf<6<r1

L7^9#

v lW,+D+iJ$lg"

– CAS O=NZ@qN DN r WebSEALKa7^9#

– Z@qN DN O"Policy Directorf<6<r1L9k?aKHQ5l^9#

– WebSEAL5<P<O"V5l? DN rHQ7F"f<6<N/jGs7ck

r!w7^9#
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+9?`&/jGs7ckh@5<S9

=l>lN"Wj1<7gs&5<P<*hS"3lKX"7?'ZUl<`o<

/N?M-rM(?lg"9YFNWor~?9 1 DN/jGs7ckh@5<S9

rn.9k3HO$qG9# 3N}3+i" Policy DirectorKO IVAuthADK QC

1<8NfKGbs9Hl<7gsQN CAS 5<P<&=<9,^^lF$^9#

3NGbs9Hl<7gsQ CAS 5<P<O""Wj1<7gsC-Nf<6<>

NP~U1HP~U1I}!=rIC9k3HG"B0Q CAS 5<P<Np\*H

H_H7FHQ9k3H,G-^9#

3Nlg WebSEALO"sl89Hj< SSL/i$"sHru1U1"'Zpsr

,ZJ/jGs7ckh@5<S9KO7F"'ZH Policy Director1LXNP~U

1rTo;kh&K"=.9k,W,"j^9#

+9?` CAS O"RPCrHCF"WebSEALH CAS 5<P<VN9YFNL.N

B4rN]9k,W,"j^9#

X.509Z@qpsr Policy Director1LKP~U1k?aNWoO"*RMKhCF

g-Jjc,"j^9# Policy DirectorOP~U15<S9rjA9k?aNFQ*

J,'r^sG$^;s,"+9?^$:5l?P~U15<S9r;CH"CW

7?$I}TrYg9k?aK"!N 2 DN,j,"j^9#

1. Policy DirectorO"+/T,"X.509 Z@qpsr Policy Director1LKP~U

1k?aNH+N5<S9rn.G-kh&K9k?aK"IDL $s?<U'<9

rjA7F$^9#3N IDL $s?<U'<9N\YO"Policy Director

Programmer’s Guide and ReferenceK-R5lF$^9#

2. Policy DirectorKO" CAS 5<P<NHH_rs!9k"P~U15<S9Nc

,^^lF*j"3NcOFWaK:T@1ra7^9#3NHH_K5iKI

C9k3HKhj"B0Q CAS 5<P<rn.9k3H,G-^9#

cN5<S9N=<9&3<IO" Policy Director IVAuthADK 3~QC1<8

K^^lF$^9#

,WJI}nH

+9?` CASr;CH"CW9k?aK,WJI}nHKO"!NbN,"j^9#

1. Policy Director,s!9k IDL $s?<U'<9rHQ9k"+9?` CAS r

n.9k#

2. 0t/jGs7ckh@5<S9r'ZKHQ9kh&K WebSEALr=.9k#

+9?` CAS N!=-
+9?` CAS $s?<U'<9O"!N!=rs!9k?aKHQ9k3H,G-

^9#

v GU)kHN Policy Directorl89Hj<J0Nf<6<&l89Hj<KP7

F"f<6<>HQ9o<IN!:rB\9k#

v ?/Nf<6<r1lN Policy Director1LKP~U1k#

v 0tf<6<&Q9o<IrI}9k#

v Z@KG-NF:psrIC9k#Policy DirectorO"/jGs7ck4Nr=N

F:m0Kq-~_^9#
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h3O vDKD$F

vD HO"1L5l?(sF#F#<KJ<N3HrBT9k"x^?O"B,"k

+I&+=L9kWm;9G9#

v CjN5<S9r+O9k#

v ;-e"&Ia$sbNCjNj=<9G`nrBT9k#

Policy DirectorvD5<S9O"vDhjWm;9r)f9k3HKhCF"MCH

o</N;-ejF#<&]j7<NB\rYg7^9#

3NOO"!NFaK,+lF$^9#

v vZ<8NXvDN50bGkY

v 40Z<8NXPolicy DirectorvD5<S9Y

v 43Z<8NXMCHo</&;-ejF#<&]j7<Y

v 48Z<8NXPolicy DirectorvD APIY

v 52Z<8NX0tvD!=Y

vDN50bGk

5<P<,;-e"&Ia$sG;-ejF#<rB\9kH-O"F/i$"s

HO=N1LNZ@rs(7J1lPJj^;s# =lKP7";-ejF#<&]

j7<O"=N/i$"sH,Wa5l?j=<9G`nrBT9kvDr}D+

I&+r=L7^9#vD5<P<O";-e"&Ia$sbN9YFNj=<9

XN"/;9r)f7^9# 3N}3Khj"'ZHvDraakvD5<P<NW

a,"qg*JMCHo</&;-ejF#<rB=9k3HKJj^9#

'Z HO";-e"&Ia$sXNm0$srn_kD9Nf<6<r1L9kWm

;9N3HG9#

;-ejF#<&79F`GO"'Z (authentication)OvD (authorization)HhL5

l^9#

v 'Z HO";-e"&Ia$sXNm0$srn_kD9Nf<6<r1L9kW

m;9N3HG9# 'ZO"=NDM,\MG"k+rN'7^9,"]n5l?

j=<9K`nrBT9k"xKX7FO?b@$^;s#

v vD O"'Z5l?/i$"sH,;-e"&Ia$sbNCjNj=<9G`n

rBT9k"xr-9k+I&+r=G7^9#vDbGkGO"Policy DirectorO

f<6<'ZKHQ5lka+K:`HOH)7F"vD]j7<rB\7^

9#f<6<O"x+ / k)-<"!)-<"^?Of<6<jANa+K:`r

HCF"f<6<N1Lr'ZG-^9#

'ZWm;9NltKO"/i$"sHN1Lr-R9k/jGs7ckNh@,

^^lF$^9#vD5<S9O"vDhjrf<6<N/jGs7ckKpE$

FT$^9#

;-e"&Ia$sbNj=<9O"=NIa$sbN;-ejF#<&]j7<

KhCFX(5l?lYkN]nru1^9#;-ejF#<&]j7<O";-

e"&Ia$sXN2Cr'ailkTH"]nr,WH9kFj=<9rO`]

nNYg$rjA7^9#
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vDWm;9Np\N=.WGO!NH*jG9#

j=<9&^M<8c<

j=<9&^M<8c<O"Policy Director,vDr'a?H-K"Wa5l

?`nrBT9kU$ri$^9#j=<9&^M<8c<N 1 DN=.W

GO Policy EnforcerG"j"3lO"War"h}rT&?aKvD5<S

9Kw.7^9#

vD5<S9

vD5<S9O"WaKD$FNhjh}rT$^9#

>hN"Wj1<7gsGO"]j7<&(sU)<5< (policy enforcer)Hj=<

9&^M<8c<r 1 DNWm;9K^HaF$^7?#3N=$NcKO"Policy

Director WebSEALHh0T"Wj1<7gs,H_~^lF$^9# 3liNvD

=.WGO=l>lH)7F!=9k?a";-ejF#<B\o,N_WK*1

k@p-,g}K~e7^9#

?H(P"3NH)-Khj";-ejF#<I}TO!NbNr)fG-kh&

KJj^9#

v Wm;9NLV#

v Wm;9QN3<Irq-~`4vT#

v Wm;9,=N?9/rBT9k}!#

8`vD5<S9Nx@

[HsIN79F` (l,7<"7,N>}N79F`) K*1kvDO"D9N"W

j1<7gsH)kg5lF$^9#FqRGO"Lo"~Vr+1F"S8M

9&K<:KP~9k"Wj1<7gsrn.7^9#3liN"Wj1<7gs

N?/O"=l>lCjNA0NvDr,WH7^9#

kLH7F"?/Nlg"vD$sWjasF<7gs,=l>lK[JCF$

k"?o?MJ"Wj1<7gs,n.5lk3HKJj^9#3liNj-vD

$sWjasF<7gsGO"LDNI}r,WH7"}g,`:+7/"kLH

7Fj-39H,b/Jj^9#
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,6vD5<S9O"3liNH)"Wj1<7gsK8`NvDhja+K:`

rs!7^9#

8`vDhj5<S9KO!Nx@,"j^9#

v "Wj1<7gsN+/39H*hS"=N"Wj1<7gsXN"/;9NI

}39Hro:9k#

v DLNvD79F`rj- / I}9k?aNgW39Hro:9k#

v {8N;-ejF#<&$sUi9Hi/Ac<N%l?t,rhQG-k#

v 77$S8M9rhjB4K*<WsG-kh&KJk#

v bCH?/N77$"[Jko`N"Wj1<7gsrHQD=KG-k#

v +/5$/kr;LG-k#

v psrB4K&QG-k#

Policy Director vD5<S9Nx@

Policy DirectorO"{8N>h?*hS/8J,N$sUi9Hi/Ac<K}gG

-^9# Policy Director O"B4J8f]j7<I}!=rs!7^9# Policy

DirectorvD5<S9r WebSEAL*hS NetSEALj=<9&^M<8c<H;Q

9kH"S8M9&MCHo</&79F`G8`vDa+K:`,HQG-kh

&KJj^9#

{8"Wj1<7gsO"=N"Wj1<7gs=NbNrQ97J/Fb"vD

5<S9rhQG-^9# Policy DirectorO"=NvD]j7<Np\rf<6<N

rd^?O0k<WNrdKV$F$^9#vD]j7<N,QP]O!NH*j

G9#

v MCHo</&5<P<

v D9NHis6/7gs^?OG<?Y<9Wa

v CjN Web Y<9ps

v I}h0

v f<6<jAN*V8'/H

Policy DirectorvD API O"{8N"Wj1<7gs, Policy DirectorvD5<S

9rFSP;kh&K7^9#vD5<S9O"qRN;-ejF#<&]j7<

KpE$Fhjr<7^9# 48Z<8NXPolicy DirectorvD APIYr2H7F/@

5$#

Policy DirectorvD5<S9O"H%bD=G9#0t Policy DirectorvD API r

HQ9k3HKhj">NvD5<S9rFSP7FICh}rTo;kh&K"

Policy DirectorvD5<S9r=.9k3H,G-^9#

Policy DirectorvD5<S9KO!Nx@,"j^9#

v "Wj1<7gs+iH)7F$k#

v @lK8&5lJ$8`NvD3<G#s0&9?$k (Policy DirectorvD API)

rHQ9k#

v 3N5<S9O8fI}5lk?a"I},FWG"k#?H(P"77$>H

wrIC9klg"#tN79F`Ko?CF=NQ9rT&NGOJ/"1 DN

f{_VljK"kC"G<?Y<9rQ99k@1G9_^9#
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v [oWiCHU)<`VD-K*$F";-ejF#<&5<S9N"Wj1<

7gsrD=K9k#

v {8Ns Policy DirectorvD79F`r"0tvD5<S9!=rL8F}g9

k#

v {8N$sUi9Hi/Ac<HJ1K}gG-k"H%,FWG@p-Nb$

"<-F/Ac<r}D#

v #tNXKo?kvDrD=K9k - 3N5<S9O""Wj1<7gs&Wm;

9^?OHis6/7gsN#tNXrP37F"/jGs7ck&Q1CHr

O7^9#

v lL*+DzL*JF:bGkrHQ7F$k#

v IN'Za+K:`+ibH)7F$k#

Policy Director vD5<S9

Policy DirectorvD5<S9O"MCHo</&;-ejF#<&]j7<NB\r

Yg9kvDhjWm;9KX9kU$riCF$^9#vD5<S9KhCFT

ol?vDNhjKhCF";-e"&Ia$sN]nj=<9G`nrBT9k

?aN/i$"sHNWa,5'^?Oq]5l^9#

Policy Director vD5<S9N=.WG

Policy DirectorvD5<S9r=.9k 3 DNp\=.WGO!NH*jG9#

v 1 ! (^9?<) vD]j7<&G<?Y<9

v I}5<P<

v vDhj>Ap`

^9?<vD]j7<&G<?Y<9

1 !vD]j7<&G<?Y<9KO";-e"&Ia$sbN9YFNj=<9K

X9k;-ejF#<&]j7<ps,~CF$^9#3NG<?Y<9KO";

-e"&Ia$sN2CTKX"9k",WJ/jGs7ckpsb9YF~CF

$^9#

3NG<?Y<9XN~OdbFNQ9O"Policy DirectorI}3s=<krHQ7

FT$^9#

I}5<P<

I}5<P< (ivmgrd) O!N?9/rBT7^9#

v 1 !vD]j7<&G<?Y<9r]i9k#

v ;-e"&Ia$s4NK3N]j7<psr#L9k#

v 1 !vD]j7<&G<?Y<9KQ9,Tol?lgK,:G<?Y<9&lW

j+r979k#

I}5<P<O";-e"&Ia$sGT/7F$k>N Policy DirectorHs Policy

Director 5<P<KX9kLVpsN]ibT$^9#

m: IN;-e"&Ia$sGbI}5<P<N$s9?s9O 1 D@1GJ1lP

Jj^;s#
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vD>Ap`

vD>A!=O"]nj=<9K"/;99k/i$"sHN=Or";-ejF

#<&]j7<KpE$Fhj9kvDhjWm;9N3HG9#3N>A!=

O"j=<9&^M<8c<KP7F+prT$"j=<9&^M<8c<O=l

K7?,CFP~7^9#

!N^O"Policy DirectorvD5<S9NgJ=.WGr(7F$^9#

Policy Director vD5<S9N$s?<U'<9

Policy DirectorvD5<S9KO"2 DN$s?<U'<9,"j"=3GPC,T

ol^9#

I}$s?<U'<9

;-ejF#<I}TO"MCHo</N;-ejF#<&]j7<rI}

7^9#;-ejF#<I}TO"Policy DirectorI}3s=<k^?O"

ivadmin f<F#jF#<rHQ7F"!N3HrT$^9#

v MCHo</&j=<9K]j7<,' (FsWl<H) r,Q9k#

v ;-e"&Ia$sN2CTN/jGs7ckrP?9k#

I}3s=<kO"3N;-ejF#<&]j7<&G<?r"I}5<P

<rHQ9k 1 !vD]j7<&G<?Y<9K,Q7^9#

3N$s?<U'<9KO"M<`9Z<9"]j7<&FsWl<H"/

jGs7ckKD$FN\7$ps,^^lF$^9#

vD API
Policy DirectorvD API O"j=<9&^M<8c<+iNvDhjNWa
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rvD>A!=KO7"3lru1?vD>A!=O+pra7^9# Policy

Director Programmer’s Guide and ReferenceKO"3N API N\Y,-\5

lF$^9#

91<iSjF#<HQU)<^s9N?aN#L

Policy DirectorNvD5<S9=.WGr#L7F"WaLN?$D-GNDQ-r

}93H,G-^9#

Policy DirectorO,:"]j7<,'H/jGs7ckpsr^` 1 !vD]j7

<&G<?Y<9r+0*K#L7^9#vD5<S9rFSP9"Wj1<7g

sKO"3NG<?Y<9psr2H9k?aN*W7gs, 2 D"j^9#

v 3N"Wj1<7gsO"vD>A!=H7<`l9K//h&K=.5lF$

klg"G<?Y<9Nm<+k&-cC7erHQ7^9#G<?Y<9N#

LO"m<+k&-cC7e&b<IGvD5<S9rHQ9kF"Wj1<7

gs4HKTol^9#

v 3N"Wj1<7gsO"jb<H Policy DirectorvD5<P<=.WGKhCF

-cC7eK~lilk&QlWj+rH$^9# G<?Y<9N#LO"Policy

DirectorvD5<P<NF$s9?s94HKTol^9# ?/N"Wj1<7g

sGO 1 DNvD5<P<XN"/;9,D=G9#

I}5<P<+i97,LN5lkH"4lWj+r979k-cC7e&Wm;

9,/05l^9#3N97NLNO" 1 !vD]j7<&G<?Y<9,Q95l

?lgKO,:Tol^9#
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QU)<^s9eNm-:

v "Wj1<7gs&5<P<O"97NLNrI}5<P<+i>\wil^

9#"Wj1<7gs&5<P<O"t,4HK 1 !vD]j7<&G<?Y<9

NP<8gsr!:7^9#!:GO""Wj1<7gs&5<P<,97LN

ru1hj;MF$J$+N'5l^9#

97LN,5<P<K~#G-J+C?lg"Policy DirectorOm0`\rn.7

^9#IAiNlgb"FnTa+K:`,"eG,:97,Tolkh&K7

^9#

v vD]j7<ps,-cC7eK~lilk3HG"79F`&QU)<^s9

,~e7^9# ?H(P"WebSEALO"vD!:rT&H-"=l+HN-cC

7e&P<8gsNG<?Y<9N]j7<&FsWl<Hr!:7^9#

WebSEALO"1 !G<?Y<9+i3Npsr~j9k?aKMCHo</K"

/;99k,WO"j^;s# 3NkL"vD!:N~z~V (QU)<^s9)

,./Jj^9#

v FSP7"Wj1<7gs&5<P<O"D9NvDkLr-cC7e7^;

s#

MCHo</&;-ejF#<&]j7<

Ia$sXNf<6<N2CH0k<WN2Cr)f9k}!KhCF";-e

"&Ia$sN;-ejF#<&]j7<,h^j^9#;-ejF#<&]j7

<O"]nr,WH9kj=<9K,'r,Q7^9# 3liN,',]j7<&F

sWl<H HFPlkbNG9#

Policy DirectorvD5<S9O"f<6<N1LH/jGs7ckr"Wa5l?j

=<9KdjvFil?]j7<&FsWl<HHM-go;k3HKhCF3N

]j7<rB\7^9# Policy DirectorO"kLH7FP5l?+prj=<9&^

M<8c<KO7"j=<9&^M<8c<,5NWaXN~zr0;5;^9#
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MCHo</&;-ejF#<&]j7<jA

Policy DirectorvD5<S9O";-e"&Ia$sN4j=<9H"Fj=<9K

djvFil?]j7<&FsWl<Hrj9H7?f{G<?Y<9rHQ7^

9#3N 1 !vD]j7<&G<?Y<9H;-ejF#<&l89Hj<O"MC

Ho</&;-ejF#<&]j7<NjArgu9k-<=.WGG9#;-e

jF#<&l89Hj<KO"f<6<&"+&sHH0k<W&"+&sH,~

CF$^9#

Ws9kH"MCHo</&;-ejF#<&]j7<N)fP]O"!Nh&K

Jj^9#

v ;-e"&Ia$sXN2C,'ail?f<6<H0k<W#;-ejF#

<&l89Hj<O"3Npsr^_"]i7^9#

v ;-e"&Ia$sN4*V8'/HN]nlYk#1 !vD]j7<&G<?Y

<9,3Npsr]i7^9#

]n*V8'/H&M<`9Z<9

]n*V8'/H&M<`9Z<9 O";-e"&Ia$sKj09kj=<9r,

XG(7?bNG9#,XM<`9Z<9K=lk*V8'/HO"B]NMCH

o</&j=<9r=7^9#

v 79F`&j=<9 -- B]N*}U!$k"MCHo</&5<S9"^?O"

Wj1<7gs#

v ]n*V8'/H -- Policy DirectorvD5<S9"I}3s=<k"*hS=N

>N Policy DirectorI}f<F#jF#<,HQ9kB]N79F`&j=<9N

@}=(#

]j7<&FsWl<HrM<`9Z<9bN*V8'/HKUC9kH"=Nj

=<9N]nrT&3H,G-^9# Policy DirectorvD5<S9O"3liNFs

Wl<HKpE$FvDNhjr<7^9#

Policy DirectorO"!NM<`9Z<9&+F4j<rHQ7^9#

Web *V8'/H
3N*V8'/HO"E* Web Z<8d0* URL JI"HTTP URL ,"

Il9XjG-kbNr=7^9#3NE* WebZ<8H0* URL O"G

<?Y<9Hqd"=N>N?$WN"Wj1<7gsKQ9G-^9#

MCHo</&*V8'/H

3N*V8'/HO""Wj1<7gsGHQ9k TCPMCHo</&"I

l9 (]<H) KP~U1k" TCPY<9N"Wj1<7gs (TELNET d

FTP JI) r=7^9#

I}*V8'/H

3N*V8'/HO"Policy DirectorI}3s=<krHCFBTG-kI}

h0r=7^9#3N*V8'/HO"f<6<rjA7";-ejF#

<&]j7<r_j9k?aK,WJ?9/r=7^9# Policy DirectorO"

I}h0NeTr5]<H7";-ejF#<&]j7<r_j9kI}T

N=Or"M<`9Z<9N5V;CHK)B9k3H,G-^9#

f<6<jAN*V8'/H

3N*V8'/HO"Policy DirectorvD5<S9rHQ9k"Wj1<7g
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s,]n9k?9/^?OMCHo</&j=<9r=7^9 (Policy Director

vD5<S9O Policy DirectorvD API rHQ)#

]j7<&FsWl<HNjAH,Q

;-ejF#<I}TO"]j7<&FsWl<HHFPlk,'rjA7"=l

iNFsWl<HrM<`9Z<9bNj=<9N*V8'/H=(K,Q9k3

HKhCF"79F`&j=<9r]n7^9#

Policy DirectorvD5<S9O"3liN*V8'/HK,Q5l?]j7<&Fs

Wl<HKpE$FvDNhjr<7^9# Policy Director,]n*V8'/HGW

a5l?`nrBT9k3Hr'akH"=Nj=<9KX9kU$riCF$k

"Wj1<7gs,3N`nrBT7^9#

1 DN]j7<&FsWl<H,"?tN*V8'/HN]nQia<?<rX(G

-^9#3N,'KQ9,"C?lg"=NFsWl<H,UC5lF$k9YF

N*V8'/HKFA7^9#

@(*KQ55lk]j7<

]j7<O@(*K,Q^?OQ5G-^9#Policy DirectorN]n*V8'/HO"

;-ejF#<&]j7<0-NQ5r5]<H7F$^9#3N3HO"M<`

9Z<9rI}9k;-ejF#<I}TKHCFEWJM8v`KJj^9#I

}TO",'rQ97J1lPJiJ$,XbNljK@1"@(*K]j7<&

FsWl<Hr,Q9k@1G9_^9#
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]j7<&FsWl<H&?$WNcH7F"!NbN,s2il^9#

v O<I&3<G#s0,'

v 0tvD!=

v Cl;-e"&iYk

v "/;9)fj9H

"/;9)fj9H

"/;9)fj9H (ACL) O"]j7<&FsWl<HN 1 cG9# Policy Director

O ACL r=N 1 !]j7<&FsWl<HH7FHQ7^9#

ACL O"=Nj=<9GCjN`nrT&?aK,WJrorXj9k)f (vD)

N8gG9# ACL jAO";-e"&Ia$sQK_j5l?;-ejF#<&]

j7<NEWJ=.WGG9# ACL O">N9YFN]j7<&FsWl<HH1

MK"H%N;-ejF#<&]j7<r"]n*V8'/H&M<`9Z<9G

=5lF$kj=<9K9?sW9k?aKHQ7^9#

qN*K"ACL ,)f9kP]O!NH*jG9#

v j=<9GBT5lk`n#

v =liN`nrBTG-kM9#

f<6<XjH0k<WXjr^` 1 D^?O#tN`\K"=liNCjNvD^

?O"xrC(?bNG ACL ,=.5l^9#

]j7<I}

Policy DirectorI}3s=<kO"JavarpK7?0iU#C/&"Wj1<7gs

G"j" Policy Director;-e"&Ia$sN;-ejF#<&]j7<rI}9k

?aKHQ5l^9#*W7gsN ivadmin 3^sITf<F#jF#<O"I}

3s=<kH18I}!=rs!7^9#

I}3s=<k+i"^?O ivadmin f<F#jF#<rHCF";-ejF#<&
5<P<&l89Hj<"1 !vD]j7<&G<?Y<9"*hS4 Policy Director
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5<P<rI}G-^9# ^?"f<6<H0k<WrIC^?Oo|7?j"]j

7<&FsWl<H^?O ACL rMCHo</&*V8'/HK,QG-^9#

9FCWP$9FCWNvDWm;9

!N^O"vDWm;9N4N|r(7?bNG9#

1. Policy DirectorO"j=<9KX9k'ZQ_/i$"sHWar"j=<9&^

M<8c<&5<P<Kw.7^9#]j7<&(sU)<5<&Wm;9,"

=NWareTu.7^9#
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j=<9&^M<8c<O"WebSEAL (HTTP*hS HTTPS"/;9Nlg)"

NetSEAL (TCP/IPMCHo</&"/;9Nlg)"^?Oh0TN"Wj1<7

gsN$:lGb+^$^;s#

2. ]j7<&(sU)<5<&Wm;9O Policy DirectorvD API (XPolicy Director

vD APIYr2H) rHQ7F"vDNhjrT&?aK Policy DirectorvD5

<S9rFSP7^9#

3. vD5<S9O"Policy Director]n*V8'/H&M<`9Z<9N*V8'/

HH7F=5lF$kj=<9GvD!:rBT7^9#=N*V8'/HK,

Q5lF$k]j7<&FsWl<HO"/i$"sHN/jGs7ckKHi

7go;F!:r7^9#

4. Waru1~lk+q]9k+NhjKX7"j=<9&^M<8c<XN+p

(]j7<&(sU)<5<rHQ) ,a5l^9#

5. vD!:GWa,5'5lkH"j=<9&^M<8c<O=NWar:vNj

=<94vN"Wj1<7gsKO7^9#

6. /i$"sHO"Wa5l?`nNkLru1hj^9#

Policy Director vD API
Policy DirectorvD"Wj1<7gs&Wm0i`&$s?<U'<9 (API) rHQ

7F"Policy Director"Wj1<7gsHh0T"Wj1<7gsO"Policy Director

vD5<S9rHq7F"vDNhjr<93H,G-^9#

Policy DirectorvD API O"j=<9&^M<8c< (vD!:rWa9k) HvD

5<S9=NbNNVN$s?<U'<9G9# Policy DirectorvD API KhCF"

]j7<B\"Wj1<7gs,vDNhjrRMk3H,G-^9," Policy

DirectorvD API O"=N"Wj1<7gs,B]NvDhjWm;9NQ(5KQ

o5lJ$h&K7^9#

Policy DirectorvD API O"vDWaHhjN3<G#s0QK8`NWm0i_s

0&bGkrQU7F$^9# Policy DirectorvD API GO"INl,7<&"W

j1<7gs"^?O77/+/5l?"Wj1<7gs+iGb8fI}vD5

<S9K8`=5l?FSP7r+1k3H,G-^9#

Policy DirectorvD API O"!N 2 DNb<INIAi+GHQG-^9#

jb<H&-cC7e&b<I

3Nb<INlg"Policy DirectorO"jb<H Policy DirectorvD5<P

< (ivacld) rFSP7F""Wj1<7gsKeoCFvDhjr<9h&

K API ri|=7^9# Policy DirectorvD5<P<O"vD]j7<&

G<?Y<9NlWj+N"=l+HN-cC7er]i7^9# 3Nb<

IO""Wj1<7gs&/i$"sH+iNvDWarh}9klgKH

Q7^9#

50Z<8NXjb<H&-cC7e&b<IYr2H7F/@5$#

m<+k&-cC7e&b<I

3Nb<INlg"Policy DirectorO""Wj1<7gsNvDG<?Y<9

Nm<+k&lWj+r@&sm<I7"]i9kh&K API ri|=7^

9#m<+k&-cC7e&b<IGO""Wj1<7gs,"9YFNv

Dhjrm<+kKT&?a"QU)<^s9H.j-,~e7^9#
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7+7"G<?Y<9#LN*<P<XCIH"3Nb<IrHQ9klg

N;-ejF#<eNU#rM89kH"3Nb<IO"Hi9FCI&"

Wj1<7gs&5<P<,HQ9kN,G,H$&3HKJj^9#Hi

9FCI&"Wj1<7gs&5<P<KO WebSEALH NetSEAL,"j

^9#

51Z<8NXm<+k&-cC7e&b<IYr2H7F/@5$#

Policy DirectorvD API N 1 !MHx@O"f<6<,"vD5<S9&a+K:

`NQ(5KQo5lJ$h&K9k=N!=K"j^9# Policy DirectorO"I

}"]I"-cC7e"#L"/jGs7ck&U)<^CH"*hS'Z}0N

djr"Policy DirectorvD API NXeK#7^9#

Policy DirectorvD API O"=NpCHJk$sUi9Hi/Ac<"/jGs7c

k&U)<^CH"*hS>Aa+K:`+iH)7F!=7^9# Policy Director

vD API O"vD!:rWa7F"=N~zH7F1cK “yes” + “no” ru1h

k3HrD=K7^9# vD!:a+K:`N\YOf<6<+iO+(^;s#

Policy DirectorvD API O"!NWiCHU)<`KP9k5]<Hrs!7^9#

v Microsoft Windows NT"Windows 98"*hS Windows 95

v IBM AIX P<8gs 4.3

v Sun SolarisP<8gs 2.6

vD API Nc
WebSEALH NetSEALvD5<S9O"URL H]<HG=l>lK"/;9)fr

T$^9#h0T"Wj1<7gsO Policy DirectorvD API rHCF"KaFB

j5l?ClWm;9G"/;9)frT$^9#

c 1: ?9/&\?srvD!:NkLK~8F"/F#V^?Os"/F#VH7
F0*K=(9k"0iU#+k&f<6<&$s?<U'<9 (GUI) r_WG-^

9#

c 2: !N^O" Policy DirectorvD API Nb& 1 DNHQ!r(7F$^9#

3N^O"Web"Wj1<7gsKhk CGI His6/7gsNWar=7F$^

9#

^ A K(9G<LNvDGO"URL KD$FV*<k&*"&JC7s0

(all-or-nothing)W"9JoABTD=+"TD=+H$&"/;9)f,Tol^

9# 3NF$lYkNvDGO"/i$"sH, CGI Wm0i`,BTG-k+I

&+@1,hj5l^9# CGI "Wj1<7gsXN"/;9r'akH"CGI "

Wj1<7gs,`n9kj=<9KP7F=lJeN)fOG-^;s#

^ B Nlg""/;9)fO CGI Wm0i`,`n9kj=<9N8gG9# Web

"Wj1<7gsO"3N Policy DirectorvD API rHQ9kh&K=.5lF$

^9# 33G" CGI Wm0i`O Policy DirectorvD5<S9rFSP7F"=

l,`n9kj=<9KD$FNvDhjr<93H,G-^9# vDNhjOWa

&/i$"sHN1LKpE$FT&3H,G-^9#
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jb<H&-cC7e&b<I

jb<H&-cC7e&b<IGO""Wj1<7gsO" Policy DirectorvD API

,s!9kXtFSP7rHCF"jb<HN Policy DirectorvD5<P< (ivacld)

HL.7^9# Policy DirectorvD5<P<O"vDhj>Ap`H7F!=7"=

l+HNvD]j7<&G<?Y<9&lWj+r]i7F$^9#

Policy DirectorvD5<P<O"hjrT$" API rHCF"Wj1<7gsK+p

ra7^9#vD5<P<O"vDhjWaN\Yr^`F:l3<Irq-~`

3HbG-^9#

;-e"&Ia$sbNI3+G" Policy DirectorvD5<P<,BT5lF$J1

lPJj^;s# Policy DirectorvD5<P<O"Wj1<7gsH18^7seK

b"LN^7seKbosG-^9# ^?";-e"&Ia$sbN#tN^7sK

Policy DirectorvD5<P<r$s9H<k7F"DQ-rbak3HbG-^9#

Policy DirectorvD API O"CjN Policy DirectorvD5<P<,:T9kH"=

lK<CF)a*K:T7^9#
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m<+k&-cC7e&b<I

m<+k&-cC7e&b<I GO"API O"vD]j7<&G<?Y<9NlWj

+r"Wj1<7gsNm<+k&U!$k&79F`K@&sm<I7F]i7

^9#3Nb<IN API O"9YFNvDhjrabj<bGT&?a"QU)<^

s9H.j-,}7^9#

m<+k&lWj+O"=N"Wj1<7gsNFSP7GO"}3-r]A^

9# API OlWj+&b<IGO07^9#O0~KO"1 !vD]j7<&G<?

Y<9K97,"C?+I&+r!:7^9#3N97HO"m<+k&lWj+

,n.5l?eKTol?D=-N"kbNG9#
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0tvD!=

ltNu7K*$FO"Policy DirectorvDN8`;CH,"H%N;-ejF#<&

]j7<,,WH9kvD,'r9YF=;J$lg,"j^9# Policy Director

O"*W7gsN0tvD!=rQU7F"ICNvDWoKP~G-kh&K7

F$^9#

0tvD5<S9GO"LDN0tvD5<P<&Wm0i`KhCFX(5l

k"ICNvD)fHror_1k3H,G-^9#

vD5<S9NH%

Policy DirectorvD5<S9O0tvD!=r+0*Kn.7^9# 0tvD5<S

9r=.9kH"Policy DirectorvD5<S9O"77$)fHror=N>AWm

;9K1cKH_~_^9#

Policy DirectorvD5<S9rHQ9k"Wj1<7gsKO"WebSEAL"NetSEAL"

=7F Policy DirectorvD API rHQ9k"Wj1<7gsJI,"j^9# 3l

iN"Wj1<7gsO"=.5l?0tvD5<S9NIC (?@77<`l9N)

!=rxQG-^9#0tvD5<S9NHQKhk;-ejF#<&]j7<X

NICO"=liN"Wj1<7gsKb1MKTol"=liN"Wj1<7g

srQ99k,WO"j^;s#

0tvD5<S9&"<-F/Ac<KhCF"H%N{8N;-ejF#<&5

<S9r04}gG-^9#0tvD5<S9O";-ejF#<&a+K:`X

NqRNi|jqr=N^^D7^9#3N0tvD5<S9GO"l,7<&5

<P<r Policy DirectorvDhjWm;9KH_~`3H,G-^9#
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0tvD5<S9N_jKO"!N 2 DNlL*J9FCWrBT9k,W,"j^

9#

1. vDhj~K2H5lk5<P<&Wm0i`rq-~_^9#

2. 0tvD5<S9r Policy DirectorKP?7^9#

3N5<S9rP?7?i"3N5<S9r=977$vD, Policy DirectorI}3

s=<kK=(5l^9#3lG"3NvDr$UN ACL `\GHQG-kh&K

Jj^9#

vD!:NVK3NvD,!P5lkH"0tvD5<S9,"ICNvDhj,

"k+I&+KD$F2H5l^9#

0tvD5<S9N;CH"CWKD$FN\YO Policy Director Programmer’s Guide

and ReferenceK-\5lF$^9#

j=<9WaKX9kro

0tvD5<S9rHQ7F""/;9nTN5o0;H:TKD$FCjNro

r_1k3HbG-^9#

cKO"!Nh&Jro,^^lF$^9#

v 0tF:a+K:`,"5oK0;7?"^?O:T7?"/;9nTr-?9

kh&K9k3H#

v "/;9nTr"/F#VKbK?<7"uzT=J0n,!P5l?lgK"

i<H^?O"i<`,P5lkh&K9k3H#

v Aa*hS^$/mY'$His6/7gs#

vD>AWm;9

0tvD5<S9rH_~`vDhjO"!N}!GTol^9#

1. ACL !:rTCF"vD;CH,Wa&f<6<K'ail?+I&+=L7^

9#

2. 'ZQ_ RPCrHQ9kvDWar"vD, ACL K=(5lF$kF0tvD

5<S9Kw.7^9#

3N0tvD!:O"=Nf<6<K,WJvD,'ailF$k+I&+KX

8J/Tol^9#

3. vDhjNkLr9YFgW7^9#

q]O"Policy Director ACL!:^?O$:l+N0tvD!:+iTol^9#

q]5l?lg"Policy DirectorvD5<S9OvDWarq]7^9#

c :

!N^O"WebSEAL5<P<H0tvD5<S9,X89kvDNhjr(7F$

^9#
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3NcG"0tvD5<S9N\*O"*V8'/HXN"/;9K~V*J)B

rC(k3HG9#I}3s=<kNvDr=9?aKdjvFil?8zO k G

9#

1. Policy Director WebSEAL5<P<O"!)N;Q8qXN"/;9KX7F/i

$"sH+iWaru1hCF$^9#=N/i$"sHO";Q0k<WNa

sP<G9#

2. WebSEAL5<P<O"GiKvD]j7<&G<?Y<9r!:7F"=N8q

*V8'/HKdjvFil?vDr=L7^9#

group engineering rk

ACL `\K0tvD5<S9NvD,^^lF$J$lg"G**JvDhj

O"3Nps@1KpE$FTol^9#

e-NcG"ACL `\KO8`NI_hjvD,^^lF$^9#3N`\K

O"vD>Ard-9k?aK0tvD5<P<r2H9kICN (k) vDb^^

lF$^9#

3. Policy DirectorO"0tvD5<P<XN'ZQ_ RPCrHCF"Warw.7

^9#'ail?vD;CHO"2 N9FCWGo+j^9#Policy DirectorO3

NWaHHbK3NvD;CHrw.7F"0tvD5<P<,3NpsKpE

$F=NhjrT(kh&K7^9#

3NcG"0tvD5<P<N_WGO"3N8qK"/;99k=OK~V*

J-&r_j9k3H,G-^9#3N8qXN"/;9O"Wa,nK|+i

bK|Na0 8 ~+iae 6 ~NVKTol?lgK@1D=G9#

4. 3NcN/i$"sHO"PK|Na0 10 ~KWar7F$^9#5<P<O"

WebSEAL5<P<K5oBT~zra7^9#

e-NvDhjr9YFM8K~lF"8q*V8'/HXN"/;9r'ak

?aNG*+p,Tol^9#

5. WebSEAL5<P<O"8qj=<9r!w7^9#

6. WebSEAL5<P<KhCF"/i$"sH,8qr=(G-^9#
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0tvD5<S9rBT9k?aN\YKD$FO"Policy Director Programmer’s

Guide and Referencer2H7F/@5$#

$sWjasF<7gso,

Policy DirectorrHQ9kH"0tvD5<S9r!Nh&K$/D+N}!GBT

G-^9#

v 5^6^JvD>ArzT9k?aK";-e"&Ia$sK0tvD5<S9

r$/DGbICG-^9# ACL NfND9NvDO=l>l 1 DN5<S9r

=7^9#

v #tN0tvD5<P<r"?5;k3HG"1 DNvDQK#tN0t5<P<

rFSP93H,G-^9#D9N0tvD5<P<O""?bN!N5<P<

K'Z5l?1LrO7"@&s9Hj<`N5<P<+ikLr}87^9#

v ;-e"&Ia$s4NK0tvD5<S9r#LG-^9#

3liN$sWjasF<7gsO 1 D 1 D,H)7F$F"INh&KH_go

;FbHQG-^9#

H%-H@p-

Policy DirectorvD API H0tvD5<S9rH_go;kH";-ejF#<&]

j7<rBT9k?aNb$H%-H@p-rw(?=je<7gs,B=5l^

9#

!N^O"h0T"Wj1<7gsQN Policy DirectorvD API H0tvD5<S

9N=l>lN!=r;Q7FD=KJk"H%D="<-F/Ac<r(7F$

^9#
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h4O I}3s=<kNRp

Policy DirectorI}3s=<kO"9YFN Policy Director=.WGrB4KI}9

k?aK",6MCHo</GHQ9k JavaY<9N0iU#+k&"Wj1<7

gsG9#I}3s=<k+iO";-ejF#<&5<P<&l89Hj<"1 !

vD]j7<&G<?Y<9"*hS4 Policy Director5<P<,I}G-^9#I

}3s=<kGO"f<6<^?O0k<WNICdo|"=7F ACL N,QbG

-^9#

3NOO"!NFaK,+lF$^9#

v vZ<8NXI}3s=<kN5WY

v XI}3s=<k!=Y

v 62Z<8NXm0$sI}?9/Y

v 63Z<8NXf<6<I}?9/Y

v 63Z<8NX0k<WI}?9/Y

v 64Z<8NXGSOj=<9I}?9/Y

v 64Z<8NXGSOj=<9&0k<WI}?9/Y

v 65Z<8NXACL I}?9/Y

v 65Z<8NX*V8'/H&9Z<9I}?9/Y

v 66Z<8NXWm-7<&f<6<I}?9/Y

v 67Z<8NXI}3s=<kNWmQF#<*hS)fY

I}3s=<kN5W

Policy DirectorI}3s=<kO"JavarpK7?0iU#C/&"Wj1<7gs

G"j" Policy Director;-e"&Ia$sN;-ejF#<&]j7<rI}9k

?aKHQ5l^9#*W7gsN ivadmin 3^sITf<F#jF#<O"I}

3s=<kH18I}!=rs!7^9#

I}3s=<k+i"^?O ivadmin f<F#jF#<rHQ7F"J<NnHr

BT9k3H,G-^9#

v l89Hj<&G<?Y<9 ("+&sH) rQ99k#

v 1 !vD]j7< (ACL) G<?Y<9rQ99k#

v f<6<rIC*hSo|9k#

v 0k<WrIC*hSo|9k#

v ]j7<&FsWl<H^?O ACL r*V8'/HK,Q9k#

v 0m<Pk&5$s*s (GSO) j=<9"j=<9&0k<W"*hSj=<9

N/jGs7ckrIC"o|"^?OQ99k#

v Wm-7<&f<6<rIC"o|"^?OQ99k (*W7gs)#

I}3s=<k!=

I}3s=<kO"?9/rBT9k?aND<krs!7"I}3s=<k&&

#sI&NfN:vNhKpsr=(7^9#p\ND<kH=(NhO!NH*

jG9#

v ?9/&?V
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v I}?9/&QMk (etH<tNQMk)

v "/7gs&\?s

v D<kP<

v G(D (GU)kHN<tQMk)

v u7P<

v ?$Hk&P<

I}?9/&QMkND<k

I}?9/&QMkKO!ND<k,s!5l^9#

v ?9/&?V

v I}?9/&QMk (etH<tNQMk)

v "/7gs&\?s

?9/&?V

I}3s=<kKO"I}`nrBT9k?aK!Na$s?9/&?V ,"j^

9#

v m0$s

v f<6<

v 0k<W

v GSOj=<9

v GSOj=<9&0k<W

v ACL

v *V8'/H&9Z<9

v Wm-7<&f<6< (*W7gs)
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I}?9/&QMk

D9N?9/&?VOI}?9/&QMkr=(7"=3KO"I}3s=<kN

etQMkK=(5lkpsSe<N8g,^^lF$^9#

I}?9/O!NH*jG9#

m0$s m0$sO"I}3s=<kXNm0$sHm0"

&HN~j}@G9#

f<6< ;-e"&Ia$sXNf<6<N2CTrn.

7"]iG-^9#

0k<W ;-e"&Ia$sbN0k<Wrn.7"]iG

-^9#

GSO j=<9 GSOj=<9psrn.7"]iG-^9#

GSO j=<9&0k<W GSOj=<9&0k<Wpsrn.7"]iG-^

9#

ACL ]j7<&FsWl<H^?O ACL rn.7"]i

G-^9#

*V8'/H&9Z<9 M<`9Z<9N*V8'/HK]j7<&FsW

l<HrUC7?j"*V8'/H+i]j7<&

FsWl<Hr|n7?jG-^9#

Wm-7<&f<6< Wm-7<&f<6<psrn.7"]iG-^

9#

"/7gs&\?s

=l>lN"/7gs&\?s&;CHO?9/&?Vr 1 D:D<CF$^9#3

liN"/7gs&\?sO"I}`nrBT9k?aKHQ7^9#3liN\

?sO"QMkN8&K=(5l^9#"/7gs&\?sKhCF:vNG<?

Y<9,Q95l"975l^9#

QMk&Se<&?$W

psrI}?9/&QMkK=(9klg"!N 3 DNSe<N 1 DK=(G-^

9#FSe<&?$WKO=l>lNC-,"j^9#

\YSe<

\YSe<KOG<?~OQN0*U#<kI,^^l^9#

j9H&Se<

j9H&Se<O":vNsN?$Hk&P<r/jC/7F":gKb_

gKb,`G-^9#ltNj9HKOHq!=,"j^9#

Dj<&Se<

Dj<&Se<OHg7?jL.7?jG-^9#

$:l+NSe<G`\r*r7""/F#VK9kH"D//4=(5l

^9#

`\O*r5lF$Fb"=_"/F#VGJ$lgO0l<KJCF$^

9#
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D<kP<

D<kP<O"I}3s=<k&&#sI&NGetK=(5l"=3KOCjN

I}3s=<k!=rh0=9k\?s,"j^9#

?9/N<}\0\?sO"etQMkK"k=TI}?9/r

<tQMkKLVQ97^9#

?9/Ne}\0\?sO"<tQMkK"k=TI}?9/r

etQMkKLVQ97^9#

Ts&Se<&\?sO"etQMkN=T"/F#Vpsrh

jP7"3NpsN3T<r<tQMkK~l^9# etQMkN

=T"/F#VpsKO"0k<W^?Of<6<Nj9HJI

H$C?ps,^^l^9# 3NQMkKO77$?Vb=(5l

^9# 3NQMkNpsO"E*3T<@1G0*GO"j^;s

," =NlgGb"*V8'/H&9Z<9&Dj<d0k<W&

j9HJINDj<&Se<OHg7?j"L.G-^9#

Cn\?sO"I}3s=<k+i=_*r5lF$kSe<r

Cn7^9# 3N"/7gsGOSe<@1,Cn5l^9#B]

NG<?Y<9psO=N^^Q95l^;s#

d_\?sO"=_JTfN"/7gsrd_7F"I}3s=

<kN)frI}TKa7^9# 3N\?sOvBe=T"/7g

sNkLr5k7"I}3s=<kO`n,:T7?lgH1M

K0n7^9#

G(D

G(DO"I}3s=<kNGU)kHN<tQMkG9#G(DO"I};C7

gsfK#tsHQ9k3H,=[5lk*V8'/HNl~-1ljH7FHQ

7^9#33G@&*V8'/HHO"U!$k"ACL"f<6<H0k<WNj

9H"*hS0-G9#:vN*V8'/H&"$3srG(DKIiC0&"s

I&ImCW7F",WK~8F=lirI}?9/GHQ7^9#

G(DN8`"$3sO"4_""$3sHTs&Se<&"$3sG9#
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4_""$3s

G(DK]I5lF$k"$3sO"4_""$3s

KIiC07F|nG-^9#

Ts&Se<&QMk

>NI}?9/&QMk+iCjN*V8'/HHp

sr*r (/4=() 7F"=lirG(DNTs&Se

<&"$3sKImCWG-^9#

3N"/7gsKhCF"77$<tQMk,n.5l"=3K*r5l?psN

3T<,=(5l^9#77$?Vb=(5l^9#

3NQMkNpsO"E*3T<@1G0*GO"j^;s,"=NlgGb"*

V8'/H&9Z<9&Dj<d0k<W&j9HJINDj<&Se<OHg7

?j"L.G-^9#

"/F#Vps,0k<WNj9HNlg"*r (/4=() 5l?0k<W@1,T

s&Se<&QMkK~lil^9#

Ts&Se<&QMkr/m<:9kKO"&#sI&N&eyNV\C/9&/

m<:W\?sr/jC/7^9#

m: psr*r7FD<kP<NTs&Se<&\?sr/jC/7Fb"18"
/7gs,Tol^9#
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u7P<

I}3s=<kN<tK"ku7P<KO"u7aC;<8H(i<&aC;<8

,=(5l^9#

v lL*Ju7psOuG=(5l^9#

v YpaC;<8ODG=(5l^9#

v (i<&aC;<8OVG=(5l^9#

u7=("$3sO"aC;<8hN8&K=(5l^9#

5ou7"$3s

Ypu7"$3s

(i<u7"$3s

u7$sG#1<?<&"$3sr@Vk/jC/9kH"u7P<KOJ<,=

(5l^9#

v I}3s=<kNP<8gs

v I}3s=<kNh0KhCFFAru1k;-e"&Ia$s

v JavaNP<8gs

?$Hk&P<

I}3s=<kN?$Hk&P<KO"!N 2 o`NEWps,=(5l^9#

v =_I}3s=<kNh0KhCFFAru1F$k;-e"&Ia$s#

v f<6<Nm0$su7 (UPDATE ^?O READ-ONLY)#

1 !;-ejF#<&5<P<&l89Hj<,HQD=GJ$lg"I}3s=<

k+i"+&sH&G<?XNQ9,G-J/Jj^9#^lK3Nh&Ju7,

/3C?lg"I}3s=<kO=Nl89Hj<NlWj++i=T"+&sH

psr~j7^9#3Nl89Hj<KFA9kpsrQ97h&H9kH"(i

<&aC;<8,=(5l^9#

m0$sI}?9/

m0$s&?9/&QMkO"'Z5l?f<6<NI}3s=<kXN~j}@

G9#3N$YsH,5oKTolkH"Uk;CHNI}?9/&?V,=(5

l^9#

f<6<,m0"&H9kH"9YFN3sF-9HO:ol"?9/&?VO|

n5l^9#

?9/&?V

?9/&?V: m0$s
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I}?9/

m0$sI}?9/&QMkKO"f<6<> HQ9o<IN`\NU#<kI,^

^lF$^9#;-e"&Ia$s&U#<kIKO"vi"NetSEATQK=.5l

?GU)kHN;-e"&Ia$s,=(5l^9#

m0$s&aKe<G"I}3s=<k&?9/rBT9kLN;-e"&Ia$

sr*rG-^9#

"/7gs&\?s

m0$s N"/7gs&\?sO"!NbNG9#

v m0$s

v m0"&H

f<6<I}?9/

f<6<I}?9/&QMkGO";-e"&Ia$sNf<6<N2CTrn.

7"]iG-^9#j9H&Se<^?ODj<&Se<+if<6<r*r9k

H"\YSe<NU#<kIK=TG<?,-~5l^9#

?9/&?V

?9/&?V: f<6<

I}?9/

f<6<I}?9/&QMkKO"f<6<&j9H&Se<"f<6<\YSe

<"*hS0k<W&j9H&Se<,^^l^9#

0k<W&Se<KO"GSOj=<9*hS GSOj=<9&0k<WNICN?V

,^^l^9#

"/7gs&\?s

f<6<N"/7gs&\?sO"!NbNG9#

v 7,

v ~j

v ]I

v o|

0k<WI}?9/

0k<WI}?9/&QMkGO";-e"&Ia$sN0k<Wrn.7"]i

G-^9#j9H&Se<^?ODj<&Se<+i0k<Wr*r9kH"\Y

Se<NU#<kIK=TG<?,-~5l^9#

?9/&?V

?9/&?V: 0k<W
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I}?9/

0k<WI}?9/&QMkKO"0k<W&j9H&Se<"0k<W\YSe

<"*hSf<6< ID j9H&Se<,^^l^9#

"/7gs&\?s

0k<WN"/7gs&\?sO!NbNG9#

v 7,

v ~j

v ]I

v o|

GSO j=<9I}?9/
GSOj=<9I}?9/&QMkGO";-e"&Ia$sbN GSOj=<9rn

.7"]i9k3H,G-^9# GSOj=<9OoK"Webj=<9G9#j9H

^?ODj<&Se<+i GSOj=<9r*r9kH"\YSe<NU#<kIK

=TG<?,-~5l^9#

?9/&?V

?9/&?V: GSO j=<9

I}?9/

GSOj=<9I}?9/&QMkKO"j=<9&j9H&Se<Hj=<9\YS

e<,^^l^9#

"/7gs&\?s

GSO j=<9 N"/7gs&\?sO!NbNG9#

v 7,

v ~j

v ]I

v o|

GSO j=<9&0k<WI}?9/
GSOj=<9&0k<WI}?9/&QMkGO";-e"&Ia$sbN GSOj

=<9&0k<Wrn.7"]i9k3H,G-^9#j=<9&0k<W O"Web

5<P<Nj=<9r2H7"33GO0k<WbN9YFN5<P<,"18f

<6< ID (userid) HQ9o<IN;CHr}A^9#j9H^?ODj<&Se<

+i GSOj=<9r*r9kH"\YSe<NU#<kIK=TG<?,-~5l

^9#

j=<9&0k<WN9YFNj=<9KP7F"1lNj=<9&/jGs7c

krn.9k3H,G-^9#Policy DirectorO"j=<9&0k<WbN=l>l

Nj=<94HNj=<9&/jGs7ckrHQ9kNGOJ/"j=<9&0

k<WKP7F"1lNj=<9&/jGs7ckrHQ7^9#
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?9/&?V

?9/&?V: GSO j=<9&0k<W

I}?9/

GSOj=<9&0k<WI}?9/&QMkKO"j=<9&0k<W&j9H&S

e<"j=<9&0k<W\YSe<"*hS GSOj=<9&j9H&Se<,^

^l^9#

"/7gs&\?s

GSO j=<9&0k<WN"/7gs&\?sO!NbNG9#

v 7,

v ~j

v ]I

v o|

ACL I}?9/
ACL I}?9/&QMkGO"ACL ]j7<&FsWl<Hrn.7"]iG-^

9# ACL j9H&Se<+i ACL r*r9kH"ACL jASe<NU#<kI

K=TG<?,-~5l^9#

?9/&?V

?9/&?V: ACL

I}?9/

ACL I}?9/&QMkKO"ACL j9H&Se<" ACL jA\YSe<"*h

SvDDj<&Se<r<& ACL `\\YSe<,^^l^9#

"/7gs&\?s

ACL N"/7gs&\?sO!NbNG9#

v 7, ACL

v 7,`\

v ]I

v o|

v ~j

v j9H

v HQ5lF$klj

*V8'/H&9Z<9I}?9/

*V8'/H&9Z<9I}?9/&QMkGO"M<`9Z<9bN*V8'/

HK ACL rUC7?j"*V8'/H+i ACL r|n7?jG-^9#
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*V8'/H&9Z<9&Dj<&Se<N*V8'/Hr*r9kH"Q55l

? ACL ,gVKQ5 ACL Dj<&Se<K=(5l^9#3Nj9HO"Q5,

Tol??aK*r5l?*V8'/HNvDKFAr?(k9YFN*V8'/

Hr"@(*K_j5l? ACL HloK=(7^9#

?9/&?V

?9/&?V: *V8'/H&9Z<9

I}?9/

*V8'/H&9Z<9I}?9/&QMkKO"=NQMkN5V?V+i*r

5l? 3 DN[JkpsSe<,=(5l^9#

v Q5 ACL Se< (GU)kH)

3NSe<OGU)kHNSe<G9# 33KO"*r5l?*V8'/HKFA

r?(k ACL N"?,=(5l^9#*V8'/H&9Z<9&Dj<&Se<

G*r5l?*V8'/HK(~KFAr?(k ACL ,"oK 1 DNpuGX7

(5lF$^9#

v ACL NT8Se<

3NSe<O"ACL 0-r>\Q9G-kh&K9k ACL I}QMkNt,r=

(7^9#

v Q5Dj<&Se<

3NSe<O"*r5l?*V8'/HK>\FAr?(F$k ACL Q5"?N

Dj<&Se<r=(7^9#

"/7gs&\?s

*V8'/H&9Z<9N"/7gs&\?sO!NbNG9#

v ACL NUC

v ACL N|n

v ACL N!P

v ACL N]I

v j9H

Wm-7<&f<6<I}?9/

Policy Directorr!MH%QNU!$"&)<k&79F`H;Q9kH"(s?<

Wi$:&$sHiMCHr5vD"/;9H/~+i04K]n9k3H,G-

^9#Wm-7<&f<6<I}?9/&QMkGO";-e"&Ia$sbNW

m-7<&f<6<rn.7"]i9k3H,G-^9#Dj<&Se<+iWm

-7<&f<6<r*r9kH"\YSe<NU#<kIK=TG<?,-~5l

^9#

?9/&?V

?9/&?V: Wm-7<&f<6<
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I}?9/

Wm-7<&f<6<I}?9/&QMkKO"Wm-7<&f<6<&j9H&

Se<*hS"Wm-7<&f<6<\YSe<,^^l^9#

Wm-7<&f<6<\YI}?9/&QMkKO"GU)kHNWm-7<&f

<6<psr=(9kU#<kI,"j^9#

"/7gs&\?s

Wm-7<&f<6<N"/7gs&\?sO!NbNG9#

v ]I

v o|

I}3s=<kNWmQF#<*hS)f

I}3s=<kGO"Microsoft Window NT^?O Windows 95J$7 98eN Policy

Director NetSEAT/i$"sH,";-e"L.AcMkrL8FI}?9/rBT

9k,W,"j^9# AIX *hS SolarisNlg"I}3s=<kO"I}?9/N

BTN?aK79F`N DCE /i$"sHrHQ7^9#

IiC0&"sI&ImCW

I}3s=<k`nN?/O"^&9rHCF*V8'/Hr 1 DNlj+iIiC

07"LNljK=lrImCW9k3HKhCFBTG-^9#?H(P"0k

<WKf<6<rIC9kKO"f<6<&j9H+if<6<&"$3srIi

C07"=lr0k<W&Dj<&Se<N0k<WKImCW9k@1GG-^

9#

+<=kNAO"IiC0,'ailF$k"$3sNeK"kH-OjNAKQ

oj^9#

IiC0&"sI&ImCWG-kNO!N*V8'/HG9#

v f<6<

v 0k<W

v ACL

v ACL `\

v M<`9Z<9N*V8'/H

v GSOj=<9*hS GSOj=<9&0k<W

v Wm-7<&f<6<

m: G<?Y<997r<&ImCWO9YF"N'"i<H&@$"m0&\C
/9r=(7^9#

G<?HqOIiC0&"sI&ImCW}0GBTG-^9#?H(P"ACL "$
3srG(D+i ACL jASe<KIiC09kH":vNU#<kIK=TG<

?,-~5l^9#

3N`nru1~lJ$ljK*V8'/H ("$3s) rImCW9kH"=N*V

8'/H ("$3s) O=N5N(Kaj^9#
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m: IiC0&"sI&ImCW`nO"I}3s=<krHQ7?lgN_-z
G9#

etQMkH<tQMkNh0NBT

I}3s=<kN97`nO"etQMkH<tQMkN>}GTol^9#3N

`nGO"*V8'/Hr<tQMk+iIiC07F"etQMkKImCW7

^9#IAiNQMkNQ9b"G<?Y<9K]I7F/@5$#

Policy DirectorO"*V8'/H&9Z<9&QMkH ACL QMkK=(5lk ACL

psroK1|=7^9#

j9HN#t`\N*r

j9H*hSF<VkN`\N*rO"!N8` Windows*r;!rHCFT&3

H,G-^9#

v "k`\r 1 s/jC/9kH=N`\,*r5l^9#

v Ctrl -<r!7?^^K9kH">N`\,1~K*r5l^9#

v Shift + /jC/NeKb& 1 s/jC/9kH"2 sN/jC/NVNF-9H&

VmC/,*r5l^9#

v j9HbN4`\O"Ctrl + a rHCF*rG-^9#

G<?~OU#<kINT8

G<?~OU#<kIrT89kH-O"!N3HrP(F*$F/@5$#

v F-9HT8U#<kIr*s"*UKZjX(kKO"Enter-<rHQ7^9#

v T8~KU#<kIXN>0NG<?~Or|59kH-O"Esc-<rHQ7^

9#

v WindowsN/i$"sH&^7sGO"8`N WindowsN-<9Hm</rHC

F"I}3s=<kKCjN3T<H+CH&"sI&Z<9H,BTG-^

9#

v G<?,Q95l?U#<kIr*;7?eO"Se<N8eyKV$$sG#

1<?<,=(5l^9#]8\?sr/jC/7F"G<?Y<9XNQ9r

9YF3_CH7^9#

v IiC0&"sI&ImCWrH&H"ltNG<?&U#<kIXN-~bG

-^9#

j9H+iNHq

j9H&Se<N?/KOHq!=,"j^9#Hq"$3sO"j9H&Se

<&&#sI&N8eyK=(5l^9#

JS2<H

U#<kIVrJS2<H9kKO"!Nh&K7^9#

v \YSe<GO"?V&-<, 1 DNG<?~OU#<kI+i!NG<?~OU

#<kIK+<=kr\07^9#

v +<=k,\YSe<NGeNU#<kIKhkH"?V&-<O=N+<=k

r!NSe<K\07^9#+<=kO8+i&K0-^9#
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v +<=k,j9H&Se<^?ODj<&Se<K"kH-"?V&-<O"+

<=kr!NSe<K\07^9#+<=kO8+i&K0-^9#

v Shift + ?V&-<O"+<=kr&+i8K!NSe<XH\07^9#

v Home-<O+<=krSe<NGetK\07^9#End-<O"+<=krS

e<NG<tK\07^9#

\YSe<GO"Home + End-<O"9YFNU#<kI,s"/F#VNlg"

Se<NGetHG<tK\07^9#"/F#VJU#<kI,"klg"Home +

End -<O"+<=kr"/F#V&U#<kINh,HvxK\07^9#

*V8'/H&"$3sNHQ

*V8'/H&"$3srHQ9kH-O"!N3HrP(F*$F/@5$#

v G-N"$3sO"M<`9Z<9bNF*V8'/H&?$Wr0iU#+k

K=7^9#

v D9N?9/&?VO"=NI}?9/KFA5lk*V8'/HN"$3sr

=(7^9#

v \YSe<O"=NSe<N8eyKT85lF$k*V8'/HN"$3sr

=(7^9#

v IiC0&"sI&ImCW`nGO"*r5l?*V8'/HN"$3s,=

(5l^9#

v *V8'/HO=N"$3srHCFIiC09k,W,"j^9#

v +<=kNAO"IiC0D=J"$3sNeK"kH-OjNAKQoj^

9#

9WjC?<&"$3srHQ7?Se<N5$:Q9

I}?9/KO9YF 1 D^?O#tNSe<,^^lF$^9#Se<N8&N-

&NlVeK"k9WjC?<&"$3srH&H"=liNSe<N5$:rQ

9G-^9#^?"+<=kr 2 DNs+P7NVG9WjC?<&"$3sK\0

9kH"j9H&Se<NsN5$:rQ9G-^9#

+<=kr9WjC?<r[(F\05;kH"+<=kNAOsEpuKQo

j"=NSe<,5$:Q9G-k3Hr(7^9#
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j9HN,`

sN?$Hk&P<r/jC/9kH"j9H&Se<Npsr:gKb"_gK

bZjX(k3H,G-^9#?$Hk&P<N&&N"$3sO=TN,`gx

r(7^9#

j9HG*r5l?`\O"j9HN,`eb*r5l?^^G9#

Dj<&Se<NHgHL.

Dj<&Se<O"U!$k*hSG#l/Hj<N Windows® ExplorerN=(Kw

F$^9# N<IrHg^?OL.9kKO""$3s (Wi9^?O^$J9,q

+l?\C/9) r+D1J1lPJj^;s#3N"$3sr@Vk/jC/9k

H"HgDj<&Se<HL.Dj<&Se<NZjX(,G-^9#-<\<I

Kjv9kNO"Ctrl + e G9#

N<IN<K*V8'/H^?ON<I,J$lg"Hg / L.$sG#1<?<r

/jC/9kHC(^9#

k<H&N<IrHg*hSL.9kH"Dj<4N,G7=(5l^9#

*V8'/H&9Z<9NN<I&7UHpuNHQ

*V8'/H&9Z<9&Se<N?$Hk&P<KO 2 DND$pu,"j^9#

3liN 2 DND$puKhCF"Dj<&Se<NU)<+9rDj<N,tK)

B9k3H,G-^9#

v 8pu -- 3NpuO"*r5l?N<I^?O*V8'/Hr9YF8=m(K

7UH7"=li,k<HLVK=(5lkh&K7^9#

v &pu -- 3NpuO"1 s/jC/9k?SKN<Ir 1 D:D"Dj<r5I

*jK7UH7^9# 8purHQ7?eO"&pu (1 s^?O#tsN/jC

/) rHQ7F"Dj<r=NLoN}~K|57^9#

*rpuNHQ

*rpuO"*r5l?psr 1 DN&#sI&&Se<+iLN&#sI&&Se

<K\07^9#3lrT&3HKhj"=NLN&#sI&NU#<kIK77

$ps,-~5l^9#

70 Policy DirectorI}Njz-



h5O f<6<&"+&sHH0k<WNI}

Policy Director;-ejF#<&bGkGO"*V8'/HXN"/;9rvD9k

0K"f<6<N'Zr,WH7^9#f<6<1LN'ZO"f<6<1LHE

f=5l?Q9o<Ir" 1 !l89Hj<&G<?Y<9bN"+&sHpsHM

-go;k3HGT(^9#GU)kHGO"Policy DirectorO LDAP l89Hj<

rHQ7^9# ;-ejF#<I}TOI}3s=<krHQ7F";-e"&Ia

$sK2C9kf<6<H0k<Wrn.7"I}9k3H,G-^9#

3NOO"!NFaK,+lF$^9#

v vZ<8NXf<6<"0k<W"*hS"+&sHKD$FY

v 72Z<8NX0k<WNI}Y

v 74Z<8NXf<6<&"+&sHNI}Y

v 76Z<8NX#tNI}"+&sHNn.Y

v 77Z<8NX>N=<9+iNpsN$s]<HY

f<6<"0k<W"*hS"+&sHKD$F

Policy Director;-ejF#<&5<S9O" 1 !"+&sH&l89Hj< (;-

e"&Ia$sNf<6<"0k<W"*hS"+&sHKD$FNpsr^`G

<?Y<9) KM87F$^9#GU)kHGO"Policy DirectorO LDAP l89H

j<rHQ7^9#

f<6<

f<6< HO";-e"&Ia$sNWjs7Qk^?O2CTG9#f<6<K

O"MVNf<6<"5<P<&Wm;9"^7s"^?O>N;-e"&Ia$

sr^`3H,G-^9#

f<6<HO"LNf<6<HN'ZNr9K2CG-k(sF#F#<G9#'

Z HO"f<6<,+,,g%7F$k\MG"k3Hr!:9kWm;9G9#I

Nf<6<b"'ZKHQ5lkQ9o<I^?O!)-<r}CF$^9#

f<6<O""/;9)fNvDHX"U1k3H,G-^9#=l>lNf<6

<O"=l+HNG-NfKP<5kG-1LR (UUID) r}A"3lOf<6<N

>0,Q95l?lgGb"oKQoiJ$^^G9# Policy DirectorO";-ej

F#<N/jGs7ckH7F UUID r;-ejF#<&5<S9KO7^9#

0k<W

0k<W HO"f<6<N8^jG"j"0k<W>Khj1L5l^9#0k<W

O"[JklYkN;-ejF#<eNrd^?OU$r=93H,G-^9# Policy

DirectorO"180k<WNasP<G"kf<6<r";-ejF#<eN\*+

iO1lK7$^9#f<6<OrddU$KhCF"#tN0k<WK09k3

H,G-^9#

0k<WO";-ejF#<&]j7<NI}rFWK7^9#0k<WN;-e

jF#<&]j7<rjA9kKO"ACL rHQ7^9#f<6<Nrd"U$"^

?O8_,Q=7?~KO"3Nf<6<N9YFN ACL `\rQ99k,W,"
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j^9#0k<W,J1lP"3Nh&JD9Nf<6<N`\r^`9YFN ACL

rQ99k3HO"[HsITD=JnHKJj^9#

0k<W ACL `\O"f<6<Nrd^?OU$r=93H,G-^9#=Nh&

K=7?H9lP",WJI}nHO"0k<WKf<6<rasP<H7FIC

^?Oo|9k3H@1G9#

0k<WO"f<6<H1MK"0k<W>KC(F UUID r}A^9#3N0k<

W UUID O"f<6<N;-ejF#<&/jGs7ckN=.WGr=7^9#

"+&sH

"+&sH HO"f<6<"X"7?0k<W"*hSX";-ejF#<psr^

`X8G9#l89Hj<bN"+&sHO"f<6<NMCHo</1LrjA

7^9#"+&sHO"f<6<r"1 D^?O#tN0k<W*hS"X"9k9

YFN;-ejF#<ps (?H(P"'ZKHQ5lkQ9o<I) HX"U1k3

HKhj"MCHo</1LrjA7^9#

;-e"&Ia$srP37FL.rT&9YFNf<6<KD$F"L.,'Z

5lk+I&+KX8J/""+&sHrn.9k,W,"j^9#

f<6<&"+&sHO"f<6<NQ9o<I*hS"f<6<,;-e"&I

a$sKm0$s9k~KHQ5lk$UNpsHX"U1k3H,G-^9#"

+&sHpsKO"f<6<N[<`&G#l/Hj<"m0$s&7'k"*h

S'Z]j7< (Q9o<I) r^ak3H,G-^9#3NpsO"f<6<N;-

e"&Ia$sXN"/;9N)fKr)A^9#

m: f<6<&"+&sHG0k<WrHQ9kKO"=N0Kl89Hj<K0
k<WrIC9k,W,"j^9#

0k<WNI}

0k<WHO"1 D^?O#tNf<6<N8^jG9#LoO"H%bNtg (?

H(P"Ndtg"&$tg";QtgJI) r=9?aK0k<Wrn.7^9#

"k$O"EvKpE$?0k<W&+F4j< (?H(P"79F`I}Td"j

o*PC/"CWrT&f<6<N0k<WJI) rn.9k3HbG-^9#

0k<W&+F4j<O" Policy Director;-e"&Ia$sbN"/;9)fNI

}r1c=G-^9#77$f<6<KpsN"/;9rv9KO":vN0k<

W&+F4j<NasP<H7Ff<6<rdjvFlPh$NG9#3N}!r

HQ9lP"77$f<6<4HK77$ ACL `\rn.9k,W,J/Jj^9#

?H(P";QtgK77$M,~C?lg"0k<W&+F4j<;QbKas

P<7CWr}D"77$f<6<&"+&sHrn.7^9#3lG77$f<

6<O" ;Q0k<WKvD5lF$k9YFN;Q8qrI`3H,G-kh&K

Jj^9#;Q ACL FsWl<HbK3Nf<6<N77$ ACL `\rn.9k

,WO"j^;s#

Policy Director;-ejF#<&l89Hj<K0k<W`\rIC"Q9"^?O

o|9kKO"I}3s=<krHQ7^9#
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1 D^?O#tN0k<W`\rn.7?eG"f<6<r0k<WKdjvFk3

H,G-^9#f<6<OrddU$,[JkNK~8F"#tN0k<WK09

k3H,G-^9#

0k<WI}QMkNHQ

;-e"&Ia$sN;-ejF#<I}TO"I}3s=<krHQ7F!Nh

&K0k<Wrn.7^9#

1. I}TH7F (?H(P"cell_admin) I}3s=<kKm0$s9k#

2. 0k<W&?9/&?Vr/jC/9k#

0k<WI}?9/&QMk,=(5l^9#

0k<WI}?9/QN"/7gs&\?sNHQ

0k<W&"/7gs&\?sO"0k<WI}nHNB\KHQ7^9#J<N

=G"F"/7gs&\?sN!=rb@7^9#

"/7gs&\?s b@

7, ;-e"&Ia$sN77$0k<W`\rn.9k#

~j
Cj7FXj5l?0k<WKD$FNpsr!w7"\YSe

<&&#sI&K=(9k#

]I
3N0k<W`\r]I9k#77$`\O":vNj9H&&#

sI&K=(5lk#

o| *r5l?0k<Wrl89Hj<&G<?Y<9+i|n9k#

0k<W\YU#<kINHQ

!N=O"I}3s=<kN0k<W\YSe<bNU#<kIrb@7F$^

9#

U#<kI b@

0k<W>

;-e"&Ia$sN0k<WKdjvFil? 1 !>#0k<W

>O"l89Hj<KHq,Tol?~KHQ5lk-<&U#<

kIG9#

b@
0k<Wrb@9kpsF-9Hs#b@O*W7gsNG<?&

U#<kIG"j"l89Hj<O3lrHQ7^;s#

LDAP

LDAP Nlg:

v cn = KO"lL*J>0 (credit JI) r~O#

v dn = KO"1L> (cn=credit,o=IBM,ou=Austin,c=US JI) r~

O#

77$0k<WNn.

77$0k<Wrn.9kKO"!Nh&K7^9#

1. 7,"/7gs&\?sr/jC/9k#

0k<W\YhK"k 0k<W>Hb@N~OU#<kIrh0=9k#

2. 77$0k<W>r~O7"*W7gsH7F"b@U#<kIK0k<WNb

@r~O9k#
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3. LDAP ,GU)kHNl89Hj<G"klgO",WJ LDAP l89Hj<p

srIC9k#

4. 77$0k<WKf<6<rIC9kKO"f<6<&"$3sr"f<6< ID

j9H&Se<+i0k<W\YSe<Nf<6< ID &#sI&KIiC09

k#

^?"*rpurHQ7F"f<6<rf<6< ID QMkNf^?O0K\05

;k3H,G-^9#

5. ]I"/7gs&\?sr/jC/9k#

77$0k<W`\,0k<W&j9H&Se<K=(5l^9#

0k<W\YNQ9

{8N0k<WNf<6<&asP<7CW^?O>0rQ99kKO"!Nh&

K7^9#

1. 0k<W&j9H&Se<+i0k<Wr*r9k#

0k<WKD$FN=Tpsr(7F"0k<W\YSe<,=(5l^9#

2. 0k<W\YhG"Q99kU#<kI(73Z<8NX0k<W\YU#<kI

NHQY2H) r*r7"77$Mr~O9k#

3. 77$f<6<r0k<WKIC7?j"0k<W+if<6<ro|9k3H

bG-^9#

f<6< ID s+i"f<6<N"$3sr@Vk/jC/9k#=l+i"77

$f<6<r0k<W\YSe<bNf<6< ID &#sI&KIiC0&"s

I&ImCW9k#^?"*rpurHQ9k3HbG-^9#

4. ]I r/jC/7^9#

0k<WNo|

0k<Wro|9kKO"!Nh&K7^9#

1. 0k<W&j9H&Se<+i"o|7?$0k<WN>0r*r9k#

0k<W\YSe<K0k<W&asP<Nj9H,=(5l^9#

2. F0k<W&asP<r"lYK 1 M:D*r7"Ff<6<r0k<W+io

|9k#

3. 0k<W&j9H&Se<+i"0k<Wr*r9k#

4. 0k<W`\r04Ko|9kKO"o|r/jC/9k#

f<6<&"+&sHNI}

;-e"&Ia$sbN5<S9H*V8'/HK"/;9rWa9kf<6<

O"f<6<+Hr Policy DirectorK'Z9k,W,"j^9# Policy DirectorN

;-e"&Ia$sK2Cr>`f<6<O9YF" LDAP K"+&sHrP?7J

1lPJj^;s#

f<6<I}QMkNHQ

;-e"&Ia$sN;-ejF#<I}TO"I}3s=<krHQ7F!Nh

&Kf<6<&"+&sHrn.7^9#

1. I}TH7F (?H(P"cell_admin) I}3s=<kKm0$s9k#
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2. f<6<&?9/&?Vr/jC/9k#

f<6<I}?9/&QMk,=(5l^9#

f<6<I}?9/QN"/7gs&\?sNHQ

f<6<&"/7gs&\?sO"f<6<I}nHNB\KHQ7^9#J<N

=G"F"/7gs&\?sN!=rb@7^9#

"/7gs&\?s b@

7, ;-e"&Ia$sQN77$f<6<&"+&sHrn.9k#

~j
Cj7FXj5l?f<6<KD$FNpsr!w7"\YSe

<&&#sI&K=(9k#

]I
3Nf<6<&"+&sHr]I9k#77$`\O":vNj9

H&&#sI&K=(5lk#

o| *r5l?f<6<rl89Hj<&G<?Y<9+i|n9k#

f<6<\YU#<kINHQ

!N=O"I}3s=<kNf<6<\YSe<bNU#<kIrb@7F$^

9#

U#<kI b@

f<6< ID
;-e"&Ia$sNf<6<KdjvFil? 1 !>#f<6<

ID O"l89Hj<KHq,Tol?~KHQ5lk-<&U#<

kIG9#

b@
f<6<rb@9kpsF-9Hs#b@O*W7gsNG<?&

U#<kIG"j"l89Hj<O3lrHQ7^;s#

-z"+&sH

3NA'C/&\C/9O";-e"&Ia$sK2C9kh&K

(^?O2C7J$h&K) f<6<N=Or)f7^9#\C/9

,Cn5lkH""+&sHO-zGJ/Jj^9#?@7""+

&sHpsO^@l89Hj<KDCF$^9#

-zQ9o<I

3NA'C/&\C/9O"f<6<,!K;-e"&Ia$sK

m0$s7?~K"Q9o<IQ9r/)G-kh&K7^9#\

C/9,Cn5lkH"f<6<OQ9o<I,|BZlKJC?

3HrNi5l^9#

GSO f<6<
3NA'C/&\C/9O"f<6<, GSO=Or}D3Hr(

7^9#

LDAP

LDAP Nlg:

v cn = KO"lL*J>0 (Diana Lucas JI) r~O#

v sn= KO"surname (Lucas JI) r~O#

v dn= KO"1L> (cn=Diana Lucas,o=IBM,ou=Austin,c=US JI)

r~O#

77$f<6<&"+&sHNIC

77$f<6<&"+&sHrIC9kKO"!Nh&K7^9#

1. 7,"/7gs&\?sr/jC/9k#

f<6<\YSe<KVis/N~OU#<kI,=(5l^9#
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2. U#<kIK:vG<?r~O9k#3liNU#<kIN\YJb@KD$F

O"75Z<8NXf<6<\YU#<kINHQYr2H7F/@5$#

0k<W&"$3sr"0k<W&Dj<&Se<+iIiC0&"sI&Im

CW7FV0k<WNasP<W&#sI&K~lk+"^?O*rpurHQ

9k3H,G-^9#

3. LDAP ,GU)kHNl89Hj<G"klgO",WJ LDAP l89Hj<p

srIC9k#

4. ]Ir/jC/9k#

"+&sHC-NQ9

{8N"+&sHNC-rQ99kKO"!Nh&K7^9#

1. f<6< ID j9H&Se<+if<6<r*r9k#

f<6<\YhK=TG<?,=(5l^9#

2. f<6<\YSe<bG"Q97?$U#<kIr/jC/9k#

3. 77$G<?r~O7^9#

4. ]I r/jC/7^9#

f<6<&"+&sHNo|

f<6<&"+&sHro|9kKO"!Nh&K7^9#

1. f<6< ID j9H&Se<+if<6<r*r9k#

2. o|r/jC/9k#

#tNI}"+&sHNn.

I}f<6<O"!N0k<WKJ1lPJj^;s#!N0k<WK$lP"I

}f<6<O";-e"&Ia$sbNf<6<"0k<W"*hSH%r"I

C"Q9"^?Oo|9k"Br}A^9#

v acct-admin

v subsys/dce/sec-admin

v subsys/dce/cds-admin

;-e"&Ia$srGiKn.9k~K"3N0k<WNH_go;r^`#l

N"+&sHO"cell_adminG9#

;-e"&Ia$s,"kxYN,OKJkH"}g9k?9/r 1 MNI}T,I

}9kNOsoK`E+7/Jj^9#g,OJ;-e"&Ia$srI}9kK

O"I}U$NQy,,WKJj^9#

18=OGI}3s=<kr`nG-kICNI}"+&sHrn.9kKO"P

]Tre-N 3 DN0k<WNasP<H7FdjvF^9#3Nh&J"BNQy

KD$FNWhHH%=O"3liN"+&sHNn.HlW5;k,W,"j^

9#
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>N=<9+iNpsN$s]<H

f<6<&G<?H0k<W&G<?r">N=<9+il89Hj<K~lk3

H,G-^9#
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h6O GSO j=<9"j=<9&0k<W"*hSj=<9&/
jGs7ckNI}

Policy DirectorGO"IBM 0m<Pk&5$s*s (GSO);QH}g9k3HKh

CF"hj@pJ1l5$s*s&=je<7gsr5]<H7^9# 3N}gO"

Policy Director9^<H\grn.9k3HG#.5l^9# 9^<H\gN\YK

D$FO"195Z<8NXh15O WebSEAL:9^<H\gI}Yr2H7F/@5$#

WebSEAL,\gh5<P<eK"kj=<9KX9kWaru.9kH"WebSEAL

O GSOrHQ7F":v9k'Zpsr!w7^9# GSOKO"CjNj=<9

H"Wj1<7gsKX7Ff<6<>HQ9o<I,QU5lF$k"FP?f

<6<KX9k^CTs0NG<?Y<9,}F5lF$^9# Policy DirectorO"

IBM SecureWay Directory (LDAP)K>\ GSOG<?r]I7^9#

WebSEALH GSONH_go;KhCF"04J1l5$s*s&=je<7gs

,@il"5iKx@H7FG<?NEf="bDQ-"H%FW-,UC5l^

9#

\7/O"217Z<8NXGSOH WebSEAL1l5$s*sr}g9kYr2H7F

/@5$#

GSO j=<9*hS GSO j=<9&0k<WKD$F
GSO KO"GSO j=<9rCjNf<6<1L (f<6<>) HQ9o<INH_

go;KP~U1k"f<6<QNCjNj=<9&/jGs7ck ,^^lF$^

9# j=<9&/jGs7ckO"3N"GSOf<6<C-Nj=<9 (?H(P"

Web 5<P<d Web5<P<N0k<W) QNf<6<>HQ9o<Irs!7^

9#

GSOO"WebSEALK'Zpsrs!7^9#f<6<,"Wj1<7gs&j=<

9rBT7?$lg" WebSEALO GSOK"f<6<N'ZpsKD$Fd$go

;^9# GSOO"'ZpsNG<?Y<94Nr"CjN'ZpsK^CW5l?

j=<9NA0G]}7F$^9#f<6<>HQ9o<INH_go;XN"W

j1<7gs&j=<9N^CTs0O" GSOj=<9&/jGs7ck HFPl

F$^9# GSOj=<9&/jGs7ckrn.G-kNO"P?f<6<Nlg

@1G9#

m: GSOj=<9^?O GSOj=<9&0k<WK GSOj=<9&/jGs7c

kr,Q9klgO"=N0K GSOj=<9^?O GSOj=<9&0k<W

,8_7F$J1lPJj^;s#

GSO j=<9NI}
GSOj=<9 O Web5<P<G9#3lr1L9kKO"Webj=<9N>0r

Xj7^9#
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GSO j=<9I}QMkNHQ
;-e"&Ia$sbN5<S9H*V8'/HK"/;9rWa9k GSOj=<

9O"+,+Hr Policy DirectorK'Z9k,W,"j^9# Policy DirectorN;

-e"&Ia$sK2Cr>` GSO j=<9O9YF" LDAP K"+&sHrP

?7J1lPJj^;s#

GSO j=<9I}?9/QN"/7gs&\?sNHQ
GSO j=<9I}`nrT&KO" GSO j=<9&"/7gs&\?srHQ7
^9#J<N=G"F"/7gs&\?sN!=rb@7^9#

"/7gs&\?s b@

7,
;-e"&Ia$sQN77$ GSOj=<9&"+&sHrn.

9k#

~j
Cj7FXj5l? GSOj=<9KD$FNpsr!w7"\Y

Se<&&#sI&K=(9k#

]I
3N GSOj=<9&"+&sHr]I9k#77$`\O":v

Nj9H&&#sI&K=(5lk#

o|
*r5l? GSOj=<9r"l89Hj<&G<?Y<9+io

|9k#

GSO j=<9\YU#<kINHQ
!N=O"I}3s=<kNj=<9\YSe<bNU#<kIrb@7F$^

9#

U#<kI b@

j=<9>

;-e"&Ia$sN GSOj=<9KdjvFil?>0#j=

<9>O"l89Hj<KHq,Tol?~KHQ5lk-<&U

#<kIG9#

b@
j=<9rb@9kpsF-9Hs#b@O*W7gsNG<?&

U#<kIG"j"l89Hj<O3lrHQ7^;s#

77$ GSO j=<9NIC
77$ GSOj=<9rIC9kKO"!Nh&K7^9#

1. 7,"/7gs&\?sr/jC/9k#

j=<9\YSe<KVis/N~OU#<kI,=(5l^9#

2. U#<kIK:vG<?r~O9k#3liNU#<kIN\YJb@KD$F

O"XGSOj=<9\YU#<kINHQYr2H7F/@5$#

j=<9&0k<W&"$3sr"j=<9&0k<W&Dj<&Se<+iI

iC0&"sI&ImCW7FVGSOj=<9&0k<WNasP<W&#sI

&K~lk+"^?O*rpurHQ9k3H,G-^9#

3. ]I"/7gs&\?sr/jC/9k#

GSO j=<9QNj=<9&/jGs7ckNn.
j=<9jArn.7?eO"f<6<Nj=<9&/jGs7ck,n.G-k

h&KJj^9#
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j=<9&/jGs7ckrn.9kKO"!Nh&K7^9#

1. f<6< (Users) ?Vr*r7^9#

2. :vNf<6<N>0r/4=(7F"j=<9&/jGs7ckrn.9kf

<6<r*r7^9#

3. Vf<6<\Y GSO j=<9 (User Detail GSO Resources)WSe<G"j=<

9 (Resources) ?Vr*r7F"=_HQD=Jj=<9rj9H7^9#

4. /jGs7ckr,Q9kj=<9r*r7^9#

5. *r7?j=<9r"Vf<6<N\Y (User Detail)WSe<Nj=<9&Z$s

KIiC07^9#

77$j=<9&/jGs7ckN5$s*s ID HQ9o<IMNGU)kH

O"f<6<N"+&sHH18MKJj^9#

6. 5$s*s ID HQ9o<IO"5$s*s ID (Sign-on ID) +Q9o<I
(Password) \?sr/jC/7",ZJMr-~9k3HKhCF"3Nf<6
<Nj=<9&/jGs7ckK,7?MKQ99k3H,G-^9#

7. ]I"/7gs&\?sr/jC/9k#

GSO j=<9psNQ9
{8N"+&sHNC-rQ99kKO"!Nh&K7^9#

1. j=<9&j9H&Se<+i GSOj=<9r*r9k#

j=<9\YhK=TG<?,=(5l^9#

2. j=<9\YSe<bG"Q97?$U#<kIr/jC/9k#

3. {8NG<?rQ99k+"^?O77$G<?r~O9k#

4. ]I"/7gs&\?sr/jC/9k#

GSO j=<9No|
f<6<&"+&sHro|9kKO"!Nh&K7^9#

1. j=<9&j9H&Se<+i GSOj=<9r*r9k#

2. o|r/jC/9k#

GSO j=<9&0k<WNI}
j=<9&0k<W O"Web5<P<N0k<WrX7^9#3Nlg"3N0k

<WN5<P<O"9YF"18f<6< ID (userid)HQ9o<I,_j5l^9#

GSO j=<9&0k<WI}QMkNHQ
;-e"&Ia$sN;-ejF#<I}TO"I}3s=<krHQ7F!Nh

&K GSOj=<9&0k<Wrn.7^9#

1. I}TH7F (?H(P"cell_admin) I}3s=<kKm0$s9k#

2. GSO j=<9&0k<W&?9/&?Vr/jC/9k#

GSOj=<9&0k<WI}?9/&QMk,=(5l^9#
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GSO j=<9&0k<WI}?9/QN"/7gs&\?sNHQ
j=<9&0k<WI}`nrT&KO"VGSOj=<9&0k<WW"/7gs&

\?srHQ7^9#J<N=G"F"/7gs&\?sN!=rb@7^9#

"/7gs&\?s b@

7,
;-e"&Ia$sQN77$ GSOj=<9&0k<W`\rn

.9k#

~j
Cj7FXj5l? GSOj=<9&0k<WKD$FNpsr!

w7"\YSe<&&#sI&K=(9k#

]I
3N GSOj=<9&0k<W`\r]I9k#77$`\O":

vNj9H&&#sI&K=(5lk#

o|
*r5l? GSOj=<9&0k<Wr"l89Hj<&G<?Y

<9+io|9k#

GSO j=<9&0k<W\YU#<kINHQ
!N=O"I}3s=<kNj=<9&0k<W\YSe<bNU#<kIrb@

7F$^9#

U#<kI b@

j=<9&0k<W>

;-e"&Ia$sN GSOj=<9&0k<WKdjvFil?

1 !># GSOj=<9&0k<W>O"l89Hj<KHq,T

ol?~KHQ5lk-<&U#<kIG9#

b@

GSOj=<9&0k<Wrb@9kpsF-9Hs#3N-RO"

1Jk$U*rNG<?&U#<kIG"CF"l89Hj<GO

HQ5l^;s#

77$ GSO j=<9&0k<WNIC
77$ GSOj=<9&0k<Wrn.9kKO"!Nh&K7^9#

1. 7,"/7gs&\?sr/jC/9k#

j=<9&0k<W\YhK"k j=<9&0k<W>Hb@N~OU#<kI

rh0=9k#

2. 77$j=<9&0k<W>r~O7"*W7gsH7F"b@U#<kIKj

=<9&0k<WNb@r~O9k#

3. GSOj=<9r77$ GSOj=<9&0k<WKIC9kKO" GSOj=<

9&"$3sr"GSOj=<9&j9H&Se<+i"j=<9&0k<W\Y

Se<N VGSOj=<9W&#sI&KIiC07FbG-^9#

^?"*rpurHQ7F"j=<9r GSOj=<9&QMkNf^?O0K\

05;k3H,G-^9#

4. ]I"/7gs&\?sr/jC/9k#

77$ GSO 0k<W`\,j=<9&0k<W&j9H&Se<K=(5l^

9#

GSO j=<9&/jGs7ckNn.
j=<9&0k<WN9YFNj=<9KP7F"1lNj=<9&/jGs7c

krn.9k3H,G-^9# Policy DirectorO"j=<9&0k<WbN=l>l

Nj=<94HNj=<9&/jGs7ckrHQ9kNGOJ/"j=<9&0
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k<WKP7F"1lNj=<9&/jGs7ckrHQ7^9# GSOj=<9&

/jGs7ckO"GiKj=<9&0k<Wrn.7F+iGJ$Hn.G-^

;s#

j=<9&0k<WjArn.7?eK"f<6<N GSOj=<9&/jGs7c

krn.9kKO!Nh&K7^9#

1. f<6< (Users) ?Vr*r7F"j=<9&/jGs7ckrn.9kf<6
<r*r7^9#

2. Vf<6<\Y GSOj=<9&0k<W (User Detail GSO Resource Groups)W

Se<G"j=<9&0k<W (Resource Groups) ?Vr*r7F"=_HQ

D=Jj=<9&0k<Wrj9H7^9#

3. /jGs7ckr,Q9kj=<9&0k<Wr*r7^9#

4. *r7?j=<9&0k<Wr"Vf<6<N\Y (User Detail)WSe<Nj=<

9&0k<W&Z$sKIiC07^9#

77$j=<9&/jGs7ckN5$s*s ID HQ9o<IMNGU)kH

O"f<6<N"+&sHH18MKJj^9#

5. 5$s*s ID HQ9o<IO"5$s*s ID (Sign-on ID) +Q9o<I
(Password) \?sr/jC/7",ZJMr-~9k3HKhCF"3Nf<6
<Nj=<9&/jGs7ckK,7?MKQ99k3H,G-^9#

6. ]I"/7gs&\?sr/jC/9k#

GSO j=<9&0k<WpsNQ9
{8Nj=<9&0k<WNj=<9&asP<7CW^?O>0rQ99kK

O"!Nh&K7^9#

1. j=<9&0k<W&j9H&Se<+ij=<9&0k<Wr*r9k#

j=<9&0k<WKD$FN=Tpsr(7F"j=<9&0k<W\YSe

<,=(5l^9#

2. j=<9&0k<W\YhG"Q99kU#<kI (j=<9&0k<W>^?O

b@) r*r9k#77$Mr~O7^9#

3. 77$j=<9rj=<9&0k<WKIC7?j"0k<W+ij=<9ro

|9k3HbG-^9#

j=<9&0k<W s+i"j=<9&0k<WN"$3sr@Vk/jC/9

k#=l+i"77$j=<9rj=<9&0k<W\YSe<bNVGSOj=

<9W&#sI&KIiC0&"sI&ImCW9k# ^?"*rpurHQ9

k3HbG-^9#

4. ]I"/7gs&\?sr/jC/9k#

GSO j=<9&0k<WNo|
GSOj=<9&0k<Wro|9kKO"!Nh&K7^9#

1. j=<9&0k<W&j9H&Se<+i"o|7?$ GSOj=<9&0k<W

N>0r*r9k#

j=<9&0k<W\YSe<K" GSOj=<9&0k<W&asP<Nj9H

,=(5l^9#
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2. F GSOj=<9r"lYK 1 D:D*r7"GSOj=<9&0k<W+i=l

ro|9k#

3. j=<9&0k<W&j9H&Se<+i" GSO j=<9&0k<Wr*r9

k#

4. GSOj=<9&0k<W`\r04Ko|9kKO"o|r/jC/9k#

GSO G<?N\T
IBM SecureWay0m<Pk&5$s*sNP<8gs 2.0.200^?O" IBM 0m<

Pk&5$s*sNJ0Njj<9+iN GSOG<?,"klg" Policy Director

NvP<8gsGHQG-kh&K9kKO" GSOG<?r\T9k,W,"j^

9#

G7NpsHD<k (\TD<kJI) ,"!N IBM SecureWay Policy Director Web

5$HK"j^9#

http://www.ibm.com/software/security/policy/library

GSO j=<9&/jGs7ck&Q9o<INQ9
f<6<O"Policy Director WebY<9NQ9o<I&D<k chpwd.exerHCF"

GSOj=<9^?O GSOj=<9&0k<WN]I GSOQ9o<Ir97G-^

9#3ND<krH&0K",:j=<9&/jGs7ckrn.7F*/,W,

"j^9#3ND<kO"GiK=Nj=<9NQ9o<IrQ97F+iHQ7

^9#

3NU!$kO"!NljK~CF$^9#

UNIX: /opt/intraverse/www/docs/cgi-bin/chpwd

Windows: c:¥Program Files¥www¥docs¥cgi-bin¥chpwd.exe

WebD<krHCF GSOj=<9&/jGs7ck&Q9o<IrQ99kKO"

!Nh&K7^9#

1. ;-e"&Vi&6<N$s9?s9r*<Ws7^9#

2. !N URL m1<7gsr~O7^9#

https: //webseal server/cgi-bin/chpwd.exe

33G"webseal serverO"WebSEAL 5<P<KdjvFil?>0G9#

WindowsNlg"URL XjNltH7FH%R .exer~O9k,W,"j^9#

3. j=<9>NsG:vNj=<9N>0r/jC/7F*r7^9#

4. f<6< ID (User ID) U#<kIKf<6<>r~O7^9#

5. 7,Q9o<I (New Password) U#<kIKQ9eNQ9o<Ir~O7^
9#=NeK"7,Q9o<INN' (Confirm New Password) U#<kIK

=NQ9o<IrFY~O7FN'7^9#

6. 97 (Update) r/jC/7^9#

84 Policy DirectorI}Njz-



h7O "/;9)fKD$F

;-e"&Ia$sbNj=<9O]n9k3H,G-^9# j=<9r]n9kK

O"CLJ,'rjA7"3liNFsWl<Hr"j=<9r*V8'/HA0

G==7?bNKUC7FT$^9#3liNCLJ,'O"]j7<&FsWl

<H HFPl^9# Policy DirectorO""/;9)fj9H (ACL) HFPlk]

j7<&FsWl<HN?$Wr'17"HQ7^9#;-e"&Ia$sK09

kj=<9eK"H%N;-ejF#<&]j7<r9?sW9kKO"ACL rHQ

7F/@5$#

3NOO"!NFaK,+lF$^9#

v vZ<8NX]n*V8'/H&M<`9Z<9Y

v 88Z<8NX"/;9)fj9HY

v 90Z<8NXACL `\N=8Y

v 93Z<8NXM<`9Z<9NNhY

v 100Z<8NX8`NI} ACL FsWl<HY

v 102Z<8NXACL N>AY

v 103Z<8NXACL Q5N?aNB ACL bGkY

v 107Z<8NXACL I}NeTY

]n*V8'/H&M<`9Z<9

Policy Director;-ejF#<¥bGkO";-e"¥Ia$sK"kj=<9r]n

9k?aK",'dvDKM87^9#vDKD$FNCjN;CHO"]j7

<&FsWl<HHFPl^9#

]j7<¥FsWl<HO"j=<9KUC5lkH-K"qRN;-ejF#<¥

]j7<rj=<9KzL*K,Q9kbNG9#3N;-ejF#<¥bGkrn

.9kH-"Policy DirectorO";-e"¥Ia$sN*}j=<9&$sYsHj<

N@}*V8'/H==rHQ7^9#

B]N*}j=<9r]n9k?aK"]j7<¥FsWl<HrM<`9Z<9b

N@}*V8'/HKUC7^9# Policy DirectorvD5<S9O"'ZfK@il

?f<6<N/jGs7ckH"FsWl<HGjA5l?vDHrfS7F"v

DNhjr7^9#

Policy DirectorN]n*V8'/H&M<`9Z<9 O";-e"&Ia$sKj0

9kj=<9r@}*K,XG(7?bNG9#,XM<`9Z<9K=lk*V

8'/HO"B]N*}*JMCHo</&j=<9r=7^9#

79F`&j=<9

B]N*}U!$k"MCHo</&5<S9"^?O"Wj1<7gs#

]n*V8'/H

Policy DirectorvD5<S9"I}3s=<k"*hS=N>N Policy Director

I}f<F#jF#<,HQ9kB]N79F`&j=<9N@}=(#
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]n*V8'/H&M<`9Z<9GO"!N 2 DN?$WN*V8'/HrHQ7

^9#

3sFJ<&*V8'/H

3sFJ<&*V8'/HO"=$rXj9kbNG"M<`9Z<9rL

DN!=NhK,X*KT.9k?aNbNG9#3sFJ<&*V8'/

HKj=<9&*V8'/H,~j^9#

j=<9&*V8'/H

j=<9&*V8'/HO"f<6<N;-e"¥Ia$sK"kB]NM

CHo</¥j=<9 J5<S9"U!$k"Wm0i`"JIKr=7?b

NG9#

]n*V8'/H¥M<`9Z<9N,X

]n*V8'/H¥M<`9Z<9N=$eNh,K"kNO"k<H3sFJ<&

*V8'/HG9# Policy DirectorI}3s=<kGO"k<HN7s\kO"9i

C7e ( / ) G=5l^9#

J<NM<`9Z<9N+F4j<,"k<H¥*V8'/HNeK3-^9#

Web *V8'/H ( /WebSEAL 3sFJ<)
WebSEAL3sFJ<&*V8'/HO";-e"¥Ia$sN@} Web 9

Z<9&k<HG9# Policy DirectorO"3N5VDj<K"kltN*V

8'/HKP7F"9YFN HTTP *Zl<7gsrvD7^9#

Web*V8'/H O"E* Web Z<8d0* URL JI"URL ,"Il

9G-kbNr=7^9# Web-to-application2<H&'$O"3NE* Web

Z<8H0* URL rG<?Y<9Hqd"=N>N?$WN"Wj1<7g

sFSP7KQ97^9#

MCHo</&"Wj1<7gs¥*V8'/H ( /NetSEAL 3sFJ<)
NetSEAL3sFJ<¥*V8'/HO";-e"¥Ia$sN NetSEAL]n

5<S9,~CF$k@}9Z<9Nk<HG9#3N*V8'/HO"

TCPMCHo</&"Il9 (]<H) XN^CWrT& TCPY<9N"W

j1<7gs (TELNET d FTPJI) r=7^9#"Wj1<7gsO"3

liN]<HrHQ7^9#

Policy Director I}*V8'/H ( /Management 3sFJ<)
Management3sFJ<&*V8'/HO"9YFN Policy DirectorI}*

Zl<7gsr)f9k@}9Z<9Nk<HG9#I}*V8'/HO"

f<6<rjA7";-ejF#<&]j7<r_j9k?aK,WJ5<
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S9r=7^9#3N?9/O" Policy DirectorI}3s=<krHQ9k

+"^?O ivadmin f<F#jF#<rQ$FBT7^9#

3NNhN5VG#S8gsKO"!NbN,^^l^9#

v 5<P<I}?9/ (/Server)

v ;-ejF#<¥]j7<&?9/ (/ACL)

v h0TNvD)f (/Action)

v vDG<?Y<9#=)f (/Replica)

Policy DirectorO"I}h0NeTr5]<H7";-ejF#<&]j7<

r_j9kI}TN=Or"M<`9Z<9N5V;CHKBj9k3H,

G-^9#

f<6<jAN*V8'/H

3N*V8'/HO" Policy DirectorvD5<S9 (3lO" Policy Director

vD API rHQ9k) rHQ9kh0TN"Wj1<7gs,]n9k?9

/^?OMCHo</&j=<9r=7^9#

h0TN"Wj1<7gs&M<`9Z<9

Policy DirectorO"]n*V8'/H&M<`9Z<9KhCFjA5lk9YFN

"Wj1<7gs&*V8'/HKvD5<S9rs!9k3H,G-^9# Policy

DirectorU!_j<NltG"k"Wj1<7gsKO" WebSEAL (Web"Wj1

<7gsNlg) H NetSEAL (TCPY<9N"Wj1<7gsNlg) ,"j^9#

Policy Director*hSh0TN"Wj1<7gsO"Policy DirectorvD API rL7

F"Policy DirectorvD5<S9KP9kFSP7rT$^9#h0TN"Wj1<

7gsH Policy DirectorvD5<S9r}g7?$lgO"!N 2 DN9FCWr

T$^9#

1. h0TN"Wj1<7gsNM<`9Z<9r-R7^9#

2. ]nr,WH9kM<`9Z<9&*V8'/HKvDr,Q7^9#
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$U*rNf<6<jAN*V8'/H&3sFJ<O"f<6<,h0TN"W

j1<7gs&M<`9Z<9rn.G-kljN]n*V8'/H&M<`9Z

<9NNhG9#

]n*V8'/H&M<`9Z<9NfG3Nh0TM<`9Z<9,+O5lk

k<H (\g]$sH) rjA9k,W,"j^9#\YKD$FO"139Z<8N

Xh0T"Wj1<7gs&M<`9Z<9rjA9kYr2H7F/@5$#

!K"I}3s=<k"^?O ivadmin f<F#jF#<rHQ7F"3N77$

M<`9Z<9G"3liN*V8'/HK"k ACL Nn."UC"o|r7^9#

"/;9)fj9H

"/;9)fj9H (ACL) O";-e"&Ia$sK"kj=<9N]nr9k?a

K"Policy Director,HQ9k]j7<&FsWl<H&?$WG9#

ACL O"]nj=<9KP9k*Zl<7gsrBT9kNK,WJrorXj9k

,'"^?OvDN;CHG9# ACL O"]nj=<9KP7FvD5lk*Zl

<7gsrXj7"3liN*Zl<7gsrBTG-kM9N1L (f<6<"0

k<W"^?O=N>}) rj9H7^9#?H(P"

v ;-ejF#<P?K"kf<6<1L*hS0k<W1LNjA

v vD]j7<&G<?Y<9K"k]n*V8'/H&M<`9Z<9*hS]

j7<&FsWl<HNjA

]j7<&FsWl<HH7F"Policy Director ACL O"=l,=9;-ejF#

<&]j7<r?G7F$kG->"^?OiYkr}CF$^9#=3G"]n

*V8'/H&M<`9Z<9K"kj=<9N*V8'/H=(KP7F ACL r

,Q7^9#

ACL O"f<6<NXjH0k<WNXj"*hS=liNCjNvD,^^lF$

k 1 DJeN`\+i=.5l^9#

ACL `\
ACL O"!KRYk 1 DJeN`\+i=.5l^9#

v *V8'/HXN"/;9,@(*K)f5lkh&J"f<6<*hS0k<

WN UUID

v Ff<6<"0k<W"^?OrdKvD5lF$kCjN*Zl<7gs

v X4'ZY"^?Xs'ZYNCLJf<6<&+F4j<Kv5lkCjN*

Zl<7gs

f<6<"D^j"Wjs7QkO" Policy Director;-ejF#<&5<P<+i

'Z5lF$k$UN1Lr=7^9#Lo"f<6<HO"MCHo</&f<

6<^?O"Wj1<7gs&5<P<r=7F$^9#

0k<W HO"1 MJeNf<6<N8^jG9#MCHo</I}TO"0k<W

ACL `\rHQ7F"18vDr#tNf<6<KdjvFk3H,G-^9#77

$f<6<O":v9k0k<WNasP<KJk3HKhCF"*V8'/HX

N"/;9rM@7^9#3Nh&K9kH"9YFN77$f<6<K77$ ACL
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`\r_j9k,W,J/Jj^9#0k<WO";-e"&Ia$sbK*1k

H%eNtd]r=93H,G-^9#0k<WO^?"rdd!=*JX"-r

jA9k]Kbr)A^9#

^HakH"f<6<H0k<WO"(sF#F#<G9#

I}TO"Policy DirectorI}3s=<k (ACL I}?V) rQ$F ACL `\rn

."Q9"o|7^9#

]j7<&FsWl<HH7FN ACL
I}3s=<krQ$F"!N3H,G-^9#

v CjN ACL rn.9k#

v =lKiYkrU1F]I9k#

v =lr";-ejF#<&]j7<&FsWl<HH7F"M<`9Z<9K"

k*V8'/HK,Q9k#

ACL O"x0dl7TNh&K"1lN=<9&FsWl<HKJj^9# ACL K

O"X"9k$UN*V8'/HKP7F",ZJlYkN]nrs!9k?aN

CjN`\,^^lF$^9#

ACL j9HNcK"J<NbNr^ak3H,G-^9#

ACL Name
GU)kHN management
GU)kHN netseal
GU)kHN replica

default-root
default-webseal

ACL FsWl<HO"o<I&Wm;C7s0NI-easHK*1kQi0iUN

9?$k_jNlgH1M"1lNJAp`=<9rs!7^9#;-ejF#

<&]j7<NWorQ(kH-O"1lN ACL rT89k@1G9_^9# Policy

DirectorO"ACL ,UC5lF$k9YFN*V8'/HKP9k77$;-ejF

#<jAr?@AK-zK7^9#
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ACL `\N=8
ACL `\KO"ACL `\N?$WK~8F 2 D^?O 3 DN0-,^^lF*j"

!Nh&JA0G=5l^9#

?$W ACL ,n.5l?(sF#F#<N+F4j< (f

<6<^?O0k<W)#

ID (1L) (sF#F#<NG-N1L (>0)#

4'Z (any-authenticated) ACL̀ \?$W"^?O

s'Z (unauthenticated) ACL̀ \?$WO$:lb"

ID 0-r,WH7^;s#

vD *V8'/HKP7F"f<6<^?O0k<WK

hkBT,vD5lF$k*Zl<7gsN;C

H#

[HsINvDGO"j=<9KP7FCjN*Z

l<7gsrBT9k/i$"sHN=Or-R7

^9#j=<9KP9k"/7gs,v5lkl

g"CjNro,];ilkvDb"j^9#eT

NcH7FO"G<?N/)*JEf="G<?]

4-N]n"F:5<S9XNspl3<INq-

P7""koN0tvDroNWa"JI,"j^

9#

3NcGO"Adam (type=user, ID=adam)O"3N`

\,^^lF$k ACL KX"U1ilF$k*V8

'/HrI` (=(9k) vDr}CF$^9# I_

hj (r) vD,"kH"I_hj`n,v5l^9#

Ef= (P)vDO"L.AcMk,G<?Ef=rH

Q9k3Hr,WroK7F$^9# HiP<9

(T) vDO"HiP<90-r/)*KHj^9#

?$W0-

ACL `\?$WO"ACL `\N(sF#F#<rXj7^9#4 DN ACL `\?

$W,"j^9#

?$W b@
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f<6< (user)

;-e"&Ia$sNCjNf<6<KvDr_j7^9#f<6

<`\?$WKO""+&sH> (ID) ,,WG9#`\A0O"

user ID permissions G9#?H(P"!NH*jG9#

user greg -------------r-

0k<W (group)

;-e"&Ia$sK"kCj0k<WNasP<KvDr_j7

^9#0k<WN`\?$WKO"0k<W> (ID) ,,WG9#

`\A0O"group ID permissions G9#?H(P"!NH*j

G9#

group engineering -------------r-

4'Z

(any-authenticated)

9YFN'Zf<6<KvDr_j7^9# ID NXjO"TWG

9# `\A0O"!NH*jG9#

any-authenticated -------------r-

s'Z

(unauthenticated)

;-ejF#<&5<P<G'Z5lF$J$f<6<KvDr_

j7^9# ID NXjO"TWG9#`\A0O"

unauthenticated permissions G9# ?H(P"!NH*jG

9#

unauthenticated ---------T---r-

3N ACL `\O"vD;CHrhj9k?aN"4'Z ACL `

\KP9k^9/ (SCH1LN “and” i;) G9#?H(P"s

'Z ACL `\O"

unauthenticated -------------r-

3N4'Z ACL `\KP7F^9/r+1kH"

any-authenticated ---------T---r-

=NkL"J<Nh&JvDKJj^9#

-------------r- (read only).

ID 0-
ACL ID O"f<6<`\^?O0k<W`\?$WKP9k"G-N1LR"D^

j>0G9# ID O";-e"&Ia$sQKn.5l"l89Hj<&G<?Y<

9K]I5lF$k"-zJf<6<*hS0k<Wr=7F$J1lPJj^;

s#

J<K"G-N1LRNcr"2^9#

user michael
user greg
group engineering
group documentation
group accounting

m: 4'Z*hSs'Z ACL `\?$WKP7F ID 0-rHQ7J$G/@5$#
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vD0-

ACL `\KO=l>l"J<N3Hr-R9kl"N vD ,^^lF$^9#

v f<6<^?O0k<WKhkBT,"*V8'/HGvD5lF$kCjN*

Zl<7gs#

v *V8'/HXN"/;9N?$WGN)B"?H(P"

– L.AcMkGO"G<?&Wi$P7<d]4-r,:HQ9k3H

– "/;9NF:

– 0t (h0T) NvDWo

ACL O"!N3Hr)f9k3HKhCF"]nj=<9r)f7^9#

v ]n*V8'/HKP7F*Zl<7gsrBT9kf<6<N=O

v *V8'/H*hS$UN5V*V8'/HKX9k"/;9)f,'rQ99

k"I}TN=O

v f<6<N/jGs7ckreT9k"Policy Director5<P<N=O

vDNgx

ACL vDO"3sF-9HKM87?vDG9#3sF-9HKM87?vDHO"

CjNvDN0n,Q=9k3HrU#7^9# 3N0nNQ=O"vD,,Q5l

k]n*V8'/H&9Z<9NNhK~8F/3j^9# ?H(P"m vDO"

WebSEAL*V8'/HH Management*V8'/HGO"U#,[Jj^9#

17 N8`vD, 4 DN+F4j<K,1ilF*j"ACL `\GHQ5lkH"!

NgxG=(5l^9#

Base Generic NetSEAL WebSEAL

a A b c g I P T d m s v C p l r x

ACL jA / ACL `\ &#sI&KO"vDNj9H,=(5lF*j"=Nf+

i*rG-kh&KJCF$^9#3liNvDN#K"kA'C/&\C/9r

*r7F"vDr*r7^9#

Base
(a) Attach
(A) Audit
(b) Browse
(c) Control
(g) Delegation
(I) Integrity
(P) Privacy
(T) Traverse

Generic
(d) Delete
(m) Modify
(s) Server Admin
(v) View

NetSEAL
(C) Connect
(p) Proxy

WebSEAL
(l) List Directory
(r) Read
(x) Execute
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M<`9Z<9NNh

3sFJ<&*V8'/HO"]n*V8'/H&M<`9Z<9NCjNNhr

=9bNG"J<Nh&JEgJ;-ejF#<!=rT$^9#

1. 3sFJ<&*V8'/HN ACL rHQ7F"@(*K>N ACL ,,Q5lJ

$H-K"=NNhN9YFN5V*V8'/HNblYkN]j7<rjA9

k3H,G-^9#

2. 3sFJ<&*V8'/HN ACL rHQ7F"=NNhN9YFN5V*V8'

/HNblYkN]j7<rjA9k3H,G-^9#@(*K>N ACL ,,Q

5lJ$H-K"blYkN]j7<rjA9k3H,G-^9#

3. 3sFJ<&*V8'/HN ACL +iHiP<9vDr|n9k3HKhCF"

3NNhK"k9YFN*V8'/HXN"/;9r(BKq]9k3H,G-

^9#

HiP<9vD

HiP<9vDO"]n*V8'/H&M<`9Z<94NKo?CF,Q5lk

FQNvDG9#

HiP<9vD "/;9 b@

T HiP<9

j/(9?<,"Wa5l?*V8'/HXNS

fK"k*V8'/Hr,X*KQ99k<G-

kh&K7^9#=N*V8'/HXN>N?$

WN"/;9O"v5l^;s#HiP<9O"

Wa5l?*V8'/H+NKb,WG9#

"/;9ro

"/;9roO"]n*V8'/H&M<`9Z<94NK,Q5lkFQNvD

G9#

9YFN]n*V8'

/HN"/;9ro
"/;9 b@

A F:

Policy Director5<P<O"*V8'/H,"

/;95lkH-oK"F:l3<IrF:5

<S9Kq-P7^9#vD,5oKTolJ

+C?lgb^aF""/;9Nn_r9YF

F:7^9#

I ]4-

3N*V8'/Hr"/;99kH-O"/i

$"sHH Policy Director5<P<HNVG"

G<?N]4-]n,,WKJj^9#

P Wi$P7<

3N*V8'/Hr"/;99kH-O"/i

$"sHH Policy Director5<P<HNVG"

G<?NEf=,,WKJj^9#

)fvD

)fvDO"ACL Nj-"rf<6<K?(k/OJvDG9#)fvDrH&H"

ACL K"k`\rQ99k3H,G-^9#)fH$&U#O"`\Nn."`\N

o|"vDN'D"*hSvDNO/%NOr}D3HrU#7^9#
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)fvD "/;9 b@

c )f
ACL FsWl<HNj-"; 3N ACL N`\N

n."o|"*hS$5rD=K7^9#

I}TO"3N ACL r ACL FsWl<HNj9H+io|G-^9#o|N0K"

I}TO":vN ACL NfK`\r}CF$k,W,"j^9#5iK"I}TO"

:vN`\NfK)fvDr}CF$k,W,"j^9#

)fvDrQ$F"f<6<O"LNf<6<KI}N"BrU?9k3H,G-

^9#?H(P"*V8'/HK ACL rUC9k"BrU?9k3H,G-^9#

ACL r*V8'/HKUC9kH-O"UC (a) vDrHQ7^9#

)f (c) vDrHQ9kH-O"j-"NWmQF#<,soK/OJNG"=,m

U7F/@5$#

k<H&3sFJ<&*V8'/H

k<H ( / ) 3sFJ<&*V8'/HKO"!Nh&J;-ejF#<NM8v`

,,Q5l^9#

v k<H&*V8'/HO"]n*V8'/H&M<`9Z<94NN ACL Q5N

A'<sNO^jG9#

v >N ACL r@(*K,Q7J$H"k<H&*V8'/HO"M<`9Z<94

NN;-ejF#<&]j7<rjA7^9 (Q5KhCF)#

v k<HN<K"k$UN*V8'/HXN"/;9KO"HiP<9 (T) vDrH

Q9k,W,"j^9#

WebSEAL M<`9Z<9
/WebSEAL3sFJ<&*V8'/HKO"!Nh&J;-ejF#<NM8v`,

,Q5l^9#

v WebSEAL*V8'/HO"M<`9Z<9N WebSEALNhN?aN ACL Q5

NA'<sNO^jG9#

v >N ACL r@(*K,Q7J$H"3N*V8'/HO"Web9Z<94NN;

-ejF#<&]j7<rjA7^9 (Q5KhCF)#

v 3N*V8'/H*hS3N]$sHN<K"k$UN*V8'/HXN"/;

9KO"HiP<9 (T) vDrHQ9k,W,"j^9#

/WebSEAL/host
3N5VDj<KO"CjN Policy DirectorN WebSEAL5<P<N Web 9Z<

9,^^lF$^9#!Nh&J;-ejF#<NM8v`,3N*V8'/HK

,Q5l^9#

v 3N]$sHN<K"k$UN*V8'/HXN"/;9KO"HiP<9 (T) v

DrHQ9k,W,"j^9#

v >N ACL r@(*K,Q7J$H"3N*V8'/HO"3N^7sNM<`9

Z<94NN;-ejF#<&]j7<rjA9k3HKJj^9 (Q5KhC

F)#
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/WebSEAL/host/file
3N5VDj<O"HTTP "/;9KD$FA'C/5lkj=<9&*V8'/H

G9#A'C/5lkvDO"Wa5l?*Zl<7gsKhCF[Jj^9#

WebSEAL vD
J<N=G"M<`9Z<9N WebSEAL NhK,Q5lkvDKD$Fb@7^

9#

WebSEAL
M<`9Z<9

NvD

"/;9 b@

r I_hj HTTP *V8'/Hr=(7^9#

x BT CGI Wm0i`rBT7^9#

d o| HTTP *V8'/Hr|n7^9#

m $5
HTTP *V8'/Hr PUT 7^9 (HTTP *V8'/H

r WebSEALM<`9Z<9K~l"x=9k)#

l j9H HTTP G#l/Hj<+0j9Hr8.9k#

g eT

/i$"sHNeojKhVrHkh&"WebSEAL5<

P<KHi9HrdjvF"\g5l? WebSEAL5<P

<K=NWarQ97^9#

NetSEAL M<`9Z<9
/NetSEAL*V8'/HKO"!Nh&J;-ejF#<NM8v`,,Q5l^9#

v NetSEAL*V8'/HO"M<`9Z<9N NetSEALNhN?aN ACL Q5N

A'<sNO^jG9#

v >N ACL r@(*K,Q7J$H"3N*V8'/HO"M<`9Z<9NfN

9YFN NetSEAL ]n5<S9N;-ejF#<&]j7<rjA7^9 (Q5

KhCF)#

v 3N*V8'/H*hS3N]$sHN<K"k$UN*V8'/HXN"/;

9KO"HiP<9 (T) vDrHQ9k,W,"j^9#

/NetSEAL/host
3N5VDj<KO"CjN5<P<&^7seK"k9YFN NetSEAL]n5<

S9,^^lF$^9#!Nh&J;-ejF#<NM8v`,3N*V8'/H

K,Q5l^9#

v 3N]$sHN<K"k$UNj=<9XN"/;9KO"HiP<9 (T) vDr

HQ9k,W,"j^9#

v >N ACL r@(*K,Q7J$H"3N*V8'/HO"3N^7sN9YFN

NetSEAL]n5<S9N;-ejF#<&]j7<rjA9k3HKJj^9 (Q

5KhCF)#

/NetSEAL/host/service
3N5VDj<O"=l,=7F$k]n5<S9XN"/;9KD$FA'C/

5lk*V8'/HG9#A'C/5lkvDO"Wa5l?*Zl<7gsKh

CF[Jj^9#
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NetSEAL vD
J<N=G"M<`9Z<9N NetSEALNhK,Q5lkvDKD$Fb@7^9#

NetSEAL ]n
*V8'/HvD:

"/;9 b@

C \3 NetSEAL 5<P<K\39k#

f >w
NetSEAL \gr6(k/.\3 (\grHiP<9)

rvD9k#

I}M<`9Z<9

/Management*V8'/HKO"!Nh&J;-ejF#<NM8v`,,Q5l^

9#

v I}*V8'/HO"M<`9Z<9NI}NhN?aN ACL Q5NA'<sN

O^jG9#

v >N ACL r@(*K,Q7J$H"3N*V8'/HO"I}M<`9Z<94

NN;-ejF#<&]j7<rjA7^9 (Q5KhCF)#

v 3N*V8'/HXNHiP<9 (T) vD"/;9r}CF$k,W,"j^9#

/Management/server
Policy DirectorN]n*V8'/H&M<`9Z<9N /Management/server3sFJ

<rQ$F"I}TO"5<P<I}?9/rBT9k3H,G-^9 (,ZJvD

,_j5lF$lP)#

5<P<I})frQ$F"f<6<,"5<P<jANn."Q9"^?Oo|

NvDr}CF$k+I&+=L7^9#5<P<jAKO">N Policy Director5

<P< (CKI}5<P< (ivmgrd)) ,"=N5<P<r+D1F"L.G-kh&

K9k?aNps,^^lF$^9#

$s9H<k&Wm;9NltH7F"CjN;-ejF#<&^M<8c<

(secmgrd)^?OvD5<P< (ivacld) N5<P<jArn.9k3H,G-^9#

5iK" Policy DirectorO"5<P<r"s$s9H<k9kH-K5<P<NjA

ro|7^9#
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jANn.Ho|O"+0*KTol^9#$s9H<kI}TO"jArn.9

k?aNCLJ9FCWrBT9k,WO"j^;s#7+7"I}TO"$s9

H<kfKjArn.9k?aK" /Management/Server*V8'/HKX9k$5 (m)

vDr}CF$k,W,"j^9#

5iK"I}TO""s$s9H<kfKjAro|9k?aK" /Management/Server

*V8'/HKX9ko| (d) vDr}CF$k,W,"j^9#

5<P<jAKP7FBTG-k>N*Zl<7gsH7F"f<6<O!Nh&

J3H,G-^9#

v ivadmin f<F#jF#<rQ$F"jAr=(9k#f<6<O"5<P<&*
V8'/HKX7FSe< (v) vDrU?5lk,W,"j^9#

v 5<P<N+O"d_"d|"F+"^?Om0No|"JIN"5<P<I}

*Zl<7gsrBT9k#f<6<O"5<P<&*V8'/HKX7F5<

P<I} (s) vDrU?5lk,W,"j^9#

v ivadmin server modify 3^sIrQ$F"jANltrQ99k#f<6<O"

5<P<&*V8'/HKX7F$5 (m) vDrU?5lk,W,"j^9#

5<P<I}N

vD

"/;9 b@

s 5<P<
5<P<I}?9/ (+O"d_"d|"F+"JI) rB

T7^9#

v Se< 5<P<rj9H7^9#

m $5 77$5<P<jArn.7^9#

d o| 5<P<jAro|7^9#

/Management/ACL
3N*V8'/HrHQ7F"I}f<6<O";-e"&Ia$sN;-ejF

#<&]j7<KFAr?(kD=-N"kblYkN ACL I}?9/rBT9k

3H,G-^9#

ACL I}vD "/;9 b@

b Vi&: *V8'/HN<NM<`9Z<9NbFr=(7^9#

a UC
ACL FsWl<Hr*V8'/HKUC7^9#ACL F

sWl<Hr*V8'/H+i|n7^9#

m $5 77$ ACL FsWl<Hrn.7^9#

d o|

{8N ACL FsWl<Hro|7^9#ACL KO"3

N18f<6<KP9k)f (c) vDr}D`\,^^

lF$k,W,"j^9#

v Se< ACL rj9H^?O=(7^9#

GU)kHN ACL I}*V8'/HNfK ACL I}TrjA9k,W,"j^9#

I}TN ACL `\K"e-NvDr^ak3H,G-^9#3liNvD,"kH"

77$ ACL FsWl<HNn."ACL N*V8'/HXNUC"*hS ACL Fs

Wl<HNo|N"B,I}TK?(il^9#

=NI}TN ACL NfK")f (c) vD,^^lF$k`\,8_7F$kNGJ

$Bj"ACL I}TO{8N ACL rQ99k3H,G-^;s#=N`\rQ9G

-kNO"ACL Nj-T@1G9#
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77$ ACL FsWl<HNn.TO"=N ACL NfGGiN`\KJj" abcTv

D,GU)kHG_j5l^9#

?H(P"cell_admin ,GU)kHI} ACL NfN`\G"(m) vDr}CF$k

H9lP"cell_adminO"77$ ACL FsWl<Hrn.9k3H,G-^9#f

<6<N cell_admin,77$ ACL NGiN`\ (abcT vDr}D) KJj^9#

)f (c) vDO"cell_adminK ACL Nj-"r?(kNG" cell_adminO ACL r

Q99k3H,G-^9#3N"H"f<6<N cell_adminO"I}NvDr"=N

ACL NfK"k>Nf<6<`\KU?G-^9#

GU)kHI} ACL +NNj-"O"f<6<N cell-admin H"0k<WN

iv-admin KGU)kHG?(il^9#

/Management/action
3N*V8'/HO"I}f<6<,"h0TNM<`9Z<9NfG ACL I}?

9/rBTG-kh&K7^9#"/7gs&?9/*hSX"9kvDKO"J

<NbN,^^l^9#

"/7gsI}vD (h0TNvD) "/;9 b@

m $5 77$"/7gsrn.7^9#

d o| {8N"/7gsro|7^9#

Policy DirectorO""Wj1<7gsKP7FvD5<S9rs!7^9# Policy

DirectorU!_j<NltG"k"Wj1<7gsKO" WebSEAL (Web"Wj1

<7gsNlg) H NetSEAL (TCPY<9N"Wj1<7gsNlg) ,"j^9#

h0TN"Wj1<7gsO"Policy DirectorvD API rL7F" Policy Directorv

D5<S9KP9kFSP7rT&3H,G-^9#h0TN"Wj1<7gsH

Policy DirectorvD5<S9r}g9k?aK,WJ 2 DN9FCWG"J<N3H

rT$^9#

v "Wj1<7gsNM<`9Z<9rjA9k#

v ]nr,WH9k*V8'/H (j=<9) KvDr,Q9k#

h0TN"Wj1<7gsNM<`9Z<9NI}TO" ivadmin f<F#jF#

<rHQ7F"77$vDH"/7gsrjA9k3H,G-^9#3liNvD

H"/7gsNn.Ho|r9k?aK"I}TO"I}vDH"/7gsvDr

}CF$k,W,"j^9#

/Management/replica
Policy Director]n*V8'/H&M<`9Z<9N /Management/Replica3sFJ

<&*V8'/HO"vDG<?Y<9N#= (lWj+) r)f7^9#3N*V8

'/HKP9kblYkN)fO";-e"&Ia$sK*1kI}5<P<H;

-ejF#<&^M<8c<N*Zl<7gsKFA7^9#

lWj+I})fO"#=,57/Tolkh&K"1 !vD]j7<&G<?Y<

9rINWm;9,I_hj^?O97G-k+r=L9k?aK"HQ5l^

9#
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)f*hSX"9kvDKO"J<NbN,^^l^9#

lWj+I}vD "/;9 b@

v Se< 1 !vDG<?Y<9rI_hj^9#

m $5 lWj+&G<?Y<9N$5rvD7^9#

Policy Director5<P<O9YF"vDG<?Y<9Nm<+k&lWj+r]i7

F$^9# Policy Director5<P<KO"9YFN;-ejF#<&^M<8c<

(secmgrd)*hS Policy DirectorvD5<P< (ivacld) ,^^l^9#9YFN Policy

Director5<P<O"/Management/Replica*V8'/HKX7FSe< (v) vDr}

CF$^9#

#=Wm;9O"3liNWm;9,"1 !vD]j7<&G<?Y<9+i`\r

=(7""/;9G-kh&K7^9# Policy DirectorN$s9H<kGO"vD]

j7<&G<?Y<9XN"/;9r,WH9kIN5<P<KP7Fb"+0*

KI_hj (r) vD,U?5l^9#

Policy DirectorO"=_"$5 (m) vDrHQ7F$^;s#=_"f<6<O"I

}3s=<k^?O ivadmin f<F#jF#<rHCF"1 !]j7<vDG<?

Y<9rQ97^9#3liND<kO">NbCH-aNY+$A'C/ru1

^9#

;-e"&M<`9Z<9N,$Ii$s

3liN,$Ii$sO"M<`9Z<9rB4K9k?aKr)Dpsrs!7

^9#

v M<`9Z<9NGetK"k3sFJ<&*V8'/HK"blYkN;-e

jF#<&]j7<r_j7^9#,XNc$LVK"k*V8'/HK@(*

ACL rU1F"3N]j7<Kc0r_j7^9#

v ]n*V8'/H&9Z<9O"[HsIN*V8'/H,Q5KhCF]n5

lk (@(*"D^j ACL GOJ/) h&K"[V7^9#

Q5 ACL NlgO"]iN,W,"k ACL Nt,:kNG"f<6<NDj<

N]i,JG=5l^9#3Nh&K"]i,/J/JkH"MCHo</rm

&/9k2lN"k(i<Nj9/,:/7^9#

v 77$*V8'/HO",ZJvDrQ59kh&JDj<KV/h&K7^

9#

f<6<N*V8'/H&Dj<O"=l>lN5VDj<,CjN"/;9&

]j7<KhCFY[5lkh&J"5VDj<N;CHKH_~l^9#5V

Dj<Nk<HK@(*J ACL r_j9k3HKhCF"5VDj<4NN"/

;9&]j7<rhj7^9#

v ACL FsWl<HN3"&;CHrn.7F",WJH3mG3liN ACL rF

HQ7^9#

ACL FsWl<HO1lN=<9jAJNG"3NFsWl<H,$55lkH"

3N ACL HX"9k9YFN*V8'/H,FAru1^9#

v 0k<WrQ$k3HKhCF"f<6<&"/;9r)f7^9#

ACL r0k<W`\@1G=.9k3HbD=G9#3liN0k<WXNf<6

<NICd"=3+iNf<6<N|nGO"D9Nf<6<4HKz(h/"

*V8'/HXN"/;9r)f9k3H,G-^9#
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8`NI} ACL FsWl<H
;-e"&Ia$sNCjNNhr!)]n9k?aN6@H7F"!Nh&JG

U)kHNI} ACL FsWl<Hr*+a7^9#

f<6< (user)"0k<W (group)"4'Z (any-authenticated)"*hSs'Z

(unauthenticated)KD$F"`\rIC9k3H,G-^9#3liN`\O"5iK

-$OON)frs!9kbNG"f<6<N]n*V8'/H&9Z<9,Wr

oKb5iKh/g$^9#

)f (c) vD,^^lF$k"=l>lN ACL NfK"kf<6<H0k<WKD

$FmU7F/@5$#)fvDr}Df<6<"0k<W (^?O=N>}) O"

ACL rj-7F*j"ACL `\rQ99k"xr}CF$^9#

k<H

GU)kHNk<H ACL (GU)kH&k<H) N3"`\KO"!NbN,^^l

F$^9#

user cell_admin abcT
group iv-admin abcT
any-authenticated T
unauthenticated T

k<H ACL O"soKp\*JbNG9#M<`9Z<9NHiP<9O"/Gb

G-^9,">N"/7gsO"/GbBTG-ko1GO"j^;s#Lo"f

<6<O3lrQ99k,WO"j^;s#7+7"k<H ACL N-QJ!=N 1

DK"D9Nf<6<^?O0k<WN"M<`9Z<94NXN"/;9r(B

Kq]9k!=,"j^9#

k<H ACL K"k!Nh&J`\KD$FM(F_^7g&#

user john -----------------

3N`\ (vDJ7) Nk@O"user john O"k<H&3sFJ<&*V8'/H

rHiP<99k3HbG-J$"H$&3HG9#Dj<NfNc$LVGIN

h&JvD,U?5lF$Fb"3Nf<6<O"]n*V8'/H&9Z<9K

"/;99k3HO"dPKG-^;s#

18j!r WebSEAL*hS NetSEAL*V8'/H&9Z<9K,Q9k3H,G

-^9#?H(P"/WebSEAL3sFJ<&*V8'/HG"CjNf<6<+iH

iP<9 (T) vDrhje2k3H,G-^9#hje2il?=Nf<6<O"

WebSEALM<`9Z<9K^C?/~k3H,G-^;s#=Nf<6<O"=l

iNNhK"k*V8'/HKX7FINh&JvD,U?5lF$Fb"~k3

HOG-^;s#

WebSEAL *V8'/H&9Z<9
WebSEAL ACL (GU)kHN webseal)3"`\KO"J<NbN,^^lF$^9#

user cell_admin abcTdmlrx
group iv-admin abcTdmlrx
group webseal-servers gTdmlrx
group ivmgrd-servers Tl
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$s9H<k~K"3NGU)kH ACL O"M<`9Z<9NfN /WebSEAL 3

sFJ<&*V8'/HK\35l^9#

3N0k<W webseal-servers KO";-e"&Ia$sK"k=l>lN

WebSEAL5<P<N`\,^^lF$^9#GU)kHNvDKhj"5<P<O"

Vi&6<NWaK~z9k3H,G-^9#

0k<W ivmgrd-servers KO"I}5<P<r=9 1 DN`\@1,^^lF$^

9#I}3s=<k+iP5lk[HsINI}WaO"?<2CHN WebSEAL5

<P<KP9kI}5<P<rQ$F"+O5l^9#7?,CF"I}5<P<

O"?<2CH&5<P<GWarBT9kvDr}CF$k,W,"j^9#

HiP<9vD,"kH"I}3s=<kG=5lF$kh&K Web9Z<9rH

%9k3H,G-^9#j9HvD,"kH"I}3s=<kO"Web9Z<9Nb

Fr=(9k3H,G-^9#

NetSEAL *V8'/H&9Z<9
NetSEAL ACL (GU)kHN netseal)N3"`\KO"J<NbN,^^lF$^9#

user cell_admin abcTC
group iv-admin abcTC

$s9H<k~K"3N ACL O"M<`9Z<9NfN /NetSEAL3sFJ<&*

V8'/HK\35l^9#]n5<S9XN"/;9N?aN)f (c) vDrU?

9k,W,"j^9#

I}*V8'/H&9Z<9

I} ACL (GU)kHN management)3"`\KO"J<NbN,^^lF$^9#

user cell_admin abcTdmsv
group iv-admin abcTdmsv
group ivmgrd-servers Ts
any-authenticated Tv
unauthenticated Tv

$s9H<k~K"3N ACL O"M<`9Z<9NfN /Management3sFJ<&

*V8'/HK\35l^9#

lWj+I}*V8'/H

lWj+I} ACL (GU)kHN replica)3"`\KO"J<NbN,^^lF$^

9#

group secmgrd-servers dmv
group ivacld-servers dmv
group ivmgrd-servers m
group iv-admin abcTv
user cell_admin abcTv
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ACL N>A
Policy DirectorO"ACL KhCFCjNf<6<KU?5lkvDr=L9k?a

K"CjN>AWm;9rT$^9#

'Z5l?WaN>A

Policy DirectorO"'Z5l?f<6<r!NgxG>A7^9#

1. f<6< ID r ACL Nf<6<`\HM-go;^9#U?5lkvDO"lW

7?`\K"kbNG9#

Successful: evaluation stops here. Unsuccessful: continue to the next step.

2. f<6<,j09k0k<W (#tbD) r=L7"ACL N0k<W`\HM-

go;^9#

#tN0k<W`\,lW7?lgO"=NvDO"lW7?F`\+iU?5

l?vDN@} “or” i; (Gb?/vD) NkLKJj^9#

Successful: evaluation stops here.
Unsuccessful: continue to the next step.

3. 4'Z`\ ("lP) NvDrU?7^9#

Successful: evaluation stops here.
Unsuccessful: continue to the next step.

4. 4'Z ACL `\,J$lgO"E[*J4'Z(sF#F#<,8_7^9#3

NE[*J`\O"vDr?bU?7^;s#

Successful: no permissions granted.
End of evaluation process.

s'ZWaN>A

Policy DirectorO"ACL Ns'Z`\+ivDrU?9k3HKhCF"s'Zf<

6<r>A7^9#

s'Z`\O"vDrhj9kH-N"4'Z`\KP9k^9/ (SCH1LN

“and” i;) G9#s'ZKP9kvDO"vD,4'Z`\NfKbPF/kH-@

1"U?5l^9#

s'ZO"4'ZK~8Fh^kNG"ACL ,4'ZJ7Ns'Zr}D3HO""

^jU#,"j^;s#4'Z,J$NK ACL Ks'Z,^^lF$klgNGU

)kHN~zO"s'ZKvDrU?7J$"H$&3HKJj^9#

ACL `\Nc
f<6<O",ZJ ACL `\?$WrXj9k3HKhCF"CjNf<6<"0

k<W"^?O>}KP7FvDr_j7^9#J<NcGO"0k<W

documentation O"4"/;9"r}CF$^9#

group documentation --bcg--TdmsvC-lrx

4'Z`\?$WrHQ7F";-e"&Ia$sK"k>N'Zf<6<

(documentation0k<WK05J$) XN"/;9r)B9k3H,G-^9#

any-authenticated -------T-------rx
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;-e"&Ia$sNasP<GJ$f<6<Ns'Z`\?$WXN"/;9r

5iK)B9k3H,G-^9#

unauthenticated -------T-------r-

m: s'Z ACL `\,J$H"s'Zf<6<O"Policy Director;-e"&Ia

$sNfNIN;-e"&I-easHb"/;9G-^;s#

ACL Q5N?aNB ACL bGk
]n*V8'/H&9Z<9K"kMCHo</&j=<9r]n9k?aK"F

*V8'/HK ACL rUC9k,W,"j^9#

!N 2 DN}!NIAi+G"*V8'/HK ACL rdjvFk3H,G-^9#

v *V8'/HG@(* ACL rUC9k#

v ,XbK"khTN3sFJ<&*V8'/H+i=N ACL r"*V8'/H,

Q5 G-kh&K9k#

ACL N9-<`rQ57FNQ9kH";-e"&Ia$sQNI}?9/rg}K

:i93H,G-^9#3N;/7gsGO"Q55l?"9JoABN ACL N5

0rb@7^9#

B ACL bGkN5W
3N6'O"ACL Q5N"xNpCHJkbNG9#@(*KUC5l? ACL r}

?J$*V8'/HO"@(*K_j5l? ACL r}D"Gba$3sFJ<N

ACL rQ57^9#@$+(kH"@(*KUC5l? ACL r}?J$ 9YFN

*V8'/HO"@(*KUC5l? ACL r}D *V8'/H+i ACL rQ59

kH$&3HG9#Q5NCjNA'<sO"*V8'/HK@(*J ACL rUC

9kH"=3GZG5l^9#

ACL Q5N}!rHkH"g-J"]n5l?*V8'/H&9Z<9KP9k"/

;9)fN_jH]iNEv,JG=5l^9#5?*J*V8'/H&9Z<9

GO"*V8'/H&9Z<94Nr]n9k?aN-<LVG"tDN ACL r$

/D+UC9k@1G9_^9#-<LVK"ktDN ACL O"B ACL bGkr

U#7^9#

5?*J Policy DirectorNM<`9Z<9O"k<H&3sFJ<&*V8'/HK

UC5lF$k1lN@(*J ACL +iO^j^9#k<H ACL O"oK8_7

F$J1lPJi:"|n9k3HOG-^;s#Lo"3lO"[HsI)sv

`NJ$ ACL G9#=N<NM<`9Z<9K"k*V8'/HO9YF"3N

ACL rQ57^9#

M<`9Z<9NfNNh^?O5VDj<K"[Jk"/;9)fN)sv`,

,WJlgO"=N5VDj<Nk<HK@(*J ACL rUC7^9#3Nh&K

9kH"1 !M<`9Z<9Nk<H+i=N5VDj<XN"Q5 ACL N.l,

fG5l^9#Q5N77$A'<sO"7?Kn.5l?3N@(*J ACL +i

O^j^9#

h7O "/;9)fKD$F 103



GU)kHNk<H ACL FsWl<H
Policy DirectorO"Q5NA'C/r"]n5l?*V8'/H&9Z<9Nk<H

+iOa^9#Dj<NfN>NIN*V8'/HGb@(*K ACL r;CH7J

$H"Dj<4N,3Nk<H ACL rQ57^9#

k<HG_j5lk@(*J ACL FsWl<H,oK 1 D"j^9#I}TO"3

N ACL r"LN`\dvDN_jr}DLN ACL HV-9(k3H,G-^9#

7+7"k<H ACL r04K|n9k3HOG-^;s#

Policy Director O"Policy Director NGiN$s9H<kH=.N]K" ACL

Definition/ACL Entry &#sI&G"k<H ACL FsWl<Hr@(*K_j7^

9#

ACL Name default-root
Description Default Root ACL

HiP<9vD

HiP<9 (T) vDO"ACL `\G1L5l?(sF#F#<,"=N*V8'/

HrQ99k<9kvDr}D3HrXj7^9#`\O",XN<N}K"k*

V8'/HXN"/;9r@k?aK"*V8'/HrQ99k<9kvDr,W

H7^9#HiP<9vDO"=N*V8'/HKP7F>NvDOU?7^;

s#Wa5l?*V8'/H+NKb"HiP<9vDr?(k,W,"j^9#

J<N^O"HiP<9vDN!=r(7?bNG9# ACME CorporationKO"

EngineeringG#l/Hj<,"CF"5iK=NfK TechPubs5VG#l/Hj<

,^^lF$^9#Kate (user kate)O" SalestgNasP<G9,"jj<9&N

<H&U!$kr!$9k?aK" /Engineering/TechPubsG#l/Hj<K"/;9

9k,W,"j^9#

I}TO"0k<W salesN ACL `\r"HiP<9 (T) vDrU1F"

/Engineering*hS /TechPubsG#l/Hj<N>}KV$F$^9# user kateO"

3liN 2 DNG#l/Hj<NfK>NvDO}CF$^;s,"release_noteU

!$kK"/;99k?aK3liNG#l/Hj<rQ99k<9k3H,G-

^9#3NU!$kO"user kateKP7FHiP<9 (T) HI_hj (r) vDr}

CF$kNG"`wO3NU!$kr=(9k3H,G-^9#
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XjN3sFJ<&*V8'/Hhj<N,XXN"/;9r)B9kNOFWG

9#3liN*V8'/HND9NvDrF_j9k,WO"j^;s#1K"H

iP<9vDr:vN ACL `\+i|n9k@1G9#G#l/Hj<&*V8'

/HGHiP<9vDr|n9kH"=N<N,XN9YFN*V8'/H,]n

5l^9 (3liN*V8'/HKbCH)BN/J$>N ACL ,^^lF$?H

7Fb)#

?H(P"0k<W salesO"EngineeringG#l/Hj<G"HiP<9 (T) vD

r}CF$k,W,"j^9#0k<W sales,3NvDr}CF$J$H9kH"

Kate O"3NU!$kKP9kI_hj (r) vDr}CF$Fb"release_noteU!

$kK"/;99k3HOG-^;s#

"/;9WaNrh

Q5O"k<H ACL +iO^j"@(*J ACL r}D*V8'/H,PF/k^

G"M<`9Z<9K"k9YFN*V8'/HKFAr?(^9#3N]$sH

+i"Q5N77$A'<s,O^j^9#

@(*K_j5l? ACL N<K"k*V8'/HO"3N77$"/;9)frQ

57^9#@(*J ACL ro|9kH"9YFN*V8'/HKP9k"/;9)

fO"@(*K_j5l? ACL r}DGba/K"kG#l/Hj<^?O3sF

J<&*V8'/HKaj^9#

f<6<,;-e"&*V8'/HK"/;97h&H9kH"Policy DirectorO"

=Nf<6<,*V8'/HK"/;99kvDr}CF$k+I&+A'C/7

^9#?H(P";-e"&*V8'/Hr WebI-easHK9k3H,G-^

9#3lO"57/Q55l?+"^?O@(*K_j5l?vDKX7F"*V

8'/H,XKhCF9YFN*V8'/HrA'C/9k3HKhCF"Tol

^9#

I}TO"*V8'/HXNf<6<N"/;9rq]9k3H,G-^9# Policy

DirectorO",XNe}K"k$UNG#l/Hj<&*V8'/H^?O3sFJ

h7O "/;9)fKD$F 105



<&*V8'/HK"=Nf<6<KP9kHiP<9 (T) vD,^^lF$J$

H""/;9rq]7^9#^?"Policy DirectorO"Wa5l?*Zl<7gsr

BT9kNK,WJvDr?<2CH&*V8'/H,=,K}CF$J$H-

O""/;9rq]7^9#

"/;9&A'C/r.y5;k?aKO"Wa&OJ<N>}r}CF$k,W

,"j^9#

1. Wa5lk*V8'/HXNQ9rHiP<99kvD#

2. Wa5lk*V8'/HKX9k,ZJvD#

J<NcGO"f<6<,*V8'/HrI_hk (=(9k) 3H,G-k+I&+

rrh9kWm;9,(5lF$^9#

/acme/engineering/project_Y/current/report.html

Policy DirectorO"J<N3HrA'C/7^9#

1. @(*K_j5l?k<H ACL (/) GNHiP<9vD#

2. G#l/Hj< (acme"engineering" project_Y"*hS current) K\35l

?@(*J ACL NHiP<9vD#

3. U!$k+N (report.html)NI_hjvD#

*V8'/H,XKhC?3liN]$sHN$:l+G"f<6<,"/;9&

A'C/K:T9kH"Policy DirectorO"f<6<&"/;9rq]7^9#

[Jk*V8'/H&?$WK,Q5lk ACL FsWl<H
M9J*Zl<7gsKX9k ACL FsWl<HNfK"vDr_j9k3H,G

-^9#33GD=KJC?*Zl<7gsN5V;CH@1,"=N ACL ,\3

5l?CjN*V8'/HKX","kbNG9#

3N0nN6xO"I}rFWK9k?aK_W5l? Policy DirectorN 2 DN!

=KX"7F$^9#

v ACL FsWl<H

v ACL Q5

ACL FsWl<HrH&H"]n*V8'/H&M<`9Z<9K"k#t*V8'

/HK"18 ACL jArUC9k3H,G-^9# ACL jAO"=N ACL ,,

Q5lk9YFN*V8'/HNWoKgo;F"=,J`\rQ$F=.5l^

9#7+7"=l>lND9N*V8'/HKFA9k`\tO"/7@1G9#

ACL NQ5bGkGO"UC5l?@(* ACL r}?J$*V8'/HO$:l

b"]j7<NjArQ57^9#3Nh&JQ55l?]j7<NjAO"=l

hje}N,XK"k*V8'/HK,Q5l? ACL NfNGba$bN+iHi

l^9#

Ws9kH"ACL FsWl<HO"=l,,Q5lk9YFN*V8'/H&?$W

KHCF,WJ9YFNvDr-R9k,W,"j^9# ACL FsWl<HO"=

l,\35lF$k*V8'/H@1r-R9ko1GO"j^;s#
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ACL Q5Nc
J<N^O""kqRNM<`9Z<9K"kQ5 ACL H@(* ACL ,.g7?

lgNFAr(9^G9#

3NqRN*V8'/H&9Z<9O"k<H &*V8'/HNH3mKFQN;-

ejF#<&]j7<r_j7F$^9#k<HNeKO" /WebSEAL3sFJ<&

*V8'/HH"D9K)f5lktgN5VDj<,3-^9#

3NcGO"sales 0k<WK=NtgN5VDj<Nj-",?(ilF$^9#

3N5VDj<eN ACL O"s'Z^?O4'ZN`\?$Wr"'17J$3H

KmU7F/@5$# Year-to-Date salesU!$k (ytd.html) O"@(* ACL r}

CF$^9#3N@(* ACL O"sales-vp 0k<WNasP<KP7FI_hj (r)

vDrU?7F$^9#(3liN sales-vp 0k<WNasP<O"sales 0k<W

NasP<Gb"j^9)#

m: 3N ACL N9-<`O";-e"&Ia$sbNf<6<NICdo|N?a

KQ99k,WO"j^;s#77$f<6<O"1K,ZJ0k<W (#tb

D) KIC5lk@1G9#1MK"f<6<r3liN0k<W+i|n9k3

HbG-^9#

ACL I}NeT
;-e"&Ia$sNfGNI}U$N,6rI}NeTHFS^9#lLK"?

/Ntgdj=<9Nt],^^lF$kg-J5$HNlg"Wa,}("I}

NeTN,W-,/-F-^9#

lLK"g-J*V8'/H&9Z<9r"3liNtgdt]r=9NhKT.

9k3H,G-^9#Ia$sNL9NNhO=l>l"hjh$uVKT.9k

3H,G-^9#^?"=l>lLNNhK9kH"=N,nNdj@d,W-r

h/}r7F$kI}T,]i9k3H,G-^9#
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Ia$sNL9NNhO=l>l"LoO"hjh$uVKT.5l^9#=N,

nNdj@d,W-rh/}r7F$kI}T,"=l>lLNNhr]i7^

9#

Policy DirectorN;-e"&Ia$sGO"GiO"cell_admin"+&sH,"I}

vDr}D#lN"+&sHG9# cell_adminH7F"I}"+&sHrn.7"*

V8'/H&9Z<9NCjNNhKP9k,ZJ)fr"3liN"+&sHK

djvFk3H,G-^9#

I}eTN?aNM<`9Z<9N=$=

:vNvHjKC-N,dI}U$rBTG-kh&J"LDNNh"^?OvH

jr~lF*/*V8'/H&9Z<9r=$=7^9#

J<NcGO"*V8'/H&9Z<9N EngineeringH PublicationsNh,"L9

NI})fr,WH7F$^9#3liNNhN)fO"FNhNk<H+iO^

j"J<N9YFN*V8'/HK^GH%5l^9#

GU)kHNI}f<6<*hS0k<WNHQ

Policy DirectorO"EWJI}0k<Wr$/D+n.7^9#GU)kHKhj"

3liNf<6<"0k<W"^?O=N>}KO";-e"&Ia$sK"k9

YFN*Zl<7gsr)f7"I}9k?aNCLJvD,?(il^9#3N

GU)kHN;-ejF#<&]j7<O"$s9H<k~Kn.5lk ACL Kh

CFjA5l^9#

!K"$s9H<k~K3liNf<6<*hS0k<WK=l>ldjvFil

kCjNrdr\7/b@7^9#I}TO"3liNC"r"HG+9?^$:

7F"I}]j7<NQ9Kgo;k3H,G-^9#

f<6< cell_admin
3Nf<6<O";-e"&Ia$sGTolk9YFN*Zl<7gsKP9k

04J"xrU?5lF$k";-e"&Ia$sNI}Tr=7F$^9#

3N]j7<O"*V8'/H&9Z<9,g-/JC?H-KQ9G-^9#I

}vDr>Nf<6<KQ$9k3HKhCF"3N]j7<rQ99k3H,G
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-^9#"k$O"cell_admin+iNCjN ("k$O9YFN) vDrhjC93H

KhCF"]j7<rQ99k3HbG-^9#

0k<W iv-admin
3N0k<WO"I}T0k<Wr=7^9#cell_adminH1MK"3N0k<WN

asP<O9YF"GU)kH&]j7<KhCF;-e"&Ia$sNI}TG

"kH_J5l^9#GU)kHN ACL O9YF"f<6<N cell_adminH0k<

W iv-admin K"^C?/18vDrU?7^9#

f<6<r iv-admin0k<WKC(k3HKhCF"FWKf<6<rI}TNrd

K~lk3H,G-^9#3NWm7<8c<KO"Jsi+Nm1,"k3HK

mU7F/@5$#f<6<,3N0k<WNasP<KJkH"=Nf<6<

O"3N~@+iGU)kHN ACL r}D3HKJj^9#GU)kHN ACL ,

"kH"f<6<O"M<`9Z<94NG"IN*V8'/HKP7Fb9YF

N3HrT&4"r}D3HKJj^9#

3N0k<WNGU)kH&]j7<O"Q99k3H,G-^9#?H(P"I

}vDr>Nf<6<KeTQ$9k3HKhCF"GU)kH&]j7<rQ9

9k3H,G-^9#"k$O"iv-admin+iltNI}vD"k$O9YFNI}

vDrhjC93HKhCF"GU)kH&]j7<rQ99k3H,G-^9#

0k<W ivmgrd-servers
3N0k<WKO"I}5<P<,^^l^9#Policy DirectorO"=_";-e"&

Ia$sK 1 DNI}5<P<,8_7F$k3H,,WG9#7?,CF"3N0

k<WKO"=N 1 DN`\,"k@1G9#

3s=<k+iP5lk[HsINI}WaO"?<2CHN Policy Director5<P

<KP9kI}5<P<rQ$F"BT5l^9#3Nh}N?aK"I}5<P

<O"?<2CH&5<P<GWarBT9kvDr}CF$k,W,"j^9#

3Nh&J}3+i"3N0k<WKO"GU)kHI} ACL GN5<P<I}v

D (s) H"Web 9Z<94NNj9H (l) vD,U?5l^9#

0k<W webseal-servers
3N0k<WKO";-e"&Ia$sK"k9YFN WebSEAL5<P<,^^l

^9#GU)kHN WebSEAL ACL O"3liN5<P<K"HTTP C-NvDN

04J;CHH"eTvDrU?7^9#3N]j7<rHCF"9YFN WebSEAL

5<P<O">N9YFN WebSEAL5<P<K\g9k3H,G-^9#3N]j

7<r$59kH"5<P<4HNY<9G3liNvDrU?9k3H,G-^

9#

I}f<6<Nn.

Policy DirectorrHQ7F"U$NYg$N[JkI}"+&sHrn.9k3H,

G-^9#U$O"o,*KI} ACL rV/3HKhCF"I}TKeTQ$5l

^9#J<Nj9HO"I}NrdH7FM(ilkbNr(7?bNG9#

ACL I}NU$
ACL I}TO"I} ACL ,V+lF$kljK~8F"]n*V8'/H

NM<`9Z<9NhN9YF"^?Oltr)f9k3H,G-^9# I
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}TN ACL `\KO"b"a"*hS T NvD"5iK^?"=NNhK"

k*V8'/HXN*Zl<7gsKHCF,ZJ=N>NvDrC(?b

Nr^ak3H,G-^9#

I}TO"I}3s=<krHCF"XjNM<`9Z<9K"k*V8'

/HK ACL r\39k3H,G-^9#I}TO"ACL FsWl<HN{

8N;CHrHQ9k3H,G-^9#UC (a) vDrHQ7F"ACL ,U

C5l^9#3NI}TO"ACL FsWl<Hrn."Q9"^?Oo|9

kvDr}CF$^;s#

ACL ]j7<NU$
ACL ]j7<I}TKO";-e"&Ia$sGHQ5lk9YFN ACL

FsWl<HNn.H$5r)f9kU$,"j^9# ACL ]j7<I}T

KO"/Management̂ ?O /Management/ACL*V8'/HGN d"b"m"

*hS v vD,U?5lF$k,W,"j^9#

3N ACL ]j7<I}TO"(m) vDrQ$F77$ ACL FsWl<Hr

n.9k3H,G-^9#77$FsWl<HNn.TH7F"I}TO"

GU)kHKhj"abcTvDr}D"77$ ACL FsWl<HNfNGi

N`\KJj^9#)f (c) vDO"BA*K"ACL Nj-"*hS=lK

7?,CF ACL rQ99k"Br"I}TK?(^9#

ACL Nj-TH7F"I}TO"I} ACL GU?5lF$ko| (d) vD

rHQ9k3H,G-^9# I}TO"3NvDrQ$F"FsWl<HN

j9H+i ACL r|n7^9# =N ACL Nj-TGJ$Bj"ACL F

sWl<Hro|9k3HOG-^;s#

5<P<I}NU$

3NI}TKO"/Management/Server*V8'/HKX9k d"m"s"*hS

v vD,U?5l^9#3NI}TO"Policy Director5<P<KX89k*

Zl<7gsrBT9k3H,G-^9#

vD"/7gsNU$

3NI}TKO"/Management/Action*V8'/HG (d) *hS (m) vD,

U?5l^9#3NI}TO"h0TN"Wj1<7gsQKn.5lk9

YFNvDrn.^?Oo|9k3H,G-^9#

I}M<`9Z<9KD$FN\YO"96Z<8NXI}M<`9Z<9Yr2H

7F/@5$#

I} ACL FsWl<HNc
!NcGO"I}"Brf<6<,h@9k}!r(7^9#

v J<N /WebSEALN ACL O"user adam KI}"r?(kbNG9#

user cell_admin abcTdmlrx

group iv-admin abcTdmlrx

group webseal-servers gTdmlrx

group ivmgrd-servers Tl

user adam abcTdmlrx

any-authenticated Trx

unauthenticated Trx
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v J<N /NetSEAL N ACL O"user adam KI}"r?(kbNG9

user cell_admin abcTC

group iv-admin abcTC

user adam abcTC

any-authenticated TC

unauthenticated TC

I}NeTNc

g-J*V8'/H&9Z<9GO"M9J5VVisArI}9k?aK?/N

I}f<6<,,WKJj^9#3Nlg"3liNFVisAXNQ9eK"k

G#l/Hj<N ACL K"F"+&sH4HK"HiP<9vDr}D`\r^a

k,W,"j^9# ?/NI}f<6<N$k5$HGO" ACL KO"3liNI

}"+&sHr9YF=9`\N9$j9H,^^lk3HKJj^9#

J<Nj!rH&H"I}TQN?tN ACL `\Ndj,rh5l^9#

1. I}T0k<WN"+&sHrn.9k#

2. 77$9YFNI}f<6<r3N0k<WKIC9k#

3. 3N0k<Wr ACL `\ (HiP<9vDr}D) H7F"=l>lN5VVi

sAr}A"I}NeTr,WH7F$kG#l/Hj<KIC9k#

4. =l>lNVisA&k<H ACL G",ZJI}f<6<`\ (b"c"T"*h

S=N>N,ZJvDr}DbN) rIC9k#

5. 3lG"I}TO"I}0k<WN ACL `\ (*hS=N>N`\) rk<H+

i|nG-kh&KJj^9#

3lG"f<6<Ok<HH=N<K"k9YFN*V8'/HKP9k)fr

}D3H,G-^9#

J<NcGO"9YFNI}f<6<r^`h&K managers 0k<W,n.5lF

$^9#f<6< pub-manager O"3N0k<WNasP<JNG" PublicationsG

#l/Hj<KJS2<H9kNK,WJHiP<9vDr}CF$^9#

PublicationsG#l/Hj<KO"=N ACL K"f<6< pub-manager N`\,^

^lF$^9#pub-manager O"3NVisANeTI}TG"j",ZJvDr}

CF$^9#eTI}TH7F" pub-manager O"Publications ACL+i manager 0

k<W&"+&sH (*hS=N>N ACL `\) r|n9k3H,G-^9#0k

<W&"+&sH*hS=N>N ACL `\r|n9k3HKhCF"eTI}TO"

Web 9Z<9N=NVisAKP9kmg*J)frh@7^9#
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h8O "/;9)fN,Q

;-e"&Ia$sGO"]j7<&FsWl<HrHQ9k3HKhCF"j=

<9r]n9k3H,G-^9#]j7<&FsWl<HKO"j=<9NHQr

)f9kvD,^^lF$^9#]nr,WH9kj=<9NM<`9Z<9&*

V8'/H==KP7F"]j7<&FsWl<HrUC9k,W,"j^9#

Policy DirectorO"ACL HFPlk]j7<&FsWl<H&?$Wr'17"HQ

7^9#ACL O";-e"&Ia$sK09kj=<9K"H%N;-ejF#<&

]j7<r9?sW7F*/?aKHQ5l^9#

\OGO"*V8'/H&9Z<9rI}7""/;9)fr,Q9k?aK,W

J&LN?9/KD$Fb@7^9#

3NOO"!NFaK,+lF$^9#

v vZ<8NXACL I}N5WY

v 114Z<8NXACL I}?9/Y

v 116Z<8NX*V8'/H&9Z<9I}N5WY

v 116Z<8NX*V8'/H&9Z<9I}?9/Y

ACL I}N5W
I}3s=<kN ACL I}?9/&QMkrQ$F"ACL FsWl<Hrn."Q

9"*hSo|7^9#

1. ACL I}NI}TH7F (cell_admin JI)"I}3s=<kKm0$s9k#

2. ACL ?9/&?Vr/jC/9k#

ACL I}?9/&QMk,=(5l^9#

ACL I}?9/N"/7gs&\?s
ACL "/7gs&\?srHQ7F"ACL I}*Zl<7gsrBT7^9# J<

N=G"F"/7gs&\?sN!=rb@7^9#

"/7gs&

\?s
b@

New ACL 77$ ACL FsWl<Hrn.7^9#

New Entry *r5l? ACL FsWl<HK77$`\rIC7^9#

Save
3N ACL FsWl<Hr]I7^9#ACL O"ACL Namej9HN

Se<K=(5l^9#

Delete *r5l? ACL FsWl<Hro|7^9#

Get
CLKXj5l? ACL FsWl<HKD$FNpsr!w7"ACL

\YSe<KV-^9#ACL jA;/7gsN ACL NameU#<k

IG ACL rXj7^9#

List list Se<rjUlC7e7^9#

Where Used
*r5l? ACL FsWl<H,\35lk]n*V8'/HN04J

j9Hr=(7^9#3N=(O"3s=<kN Bulletin Board;/7

gsK=(5l^9#
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ACL I}?9/
J<N ACL I}*Zl<7gsrBT9k3H,G-^9#

v 77$ ACL FsWl<HNn.#

v ACL `\NIC#

v ACL `\NvDNT8#

v ACL FsWl<HNo|#

77$ ACL FsWl<HNn.
77$ ACL FsWl<Hrn.9kH-"{8NGU)kHN ACL FsWl<H

N 1 DrQ$F+O7"=N ACL rf<6<NXjKQ99k3H,G-^9#

1. ACL Name j9H+i"HQ7?$GU)kHN ACL FsWl<HN"$3s

rIiC07^9# =N"H"77$ ACL r Bulletin BoardK~lk?aNp

CH7F"3NFsWl<HrHQ9k3H,G-^9#

2. ACL "/7gs&\?s+i"New ACL r/jC/7^9#

ACL jAhK"kJ0Nps,Cn5l"77$`\QNU#<kI,QU5l

^9#

GU)kHKhj"f<6<,m0$s7?1LR,"GiN ACL `\ (abcTv

Dr}D) KJj^9# )f (c) vDO"f<6<K"3N ACL KP9kj-

"r?(^9#

3. ACL N>0r ACL Name U#<kIK?$W7^9#

4. Description U#<kIK?Vrgo;"3N ACL N\*r-R9kUl<: (3

lr,Q9k\*d}!KD$F) r~O7^9#

5. Bulletin BoardK"kGU)kHN ACL "$3sr"77$ ACL jAN ACL

`\hKIiC07^9#

3lG"77$ ACL KO"GU)kHN ACL +iN`\,~k3HKJj^

9#

6. `\K,vJ$5rC(^9#

7. Save r/jC/7^9#

ACL `\NIC
ACL `\rIC9kH-O"!Nh&K7^9#

1. ACL Name j9H+i"ACL FsWl<Hr*r7^9#

2. New Entry "/7gs&\?sr/jC/7^9#

ACL Entry h,/j"5l"77$`\QKj;CH7^9#

3. ^&9&\?sG Type U#<kIr/jC/7F"]17^9#

ImCW@&s&aKe<,=(5l^9#

4. f<6<"0k<W"4'Z"^?Os'Z?$Wr*r7^9#

5. ID U#<kIr/jC/7F",ZJ ID r?$W7^9#

Accounts management Se<+if<6<*hS0k<WN"$3srIiC

0&"sI&ImCW9k3HbG-^9# Accounts ?9/&?Vr/jC/

7F" Accounts management Se<r3s=<kN<tNQMkhK\07

^9#
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6. vDA'C/&\C/9rHQ7F",ZJvDr3N`\K,Q7^9#

7. Save \?sr/jC/7F"`\r ACL K3_CH7^9#

ACL `\NvDNT8
ACL `\NvDrT89kH-O"!Nh&K7^9#

1. ACL jAhG"`\r*r7^9#

2. ACL `\hG"vDA'C/&\C/9r*r9k+"^?O*r7J$G",

ZJvDr*r7^9#

3. Save \?sr/jC/7F"Q9r3_CH7^9#

ACL FsWl<HNo|
ACL FsWl<Hro|9kH-O"!Nh&K7^9#

1. ACL Name j9H+i"o|7?$ ACL FsWl<Hr*r7^9#

2. Delete \?sr/jC/7^9#

Yp\C/9,=(5l^9#

3. Continue r/jC/7^9#

I}3s=<kO"*V8'/HK^@\35lF$k ACL ro|7^;s#3

Nu7rYp9kaC;<8,"9F<?9&P<K=(5l^9#

c :

webtest 0k<WNasP<N?aK_W5l? ACL r\37^7?# webtest 0

k<WO"77$ HTML Z<8N+/dF9Hr9k0k<WG9#F9HN"H

G"3N@(* ACL r|n7F";-e"&Ia$sN>NasP<,3NZ<8

rHQG-kh&K9k3H,G-^9#

77$ ACL FsWl<Hrn.9k?aN5sWk&Wm7<8c<
77$ ACL FsWl<Hrn.9kH-O"

1. New ACL "/7gs&\?sr/jC/7^9#

ACL jAhK"kJ0Nps,Cn5l"77$`\QNU#<kI,QU5l

^9#

GU)kHKhj"f<6<,m0$s7?1LR,"GiN ACL `\ (abcT

vDr}D) KJj^9#

2. ACL N>0r ACL Name U#<kIK?$W7^9#

3. Description U#<kIK?Vrgo;"3N ACL N\*r-R9kUl<:

(3lr,Q9k\*d}!KD$F) r~O7^9#

4. Save \?sr/jC/7F"3N77$ ACL r ACL j9HK3_CH7^

9#

5. New Entry \?sr/jC/7^9#

ACL Entry h,/j"5l"77$`\QKj;CH7^9#

6. ^&9&\?sG Type U#<kIr/jC/7F"]17^9#

ImCW@&s&aKe<,=(5l^9#

7. unauthenticated r/jC/7F"vDrU?7^;s#
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8. Save \?sr/jC/7^9#

ACL jAhK`\,=(5l^9#

9. 18Wm7<8c<rTCF"vDr}?J$4'Z`\rIC7^9#

10. Accounts ?9/&?Vr/jC/7^9#

AccountsI}QMk,"HCW&QMkH7F=(5l^9#

11. Move Task Down \?sr/jC/7F" AccountsI}QMkr3s=<k

N<Nt,KV-^9#

12. 77$0k<W`\rn.9kH-O" New Entry (ACL QMk) r/jC/

7^9#

13. AccountsQMkN Groups j9H+i" group "$3sr ACL Entry hN ID
U#<kIKIiC0&"sI&ImCW7^9#

Type *hS ID U#<kIO",ZJpsG~?5l^9#

14. vD,,Z+A'C/7^9#

15. Save \?sr/jC/7F"3N`\r ACL K3_CH7^9#

*V8'/H&9Z<9I}N5W

I}3s=<kN*V8'/H&9Z<9I}N?9/&QMkrHQ7F" ACL r

*V8'/HK\37?j"*V8'/H+i ACL r|n9k3H,G-^9#

1. ACL I}vDr}Df<6<H7F (cell_admin JI)"I}3s=<kKm0

$s7^9#

2. Object Space N?9/&?Vr"/jC/7^9#

Object Space management taskQMk,=(5l^9#

*V8'/H&9Z<9I}?9/N"/7gs&\?s

*V8'/H&9Z<9I}*Zl<7gsrBT9kH-O" Object Space "/
7gs&\?srHQ7^9#J<N=G"F"/7gs&\?sN!=rb@7

^9#

"/7gs&

\?s
b@

Attach ACL ACL r*V8'/HKdjvF^9#

Remove ACL ACL r*V8'/H+i|n7^9#

Find ACL
CjN ACL G@(*K^</rU1?9YFN*V8'/Hr!w

7^9#3s=<kN<tNQMkK*V8'/H,j9H5l^

9#

Save ACL
Edit ACL Se<rHQ9kH-K"ACL KC(il?Q9r]89

k!=rs!7^9#

List *V8'/H&9Z<9&Dj<rjUlC7e7^9#

*V8'/H&9Z<9I}?9/

J<N*V8'/H&9Z<9I}*Zl<7gsrBT9k3H,G-^9#

v ACL r*V8'/HKUC7^9#

v @(* ACL r*V8'/H+i|n7^9#
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*V8'/HXN ACL NUC
f<6<O"ACL NUC*hS|nN?aN,ZJI}vDr}CF$k,W,"j

^9#CK"ACL r*V8'/HK,Q7?j"ACL r*V8'/H+i|n7?

j9k?aNUC (a) vDr}CF$k,W,"j^9#

1. ACL I}?9/&QMkr3s=<kN<tN;/7gsKV-^9#

2. 3s=<kNetQMkG Object SpaceQMkr/jC/7^9#

3. *V8'/H&9Z<9&Dj<N:v9kNhrH%7"@(* ACL ,UC5

lkljN?<2CH&*V8'/Hr*r7^9#

4. ACL Name j9H+i,ZJ ACL FsWl<HN"$3srIiC07"*V

8'/H&9Z<9&Dj<NfN*r5l?*V8'/HNeKImCW7^

9#

*V8'/H+iN@(* ACL N|n
f<6<O"ACL NUC*hS|nN?aN,ZJI}vDr}CF$k,W,"j

^9#CK"ACL r*V8'/HK,Q7?j"ACL r*V8'/H+i|n7?

j9k?aNUC (a) vDr}CF$k,W,"j^9#

1. Object Space N?9/&?Vr"/jC/7^9#

2. *V8'/H&9Z<9&Dj<N:v9kNhrH%7"UC5l?@(* ACL

r}D?<2CH&*V8'/Hr*r7^9#

3. Remove ACL \?sr/jC/7^9#
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h9O Wm-7<&f<6<NI}

;-ejF#<&Wm@/HKX9k IBM SecureWay FirstSecure (FirstSecure);C

HN 1 DK" IBM SecureWay Boundary Server for Windows NT and AIX (Boundary

Server),"j^9# LDAP ,GU)kHNf<6<&l89Hj<G"klg"

Policy Directorr Boundary ServerHloK"}g IBM Firewall *hS Policy Director

NWm-7<&f<6<&=je<7gsQKHQ9k3H,G-^9#

FirstSecure*hS=N=.WGKD$FNG7ps,"J<N Web5$HK"j^

9#

http: //www.ibm.com/software/security/firstsecure/library

-&;-ejF#<NRp

Policy DirectorH1M"Boundary ServerO" IBM SecureWay FirstSecureWm@/

H&;-ejF#<&QC1<8HloKs!5lk=.WGN 1 DG9#"k$

O"Boundary Server̂ ?O Policy DirectorrDLKX~7F""HG3lirH)

7?Wm@/H (04J FirstSecureQC1<8rX~;:K) H7F"BT9k3H

,G-^9#

-&;-ejF#<O"HQ7F$kMCHo</""Wj1<7gs"psJI

r]n9k@1GOJ/"=liN-zOOb-2^9#-&;-ejF#<r,

ZKHQ9k?aKO"=NMCHo</K"/;9G-kM"MCHo</KP

~j9kpsN>}r)f9k,W,"j^9# Boundary ServerO"U!$"&)

<k]n"3sFsD&;-ejF#<"*hS VPN rs!7^9#Boundary Server

O"$s?<MCHKP9k-&rn.7F"/~ND=-N"k&#k9d"Java

9/jWH"applets" ActiveX 3sHm<k"8cs/ e-mail (SPAM)JIrVm

C/9k?aKHQ9k3H,G-^9#

Boundary ServerNWh"$s9H<k"=."HQ"*hSHiVk7e<F#s0

N}!KD$FN\YO"IBM SecureWay Boundary ServerWm@/HHloKs!

5lk IBM SecureWay Boundary Server Up and Runningr2H7F/@5$#

Boundary ServerO"Wm@/HNQC1<8G9#Boundary ServerO";-ejF

#<:HNGINJANF/Nm8<r}g=je<7gsKH_~sG$^9#

3N=je<7gsKO"IBM 5]<H*hS5<S9,^^lF*j"$UKX~

9k3H,G-^9#

Boundary ServerN=.WGN 1 DK IBM SecureWay FirewallP<8gs 4.1

(Firewall) ,"j^9#

IBM Firewall HN}g
U!$"&)<k N\*O";-e"&MCHo</Nf^?O0XN"%^7/J

$^?O5vDNL.rI_9k3HG9#U!$"&)<kO"1 D^?O#tN

;-e"Jbtd_MCHo</H">N (;-e"GJ$) MCHo</^?Ox0

$s?<MCHHNVru?9kbNH7F/-^9#
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IBM Firewall O"MCHo</&;-ejF#<&Wm0i`G9# IBM SecureWay

Firewall P<8gs 4.1 KO"J<N77$!=,^^lF$^9#

v ;-e"&a<kNWm-7<NH%

v Socks Protocol"P<8gs 5 NH%

v Remote Access Service (RAS)

v HTTP Wm-7<

HTTP Wm-7<O"SecureWay FirewallrL7?Vi&6<NWa"D^j" Web

NVi&:KD$FO socks5<P<N,W-rS|9k"H$&Warh}7^

9#f<6<O"$s?<MCHGpsr"/;99k]K"btMCHo</N

;-ejF#<rm&/;:K"^?"/i$"sHND-, HTTP Wm-7<r$

sWjasH7F$J/Fb"-QJpsr"/;99k3H,G-^9#

SecureWay Firewallr$s9H<k9kH-O"=N0K,\N0sro,$s9H

<k5l"=.5lF$k+"N'9k,W,"j^9# 5iK^?";-e"&$

s?<U'<9rjA7";-ejF#<&]j7<rhj7F_j7"MCHo

</&*V8'/HrjA9k,W,"j^9# J<Nh&J"gWJMCHo<

/&*V8'/HrjA9k,W,"j^9#

v U!$"&)<kN;-e"&$s?<U'<9

v U!$"&)<kNs;-e"&$s?<U'<9

v ;-e"&MCHo</

v HQ7F$k;-e"&MCHo</eK"kF5VMCH

v HQ7F$k Security Dynamics5<P<*hS Windows NT NIa$s&5<

P<N?aN[9H&MCHo</&*V8'/H (:v9klg)

$s9H<kH=.psKX9k\YKD$FO" IBM SecureWay Boundary Server

Up and Runningr2H7F/@5$#3NqAO"Boundary ServerHloKs!5

l^9#

f<6<N?$WN-R

IBM Firewall NI}TO"Wm-7<&f<6<NjAN=."n."*hSQ9K

D$FU$,"j^9,">NU!$"&)<kI}TNjArn.7?j"$5

9k3HOG-^;s#

U!$"&)<kI}TO"J<Nh&JI}Q?9/rBT7^9#

v f<6<,"+,N]nMCHo</N0K"k[9HK"/;9G-kh&

K"f<6<r IBM Firewall KIC9k#

v U!$"&)<kK"/;99kf<6<N0-rQ99k#

v MCHo</N0K"/;9r,WH7F$J$f<6<ro|9k#

}g5l? IBM Firewall H Policy DirectorN=je<7gsNlg"Wm-7<&

f<6<NI}rz-Q0NO Policy DirectorI}TG9#

U!$"&)<kNf<6<

;-e"&MCHo</Nf<6<O"MCHo</Na+K:` (SocksdWm-

7<"JI) rHQ9k3HKhCF"s;-e"&MCHo</K"/;99k3
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H,G-^9#;-e"&f<6<,s;-e"&MCHo</ (Wm-7<) rHQ

G-kh&K7?$H-O"3N?$WNHiU#C/rv9h&J,5J\3r

=.7"_j9k,W,"j^9#

IN5<P<KBT5;k+O"WisKs0NJ,GTol?hjKhCF[J

j^9#5<S9r-zK9kH""koN\3=.KCjN?$WNHiU#C

/rv9h&J_j,,WKJk3H,h/"j^9#?H(P"+RN;-e

"&f<6<,"HTTP Wm-7<rQ$F"$s?<MCHeN Web r5<U#

s9kNrv9H9lP"I}TO" HTTP Wm-7<&G<bsrU!$"&)<

kK=.9k,W,"kP+jGJ/" HTTP HiU#C/rv9h&J\3r_j

9k3Hb,WKJj^9#

"&HP&sIN Web"/;9Nh&J!=N'Z,,WKJklgO"=liN

f<6<r IBM Firewall KjA7F/@5$#

Wm-7<&f<6<

Policy DirectorI}TO"Wm-7<&f<6<r"Policy Directorf<6<NH%

H7FI}9kh&K=.G-^9#}g5l? Policy DirectorH IBM Firewall =

je<7gsNlg"Policy DirectorI}TO"f<6<r Policy DirectorWm-7

<&f<6<H7F;CH"CW9k,W,"j^9#

Wm-7<&f<6<O"HTTP Wm-7<&5<S9JIN"U!$"&)<k&

5<S9rHQ7F"kHbNMCHo</+i$s?<MCHN Web5$HK"

/;99kMG9#Wm-7<&f<6<O"U!$"&)<krQ$F5<S9

rHQG-^9,"U!$"&)<k&^7sXN"/;9O}CF$J$NG"

U!$"&)<k&^7sXNm<+k&m0$srBT9k3HOG-^;s#

Wm-7<&f<6<I}NHQD==

Wm-7<&f<6<I}rJT5;k?aKO"0bCFI}3s=<kG3N

!=rHQD==7F*/,W,"j^9#Wm-7<&f<6<!=rHQD=

=9kKO"console.propertiesU!$krT89k,W,"j^9#

console.propertiesU!$kO"J<NH3mK"j^9#

Windows: C:¥Program Files¥IBM¥IVConsole¥console.properties

UNIX: /opt/intraverse/ivconsole/console.properties

Wm-7<&f<6<I}r_j9kKO"J<Nh&K7^9#

1. F-9H&(G#?<rHQ7F"console.propertiesU!$kr*<Ws7^9#

2. J<NTNh,+i"ma7s\k (#) r|n7^9#

#6, ProxyUsersTaskView = IV.ProxyUserTask.ProxyUsersTaskView

3. I}3s=<krFO07F"Wm-7<&f<6<I}!=rHQD=K7^

9#
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Wm-7<&f<6<I}N5W

Policy DirectorNlg"U!$"&)<k&f<6<O"Wm-7<&f<6< HF

Pl^9#Policy DirectorNI}3s=<krQ$F"I}TOWm-7<&f<6

<rI}9k3H,G-^9#

Policy DirectorNI}TO"J<Nh&JI}Q?9/rBT7^9#

v U!$"&)<k&5<S9rHQG-kh&K"Wm-7<&f<6<H7

F"f<6<rIC9k#

v U!$"&)<k&5<S9rHQ9kWm-7<&f<6<N0-rQ99

k#

v U!$"&)<k&5<S9rHQ9k,W,J/JC?Wm-7<&f<6<

ro|9k#

3Nh&JI}?9/NBT}!N\YKD$F"U!$"&)<kI}TO" IBM

Firewall X8qAr2H7F/@5$#

Wm-7<&f<6<I}QMkNHQ

UsersI}?9/&QMkKO"Users NDj<NSe<H"Proxy User N\YS
e<,}ailF$^9#

Wm-7<&f<6<I}?9/N"/7gs&\?sNHQ

Wm-7<&f<6<NI}*Zl<7gsrBT9k?aK" Proxy User "/7
gs&\?srHQ7^9#J<N=G"F"/7gs&\?sN!=rb@7^

9#

"/7gs&\?s b@

Save

Policy Directorf<6<,"f<6<&Dj<&Se<G*r

5lF$klgKO"77$Wm-7<&f<6<rn.7^

9#{8NWm-7<&f<6<,"f<6<&Dj<&Se

<G*r5lF$klgKO"{8NWm-7<&f<6<r

Q97^9#

Delete *r7?Wm-7<&f<6<r|n7^9#

Wm-7<&f<6<N\YU#<kINHQ

J<N=GO"I}3s=<keN Proxy User Detail Se<K"kU#<kIr
b@7^9#

U#<kI b@

Proxy User

Wm-7<&"/;9N?aKjA5lF$kf<

6<KP7FXj5lk>0#3lO"IBM

Firewall K"k TELNET ^?O FTP 5<P<K3

Nf<6<,m0$s9kH-KH&f<6<>#

3Nf<6<O"I}T"Br}CF$^;s#

Proxy Domain
U!$"&)<k&Wm-7<&Ia$sN>0r

Xj7^9#

Password
U!$"&)<k&Wm-7<&Ia$sKm0$

s9kH-KHQ9kQ9o<IrXj7^9#
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Description

Wm-7<&f<6<KD$F-R9kF-9H&

9Hjs0rXj7^9#3N-RO"1Jk$U

*rNG<?&U#<kIG"CF"l89Hj<

GOHQ5l^;s#

Remote Shell

jb<H&m0$s&7'k,Wm-7<&f<6

<N?aKHQ5lkh&KXj7^9#*rNj

9HKO"/bin/restrict.sh " /bin/csh "/bin/ksh
/bin/bsh " /bin/oneact.sh "*hSu9Hjs0,
^^l^9#

Local Shell

m<+k&m0$s&7'k,Wm-7<&f<6

<N?aKHQ5lkh&KXj7^9# *rNj

9HKO"/bin/restrict.sh " /bin/csh "/bin/ksh
/bin/bsh " /bin/oneact.sh "*hSu9Hjs0,
^^l^9#

Default Group

Wm-7<&f<6<,j09kGU)kH&0k

<WrXj7^9#I}TO"=(5l?0k<W

Nj9H+i"Wm-7<&f<6<,asP<K

JCF$k0k<Wr*rG-^9#

Secure FTP Authentication

;-e"&MCHo</+iU!$"&)<kK"

/;99k?aK FTP rHQ9k]K"3Nf<

6<K,WHJk'ZNlYkrXj7^9#*r

Nj9HKO"Firewall Password "Permit All "
Deny All"SecurID Card"NT Logon
Password " User-Supplied 1 "User-Supplied
2" User-Supplied 3 "AIX Logon Password "*
hSu9Hjs0,^^l^9#

Remote FTP Authentication

s;-e"&MCHo</+iU!$"&)<kK

"/;99k?aK FTP rHQ9k]K"3Nf

<6<K,WHJk'ZNlYkrXj7^9#*

rNj9HKO"Firewall Password "Permit
All" Deny All"SecurID Card"NT Logon
Password " User-Supplied 1 "User-Supplied
2" User-Supplied 3 "AIX Logon Password "*
hSu9Hjs0,^^l^9#

Secure Telnet Authentication

;-e"&MCHo</+im0$s9kH-K"

3Nf<6<N1LRr?i+N}!G'Z9k,

W,"k3Hr(7^9#*rNj9HKO"

Firewall Password "Permit All " Deny All"
SecurID Card"NT Logon Password "
User-Supplied 1 "User-Supplied 2 "
User-Supplied 3 "AIX Logon Password "*hS
u9Hjs0,^^l^9#
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Remote Telnet Authentication

s;-e"&MCHo</+im0$s9kH-

K"3Nf<6<N1LRr?i+N}!G'Z9

k,W,"k3Hr(7^9# *rNj9HKO"

Firewall Password "Permit All " Deny All"
SecurID Card"NT Logon Password "
User-Supplied 1 "User-Supplied 2 "
User-Supplied 3 "AIX Logon Password "*hS
u9Hjs0,^^l^9#

Secure SOCK Authentication

U!$"&)<kN;-e"&+i~k Socks/i

$"sH\3N?aN" Socks"P<8gs 5"'

Z}0rXj7^9#*rNj9HKO"Firewall
Password "Permit All " Deny All"SecurID
Card"NT Logon Password " User-Supplied
1"User-Supplied 2 " User-Supplied 3 "AIX
Logon Password "*hSu9Hjs0,^^l^
9#

Remote SOCK Authentication

U!$"&)<kNs;-e"&+i~k Socks/

i$"sH\3N?aK" SocksP<8gs 5 '

Z}0rXj7^9# *rNj9HKO"Firewall
Password "Permit All " Deny All"SecurID
Card"NT Logon Password " User-Supplied
1"User-Supplied 2 " User-Supplied 3 "AIX
Logon Password "*hSu9Hjs0,^^l^
9#

Secure HTTP Authentication

"&HP&sIN HTTP Wm-7<WaG"f<6

< ID HQ9o<I,PKJC??$WN'ZrX

j7^9#*rNj9HKO"Firewall
Password "Permit All " Deny All"SecurID
Card"NT Logon Password " User-Supplied
1"User-Supplied 2 " User-Supplied 3 "AIX
Logon Password "*hSu9Hjs0,^^l^
9#

Local Authentication

m<+k'Z}0rXj7^9#*rNj9HK

O"Firewall Password "Permit All " Deny All"
SecurID Card"NT Logon Password "
User-Supplied 1 "User-Supplied 2 "
User-Supplied 3 "AIX Logon Password "*hS
u9Hjs0,^^l^9#

Idle Disconnect Time
HQ5lF$kbN,ZG5lk0Kv5lk"$

Ik~VrXj7^9#

Warning Disconnect Time
ZG5lk0Kf<6<Kv5lkYp~VN95

rXj7^9#

Password Valid

f<6<KWmsWHrP7F"57$Q9o<I

r~O9kh&"f<6<KWa9k+I&+"X

j7^9# IBM Firewall O"3Nf<6<NQ9

o<IrWa9kWmsWHrP7^9#

Password Locked
Q9o<IrmC/9k+I&+Xj7^9#I}

TO"3NU#<kIr yes K_j7F"f<6<

,Q9o<IN'ZrHQG-J$h&K7^9#
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Wm-7<&f<6<NIC

Wm-7<&f<6<rn.9kH-O"!Nh&K7^9#

1. Proxy User ?9/&?Vr/jC/7^9#

2. Users Dj<N:v9kNhrH%7"Wm-7<&f<6<K7?$ Policy

Director f<6<r*r7^9#

3. Proxy User Detail Se<K"kU#<kIK-~7^9#

4. Save \?sr/jC/7^9#

Wm-7<&f<6<psNQ9

Wm-7<&f<6<psrQ99kH-O"!Nh&K7^9#

1. Proxy User ?9/&?Vr/jC/7^9#

2. Users Dj<&Se<N:v9kNhrH%7F"j9H+i{8NWm-7<&
f<6<r*r7^9#

Proxy User DetailhKO"=_NG<?,~CF$^9#

3. 77$G<?r~O7^9#

4. Save \?sr/jC/7^9#

Wm-7<&f<6<N|n

Wm-7<&f<6<ro|9kH-O"!Nh&K7^9#

1. Proxy User ?9/&?Vr/jC/7^9#

2. Users Dj<&Se<N:v9kNhrH%7F"{8NWm-7<&f<6<
r*r7^9#

3. Delete \?sr/jC/7^9#

Wm-7<&f<6<I}N?aN ivadmin policy 3^sINHQ

Policy Director NWm-7<&f<6<KX7F@1HQ5lkCjN ivadmin
policy 3^sI,"j^9# ivadmin policy 3^sIO"Policy Directorf<6<

HWm-7<&f<6<KP9kFQN]j7<psr)f9kI}3^sIN;

CHG9# I}TO"J<Nh&J]j7<0-rI}9k3H,G-^9#

v Xm0$s&]j7<NI}Y

v 126Z<8NXQ9o<I&]j7<NI}Y

]j7<O"79F`N4N*J;-ejF#<r~19k?aK"f<6<&"

+&sHHQ9o<IK];il?)sN;CHrjA7^9#3liN)sO"

lL*K (79F`K"k9YFNf<6<K0m<PkK)""k$OCLK (Xj

5l?f<6<KP7F@1) ];il^9#f<6<K"CjN]j7<,,Q5

lklgO"3NCjN]j7<,"jA5lkD=-,"kINFQ]j7<h

jb%h7^9#FQ]j7<KfYF"3NCjN]j7<,)s,?/Fb/

J/Fb"3N%hgL,,Q5l^9#

m0$s&]j7<NI}

IBM SecureWay Boundary ServerI}TO"J<N ivadmin policy 3^sIrHQ

7F"m0$sX"N]j7<rI}9k3H,G-^9#
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m0$sX"N policy I}?9/&3^sIrHQ7F"77$m0$s&]j7
<rn.7^9#3liN]j7<O"9YFNf<6<K,Q5l^9#

m0$sX"N]j7<Nlg"Policy DirectorO"policy I}?9/&3^sIr
2H9kH-"jP~VO D D D - h h : m m : s s H7F"^?dP~VO

YYYY-MM-DD-hh:mm:ss H7FjA7^9#

3^sI b@

policy {set | get} disable-time-interval [ number ]

m0$snTN:TNGgtK#7?"H""+&sHrIl@1N~

V (CtG) X_9Y-+rXj7^9#

numberz-tO""+&sHrX_9Y-CtG9#

c :

ivadmin> policy set disable-time-interval 3

^?O"

ivadmin> policy get disable-time-interval

policy {set | get} max-login-failures [ number ]

m0$snTG:T,v5lkGgNstN77$]j7<rn.9k

+"^?O{8N]j7<r=(7^9# numberz-tO"m0$s

nTG:T,v5lkGgNstG9#

c :

ivadmin> policy set max-login-failures 5

^?O"

ivadmin> policy get max-login-failures

Q9o<I&]j7<NI}

IBM SecureWay Boundary ServerI}TO"J<N ivadmin policy 3^sIrHQ

7F"Q9o<IN]j7<rI}9k3H,G-^9#

Q9o<IX"N]j7<Nlg"Policy DirectorO"policy I}?9/&3^sI
r2H9kH-"jP~Vr DDD-hh:mm:ssH7FjA7^9#

3^sI b@

policy {set | get} max-password-age [ relative-time ]

Q9o<INQ9,,WKJk0NGg~Vr)f9k]j7<rI}

7^9# relative-timez-tO"Xj9k~VG"j" DDD-hh:mm:ss

H$&A0G"|"~o",r=7^9#

c :

ivadmin> policy set max-password-age 031-08:30:00

^?O"

ivadmin> policy get max-password-age

policy {set | get} max-password-repeated-chars [ number ]
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f<6<NQ9o<INfG"37F?|G-k8zNGgtrXj7

^9#

c :

ivadmin> policy set max-password-repeated-chars 3

3NGb 3 8zN?|8zNcrHQ7?lg"Q9o<I deptfff

O"3 DN “f” ?|8zr6(F$J$NG"Q9o<IH7F_jG-

^9#Q9o<I deptffff O"“f” 8z, 4 D"CF"3 DN?|8z

H$&)Br6(F$kNG"Q9o<IH7F_jG-^;s#

^?O"

ivadmin> policy get max-password-repeated-chars

policy {set | get} min-password-alphas [ number ]

f<6<NQ9o<IGHQ9Y-QzNG.etrXj7^9#

c :

ivadmin> policy set min-password-alphas 5

3NcNlgO"Q9o<IKGc 5 eNQz,^^lF$k,W,"j

^9#

^?O"

ivadmin> policy get min-password-alphas

policy {set | get} min-password-non-alphas [ number ]

f<6<NQ9o<IGHQ9Y-QzJ0N8zNG.etrXj7

^9#

c :

ivadmin> policy set min-password-non-alphas 1

3NcNlgO"-zK9k?aKO"Q9o<IKGc 1 eNQzJ0

N8z,^^lF$k,W,"j^9#

^?O"

ivadmin> policy get min-password-non-alphas

policy {set | get} min-password-different-chars [ number ]

f<6<NQ9o<IGHQ9Y-[Jk8zNG.etrXj7^

9#

c :

ivadmin> policy set min-password-different-chars 3

3NcNlgO"-zK9k?aKO"Q9o<IKGc 3 DN[Jk8

z,^^lF$k,W,"j^9# Xj5l?Q9o<I, ddddyyyy G

"kH"[Jk8z, 2 D@1JNG (d H y)"Q9o<IO-zKJ

j^;s#

^?O"

ivadmin> policy get min-password-different-chars

policy {set | get} min-password-length [ number ]
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Q9o<ING.9r8ztGXj7^9#numberz-tO"Q9o<

INvFG.9G9#

c :

ivadmin> policy set min-password-length 8

^?O"

ivadmin> policy get min-password-length

policy {set | get} min-password-reuse-num [ number ]

"kQ9o<Ir?sQ97?i"J0KHQ7?Q9o<I,FSH

QD=KJk+rXj7^9#

c :

ivadmin> policy set min-password-reuse-num 3

^?O"

ivadmin> policy get min-password-reuse-num

policy {set | get} min-password-reuse-time [ relative-time ]

Q9o<IrFHQG-kh&K9k?aK"Pa9Y-G.N~Vr

Xj7^9#

relative-timez-tO"GcN~VG"j" DDD-hh:mm:ss H$&A0

G"|"~o",r=7^9#f<6<O"Xj5l?)B~VbK

(?H(P"60 |9JoA 060-00:00:00)"18Q9o<IrFYHQ

9k3HOG-^;s#

c :

ivadmin> policy set min-password-reuse-time 060-00:00:00

^?O"

ivadmin> policy get min-password-reuse-time

policy {set | get} password-expiry-date [ relative-time ]

Q9o<IN-z|B,Zlk|~rXj7^9#

c :

ivadmin> policy set password-expiry-date 031-08:30:00

^?O"

ivadmin> policy get password-expiry-date

policy {set | get} password-expiry-warn [ number ]

Q9o<IN-z|B,Zlk3Hrf<6<KYp7^9# number

z-tO"~;|N?|0KYprOak+ (?H(P"Q9o<IN

-z|B,Zlk 4 |0"JI) H$&|tG9#

c :

ivadmin> policy set password-expiry-warn 4

^?O"

ivadmin> policy get password-expiry-warn

128 Policy DirectorI}Njz-



h10O Policy Director 5<P<NI}

\OGO"Policy Director5<P<N;CHrI}7"=.9k?aNFQ?9/r

hje2^9#^?"=l>lN5<P<r5]<H9k=.U!$kKD$F

b"b@7^9#

3NOO"!NFaK,+lF$^9#

v vZ<8NXPolicy Director5<P<NRpY

v 132Z<8NXUNIX: Policy Director 5<P<Nd_H+OY

v 134Z<8NXWindows: Policy Director5<P<Nd_H+OY

v 135Z<8NXV<H~N5<P<NO0r+0=9kY

Policy Director 5<P<NRp

Policy Director5<P<O"!Nh&J5<P<&Wm;9 (G<bs) +i=.5l

^9#

v ;-ejF#<&5<P< (secd)

v ;-ejF#<&^M<8c< (secmgrd)

v vD5<P< (ivacld)

v I}5<P< (ivmgrd)

v G#l/Hj<&5<S9&Vm<+< (DSB)

3liN5<P<O"Wm@/HN$s9H<k~K+0*K=.5l^9#

Policy DirectorN;-ejF#<&5<P< (secd) O DCE 5<P<N_G9#;

-ejF#<&5<P<O"'Z5<S9rs!7^9#^?";-ejF#<&

5<P<O"f{l89Hj<&G<?Y<9r]i7^9#f<6<&l89H

j<O LDAP Gb DCE Gb+^$^;s,"f<6<&l89Hj<, DCE N

lg"3Nf{l89Hj<&G<?Y<9KO";-e"&Ia$sK2C7F

$k9YFN-zf<6<N"+&sHps,^^l^9#

;-ejF#<&^M<8c< (secmgrd) KO" WebSEAL*hS NetSEAL;-

ejF#<&^M<8c<,^^lF$^9#

Policy DirectorN vD5<P< (ivacld) O" Policy DirectorNvD API rjb<

H&b<IGHQ9kh0TN"Wj1<7gs+iNvDWaK5<S9rs!

7^9#vD5<P<O"Lo"I}d=.,[HsIWj^;s#

I}5<P< (ivmgrd) O"1 ! ACL G<?Y<9rI}7";-e"&Ia$s

K"k>N WebSEALd NetSEAL5<P<KX9kLVpsr]i7^9#I}5

<P<O"Lo"I}d=.,[HsIWj^;s#

G#l/Hj<&5<S9&Vm<+< (DSB) O"I}5<P< (IVMgr) QC1<

8NltH7F[[5l^9#I}3s=<kO"Windows NT"Windows 95"^?

O Windows 98No</9F<7gsGBT5lkH-"G#l/Hj<&5<S

9&Vm<+<,;-e"&Ia$sK~CF$k3Hr,WH7^9#Lo"G

#l/Hj<&5<S9&Vm<+<KO"i|$s9H<kN"HG"I}d=

.r9k,WO"j^;s#
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5<P<NM8X8

Policy Director5<P<NM8X8KO"!NbN,^^l^9#

v IN;-e"&Ia$sGbI}5<P<H=N 1 !vD (ACL) G<?Y<9N

$s9?s9O 1 D@1GJ1lPJj^;s#

v I}5<P<O"=N ACL G<?Y<9r";-e"&Ia$sN>N9YFN

Policy Director5<P<K#=7^9#

v ;-ejF#<&^M<8c<O"WebSEAL*hS NetSEALHiCWr}CF

*j"9YFN Policy Director5<P<Kos7F$^9#

v ;-ejF#<&^M<8c<O=l>l"#=5l?vD"^?O ACL"G<?

Y<9+iNpsKpE/"/;9)f]j7<r,Q7^9#

5<P<I}D<kN5W

J<N$s?<U'<9rp7F"5<P<I}rBT9k3H,G-^9#

v ivadmin f<F#jF#<

v wandmgr f<F#jF#< (WebSEALN_)

v UNIX 9/jWH

v Windows NT5<S9)fQMk

3NOGO"3liNF$s?<U'<9rQ$k}!rb@7^9#

ivadmin "wandmgr "*hSO09/jWH,"3^sIT$s?<U'<9rs
!7^9#3liO"7'k&9/jWHbN5<P<I}?9/r+0=9kH

-K"XxG9#

I}3s=<k"ivadmin"*hS wandmgrO9YF"jb<HGbm<+kGbH

Q9k3H,G-^9#O09/jWHO"m<+kKI}9k,W,"j^9#
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djr!P7F{59kH-"3^sITf<F#jF#<,D9N5<P<Nu

7psr(7")frT$^9#

ivadmin f<F#jF#<

Policy DirectorO"5iKbYJ5<P<&?9/rBT9k?aK" ivadmin 3

^sITf<F#jF#<rs!7^9# ivadmin O"!Nh&J\*GHQ7^

9#

v 0N;/7gsKj9H5lF$k9YFNI}3s=<k&?9/rBT9

k#

v 5<P<Nu7r=(9k#

wandmgr f<F#jF#<
wandmgr 3^sITf<F#jF#<O"J<Nh&JbYN Web /i$"sH

vD*hS-cC7eI}?9/rBT9k?aKHQ5lk Policy Director N

WebSEALD<kG9#

v Web *V8'/HN-cC7eu7r=(9k#

v Web *V8'/HN-cC7erabj<+io|9k#

UNIX 9/jWH
Policy DirectorO"9/jWHrHQ7F"79F`&V<HfK5<P<r+0*

Kd_ / +O7F"5<P<Nu7r=(7^9#3liN9/jWHr!N\*

G"j0G+O9k3H,G-^9#

v 5<P<rd_9k#

v 5<P<Nu7r=(9k#

v 5<P<r+O9k#

Windows NT 5<S9)fQMk

Windows NT5<S9)fQMkO"!N\*KHQ5l^9#

v 5<P<r+O9k#

v 5<P<rd_9k#

v 5<P<rl~d_ (59ZsI) 9k#

v l~d_7?5<P<r3T (l8e<`) 9k#

v =.5l?5<P<rj9H9k#

5<P<=.U!$k

Policy Director5<P<GO"=.U!$krHQ7F"!=rX(7^9#

5<P<> Wm;9 =.U!$k

;-ejF#

<&^M<8

c<

secmgrd UNIX:

/opt/intraverse/secmgr/lib/secmgrd.conf

Windows:

¥Program Files¥ibm¥Policy Director¥secmgr¥lib¥secmgrd.conf

I}5<P< ivmgrd UNIX:

/opt/intraverse/ivmgrd/lib/ivmgrd.conf

Windows:

¥Program Files¥ibm¥Policy Director¥ivmgrd¥lib¥ivmgrd.conf
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vD5<P< ivacld UNIX:

/opt/intraverse/ivacld/lib/ivacld.conf

Windows:

¥Program Files¥ibm¥Policy Director¥ivacld¥lib¥ivacld.conf

=.U!$kO"psr9QFq8`3<I (ASCII) Y<9G"&L(G#?<rH

Q7FT8G-^9#U!$k`\NA0O"!NH*jG9#

parameter=value

Policy Director5<P<Ni|$s9H<kGO"[HsINQia<?<KGU)

kHM,_j5l^9#Qia<?<KOltKE*G"h7FQ9G-J$bN

b"j^9,"=lJ0O"407?jIC7?j7F"5<P<!=N=.dQ

U)<^s9NG,=rT&3H,G-^9#

m: =.U!$kNT8eO"Policy Director5<P<r$C?sd_7"FO07

F+iGJ$H"Q9O-zKJj^;s#

FU!$kKO"=l>l9?s6HFPlk;/7gs,"j"CjN=.+F

4j<KX9k_jM,}ailF$^9#9?s6&iYkO"ggL [ ] KO^

lF=(5l^9#

?H(P"iv. conf U!$kN [intraverse] 9?s6GO";-e"&Ia$s4

NK,Q5lklL*J Policy Director =._jMrjA7^9#9?s6

[wand-mime-types] GO"m<+k&79F`eG" Policy Director WebSEALKh

CF5]<H5lk MIME ?$WjArjA7^9#

U!$kKOma,U-"FQia<?<NHQKD$Fb@7F$^9#=._

jMrQ99k,W,"klgO"U!$krmU</T87F"U!$kN0g

-rN]7^9#

UNIX: Policy Director 5<P<Nd_H+O

5<P<&Wm;9N+OHd_O"Lo"79F`NO0~H7cCH@&s~

KBT5lk"+0=5l?9/jWHKhCFTol^9#

^?"I}T,9/jWHrHQ7F"5<P<&Wm;9rj0G+O7?j"

d_7?j9k3HbG-^9#3Nj!,r)DNO"$s9H<kN+9?^

$:~d"djN!PH{5K"?k~G9#J*"9/jWHr,QG-kN

O"m<+k&^7sNlg@1G9#jb<HG5<P<rd_7?j"+O7

?j9klgO"I}3s=<kd ivadmin f<F#jF#<rHQ7^9#

Policy Director5<P<O"+OHd_r4t1~KT&3HbG-k7"d_9k

lgO"lYK 1 D:DDLKd_9k3HbG-^9#lL*K"5<P<O"5

7$gxGd_7"+O9k,W,"j^9#

NetSEAT/i$"sHKeoCF;k&G#l/Hj<&5<S9 (CDS)Warh

}9kKO"G#l/Hj<&5<S9&Vm<+<,,WG9 (WindowsGNI}

3s=<kGO"NetSEAT/i$"sHrHQ7^9)#
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iv 9/jWHrHQ7Fd_9k
CjN^7seN9YFN Policy Director5<P<r57$gxGd_9klgO"

iv 9/jWHrHQ7^9#

AIX:

# /etc/iv/iv stop

Solaris:

# /etc/init.d/iv stop

3N9/jWH,d_9kNO"ivacld"secmgrd"ivmgrd Ng@1KBil^9#9

/jWHO"9YFN5<P<,d_9kNrTCF+i"WmsWHra7^

9#

j07cCH@&s

5<P<O"kill 3^sIrHQ7F"DLKd_9k3HbG-^9#

# kill <pid> 5<P<r/)*K*k7cCH@&s9k#

# kill -9 <pid> *khVJ7K"5<P<rM3/)*;9k#

Policy Director5<P<O"!NgxG7cCH@&s7^9#

1. G#l/Hj<&5<S9&Vm<+< (DSB)

2. vD5<P< (ivacld)

3. ;-ejF#<&^M<8c< (secmgrd)

4. I}5<P< (ivmgrd)

iv 9/jWHrHQ7F+O9k
CjN^7seN9YFN Policy Director5<P<r57$gxG+O9klgO"

iv 9/jWHrHQ7^9#

AIX:

# /etc/iv/iv start

Solaris:

# /etc/init.d/iv start

3N9/jWH,+O9kNO"ivmgrd"secmgrd"ivacld Ng@1KBil^9#9

/jWHO"9YFN5<P<,+O9kNrTCF+i"WmsWHra7^

9#

j0O0

5<P<r>\+O9k3HKhCF"5<P<rDLKj0G+OG-^9#5

<P<O"=l+NGi|=7^9#3l,5oKTollP"5<P<O"=l

+NGG<bs=7^9#

O03^sIO"root d ivmgr JI"I}f<6<H7FBT9k,W,"j^9#

Policy Director5<P<O"!NgxG+O7^9#

1. I}5<P< (ivmgrd):

# /opt/intraverse/ivmgrd/bin/ivmgrd
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2. ;-ejF#<&^M<8c< (secmgrd):

# /opt/intraverse/secmgr/bin/secmgrd

3. vD5<P< (ivacld):

# /opt/intraverse/ivacld/bin/ivacld

4. G#l/Hj<&5<S9&Vm<+< (DSB):

# /opt/intraverse/broker/bin/dsb

5<P<u7N=(

5<P<,T/7F$k+I&+A'C/9klgO"!N3^sIrHQ7^

9#

AIX:

# /etc/iv/iv status

Solaris:

# /etc/init.d/iv status

DCE 5<P< :
5<P< HQD= T/

dced yes yes
secd - yes
cdsd - yes
dtsd - yes
dsb - yes

Policy Director 5<P< :
5<P< HQD= T/

ivmgrd yes yes
secmgrd yes yes
ivacld yes yes

Windows: Policy Director 5<P<Nd_H+O

5<P<&Wm;9rj0G+O7?j"d_7?j9klgO" Windows NT 5

<S9)fQMkrHQ7^9#3N}!,r)DNO"$s9H<kN+9?^

$:~d"djN!PH{5K"?k~G9#3Nf<F#jF#<rHQ9kl

gO"I}C",,WG9#

Policy Director5<P<O"+OHd_r4t1~KT&3HbG-k7"d_9k

lgO"lYK 1 D:DDLKd_9k3HbG-^9# lL*K"5<P<N+

OHd_O57$gxGT&,W,"j^9#

79F`rFO0 (jV<H) 9kH"Policy Director AutoStart5<S9KhCF"

Policy Director5<P<N=l>l,+0*K+O5l^9#5<P<,+O7F7

^&H"AutoStart5<S9O*;7^9#

D9N Policy Director 5<P<rj0G+O7?j"d_7?j9klgO"

Windows NT5<S9)fQMkrHQ7^9#

1. Windows)fQMkr*<Ws9k#

2. Services "$3sr@Vk/jC/9k#
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VServicesW@$"m0&\C/9,=(5l^9#=(5lk5<S9KO"

!NcNh&JbN,"j^9#

Service Status Startup
Director Services Broker Started Automatic
Policy Director Authorization Server Started Manual
Policy Director Auto-Start Service Started Automatic
Policy Director Management Server Started Manual
Policy Director Security Manager Started Manual
Policy Director X.509 Authorization Server Started Manual

3. j9H&\C/9G"4 N9FCWH 5 N9FCWK(5lF$kgxK>CF"

Policy Director5<P<r*r9k#

4. !NgxG5<P<rd_9k#

v ;-ejF#<&^M<8c<

v I}5<P<

v G#l/Hj<&5<S9&Vm<+<

5. !NgxG5<P<r+O9k#

v G#l/Hj<&5<S9&Vm<+<

v I}5<P<

v ;-ejF#<&^M<8c<

v vD5<P<

6. \C/9N&&N:v9k)f*W7gs&\?s (Start" Stop"Startup ) r

/jC/9k#

7. Policy Director5<P<, Policy Director AutoStart5<S9KhCF+0*KO

09k3H,J$h&K9klgO"Startup *W7gs&\?srHQ9k#3
N\?sr/jC/9kH" Policy Director5<P<, Disabled (HQTD) K

_j5l^9#

V<H~N5<P<NO0r+0=9k

iv.conf =.U!$kN [intraverse] 9?s6KO"5<P<NO0r+0=7?j"

+0=7J$h&K9kQia<?<,~CF$^9#

$s9H<k~KO"79F`NFO0N?SK+0*K+O9kh&K";-e

jF#<&5<P<&G<bs (secmgrd)r=.G-^9#

[intraverse]
boot-start-secmgrd = yes

secmgrd,+0*KO07J$h&K9klgO"!Nh&K_j7^9#

boot-start-secmgrd = no

IVMgr QC1<8r$s9H<k9kH"79F`rFO09k?SK" Policy

Director I}5<P<&G<bs (ivmgrd) ,+0*K+O7^9#

[intraverse]
boot-start-ivmgrd = yes

ivmgrd ,+0*KO07J$h&K9klgO"!Nh&K_j7^9#

boot-start-ivmgrd = no
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m: F;-e"&Ia$s (;k) ,,WH9k Policy DirectorI}5<P<&G<

bsO"=l>l 1 D@1G9#;k 1 DKD-#tN5<P<K ivmgrd r

$s9H<k7?j"BT7?j9k3H,J$h&K7^9#

IVAcld QC1<8r$s9H<k9kH"79F`rFO09k?SK" Policy

Director vD5<P<&G<bs,+0*K+O7^9#

[intraverse]
boot-start-ivacld = yes

ivacld ,+0*KO07J$h&K9klgO"!Nh&K_j7^9#

boot-start-ivacld = no

RPC o<+<&9lCIr=.9k
=.5l?o<+<&9lCINtG"5<P<,5<S9G-k1~e.WaN

trXj7^9# 9YFNo<+<&9lCI,HQfG"kH"Policy DirectorG

O"~e9k>N\3KD$FO"o<+<&9lCI,HQD=KJk^GPC

U!<K~lF*-^9#

e.\3K5<S9G-kHQD=9lCINtrXjG-^9#o<+<&9l

CINtOQU)<^s9KFA9kD=-,"k?a"=N=.OmU</T&

,W,"j^9#

=.Qia<?<,1~\3NtKeBr_1k3HO"j^;s#3liNQi

a<?<GXj9kNO"x_*K5BNnHTATsK5<S99k?aKHQ

D=K5lk9lCINtrXj9k@1G9#

o<+<&9lCING,tN*rO"MCHo</eNHiU#C/NLH?$

WKD$FN}rYK8&5l^9#

9lCINtr}d;P"Wah}N0;K++k?Q~V,;L5lk3HKJ

j^9#?@7"9lCINtr}d9H"5<P<&*<P<XCI,}C9k

NG"WaK5<S99k?Q~V,FS}(k3HKJj^9#

5<P< secmgrd"ivmgrd"ivacld KX9k=.U!$kN=l>lKO" RPC o

<+<&9lCIr=.9k?aN!Nh&JQia<?<,~CF$^9#

v RPCo<+<&9lCINGgt

v e. RPCKX7F listen 9k?aN TCP ]<H

v e. RPCKX7F listen9k?aNf<6<&G<?0i`&WmH3k (UDP)

N]<H

5<P<> Wm;9 =.U!$k

;-ejF#<&^M<8c

<
secmgrd secmgrd.conf

I}5<P< ivmgrd ivmgrd.conf

vD5<P< ivacld ivacld.conf

136 Policy DirectorI}Njz-



RPC o<+<&9lCI&W<kr_j9k
Policy Director5<P<O"RPCo<+<&9lCIrHQ7F"!NbNrh}7

^9#

v NetSEAT/i$"sH+iNe. RPCWa

v I}3s=<k+iBT5lkI}?9/KhCF8.5lkG<?Y<997

F5<P<=.U!$kK~CF$kGg RPCo<+<&9lCItQia<?<

KO"!NGU)kHM,~CF$^9#

max-rpc-worker-threads = 10

Policy Director5<P<,h}9k NetSEAT/i$"sHNt,?$H-O"3N

Mr}d93HrM87^9#

e. RPC WaQH7F5<P<r=.9k
!N=KO"=l>lN5<P<Khk RPC listenQNGU)kHN]<HM,lw

=K7F"j^9#

5<P< =.U!$k ]<H&Qia<?<H=NGU)kHM

secmgrd secmgrd.conf rpc-tcp-port = 6052 rpc-udp-port = 0

ivmgrd ivmgrd.conf tcp-rpc-port = 6032 udp-rpc-port = 0

ivacld ivacld.conf tcp-rpc-port = 6031 udp-rpc-port = 0

]<HM,<m (0) NlgO"=N]<HGN RPC listenOHQTDKJj^9#

TCP listenNHQr<R*+a7^9#UDP ]<Hr/09kNO"dPK,WJH

-@1K7^9#

,WK~8F"5^6^J]<Hr_jG-^9#

secmgrd Nc :

rpc-udp-port = 6052

3lG"TCP H UDP O1lN]<HeG listen 7^9#
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h11O vD5<S9NI}

Policy DirectorvD5<S9O"vDhjWm;9r)f9k3HKhCF"MCH

o</&;-ejF#<&]j7<rB\7^9#Policy DirectorvD!=O"!N

h&K$/D+N}!GH%G-^9#9JoA"ICNM<`9Z<9NjAH

hj~_"7,"/;9)fvDNjA"h0T 0tvD5<S9 XNPhJIN

}!G9#3NOGO" Policy DirectorvD5<S9N=."]i"H%K,WJ?

9/KD$Fb@7^9#

3NOO"!NFaK,+lF$^9#

v vZ<8N Xh0T"Wj1<7gs&M<`9Z<9rjA9kY

v 142Z<8NX+9?` ACL vDrjA9kY

v 146Z<8NX0tvD5<S9rjA9kY

v 149Z<8NXI}5<P<NI}Y

h0T"Wj1<7gs&M<`9Z<9rjA9k

Policy Director;-ejF#<&]j7<O"!NWGGjA5l^9#

v ;-e"&Ia$sK2Crv5lkNO?

v ]nN,W,"k*V8'/HO?

v =Nh&J*V8'/Hr]n9k,W,"k,'O?

Policy Director]n*V8'/H&M<`9Z<9O";-e"&Ia$sK09k

j=<9N@}*G,X*J=(G9#M<`9Z<9bN*V8'/HO"]n

5lkP]G"k79F`&j=<9 (U!$kd]<HJI) r=7^9#;-e

"&Ia$sbNj=<9r]n9kKO"=Nh&Jj=<9N*V8'/H=

(K]j7<&FsWl<H (ACL) rUC7^9#

]n*V8'/H&M<`9Z<9GO"!N 2 DN?$WN*V8'/HrHQ7

^9#

3sFJ<&*V8'/H

3sFJ<&*V8'/HO"M<`9Z<9rL9N!=NhK,X*K

T.G-k=$XjG9#3sFJ<&*V8'/HKj=<9&*V8'

/H,~j^9#

j=<9&*V8'/H

j=<9&*V8'/HO";-e"&Ia$sbNB]N79F`&j=

<9 (5<S9"U!$k"Wm0i`JI) N=(G9#
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Policy DirectorGO"=NvD5<S9rh0TM<`9Z<9K09k*V8'/

HKH%G-^9#h0TM<`9Z<9r Policy DirectorK}g9kKO"!Nj

g,,WG9#

v h0T"Wj1<7gsNM<`9Z<9r Policy DirectorK-R9k#

v ]nr,WH9kM<`9Z<9&*V8'/HK]j7<&FsWl<Hr,

Q9k#

ClJ^CTs0&U!$kNHQKhCF"Policy DirectorKP7Fh0TM<`

9Z<9NbFr-R7^9#3NU!$kKO"h0TM<`9Z<9K09k

j=<9&*V8'/H,j9H5l"=N,XX8,(5lF$^9#

5iK"3Nh0TM<`9Z<9,}F5lkk<H&3sFJ<&*V8'/

HrjA9k,W,"j^9#k<H&3sFJ<&*V8'/H>O"I}3s

=<k (*V8'/H&9Z<9&?V) KhCF=(5l?lgO" Policy Director

M<`9Z<9NltH7F=(5l^9#{8N8`*J Policy Director3sFJ

<&*V8'/HKO" /WebSEAL"/NetSEAL"/Management,"j^9#

I}5<P<=.U!$k (ivmgrd.conf)G"h0T3sFJ<&*V8'/HN>0

H"^CTs0&U!$kNlj,jA5l^9#

k<H&3sFJ<&*V8'/H>H^CW&U!$klj

I}5<P<=.U!$k (ivmgrd.conf)N [object-spaces] 9?s6G"!N`\

r>}HbjA7^9#

v h0TM<`9Z<9KX9kk<H&3sFJ<&*V8'/HN>0

v ^CTs0&U!$kNlj

F`\NA0O!NH*jG9#

object-space-root = map-file

?@7"!NH*jG9#

object-space-root h0TM<`9Z<9r}F9k3sFJ<&*V8'/HN>0
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map-file ^CW&U!$kXN4Q9>#^CTs0&U!$kOI3K"

CFb=$^;s#

!NcGO"h0T3sFJ<&*V8'/H (Notes) H^CW&U!$kNlj

notemap.txt rjA7F$^9#

UNIX: /Notes = /opt/intraverse/lib/notemap.txt

Windows: /Notes = C:¥Program Files¥IBM¥Policy Director¥lib¥notemap.txt

m: ivmgrd.confU!$kKhj~`T8,"C?lgO"I}5<P<r$C?sd

_7F+iFO09k,W,"j^9#

^CTs0&U!$kNA0

h0TM<`9Z<9r-R9k^CTs0&U!$kO" ASCII F-9H&U!$

kG9#U!$kbNFTO"=l>l,M<`9Z<9bNFj=<9&*V8

'/Hr=9dPQ9>G9#^CTs0&U!$kKO"j=<9&*V8'/

H@1,j9H5lF$^9#Policy DirectorGO"Q9>+i3sFJ<&*V8

'/HrE[Xj7^9#

ICN^CW&U!$k,'H7FO"!NbN,"j^9#

v 1 TK*V8'/HHQ9>r 1 D:Dj9H9k#

v *V8'/H&Q9>O",:9iC7e ( / ) GO^k#

^CTs0&U!$kNc :

/Forum/public/mail
/Forum/public/reference
/Forum/public/chat
/Forum/documents/style
/Forum/documents/guide
/Forum/documents/manual
/Forum/private/mail
/Forum/private/notes
/Forum/private/bulletins

I}3s=<kGN,X=(

!NI}3s=<khLO" X^CTs0&U!$kNA0YGb@7F$k^CT

s0&U!$kNcNkL=(5l?bNG9#
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Protected Object Space

Object Space ACL

/

Management

NetSEAL

Notes

WebSEAL

Forum

documents

private

public

guide

manual

style

bulletins

mail

notes

chat

mail

reference

+9?` ACL vDrjA9k
Policy DirectorGO"]j7<&FsWl<HrpK7F"]n*V8'/HKP7

F*Zl<7gsrBT9klgK,WJrorXj7^9#Policy DirectorGO"

"/;9)fj9H (ACL) HFPlkCjN?$WN]j7<&FsWl<HrHQ

7^9#

ACL `\
ACL r*V8'/HKUCG-^9#3l,UC5lkH"ACL bN`\KhCF"

Policy Director,3N*V8'/HKP7FvD9k*Zl<7gsH"*Zl<7

gsNBTT,Xj5l^9#ACL `\KO"!NbN,^^l^9#

v f<6<&?$W^?O0k<W&?$W

s'Zf<6<H4'Zf<6<r=9?$Wb"j^9#

v G-Nf<6<1L^?O0k<W1L

v vD

vD

Policy DirectorO"-OOKo?k*Zl<7gsrVe9k"8`*JlHNvD

rHQ7^9#1lNu~D= ASCII 8zG"vDr=7^9#I}3s=<k

(ACL ?V) GO"Policy DirectorO"I}P]N`nr-R9kiYkrU1F"

=l>lNvDr=(7^9#5iK"Policy DirectorGO"ACL r"CjNM<`

9Z<9GNHQK>$"M<`9Z<94NKo?CFHQ9k?aK"0k<

WK,1^9#0k<W&+F4j<NcH7FO"p\ (Base)"

FQ (Generic)"WebSEAL"NetSEAL ,"j^9#

142 Policy DirectorI}Njz-



*V8'/HKP9k*Zl<7gs

"Wj1<7gs&=UH&'"KO"lL*K"]n*V8'/HKP7FBT

5lk 1 D^?O#tN*Zl<7gs,^^lF$^9#3liN"Wj1<7g

sGO"Wa5l?*Zl<7gsNBT,vD5lk0K"vD5<S9KFS

P7rT$^9#3NFSP7O"Policy Director*hSh0TN"Wj1<7gs

Hb"Policy DirectorvD API rHQ7FTol^9#

*V8'/Hr]n9kpsO"ACL bK~CF$^9#vD5<S9GO3Nps

rHQ7F"Does this user (group) have the "r" permission (for example) for

the requested object? H$&AdKP7F"1cK yes ^?O no H~z7^9#

33GEWJNO"vD5<S9O"I_hj (r) vDr,WH9k*Zl<7gs

KD$FlZXN7J$H$&3HG9#vD5<S9KHCFEWJNO"I_

hj (r) vDN-5@1G9#I_hj (r) vDO"Wa&f<6<^?O0k<W

N ACL `\bK"j^9#

3NvDO"Policy DirectorvD5<S9N/OJ!=G9#5<S9O"Wa5l

F$k*Zl<7gs+i04KH)7F*j"3N3H,"h0T"Wj1<7

gsXNvD5<S9Nx@NH%,FWJ}3KJCF$^9#

+9?`vDNWo

8`*J Policy DirectorvDNOO4N,"h0T"Wj1<7gsGHQD=G

9#D^j"h0T"Wj1<7gsG" Policy DirectorvDrHQ9k3H,G-

kNG9#3l,TolkH"P~9k*Zl<7gsO"Policy DirectorKhCF

LoBT5lkB]N*Zl<7gsKsoK[)KlW9kO:G9#?H(

P"]n*V8'/HXNI_hjlQ"/;9r,WH9k*Zl<7gsG

O"I_hj (r) vD@1HQ9lPh$O:G9#

m: h0T"Wj1<7gsGO"*Zl<7gsKD$FOlZXNbX?b7
J$8`*J Policy DirectorvDr"04K5X8J*Zl<7gsKHQG-

^9#?@7"3NlgO"1lvDN[oHQVNhLr,WH9kI}T

KHCFO"$qr88kD=-,"j^9#

h0T"Wj1<7gsGO"8`*JlHNvDGO=5lF$J$*Zl<7

gsrHQ9klg,"j^9#3l,HQ5lklgO" Policy DirectorG7,v

DrjAG-^9#3N"Wj1<7gs,3NvDrHQ7"3NvDOvD5

<S9G'15l^9#

c :

3NcGO"CjNWjs?<r5vDHQ+i]n9k3H,WoG9#h0T

u~9W<k&5<S9,"Policy DirectorvD API Gn.5l^9#3Nu~9W

<k&5<S9,vD5<S9rFSP7F"Wjs?<KP7FTolF$kW

aKP7F" ACL !:rBT9k3HKJj^9#

8`*J Policy DirectorvDKO"Wjs?<r]n9k?aNvDOH_~^lF

$^;s# 3NcGO"u~vD,7,Kn.5l"Wjs?<r]n9k,W,"

j^9#
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=3G"ACL ,Wjs?<&*V8'/HKUC5l^7?#f<6<,]nWjs

?<NHQrWa9klgO"u~vD,^^lF$k ACL `\,,WG9# u~

vD,8_7F$lP"vD5<S9,Nj*J~zra7"u~*Zl<7gs

,BT5l^9# u~vD,8_7F$J$3HrvD5<S9,!P7?lgO"

u~*Zl<7gsOBTrvD5l^;s#

vDNI}

Policy DirectorI}TO!N}!GvDrI}G-^9#

v +9?`vDrIC9k

v +9?`vDro|9k

v HQD=J9YFNvDr=(9k

+9?`vDrn.9k

7,vDNn."o|"lw=(rT&lgO"ivadmin action 3^sIrHQ7

^9#ivadmin f<F#jF#<rHQ9kKO"Policy DirectorI}TH7Fm0

$s7F$k,W,"j^9#

7,+9?`vDrn.9klgO"!N3^sI=8rHQ7^9#

ivadmin> action create name description action-type

?@7"!NH*jG9#

name vDr=9u~D= ASCII 8z#

description
I}3s=<k=(hL (ACL ?V) G8zN&&K=(5l

k-RiYk#

action-type
3NvD,I}3s=<k=(hL (ACL ?V) K=(5lk

T.+F4j<#

?H(P"!Nh&K~O7?H7^9#

ivadmin> action create f print Devices

=NkL"I}3s=<kN ACL I}QMkK"3N7,`\,=(5l^9#
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Base

Devices

Generic

NetSEAL

WebSEAL

(a) Attach

(f) print

(d) Delete

(m) Modify

(s) Server Admin

(v) View

(A) Audit

(b) Browse

(c) Control

(g) Delegation

(I) Integrity

(P) Privacy

(T) Traverse

+9?`vDro|9k

+9?`vDro|9klgO"!N3^sI=8rHQ7^9#

ivadmin> action delete name

?H(P"!Nh&K7^9#

ivadmin> action delete f

9YFNHQD=vDNlw=r=(5;k

9YFNHQD=vDNlw=r=(5;klgO"!N=8rHQ7^9#

ivadmin> action list

!Nh&JvDNlw=,=(5l^9#

p "Proxy" NetSEAL
r "Read" WebSEAL
v "View" Generic
x "Execute" WebSEAL
A "Audit" Base
a "Attach" Base
b "Browse" Base
c "Control" Base
C "Connect" NetSEAL
d "Delete" Generic
f "Print" Devices
g "Delegation" Base
I "Integrity" Base
l "List Directory" WebSEAL
m "Modify" Generic
P "Privacy" Base
s "Server Admin" Generic
T "Traverse" Base
...
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0tvD5<S9rjA9k

0tvD5<S9 rHQ9kH"ICNvD)fHror_1F"8` Policy

DirectorvDWm;9rd-G-^9#3Nh&JICN)fHroO"LNvD5

<P<&Wm0i`GX(7^9#

Policy DirectorvD5<S9GO"0tvD!=r+0*KH_~_^9#f<6<

,0tvD5<S9r=.7?lgO" Policy DirectorvD5<S9GO"=N>A

Wm;9K77$)fHrorhj~`@1G9#

0tvD5<S9N_jKO"!N 2 DNlL*J9FCWrBT9k,W,"j^

9#

1. vDhj~K2HG-k5<P<&Wm0i`rn.7^9#

Policy Director Programmer’s Guide and Referencer2H7F/@5$#

2. 0tvD5<S9r Policy DirectorKP?7^9#

X0tvD5<S9rP?9kYr2H7F/@5$#

5<S9rP?9kH"3N5<S9r=97,vD, Policy DirectorI}3s=<

kK=(5l^9#3lG"3NvDr$UN ACL `\GHQG-kh&KJj^

9#

Policy DirectorGO"vD!:~K0tvD5<S9r!P9kH"ICNvDhj

KD$F"0tvD5<S9r2H7^9#

\7$XJps,,WJlgO"52Z<8NX0tvD!=Yr2H7F/@5

$#

0tvD5<S9rP?9k

Policy Director vD5<S9K0tvD5<S9N8_HljrLN9klgO"

ivadmin server register 3^sIrHQ7^9#

,Q5lk=8O"!NH*jG9#

ivadmin> server register externauth server-name ns-location server-principal
action-char action-name

?@7"!NH*jG9#

server-name

3N0tvD5<S9N>0 (^?O"iYk)#I}3s=<k

N*V8'/H&9Z<9N=(hLH" ivadmin server list3

^sIG=(5lk>0G9#

ns-location
0tvD5<P<,=N RPCP$sG#s0r(/9]<H9

k" CDS M<`9Z<9bN RPC`\#

server-principal
0tvD5<P<&Wm;9KX9k LDAP >^?O DCE Wj

s7Qk>#

action-char
d-vDhjN?aK3N0tvD5<S9NHQrX(9kl

gK" ACL bGHQ5lkvD8z#

action-name
I}3s=<k=(hL (ACL ?V) G8zN&&K=(5lk

-RiYk#
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3N3^sIGO"GU)kHN ACL T.+F4j<,8.5l"0tvD HFP

l^9# I}3s=<kO"ACL r=(9kH-"GU)kHN ACL T.+F4

j<rHQ7^9# 9YFNP?Q_0tvD5<S9KX9kvDO"3N+F4

j<NbHK=(5l^9#

?H(P"!Nh&K~O7?H7^9#

ivadmin> server register externauth timechecker /.:/subsys/timechk
t-checker k time-check

=&9kH"timechecker H$&>0,U1il?0tvD5<S9,"vD5<S

9KP?5l^9# timechecker,=N RPCP$sG#s0r(/9]<H9k"

CDSM<`9Z<9bN RPC`\," /.:/subsys/timechk G9#5<P<N DCE

Wjs7Qk>, t-checker G9#3N5<P<KP~9kvD,~oA'C/

(time-check) (k)vDG9#

3NP?Q_0tvD5<P<KX9kvDO"I}3s=<kK!Nh&K=(

5l^9#

Base
(a) Attach
(A) Audit
(b) Browse
(c) Control
(g) Delegation
(I) Integrity
(P) Privacy
(T) Traverse

Generic
(k) time-check

Generic
(d) Delete
(m) Modify
(s) Server Admin
(v) View

NetSEAL
WebSEAL

0tvD5<P<ro|9k

P?Q_0tvD5<S9r|n9klgO"ivadmin server delete 3^sIrH

Q7^9#,Q5lk=8O"!NH*jG9#

ivadmin> server delete /ExternAuthzn/server-name

?@7"!NH*jG9#

server-name
3N0tvD5<S9N>0 (^?O"iYk)#I}3s=<kN

*V8'/H&9Z<9N=(hLK=(5lk>0G9#

?H(P"!NH*jG9#

ivadmin> server delete /ExternAuthzn/timechecker

c 1:

h0TERG(D / Ke<9&5<S9O"=N*Zl<7gsK~o)B,_1i

lF$^9#D^j"3N5<S9KhCFs!5lkpsrf<6<,=(5;
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F+k3H,G-kNO"8AM H 5PM NV@1G9#0tvD5<S9rn.7

F"ERG(D / Ke<9&5<S9KP7FTolk9YFNWaKP7F"~o

A'C/rBT7^9#

0tvD5<S9r_j9klgO"ivadmin 3^sIrHQ7^9#

!N^KO"vDWm;9NbGk&1<9H7FM(ilklg,^(7F"j

^9#ERG(D / Ke<9psr=(5;F+klgO"f<6<KI_hj (r)

vD,,WG9#Ke<9&5<S9N ACL Kb~oA'C/ (k) vD,H_~^

l^9#~oA'C/ (k) vDGO" Policy DirectorvD5<S9K"G*hjG

~oA'C+<vD5<P<rH_~`h&X(7^9#

Policy DirectorGO"9YFNvD5<P<hjrmg7?bNrpK7FG*vD

hjrT$^9#

c 2:

3NcOc 1 H18G9#?@7"3NcGO"ERG(D / Ke<9&5<S9

eNh0rF:9k" 2 V\N0tvD5<S9,IC5lF$^9#

J*"~oA'C+<vD5<S9,=(rvD7J$H-O"h0NF:,dO

jTol^9#h vD,8_7F$kH" ACL A'C/~NF:vD5<P<NX

?,,WG9#
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I}5<P<NI}

Policy DirectorI}5<P< (ivmgrd) GO"p\ (^9?<) vD]j7<&G<?

Y<9rI}7^9#^?"=<9&Ia$sbN>N WebSEAL 5<P<d

NetSEAL5<P<KD$FNljpsb]i7^9#I}5<P<O"lLK"I}

d=.,[HsIWj^;s#3NaKO"I}TKG-k?9/,^aF"j^

9#

97LN9lCINtr_j9k

p\vD]j7<&G<?Y<9N]iO"I}5<P< (ivmgrd) ,T$^9#3N

p\G<?Y<9NlWj+rn.9kNO";-ejF#<&^M<8c<

(secmgrd)HvD5<P< (ivacld) G9#

!K"I}5<P<,;-e"&Ia$sbN9YFNG<?Y<9N1|=rT

$^9#p\G<?Y<9KQ9,C(ilkH"LN9lCI,3NQ9r9Y

FNlWj+KNi;knHrT$^9#=&9kH"=l>lNlWj+GO"

77$psrp\G<?Y<9+i@&sm<I9k,W,"j^9#

I}5<P<=.U!$k ivmgrd.confK"97LN9lCINGgtr_j9k?

aNQia<?<,~CF$^9#3N9lCI&W<krHQ9kH"1~ (Bs)

LN,G-^9#

?H(P"30 NlWj+KG<?Y<9Q9r1~KLN9klgO"9lCI&W

<kO/J/Hb 30 K_j7^9#lWj+Nt, 30 r6(F$klgO"LN

,b& 1 s+jV5l^9 (3NcGO"lYK 30)#3NQia<?<NMKOX

8J/"9YFNlWj+KLN,]Z5lF$^9#

G<?Y<9NQ9rG-k@1.d+KNi;k3H,"97LN9lCIMN

QU)<^s9eN\8G9# lL*KO"3NMO{8NlWj+NtKy7/_
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j7^9# 3NMr_j7?kL"1lN9lCI&W<kG"9YFNlWj+K

P9k1~LNr.d+K#.G-kH$&"QU)<^s9eNx@,@il^

9#

GU)kHN$YsHLN9lCI&W<kO"!Nh&K_j5l^9#

[ivmgrd]
max-notifier-threads = 10
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h12O 5<P<h0Nm0-?HF:

Policy DirectorKO"vD+Nm0-?!=HF:!=,"j" Policy DirectorH

DCE 5<P<N>},8.7?(i<&aC;<8HYpaC;<8rhj~`m

0&U!$k,"j^9#^?"Policy DirectorH DCE 5<P<Nh0rbK?<

9kF:ZWU!$kb"j^9#

3NOO"!NFaK,+lF$^9#

v m0-?HF:N5W

v Fm0&U!$kNb@

v FF:U!$kNb@

m0-?HF:N5W

m0&U!$kHF:ZWU!$kNbFO"ps;H7Fr)A^9#m0&U

!$kdF:ZWU!$kNbFrHQ7F"Policy Director5<P<d DCE 5<

P<Nh0K88?djNFkd!PH$5,G-^9#

m0&U!$k

Policy Director5<P<H DCE 5<P<GO"m0&U!$krHQ7F"Ypa

C;<8d(i<&aC;<8r]I7^9#m0&U!$kO"9YFF-9H

A0G9#

Policy DirectorKO"!Nm0&U!$k,w(ilF$^9#

v Policy Director5<P<&m0&U!$k

152Z<8NXPolicy Director5<P<&m0&U!$kYr2H7F/@5$#

v DCE 5<P<&m0&U!$k

153Z<8NXDCE 5<P<&m0&U!$kYr2H7F/@5$#

v DCE ]iFW-aC;<8

153Z<8NXDCE ]i-aC;<8Yr2H7F/@5$#

v 8` HTTP m0&U!$k

155Z<8NX8` HTTP m0-?Yr2H7F/@5$#

F:ZWU!$k

Policy Director5<P<H DCE 5<P<GO"F:ZWU!$krHQ7F"5<

P<h0Nl3<Ir]I7^9#l3<I O"CjN5<P<&$YsHNPOr

X7^9#F:ZWHO"5<P<h0r8q=9k#tNl3<IN8gN3H

G9#F:U!$kO"[HsI, ASCII A0G9# DCE F:ZWU!$kO"

P$Jj<A0G9#3liNU!$kr=(5;F+klgO"dcecp f<F#j
F#<rHQ9k,W,"j^9#

!NF:ZWU!$kGO"Policy Director5<P<d DCE 5<P<KX9k$Y

sHps,@il^9#

v !N 3 DN Policy DirectorvDF:ZWU!$k (audit.log)

– I}5<P< (ivmgrd)
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– ;-ejF#<&^M<8c< (secmgrd)

– vD5<P< (ivacld)

158Z<8NXPolicy DirectorvDF:ZWU!$kYr2H7F/@5$#

v WebSEALF:ZWU!$k (wand_audit_log)

160Z<8NXWebSEALF:ZWU!$kYr2H7F/@5$#

v Policy DirectorI}F:ZWU!$k

162Z<8NXPolicy DirectorI}3^sIF:ZWU!$kYr2H7F/@5

$#

v DCE F:ZWU!$k

163Z<8NXDCE 5<P<F:ZWU!$kYr2H7F/@5$#

install-path QtKX9k,'

install-pathQtr3NOGHQ9klgO"*Zl<F#s0&79F`&WiCH

U)<`K~8F"!Nh&Kra7^9#

UNIX: /opt/intraverse/

Windows:
C:¥Program Files¥IBM¥

UNIX GO"3NQ9>OGj5lF$k?aQ9G-^;s#

WindowsWiCHU)<`NlgO"Policy Director=UH&'"N$s9H<k~

K"install-pathrjAG-^9#

Policy Director 5<P<&m0&U!$k

F Policy Director5<P<GO"=l>lYpaC;<8d(i<&aC;<8r0

*K8.7"3l,8`(i<Kw.5l"!$GCjNm0&U!$kK>w5

l^9#

5<P< Wm;9 m0&U!$kNlj

I}5<P< ivmgrd
ivmgrd.confGjA:

log-file=install-path/ivmgrd/log/ivmgrd.log

;-ejF#<&^M

<8c<
secmgrd

secmgrd.confGjA:

log-file=install-path/secmgr/log/secmgrd.log

vD5<P< ivacld
ivacld.confGjA:

log-file=install-path/ivacld/log/ivacld.log

G#l/Hj<&5<

S9&Vm<+<
nsid install-path/broker/nsid.log

5<P<&m0&U!$krHQD= / HQTDK9k
Policy Director,m0-?rHQD=K9kNO"=.U!$kGjA5lF$km

0&U!$k,"klgG9#
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secmgrd.log Nc

secmgrd.logU!$kKO"!Nh&JbF,~j^9#

1998-09-22-21:56:36.898-04:00I----- secmgrd FATAL ivc general
exec.c 344 0x00000006
Caught signal (15)
1998-09-22-21:56:37.309-04:00I----- secmgrd ERROR ivc rpc
IVServer.cpp 1039 0x00000001
Could not unexport bindings from name service
(/.:/subsys/ibm/secmgr/server/sun,0x16c9a093
1998-09-22-21:56:37.354-04:00I----- secmgrd ERROR ivc rpc
IVServer.cpp 1048 0x00000001
Could not unregister RPC endpoints (0x16c9a042)

DCE 5<P<&m0&U!$k
F DCE 5<P<GO"=l>lYpaC;<8d(i<&aC;<8r0*K8.

7"3l,8`(i<Kw.5l"!$GCjNm0&U!$kK>w5l^9#

3liNm0&U!$kO"djr!P7{59k]K"ps;H7Fr)A^

9#

DCE 5<P<&m0&U!$kKO"!NbN,"j^9#

;-ejF#<&5<P<:

UNIX: /opt/dcelocal/var/security/secd.log

Windows: ¥Program Files¥IBM¥dcelocal¥var¥security¥secd.log

DCE 5<P<:

UNIX: /opt/dcelocal/var/dced/dced.log

Windows: ¥Program Files¥IBM¥dcelocal¥var¥dced¥dced.log

DCE ]i-aC;<8
k<F#s0&U!$k, DCE ]i-aC;<8r)f7^9#

UNIX: /opt/dcelocal/var/svc/routing

Windows: ¥Program Files¥IBM¥NetSEAT¥var¥svc¥routing

m: Windows79F`Nlg"$s9H<k&Q9O$s9H<k~K=.D=G9

(¥Program Files¥IBM¥NetSEAT¥)# D-Qt (%NETSEAT%)O"=.eNQ9K

rh5l^9#

k<F#s0&U!$kbNGU)kH`\

3N=.U!$kbN`\KhCF"m0K-?5lkpsN?$W,h^j^

9#k<F#s0&U!$kKO"!Nh&JGU)kH`\,H_~^lF$^

9#

UNIX:
FATAL:STDERR:-;FILE:/opt/dcelocal/var/svc/fatal.log

h12O 5<P<h0Nm0-?HF: 153



ERROR:STDERR:-;FILE:/opt/dcelocal/var/svc/error.log
WARNING:STDERR:-;FILE:/opt/dcelocal/var/svc/warning.log

Windows:
FATAL:STDERR:-;FILE:%NETSEAT%¥var¥svc¥fatal.log
ERROR:STDERR:-;FILE:%NETSEAT%¥var¥svc¥error.log
WARNING:STDERR:-;FILE:%NETSEAT%¥var¥svc¥warning.log

NOTICE aC;<8GO"5<P<Nh0KD$FN(/9Hips,@il^9#

GU)kHGO"Policy Director, NOTICE aC;<8rHQD=K9k3HO"j

^;s (U!$kbK`\,8_7F$^;s)#

NOTICE aC;<8rHQD=K9k (=7F"8`(i<Kw.9k) lgO"k

<F#s0&U!$kN*ojK"!Nh&K77$ NOTICE TrIC7^9#

UNIX:
FATAL:STDERR:-;FILE:/opt/dcelocal/var/svc/fatal.log
ERROR:STDERR:-;FILE:/opt/dcelocal/var/svc/error.log
WARNING:STDERR:-;FILE:/opt/dcelocal/var/svc/warning.log
NOTICE:STDERR:-;FILE:/opt/dcelocal/var/svc/notice.log

Windows:
FATAL:STDERR:-;FILE:%NETSEAT%¥var¥svc¥fatal.log
ERROR:STDERR:-;FILE:%NETSEAT%¥var¥svc¥error.log
WARNING:STDERR:-;FILE:%NETSEAT%¥var¥svc¥warning.log
NOTICE:STDERR:-;FILE:%NETSEAT%¥var¥svc¥notice.log

aC;<8r8`POKw.9klgNGPC0&b<I

Lo"Policy DirectorGO"YpaC;<8d(i<&aC;<8r (NOTICE aC

;<8b^aF)":v9km0&U!$kK>w7^9#

3liNaC;<8r8`PO (<v) Kw.9klgO"5<P<N+O~K"

-debug 3^sI&*W7gsrHQ7^9#3N*W7gsrHQ9kH"5<P
<,U)"0i&sIGT/9k3HKJj^9 (D^j"5<P<+N,G<bs

=5lk3HO"j^;s)# Policy Director,YpaC;<8d(i<&aC;<

8r8`POKq-~_^9#

?H(P";-ejF#<&^M<8c< (secmgrd)rGPC0&b<IG+O9k

lgO"!Nh&K3^sIrHQ7^9#

# /opt/intraverse/secmgr/bin/secmgrd -debug

^?"UNIX tee 3^sIrHQ7F"5<P<POr1lNU!$kKhj~`3
HbG-^9#

!NcKO"Policy Director;-ejF#<&^M<8c<r3Nb<IG+O9k

lg,(7F"j^9#

# secmgrd -debug 2>&1 | tee /tmp/secmgrd.log

GPC0KX9km-

GPC0K"?CFO"!N3HK1U7F/@5$#
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1. 5<P<Nh0psN}8r0;7?i"k<F#s0&U!$kO",:Lo

NuVK|57F*-^9#NOTICE `\O"|n7^9# NOTICE GO"gL

Nps,8.5lF"^.K_Q9kD=-,"j^9#

2. Ctrl + c rHQ9lP"GPC0&b<IG+O7?5<P<&Wm;9rfG
G-^9#5<P<&Wm;9O"57/7cCH@&s7F"*;7^9#

8` HTTP m0-?
Policy Director WebSEAL5<P<KO"!Nh&J 3 DN_h? HTTP m0&U

!$kb]i5lF$F"aC;<8GOJ/"h0,-?5l^9#

wand_request_log
157Z<8NXwand_request_logr=(5;kYr2H7F/@5$#

wand_agent_log
157Z<8NXwand_agent_logr=(5;kYr2H7F/@5$#

wand_referer_log
157Z<8NXwand_referer_logr=(5;kYr2H7F/@5$#

GU)kHGO"Policy Director,e-Nm0&U!$kr]i9kNO"!NG#

l/Hj<G9#

UNIX: /opt/intraverse/www/log

Windows: ¥Program Files¥IBM¥Policy Director¥www¥log

8` HTTP m0r=.9k
iv.conf =.U!$kN [wand] 9?s6KO"8` HTTP m0r=.9k?aNQ

ia<?<,~CF$^9#

!N=KO"HTTP m0&U!$kH=.U!$k&Qia<?<NVNX8,(7

F"j^9#

m0&U!$k LVQia<?<
HQD/HQTDQia<?<
(= yes ^?O no)

wand_request_log reqlog = logreqs =

wand_referer_log reflog = logrefs =

wand_agent_log agentlog = logagents =

?H(P"wand_request_log NGU)kHNLVKX9k iv.conf bN`\O"!

Nh&KJj^9#

reqlog = log/wand_request_log

3NLVNk<H&G#l/Hj<O"!NH*jG9#

UNIX: /opt/intraverse/www/

Windows: ¥Program Files¥IBM¥Policy Director¥www¥

HTTP m0-?rHQD= / HQTDK9k
GU)kHGO"Policy DirectorO"HTTP m0-?r9YFHQD=K7^9#
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[wand]
logreqs = yes
logrefs = yes
logagents = yes

m0-?rHQTDK9klgO"!Nh&K_j7^9#

<enable-parameter> = no

?$`&9?sW&?$WrXj9k

Fm0,=O~VSKhi:"0jKC88`~ (GMT) G-?5lkh&K"?$

`&9?sWr*rG-^9#GU)kHGO"Policy DirectorGO=O~VS,H

Q5l^9#

[wand]
loggmttime = no

GMT ?$`&9?sWrHQ9klgO"!Nh&K_j7^9#

loggmttime = yes

m: 9YFN;-ejF#<X"Wm@/HNF:U!$kHm0&U!$kNI
_hjr7d9/9k?aK"9YFNm0&U!$kr"~Vr1|=5;

F]}9k3HrM87F_F/@5$#

Ggm0&U!$k&5$:rXj9k

F HTTP m0&U!$kNGg5$:O"GU)kHGO!Nh&K_j5l^9#

[wand]
logsize = 2000000

m0,3N5$:K#9kH"Policy DirectorGO"m0&U!$krPC/"CW

7^9#

J*"3NQia<?<O" Policy DirectorN wand_audit_log F:ZWU!$k

KbFAr88^9#

m0&U!$kKD$FO"7P7P5$:rA'C/7F"g-/Jja.F$

J$+"9Z<9rjaa.F$J$+N'7^9#j|*J79F`]i~K

O"m0&U!$krj|*K"<+$V7^9#

HTTP &Lm0A0rHQ9k
Policy Director5<P<+iVw5lk~z (5o^?Oc2) O"=l>l!Nh&

J HTTP &Lm0A0N 1 TN`\H7F-?5l^9#

host - authuser [date] request status bytes

?@7"!NH*jG9#

host Wa5^7sN$s?<MCH&WmH3k (IP) "Il9rXj7^9#
authuser u.5l? HTTP WaN From: XC@<NMrHj^9#5iK"3NU

#<kIGO"Mr dce-rpc K_j7F";-e" RPCWarA#7^

9#f<6<,'Z5lF$J$lgO"3NU#<kIOVis/G9#

date WaN|~rXj7^9#

request WaNGiNTr"/i$"sH+iNWaI*jKXj7^9#

status Wa5^7sKVw5lk HTTP u73<IrXj7^9#
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bytes Wa5^7sKVw5lkP$HtrXj7^9#@$9(lP"8qbFN

95,>w5l^9#

wand_request_log r=(5;k

wand_request_logKO"HTTP WaN8`m0-?,-?5l^9#8`m0-?N

cKO"Wa5l? URL KX9kpsH"WarTC?/i$"sHKX9kps

(?H(P"IP "Il9) ,^^lF$^9#

wand_request_logU!$kKO"!Nh&JbF,~j^9#

130.105.1.90 - - [Tue, 23 Apr 1996 17:23:33 EDT]
"GET /xsmith/private_html/ HTTP/1.0" 403 77

130.105.1.90 - - [Tue, 23 Apr 1996 17:23:47 EDT]
"GET /icons HTTP/1.0" 302 93

130.105.1.90 - - [Tue, 23 Apr 1996 17:23:59 EDT]
"GET /icons/ HTTP/1.0" 403 77

130.105.1.90 - - [Tue, 23 Apr 1996 17:24:04 EDT]
"GET /xsmith/private_html/ HTTP/1.0" 403 77

130.105.1.90 - - [Tue, 23 Apr 1996 17:24:11 EDT]
"GET /xsmith/ HTTP/1.0" 403 77

dce-rpc - - [Tue, 23 Apr 1996 17:24:51 EDT]
"GET / HTTP/1.0" 200 919

wand_agent_log r=(5;k

wand_agent_logKO"HTTP WabN User_Agent: XC@<NbF,-?5l^9#

3Nm0GO"=l>lNWa4HK""<-F/Ac<dP<8gsVfJI"

/i$"sH&Vi&6<KD$FNps,(5l^9#

!NcO"wand_agent_logU!$kN5sWk&P<8gsr(7^9#

Mozilla/4.01 [en] (WinNT; U)
Mozilla/4.01 [en] (WinNT; U)
Mozilla/4.01 [en] (WinNT; U)
Mozilla/4.01 [en] (WinNT; U)

wand_referer_log r=(5;k

wand_referer_logKO"HTTP WaNXC@<,-?5l^9#=l>lNWa4H

K"Wa5l?8qXNjs/,^^lF$?8q,m0K-?5l^9#

3Nm0GO"!NA0,HQ5l^9#

referer -> object

3Nps,r)DNO"Web9Z<9bN8qXN0tjs/rIW9klgG9#

3Nm0GO"referer G(5lk=<9K"Z<8&*V8'/H XNjs/,~

CF$k3H,(5l^9#3Nm0rHQ9kH":zjs/rIW7"8qX

Njs/rn.7F$kvvTr!PG-^9#

!NcO"wand_referer_logU!$kN5sWk&P<8gsr(7^9#

http://manuel/maybam/index.html -> /pics/ibm_logo.gif
http://manuel/maybam/ivdl/index.html -> /pics/ibm_logo.gif
http://manuel/maybam/ -> /ivdl/index.html
http://manuel/maybam/ -> /ivdl/index.html
http://manuel/maybam/ivdl/index.html -> /pics/ibm_logo.gif
http://manuel/maybam/ -> /ivdl/index.html
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Policy Director vDF:ZWU!$k

;-ejF#<X"F:D=h0,88?H-O"=l>lN Policy Director5<P

<GF:$YsHrhj~a^9#Policy DirectorGO":vN5<P<NCjNh

0r8q=9k (-?9k) F:l3<IH7F"F:$YsHr]I7^9# #t

NF:l3<IGF:ZWU!$k,=.5l^9#

!N=KO"=l>lN Policy Director5<P<H=lKP~9kF:ZWU!$k

NVNX8,(7F"j^9#

5<P< Wm;9 vDF:U!$k

I}5<P< ivmgrd

ivmgrd.confGjA: audit-file=

install-path/ivmgrd/log/audit.log

;-ejF#<&

^M<8c<
secmgrd

secmgrd.confGjA: authzn-audit-file=

install-path/secmgr/log/audit.log

vD5<P< ivacld
ivacld.confGjA: audit-file=

install-path/ivacld/log/audit.log

Policy DirectorGO"f<6<d0k<WKX9kF: (A) vD, ACL bK_j5

lkH":v9kF:ZWU!$kKvDpsrq-~_^9#=NkLNF:l

3<IKO"vD,5oKTolJ+C?lgb^aF""/;9Nn_,9YF

^^l^9#

F:ZWI}

ACL `\GNF: (A) vDKhCF"Policy DirectorvDF:ZWU!$kKhk

h0psN-?,/05l^9#F: (A) vDKhkF:Nh0=O"J1KBTG

-^9#

vDF:ZWU!$kNI}KO"!Nro,:v7^9#

v ACL ,UC5lF$k*V8'/HKhCF"3 DN audit.logU!$kN&AG"

G<?r}89kU!$k,h^j^9#

?H(P"1 D^?O#tN`\KP9kF: (A) vD,^^lF$k ACL r"

]n*V8'/H&M<`9Z<9N /Management*V8'/HKUCG-^9#

3&7FUC5l?lgO"G<?O"I}5<P< (ivmgrd) N audit.logU!$

kbK}85l^9#I}5<P<GO"vD]j7<&G<?Y<9 (ACL) H

G<?Y<9#= (lWj+) r)f7^9#

v F: (A) vD,:v9k ACL `\bG_j5lkH"h0ps@1,f<6<+

0k<W"^?O=N>}KX7F}85l^9#

?H(P"HTML Z<8&*V8'/HKUC5lF$k ACL bG"'Z5lF

$J$`\KP7FF: (A) vDrU?G-^9#3NvDKhCF";-ejF

#<&^M<8c<N audit.logU!$k,"vD5lJ+C?*V8'/HXN"

/;9Nn_9YFKX9kpsr}87^9#

c : !N ACL O"GU)kH webseal ACLr=7^9#cell_admin f<6<`

\H a u t h e n t i c a t e d `\KF: ( A ) vD,_j5lF$^9#
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user cell_admin aAbcTdmlrx
group iv-admin abdTdmlrx
group ivmgrd-servers Tl
group webseal-servers gTdmlrx
any-authenticated Tr
unauthenticated ATr

ACL , /WebSEAL*V8'/HKUC5lF$kH$&3HO"]n*V8'/H&

M<`9Z<9N WebSEALNhNk<HKUC5lF$k3HrU#7^9#3N

h&KUC5l?lgO"Policy Director,";-ejF#<&^M<8c<&5<

P< (WebSEALH NetSEAL),X?9kh0r";-ejF#<&^M<8c<N

audit.logU!$kK-?7^9#

WebSEALM<`9Z<9KO"vDrorQ99k>N@(* ACL ,^^lF$

J$D=-,"j^9#>N@(* ACL ,J$lgO"Web9Z<9bN*V8'

/HKP9k9YFNWaKP7F"F:,Tol^9#

F:ZWU!$kK-?5lkNO"cell_adminf<6<H'Z5lF$J$"/;

9Nn_KhCF+O5lkh0@1G9#

@(* ACL , /WebSEAL *V8'/Hhj<G*V8'/HKUC5lF$kl

gO" ACL Q5NA'<s,ZG5l^9#3Nh&J@(* ACL bN`\KO

F:vD,^^lF$J$D=-,"j^9#`\KF:vD,^^lF$J$l

gO"3N*V8'/HKX7Fb"3N]$sHhj<N>NIN*V8'/H

KX7Fb"F:ZW,8.5lk3HO"j^;s#

m: /WebSEAL*V8'/Hhj<N*V8'/HK@(*KUC9k ACL ,"k

lgO"=NX"`\KO,:F:vDrIC7F/@5$#

I}5<P<F:ZWU!$kNc

I}5<P<F:ZWU!$kKO"!Nh&JbF,~j^9#

START RECORD
Protected object: /WebSEAL
Requested permissions: 0x00000100
Principals:

principal 0: DCE principal 00000064-35ee-21d2-a000-0800207b48c5
quality of protection: none result: authorized

END RECORD
START RECORD
Protected object: /WebSEAL/sun
Requested permissions: 0x00000100
Principals:

principal 0: DCE principal 00000064-35ee-21d2-a000-0800207b48c5
quality of protection: none result: authorize

END RECORD
START RECORD
Protected object: /WebSEAL/sun/icons
Requested permissions: 0x00000100
Principals:

principal 0: DCE principal 00000064-35ee-21d2-a000-0800207b48c5
quality of protection: none result: authorize

END RECORD
START RECORD
Protected object: /WebSEAL
Requested permissions: 0x00000100
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Principals:
principal 0: DCE principal 00000064-35ee-21d2-a000-0800207b48c5
quality of protection: none result: authorize

END RECORD

WebSEAL F:ZWU!$k
Policy Director WebSEAL5<P<Nh0bFkG-^9#Policy DirectorGO":

vN5<P<NCjNh0r8q=9k (-?9k) F:l3<IH7F"F:$Ys

Hr]I7^9# #tNF:l3<IGF:ZWU!$k,=.5l^9#

WebSEAL F:
WebSEALF:ZWU!$kr=.9k?aNQia<?<O"iv.conf =.U!$k

N [wand] 9?s6K~CF$^9#

!N=KO"WebSEALHF:ZWU!$kNVNX8,(7F"j^9#

5<P< F:U!$k

WebSEAL
iv.conf GjA: auditlog=

install-path/www/log/wand_audit_log

WebSEAL F:rHQD= / HQTDK9k

GU)kHGO"WebSEALF:OHQTDG9#

[wand]
logaudit = no

F:r*sK9klgO"!Nh&K_j7^9#

logaudit = yes

m: iv.conf =.U!$kbN3NQia<?<NT8~KO"yes d no NeK9Z

<9,"CFOJj^;s#

m0&U!$kLVrXj9k

WebSEALF:U!$kNGU)kHNLVO"!NH*jG9#

[wand]
auditlog = log/wand-audit-log

Ggm0&U!$k&5$:rXj9k

Policy DirectorGO"F:m0&U!$kNGU)kHNGg5$:r"!Nh&K

_j7F$^9#

[wand]
logsize = 2000000

m0,3N5$:K#9kH"Policy DirectorGO"PC/"CW&3T<H7F=

Nm0&U!$kr3T<7^9#77$uNF:m0&U!$k,GU)kHN

F:m0&U!$kHJj^9#J*"3NQia<?<O"J<N8` HTTP m

0&U!$kKbFAr88^9#

v wand_request_log

v wand_referer_log

v wand_agent_log
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WebSEAL F:ZWU!$kN=8
WebSEAL5<P<+iVw5lkF~z (5o^?Oc2) O"=l>l!Nh&J

A0N 1 TN`\H7F-?5l^9#

host call_type uri iv_status_code [date] uuid group_uuid_list

host (and endpoint)
jb<H&[9HN IP "Il9H(sI]$sHps#

(sI]$sHps,J$lgO"[-] ,=(5l^9#

call_type
0 O TCP \3r=7"1 O UNAUTH RPC r=7"2

O AUTH RPC r=7^9#

uri War=9FQWa81#

iv_status_code
8`F:!=N3N Policy Director5V;CHr=9u

73<I#

date WaN|~#

uuid (-p Ui0rU1F(5l
k) /i$"sHr=9 UUID#UUID ps,J$lgO"?

b=(5l^;s#

group_uuid_list (-g Ui0r
U1F(5lk)

0k<W UUID Nj9H#0k<W UUID ps,J$l

gO"?b=(5l^;s#

F:ZWU!$kNbFNc

F:ZWU!$kKO"!Nh&JbF,~j^9#

204.30.81.188[33380] 2 /audit_report.html 0x18a2141a
[21/Aug/1997:14:36:23 -0700]
-p 00000064-0f4c-21d1-9300-00c078500371
-g 0000000c-0f4c-21d1-9301-00c078500371
-g 0000044c-0f4c-21d1-8601-00c078500371
-g 0000044d-0f4c-21d1-8601-00c078500371

\Y:

host: 204.30.81.188

endpoint: [33380]

call_type: 2

uri: /audit_report.html

iv_status_code: 0x18a2141a

date: [21/Aug/1997:14:36:23 -0700]

uuid: -p 00000064-0f4c-21d1-9300-00c078500371

group_uuid_list:
-g 0000000c-0f4c-21d1-9301-00c078500371
-g 0000044c-0f4c-21d1-8601-00c078500371
-g 0000044d-0f4c-21d1-8601-00c078500371

m: URI 9Hjs0,O$Us@1G=(5lklg,"j^9#3Nh&JuV,

88k6xH7FO"WaNa|*;dWa9Hjs0NA0NmjJI,"

j^9#
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Policy Director I}3^sIF:ZWU!$k

I}X"F:D=h0,88?H-O"=l>lN Policy Director5<P<GF:$

YsHrhj~a^9#Policy DirectorGO":vN5<P<NCjNh0r8q=

9k (-?9k) F:l3<IH7F"F:$YsHr]I7^9# #tNF:l3

<IGF:ZWU!$k,=.5l^9#

!N=KO"=l>lN Policy Director5<P<H=lKP~9kF:ZWU!$k

NVNX8,(7F"j^9#

5<P< Wm;9 I}F:U!$k

I}5<P< ivmgrd
ivmgrd.confGjA: mgr-audit-file=

install-path/ivmgrd/log/mgraudit.log

I}5<P<NU$KO"1 !vD]j7<&G<?Y<9N]i,^^l^9#

3NG<?Y<9KO";-e"&Ia$sN]n*V8'/H&M<`9Z<9

N-R"ACL ]j7<&FsWl<H"ACL N*V8'/HXNUClj,^^l

^9#

3NG<?Y<9KO"!NbN,^^l^9#

v ;-e"&Ia$sN]n*V8'/H&M<`9Z<9N-R

v ACL ]j7<&FsWl<H

v ACL ,*V8'/HKUC5lkljKX9kps

I}3s=<k+iGb"ivadmin f<F#jF#<NHQKhCFb"mgraudit.log

U!$kKI}3^sI&$YsHrhj~a^9#

F:l3<INbF

F:l3<IO"XML 9?$kNVi1CHG?0U15l?l3<IKq-~^l

^9#F:$YsHKO"!Nps,hj~^l^9#

*j8M<?< ID
,9"UUID Nj9H+9Hjs0 unauthenticated H7Fu~5lk"e

. RPC/i$"sH&OsIk+iI8#

?0 : P

$YsH ID
../ivmgrd/cmdConst.hXC@<KjA5lF$k"I}3^sIrG-K1L

9kVf#

?0 : I

3^sINkL

FSP7&Ka5lku73<IKP~9kVf#

?0 : O

?$`&9?sW

ACL SCHF:G=_HQ5lF$kA0H18A0Khk"3^sI0;

~oNl3<I#

?0 : D
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3^sIz-tY/Hk

3^sI~Oz-tN=(#

?0 : V H A

I}5<P<F:ZWU!$kNc

I}5<P<F:ZWU!$kKO"!Nh&JbF,~j^9#

<E><D>Fri May 30 00:00:00 1999<¥D><I>3008</I><O>0</O><P>[1]
069d9fb6-943e-11cd-a35c-0000c08adf56</P><V><A> argument
1</A><A>argument 2</A></V></E>

DCE 5<P<F:ZWU!$k
!N DCE 5<P<F:ZWU!$kGO"DCE I}5<S9rHQ7^9#U!$

kO"P$Jj<A0G9#U!$kr=(5;F+klgO"dcecp f<F#jF
#<rHQ9k,W,"j^9#

1. DCE ;-ejF#<&5<S9 (secd)F:ZW

/opt/dcelocal/var/security/sec_audit_trail

/opt/dcelocal/var/security/sec_audit_trail.md_index

2. DCE F:5<S9 (auditd)F:ZW

/opt/dcelocal/var/security/central_trail

/opt/dcelocal/var/security/central_trail.md_index

3. DCE ?$`&5<S9 (dtsd)F:ZW

/opt/dcelocal/var/security/dts_aud_trail

/opt/dcelocal/var/security/dts_aud_trail.md_index

sec_audit_trail Nc
dcecp> login cell_admin
Enter Password:
dcecp>
--- Event Record number 261 ---
o Event Information:

- Event Number: 0x101 /* 257 */
- Event Name: AS_Request
- Event Outcome: success

o Server: /.:/hosts/eggman
o Client: /.../eggman_cell/cell_admin
o Number of groups: 0
o Authorization Status: Authorized with a name
o Date and Time recorded: 1998-10-20-10:42:56.248-04:00I-----
--- End of Event record number 261 ---
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h13O WebSEAL: 'ZN_j

Policy Director WebSEALGO"LDAP "1kYm9"*hSx+-< / k)-<K

hkF'Za+K:`r5]<H7^9#'ZWm;9NEWJ{!*kLH7

F"f<6<&/jGs7ck,h@5l^9# ]nj=<9XN"/;9WaNv

D~KO"3Nf<6<&/jGs7ck,HQ5l^9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8N XWebSEAL'ZN5bY

v 166Z<8NXWebSEALr SSL QH7F=.9kY

v 169Z<8NX5<P<&Z@qr WebSEALQH7F_j9kY

v 175Z<8NXf<6<>HQ9o<IKhk'Z}0Y

v 179Z<8NXX.509 Z@qKhk'Z}0Y

v 181Z<8NXPolicy Director/jGs7ckh@5<S9N=.Y

WebSEAL 'ZN5b
3NaGO"J<KX9k WebSEAL5]<HNb@r7^9#

v SSL WmH3krp9k;-e"L.

v 'Za+K:`

v 1Lpsrs!9k}0

v 8`'Za+K:`NH%

SSL 5]<H
WebSEALGO";-e"&=1CHX (SSL)WmH3krp9k;-e"L.r5

]<H7^9# SSL WmH3krp9k;-e"L.KD$FO"!NF`Gb@

7^9#

v 166Z<8NXWebSEALr SSL QH7F=.9kY

v 169Z<8NX5<P<&Z@qr WebSEALQH7F_j9kY

'Za+K:`

'ZHO";-e"&Ia$sXNm0$srn_kD9Nf<6<r1L9kW

m;9N3HG9#WebSEALGO"!N'Za+K:`r5]<H7^9#

v LDAP !)-<

v 1kYm9&P<8gs 5

v x+-<Hk)-<

/i$"sH1Lps

'ZWm;9GO"/i$"sH,m0$s~K?i+NA0N1Lpsrs(9

k3Hr,WH7^9# WebSEALGO"!N}0Khk3N1LpsNs(r5]

<H7^9#

1. f<6<>HQ9o<I (LDAP *hS1kYm9KhCFHQ5lk)
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v p\'Z

v q0Y<9&m0$s

175Z<8NXf<6<>HQ9o<IKhk'Z}0Yr2H7F/@5$#

2. /i$"sH& X.509 Z@q (x+-< / k)-<KhCFHQ5lk)

179Z<8NXX.509 Z@qKhk'Z}0Yr2H7F/@5$#

/jGs7ckNh@

/jGs7ckh@5<S9rHQ7F"WebSEALG5]<H5lF$k8`*J

'Za+K:`rH%G-^9# 181Z<8NXPolicy Director/jGs7ckh@

5<S9N=.Yr2H7F/@5$#

WebSEAL r SSL QH7F=.9k
Policy Director WebSEAL5<P<GO";-e"&=1CHXWmH3k (SSL)r

HQ9k/i$"sH&Vi&6<HN;-e"L.r5]<H7^9#

3NWmH3krHQ9kH"/i$"sHGO"!N 2 DN}0NIAi+l}r

HQ7F"1Lpsr WebSEALKO;^9#

v f<6<>HQ9o<I

v /i$"sH& X.509 G#8?kZ@q

IAiNb<IGb"WebSEALO"=N5<P<&G#8?kZ@qrHQ7F"

/i$"sHKP7F+ir'Z7^9#3N X.509Z@qO"'ZI (CA) ,/T

7^9#Policy DirectorGO"Z@qHP~9kk)-<r" PEM jM0U!$k

H PKCS#12jM0U!$kNIAi+K]I7^9#

PEM A0rHQ9kH-O"Policy DirectorGO"5<P<Nk)-<Hp>x+-

<rL9NU!$kK]I7^9# PKCS#12A0Nlg"8.5l]I5lk-<&

Z"O"1lNU!$kKloKos7^9#

5<P<Z@qbN&L> (CN) O"WebSEAL5<P<N04$~[9H>H18

G"k,W,"j^9#

,\GO"j^;s,"[HsIN/i$"sH&Vi&6<GO"5<P<Z@

qr/T7?N,"-zJ'ZI+I&+!Z7^9# 3N!ZO"k<H CA Z

@qG<?Y<9rHQ7FTol^9#Z@qNp>,k<H CA Z@qG<?Y

<9bN`\KlW7J$lgO"Yp,=(5l^9# =Nh&J5<P<HN\

3ru1~lk+"j8'/H9k+O"f<6<NU$Gha^9#

WebSEALKX9k5<P<& X.509Z@qNh@H$s9H<kKX9k\Yb@

O" 169Z<8NX5<P<&Z@qr WebSEALQH7F_j9kYr2H7F/

@5$#

/i$"sH&Z@qb<IGO"WebSEALO"e-Nh&K"=N5<P<&G

#8?kZ@qrHQ7F"/i$"sHKP7F+ir'Z7^9#5iK"

WebSEAL GO"/i$"sH&Z@qrEv-!:G-k CA ('ZI) +iN"

X.509k<H CA Z@qr,WH7^9#/i$"sHWa,/i$"sH&Z@q

rHQ7FTolkH"?Nj_'Z,@il^9#
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5<P<&Z@qHk<H CA Z@qrHQ9k
5<P<& X.509 Z@qGO"CjN WebSEAL5<P<r/i$"sHKP7F

'Z7^9#Policy DirectorGO"!Nh&K"5<P<&Z@qr PEM A0+

PKCS#12A0G]I7^9#

v PEM A0 -- L9NU!$kK5<P<Nk)-<Hp>x+-<r]I9k#

v PKCS#12A0 -- 1lNU!$kK5<P<Nk)-<Hx+-<r]I9k#

m: WebSEAL,}F75]<HG-k5<P<Z@qO"lYKO 1 D@1G9#

WebSEAL ,1l^7seG#tN@} Web 5<P<&$s9?s9r5]<

H9k3HO"j^;s#

k<H CA Z@q GO"CjN'ZI (CA) r1L7^9# WebSEALGO"k<

H CA Z@qKhk/i$"sH&Z@qNEv-!:r,WH7^9# WebSEAL

GO"!Nh&K7F"k<H CA Z@qNj9Hr PEM A0H PKCS#12A0N

IAi+G"^?O>A0NH_go;G]}G-^9#

v PEM A0 -- k<HZ@qr1lNU!$kK_Q9k#

v PKCS#12A0 -- &LNG#l/Hj<N<KL9NU!$kH7Fk<HZ@q

r]I9k#

Z@qr]I9k

secmgrd.conf=.U!$kG"Z@q9H<lC8&Qia<?<rjA7^9#Q

ia<?<O"HQ9kQia<?<, UNIX Q+" WindowsQ+KhCF[Jj

^9#

Qia<?< b@

UNIX Q : ca-directory = /opt/intraverse/lib/certs

Windows Q : ca-directory = C:¥Program Files¥ibm¥Policy Director¥lib¥certs

Z@q9H<lC8QNp\G#l/Hj<

UNIX Q :ca-cert-file = /lib/certs/cacert.pem

Windows Q : ca-cert-file = C:¥Program Files¥ibm¥Policy

Director¥lib¥certs¥cacert.pem

'15lF$k'ZIN X.509 k<H CA Z@qG"PEM A0#

WebSEALO"Hi9FCI CA +iN PEM A0N/i$"sH&

X.509 Z@qru1~l^9#>N CA +iNk<HZ@qr3NU

!$kKICG-^9#

UNIX Q : ca-cert-p12-dir = /opt/intraverse/lib/certs/ca_p12

Windows Q : ca-cert-p12-dir = C:¥Program Files¥ibm¥Policy

Director¥lib¥certs¥ca_p12

'15lF$k'ZIN PKCS#12A0Khk X.509 k<HZ@q,

}F5lkU!$kQNXjG#l/Hj<# WebSEALO"Hi9

FCI CA +iN PKCS#12A0N/i$"sH& X.509 Z@qr

u1~l^9#>N CA +iNk<HZ@qU!$kr3NG#l/

Hj<K]IG-^9#
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UNIX Q : certificate-file = /opt/intraverse/lib/certs/svrcert.pem

Windows Q : certificate-file = C:¥Program Files¥ibm¥Policy

Director¥lib¥certs¥svrcert.pem

CA +ih@7? X.509 5<P<Z@qG" PEM A0# 3NZ@

qO"SSL /i$"sHKP7F=(5l^9# 3NU!$kK~C

F$k5sWkZ@qO"Hi9FCI CA +iN5vJZ@qGV

-9(k,W,"j^9#

UNIX Q : key-file = /opt/intraverse/lib/certs/srvkey.pem

Windows Q : key-file = C:¥Program Files¥ibm¥Policy Director¥lib¥certs¥srvkey.pem

5<P<k)-<G"PEM A0#$s9H<k~K3NU!$kK~

CF$k5sWk&-<O"8.7?5vJ-<GV-9(k,W,

"j^9#

UNIX Q : certificate-file = /opt/intraverse/lib/certs/svrcert.p12

Windows Q : certificate-file = C:¥Program Files¥ibm¥Policy

Director¥lib¥certs¥svrcert.p12

CA +ih@7? X.509 5<P<Z@qG" PKCS#12A0# U!

$kKOk)-<,^^lF$^9#3NU!$kK~CF$k5s

WkZ@qH-<O"Hi9FCI CA +iN5vJZ@qH-<G

V-9(k,W,"j^9#

UNIX Q*hS WindowsQ: pass-key = passphrase

k)-<&U!$krmC/r|9klgKHQ5lk-<&Q9o

<I (passphrase)#

Z@qNh}r=.9k

iv.conf =.U!$kN [wand] 9?s6KO"/i$"sH& X.509 Z@qrh}

9k?aNQia<?<,~CF$^9#verify-clients Qia<?<r_j9k3H

KhCF"WebSEAL G/i$"sH& X.509 Z@qrh}9k}!rXjG-^

9#verify-clientsNMH7FHQG-kMKO"!NbN,"j^9#

M b@

never
/i$"sHK X.509 Z@qrWa7^;s#f<6<>HQ9o<IrH

Q7F"/i$"sHK/)*K"/;95;^9#

optional
/i$"sHK X.509 Z@qrWa7"s!5l?i"Z@qY<9N'Z

rHQ7^9#/i$"sH,Z@qrs(7J$lgO"/i$"sHKp

\'Zr/)*KHQ5;^9#

required
/i$"sHK X.509 Z@qrWa7"Z@qY<9N'ZrHQ7^9#

/i$"sH,Z@qrs(7J$lgO"\3rvD7^;s#

GU)kHGO"WebSEALO/i$"sH&Z@qrWa7^;s#

[wand]
verify-clients = never

SSL ;C7gs&-cC7e&?$`"&Hr_j9k
secmgrd.conf=.U!$kN [ssl] 9?s6KO"E* SSL;C7gs&-cC7

e&?$`"&Hr_j9k?aNQia<?<,~CF$^9#
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WebSEALGO"bt*K/jGs7ckpsr-cC7eK~l^9#3N/jG

s7ck-z|BQia<?<KhCF"vD - /jGs7ckps,abj<bG

WebSEALeKHI^k~VN95,h^j^9#

3NQia<?<O"sh0?$`"&HGO"j^;s#=NMO"V/jGs

7ckN?$`"&HWGJ/V/jGs7ckN83~VWK^CW5l^9#

=N\*O"Policy Director,Xj?$`"&HBYK#7?~@G"f<6<K/

)*KF'Z5;k3HKhCF";-ejF#<r}/9k3HK"j^9#

GU)kHN-cC7e&?$`"&H (Ct) O!NH*jG9#

[ssl]
ssl-cache-timeout = 3600

3NMr407F"5<P<,h}9k,W,"k SSL WaNLK~8F"5<P

<NQU)<^s9Hf<6<NX9HNPis9r^j^9#

m: Vi&6<KhCFO"+0;C7gsF^WrBT9kbNb"j^9#3
lK:v9kVi&6<rHQ7F$klgO"3NQia<?<O5zG

9#

5<P<&Z@qr WebSEAL QH7F_j9k
Policy Director WebSEAL5<P<O"SSLHQD=/i$"sH,5<P<N'Z

-r!ZG-kh&K_jG-^9# 3NaGO"PEM A0G5<P<&Z@qr

;CH"CW9klgK,WJI}?9/rb@7F$-^9#

qN*KO"3N?9/KO"-zJ CA dbt*K)f5l?Z@q8.Wm@/

HXNP?,<$^9#P?GO" Policy Director, SSLHQD=Vi&6<+i

N~zr57/u1~lF"=lK~zG-kh&K9k5$H&5<P<Z@q

rh@9k,W,"j^9#

SSL rp9k;-e"L.rN]9k
Policy Director WebSEAL5<P<GO"VHTTP over SSLW (HTTPS) rHQ7F

"/;99k/i$"sHN'Zr5]<H7^9#WebSEALKO"3liN/i

$"sHK~z9klgKHQ9k5<P<&x+ X.509Z@q,$s9H<k5l

F$k,W,"j^9#3N X.509Z@qGO"WebSEAL+iN~z,vD5<P

<+iNe.G"k3Hr/i$"sHKZ@7^9#
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$s?<MCHrp9k;-e" SSL L.NlgO"Vi&6<,5<P<r'Z

9k,W,"j^9#Vi&6<GO"5<P<Nx+-<Z@qr"lW9kk

<H CA Z@qKM-go;FA'C/7F'Z7^9#lW9k CA Z@qO"

Vi&6<KH_~^lF$k+"Vi&6<KhCFh@5lk+IAi+G

9#

CA ,p>7?vD5<P<Z@qNlgO"6>ND=-,I_G-^9#

WebSEALKO"PY~K5sWk IBM 'ZINp>,"k5sWk&5<P<Z

@q,U07F$^9#3N5sWkZ@qrHQ9kH"WebSEALO SSLHQD

=Vi&6<WaK~zG-^9#?@7"5sWkZ@qKO IBM k<H CA Z

@q,^^lF$J$?a"Vi&6<,5sWkZ@qr!Z9k3HOG-^

;s# 7?,CF"?N;-e"L.rs!9kbNGO"j^;s#

SSLrp9k;-e"L.rN]9k?aKO"Hi9FCI'ZI+iN5$H&

5<P<Z@qNP?,soKgZG9#5$H&5<P<Z@qO"'15lF

$k CA +ih@9k+"=UH&'" (?H(P"IBM SecureWay Trust Authority

JI) rHCF"H+N″kHb″ Z@qr8.G-^9#

SSL rp9kL.QH7F Policy Directorr_j9klgO"!N?9/,,WG

9#

v Xx+-<Hk)-<r8.9kY

v 171Z<8NXgencsrf<F#jF#<rHQ9k (*W7gs)Y (*W7gs)

v 173Z<8NXCSRr'ZIKP?9kY

v 173Z<8NX5<P<Z@qr$s9H<k9kY

v 173Z<8NX;-ejF#<&^M<8c<=.U!$kr979kY

v 174Z<8NX7,Z@qN$s9H<krF9H9kY

x+-<Hk)-<r8.9k

CA +i5$H&5<P<Z@qrh@9klgO"^:GiK5<P<Nx+ / k

)-<&Z"r8.9k,W,"j^9#

k)-<t,r]}7^9#
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x+-<t,O"f<6<1Lpsr^_"Z@qp>Wa (CSR) HFPlF$^

9#CSRO"5$H&5<P<Z@qNP?~K CA Kw.9k,W,"kpsG

9#CA GO3NpsrHQ7F"SSLHQD=/i$"sHK~z9klgKHQ

5lk X.509 5<P<&Z@qr=.7^9#

k)-<H CA +iN5<P<& X.509 Z@qO"]ILVrCKXj7F]I9

k,W,"j^9#3liNLVO"Policy DirectorN secmgrd.conf=.U!$kG

jA7^9#

x+-<Hk)-<NZ"r8.9klgO"CA KhCFs!5lk8.D<kH

?arHQ7^9# Policy DirectorKO">KHQD=Jf<F#jF#<,J$H

-KHQG-kf<F#jF#< (gencsr ) ,"j^9# gencsr rHQ7F-<&
Z"r8.9k?9/KD$FO"Xgencsrf<F#jF#<rHQ9k (*W7g

s)YGb@7^9#

gencsr f<F#jF#<rHQ9k (*W7gs)
Policy DirectorKO"x+-<Hk)-<NZ"r8.9k"*W7gs&f<F#

jF#<N gencsr f<F#jF#<,H_~^lF$^9# 3Nf<F#jF#

<O"Policy Director$s9H<kNltG"/bin G#l/Hj<K~CF$^9#

UNIX: install-path/bin/gencsr

Windows: install-path¥bin¥gencsr

PKCS#10 A0
gencsr f<F#jF#<G-<&Z"r8.7^9#3Nf<F#jF#<GO"
k)-<psr PEM A0GU!$kKq-~_^9#3Nf<F#jF#<GO"

>NZ@qp>WapsH&K"x+-<r 1 DNU!$kK]I7^9# 3Nf

<F#jF#<GO"x+-<psO PKCS#10A0G]I5l^9#
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x+-<Ef8` (PKCS)KZ@WaN=8,-R5lF$^9#Z@WaO"1L

>"x+-<"*W7gsNlHN0-G=.5l"Z@rWa9kH%,3li

rlg7Fp>7F"j^9#Z@qp>WaO"'ZIKw.5l^9#=3

G"CA ,5<P<QH7FG-N X.509 x+-<Z@qr8.7^9#

gencsr f<F#jF#<&3^sI=8
gencsr [-csrfile csr_filename] [-keyfile key_filename] [-keylen key_length] [-version]

*W7gs b@

-csrfile
U!$kXNx+-<POrXj7^9 (PKCS#10A0)#Xj5l?

U!$k (csr_filename) KO"psr9QFq8`3<I (ASCII) A0

G CSR,}F5l^9#GU)kHGO8`POG9#

-keyfile
U!$kXNk)-<POrXj7^9 (PEM A0)#GU)kHGO

8`POG9#

-keylen
x+ / k)-<&Z"N-<N95 (P$Ht) rXj7^9#GU)

kHGO 512 G9#

-version f<F#jF#<NP<8gsVfHxn"psr=(7^9#

-help 3^sI=8H*W7gs-Rr=(7^9#

Gencsr f<F#jF#<Njg
Policy Director gencsr f<F#jF#<rHQ9klgO"!Nh&K7^9#

1. CSRU!$kHk)-<&U!$kN>0"*hS*W7gsG-<N95N,

vJz-trXj7F"gencsr f<F#jF#<r+O7^9#

UNIX: $ gencsr -csrfile filename -keyfile filename -keylen 1024

Windows : gencsr -csrfile filename -keyfile filename -keylen 1024

x+-<Hk)-<KD$FO"IsJU!$k>rHQ7Fb=$^;s#e

JN9FCWG>0Q97^9#

m: GU)kHN-<N95O 512 P$HG9#

2. f<F#jF#<,WmsWHrP7F"DMps (3lKO" PEM Q9Ul<

: ,^^lk) N~OrX(7^9#

3NQ9Ul<:O-17F*/,W,"j^9# 3NQ9Ul<:O"eJN

9FCWG secmgrd.conf=.U!$kK]I7^9#3NQ9Ul<:O"k)

-<KP9k]nKJj^9#

3. f<F#jF#<, CSRU!$kHk)-<&U!$kr8.7^9# 173Z<

8NXCSRr'ZIKP?9kYGO"CSRr'ZIKw.9k}!rb@7^

9#

4. Policy DirectorKU0N5sWkk)-<&U!$krPC/"CW7^9#

UNIX: # cp svrkey.pem svrkey.pem.orig

Windows: copy svrkey.pem svrkey.pem.orig

5. 7,K8.5l?k)-<&U!$kr3N5sWk&G#l/Hj<K]I7

F"svrkey.pemH$&>0rU1^9#

UNIX: # cp newkey.txt svrkey.pem

Windows: copy newkey.txt svrkey.pem

172 Policy DirectorI}Njz-



m: 3Nk)-<O]n9k,W,"j^9#k)-<N$s9?s9O" 1 D@1

,WG"j"3N3H,/i$"sHH5<P<NVNL.r!Z9keG"

soKEWJ3HG9#

CSR r'ZIKP?9k
CSRr'ZIKP?9klgO"!Nh&K7^9#

1. 'ZIKOlL*K*si$sP?q0,"j^9#WebVi&6<rHQ7F"

3Nq0K-~7^9#5NJjgO"CA KhCF[Jj^9#

2. P?q0GO"170Z<8NXx+-<Hk)-<r8.9kYd 171Z<8N

Xgencsrf<F#jF#<rHQ9k (*W7gs)YG8.5l? CSR Ns!

r,WH7^9#CSRU!$kNbFrq0K=jU1Fbh$7"U!$kr

E-mail Gw.7Fb=$^;s#

3. CA ,7, X.509 5<P<&x+Z@qr PEM A0Gw.7F-^9#3lK

Ot|++klg,"j^9#

WebSEALGO"PEM A0GZ@qr,WH7^9#PEM N(s3<IO"P$J

j<Z@qK,Q5lk base64Q9G9#PEM A0O"TN95, 1 TKD- 64

8zK)B5lF$k ASCII U!$kG9#3N ASCII U!$kO!N8OG+O

7"

-----BEGIN CERTIFICATE----

!N8OG*;7^9#

-----END CERTIFICATE----

5<P<Z@qr$s9H<k9k

5<P<Z@qr$s9H<k9klgO"!Nh&K7^9#

1. Policy DirectorKU0N5sWk&5<P<Z@qU!$krPC/"CW7^

9#

PEM A0Nlg:

UNIX: # cp svrcert.pem svrcert.pem.orig

Windows: copy svrcert.pem svrcert.pem.orig

2. CA +iN7,5<P<Z@qU!$kr3N18G#l/Hj<K]I7F"

svrkey.pemH$&>0rU1^9 (J0NMKeq-7^9)#

UNIX: # cp newcert.txt svrcert.pem

Windows: copy newcert.txt svrcert.pem

;-ejF#<&^M<8c<=.U!$kr979k

secmgrd.conf=.U!$kbN!N`\rA'C/7",WK~8F977^9#

certificate-file =

CA +iu.5l? PEM jM0Z@q,~CF$kU!$kN

Q9>

GU)kH : lib/certs/svrcert.pem

key-file =
m<+kG8.5l?k)-<&U!$kNQ9>

GU)kH : lib/certs/svrkey.pem
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pass-key = k)-<r]n9klgKHQ9k PEM Q9Ul<:

certificate-file `\H key-file U!$k`\rQ99kNO"lw=(5lF$

kGU)kHNU!$k>J0NU!$k>rHQ9kH-@1K7^9#

7,Z@qN$s9H<krF9H9k

7,Z@q$s9H<krF9H9klgO"!Nh&K7^9#

1. Policy Directorr$C?sd_7F+iFO07F"7,Z@qNHQr+O7^

9#

UNIX:

# /etc/init.d/iv stop
# /etc/init.d/iv start
# /etc/init.d/iv status

Windows: 5<S9)fQMkrHQ7^9#

2. ;-ejF#<&^M<8c< (secmgrd),5oK+O7F$k+N'7^9#

secmgrd,5oK+O7F$J$lgO"!Nm0&U!$krA'C/7F"5

oK+O7J+C?}3r4Y^9#

UNIX: install-path/secmgr/log/secmgrd.log

Windows: install-path¥secmgr¥log¥secmgrd.log

U#N"k(i<&aC;<8,+D+iJ$H-O"GPC0&b<IG

secmgrdrj0G+O7^9#154Z<8NXaC;<8r8`POKw.9kl

gNGPC0&b<IYr2H7F/@5$# ^?"J<N IBM SecureWay

Policy Director Web5$HG"djN{5KX9kG7psr+D1k3HbG

-^9#

http://www.ibm.com/software/security/policy/library

3. Vi&6<+i"HTTPSrHQ9k5<P<K\37"Vi&6<,5<P<Z

@qru1~lk+N'7^9#

?H(P"Vi&6<GO"-/'15lF$k VeriSignk<HZ@qr"9G

KGU)kHG]I7F$kO:G9#7?,CF"YpaC;<8d@$"m

0&\C/9,"Policy DirectorNm0$s&WmsWHKh)CF=(5lk3

HOJ$O:G9#

Policy DirectorKU0N5sWkZ@qrHQ7?lgO"YpaC;<8,=(

5l^9# YpaC;<8,=(5lk}3O"Vi&6<KO IBM k<HZ

@q,~CF$J$NG"5sWk&5<P<Z@qr!ZG-J$+iG9#

3Nh&JaC;<8O"5<P<Z@qru1~lk+"j8'/H9k+r

hakh&X(9kWmsWHG9# k<HZ@q,J$NG"Vi&6<G

O"5<P<Z@qN5v-r!ZG-^;s#7?,CF"Z@qru1~l

k+"]'9k+NU$rf<6<KO9,W,"j^9#

3lG"Hi9FCI'ZIKhCFEv-r!Z5l?5$H&5<P<Z@

q,8_9k3HKJj^9#Ev-r!Z5l?5<P<Z@q,8_9l

P" SSLHQD=/i$"sHGO"Policy Director WebSEAL5<P<r5o

+DNBK'ZG-^9#
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f<6<>HQ9o<IKhk'Z}0

1kYm9H LDAP !)-<'Za+K:`GO"f<6<>HQ9o<INA0K

hk/i$"sH1Lpsr,WH7^9# WebSEALGO"'ZQH7Ff<6<

>HQ9o<Ir(9}0H7F"!N 2 Dr5]<H7^9#

v Xp\'Z}0Y

v 177Z<8NXPolicy Directorq0Y<9&m0$s}0Y

p\'Z}0

WebSEAL GO"f<6<>dQ9o<IJINf<6<psr~j9klgO"

Netscape® Communicator/Netscape Navigator®
H Microsoft Internet Explorer™ (IE) G

HQ5lF$k SSL WmH3kr5]<H7^9#,sKhj"URL ,;-e"

SSL \3NHQr?G9klgO" http: GOJ/"https: GOak3HKJCF
$^9#

m0$s,5oKTolk?aKO"Policy DirectorGO"/i$"sH,;-ej

F#<&l89Hj<K-?5lF$k Policy Director1LrHQ9k3Hr,WH

7^9# p\'Z O"'Za+K:`Kf<6<>HQ9o<Ir(9?aN8`

}0G9#

GiN9FCWG"5<P<O"=N5<P<&Z@qrHQ7F"/i$"sH

KP7F'Z7^9# /i$"sH,3NZ@qru1~l?lgO"5<P<O"

/i$"sHKP7FAcls8r/T7^9# Vi&6<,m0$s&WmsWH

rP7F"f<6<>HQ9o<IrWa7^9#

m: Vi&6<GO"3Nm0$spsr-cC7eK~l^9#8`p\'ZN
lgO"e3NWa4HK=l>lf<6<>psHQ9o<Ips,,WG

9# -cC7e'ZpsNw.O"f<6<KO5X8GTol^9#

p\'ZKX9kEWJ@O"!NH*jG9#

v Policy DirectorO"SSL r;-e"L.AcMkH7FHQ9k#

v Policy DirectorO";-e" SSL AcMkrL7F"f<6<>HQ9o<Ir

Aw9k#

p\'ZAcls8NkLH7F"!Nh&Jm0$s&WmsWH,=(5lk

lg,"j^9#
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Enter username for Policy Director [/.../www.ibm.com] at www.ibm.com
User Name:
Password:

33G"User Name U#<kIH Password U#<kIK,WJpsr~O9k

,W,"j^9#

p\'ZbGk

p\'ZbGkNWm;9KO"!N3H,^^l^9#

1. /i$"sH&Vi&6<,"SSL rHQ7F5<P<K"m7^9#

2. 5<P<,"CA +ih@7?p>x+-<&5<P<Z@qrVw7^9#

3. /i$"sH,"!N"/7gsNIl+ 1 Dr/37^9#

v =NG<?Y<9bGP~9kk<H CA Z@qr!P7F"5<P<NZ@

qru1~lk#

v =NG<?Y<9bKP~9kk<H CA Z@q,J$NG"YpKhCFf

<6<KWmsWHrP9#3lG"Z@qru1~lk+"j8'/H9k

+O"f<6<NU$GT&3HKJj^9#

4. u1~lil?lgO"5<P<,Vi&6<KAcls8r/T7^9#

5. Vi&6<O"m0$s&WmsWHrP7F~z7"f<6<>HQ9o<I

rWa7^9#

6. f<6<,f<6<>HQ9o<Ipsr~O9kH"Vi&6<O=Npsr

Policy Director5<P<Kw.7^9#

7. f<6<>psHQ9o<Ips,"Policy DirectorNf<6<&l89Hj<b

N{8NpsHlW7?H-O"Policy Director ,Z@r8.7^9#Policy

DirectorGO"3NZ@rHQ7F"'ZhjrT$^9# WebSEALGO"SSL

;C7gsN|Vf"3NZ@r-cC7eK~lF*-^9#

8. Vi&6<,"f<6<>psHQ9o<Ipsr-cC7eK~l^9#

8`p\'ZGO"e3NVi&6<&m0$sdWa4HK"=l>l3Nf

<6<>HQ9o<Ir,WH7^9#3NWoO"-cC7e'ZpsNHQ

KhCF)a*K~?5l^9#

m: p\'ZGO"Vi&6<,f<6<>psHQ9o<Ipsr-cC7e
K~lk?a"pkmslogout 3^sIO57//-^;s# 04Km0"&
H9k?aKO"Vi&6<&;C7gsr/m<:9k,W,"j^9#

pkmslogout !=,,WJlgO"q0Y<9&m0$s}0rHQ7^9#

,\I}?9/

I}TO!N?9/rBT7F"p\'Zb<IGN SSL "/;9Kw(F"

WebSEAL5<P<r`w9k,W,"j^9#

v WebSEAL5<P<K5<P<& X.509 Z@qr$s9H<k9k#

v ;-e"&Ia$sK2C9kFf<6<4HK"=l>l Policy Director"+&

sHrn.9k#
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Policy Director q0Y<9&m0$s}0

Policy DirectorKO"8`p\'Za+K:`Keok}0H7F" Policy Director

q0Y<9&m0$s ,QU5lF$^9#3N}0KhlP"p\'ZAcls8

NkLH7F8`m0$s&WmsWH,PkNGOJ/" Policy Director+iN

HTML m0$sq0,P^9#

q0Y<9&m0$srHQ9kH"p\'ZNlgNh&K"Vi&6<,f<

6<>psHQ9o<Ipsr-cC7eK~lk3HO"j^;s# 7?,CF"

Cl SSL ;C7gs&m0"&H&3^sIG"k"pkmslogout ,5oKHQG
-^9# Policy Director,Z@psr,WH9k (=7F"-cC7eK~lk) N

O 1 s@1G"k?a"Vi&6<WaNDIm0$sWar+jV9,WO"j^

;s#

iv.conf =.U!$kN [wand] 9?s6bN https-forms-auth Qia<?<rHQ

7F"q0Y<9&m0$srBT7^9#3NQia<?<O"yes+ no K_j

G-^9#GU)kHGO"no G9#

[wand]
https-forms-auth = no

Policy DirectorKO"7 DN5sWk HTML q0,H_~^lF$^9#3liN

HTML q0r+9?^$:7F"5$HG-NaC;<8r^a?j"5$HG-N

"/7gsrBT7?j9k3H,G-^9#

iv.conf =.U!$kN [wand] 9?s6KO"SSL HTML Page Locations NbHG"

3liNq0NU!$kLV,jA5lF$^9#

GU)kHNG#l/Hj<LVO"!NH*jG9#

UNIX: install-path/www/lib/html/

Windows: install-path¥www¥lib¥html¥

q0 b@

login.html f<6<>HQ9o<INWa

login_rep.html m0$s&(i<&aC;<8

logout.html
SSL ;C7gs+iNm0"&H,5oKTol?3Hr(9

aC;<8

passwd.html Q9o<IQ9q0

passwd_exp.html Q9o<I-z|BZlaC;<8

passwd_rep.html Q9o<IQ9(i<&aC;<8

help.html 3^sIrb

3liNZ<8GHQG-k^/mb 2 D"j^9#3liN^/m&9Hjs0

O"FsWl<H&U!$kK~lk3H,G-^9#k<AsKhCF",vJ

M,0*KV95l^9#

^/m b@

%USERNAME% m0$s7?f<6<N>0
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%ERROR%
Policy Director+ia5l?O<I&3<G#s0&(i<&

aC;<8

q0Y<9'ZbGk

q0Y<9'ZbGkO"!NWm;9K>$^9#

1. /i$"sH&Vi&6<,"SSL rHQ7F5<P<K"m7^9#

2. 5<P<,"CA +ih@7?p>x+-<&5<P<Z@qrVw7^9#

3. /i$"sH,"!N"/7gsNIl+ 1 Dr/37^9#

v =NG<?Y<9bGP~9k CA Z@qr!P7F"5<P<NZ@qru

1~lk#

v =NG<?Y<9bKP~9kk<H CA Z@q,J$NG"YpKhCFf

<6<KWmsWHrP9#3lG"Z@qru1~lk+"j8'/H9k

+O"f<6<NU$GT&3HKJj^9#

4. /i$"sHKhCFu1~lilkH"WebSEAL O"+9?^$:5l?

Policy Director HTML q0rHQ7F"/i$"sHKf<6<>HQ9o<I

r(9h&X(9kWmsWHrP7^9#

Policy DirectorO"3Nq0rHQ7F"WebSEALKf<6<>psHQ9o<

IpsrVw7^9#

5. f<6<>psHQ9o<Ips,"Policy DirectorNf<6<&l89Hj<b

N{8NpsHlW7?H-O"Policy Director,/jGs7ckr8.7^9#

Policy Director GO"'ZhjK"?CF3N/jGs7ckrHQ7^9#

WebSEALGO"SSL;C7gsN|Vf"3N/jGs7ckr-cC7eK~

lF*-^9#

p\'ZNlgHO[Jj"Vi&6<,f<6<>psHQ9o<Ipsr-

cC7eK~lk3HO "j^;s#7?,CF"pkmslogout 3^sI,57
//-^9#

,\I}?9/

I}TO!N?9/rBT7F"q0Y<9&m0$s&b<IGN SSL "/;9

Kw(F"WebSEAL5<P<r`w9k,W,"j^9#

1. WebSEAL5<P<K X.509 5<P<& CA Z@qr$s9H<k9k#

2. ;-e"&Ia$sK2C9kFf<6<4HK"=l>l Policy Director"+

&sHrn.9k#

3. Policy Directorq0r+9?^$:7"=NLVr iv.conf =.U!$kbKjA

9k#

f<6<>HQ9o<IKhk}0QN3^sI

Policy DirectorKO"SSLHQD=/i$"sH,f<6<>HQ9o<IKhk}

0rHQ7F'Z9kNr5]<H9k?aK"!N3^sI,QU5lF$^

9#

v pkmslogout

v pkmspasswd
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pkmslogout
=T SSL;C7gs+im0"&H9klgO"pkmslogout3^sIrHQ7^9#

3N3^sIO"q0Y<9&m0$s}0GNHQK,7F$^9#

https: //Web URL install-path/pkmslogout

?H(P"!NH*jG9#

https: /www.ibm.com/pkmslogout

3Nm0"&HKP9k~zH7F=(5lkU!$kO"iv.conf =.U!$kbK

jA7^9#

# SSL HTML page locations
pkms-logout-page = lib/html/logout.html

logout.htmlU!$kO"WoK+g&h&KQ9G-^9#

pkmslogout f<F#jF#<GO"f<6<,@i+K[JkPC/(sI&79
F`+im0"&H9klgN?aK"MCHo</NOGLN*;hLr,WH

9kH-O"#tm0"&H~zZ<8b5]<H7^9#

!N0KhCF"CjN~zU!$kr1L7^9#

https://pkmslogout?filename=custom_logout_file

?@7"custom_logout_fileO"m0"&H~zNU!$k>G9#3NU!$kO"

GU)kHN logout.htmlU!$kr~lk?aKjA5lF$kbNH18 /lib/html/

G#l/Hj<Kos9k,W,"j^9#

pkmspasswd
Q9o<IrQ99klgO"3N3^sIrHQ7^9#

https://Web URL install-path/pkmspasswd

?H(P"!NH*jG9#

https://www.ibm.com/pkmspasswd

X.509 Z@qKhk'Z}0
WebSEALGO"SSLrp9k/i$"sH& X.509Z@qNHQKhk'Zr5]

<H7^9#X.509 Z@qGO"f<6<>HQ9o<IGOJ/"/i$"sHN

1Lpsr(7^9#

/i$"sH& X.509 Z@q5]<HN;CH"CW&?9/
!N?9/rBT7F"/i$"sH& X.509G#8?kZ@qru1~lk?aN

WebSEALr;CH"CW7^9#

/i$"sH&?9/

/i$"sH&?9/rBT9klgO"!Nh&K7^9#

1. X.509/i$"sH&G#8?kZ@q (p>x+-<) r CA +ih@7^9#

2. /i$"sH&79F`KZ@qr$s9H<k7^9#
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WebSEAL 5<P<&?9/
WebSEAL5<P<&?9/rBT9klgO"!Nh&K7^9#

1. 1l'ZINk<H CA Z@qrh@7^9#

3NZ@qO"PEM A0Gb PKCS#12A0Gb=$^;s#

2. k<H CA Z@qr79F`eN:v9kLVK3T<7" secmgrd.conf=.U

!$kbK3NLVr(7^9#

PEM A0 :

k<HZ@qr!NU!$kKIC7^9#

UNIX:ca-cert-file = lib/certs/cacert.pem

Windows: ca-cert-file = lib¥certs¥cacert.pem

PKCS#12 A0 :

Fk<HZ@qrL9NU!$kH7F"!NG#l/Hj<KIC7^9#

UNIX: ca-cert-p12-dir = lib/certs/ca_p12

Windows: ca-cert-p12-dir = lib¥certs¥ca_p12

m: 3liN PEM A0*hS PKCS#12A0NZ@qO"Policy Director,.$

r*/'ZINZ@qG9#

3. verify-clients Qia<?<r_j9k3HKhCF"WebSEAL,/i$"sH

& X.509 Z@qrh}9k}!rXj7^9#vF5lF$k verify-clients M

(never"optional"required)N 1 Dr"iv.conf =.U!$kN [wand] 9?s6K

~O7^9#

3liNMKD$FO"168Z<8NXZ@qNh}r=.9kYr2H7F/

@5$#

4. iv.conf U!$krT87",WK~8F [authentication-mechanisms]9?s6N

cert-cdas Qia<?<r:v9kWiCHU)<`Kgo;FQ99k3HKh
CF"CA 5<P<rHQ9kh&K WebSEALr=.7^9#

[authentication-mechanisms]
cert-cdas = &entry=/.:/subsys/intraverse/cdas/servers/hostname

cas moduleN*r`\KO"cdasauthn.dll (Windows NTNlg)"libcdasauthn.a (AIX

Nlg)"*hS libcdasauthn.so (SolarisNlg) ,^^l^9#

cert-cdas Qia<?<N\YKD$FO"182Z<8NXPolicy Director CASN

p\=.Yr2H7F/@5$#

5. secmgrd.conf=.U!$kN certificate-file *hS key-file Qia<?<rHC
F"5<P<1LrjA7^9#?@7"5<P<k)-<NA0O PEM A0G

9#Qia<?<O"HQ7F$kWiCHU)<`KhCF[Jj^9#

PEM A0N certificate-file Qia<?<Nlg:

UNIX: certificate-file = /opt/intraverse/lib/certs/svrcert.pem

Windows: certificate-file = C:¥Program Files¥ibm¥Policy

Director¥lib¥certs¥svrcert.pem

PEM A0N key-file Qia<?<Nlg:

UNIX: key-file = /opt/intraverse/lib/certs/srvkey.pem
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Windows: key-file = C:¥Program Files¥ibm¥Policy

Director¥lib¥certs¥srvkey.pem

secmgrd.confZ@q9H<lC8&Qia<?<KD$FO"167Z<8NXZ@

qr]I9kYr2H7F/@5$#

6. secmgrd.conf=.U!$kN certificate-fileQia<?<rHCF5<P<1Lr

jA7^9#?@7"5<P<Z@qNA0O PKCS#12A0G9#

PKCS#12 A0N certificate-file Qia<?<Nlg:

UNIX Q : certificate-file = /opt/intraverse/lib/certs/svrcert.p12

Windows Q : certificate-file = C:¥Program Files¥ibm¥Policy

Director¥lib¥certs¥svrcert.p12

7. /jGs7ckh@H^CTs0QKO"Policy Director/jGs7ckh@5<

S9 (CAS) rHQ7^9#

^?"H+N/jGs7ckh@ / ^CTs0&5<S9&Wm0i`rn.7

F"5<P<&79F`K$s9H<k7Fb=$^;s# \7/O" Policy

Director Programmer’s Guide and ReferenceH XPolicy Director/jGs7ck

h@5<S9N=.Yr2H7F/@5$#

Policy Director /jGs7ckh@5<S9N=.

Policy DirectorN/jGs7ckh@5<S9 (CAS) O"+9?^$:D=J3s]

<MsHN 1 DG"WebSEALG5]<H5lF$k8`'Za+K:`rH%9k

lgKHQG-^9# GU)kHN Policy Director/jGs7ckh@5<S9O

cdas_server(.exe)U!$krHQ7^9#182Z<8NXPolicy Director CASrHQ9

k?aN WebSEALN=.Yr2H7F/@5$#

^?"H+N/jGs7ckh@ / ^CTs0&5<S9&Wm0i`rn.7F"

5<P<&79F`K$s9H<k7Fb=$^;s# /jGs7ckh@5<S9

Nn.H$s9H<kKD$FO"Policy Director Programmer’s Guide and Reference

r2H7F/@5$#

Policy Director CAS N5W

Policy Director/jGs7ckh@5<S9 (CAS) rHQ9kH"f<6<1Lps

(X.509 Z@qJI) N'ZH"Policy Directorf<6<1LXN^CTs0,D=K

Jj^9#;-ejF#<&^M<8c<, (=NGU)kH&l89Hj<rHQ

7F)"3Nf<6<1LKX9k/jGs7ckra7^9#

h13O WebSEAL:'ZN_j 181



Policy Director CASKD$FO"32Z<8NXPolicy DirectorKhCFs!5lk

CASYH XPolicy Director CASrHQ9k?aN WebSEALN=.Yr2H7F/

@5$#

Policy Director CAS rHQ9k?aN WebSEAL N=.
WebSEAL KhCF5]<H5lk'Za+K:`O9YF" iv.conf =.U!$k

bN authentication-mechanisms 9?s6bG=.G-^9#WebSEALKhCF5

]<H5lk'Za+K:`O9YF"m<+k (h}f) 'Z!=H"CAS 5<P

<KhCF-zK5lk"+9?^$:5lF$klgb"k"jb<H'Z!=

N>}r=7^9#

m<+k&Wi0$s&b8e<k

=.U!$kbG"F'Z!=r=l>lm<+k&Wi0$s&b8e<kKP

~E1^9# UNIX WiCHU)<`GO"3liNb8e<kO&Qi$Vij<

G9# Windows NTGO"3liNb8e<kO0*js/&i$Vij< (DLL)

G9# 3liNb8e<kO"Policy Director[[N8`t,H7Fs!5lk?

a"+9?^$:OG-^;s#

Policy DirectorKO"8`Wi0$s&b8e<k,QU5lF$^9#h0T CAS

5<P<HN$s?<U'<9rHklgO"3N8`Wi0$s&b8e<kr

HQ7^9#

WiCHU)<` CAS b8e<k>

Solaris libcdasauthn.so

AIX libcdasauthn.a

Windows NT cdasauthn.dll

Policy Director CAS Np\=.

X.509 'ZpsK~z9k Policy Director/jGs7ckh@5<S9 (CAS) r=

.9k3H,G-^9#3N5<S9Khj" WebSEAL CAS$s?<U'<9N
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/i$"sH&N'Z,Tol^9#Policy Director CAS=.KO" CAS 5<P<

NP$sG#s0ps,J<5lk DCE CDSM<`9Z<9bGNLVr=9IC

Nz-t,,WG9#

CAS 5<P<rHQ9kh& WebSEALr=.9kKO"iv.conf U!$krT87

F" [authentication-mechanisms]9?s6bN cert-cdasQia<?<r":v9kW

iCHU)<`N,WKgo;FQ97F/@5$#

?H(P"!N=.7<1s9 (Windows NTNlg) GO"X.509 Z@qY<9N

'Zr5]<H9k1lN CAS 5<P<r1L7^9#

[authentication-mechanisms]
cert-cdas = cdasauthn.dll&entry=/.:/subsys/intraverse/cdas/servers/hostname

3Nlg"cdasauthn.dll O:v9kWiCHU)<`N CAS b8e<kr=7"

hostnameO1cJ[9H>G"j"

&entry=/.:/subsys/intraverse/cdas/servers/hostname O" CAS 5<P<NP$s

G#s0ps,J<5lk DCE CDSM<`&9Z<9bGNLVr=7^9#

=.`\N=8

'Z=.`\KO"!NA0,HQ5l^9#

authn-mechanism = module[&arg1[ arg2]...[ argN]]

#tN Policy Director CAS 5<P<

1lN Policy Director CASG#tN'Za+K:`,5]<HG-^9#3Nlg

O"Fa+K:`G=.ps,E#7F$^9#

1L>N^CTs0

Policy Director CASO" SSLHQD=Vi&6<+iN/i$"sH&G#8?k

Z@q r" Policy Directorf<6<1LK^CW7^9#]n5l? Web Z<8

Kf<6<,"/;97h&H9kH" SSLHQD=Vi&6<O WebSEAL5<

P<K"m7^9#WebSEAL,/i$"sHZ@qY<9'ZQK=.5lF$k

lg" WebSEALOVi&6<K X.509 Z@qrWa7^9#WebSEALOVi&

6<+iZ@qru1hkH"=lr CAS 5<P<KO7^9#Policy Director CAS

O"u1hC?Z@qr"Policy Director,'17F$kf<6<1LK^CW7h

&H7^9#

Policy Director CAS cdas.conf=.U!$kbG"Policy DirectorI}TO"Z@q

1L> (DN) r Policy Directorf<6<N DN KX"U1kNKHQ5lkF<V

krn.G-^9# Policy Director CASO"WebSEALKhCFZ@qGFSP5

lkH"Z@q+i DN r4-P7"lW,J$+"3NF<Vkr4Y^9#lW

,+D+kH" Policy Director CASO"X"U1il? Policy Directorf<6<N

57$A0N DN r WebSEALKV7^9#3N}0," DN ^CTs0 HFP

lF$kbNG9#

3Nlg"WebSEALO"3N DN rHQ7F Policy Directorf<6<r1L7^

9#lW,+D+iJ$H"CAS OZ@q+iN DN r WebSEALKV7^9#3

NlgO" Policy Directorf<6<r1L9kNK"Z@qN DN ,HQ5l^9#

WebSEAL5<P<O"V5l? DN rHQ7F"f<6<N/jGs7ckr!w

7^9#
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1L>r^CW9k?aN cdas.conf=.U!$kO"!NljK"j^9#

UNIX: /opt/intraverse/cdas_server/lib/cdas.conf

Windows: C:¥Program Files¥IBM¥Policy Director¥cdas_server¥lib¥cdas.conf

cdas.conf=.KO"!Nps,^^lF$^9#

# DN mapping
# If the certificate DN is in the following table, use the corresponding LDAP
# DN. Otherwise, use the certificate DN as is.
# Each entry should be on a single line with the following format:
# [DN in the certificate] LDAP DN to map to
# For example:
# [/C=US/O=IBM/CN=Policy Director User] cn=Policy Director User,o=IBM,c=US
# [/C=US/O=IBM/CN=User1] cn=IBM Policy Director User,o=IBM,c=US

Z@q1L> (DN) O"oK"F<VkN8&K"ggLGOsG(5l^9 (?H

(P"[/C=US/O=IBM/CN=Policy Director User])#Policy Directorf<6<N DN

(LDAP l89Hj< DN H1M) O"oK"F<VkN&&K(5l^9 (?H(

P" cn=Policy Director User,o=IBM,c=US)#Policy Directorf<6<N DN O",

:"Z@q DN N&gL ( ] ) NeK,\9Z<9, 1 D~CF+i3-^9#!

=,57///?aKO"^CTs0&F<Vk`\N>&,-~5lF$k,W

,"j^9#

SSL HQD=Vi&6< (?H(P"Netscape® Communicator/Netscape Navigator®"

Microsoft Internet Explorer™) rHQ9kH"Z@q DN psr=(5;k3H,G

-^9#3liNVi&6<GN DN psN=(}!O[Jklg,"j^9,">

}NVi&6<NZ@qpsKO"9YFN1L>NWG,^^lF$kO:G

9#
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h14O WebSEAL: lLI}?9/

3NOKO"HQ9kMCHo</Kgo;F WebSEALr+9?^$:9klgK

BTG-k"lLI}?9/H=.?9/r-R9kps,-\5lF$^9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8N XWebSEAL;-ejF#<rHQD= / HQTDK9kY

v XWeb 9Z<9rI}9kY

v 188Z<8NXHTTP H HTTPSNo<+<&9lCIr=.9kY

v 190Z<8NX?$`"&H&Qia<?<rXj9kY

v 191Z<8NXHTTP (i<&aC;<8r=.9kY

WebSEAL ;-ejF#<rHQD= / HQTDK9k
WebSEALrHQD= / HQTDK9klgO" ivadmin f<F#jF#<rHQ

7^9#

CjN Policy Director5<P<eG WebSEALrHQD=K9klgO"!Nh&

K7^9#

ivadmin> server enable /WebSEAL/

?@7"hostnameO"5<P<N>0+iIa$s>r|$?bNG9#

5<S9,9GKHQD=KJCF$kH-d"5<S9EM,5zNH-O" Policy

Director O(i<ra7^9#

GU)kHGO"Policy DirectorO WebSEALrHQD=K7^9#

CjN Policy Director5<P<eG WebSEALrHQTDK9klgO"!Nh&

K ivadmin server disable 3^sIrHQ7^9#

ivadmin> server disable /WebSEAL/

WebSEAL5<P<u7rA'C/9klgO"ivadmin server status 3^sIr

HQ7^9#

ivadmin> server status hostname

u7spKhCF!Nps,=(5l^9#

v WebSEAL5<P<OHQD=+HQTD+

v WebSEAL5<P<O"PING rHQ7F~#D=+I&+

v WebSEAL=.G<?Y<9NuV

Web 9Z<9rI}9k
3NaGO"WebSEALM<`9Z<9rI}9klgK,WH5lk?9/KD$

F"!NbNr^aFb@7^9#

v 186Z<8NXWeb 8qDj<LVrXj9kY

v 186Z<8NXG#l/Hj<wzU1r=.9kY

© Copyright IBM Corp. 1999 185



v 187Z<8NXCGI Wm0i`QNU!$kH%R?$WrXj9kY

Web 8qDj<LVrXj9k
Web8qDj<LVO"5<P<KhCFHQD=K5lF$k8qKX9k8qD

j<Nk<HXNdPQ9G9#GU)kHLVO";-ejF#<&^M<8c

<N$s9H<k~Ki|N)5l^9#

UNIX: install-path/www/docs

Windows: install-path¥www¥docs

3NLVO"$s9H<k&9/jWHKhCFQ9G-^9#$s9H<ke

O"3NLVrQ99klgO"junctioncp f<F#jF#<rHQ9k,W,"j

^9# 04J3^sIpsKD$FO"201Z<8NXjunctioncprHQ7F9^<

H\grI}9kYr2H7F/@5$#

!N UNIX NcO"junctioncp f<F#jF#<rHQ7FLVrQ99k}!r

(7F$^9#

1. junctioncp rBT7^9#

# junctioncp -e hostA
Attempting to bind to hostA at
/.:/subsys/intraverse/secmgr/server/hostA
junctioncp>

2. list 3^sIrHQ7F"=T\g@r9YF=(5;^9#

junctioncp> list
/

3. show 3^sIrHQ7F"\gN\Yr=(5;^9#

junctioncp> show /
Junction point: /
Type: Local Root
Directory: /opt/intraverse/www/docs

4. 7,m<+k\grn.7F"=T\g@rV-9(^9#

junctioncp> create -t local -d /tmp/docs /
WARNING: A junction already exists at /
Do you want to replace it [no]? yes
Created junction at /

5. 7,\g@rlw=(5;^9#

junctioncp> list
/

6. 3N\gN\Yr=(5;^9#

junctioncp> show /
Junction point: /
Type: Local Root
Directory: /tmp/docs

G#l/Hj<wzU1r=.9k

5<P<KhCFa5lkGU)kH&U!$kN>0rXjG-^9#3lrX

j9kNO"G#l/Hj<>r URL H7F(9lgG9#3NGU)kH&U!
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$k,8_7F$kH"Policy Director,/i$"sHKa7^9#8_7F$J$

lgO" Policy Director,G#l/Hj<wzr0*K8.7F"/i$"sHKa

7^9#

m: Policy Director,8.7?wzrG#9/K]I9k3HO"j^;s#Policy

DirectorGO"5<P<NosI+ dirindex (G#l/Hj<wz) -cC7e+

iwzrhjP9+"G#l/Hj<K"/;95lk?SK"wzrF8.

9k+IAi+G9#

G#l/Hj<wzU1r=.9k?aNQia<?<O"iv.conf =.U!$kN

[wand-indexing] 9?s6K~CF$^9#

GU)kH&U!$kNMO"!NH*jG9#

[wand-indexing]
dirindex = index.html

5$HGHQ7F$k,',[JlP"3NU!$k>rQ99k,W,"klg

b"j^9#

[wand-indexing]
dirindex = default.html

G#l/Hj<NwzU1KHQ5lkFQia<?<KO"=l>lN8q?$

Wd MIME ?$W,!P5lk?SK=(5lkGU)kHN"$3s (.gif U!$

k) ,"j^9#

[wand-indexing]
image/*= /icons/image2.gif
video/* = /icons/movie.gif
audio/* = /icons/sound2.gif
text/html = /icons/html.gif
text/* = /icons/text.gif
application/* = /icons/binary.gif

FQia<?<4HK>N"$3srXjG-^9#^?"jb<HG"$3sr

+D1k3HbG-"URL rQia<?<MH7FHQ9k3HbG-^9#?H(

P"!NH*jG9#

application/* = http://www.acme.com/icons/binary.gif

CGI Wm0i`QNU!$kH%R?$WrXj9k
iv.conf =.U!$kN [wand-cgi-types] 9?s6K~CF$kQia<?<rHQ

9kH"WindowsU!$kH%R?$WrXjG-^9# Policy DirectorGO"CGI

Wm0i`H7F+OG-k WindowsU!$kH%R?$Wr'17^9#

UNIX *Zl<F#s0&79F`KO"U!$k>H%RWoO"j^;s#?@

7" Windows NT NlgO"U!$kH%R?$WrjA9k,W,"j^9#

[wand-cgi-types] 9?s6KO"-zJH%R?$W,9YFj9H5l"FH%R

r,vJ CGI Wm0i`K^CW7F"j^9 (,WJH-)#

GU)kHGO"Policy Director,+O9kNO"H%R,9?s6K CGI Wm0

i`H7Fj9H5lF$kbNKlW9kU!$k@1G9# GU)kHGO"

Policy Director,Wm0i`H7FBT9kNO"H%R, .exeNU!$kG"j"

3liNU!$kO^CTs0r,WH7^;s# H%R,ra5l?9/jWH&
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U!$kr=9lgO":v9kraWm0i`rs!9k,W,"j^9# H%R

?$WNcH7FO"7'k&9/jWH (.shH .ksh)" Perl9/jWH (.pl)"Tcl

9/jWH (.tcl) ,"j^9#

!NcKO"e=*J [wand-cgi-types] 9?s6=.,(7F"j^9#

#
# CGI file extension to command mappings (Windows NT Only)
#
# For WIN32 servers we nominate CGI file extensions and the program
# that is used to execute them. If a CGI has an extension that is not
# in this list then it is not executed.
#
[wand-cgi-types]
.exe =
.bat =
.cmd =
.pl = perl
.sh = sh
.tcl = tclsh76

m: .batU!$kNHQKO"EgJ;-ejF#<dj,<$^9# .batU!$k

OHQ7J$h&K7^9#

HTTP H HTTPS No<+<&9lCIr=.9k
=.5l?o<+<&9lCINtG"5<P<,5<S9G-k1~e.WaN

trXj7^9# 9YFNo<+<&9lCI,HQfG"kH"Policy DirectorG

O"~e9k>N\3KD$FO"o<+<&9lCI,HQD=KJk^GPC

U!<K~lF*-^9#

e.\3K5<S9G-kHQD=9lCINtrXjG-^9#o<+<&9l

CINtOQU)<^s9KFA9kD=-,"k?a"=N=.OmU</T&

,W,"j^9#

3N=.Qia<?<,1~\3NtKeBr_1k3HO"j^;s#3NQi

a<?<GXj9kNO"x_*K5BNnHTATsK5<S99k?aKHQ

D=K5lk9lCINtrXj9k@1G9#

o<+<&9lCING,tN*rO"MCHo</eNHiU#C/NLH?$

WKD$FN}rYK8&5l^9#

9lCINtr}d;P"lL*KO"Wah}N0;K++k?Q~V,;L5

lk3HKJj^9#?@7"9lCINtr}d9H">NWxKbFA,*h

S"=N?aK5<P<&QU)<^s9K-FAr88k2l,"j^9#

WebSEAL No<+<&9lCI&W<kMr_j9k
WebSEALKO"1lNmNo<+<&j9H,]}5l"TCP"SSLHsMkAw"

^?O GSSHsMkAwrHQ9k/i$"sH+iNWarh}9k?aN"o

<+<&9lCI&W<kb]}5lF$^9#3NH%a+K:`,"k?a"

WebSEALGO"hj7&m<I,g}K}(Fb"HQ9k79F`&j=<9O

/J/FQ_^9#
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iv.conf =.U!$kN [wand] 9?s6t,N worker-threads Qia<?<r_j

9k3HKhCF"o<+<&9lCI&W<k&5$:r)f7^9#

worker-threads = 50

WebSEAL r HTTP WaQH7F=.9k
WebSEALGO"lL*K"'Z5lF$J$f<6<+iN?tN HTTP Warh

}7^9#?H(P"x+ Web5$HK"k*r5l?qAKP7FO"T@N (7

?,CF"'Z5lF$J$) f<6<+iNI_hjlQ"/;9rD=K9k3

H,>^7$lg,"j^9#

iv.conf =.U!$kN [wand] 9?s6KO"TCPrp9k HTTP Warh}9k

?aNQia<?<,~CF$^9#

HTTP listen rHQD= / HQTDK9k
GU)kHGO"Policy DirectorO"TCP rp9k HTTP WaKX9k listen rH

QD=K (vD) 7^9#

allow-tcp-http = yes

3NQia<?<Mr no K_j9kH"HTTP listenOHQTDKJj^9#

]<HMr_j9k

TCP rp9k HTTP listenNGU)kH&]<HO 80 G9#

http-tcp-port = 80

]<H 8080KQ99klgO"!Nh&K_j7^9#

http-tcp-port = 8080

WebSEAL r HTTPS WaQH7F=.9k
iv.conf =.U!$kN [wand] 9?s6KO"SSL rp9k HTTPS Warh}9

k?aNQia<?<,~CF$^9#

HTTPS listen rHQD= / HQTDK9k
GU)kHGO"Policy DirectorO"SSLrp9k HTTPSWaKX9k listenrH

QD=K (vD) 7^9#

allow-ssl-http = yes

3NQia<?<Mr no K_j9kH"HTTPS listenOHQTDKJj^9#

]<HMr_j9k

SSL rp9k HTTPSNGU)kH&]<HO 443 G9#

ssl-port = 443

]<H 4343KQ99klgO"!Nh&K_j7^9#

ssl-port = 4343
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?$`"&H&Qia<?<rXj9k

_jG-k Policy Director?$`"&H&Qia<?<KO"J<NbN,"j^

9#

v HTTP L.KX9k?$`"&H&Qia<?<

v iv.conf =.U!$kN [wand] 9?s6K~CF$kICN WebSEAL5<P<&

?$`"&H&Qia<?<

HTTP L.KX9k?$`"&H&Qia<?<
WebSEALGO"HTTPSL.KX9k!Nh&J?$`"&H&Qia<?<r5]

<H7^9#

ssl-init-connect-timeout (HTTPS Nlg@1)
WebSEAL,Vi&6<+iN SSL \3ru1~lkH" SSL WmH3k

handshake,Tolk,W,"j^9#OsI7'</HO"2 DNbG`N

VKL.r_j9k?aK".frr99kWm;9N3HG9#3NQi

a<?<GO"SSLVi&6<, SSLOsI7'</r+O9kNr";-

ejF#<&^M<8c<,TD~VN95r)f7^9#3Ni|_j,

TolkNO"SSL \3N+O~G"\3r7cCH@&s9k0G9#

init-connect-timeout
SSL OsI7'</,TolkH"3NQia<?<G"WebSEAL ,i|

HTTP WarTD~VN95,X(5l^9#3N\3O"HTTP"

HTTPS"NetSEAT (HTTPH GSS)NIlGb=$^;s#

tcptimeout
3NQia<?<O"HTTP/1.1 (HTTP/1.0GOJ$) \3KG-NbNG9#

GiN HTTP/1.1WaH5<P<~zNeG"3NQia<?<KhCF"5

<P<, HTTP/1.1}3\3r*<WsK]}9kGgCtr)f7^9#G

gCtK#9kH"7cCH@&s7^9#

Qia<?< =.U!$k GU)kHM (Ct)

ssl-init-connect-timeout secmgrd.conf[ssl] 9?s6 120
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init-connect-timeout iv.conf [wand] 9?s6 120

tcptimeout iv.conf [wand] 9?s6 5

ICN WebSEAL 5<P<&?$`"&H&Qia<?<
!N?$`"&H&Qia<?<O"iv.conf =.U!$kN [wand] 9?s6G_j

7^9#

Qia<?< b@ GU)kHM (Ct)

tcp-junction-timeout
TCP \grL7FT&PC/(sI&5

<P<KP9kw.HI_hjN?$`"

&H

120

ssl-junction-timeout
SSL \grL7FT&PC/(sI&5<

P<KP9kw.HI_hjN?$`"&

H

120

cgi-timeout
m<+k CGI Wm;9KP9kw.HI

_hjN?$`"&H
120

junction-ping-time

WebSEALGO"F\gh5<P<Nj|

*PC/0i&sI PING rBT7F"

T/7F$k+I&+=L7^9#

WebSEAL,3lrn_kQYO"300 C

(^?O"_j5lF$kM) K 1 sJ<

G9#

300

HTTP (i<&aC;<8r=.9k
WaKP9k WebSEAL5<P<Khk5<S9Nn_O"~K:T9klg,"j

^9#3Nh&J:TKO?/N6x,M(il^9#?H(P"!NH*jG

9#

v U!$k,8_7F$J$#

v vD_j,"/;9rX8F$k#

v UNIX U!$kvDKmj,"k+"=lK`w9k?i+N6xG" CGI Wm

0i`N+O,82ilF$k#

WaKP9k5<S9N:T,88kH"5<P<O"HTML (i<&Z<8bG"

(i<&aC;<8 (?H(P"403 Forbidden JI) rVi&6<Ka7^9#v

D+N(i<&aC;<8,HQD=G9# FaC;<84HKL9N HTML U!

$kK]I5lF$^9#

3liNU!$kO"!NG#l/Hj<K~CF$^9#

UNIX:

install-path/www/lib/errors/locale-dir

Windows:

install-path¥www¥lib¥errors/locale-dir

errors G#l/Hj<KO"?tNm1<k&5VG#l/Hj<,"j^9#5V

G#l/Hj<KO"FqlG(i<&aC;<8&U!$k,~CF$^9#
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3NG#l/Hj<K~CF$kaC;<8O"HTML A0G"j"Vi&6<K5

7/=(5l^9#3liN HTML Z<8OT87F"=NbFr+9?^$:G

-^9#U!$kN>0O"`nN:T~JIKa5lkbt(i<&3<IN 16J

MG9#3liNU!$k>OQ9G-^;s#

fS*h/=(5lkltN(i<&aC;<8NU!$k>HbF,"!N=K

j9H7F"j^9#

U!$k> ?$Hk b@ HTTP
(i<&

3<I

1354a2fa.html
Non-Empty

Directory

Wa5l?`nKO"su-G#l/H

j<N|n,,WG9#3lO5vDN

`nG9#

1898d25a.html
Could Not Sign

User On

Wa5l?j=<9GO"WebSEAL5

<P<,f<6<rLN Web 5<P<

K5$s*s5;k3Hr,WH7F$

^9#?@7" WebSEALKhkpsN

!wfK"dj,/87^7?#

1898d25b.html

User Has No

Single Sign-on

Information

WebSEALGO"Wa5l?j=<9N

GSOf<6<r+D1il^;sG7

?#

1898d25c.html
No Single Sign-on

Target for User

WebSEALGO"Wa5l?j=<9N

GSO?<2CHr+D1il^;sG7

?#

1898d25d.html
Multiple Sign-on

Targets for User

Wa5l?f<6<KX7F"#tN

GSO?<2CH,jA5lF$^9#

GSO?<2CHN=.Kmj,"j^

9#

1898d25e.html Login Required

Wa5l?j=<9,\ghPC/(s

I Web 5<P<KhCF]n5lF*

j" WebSEAL,f<6<r=N Web

5<P<K5$s*s5;k,W,"j

^9#=N?aKO"f<6<,^:

WebSEALKm0$s9k3H,,WG

9#

1898d25f.html
Could Not Sign

User On

Wa5l?j=<9GO"WebSEAL,

f<6<rLN Web 5<P<K5$s

*s5;k3Hr,WH7F$^9#?

@7"=Nf<6<KX9k5$s*s

psKmj,"j^9#

1898d260.html

Unexpected

Authentication

Challenge

WebSEAL,"=|7J$'ZAcls

8r\ghPC/(sI Web 5<P<

+iu.7^7?#

1898d421.html Moved Temporarily

Wa5l?j=<9,l~*K\05l

^7?#3lO"Lo">wNhj7$

rmC?lgK/87^9#

302

1898d424.html Bad Request
WebSEAL,5zN HTTP Waru.7

^7?#
400
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1898d425.html Login Required

Wa5l?j=<9O WebSEALKhC

F]n5lF$kNG""/;99k?

aKO"^:m0$s9k,W,"j^

9#

1898d427.html Forbidden
Wa5l?j=<9K"/;99kvD

,f<6<K"j^;s#
403

1898d428.html Not Found Wa5l?j=<9,+D+j^;s# 404

1898d432.html Service Unavailable

WebSEAL,WaNh}r0;9k?a

K,WH9k5<S9,"=_OHQT

=G9#

503

1898d437.html Server Suspended

WebSEAL5<P<,"79F`I}T

KhCFl~*KfGuVK5lF$^

9#5<P<,79F`I}TKhCF

5<S9uVKa5lk^G"WaOl

Zh}5l^;s#

1898d439.html
Session Information

Lost

Vi&6</5<P<PC,"~z7J/

JCF$k\ghPC/(sI&5<P

<HN 9F<HUk&;C7gs G7

?# WebSEALGO"3N5<P<eK

"k5<S9,"WaNh}r0;9k

3Hr,WH7F$^9# 207Z<8N

XuVr]}9k (-s *W7gs)Y r

2H7F/@5$#

1898d7af.html CGI Program Failed
CGI Wm0i`,57/BT5l^;s

G7?#

default.html Server Error
=|7J$(i<N?a"WebSEAL,

War0;G-^;sG7?#
500

^/m&5]<H

!N^/m,+9?^$:5l? HTML (i<&aC;<8&Z<8GHQG-^

9#^/mO":v9kHQD=Jpsr0*KV97^9#

^/m b@

ERROR_CODE (i<&3<INtM#

ERROR_TEXT aC;<8&+?m0bN(i<&3<IKP~9kF-9H#

METHOD /i$"sHKhCFWa5lk HTTP a=CI#

URL /i$"sHKhCFWa5lk URL#

HOSTNAME 04$~[9H>#

HTTP_BASE 5<P< http:// host:tcpport/ Np\ HTTP URL#

HTTPS_BASE 5<P< https:// host:sslport/ Np\ HTTPS URL#

REFERER Wa+iN2H5XC@<NM"^?O Unknown (J$lg)#

BACK_URL Wa+iN2H5XC@<NM"^?O / (J$lg)#

BACK_NAME
M BACK (2H5XC@<,WaK"klg)"^?O HOME (2H5XC

@<,J$lg)#
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h15O WebSEAL: 9^<H\gI}

WebSEALO"9?sI"ms Web 5<P<H7F"^?OPC/(sI&"Wj

1<7gs&5<P<KX9k'ZHvDN5<S9rs!9k"\g5<P<H

7F!=G-^9# WebSEALNh 1 N/_O"PC/(sI&"Wj1<7gs&

5<P<eNICN Webj=<9r}g7"]nG-k!=K"j^9# WebSEAL

GO"9^<H\gF/Nm8<rHQ7F"Web j=<9N}gH]nrT$^

9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8NX9^<H\g5<P<H7FN WebSEALN5WY

v 196Z<8NX9^<H\gKD$FY

v 201Z<8NXjunctioncprHQ7F9^<H\grI}9kY

v 208Z<8NX;-e" SSL 9^<H\grn.9kY

v 210Z<8NXPolicy DirectorN1l5$s*s&=je<7gsrHQ9kY

v 213Z<8NX\gh5<P<K'Zpsrs!9kY

v 217Z<8NXGSOH WebSEAL1l5$s*sr}g9kY

v 219Z<8NX9^<H\grHQ9kY

v 221Z<8NXh0T5<P<G query_contentsrHQ9kY

9^<H\g5<P<H7FN WebSEAL N5W
Policy DirectorGO"MCHo</KX7F'Z5<S9"vD5<S9"I}5<

S9rs!7^9#WebY<9NMCHo</GO"3liN5<S9O"UmsH

(sI WebSEAL 5<P<KhCFs!5lkN,GbG9#UmsH(sI

WebSEAL5<P<GO"PC/(sI&"Wj1<7gs&5<P<eK"k Web

j=<9r]n7^9#

WebSEAL5<P<HPC/(sI&5<P<NVN\3O"9^<H\g"^?O

\gHFPlF$^9#\grHQ7F" WebSEAL5<P<HPC/(sI&5<

P<N*} Web9Z<9rkg7F"1lN@} Web9Z<9=(r=[7^9#

/i$"sH, Web j=<9N*}LVrNk,WO^C?/"j^;s#

WebSEALO"@} URL "Il9rPC/(sI&5<P<,=|9k*}"Il

9KQ97^9#Web*V8'/HO"5<P<VG\0G-^9,"=lKhCF

/i$"sHKhk"/;9N}!KFA,88k3HO"j^;s#

\g5<P<H7FN WebSEALGO"9YFNWaKD$F"PC/(sI&5<

P<KO90K"'Z!:HvD!:rBTG-^9# \gKhCFH%,FWJ"

!)]n!=N"kD-,@il"3ND-GO"m<I&Pis7s0"bDQ

-"uVI}N!=,"9YF/i$"sHKO5X8KBTG-^9#I}T

O"M<`9Z<9N8fI}rhQG-^9#

[HsIN&HQ Web 5<P<KO"@} Web M<`9Z<9rjAG-k!=

O"j^;s#=NeojK"=N"/;9)fO*}U!$kHG#l/Hj<

=$K\35lF$^9#9^<H\gGO"8`*J Web5<P<NlgKLo
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'ailkh&K"*}^7sHG#l/Hj<=$r?G9kNGOJ/"H%

=$r?G9kM<`9Z<9r)a*KjAG-^9#

^?"9^<H\gKhlP"1l5$s*s&=je<7gsNn.bG-^

9#1l5$s*s=.rHQ9kH"f<6<O"1 sNi|m0$srHQ9k

@1G"j=<9NljKX8J/"j=<9K"/;9G-^9#PC/(s

I&5<P<+iNm0$sWo,5iKCoCFb"f<6<KO5X8Kh}

5l^9#

9^<H\gKD$F

9^<H\g HO"UmsH(sI WebSEAL5<P<HPC/(sI&"Wj1

<7gs&5<P<NVN*} TCP/IP\3N3HG9#PC/(sI&5<P<O"

LN WebSEAL5<P<Gbh0T"Wj1<7gs&5<P<Gb=$^;s# P

C/(sI&"Wj1<7gs Web9Z<9O"WebSEAL Web9Z<9bNCK

Xj5l? \g@ (^&sH&]$sH) G" WebSEAL5<P<K \3 7^9#

9^<H\gKhCF"WebSEAL,PC/(sI&"Wj1<7gs&5<P<K

eoCF"]n5<S9rs!G-^9#PC/(sI&5<P<O"=N*V8

'/HKP9k)"/;9)f,,WG9#3Nh&J"/;9)f,,WH5l

klgO"ICN=.9FCWrBT7F" Policy Director;-ejF#<&5<S

9KP7Fh0T Web 9Z<9r-R9k,W,"j^9#

WebSEAL,,5K=.5lkH"'Z"vD"F:JIN;-ejF#<&5<S

9rBT7F"=l+NNj=<9H\gh5<P<eNj=<9r]n7^9#

9^<H\gKhCF"WebSEAL5<P<N Web 9Z<9rPC/(sI&5<

P<N Web9Z<9K@}*Kkg9kH$&UCAM,@il^9#"H5<P

<VN\gNkLH7F"1lN"}l5l?"7<`l9G"f<6<,CKU

17J/Fbh$,6 Web 9Z<9,G-^9#

Web9Z<9,}l5lF$k3HG"79F`I}TKHCF"9YFNj=<9

NI},1c=5l^9#I}eNx@H7FO"3lKC(F"H%FW-"m

<I&Pis7s0"bDQ-,"j^9#
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9^<H\gO"Web5$HNH%rFWK9k?aNEWJD<kG9#\gKh

CF"ICN5<P<r\39k3HG"Web5$HeG}(31k{WK~(k3

H,G-^9#

9^<H\gH Web 5$HNH%FW-
H%,FWJ Web5$Hrn.9klgO"9^<H\grHQ7^9#Web5$

HeN{WN}gK~8F"5<P<rJ1KICG-kNG"5$HN=OrH

%G-^9#ICN5<P<rIC9k,W,88kNO"!Nh&J}3Khj

^9#

v ICNbFKhj5$HrH%9k?a

v {8NbFNE#KhCF"m<I&Pis7s0"U'<k*<P<"bDQ

-N=OrN]9k?a
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#=UmsH(sI WebSEAL 5<P<
PC/(sI&5<P<KX9k\g5]<HO"UmsH(sI WebSEAL5<P

<,/J/Hb 1 f"lPO^j^9##=UmsH(sI WebSEAL5<P<K

hCF"5$HGOg{W~Nm<I&Pis7s0,@il^9#"Wj1<7

gs (Policy Director eNDd Cisco Local DirectorJI) ,"m<I&Pis7s0&

a+K:`rh}7^9#

UmsH(sIN#=KhCF"5$HGOU'<k*<P<N=Ob@il^

9# ?i+N}3G5<P<Kc2,/3CFb"DjNlWj+&5<P<KhC

Fz-3-5$HXN"/;9,@il^9# m<I&Pis7s0HU'<k*<

P<N!=,5oK/1P"kL*Kf<6<KHCF5$HNbDQ-,N]5

l^9#

UmsH(sI WebSEAL5<P<N#=KD$FNEWJ@O"!N 2 DG9#

v F5<P<4HK"=l>l Web9Z<9N5NJ3T<r}CF$k,W,"

k#

v f<6<&"+&sH&G<?Y<9r#=7F"'ZNlS-rN]9k,W

,"k#

Policy DirectorNvD5<S9GO",WK~8F"vDG<?Y<9psr+0*

K#=7^9#

198 Policy DirectorI}Njz-



PC/(sI&5<P<r5]<H9k

WebSEAL5<P<+N"PC/(sI&5<P< (#tNlgb"k)"^?O=N

>}NH_go;G"Web5$HbFK5<S9G-^9#PC/(sI&5<P<

KX9k9^<H\g5]<HrHQ9kH"ICNbFHj=<9KhCF" Web

5$HrH%G-^9#

G-NPC/(sI&5<P<O=l>l"L9N\g@ (^&sH&]$sH) K\

g5lk,W,"j^9#ICNbFHj=<9KP9k{W,}g9lP"=l

K~8F9^<H\grHQ7F5<P<rIC7^9#3&9lP"h0T Web5

<P<KP9k{8Njq,g-$MCHo</NlgNrhv,@il^9#

!N^KO"9^<H\gKhCF"INh&K7F}l5l?@} Web9Z<9

,@ilk+,(7F"j^9#3N Web9Z<9O"f<6<KO5X8G"8

fI}KPhG-^9#

#=PC/(sI&5<P<O"X#=PC/(sI&5<P<YGb@7F$k

h&K"\g@K\g5l^9#

#=PC/(sI&5<P<

H%FW-!=rPC/(sI&5<P<=.KH%9klgO"PC/(sI&

5<P<r#=G-^9##=UmsH(sI&5<P<NlgH18h&K"#

=PC/(sI&5<P<Nlgb"=l>l,j_K_i<&$a<8HJk"

Web 9Z<9r^`,W,"j^9#

WebSEALGO"“lVu$F$k” 918e<js0&"k4j:`rHQ7F"#

=5<P<VNm<I&Pis7s0r^j^9#^?"WebSEALO"5<P<,

@&s9kH"57/U'<k*<P<7"FO07?5<P<rFYHQ7F+

O7^9#

uV,#tNZ<8Ko?CF]}5lk3H,"PC/(sI&"Wj1<7g

sKhCF,WH5lklgO"9F<HUk\grHQG-^9#3Nh&J 9F
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<HUk\g KhCF"F;C7gsO=l>l1lNPC/(sI&5<P<KN

BKaj^9# 207Z<8NXuVr]}9k (-s *W7gs)Yr2H7F/@5

$#

\gNn.KX9k?9/W]

!Nh&J\g?$W,n.G-^9#

v Policy DirectorHh0TV ; TCP \3

v Policy DirectorHh0TV ; SSL \3

v Policy DirectorHm<+k&U!$k&79F`V

J<N9FCWKO"PC/(sI&"Wj1<7gs Web 9Z<9r WebSEAL

Web 9Z<9K\g9klgKBT9k,W,"k?9/rWs7F"j^9#

1. WebSEAL Web9Z<9bNIC5<P<N\g (^&sH) ljrha^9#

2. MCHo</N]4-rN]9k?aK,WJ;-ejF#<rorha^9#
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F"/;9)f

F$"/;9)frs!9kKO"!Nh&KT$^9#

1. Policy DirectorN junctioncp f<F#jF#<rHQ7F"PC/(sIh0T

"Wj1<7gs Web 9Z<9HUmsH(sI WebSEAL5<P<NVK"

9^<H\grn.7^9#

2. ,vJ]j7<&FsWl<H (ACL) r\g@eK[7F"PC/(sI&5<

P<KF)frB\7^9#

)"/;9)f

-aNY+$"/;9)frs!9kKO"!Nh&KT$^9#

1. junctioncp f<F#jF#<rHQ7F"PC/(sIh0T"Wj1<7gs

Web9Z<9HUmsH(sI WebSEAL5<P<NVK"9^<H\grn.

7^9#

WebSEALKO"h0TU!$k&79F`r+0*K +F"}r9k3HOG

-^;s# query_contents rHQ7F"WebSEALKh0TM<`9Z<9r

LN9k,W,"j^9#3N"Wj1<7gsKO"h0T Web9Z<9N$

sYsHj<,"j"WebSEALK=$rsp7^9#

2. query_contents Wm0i`rh0T5<P<K3T<7^9#

3. I}3s=<krHQ7F"]j7<&FsWl<H (ACL) r}l Web9Z<

9bN:v9k*V8'/HK,Q7^9#

9^<H\grn.9k?aNXK

J<NXKKO"9^<H\gKX9k,',Ws7F"j^9#

v 9^<H\gO"1 ! WebSEALM<`9Z<9bNI3KGbICG-^9#

v 18^&sH&]$sH (\g@) K#tNlWj+&5<P<r\gG-^9#

v #tNlWj+&5<P<,18\g@K^&sH5lklgO"18?$WG

"k (TCP + SSL) 3H,,WG9#

v h0T5<P<O"?G-^;s (?H(P"Policy Director --h0T -- h0T

JI)#

"/;9)fHI}C"

GU)kHGO";kI}T"+&sHKO"\gh5<P<b^a?" Web9Z

<94NKP9k4"x,"j^9# \gh5<P<NI}TO"=N5<P<@1

N Web9Z<9r]i7^9#3NI}TO",W,"lP"3N5<P<KP9

kI}C"r;kI}T+i|n7^9#

Policy DirectorO"h0T5<P<XN9^<H\g4NK ACL rQ57^9#

junctioncp rHQ7F9^<H\grI}9k

junctioncp f<F#jF#<rHQ7F"\gI}?9/9YFrBT7^9#

v 7,\g@rn.9k#

v \g@K5<P<rIC9k#

v \g@+i5<P<r|n9k#

v \g@ro|9k#
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v \g@Nj9Hr=(5;k#

v \gN\Yr=(5;k#

junctioncp f<F#jF#<KO"PC03^sI&WmsWH,QU5lF$kN

G"=3+i\g?9/,BTG-^9#

junctioncp rHQ9k0K"I}f<6<H7F;-e"&Ia$sKm0$s7F

*/,W,"j^9#dce_loginO"UNIX D-+ Windows D-GHQG-^9#

netseat_loginO"WindowsD-GHQG-^9#

\g?9/rBT7?$5<P< ([9H>) rXj9k?aN -e *W7gsrHQ
7F"junctioncp f<F#jF#<r+O7^9# junctioncp 3^sI&WmsW

H,=(5l^9#

?H(P"!Nh&KJj^9#

UNIX:

#
# junctioncp -e server-name
junctioncp>

Windows:

junctioncp -e <server-name>
junctioncp>

junctioncp 3^sIrHQ9k

!Nh&J3^sI, junctioncp GHQG-^9#

3^sI b@

create i|5<P<QH7F7,\grn.7^9#

add {8N\g@KICN5<P<rIC7^9#

remove \g@+i5<P<r|n7^9#

delete \g@r|n7^9#

list 3N5<P<eN4\g@rlw=(7^9#

show \gN\Yr=(7^9#

help junctioncp 3^sIrlw=(7^9#

help command CjN junctioncp 3^sIKX7F\YJXkWr=(7^9#

exit junctioncp f<F#jF#<r*;7^9#

3liN3^sIHP~9k*W7gsNb@KD$FO" Xi|5<P<QH7F

7,\grn.9kYr2H7F/@5$#

i|5<P<QH7F7,\grn.9k

`n : 7,\g@rn.7"i|5<P<r\g9k#

=8 : create -t type -h hostname options junction-point

?$W
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!N$:l+ 1 D

v tcp

v ssl

v local

,\# \gN?$WrjA7^9# PC/(sIh0T5<

P<KO tcp rHQ7^9#

ssl *W7gsrHQ9kH-O"GU)kHN TCP ]<H

O"80 +i 443 KQ95l^9# 208Z<8NX;-e"

SSL 9^<H\grn.9kYr2H7F/@5$#

*W7gs

TCP H SSL N\g*W7gs

(-t tcp ^?O -t ssl GHQ)

-2

SSL P<8gs 2 @1rHQ7F"PC/(sI&5<P<

HNL.r/)7^9#

208Z<8NX;-e" SSL 9^<H\grn.9kYr2H

7F/@5$#

-b ba-value

!N$:l+ 1

D

v filter (GU)

kH)

v ignore

v supply

v gso

WebSEAL5<P<,PC/(sI&5<P<K'ZpsrO

9}!rjA7^9#

213Z<8NX\gh5<P<K'Zpsrs!9kYr2H

7F/@5$#

-c

Policy Director/i$"sH1Lr HTTP XC@<K^~7^

9#

207Z<8NX/i$"sH1Lpsr^~9k (-c *W7g

s)Yr2H7F/@5$#

-i

WebSEAL5<P<K URL rg8z.8zrhL7J$H7

Fh}5;^9#

205Z<8NXg8z.8zrhL7J$ URL r5]<H9

k (-i *W7gs)Yr2H7F/@5$#

-h hostname

,\# ?<2CH&PC/(sI&5<P<N[9H>

(DNS) rjA7^9# IP "Il9reXH7FXjG-^

9#

-p port
PC/(sIh0T5<P<N TCP ]<HrjA7^9#G

U)kHGO"TCP \g, 80 G"SSL \g, 443 G9#

-q url

query_contents 9/jWHN URL rjA7^9# Policy

Director O"/cgi_bin/ bG query_contents r5w7^9#

3NG#l/Hj<,[Jk+"query_contents U!$k,

>0Q95lF$kH-O"3N*W7gsrHQ7F"

WebSEALKU!$kXN7, URL r(7^9#

h0T Win32 5<P<K9^<H\grn.9klgO"3

N -q *W7gsrHQ7^9#223Z<8NXHqbFr5w

9k?aN9^<H\gN=.Yr2H7F/@5$#
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-s

\g,9F<HUk&"Wj1<7gsr5]<H9k3Hr

Xj7^9#GU)kHGO"\gO 9F<HUk GO"j

^;s#

207Z<8NXuVr]}9k (-s *W7gs)Yr2H7F/

@5$#

-T resource

GSOj=<9&/jGs7ckN?aK"Wj1<7gs&

j=<9N>0rjA7^9# -b gso *W7gsNlgK,
\G"3N*W7gsG@1HQ5l^9#

217Z<8NXGSOH WebSEAL1l5$s*sr}g9kY

r2H7F/@5$#

-v hostname 5<P<N>[[9H>rjA7^9#

-w

Win32 U!$k&79F`&5]<HrjA7^9#

206Z<8NX;$U!$k>A0rX_9k (-w *W7g

s)Yr2H7F/@5$#

m<+kH DFS \g*W7gs (-t dfs +" local GHQ)#

-d dir
\g9k,6U!$k&79F` (DFS) ^?Om<+k&G

#l/Hj<rjA7^9#,\#

junction-point

\grn.9k?aN WebSEALM<`9Z<9bNLVrjA7^9#

{8N\gKICN5<P<rIC9k

`n: {8N\g@KICN5<P<rIC9k#

=8: add -h hostname options junction-point

*W7gs

TCP H SSL N\g*W7gs

-i

WebSEAL5<P<K URL rg8z.8zrhL7

J$H7Fh}5;^9#

205Z<8NXg8z.8zrhL7J$ URL r5

]<H9k (-i *W7gs)Yr2H7F/@5$#

-h hostname

,\# ?<2CH&PC/(sI&5<P<&[9

H> (DNS) rjA7^9# IP "Il9reXH7

FXjG-^9#

-p port

PC/(sIh0T5<P<N TCP ]<HrjA7

^9#GU)kHGO"TCP \g, 80 G"SSL \

g, 443 G9#

-q url

query_contents 9/jWHN URL rjA7^

9# Policy DirectorO"/cgi_bin/ bG

query_contents r5w7^9# 3NG#l/Hj

<,[Jk+"query_contents U!$k,>0Q

95lF$kH-O"3N*W7gsrHQ7F"

WebSEALKU!$kXN7, URL r(7^9#

-v hostname 5<P<N>[[9H>rjA7^9#
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-w

Win32 U!$k&79F`&5]<HrjA7^

9#

206Z<8NX;$U!$k>A0rX_9k (-w *

W7gs)Yr2H7F/@5$#

junction-point

3N{8N\g@K5<P<rIC7^9#

>N junctioncp 3^sIrHQ9k

junctioncp create 3^sIH junctioncp add 3^sIKD$FO" 202Z<8N

Xi|5<P<QH7F7,\grn.9kYH 204Z<8NX{8N\gKICN

5<P<rIC9kYGb@7F$^9#!N=KO"=lJ0NHQD=J

junctioncp 3^sI,lw=K7F"j^9#

3^sI b@

remove

`n : \g@+iPC/(sI&5<P<r|n9k#

=8 : remove -i server-id junction-point

*W7gs : -i server-id

|nP]5<P<N1L# show3^sIrHQ7F"CjN5<

P<N ID r=L7^9#

delete
`n : \g@r|n9k#

=8 : delete junction-point

show
`n :\g@N\Yr=(9k#

=8 : show junction-point

list
`n :9YFN\grlw=(9k#

=8 : list

help
`n : junctioncp 3^sINlw=r=(9k#

=8 : help

help command

`n :HQD=J*W7gsb^aF"CjN junctioncp 3^s

IKD$FNpsr=(9k#

=8 : help command

exit

`n : junctioncp f<F#jF#<r*;7F"*Zl<F#s

0&79F`&WmsWHKak#

=8 : exit

g8z.8zrhL7J$ URL r5]<H9k (-i *W7gs)
h0T5<P<H\g9kH-O"-i *W7gsrHQ7F"WebSEAL, URL r

g8z.8zrhL7J$H7Fh}9k3HrXj7^9#D^j"5<P<

O"URL N=8rOK"?CF"g8zH.8zNhLr7J$3HrU#7^9#

GU)kHGO"5<P<,g8z.8zrhL9k3Hr=|7^9#
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[HsIN HTTP5<P<O"URL rg8z.8zrhL9kH7FjA9k HTTP

EMr5]<H7^9,"HTTP 5<P<KO"URL rg8z.8zrhL7J$H

7Fh}9kbNb"j^9#

?H(P"g8z.8zrhL7J$5<P<eGO"!N 2 DN URL O"1lN

URL H7F=(5l^9#

http://server/sales/index.htm
http://server/SALES/index.HTM

3N6kq$Khj"Policy DirectorGO">}N URL KP7F1lN"/;9)

f (ACL) r,Q9k,W,"j^9#GU)kHGO" Policy DirectorO""/;

9)fr,Q9kK"?CF"URL rg8z.8zrhL9kH7Fh}7^9#-i
*W7gsrXj7F"h0T5<P<r\g9k3HKhCF"WebSEALGO"

=N5<P<Kw.5lk URL O"g8z.8zrhL7J$H7Fh}7^9#

;$U!$k>A0rX_9k (-w *W7gs)
3N\8O""/;9)fr 1 DN*V8'/H=(@1K)B9k3HK"j^

9#;-ejF#<&a+K:`rP$Q99k"} Ov7^;s#

WebSEALGO"URL KXj5lF$kU!$k&Q9KpE$F"\ghPC/(

sI&5<P<KP9k/i$"sHWaKP7F";-ejF#<!:rBT7

^9#Win32 U!$k&79F`GO"9$U!$k>K"/;99k?aK 2 D

N[Jk}0rQU7F$k?a"3N;-ejF#<!:GN^o,TolkD

=-,"j^9#

GiN}0GO"U!$k>4N (abcdefghijkl.txt) rN'7^9#2 V\N}0

GO"e}_9-rN]9k?aKl 8.3 U!$k>A0rHQ7^9

(abcdefx1.txt)#

junctioncp 3^sIK -w *W7gsrXj9kH"8.3U!$k>A0,X_5l

^9#f<6<O"U!$k>N;$ (8.3) A0rHQ7F"9$U!$k>KP9

k@(* ACL rr1k3HOG-^;s#5<P<O";$A0NU!$k>,~

O5l?lgO"403 Forbidden (i<ra7^9#

WindowsGO"U!$k> “foo.” O"eq-ICHNJ$U!$k> “foo” H1M

Kh}7^9#-w *W7gsGO"WarPC/(sI&5<P<Kw.9k0K"
URL bNU!$k>+ieq-ICHr|n7^9# Policy DirectorGO"eq-

ICHNU+J$U!$k>rpK7F" ACL !:rT$^9#

m: -i *W7gsGO"Win32 Gg8zN.8zNhLr7J$3H (abced.txt =

AbCdE.txt) KhkdjKPh7^9#

c :

Windows NT 4.0GO"U!$k ¥Program Files¥ibm corp¥readme.txtKX9k!NU

!$k&Q9K"!Nh&K7F"/;9G-^9#

1. ¥program files¥ibm corp.¥readme.txt

2. ¥program files¥ibm corp¥readme.txt

3. ¥prograx1¥ibmx2¥readmx3.txt
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e-Nc 1 GO"“g8z.8zrhL7J$3H” NFAr(7F$^9# -i *W
7gs (-w *W7gsGJ/) G"3NFAKPh7^9#

c 2 KO"Windows NT ,INh&K7Feq-H%RICHr5k9k+,(5

lF$^9#

c 3 KO"Windows NT,G#9/&*Zl<F#s0&79F` (DOS)_9-r

N]9k?aK"L>rn.9k}!,(5lF$^9# L>KD$FO"U!$k

>K9Z<9r^ak3HOG-:"8.3 A0K`r9k,W,"j^9#

-w *W7gsGO"c 2 Hc 3 K(5lF$kx_*;-ejF#<&[<kK

Ph7^9#-w G" Policy Director,eq-ICHr5k9kh&X(7^9#^

?"3N*W7gsGO"3N\gh5<P<KP9kWa URL KHA-f8z (x)

,^^lF$k;LU!$k>XN"/;9r" Policy Director,X_9kh&KX

(7^9#

uVr]}9k (-s *W7gs)
[HsIN WebHQD="Wj1<7gsGO"F/i$"sH&;C7gsK~

CF$kl"N HTTP WaK^?,CF"uV r]}7^9#?H(P"3NuV

rHQ7F"!N3HrT$^9#

v CGI Wm0i`KhCF8.5lkG<?`\A0bNU#<kIrL8F"f<

6<NJTrIW9k#

v l"NG<?Y<9HqNBT~K"f<6<N3sF-9Hr]i9k#

v f<6<,X~9kJ\ris@`KVi&:7*r9k"*si$s&7gC

Ts0&+<H&"Wj1<7gsbKJ\Nj9Hr]i9k#

m<I&QKhkQU)<^s9N~er^k?aK"WebHQD="Wj1<7g

srBT9k5<P<r"IsJ5<P<NlgHb18h&K#=G-^9#

Policy Director5<P<O"3Nh&K7F#=5l?5<P<K9^<H\grs

!G-^9#=&9kH-O"/i$"sH&;C7gsbK~CF$kWaO9

YF",:57$5<P<K>w5lkh&K9k,W,"j^9#^?"m<

I&Pis7s0,'K>CF"#=5l?5<P<VK"Wa,,:7b9YF

[,5lkHOBiJ$h&K9k,W,"j^9#

GU)kHGO"Policy DirectorO"HQD=J#=5<P<9YFKo?CFWa

r[,9k3HKhCF"5<P<&m<INPis9r^j^9# Policy Director

O “lVu$F$k” "k4j:`rHQ7^9#

3Nm<I&Pis7s0r*<P<i$I7"9F<HUk\g rn.9klg

O"-s *W7gsrXj7F" junctioncp 3^sIrHQ7^9#9F<HUk\

gKhCF"/i$"sHNWa,"1 DN;C7gs4NrL8F1lN5<P<

K>w5lk3H,]Z5l^9#

/i$"sH1Lpsr^~9k (-c *W7gs)
-c *W7gsr*r9kH"Policy DirectorG-N/i$"sH1LpsH0k<W&

asP<7CWpsr"HTTP WaNXC@<K^~G-^9#HTTP WaO"\g

hh0T5<P<K"Fil^9#Policy DirectorG-N HTTP XC@<KhCF"
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\ghh0T5<P<eN"Wj1<7gsG"f<6<G-N"/7gsrBT

G-^9#f<6<G-N"/7gsO"/i$"sHN Policy Director1LKpE

-^9#

HTTP XC@<psO"PC/(sI&5<P<eGN5<S9KhCFHQG-k

h&K"D-QtA0KQ99k,W,"j^9#@C7e (-) r9YF<~ (_) G

V-9("9Hjs0Nh,K “HTTP” rUC9k3HKhCF"XC@<psr

CGI D-QtA0KQ97^9# HTTP XC@<NMO"77$D-QtNMKJ

j^9#

Policy DirectorG-N HTTP XC@<`\KO"!NbN,"j^9#

Policy Director
G-N HTTP
XC@<

CGI D-QtNA0 b@

iv-user HTTP_IV_USER /i$"sHN>0#/i$"sH,'

Z5lF$J$ (T@N) lgO"GU)

kHGO"Unauthenticated G9#

iv-groups HTTP_IV_GROUPS /i$"sH,09k0k<WNj9

H#9Z<9GhZil?`\G=.5

l^9#

iv-creds HTTP_IV_CREDS Policy Directorj=<9&/jGs7c

kr=9"3<I=5l?T)@G<?

=$# Policy DirectorvD API H&K

HQ5l^9# \7/O"Policy

Director Programmer’s Guide and

Referencer2H7F/@5$#

HTTP XC@<`\O"D-Qt HTTP_IV_USER, HTTP_IV_GROUPH

HTTP_IV_CREDSH7F"CGI Wm0i`GHQD=G9#=N>N"Wj1<7g

s&Ul<`o</&Wm@/HNlgO"HTTP Wa+iXC@<r4-P9}!

KD$F":v9kWm@/HNqAr2H7F/@5$#

;-e" SSL 9^<H\grn.9k
WebSEALGO"WebSEALHPC/(sI&5<P<NVK"8` TCP (HTTP)\

gH;-e" SSL (HTTPS)\gN>}r5]<H7^9#SSL\gO"TCP\gH

^C?/1MK!=7^9,"WebSEALHPC/(sI&5<P<NVNL.,9

YFEf=5lkH$&UCAM,U-^9#

!N^O"s;-e" TCP (HTTP)\gr=7F$^9#
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!N^O";-e" SSL (HTTPS)\gr=7F$^9#

WebSEALHPC/(sI&5<P<NVN\gO"/i$"sHH WebSEAL5<

P<NVN\3N?$W (*hS"=N;-ejF#<&lYk) +iOH)7F$^

9#

SSL\gGO";-e"*<V"Vi&6< / "Wj1<7gsVHis6/7gs

,D=G9#/i$"sH+i WebSEAL XNL.H"WebSEAL +iPC/(s

I&5<P<XNL.r!)]n9klgO"SSL rHQ7^9#

;-e" SSL \gr=.9k
SSL9^<H\g,!=9k?aKO"PC/(sI Web5<P<," HTTPSH

QD=G"k3H,,WG9#

9^<H\grn.9klgO"junctioncp f<F#jF#<rHQ7^9#

junctioncp f<F#jF#<N\YO"201Z<8NXjunctioncprHQ7F9^<

H\grI}9kYGb@7F$^9#

;-e" SSL\grn.7"i|5<P<rIC9klgO"junctioncp create 3

^sIrHQ7^9#!NcGO";-e" SSL\grn.9k?aN create3^

sIN=8r(7F$^9#

junctioncp> create -t ssl [-2] -h hostname [-p port] junction-point

-2 *W7gsKhCF"Policy DirectorK" SSL P<8gs 2 @1NHQKhk

PC/(sI&5<P<HNL.r/)7^9#
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LoO"Policy Director,"SSL WmH3kNP<8gs (P<8gs 2 H 3 NI

Ai+) r+0*K^W7^9#Policy Director, -2 *W7gsr3~7?NO"
SSLP<8gs 3 N^Wrn_kH" Policy DirectorKc2,/3k6xHJk IIS

5<P<,"k+iG9#3Nh&J3H,/89kH"^&sHO5oKTol

^;s#P<8gs 2 NHQr/)9lP"3NdjOrh7^9#

SSL \gNcr!$9k
SSL WmH3krHQ9k\g@ /salesG"[9H sales.ibm.comr\g7^9#

create -t ssl -h sales.ibm.com /sales

SSLP<8gs 2 WmH3k@1rHQ9k\g@ /adminG"[9H admin.ibm.com

r\g7^9#

create -t ssl -2 -h admin.ibm.com /admin

m: e-N 2 DNcGO"-t ssl *W7gsKhCF"GU)kH&]<H 443 ,

X(5lF$^9#

SSL WmH3krHQ9k\g@ /travel G"]<H 4343N[9H travel_svrr\

g7^9#

create -t ssl -p 4343 -h travel_svr /travel

Policy Director N1l5$s*s&=je<7gsrHQ9k

]nj=<9rPC/(sI&5<P<eK[V9kH"=Nj=<9rWa9k

/i$"sHO"#tNm0$srBT9k,W,"klg,"j^9##tNm

0$sH7FO"WebSEAL5<P<KX9kbN, 1 DH"PC/(sI&5<P

<N=l>lKX9kbN, 1 D:D"j^9#=l>lNm0$s4HK"[Jk

m0$s1L,,WKJkD=-,gG9#

#tNm0$s1LNI}H]iNdjO"1l5$s*s&a+K:`NHQK

hCFrhG-^9#1l5$s*s&=je<7gsKhCF"f<6<O"j

=<9NljKOX8J/"1 sNi|m0$s@1rHQ7F"j=<9K"/;

9G-^9#PC/(sI&5<P<+iNm0$sWo,5iK"CFb"f<

6<KO5X8Kh}5l^9#

Policy DirectorN1l5$s*s&a+K:`N=.K"?CFO"MCHo</&

;-ejF#<I}TO"!N 3 DNEWJhjrT&,W,"j^9#
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1. 'Zps,PC/(sI&5<P<KhCF,WH5lk+?

WebSEALGO" HTTP p\'Z XC@<rHQ7F"'ZpsrA(^9#

2. 'Zps,PC/(sI&5<P<KhCF,WH5lklgO"3Nps,I

3+ihkN+? (WebSEALO HTTP XC@<KIsJpsr~lkN+?)

3. WebSEALHPC/(sI&5<P<NVN\3O";-e"\3G"k,W,"

k+? (TCP\g+ SSL \g+?)

J<NF`G"ltNlL*J WebSEAL1l5$s*s=.KD$F!$7^9#

PC/(sI&5<P<,'Zr,WH7J$

PC/(sI&5<P<,'Zpsr,WH7J$lgO"!Nro,8_7^

9#

v 'Zps,\grLCFw.5lkh&K WebSEAL r=.9k,WO"j^;

s#

v WebSEALrp9k@1GPC/(sI&5<P<K"/;9G-^9#

v WebSEAL,"9YFNPC/(sI&5<P<KeoCF'Zrh}7^9#

v ,W,"lP"5iJk'Z"/7gsKw(F"f<6<1LpsrPC/(

sI&5<P<KO9?aN"Cl*W7gs,"k3HKQoj"j^;s 3N

Cl*W7gsHO" junctioncp f<F#jF#<N -c *W7gsG9#

216Z<8NX'ZpsJ7Yr2H7F/@5$#

PC/(sI&5<P<,l,7<'Zr,WH9k

PC/(sI&5<P<K"5]<H5lk,W,"kl,7<'Za+K:`,

}F5lF$klgO"!Nh&Jro,8_7^9#

v :v9k'ZpsrPC/(sI&5<P<Ks!9kh&K"WebSEALr=.

9k,W,"j^9#

v 'ZpsO"GSOJINh&Ja+K:`+ihkD=-,soKgG9#

217Z<8NXGSO H WebSEAL 1l5$s*sr}g9kYr2H7F/@5

$#
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v Policy DirectorGO"\grL7F!)'Zps (f<6<>HQ9o<I) rO

9?a"\gN;-ejF#<,EWG9#7?,CF"Policy DirectorGO"SSL

\gNHQrd)7F$^9#

Policy Director N1l5$s*s

PC/(sI&5<P<, Policy Director'Zpsr,WH9klgO"!Nro,

8_7^9#

v 5N/i$"sHWaK~CF$kf<6<>HQ9o<IrPC/(sI&5

<P<Ks!9kh&K"WebSEALr=.9k,W,"j^9#

v PC/(sI&5<P<O"HTTP p\'Z (BA) XC@<bGs!5lk Policy

DirectorN1LHQ9o<I,}rG-k,W,"j^9#7?,CF" WebSEAL

HPC/(sI&5<P<KO"1|5l?f<6<&l89Hj<,,WG

9#

v Policy DirectorGO"\grL7F!)'Zps (f<6<>HQ9o<I) rO

9?a"\gN;-ejF#<,EWG9# Policy DirectorGO"SSL \gNH

Qrd)7F$^9#

215Z<8NX5N/i$"sH BA XC@<psYr2H7F/@5$#
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Policy Director NBj1l5$s*s

Policy DirectorNBj5$s*s,HQD=JNO"HTTP BA XC@<, Policy

Director1L (f<6<>) rs!9klgG9# E*mNQ9o<Ibs!5l^

9#3NbGk&1<9O"f<6<L"Wj1<7gsNHQNlgK:v7^

9#3N=je<7gs,-xKJj&kNO"Q9o<II},Q37F$k,

W,J$+iG9# !Nro,8_7^9#

v 5N/i$"sHWaK~CF$kf<6<>KC(F"mN (@_<) Q9o<

IrPC/(sI&5<P<Ks!9kh&K" WebSEAL,=.5lk,W,"

j^9#

v iv.conf =.U!$kbK@_<&Q9o<Ir=.7^9#

v PC/(sI&5<P<O"HTTP BA XC@<bGs!5lk Policy DirectorN

1L,}rG-k,W,"j^9# 7?,CF"WebSEALHPC/(sI&5<

P<KO"1|5l?"+&sH&l89Hj<,,WG9#

v Policy DirectorGO"\grL7F!)'Zps (f<6<>HQ9o<I) rO

9?a"\gN;-ejF#<,EWG9# Policy DirectorGO"SSL \gNH

Qrd)7F$^9#

214Z<8NXPolicy Director1LHmNQ9o<IYr2H7F/@5$#

\gh5<P<K'Zpsrs!9k

WebSEAL +iPC/(sI&5<P< (#tNlgb"k) K'ZpsrO9bG

k&1<9O"$m$mM(il^9# I}TH7FO"HTTP p\'ZXC@<K

~CF$k'ZpsrPC/(sI&5<P<Kw.9k+I&+hak,W,"

j^9#

3N'ZpsN=<9O?

/i$"sHH WebSEALNVNi|'ZNe"WebSEAL,7,p\'ZXC@<

r=[7^9#WaO3N7,XC@<rHQ7F"\grLCFPC/(sI&

5<P<^GNTxrhj^9#I}TO"junctioncp f<F#jF#<KhCFQ

U5lF$k*W7gsrHQ7F"3N7,XC@<K~lFs!5lk'Zp

srX(9k,W,"j^9#
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MCHo</NOH;-ejF#<Wor,O7?eG"\grLa9k,W,"

kXC@<ps,"lP"=lrha^9#

Policy Director 1LHmNQ9o<I

junctioncp *W7gs : -b supply

3N*W7gsGO"'Z5l? Policy Directorf<6<> (/i$"sHN5N1

L) r"mN (@_<) Q9o<IH&Ks!9kh&"WebSEALKX(7^9#3

NbGk&1<9GO"5N/i$"sH&Q9o<IOHQ7^;s#

3NbGk&1<9GO"PC/(sI&5<P<, Policy Director1L+iN'Z

r,WH9kH[j5lF$^9#/i$"sH&f<6<r{NN Policy Director

f<6<K^CW9k3HKhCF"Policy DirectorO"PC/(sI&5<P<K

X9k'ZrI}7^9#^?"Policy DirectorGO"J1GIa$s4NKo?k"

1l5$s*s&=je<7gsbs!7^9#

)B :

Policy DirectorGO"9YFNWaK18@_<&Q9o<IrHQ7^9#9YF

Nf<6<,PC/(sI&l89Hj<bK18Q9o<IrbCF$^9#/

i$"sH,\gh5<P<K"/;99klgK",: WebSEALrL;P"3N

[VK;-ejF#<Ndj,88k3HO"j^;s#

mNQ9o<IKhCF"Q9o<II}N,W,J/Jj""Wj1<7gsO

f<6<1LG5]<H5l^9#iv.conf =.U!$kN basic_auth_passwd Q

ia<?<KhCF"@_<&Q9o<I,_j5l^9#

basic_auth_passwd = password
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3NbGk&1<9GO"Q9o<I&lYkN;-ejF#<,J$?a"PC

/(sI&5<P<,E[*K WebSEALrHi9H7F"/i$"sHN5v-r

!Z9k,W,"j^9#

5<P<b"Policy Director1Lru1~lk?aKO"=lr}r9k,W,"j

^9#3lKO"PC/(sI&5<P<&l89Hj<H WebSEALl89Hj<

N1|,,WG9#

&L@_<&Q9o<INHQGO"f<6<>rHQ7Fm0$s9k/i$"

sHN5v-r"PC/(sI&5<P<,Z@9k?aN,rKOJj^;s# 7

?,CF"M(ilk>N"/;9jJ+iPC/(sI&5<P<r*}*K]

n9k3HbEWG9#

5N/i$"sH BA XC@<ps
junctioncp *W7gs : -b ignore

3N*W7gsGO"/i$"sHKhCFs!5lkp\'Z (BA) XC@<r5

k9kh&"WebSEALKX(7^9#3N*W7gsO"XC@<KQ9rC(J

$Gh0T5<P<K>w9kh&"WebSEALKX(7^9# WebSEAL5<P<

KP7FO"m0$sO^C?/BT5l^;s#

3NbGk&1<9O"PC/(sI&5<P<,!Nh&JlgK:v7^9#

v p\'Zr5]<H7F$k#

v Policy Director;-ejF#<rHQ9kh&KO=.5lF$J$#

v /i$"sHs!Q9o<Ir]i9k,W,"k#

WebSEALGO"5N/i$"sHWarPC/(sI&5<P<K>\"82ru

1J$GO7^9#

PC/(sI&5<P<O"p\'ZAcls8r/i$"sHKVw7^9# /i

$"sHO"WebSEAL5<P<,Q9rC(J$GO9"f<6<>psHQ9o

<IpsrHQ7F~z7^9#

3lO?N1l5$s*s&a+K:`GOJ/"`7m"WebSEALKO5X8K

Tolk"h0T5<P<XN>\m0$sG9#

mU:
/i$"sH, SSL (p\'Z) rHQ7F"WebSEAL KP7F'Z7?lgO"
3N*W7gsO/-^;s#3NlgO"p\'ZXC@<O"s;-e"ND

=-,"k\grLCFw.5lk0K" (-b filter NlgNh&K) |n5l^9#

PC/(sI&5<P<,p\'ZrHQ9klgO"/i$"sHKAcls8

rVw7^9#?@7"/i$"sH,a9'ZpsO"b& lY|n5lk3HK

Jj^9#Wa,PC/(sI&5<P<KO/3HOh7F"j^;s#
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'ZpsJ7

junctioncp *W7gs : -b filter

3N*W7gsGO"/i$"sHWarPC/(sI&5<P<K>w9k0

K"/i$"sHWa+ip\'ZXC@<r9YF|n9kh&"WebSEALKX

(7^9# WebSEALO"1l;-ejF#<&WmP$@<KJj^9#3N*W

7gs,,ZJNO"PC/(sI&5<P<,p\'Zr,WH7J$3H,,

+CF$klgG9#

3N*W7gsH -c *W7gsrH_go;kH" Policy Director/i$"sH1

Lpsr HTTP XC@<K^~G-^9# 207Z<8NX/i$"sH1Lpsr^

~9k (-c *W7gs)Yr2H7F/@5$#

GSO +iNf<6<>HQ9o<I
junctioncp *W7gs : -b gso

3N*W7gsGO"GSO+ih@5lk'Zps (f<6<>HQ9o<I) rP

C/(sI&5<P<Ks!9kh&"WebSEALKX(7^9#;-ejF#<,

WebSEAL5<P<HPC/(sI&5<P<N>}G,WJlgO"3NbGk&

1<9K:v7^9#PC/(sI&5<P<&"Wj1<7gsGO"WebSEALl

89Hj<KO~CF$J$"[Jkf<6<>HQ9o<Ib,WG9#

217Z<8NXGSOH WebSEAL1l5$s*sr}g9kYG"3Na+K:`r

\7/b@7^9#
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GSO H WebSEAL 1l5$s*sr}g9k
Policy DirectorGO"IBM 0m<Pk&5$s*s (GSO)H}g9k3HKhCF"

@p-,}7?1l5$s*s&=je<7gsr5]<H7^9#IBM 0m<P

k&5$s*sO"IBM N SecureWayF/Nm8<N3s]<MsHN 1 DG9#

WebSEALH GSONH_go;KhCF"04J1l5$s*s&=je<7gs

,@il"5iKx@H7FG<?NEf="bDQ-"H%FW-,UC5l^

9#

<N^KO"WebSEALH GSON}gKhCF"PC/(sI&"Wj1<7gs&

j=<9KX7F"f<6<>HQ9o<Ir!w9klg,^r7F"j^9#

1. /i$"sH,"PC/(sI&5<P<eN"Wj1<7gs&j=<9XN

"/;9NWaG"WebSEALKP7F'Z7^9#Policy Director1L,h@5

l^9#

m: 1l5$s*s&Wm;9O"i|'Z}0+iH)7F$^9#

2. WebSEAL, Policy Director1Lr GSOKO7^9#

3. GSO,"f<6<HWa5l?"Wj1<7gs&j=<9K,7?"f<6<

>HQ9o<Ira7^9#

4. WebSEAL,"f<6<>psHQ9o<Ipsr"WaN HTTP p\'ZXC

@<K^~7^9#WebSEAL,"\grL7F"WarPC/(sI&5<P<

Kw.7^9#

GSO +i'Zpsrh@9k
!NcKO"GSO, WebSEALK'Zpsrs!9k}!,(7F"j^9#f<

6< Michael , travel-app"Wj1<7gs&j=<9rBT7?$lgO"

WebSEAL, GSOK Michael N'ZpsrWa7^9#

GSOO"'ZpsN04JG<?Y<9r"CjN'ZpsXNj=<9&^CTs

0NA0G]i7^9#f<6<>HQ9o<INH_go;XN"Wj1<7g
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s&j=<9N^CTs0O" GSOj=<9&/jGs7ck HFPlF$^9#

GSOj=<9&/jGs7ckrn.G-kNO"P?f<6<Nlg@1G9#

GSOKO"j=<9 “travel-app”rCjNf<6<>HQ9o<INH_go;K^

CW9k" Michael KX9kCjNj=<9&/jGs7ck,~CF$^9#

!N=K"GSOj=<9&G<?Y<9N=$,(7F"j^9#

Michael

resource: travel-app
username=mike
password=123

resource: payroll-app
username=powell
password=456

Paul

resource: travel-app
username=bundy
password=abc

resource: payroll-app
username=jensen
password=xyz

3NcGO"GSO,f<6<> mike HQ9o<I 123 r WebSEALKa7^9#

WebSEAL,3NpsrHQ9kNO"\grL7Fw.5lkWabK HTTP p\

'ZXC@<r=.9kH-G9#

GSO HQD=9^<H\gr=.9k
WebSEAL HPC/(sI&"Wj1<7gs&5<P<NVN9^<H\gK"

GSOKP9k WebSEAL5]<Hr=.7^9#

GSO rHQD=K9k\grn.9klgO"-b gso *W7gsrXj7F"

junctioncp create 3^sIrHQ7^9#!NcK" create3^sIN=8,(7

F"j^9#

create -t tcp -h hostname -b gso -T resource jct-point

!N=KO"GSO9^<H\gr;CH"CW9klgN*W7gs,lw=K7F

(7F"j^9#

*W7gs b@

-b gso
3N\grLa9k9YFNWaKX7F"GSO,'Zpsrs!9

k,W,"k3HrXj7^9#

-T resource

"Wj1<7gs&j=<9N>0rXj7^9#3N*W7gsNz

-tH7FHQ5lkj=<9>O" GSOG<?Y<9bKj9H5

lF$kj=<9>K5NKlW9k,W,"j^9# GSO\gNl

gO,\G9#

208Z<8NX;-e" SSL 9^<H\grn.9kYGb@7F$kh&K"

WebSEALH GSO=je<7gsGHQ5lk\gO"SSLKhCF;-e"\g

K9k3H,G-^9#\gNn.~K -t ssl *W7gsr,Q7F";-e"\g
K7^9#

SSL kgO",: GSOGHQ7F"GSOj=<9&/jGs7ckH9YFNG

<?NEf=rN]7^9#

GSO HQD=9^<H\gNc:

[9H “sales_svr”N"Wj1<7gs&j=<9 “travel-app” r\g@ “/sales” K

\g7^9#
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create -t tcp -b gso -T travel-app -h sales_svr /sales

[9H “adm_svr”N"Wj1<7gs&j=<9 “payroll-app” r\g@ “/admin” K

\g7"SSL G\gr;-e"\gK7^9#

create -t ssl -b gso -T payroll-app -h adm_svr /admin

m: e-NcGO"-t ssl *W7gsGGU)kH&]<H 443 ,X(5lF$^

9#

9^<H\grHQ9k

G-NPC/(sI&5<P<O=l>l"L9N\g@ (^&sH&]$sH) K\

g5lk,W,"j^9# ICNbFHj=<9KP9k{WN}gK~8F"9^

<H\grHQ7F5<P<rICG-^9#

9^<H\gNHQKX89kjgO"!NH*jG9#

v X#tN5<P<r1l\gK^&sH9kY

v X\gh5<P<Khj URL rU#k?<9kY

v 220Z<8NXCGI h}r)f9k (x vD)Y

#tN5<P<r1l\gK^&sH9k

#tN#=5<P<r1l\g@K^&sHG-^9#1l\g@K^&sHG-

k5<P<NtKO)BO"j^;s#

1l\g@K^&sH5lk5<P<O9YF"lWj+ (_i<js05l? Web

9Z<9) G"k,W,"j"18WmH3k (HTTP + HTTPS)rHQ9k,W,

"j^9#1l\g@Ks`w5<P<r^&sH9k3HOG-^;s#

1 ! Policy Director5<P< Web9Z<9+i"\gh5<P<K09kZ<8K

"/;97^9#3liNZ<8KO (vDr@F$k3H,roG) "/;9G-k

,W,"j"3liNZ<8KOlS-,,WG9#~K"Z<8,+D+iJ+

C?j"Z<8,Q95lF$klg,"j^9,"3lO"Policy Director,=N

Z<8r57/#=7J+C?3HrU#7^9#

8q,8_7">#=5<P<N8qDj<G18G"k+A'C/7^9#

\gh5<P<Khj URL rU#k?<9k
\gh5<P<+iu.5lk MIME ?$W “text” ^?O “html” N8q@1,U

#k?<5l^9#

WebSEAL ,Q9G-k URL O"dP (Absolute)H[9HjP (Host Relative)N

2 H,"j^9#

[9HjP URL
[9HjP URL GO"\gh5<P<N8qk<HHNX8G URI LVr

(7^9#?H(P"!Nh&K7^9#

/dir/file.html
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3liN URL rQ97F"\gh5<P<N\g@r?G5;^9#?H(

P"!NH*jG9#

/jct/dir/file.html

dP URL
dP URL GO"HOST >+ IP "Il9HMCHo</&]<HN>}H

NX8G"}lj=<981 (URI) LVr(7^9#?H(P"!NH*j

G9#

http://servername[:port]/file.html

^?O

https://servername[:port]/file.html

3liN URL O"!Nl"N,'K>CFQ9G-^9#

1. URL , HTTP G"[9H+]<H, TCP \gh5<P<KlW9kH-O"

URL OQ95lF"\g@r?G7^9#?H(P"!NH*jG9#

/jct/...

2. URL , HTTPSG"[9H+]<H, SSL \gh5<P<KlW9kH-O"

URL OQ95lF"\g@r?G7^9#?H(P"!NH*jG9#

jct...

3. iv.conf =.U!$kbGjA5lF$k TAG H0-NZ"N URL @1,U#

k?<5l^9#

4. jUlC7eWaN META ?0O"oKU#k?<7^9#?H(P"!NH*

jG9#

META HTTP-EQUIV="Refresh" CONTENT="5;URL=http://server/url"

5. BASE?0K HREF0-,^^lF$klgO"?0O/i$"sHXN~z+

i|n5l^9#

iv.conf =.U!$kN [url-filter] 9?s6KO"\gh5<P<KhCF URL

rU#k?<9k?aNQia<?<,~CF$^9#

[url-filter] 9?s6KO"HTML ?0Nj9H,~CF$^9# WebSEAL5<

P<GO"3liN?0rU#k?<^?OQ97F"\gh5<P<rp7Fh

@5l?dP URL r407^9#

GU)kHGO"Policy DirectorO"lL*KHQ5lk HTML ?09YFr=.

7^9#URL ,~CF$kICN HTML r"I}T,IC9k,W,"klgb"

j^9#

CGI h}r)f9k (x vD)
Policy DirectorNBT (x) vDO"\gr^?,CFOU#,"j^;s#x vDG

CGI 9/jWHNh}O)fG-^;s# WebSEALKO"PC/(sI&5<P<

eNWa5l?*V8'/H,"CGI Wm0i`&U!$kJN+"LoN HTTP *

V8'/HJN+r=L9kjJO"j^;s#\gr^?,k*V8'/H (3l

KO CGI Wm0i`b^^lk) XN"/;9O"oKI_hj (r) vDrHQ7

F)f7^9#
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h0T5<P<G query_contents rHQ9k

Policy Director;-ejF#<&5<S9rHQ7F"h0T"Wj1<7gs Web

9Z<9Nj=<9r]nG-^9# =&7?$H-O"h0T Web9Z<9Nb

FKD$FNpsr WebSEALKs!9k,W,"j^9#

query_contents HFPlk CGI Wm0i`KhCF"3Nps,s!5l^9#

query_contents Wm0i`GO"h0T Web 9Z<9bFr!w7"3N$sY

sHj<psr WebSEAL NI}3s=<kKs!7^9#3NWm0i`O"

WebSEAL$s9H<kKU07F$^9,"h0T5<P<KOj0G$s9H<

k9k,W,"j^9#Wm0i`&U!$k&?$WO"h0T5<P<r UNIX

GHQ9k+"WindowsGHQ9k+K~8F[Jj^9#

I}3s=<kN*V8'/H&9Z<9&^M<8c<GO"query_contents r

+0*KBTG-^9#]n*V8'/H&9Z<9N\gr=9t,,"*V8

'/H&9Z<9I}QMkG8+5lkH"$DGb3lrBT7^9#3&7

F"h0T"Wj1<7gs&9Z<9NbF,3s=<kK,+C?NG"3N

psr=(5;":v9k*V8'/HK]j7<&FsWl<Hr,QG-^

9#

query_contents r$s9H<k9k

query_contents N$s9H<kKO" Policy Director5<P<+ih0T5<P<

XN 1 D+ 2 DNU!$kN3T<H"=.U!$kNT8,,WKJj^9#

!N Policy DirectorG#l/Hj<K"Wm0i`NFsWl<H,~CF$^9#

UNIX: root-directory/www/lib/query_contents

Windows: root-directory¥www¥lib¥query_contents

G#l/Hj<NbFKO"!NbN,"j^9#

U!$k b@

query_contents.exe
Win32 79F`QNa$sBTD=Wm0i`#h0T Web

5<P<N cgi-bin G#l/Hj<K$s9H<k9k,W,

"j^9#

query_contents.sh
UNIX 79F`QNa$sBTD=Wm0i`#h0T Web

5<P<N cgi-bin G#l/Hj<K$s9H<k9k,W,

"j^9#

query_contents.c
=<9&3<I#=<9,s!5lkNO"query_contents
N6kq$rQ99k,W,"klgG9#[HsINlg

O"3lO,W"j^;s#

query_contents.html HTML A0NXkW&U!$k#

query_contents.cfg
Web 5<P<N8qk<Hr1L9k5sWk=.U!$

k#

h0T UNIX 5<P<K query_contents r$s9H<k9k

query_contents.shH$&>0N7'k&9/jWHr"!NG#l/Hj<G+D1^

9#
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UNIX: install-dir/www/lib/query_contents

h0T UNIX 5<P<K query_contents f<F#jF#<r$s9H<k9kl

gO"!Nh&K7^9#

1. h0T Web5<P<N!= /cgi-bin G#l/Hj<K"query_contents.shr3T

<9k#

2. .shH%Rr|n9k#

3. Web5<P<rj-9kf<6<QH7F"UNIX “BT” SCHr_j9k#

h0T Win32 5<P<K query_contents r$s9H<k9k

query_contents.exeH$&>0NBTD=Wm0i`H" query_contents.cfgH$&>

0N=.U!$kr"!NG#l/Hj<G+D1^9#

Windows: install-dir¥www¥lib¥query_contents

h0T Win32 5<P<K query_contents f<F#jF#<r$s9H<k9kl

gO"!Nh&K7^9#

1. h0T Web5<P<K CGI G#l/Hj<,57/=.5lF$k+N'9k#

2. h0T Web 5<P<N8qk<HK"-zJ8q,8_7F$k+N'9k#

3. h0T Web5<P<N CGI G#l/Hj<K"query_contents.exer3T<9k#

4. WindowsG#l/Hj<K"query_contents.cfgr3T<9k#

!N=K"3NG#l/Hj<NGU)kHM,(7F"j^9#

*Zl<F#s0&79F` Windows G#l/Hj<

Windows 95 c:¥windows

Windows NT 3.5x c:¥winnt35

Windows NT 4.x c:¥winnt

5. query_contents.cfgU!$krT87F"h0T Web5<P<N8qk<H&G#

l/Hj<r57/Xj9k#

U!$kKO"=_" Microsoft $s?<MCHps5<P<™
H Netscape®

FastTrack5<P<KX9k5sWk`\,~CF$^9# 3NU!$kN;_3

ms (;) GO^kTOmaG"j" query_contents Wm0i`GO5k5l^

9#

=.rF9H9k

=.rF9H9klgO"!Nh&K7^9#

1. Win325<P<GO" query_contents Wm0i`,~CF$kG#l/Hj<

KQ99k#

2. Win325<P<N DOSWmsWH+i"!Nh&K7FWm0i`rBT9k#

query_contents dirlist=/

!Nh&JPO,=(5lkO:G9#

100
index.html
cgi-bin//
pics//
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Vf 100O"5oKBT5l?3Hr(9aju7G9#soKgZJ3HO"

/J/HbVf 100 ,Gi (G"#l) NMH7F=(5lk3HG9#

3NeojK(i<&3<I,=(5l?lgO"=.U!$k,57$ljK

J$+"=.U!$kK-zJ8qk<H`\,J$H$&3HKJj^9#

query_contents.cfgU!$kN=.rA'C/7"8qk<HN8_rN'7^9#

3. Vi&6<+i"!N URL r~O7^9#

http: //Win32 machine name/cgi-bin/query_contents.exe?dirlist=/

3N3^sIKhj"0N9FCWNkLH18kL,a5lkO:G9#3N

kL,a5lJ$lgO" Web5<P<N CGI =.Kmj,"j^9#5<P

<NqAr2H7F"djr{57^9#

HqbFr5w9k?aN9^<H\gN=.

query_contents 9/jWHN URL rjAG-^9# Policy DirectorO" /cgi_bin/

bG que ry_con ten ts r5w7^9#3NG#l/Hj<,[Jk+"

query_contents U!$k,>0Q95lF$kH-O"3N*W7gsrHQ7F"

WebSEALKU!$kXN7, URL r(7^9#

h0T Win32 5<P<QN9^<H\grn.9klgO" -q *W7gsrU1
F junctioncp 3^sIrHQ7^9#

junctioncp> create -t tcp -h hostname -q /cgi-bin/query_contents.exe /jct_mount_point

junctioncp 3^sIN9YFN*W7gsNWsKD$FO" 202Z<8NXi|5

<P<QH7F7,\grn.9kYr2H7F/@5$#

query_contents rBT9k

query_contents O"URL WaKH_~^lF$kG#l/Hj<NbFra9?a

KHQ7^9#?H(P"5<P<N Web9Z<9QNk<H&G#l/Hj<N

bFr~j9klgO"Vi&6<G URL KP7F"!Nh&K query_contents
rBT7^9#

http://third-party-server/cgi-bin/query_contents?dirlist=/

query_contents 9/jWHGO"!N"/7gsrBT7^9#

1. 8` CGI D-Qt $SERVER_SOFTWARErI_hCF"5<P<&?$Wr=

L9k#

Policy DirectorGO"Web5<P<&?$WKpE$F"Qt $DOCROOTDIRr

lL*J8qk<HLVK_j7^9#

2. Wa5l? URL +iD-Qt $QUERY_STRINGrI_hCF"Wa5l?`n

rh@7"*V8'/H&Q9r~j7^9#

Qt $OPERATIONG`nMr]I7" $OBJPATHG*W7gs&Q9r]I7

^9# 3NcGO"$OPERATIONO dirlist" $OBJPATHOcK(7? “ / ” G

9#

3. *V8'/H&Q9KP7FG#l/Hj<&j9Hn. (ls) rBT7" Policy

Director5<P<GNHQKw(F"kLr8`POKV-^9#5VG#l/H

j<r(9`\KO"@Vk9iC7e (//) ,UC5lF$^9#

lL*JPOO"!Nh&KJj^9#
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100
index.html
cgi-bin//
pics//

Vf 100 O"5oKBT5l?3Hr(9aju7G9#

query_contents r+9?^$:9k

5<P<QH7F query_contents r+9?^$:9klgO"8qk<H&G#l

/Hj<_jrQ99k,W,"kD=-,"j^9#

query_contents ,(i<u7 (100 J0NVf) ra7"U!$kNj9Hrn.

7J$lgO"9/jWHr4Y^9#,WJi" $DOCROOTDIRQtrQ97F"

5<P<N=.KlW5;^9#

8qk<H&G#l/Hj<r57/Xj7Fb"9/jWHKc2,/3klg

O"cgi-bin LVXj,mCF$kD=-,"j^9#$FULLOBJPATHQtr4Y"

=lKdjvFilF$kMrQ97F"57$ cgi-bin LVr?G5;^9#

IC!=

query_contents Wm0i`N=<9&3<I (query_contents.c)O"Policy Director

KU07F[[5l^9#

3NWm0i`KIC!=rIC7F"ltNh0T Web5<P<NCl!=r5

]<HG-^9#3liN!=KO"!Nh&JbN,"j^9#

1. G#l/Hj<&^CTs0 -- 8qk<Hhj<GJ$5VG#l/Hj<,"

Web 9Z<9bK^CW5l^9#

2. U!$k&79F`&Y<9GJ$ Web 9Z<9N8.#

G<?Y<9&[9H Web 5<P<NlgK:v9kD=-,"j^9#
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h16O WebSEAL: "Wj1<7gsN}g

WebSEALGO"D-QtH0* URL !=Khkh0T"Wj1<7gsN}gr

5]<H7^9#WebSEALGO"D-QtH HTTP XC@<NOOrH%7F"h

0T"Wj1<7gsG"/i$"sHN1LKpE$F$k`n,G-kh&K

7^9#5iK"WebSEALO"0* URL (?H(P"HqF-9H,~CF$kb

NJI) KP9k"/;9)frs!G-^9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8N XCGI Wm0i_s0r5]<H9kY

v 226Z<8NXPC/(sI&5<P<&"Wj1<7gsr5]<H9kY

v 227Z<8NX0* URL KP9k"/;9)frs!9kY

v 230Z<8NX0* URL Nc(: Travel KingdomRNlgY

CGI Wm0i_s0r5]<H9k
CGI Wm0i_s0r5]<H9k?aK"WebSEALGO"8`;CHN CGI Q

tK"ICND-Qtr 3 DIC7^9#CGI "Wj1<7gsGO"m<+k

WebSEAL5<P<H\ghPC/(sI&5<P<NIAi+GBT5lk3li

ND-QtrHQ7^9#3liNQtO"Policy DirectorG-Nf<6<ps"0

k<Wps"/jGs7ckpsr CGI "Wj1<7gsKs!7^9#

m<+k WebSEAL5<P<eGO"WarT&/i$"sHN Policy Director/

jGs7ckpsKhCF"3liND-Qt,>\8.5l^9#

\ghh0T5<P<GT/9k CGI "Wj1<7gsKhCFHQ5lkD-Q

tO"HTTP XC@<ps+i8.5l^9# WebSEAL,5<P<K HTTP XC

@<psrO7^9# junctioncp -c *W7gsrHQ7F"\g rn.9k,W

,"j^9# =&9kH"\gKhCF"Policy DirectorG-Nps,"PC/(s

I&5<P<"FN HTTP WaK^~5l^9#

207Z<8NX/i$"sH1Lpsr^~9k (-c *W7gs)Yr2H7F/@5

$#

ICN Policy Director G-ND-Qt

J<K"ICN Policy DirectorG- CGI D-QtNA0r(7^9#

CGI D-QtNA0 b@

HTTP_IV_USER Wa&N Policy Directorf<6<&"+&sH>

HTTP_IV_GROUPS
Wa&,09k Policy Director0k<W# sEzQdGOs@

0k<W>r3s^GhZC?j9HH7FXj7^9#

HTTP_IV_CREDS

Policy Director/jGs7ckr=9"3<I=5l?T)@G

<?=$#jb<H&5<P<K/jGs7ckrs!9kN

G"fJN"Wj1<7gsGO"vD API rHQ7FvD5<

S9rFSP;^9# Policy Director Programmer’s Guide and

Referencer2H7F/@5$#
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m<+k WebSEAL 5<P<eN REMOTE_USER Qt
WebSEAL N)f<K"km<+k&5<P<D-GO"HTTP_IV_USERQtNM

,"8` REMOTE_USERQtNMH7Fs!5l^9#J*"REMOTE_USERQ

tO"\ghPC/(sI&5<P<GBT5lk CGI "Wj1<7gsND-G

b8_G-^9#?@7"3NuVGO" WebSEAL,=NMr)f9k3HO"j

^;s#

CGI D-QtNA0 b@

REMOTE_USER HTTP_IV_USERU#<kIH18M,~j^9#

PC/(sI&5<P<&"Wj1<7gsr5]<H9k

WebSEALKO"PC/(sI Web 5<P<NH_~_3s]<MsHH7FT/

9kBTD=3<IKP9k5]<HbQU5lF$^9#3Nh&J5<P<&

BTD=3<INcH7FO"!Nh&JbN,"j^9#

v Java servlet

v Oracle Web ListenerQ+<HjC8

v 5<P<&Wi0$s

junctioncp f<F#jF#<N -c *W7gsrHQ7F"PC/(sI&5<P<
XN\grn.G-^9# =&9kH"WebSEAL,=N5<P<"FN HTTP W

aNXC@<K" Policy DirectorG-N/i$"sH1LpsH0k<W&asP<

7CWpsr^~7^9#

207Z<8NX/i$"sH1Lpsr^~9k (-c *W7gs)Yr2H7F/@5

$#

Policy DirectorG-N HTTP XC@<KhCF"\ghh0T5<P<eN"Wj1

<7gsG"/i$"sHN Policy Director1LKpE$F$k"f<6<G-N"

/7gs,BTG-^9#

WebSEALGO"!Nh&J Policy DirectorG-N HTTP XC@<rs!7^9#

Policy Director G-

N HTTP XC@<
b@

iv-user
/i$"sHN>0#/i$"sH,'Z5lF$J$ (T@N) l

g"GU)kHGO “Unauthenticated”G9#

iv-groups
/i$"sH,09k0k<WNj9H#sEzQdGOs@0k

<W>r3s^GhZC?j9H#

iv-creds

Policy Director/jGs7ckr=9"3<I=5l?T)@G<?

=$#jb<H&5<P<K/jGs7ckrs!9kNG"fJ

N"Wj1<7gsGO"vD API rHQ7FvD5<S9rFS

P;^9# Policy Director Programmer’s Guide and Referencer2

H7F/@5$#

HTTP XC@<`\O"D-Qt HTTP_IV_USER"HTTP_IV_GROUP"*hS

HTTP_IV_CREDSH7F"CGI "Wj1<7gsGHQD=G9# =N>Ns CGI

"Wj1<7gs&Ul<`o</NlgO" HTTP Wa+iXC@<r4-P9}

!KD$F":v9kWm@/HNqAr2H7F/@5$#
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0* URL KP9k"/;9)frs!9k
=TN WebD-GO"f<6<O"^cKQ=9kpsK(~K"/;9G-^9#

?/N Web"Wj1<7gsO"=l>lNf<6<WaKP9k~zH7F"0

*K URL r8.7^9#3Nh&J0* URL O";~V7+8_7J$lg,"

j^9#0* URL O"\A*Kl~*JbNKOc$"j^;s,">^7/J$

HQd"/;9KP7F/OJ]n,,WG"k3HKQojO"j^;s#

0* URL HO
ltNbYK:*J Web "Wj1<7gs&D<kGO"8` Web Vi&6<r

HQ7F" Web 5<P<N CGI $s?<U'<9rp7F"Wj1<7gs&5

<P<HL.7^9#

3Nh&JD<kO9YF"0* URL H#7q0WGrHQ7F"Wa5l?*Z

l<7gsr (=NQia<?<MH&K) "Wj1<7gs&5<P<KA(^9#

0* URL O"CjN*Zl<7gsH=NQia<?<MG8` URL "Il9r

d-7^9#URL NHq9Hjs0t,O"Web"Wj1<7gs&$s?<U'

<9K*Zl<7gs"Qia<?<"Mrs!7^9#

ACL M<`9Z<9&*V8'/Hr0* URL K^CW9k
WebSEALGO"]n*V8'/H&M<`9Z<9&bGkH]j7<&FsWl

<H (ACL) rHQ7F"G<?Y<9WaKhCF8.5lk URLs JI"0*K

8.5l? URL r!)]n7^9# WebSEALXN=l>lNWaO"vDWm;

9NGiN9FCWH7F"CjNM<`9Z<9&*V8'/HKrh5l^

9#M<`9Z<9&*V8'/HK,Q5l? ACL O"0* URL ,=N*V8

'/HK^CW5lkH"=lKP9k,WJ]nrX(7^9#

0* URL Ol~*K8_9k@1G"k?a"v0=.vD]j7<&G<?Y<

9`\r_1F*/3HOG-^;s# WebSEALGO"?/N0* URL r1lN

E*]n*V8'/HK^CW9ka+K:`rw(k3HG"3Ndjrrh7

F$^9#

F-9H&U!$kKO"*V8'/H+iM<`9Z<9XNQ?<sN^CT

s0,^^l^9#

UNIX: /opt/intraverse/www/lib/dynurl.conf

Windows: C:¥Program Files¥IBM¥Policy Director¥www¥lib¥dynurl.conf
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3NU!$krT87F"3liN^CTs0rQ97^9#J*"3NU!$k

O"GU)kHGO8_7J$?a"n.9k,W,"j^9#U!$kbN`\

NA0O"!NH*jG9#

object pattern

WebSEALGO"M<`9Z<9bK 1 DN*V8'/Hr=.9kQia<?<N

;CHrjA9k"UNIX 7'k&Q?<s (o$kI+<Ir^`) N5V;CH

rHQ7^9# WebSEALGO"3Nh&JQia<?<KlW9k0* URL r9

YF"=N*V8'/HK^CW7^9# WebSEAL,5]<H9k UNIX 7'k&

Q?<sHg8zO"!NH*jG9#

8z b@

¥
_-fNeK3/8zO"Cl7<1s9NltG9#?H(P"TAB 8z

G9#

?
1lN8zKP~9ko$kI+<I#?H(P"9Hjs0 abcde KO"

== ab?de GP~7^9#

* <mDJeN8zKP~9ko$kI+<I#

[ ]
IlGbP~G-klHN8zrjA7^9#?H(P"9Hjs0 abcde

KO"5,== ab[cty]de GP~7^9#

|
]jr(7^9#?H(P"== |[ab] G"’a’ ^?O ’b’ J0N9YFN8

zKP~7^9#

!NcKO"_}Db!wrBT9k0* URL Nq0r(7F"j^9#

http://server-name/home-bank/owa/acct.bal?acc=account-number

3N0* URL r=9M<`9Z<9&*V8'/HO"!Nh&KJj^9#

http://<server-name>/home-bank/owa/acct.bal?acc=*

3NcN0* URL rJ)K!$7F_kH"CjN}BVfr-R7F$k3H,

,+j^9#home-bank N}BDbr=9M<`9Z<9&*V8'/H,"ACL v

DOIN}BKb,Q5lk3Hr(7F$^9#IN}BKb,Q5lk}3

O"`\ (acc=*) NGeNt,K"9?j9/&o$kI+<I,HQ5lF*j"

3lO9YFN8zKP~9k+iG9#

!N^KO"CjN]nM<`9Z<9&*V8'/HK^CW5l?CjN0*

URL NbGk&1<9r=C/j(7F"j^9#J*"3NcGO"o$kI+<

IOlZHQ5lF$^;s#
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0* URL QH7F WebSEAL r979k
WebSEAL]n*V8'/H&M<`9Z<9r dynurl.conf=.U!$kbK-~5

lk`\G979klgO"dynurlcp f<F#jF#<rHQ7^9#dce_loginr

HQ7F";-e"&Ia$sKm0$s9k,W,"j^9#

dynurlcp f<F#jF#<rHQ7F" WebSEAL]n*V8'/H&M<`9Z

<9r979klgO"!Nh&K7^9#

1. dynurl.conf=.U!$kN0* URL `\rn."T8"^?Oo|9k#

2. Q9rC(*(?i"dynurlcp f<F#jF#<rHQ7F5<P<r979

k#

dynurlcp -e /.:/subsys/intraverse/secmgr/server/ host update

0* URL rM<`9Z<9bGrh9k
M<`9Z<9&*V8'/HXN0* URL NrhO" dynurl.conf=.U!$k

bN`\N[sKhCF[Jj^9#

M<`9Z<9`\XN0* URL N^CWrn_kH"dynurl.conf=.U!$kb

N^CTs0Nj9H,9-cs5l^9#U!$kN9-csO"GiNlWQ

?<s,+D+k^G"e+i<XTol^9#

GiNlW,+D+kH"WebSEALGO"P~9kM<`9Z<9`\rHQ7F"

e3NvD!:rT$^9#lW,+D+iJ$lgO"WebSEALO" URL +N

+iQ9N http://server t,r|$?bNrHQ7^9#

BjY,b$ ACL KP~9k^CTs0[Ij9HNeLK]}7^9#?H(P"

qRNdWm7<8c< (Ndum"Wj1<7gsN) O" 1 DNVC/&/i

V&0k<WKBj5lF$kH7^9#?@7"Ndum"Wj1<7gsND

jKO"9YFNf<6<,"/;9G-^9#=3G"^CTs0O!N=K(

9gxKJkO:G9#

M<`9Z<9`\ URL Q?<s

/ows/sales/bksale /ows/db-apps/owa/book.sales*

/ows/sales/general /ows/db-apps/owa/*
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^CTs0`\,UNgxG"C?H9kH"/ows/db-apps/owaG#l/Hj<bN

9YFN9H"<I&Wm7<8c<," /ows/sales/generalM<`9Z<9&*V8

'/HK^CW9k3HKJj^9#3NlgO"3NM<`9Z<9rhNmj

N?a";-ejF#<N/2r7/D=-,"j^9#

GET }0H POST }0NG<?Aw
URL 5,==rM<`9Z<9`\K^CW9kH"URL A0GO"A0, GET}

0+i8.5l?bNH[j9kO:G9#3N[jGO"HQ5lF$kN, POST

}0G"k+" GET }0G"k+OdjKJj^;s#

GET }0NG<?AwGO"WebSEALO"0*G<? r URL KUC7^9#0

*G<?NcH7FO"q0bGf<6<QH7Fs!5lkG<?,"j^9#

POST}0NG<?AwGO"WebSEALO"0*G<?rWaN\NKH_~_^

9#

ACL N>A
0* URL ,M<`9Z<9`\Krh5l?eO"8` Policy Director ACLQ5

bGk,HQ5l^9#3NbGkKhCF"Wa,h}5lk+"X_5lk (C

",T=,N?a) +,h^j^9#

0* URL Nc(: Travel Kingdom RNlg

!NcKO"Oracle Web ListenerKhCF8.5l? URL r"I&9lPkH$s

HiMCHG]nG-k+,(7F"j^9#

3NcGHQ5lF$k0* URL Web 5<P<O"Oracle Web ListenerG9#3

NF/Nm8<O">N0* URL Web 5<P<Kb~QG-^9#

"Wj1<7gs

Travel KingdomO"$s?<MCHrL7F\RK9T=s5<S9rs!9kH%

G9# =3G"+RN Web 5<P<eG 2 DN OracleG<?Y<9&"Wj1

<7gsr?Q7F"1 DO+RU!$"&)<kb+i"b& 1 DO$s?<MC

HrL7F"=l>l"/;9G-kh&K9k=jG9#

v 9T=s79F`

vD\RNlgO"jb<HG=s7"+,N=sN=_Nu7KD$FHqG

-^9#Travel KingdomN>Hwb"ECKhk\RKeoCF=srT$"Q9

rh}7"=N>Kb?/NHis6/7gsrBTG-^9#0tN\RO"

5<S9KP7F/l8CH&+<IGhQ9k?a"WebSEALGO"=&7?

psNAwr7C+j]n9k,W,"j^9#

v I}^M<8c<

[HsINkH,=&G"kh&K"Travel KingdomGb"k?"OL"P3KX

9kps,~CF$kI}G<?Y<9r]i7F$^9#3NG<?KO"F

>HwNL?,:(ilF$^9#

$s?<U'<9

G<?Y<9K~CF$k!Nh&J9H"<I&Wm7<8c<XN"/;9r

s!9kh&K"Oracle Web5<P<r=.G-^9#
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/db-apps/owa/tr.browse
9YFNf<6<,9Th"9TebJIKD$FHq

G-kh&K7^9#

/db-apps/owa/tr.book
=srT&lgKHQ7^9 (9Te}Htg>HwH

'Z\R)#

/db-apps/owa/tr.change =_N=sr!$7Q99klgKHQ7^9#

/db-apps/owa/admin.browse
>HwG"lP@lb,"b~Vf"E-mail "Il9"

L?JINh&J")B,_1ilF$J$>Hwps

r=(5;F+klgKHQ7^9#

/db-apps/owa/admin.resume
>Hw,I}G<?Y<9K~CF$k+,Nzrqp

sr=(5;F+?j"Q97?jG-kh&K7^

9#

/db-apps/owa/admin.update
I}tg>Hw,>HwKX9kpsr979klgK

HQ7^9#

Web 9Z<9=$
WebSEAL5<P<rHQ7F"Travel KingdomN}l Web9Z<9XN;-e"&

$s?<U'<9rs!7^9#

9T=s"Wj1<7gsHI}"Wj1<7gsN>}rBT9k Oracle Web5

<P<XN\g (/ows) ,G-^9#

;-ejF#<&]j7<

H$d9$79F`r]}7J,ib"Webj=<9K,ZJ;-ejF#<rB\

9k?aK"H3e!Nh&J;-ejF#<\8r_1^7?#

v 9Te}Htg>HwO"9YFN=sr04K)fG-k#

v 'Z\RNlgO"+,+HN=sKD$FO"BTbQ9bG-k,"+,J

0N'Z\RN9TG<?K3D9k3HOG-J$#

v I}tg>HwO"I}psN9YFKP7F04J"/;9"rbD#

v Travel KingdomNI}tgJ0N>HwO"+,+HNzrqpsrQ97"+,

J0N>HwNt,*Jpsr=(5;F+k3H,G-k#

0* URL HM<`9Z<9N^CTs0
;-ejF#<&]j7<\8r#.9k?aKO"0* URL +i ACL M<`9

Z<9`\XN^CTs0r=.9k,W,"j^9# J*"3Nh&J^CTs0

N[s (gxU1) ,";-ejF#<\8N#.KEWJrdrL?7^9#

^CTs0O"!N=K(9h&K=.9k,W,"j^9#

M<`9Z<9`\ URL Q?<s

/ows/tr/browse /ows/db-apps/owa/tr.browse¥?dest=*&date=??/??/????

/ows/tr/auth /ows/db-apps/owa/tr.book¥?dest=*&depart=??/??/????&return=??/??/????

/ows/tr/auth /ows/db-apps/owa/tr.change

/ows/admin/forall /ows/db-apps/owa/admin.resume

/ows/admin/forall /ows/db-apps/owa/admin.browse¥?empid=[th]???

/ows/admin/auth /ows/db-apps/owa/admin.update¥?empid=????
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;-e"&/i$"sH

/i$"sHO"!)]n!=N"k"Ef=5l?AcMkrL7F WebSEALK

'Z5l^9#

Web$s?<U'<9rHQ7?$\RNlgO"5iK" Travel Kingdom Web^

9?<KP?7F""+&sHru1hk,W,"j^9#

"+&sH=$H0k<W=$

79F`eK!Nh&K0k<Wrn.7^9#

Staff Travel KingdomNH%K09k>Hw
TKStaff Travel KingdomN9Te}Htg>Hw

AdminStaff
Travel KingdomNI}tg>Hw#J*"I}tg>HwO"

Staff 0k<WKb~CF$^9#

Customer
$s?<MCHKhk9TN=sru>9k" Travel Kingdom

N\R

Ff<6<KO";-e"&Ia$sbK=l>l"+&sHr?(F" WebSEAL

5<P<,D9Kf<6<r1LG-kh&K7^9#WebSEALGO"f<6<N

1Lr Oracle Web5<P<KO7"Webj=<9N9YFK1l5$s*s&=j

e<7gsrQU7^9#

"/;9)f

!N=KO"0-Npsr,Q7?kLG"k"/;9)frlw=K7F(7F

"j^9#

/ows/tr/browse
unauthenticated

any_authenticated

Tr

Tr

/ows/tr/auth

unauthenticated

any_authenticated

0k<W TKStaff

0k<W Customer

-

-

Tr

PTr

/ows/admin/forall
unauthenticated

any_authenticated

group Staff

-

-

Tr

/ows/admin/auth
unauthenticated

any_authenticated

group AdminStaff

-

-

Tr

=sH9TWh]}N*V8'/HKP9k"Customer (\R) H TKStaff NC"O

18G9,"c0, 1 D"j^9#3Nc0HO"\RNlgO"psrEf=7F

(Wi$P7<vD)"sHi9FCI&$s?<MCHrL7F !)G<? rs!9

kK"?CF"5iK;-ejF#<rN]9k,W,"kH$&@G9#!)G

<?H7FO"?H(P"/l8CH&+<Ips,"j^9#

k@

3N1cJcG(7?NO"!N3HrT&3H,G-k79F`r8+9k50

G9#

v !)psr!)]n9k#

v f<6<r'Z9k#
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v !)psXN"/;9rvD9k#

5iK"79F`N'Zf<6<N1LpsO"WebSEALH Oracle Web5<P<

N>}K'15lF$^9#3N1LpsO"F:D=N1l5$s*s&=je

<7gsrs!9klgKHQ5l^9#
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h17O NetSEAL: 5b

Policy Director NetSEALO"e. TCP/IPL.r!)]n9k?aN>[d_V (VPN)

=je<7gsN 1 DG9#j=<9&^M<8c<H7F"NetSEALO"CjN

TCP "Wj1<7gsK\3G-kf<6<N!=r)f7^9#NetSEAL GO"

8h]<HH/i$"sH1LpsKpE$?"/;9)frBT7^9# NetSEAL

KhCF"IsJMCHo</&"Wj1<7gs&5<P<Gb" Policy Director

;-ejF#<&5<S9K}gG-^9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8N XNetSEAL N5WY

v 238Z<8NX/i$"sHH NetSEAL HNVN5<S9NqN*Jb@Y

v 241Z<8NXNetSEAL H NetSEAL HNVN5<S9NqN*Jb@Y

v 242Z<8NXNetSEAL \gN5WY

v 244Z<8NXNetSEAL \gKhCF)f9k5<S9NqN*Jb@Y

v 247Z<8NXTCP 5<S9N]nY

NetSEAL N5W
NetSEALKhCF"Policy Director;-e"&Ia$sbN TCPY<9N"Wj1

<7gsH5<S9XN"/;9,)fG-^9#Windows/i$"sHNlgO"

Policy Director NetSEAT/i$"sHrL7F"NetSEAL XN;-e"L.,@i

l^9#

NetSEATH NetSEALHNVNL.O"SSLHsMk^?O GSSHsMkNIAi

+rHQ7F!)]nG-^9#NetSEAT/i$"sHH Policy Director5<P<

NVKN)5l?;-e"&js/O"Wa&/i$"sHNf<6<>HQ9o

<IrHQ7F'Z5l^9#

v NetSEAT H NetSEAL NVNL.r!)]n9klgO" SSLAcMk rHQ

7^9#

v NetSEAL 5<P<+i NetSEAL 5<P<XNL.r!)]n9klgO" GSS

HsMk + NetSEAL\grHQ7^9#Policy Director5<P<VKN)5l?

GSSHsMkO"oK"Wa&/i$"sHKeoCF\3rTCF$k" Policy

Director 5<P<&f<6<rHQ7F'Z5l^9# GSSHsMkrL7F"

2 DN5<P<Oj_Kjj&r'Z7^9# 2 V\N5<P<,oK/i$"s

HKP9k"/;9)frBT7^9#

NetSEAL \gGO"Policy Director5<P<rLCFLN Policy Director5<P<

^?OMCHo</KjkL.N>w}~rN)7^9# NetSEAL\grLkL.

r!)]n9klgO"GSSHsMkrHQ7^9#

NetSEAL"/;9)fO"F"/;9)fG9#)fO""Wj1<7gs, listen

7F$kCjN]<H^GG9#"Wj1<7gsKhCF`n5lkj=<9K

O")"/;9)fNx@O"j^;s#
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3NOGO"NetSEALrHQ9kMCHo</NbGk&1<9r$/D+b@7^

9# ^GO"TELNET jb<H&m0$s&"Wj1<7gsr TCP "Wj1<

7gsNcH7FHQ7^9# =l>lNbGk&1<9GO"NetSEALO"!N

bNKpE/WaK~z7^9#

v WaN=<9#

v FAru1k*V8'/H (8h]<Hd NetSEAL \gJI) KP9kvD#

v \3K++okWjs7Qk#

GSS HsMkrp7F NetSEAT /i$"sH+i NetSEAL X
NetSEAT, GSSHsMkrHQ9kh&K=.5lF$kH"NetSEATO/.W

arHiCW7" RPCrHQ7F" Policy Director;-ejF#<&5<P<KP

7F=N/i$"sHr'Z7^9#5iK"Wa5l?"Wj1<7gsKX"

U1il?CjN]<HKD$F"vD!:,BT5l^9#

'Z*hSvDWm;9Kdj,J1lP"NetSEATH NetSEAL5<P<HNVK

GSSHsMk,N)5l^9#Wa5l? TCP"Wj1<7gsK NetSEAL+i

"/;99kKO" TCP rHQ7^9#

SSL rp7? NetSEAT /i$"sHH NetSEAL
SSLrHQ9kh&K NetSEATr=.9klg"'ZHvDO"NetSEALH Policy

Director;-ejF#<&5<S9HNVGh}5l^9#NetSEALGO"/i$"

sHN1LpsH7Ff<6<>HQ9o<Iru1~lk3H,G-^9#

'Z*hSvDWm;9Gdj,J1lP"Policy DirectorO"=NWarh}7^

9#NetSEAL +i,WJ TCP "Wj1<7gsK"/;99kKO"TCP rHQ

7^9#
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NetSEAL MCHo</&;0asH
NetSEALHis6/7gsK*1k\3WaKO"MCHo</P)KhCF"5^

6^JlYkN]n,HQ5l^9# 236Z<8NXSSLrp7? NetSEAT/i$

"sHH NetSEALYGb@7?h&K" NetSEAT/i$"sHO"NetSEAL 5<

P<HN SSL ^?O GSS\3r5]<H7^9#

m: _WKhCF"NetSEAL 5<P<V\3O"oK GSS HJj^9# 2 DN

NetSEAL 5<P<VGO"SSL \3rHQ7J$G/@5$#

NetSEAL+im<+k^?Ojb<HN TCP"Wj1<7gs&]<HKjkG*

P)GO"oK TCP ,HQ5l^9#

!N=K"=l>lN\3;0asH4HN]nNlYkNWsr(7^9#

\3;0asH ]n

NetSEAT/i$"sH+i NetSEAL 5<P<X SSL ^?O GSSHsMk

TCP /i$"sH+i NetSEAL 5<P<X J7

NetSEAL 5<P<+i NetSEAL 5<P<X GSSHsMk

NetSEAL \g GSSHsMk

NetSEAL 5<P<+i TCP "Wj1<7gs&]<HX J7

NetSEALO"m<+k&"Wj1<7gsHjb<H&"Wj1<7gsN>}KX

7F"18\3hjWm;9rHQ7^9#
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v Wa5l?]<HO (ACL KhCF) ]n5lF$k+?

v ]n]<HKX7F"f<6<O""/;9KP9k,ZJvDr@F$k+?

v 5]n]<HKX7FO"/.\3rvD9k#

^?"NetSEALGO";-ejF#<&^M<8c<K,WJe.psNdjH/.

\3h}NdjHr,1FM(^9#D^j";-ejF#<&^M<8c<O"

NetSEAT/i$"sH,\3Warm<+kHjb<HN$:lGHiCW9k+r

'19k,WOJ$H$&3HG9#

/i$"sHH NetSEAL HNVN5<S9NqN*Jb@
!N7Jj*GO"/i$"sHH NetSEAL ]nN TCP "Wj1<7gsHNV

GD=JPCN?$WrqN*Kb@7^9#/i$"sHKO"NetSEAT/i$"

sHH NetSEATJ0N/i$"sH,"j^9#

33Gb@9k7Jj*O"!NH*jG9#

v XPolicy Director5<P<HNe.HsMk\3Y

v 239Z<8NX]n[9HHNe.HsMk\3Y

v 240Z<8NXPolicy Director5<P<HNe. TCP \3Y

Policy Director 5<P<HNe.HsMk\3

GiN3N7Jj*GO"Policy Director5<P<eN"Wj1<7gsr8hH9

k/.\3rHiCW9kh&K NetSEAT/i$"sHr=.7^9#NetSEAT/

i$"sH,3NL.rHiCW7?eK"Policy Director5<P<eN NetSEALK

;-e"&HsMk,N)5l^9#3NcNlg"]<H 23 8FNWaO"3N

HsMkrp7F>w5l^9#

'ZWm;9O"f<6<KO+(^;s#

NetSEAL 5<P<O"!N}!GHis6/7gsr0;7^9#

1. ]<HN ACL K>CF"f<6<OWa]<HH\39k3H,G-k+?

Yes -- Wa]<HHN TCP \3rN)9k#

No -- \3Warq]9k#

238 Policy DirectorI}Njz-



]n[9HHNe.HsMk\3

3N7Jj*GO"]n5l?jb<H&5<P<Kos9k"Wj1<7gsK

D$FM(^9#"Wj1<7gs&5<P<O" Policy Director5<P<Gbh0

T5<P<Gb+^$^;s#Policy DirectorO"2 DN NetSEAL 5<P<VNL

.KoK GSSrHQ7^9#

3N7Jj*Nlg"NetSEALO"Policy DirectorG5]<H7F$J$WiCHU

)<`eGT/9k TCP "Wj1<7gsr]n9k3H,G-kH7^9#

NetSEAL 5<P<O"!N}!GHis6/7gsr0;7^9#

1. f<6<O"(=N ACL K>CF) 8h5<P<eNWa]<HK\39k3H

,G-k+?

Yes -- 3T9k#

No -- \3Warq]9k#

2. 8hO"Policy Director5<P<+?

Yes -- =N5<P<XN;-e"&HsMkrN)9k# Wa]<HHN TCP

\3rN)9k#

No -- Wa]<HHN TCP \3 (s;-e") rN)9k#

h0T"Wj1<7gs&5<P<GO"oK"5]n TCP \3rHQ7^9#3

Nh&J=.O"Hi9FCI&MCHo</D-bGHQ7F/@5$#
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Policy Director 5<P<HNe. TCP \3
3N7Jj*GO" NetSEATJ0N TCP /i$"sH&f<6<NlgKD$F

M(^9# Policy DirectorGO"3Nh&J/i$"sHrs'ZG"kH_J7^

9#Wa]<H,5]n (ACL J7) G"kJiP"Policy DirectorO"=N]<H

XN"/;9rvD7^9#ACL KhCF]<H,]n5lF$klgO";-ej

F#<&^M<8c<,s'Z"/;9KX7F=N ACL r!:7^9#

3N=.GO"MCHo</&5<S9XN>\"/;9,]n5l^9#0tN

vD5<S9O"=N/i$"sHN IP "Il9rHQ7F""/;9"Brhj

9k3H,D=G9#

NetSEAL 5<P<O"!N}!GHis6/7gsr0;7^9#

1. WaO Policy Director (]<HN ACL) KhCFHiCW5lk+?

Yes -- War;-ejF#<&^M<8c< (secmgrd)KO9#

No -- e.\3rvD9k#

2. ]<HNs'ZWaOvD5lk+?

Yes -- Wa]<HHN TCP \3rN)9k#

No -- \3Warq]9k#
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NetSEAL H NetSEAL HNVN5<S9NqN*Jb@
!N7Jj*GO"2 DN5<P<NVGD=JPCN?$WrqN*Kb@7^9#

GiN NetSEAL 5<P< (m<+k&/i$"sH,"k) ,"3liN7Jj*

Gb@9k\3r+O7"jb<H NetSEAT/i$"sH+i+O9kNGOJ$

H7^9#

GiN NetSEAL 5<P< (m<+k&/i$"sH,"k) ,"3liN7Jj*

Gb@9k\3r+O7"jb<H NetSEAT/i$"sH+i+O9kNGOJ$

H7^9#3Nm<+k&/i$"sHO"5<P<N3s=<k+i`n7?

j""k$O"jb<H&m1<7gs+i3N5<P<K TelnetGm0$s9k3

H,D=G9#PC/(sI NetSEAL5<P<O"TCP"Wj1<7gsr]n9

k3H,G-^9#

33Gb@9k7Jj*O"!NH*jG9#

v XPolicy Director5<P<HN/.\3Y

v 242Z<8NX]n[9HHN/.\3Y

Policy Director 5<P<HN/.\3

GSSHsMkrHQ7F"2 DN Policy Director NetSEAL5<P<NVK\3rN

)7^9#GiN NetSEAL 5<P< (m<+k&/i$"sH,"k) ,\3r+

O7"jb<H NetSEAT /i$"sH+i+O9kNGOJ$H7^9#Policy

Director O"\3rvD^?Oq]7"vDL.r]n9k3H,G-^9#

Policy Director5<P<O"!N}!GHis6/7gsr0;7^9#

1. 8h^7seNWa]<HO (ACL G) ]n5lF$k+?

Yes -- War;-ejF#<&^M<8c< (secmgrd)KO9#

No -- /.\3rvD9k#

2. ]<HNs'ZWaOvD5lk+?

h17O NetSEAL: 5b 241



Yes -- =N5<P<XN;-e"&HsMkrN)9k#Wa]<HHN TCP\

3rN)9k#

No -- \3Warq]9k#

]n[9HHN/.\3

TCP rHQ9lP"Policy Director NetSEAL5<P<Hh0T5<P<HNVK\

3rN)9k3H,G-^9#?@7"TCPrp7FN)5l?\3O"Ilb";

-e"\3KOJj^;s#PC/(sINh0T5<P<eKO"NetSEAL5<P

<O8_7^;s#Policy DirectorO"PC/(sI&5<P<HN\3rvD^?

Oq]9k@1G9#Policy DirectorO"3N\3rHQ9kL.r!)]n9k3

HOG-^;s#

Policy Director5<P<O"!N}!GHis6/7gsr0;7^9#

1. 8h^7seNWa]<HO (ACL G) ]n5lF$k+?

Yes -- War;-ejF#<&^M<8c< (secmgrd)KO9#

No -- /.\3rvD9k#

2. 8h5<P<eNWa]<HK"/;99kvD,f<6<K?(ilF$k

+?

Yes -- 3T9k#

No -- \3Warq]9k#

3. ]<HK]4-HWi$P7<,_j5lF$k+?

Yes -- \3Warq]9k#

No -- Wa]<HXN TCP \3rN)9k#

NetSEAL \gN5W
NetSEAL\g KO"Policy Director5<P<NMCHo</rp7"L.rB4NB

K8h5<P<d8hMCHo</K>w9k?aNa+K:`,woCF$^

9#NetSEAL\gKhCF"Policy Director5<P<rp7F>w9kQ1CHN}

~,h^j^9#
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NetSEAL\gO"1l}~NE*P)G9#1l}~\grHQ9lP"=l>lN

Policy Director5<P<N^M<8c<O"=liNMCHo</XN"/;9rh

jNBK)f9k3H,D=KJj^9#AwN=l>lN}~4HK"LDN

NetSEAL\g,,WG9#?@7"NetSEAL\grLkG<?&Um<O"oK"

>}~HJj^9#

GSSHsMkO"NetSEAL \grLkL.r!)]n7^9#=NeG"L.Q9

bNG*N Policy Director5<P<,8h]<HHN TCP\3rHQ7^9#3N

8h]<HO"Policy Director5<P<+NK8_9klgb"j^9#

NetSEAL\gKhCF"H%rLkL.KX7FG<?]nH;-ejF#<,s!

5l^9#H%O"O}*^?O!=*Kh,19k3H,G-^9#?H(P"

NetSEAL\gO"O}*K,%5l? 2 DN Policy Director5<P<NVKsHi

9FCI&MCHo</,8_7F$klgKrK)A^9#^?"3li 2 DN

Policy Director5<P<O"18;-e"&Ia$sNasP<Gb"j^9#

=l>lN\g4HK"=<9N Policy Director5<P<"8h"*hSP)Xj}

~,Xj5l^9#3N8hO"LN Policy Director5<P<dMCHo</EMG

"CFb+^$^;s#\grHQ9k3HG"U!$"&)<k=.,FWKJ

j^9#3lO"=N\gr#G9k9YFNL.GO"=NU!$"&)<kr

Lk 1 DNP)@1,,W@+iG9#

NetSEAL \gN=.
I}TO"ivadmin f<F#jF#<rHQ7F NetSEAL\grn.9k3H,G

-^9#3N ivadmin f<F#jF#<KO"NetSEAL\grIC"o|"*hS

j9H9k?aN3^sI,H_~^lF$^9#\gO"Policy Director5<P<

j_V""k$O"Policy Director5<P<HMCHo</HNVKn.9k3H,

G-^9#

285Z<8NXU?A. ivadminrHQ7? Policy DirectorI}Yr2H7F/@5$#

NetSEAL \gH"/;9)f
NetSEALGO""Wj1<7gs&5<P<eN]<HXN"/;9r)f9k?a

N 2 DN ACL vD,'15l^9#

8h]<H&*V8'/HN ACL GO"=N]<HXN"/;9r)f7^9#ACL

-~`\KO"f<6<^?O0k<W,=N]<HK"/;9G-kh&K9k

?aN\3 (C) vDrXj9k,W,"j^9#

Policy Director5<P<eN ACL O"/.\3rP]H7F*j"NetSEAL\gr

LkHiP<9r)f7^9#ACL -~`\KO"f<6<^?O0k<W,=N\

3r#G7F"/;9G-kh&K9k?aN>w (f) vDrXj9k,W,"j^

9#

\g5<P<NA'<sNfVK"k=l>lN Policy Director5<P<&*V8'

/H4HK">w (f) vDrHQ7!:7^9#

NetSEAL ]n
*V8'/HvD

"/;9 b@
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C \3
NetSEAL 5<P<rp7Fm<+k^?Ojb

<HN]n5<S9K\39k#

f >w
NetSEAL \gr#G9k/.\3"D^j\g

NHiP<9rvD9k#

NetSEAL \gKhCF)f9k5<S9NqN*Jb@
NetSEAL\gKhCF"H%rLkL.KX7FG<?]nH;-ejF#<,s!

5l^9#H%O"O}*^?O!=*Kh,19k3H,G-^9#?H(P"

NetSEAL\gO"O}*K,%5l? 2 DN Policy Director5<P<NVKsHi

9FCI&MCHo</,8_7F$klgKrK)A^9#^?"3li 2 DN

Policy Director5<P<O"18;-e"&Ia$sNasP<Gb"j^9#

33Gb@9k7Jj*O"!NH*jG9#

v XPolicy Director5<P<HNe.\g\3Y

v 245Z<8NX]n[9HHNe.\g\3Y

v 245Z<8NX\g Policy Director5<P<HN/.\3Y

v 246Z<8NX\g]n[9HHN/.\3Y

Policy Director 5<P<HNe.\g\3

3N7Jj*GO"]n5l?jb<H Policy Director5<P<Kos9k"Wj1

<7gsKD$FM(^9#3N7Jj*GO"NetSEAL\gH7FN Policy Director

5<P<j_VK GSSHsMkr@(*KN)9kbNH7^9# 3N~@G"8

h]<HXN"/;9)fK">wvDKX9kM8v`rH_~l^9#

Policy Director5<P<O"!N}!GHis6/7gsr0;7^9#

1. f<6<O"(=N ACL K>CF) 8h5<P<eNWa]<HH\39k3H

,G-k+?

Yes -- 3T9k#

No -- \3Warq]9k#

2. f<6<O"=N\gr#G7F>w9k3H,G-k+?

Yes -- GSS\gr#G7FWar>w9k# Wa]<HHN TCP \3rN)

9k#

No -- \3Warq]9k#
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]n[9HHNe.\g\3

3N7Jj*GO"]n5l?jb<Hh0T5<P<Kos9k"Wj1<7g

sKD$FM(^9#3N7Jj*GO"NetSEAL \gH7FN Policy Director5

<P<j_VK GSSHsMkr@(*KN)9kbNH7^9# 3N~@G"8h

]<HXN"/;9)fK">wvDKX9kM8v`rH_~l^9#

Policy Director5<P<O"!N}!GHis6/7gsr0;7^9#

1. f<6<O"(=N ACL K>CF) 8h5<P<eNWa]<HH\39k3H

,G-k+?

Yes -- 3T9k#

No -- \3Warq]9k#

2. f<6<O"\gr#G7F>w9k3H,G-k+?

Yes -- \gr#G7FWar>w9k# Wa]<HHN TCP\3rN)9k#

No -- \3Warq]9k#

h0T"Wj1<7gs&5<P<GO"oK"5]n TCP \3rHQ7^9#3

Nh&J=.O"Hi9FCI&MCHo</D-bGHQ7F/@5$#

\g Policy Director 5<P<HN/.\3

3N7Jj*GO"]n5l?jb<H Policy Director5<P<Kos9k"Wj1

<7gsKD$FM(^9#3N7Jj*GO"NetSEAL\gH7FN Policy Director

5<P<j_VK GSSHsMkr@(*KN)9kbNH7^9# 3N~@G"8

h]<HXN"/;9)fK">wvDKX9kM8v`rH_~l^9#3lK

hCF"fVXN5<P<rNBK]nG-kh&KJj^9#

Policy Director5<P<O"!N}!GHis6/7gsr0;7^9#
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1. 8h^7seNWa]<HO (ACL G) ]n5lF$k+?

Yes -- War;-ejF#<&^M<8c< (secmgrd)KO9#

No -- /.\3rvD9k#

2. f<6<O"\gr#G7F>w9k3H,G-k+?

Yes -- \gr#G7FWar>w9k# Wa]<HHN TCP\3rN)9k#

No -- \3Warq]9k#

\g]n[9HHN/.\3

3N7Jj*GO"]n5l?jb<Hh0T5<P<Kos9k"Wj1<7g

sKD$FM(^9#3N7Jj*GO"NetSEAL \gH7FN Policy Director5

<P<j_VK GSSHsMkr@(*KN)9kbNH7^9# 3N~@G"8h

]<HXN"/;9)fK">wvDKX9kM8v`rH_~l^9#

Policy Director5<P<O"!N}!GHis6/7gsr0;7^9#

1. 8h^7seNWa]<HO (ACL G) ]n5lF$k+?

Yes -- War;-ejF#<&^M<8c< (secmgrd)KO9#

No -- /.\3rvD9k#

2. f<6<O"\gr#G7F>w9k3H,G-k+?

Yes -- \gr#G7FWar>w9k# Wa]<HHN TCP\3rN)9k#

No -- \3Warq]9k#
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TCP 5<S9N]n
TCP 5<S9&]<HN ACL GO"3liN]<HXN"/;9r)f7^9#

NetSEAL/i$"sH&f<6<O"=Nf<6<KP9k\3 (C) vD,]<H&

*V8'/HN ACL KXj5lF$lP"CjN TCP 5<S9K"/;99k3

H,G-^9#

I}TO"ACL bN:vN-~`\+i\3vDr|n9k3HG"TCP 5<S9

XN"/;9rq]9k3H,G-^9#

ACL vDG"NetSEALL.N]nNJAr)f9k3HbD=G9#G<?]4-

vDHWi$P7<vDN"koNH_go;KhCF"]nNJA,h^j^

9#NetSEAL\grp7F"/.L.N]nNJAr)f9k3H,G-^9# ]

nNJAr)f9kKO"8h]<H&*V8'/HN ACL N-~`\K"]4v

DHWi$P7<vDrXj9k,W,"j^9#

F9H5lk ACL O"*V8'/HNMCHo</&"Il9HMCHo</&^

9/KhCFGgBKCj5l^9#ACL !:NBTP]G"kWa*V8'/Hr

+D1k]KO"8h]<HN ACL N-5OM8K~lil^;s#

?H(P"!Nh&K ACL ,=.5lF$klg"10.0.0.1K TelnetGm0$s9

k/i$"sHKO" ACL 3 K>CF"/;9,vD5l^9#Policy DirectorO"

lW9kMCHo</eN]<H 23 K@(* ACL ,~CF$klgGb"/;9

rvD7^9#

10.0.0.0:255.255.255.0 ACL1

10.0.0.0:255.255.255.0/Port 23 ACL2

10.0.0.1:255.255.255.255 ACL3
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h18O NetSEAL: lLI}?9/

Policy Director NetSEALO"e. TCP/IPL.r!)]n9k?aN>[d_V (VPN)

=je<7gsN 1 DG9#j=<9&^M<8c<H7F"NetSEALO"f<6

<,CjN TCP"Wj1<7gsH\3G-k+I&+r)f7^9#3NOGO"

MCHo</Kgo;F NetSEALr+9?^$:9klgKBTG-klLI}?

9/KD$Fb@7^9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8NXNetSEAL ;-ejF#<rHQD= / HQTDK9kY

v 250Z<8NXNetSEAL "/;9)fNHQY

v 251Z<8NX]nMCHo</NI}Y

v 251Z<8NXNetSEAL \gNI}Y

v 252Z<8NX]n]<HNI}Y

v 254Z<8NX]n]<HNL>NI}Y

v 254Z<8NXHi9FCI&[9HHHi9FCI&MCHo</N=.Y

v 256Z<8NXSSL ?$`"&H&Qia<?<N_jY

v 257Z<8NXNetSEAL \3Ndj6jY

NetSEAL ;-ejF#<rHQD= / HQTDK9k
NetSEALrHQD= / HQTDK9kKO"ivadmin f<F#jF#<rHQ7^

9#

NetSEAL rHQD=K9k
CjN Policy Director5<P<eN NetSEALrHQD=K9kKO"!Nh&K~

O7^9#

ivadmin> server enable /NetSEAL/hostname

?@7" hostnameO"5<P<N[9H>+iIa$s>r|$?bNG9#

5<S9,9GKHQD=KJCF$klgd5<S9NXj,5zNlg"Policy

Director O(i<ra7^9#

Policy Director[[N NetSEALHiCW (IVTrap) =.WG,$s9H<k5lF$

J$lg"Policy DirectorO"GU)kHN_jKhj"NetSEALrHQTDK7^

9#

NetSEAL rHQTDK9k
CjN Policy Director5<P<eN NetSEALrHQTDK9kKO"!Nh&K~

O7^9#

ivadmin> server disable /NetSEAL/hostname
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NetSEAL u7
NetSEAL5<P<u7r!:9kKO"!N server status 3^sIrHQ7^9#

ivadmin> server status /NetSEAL/hostname

u7spKhCF!Nps,=(5l^9#

v NetSEAL 5<P<OHQD=HHQTDN$:lK5lF$k+#

v NetSEAL 5<P<OHQD=+#

v lWj+ NetSEAL =.NG<?Y<9O975lF$k+]+#

NetSEAL "/;9)fNHQ
Policy Director ACL vDO"!Nh&J;-ejF#<Ndjrh}9klgK"

NetSEAL \3GHQ9k3H,G-^9#

v 8h]<HJIN TCP 5<S9XN"/;9NvD

v NetSEAL \gr#G9kQ1CH>wNvD

v G<?]4-HWi$P7<N]Z

8h]<H&*V8'/HN ACL GO"=N]<HXN"/;9r)f7^9#ACL

-~`\KO"f<6<^?O0k<W,=N]<Hr"/;9G-kh&K9k

?aN\3 (C) vDrXj9k,W,"j^9#\3vDGO"]nMCHo</e

N"Wj1<7gs&5<P<XN"/;9b)f7^9#

Policy Director5<P<eN ACL O"/.\3rP]H7F*j" NetSEAL \g

rLkHiP<9r)f7^9#ACL -~`\KO"f<6<^?O0k<W,=N

\3r#G7F"/;9G-kh&K9k?aN>w (f) vDrXj9k,W,"j

^9#

\g5<P<NA'<sNfVK"k=l>lN Policy Director5<P<&*V8'

/H4HK">w (f) vDrHQ7!:7^9#

"/;9 b@

C \3
NetSEAL 5<P<rp7Fm<+k^?Ojb<HN]n5

<S9K\39k#

f >w
NetSEAL \gr#G9k/.\3"D^j\gNHiP<9

rvD9k#

ACL vDG"NetSEALL.N]nNJAr)f9k3HbD=G9#G<?]4-

vDHWi$P7<vDN"koNH_go;KhCF"]nNJA,h^j^

9#

NetSEAL\grp7F"/.L.N]nNJAr)f9k3H,G-^9# 8h]

<H&*V8'/HN ACL bN-~`\K"]4- (I) vDHWi$P7< (P) v

DrXj9k,W,"j^9#G<?]4-HWi$P7<O"Hi9FCI&M

CHo</eNh0T (Policy DirectorJ0N) "Wj1<7gs&5<P<^GH%

9k3HOG-^;s#
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]nMCHo</NI}

MCHo</O"NetSEAL KhCF]n5lF$k Policy DirectorJ0N5<P<

H_J93H,G-^9#ivadmin f<F#jF#<rHQ7F"MCHo</rj
A*hSI}7^9#3N3^sIKO"]nMCHo</NIC"o|"j9H

,"j^9#

3^sI b@

netseal network add network netmask[network-alias]

NetSEAL KhCF]n5lk77$MCHo</rn.7^9#

network/netmaskNZ"O"8`N IP MCHo</&"Il9VfHMC

H^9/r=7^9#MCHo</O"MCHo</NL>r*W7gs

GHQ7F1L9k3H,G-^9#L>rXj7J+C?lgO"MC

Ho</r networkH netmaskNZ"G1L9k,W,"j^9#=NM

CHo</,9GK8_7F$klgO"(i<,a5l^9#

netseal network delete network-id

network-id,!N$:l+HlW7F$kXj7?MCHo</r"79

F`+io|7^9#

v network/netmaskNZ"

v network-alias

network-idz-tO"network/netmaskNZ"+MCHo</L>NIAiG

b+^$^;s#79F`bN3NMCHo</N2HO"9YF"

NetSEAL\gb^aF|n5l^9#G<?Y<9K3NMCHo</,J

$lgO"(i<,a5l^9#

netseal network list

G<?Y<9bN9YFNMCHo</r=(7^9#3lKO"MCH

o</HMCH^9/NZ"N[+K"jA5lF$k9YFNL>b^

^l^9#

c :

ivadmin> netseal network add 10.125.0.0 255.255.255.0 west

3N3^sIGO"NetSEALG]n9kMCHo</NXjK"MCHo</&N<

I 10.125.0.0A 10.125.0.255rIC7^9#^?"3N3^sIGO"L> west r

3NMCHo</NXjKdjvF^9#

NetSEAL \gNI}
NetSEAL\gKhCF"Policy Director5<P<rp7FAw5lkL.N}~,h

^j^9# \gO"2 DNPolicy Director5<P<V""k$O"Policy Director5

<P<HMCHo</HNVKn.9k3H,G-^9# GSSHsMkrHQ9l

P"2 DN Policy Director5<P<VN\gr#G9kL.,!)]n5l^9#

ivadmin f<F#jF#<rHQ7F"NetSEAL \grjA*hSI}7^9#3

N3^sIKO"NetSEAL \gNIC"o|"*hSj9H,"j^9#

3^sI b@

netseal junction add hostname destination
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NetSEAL 5<P<+iXjN8hXN\grn.7^9#3NlgN

hostnameKO"NetSEAL 5<P<>+iIa$s>rhjnC?bNrX

j7^9#^?"destinationO"!N$:lGb+^$^;s#

v pd-server

v network/netmaskNZ"

v network-alias

3N\g,9GK8_7F$k+"[9H&5<P<,8_7F$J$

+""k$O"8h,8_7F$J$lgKO"(i<,a5l^9#

netseal junction delete hostnamedestination

NetSEAL 5<P<+iXjN8hXN\gro|7^9#3NlgN

hostnameKO"NetSEAL 5<P<>+iIa$s>rhjnC?bNrX

j7^9#^?"destinationO"!N$:lGb+^$^;s#

v pd-server

v network/netmaskNZ"

v network-alias

3N\g,=_8_7F$J$lgKO"(i<,a5l^9#3N3^

sIO"=T\3KO5zG9#

netseal junction list hostname

XjN NetSEAL 5<P<N9YFN NetSEAL \gr=(7^9#

c :

ivadmin> netseal junction add clipper west

3N3^sIGO"NetSEAL 5<P< clipper +i"L> west GjA7F$kM

CHo</XN\grn.7^9#3N3^sIGO"P)XjN}~ (clipper +

i west) bjA7^9#NetSEAL \gO1l}~G9#

]n]<HNI}

Policy Director NetSEAL5<P<GO"CjN]<H"[9H"*hSMCHo</

KP7F";-ejF#<&5<S9rs!7^9#?H(P"Cj]<HeN Telnet

NL.r]n9kh&K NetSEAL 5<P<r=.9k3H,G-^9#

ivadmin netseal f<F#jF#<rHQ7F"NetSEAL G]n9k]<HNj9

HrjA7^9#3N3^sIKO"]n]<HNIC"o|"*hSj9H,"

j^9#Policy Director5<P<dMCHo</N]<HrXj9k3H,G-^9#

3^sI b@

netseal port add destination port-id
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XjN port-id eNXjN8hXN\3r]n7^9#3NlgN

destinationO"!N$:lGb+^$^;s#

v pd-server

v network netmask

v network-alias

^?"port-id O"!N$:lGb+^$^;s#

v port

v port-range

v port-alias

3N]<H,9GK]n5lF$klg"5<P<,8_7F$J$l

g"^?O"]<HL>,8_7F$J$lgKO"(i<,a5l^

9#

netseal port delete destination port-id

XjN]<HeNXjN8hXN\3N]nrd_7^9#3NlgN

destinationO"!N$:lGb+^$^;s#

v pd-server

v network netmask

v network-alias

^?"port-id O"!N$:lGb+^$^;s#

v port

v port-range

v port-alias

3N]<H,b&]n5lF$J$lg"5<P<,8_7F$J$l

g"^?O"]<HL>,8_7F$J$lgKO"(i<,a5l^

9#

netseal port list destination

XjN8hN9YFN]<HNj9Hr=(7^9#3NlgN

destinationO"!N$:lGb+^$^;s#

v pd-server

v network netmask

v network-alias

5<P<,8_7F$J$lgKO"(i<,a5l^9#

m: ]<HNOOr@C7eGhZC? 2 DN]<HVf (22-88JI) G=7^9#

c :

ivadmin> port add west 23

3N3^sIGO"MCHo</L> “west” GXj7F$kMCHo</eN]<

HVf 23 r NetSEAL ]n]<HH7FjA7^9#

h18O NetSEAL: lLI}?9/ 253



]n]<HNL>NI}

ivadmin f<F#jF#<rHQ7F"]<HL>rjA*hSI}7^9#3N3
^sIKO"]<HL>NIC"o|"*hSj9H,"j^9# ]<HL>rHQ

7F"HiCW&]<HNOOrbCH,+jd9$}!G1L7^9#

3^sI b@

netseal port-alias add port-spec port-alias

XjN]<HEMN77$]<HL>rn.7^9#3NlgN port-spec

O"!NIAiGb+^$^;s#

v port

v port-range

3N]<HOOKLN>0G9GKL>,Xj5lF$klgKO"(i<

,a5l^9#

netseal port-alias delete port-id

79F`+i"XjN port-id N]<HL>ro|7^9#3NlgN

port-id O"!N$:lGb+^$^;s#

v port

v port-range

v port-alias

G<?Y<9K3N]<HL>,J$lgKO"(i<,a5l^9#

netseal port-alias list

G<?Y<9K"k9YFN]<HL>r=(7^9#

c :

ivadmin> netseal port-alias add 23 telnet

3N3^sIGO"]<HVf 23 N]<HL> telnet rn.7^9#

ivadmin> netseal port-alias add 5000-5010 pilot

3N3^sIGO"]<HOO 5000A 5010N]<HL> “pilot” rn.7^9#

Hi9FCI&[9HHHi9FCI&MCHo</N=.

Policy Director NetSEAL5<P<GO"CjN]<H"[9H"*hSMCHo</

KP7F";-ejF#<&5<S9rs!7^9#?H(P"Policy DirectoreN

Cj]<HN TelnetNL.r!)]n9kh&K NetSEAL5<P<r=.9k3H

,G-^9#5iK"NetSEAL5<P<O"79F`rHi9H7?j (Hi9FC

I&[9H)"[9HN8grHi9H9k (Hi9FCI&MCHo</) 3HbG

-^9#

secmgrd.conf=.U!$kN [trusted_hosts] 9?s6d [trusted_networks] 9?

s6KO"Hi9FCI&[9HHHi9FCI&MCHo</r1L9k?aN

Qia<?<rXj7^9#
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Hi9FCI&[9H

NetSEAL5<P<O".jYNb$CjNHi9FCI&5<P< ([9H) HQK

KL.rT$^9#NetSEAL,3liN5<P<+iP5lke.Wa+i"/;9

)frH|G-kh&K9k3HG"QU)<^s9NG,=r^k3H,G-^

9#

m: Hi9FCI&[9Hr1L9k3HKhj"79F`O"IP 9W<U#s0N

OC-s0ru1d9/Jj^9#3Nh&JOC-s0+i9YFNHi9

FCI&[9HrNBK]n9kh&K7F/@5$#

GU)kHGO"Policy DirectorO"INHi9FCI&[9Hb1L9k3HO"

j^;s#

Hi9FCI&[9Hr1L9kKO"[trusted_hosts] 9?s6rHQ7F"IP "

Il9H5<P<>rj9H7^9#

?H(P"IP "Il9, 220.12.35.102N “typhoon” H$&>0N5<P<+iP5

lk9YFNWarHi9H9kKO"!Nh&K~O7^9#

[trusted_hosts]
220.12.35.102 = typhoon

NetSEALHiCWrHQ7F^7sr!)]n7F$klgO"QKKm<+k&^

7sNHi9H,,WKJj^9#m<+k&^7srHi9H9lP"=N^7

seGBT5lk5<S9O!=731k3H,G-^9#3liN5<S9O"

]<Hd]<HNOOKP7Fs'Z"/;9,*UK5l?lgGb3T7^

9#

Policy DirectorO"m<+k&^7srHi9H 9k?aK!N-~`\r,WH7

^9#

v m<+k&[9HQN 1 DN-~`\

v =N^7sKX"U1ilF$k=l>lN IP "Il9QN-~`\

?H(P"NetSEAL 5<P< typhoonK"IP "Il9 220.12.35.102rXj7F$

kH7^9#15<P<eNLNWm;9KO"127.0.0.1H$&m<+k&[9H IP

"Il9rXj7F$kH7^9#NetSEAL 5<P< typhoonKX7F15<P<

eN>NWm;9+iP5lk9YFNm<+kWarHi9H9kKO"!Nh

&K~O7^9#

[trusted_hosts]
220.12.35.102 = typhoon
127.0.0.1 = localhost

Lo"IP "Il9O"1 DN^7sKD- 1 D7+Xj5l^;s,"#tNMC

Ho</K\35l"#tN"Il9,Xj5lk^7sb"j^9#

Hi9FCI&MCHo</

MCHo</K5VMCH4N"^?O"Hi9FCI&79F`Nm<+k&(

j"&MCHo</,H_~^lF$klgO"=l>lN[9Hrj9H7J/

Fb"5VMCH4NrXj9k3H,G-^9#
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GU)kHGO"Policy DirectorO"INHi9FCI&MCHo</bjA9k3

HO"j^;s#

Hi9FCI&MCHo</r1L9kKO"[trusted_networks] 9?s6rHQ7

F"5VMCHN IP "Il9HMCH^9/rj9H7^9#

?H(P"5VMCH 192.96.32.0+iP5lk9YFNWarHi9H9kKO"

!Nh&K~O7^9#

[trusted_networks]
192.96.32.0 = 255.255.255.0

SSL ?$`"&H&Qia<?<N_j
_jG-k SSL ?$`"&H&Qia<?<KO"!NbN,"j^9#

v XSSL ;C7gs&-cC7e&?$`"&HN_jY

v XSSL \3?$`"&HN_jY

SSL ;C7gs&-cC7e&?$`"&HN_j
secmgrd.conf=.U!$kN [ssl] 9?s6KO"E* SSL;C7gs&-cC7

e&?$`"&Hr_j9k?aNQia<?<,~CF$^9#

NetSEALGO"bt*K/jGs7ckpsr-cC7eK~l^9#;C7gs&

-cC7e&?$`"&H&Qia<?<KhCF"vD-/jGs7ckps,

NetSEAL eNabj<bKHI^k~VN95rX(7^9#

3NQia<?<O"sh0?$`"&HGO"j^;s#3NMO"/jGs7

ck&?$`"&H GOJ/"/jGs7ck83~V K^CW5l^9#3N\

*O"XjN?$`"&HBYK#7?~@Gf<6<KF'Zr/)9k3HK

hCF";-ejF#<r/=9k3HK"j^9#

GU)kHN-cC7e&?$`"&H (Ct) O!NH*jG9#

[ssl]
ssl-cache-timeout = 3600

3NMr407F"5<P<,h}9k,W,"k SSL WaNLK~8F"5<P

<NQU)<^s9Hf<6<NX9HNPis9r^j^9#

SSL \3?$`"&HN_j
secmgrd.conf=.U!$kN [ssl] 9?s6KO"SSL \3?$`"&Hr_j9

k?aNQia<?<,~CF$^9#

NetSEAL, NetSEAT/i$"sH+i NetSEAL SSLHsMkrp7F SSL\3

ru1~lkH"SSLWmH3k&OsI7'</,Tolk,W,"j^9#3N

Qia<?<GO"SSL \3N+O~K NetSEAT, SSL OsI7'</rOak

^GN;-ejF#<&^M<8c<NTA~Vr)f7^9#3N~V,Pa9

kH";-ejF#<&^M<8c<O\3r7cCH@&s7^9#

GU)kHN SSL \3?$`"&H (Ct) O!NH*jG9#

[ssl]
ssl-init-connect-timeout = 120

256 Policy DirectorI}Njz-



NetSEAL \3Ndj6j
NetSEAL \3rdj6k?aNQia<?<O"secmgrd.conf=.U!$kN

[netseal] 9?s6K~CF$^9#

NetSEAL GvD9k1~\3NGgtrXj9kKO"max-connectionsrHQ7^

9#

Policy DirectorN$s9H<k~K"!Nh&JGU)kHM,_j5lF$^9#

[netseal]
max-connections = 32

MCHo</bNL.LroKG,JMKJkh&K"3NMrg-/9k3Hb

D=G9#max-connectionsN_j,.5a.kH"77$iYro<G\3,q]5

l^9#3NMN_j,g-a.kH"j=<9,2q5l"5<P<NQU)<

^s9,c<7^9#

m: 3N=.Qia<?<N<BO 20 G9#20 hjb.5$_jMrXj7h&H

7Fb"3NMO"GU)kHKhCF 20 K_j5l^9#
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h19O NetSEAT: 5W

Policy Director NetSEAT/i$"sHrHQ9kH" Policy Director;-e"&I

a$sXN Windows /i$"sHN2C,D=KJj^9#NetSEAT KhCF"

Windows/i$"sHH Policy Director5<P<HNVK;-e"&HsMkAw

,s!5l^9# NetSEATO" SSL^?O GSSHsMkAwrHQ9k3HGL

.rEf=7^9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8NXNetSEAT/i$"sHN5WY

v 261Z<8NX;-e"&HsMkAwY

v 263Z<8NXG#l/Hj<&5<S9&Vm<+<Y

NetSEAT /i$"sHN5W
Policy Director NetSEAT/i$"sHrHQ9kH"Windows /i$"sHO"

Policy DirectorN WebSEAL*hS NetSEAL5<P<HB4JL.rT&3H,G

-kh&KJj^9#NetSEATr Windowso</9F<7gsKIC9k3HG"

=No</9F<7gsr Policy Director;-e"&Ia$sNfK~kh&K=.

G-^9#;-e"&Ia$sHO"NetSEAT, Policy DirectorN'Z*hSvD

N;-ejF#<&5<S9rHQG-kH3mG9#

NetSEATO"MCHo</&WmH3k&lYkG'ZHaC;<8]nrs!7^

9#"Wj1<7gsO"NetSEATrHQ9k?aKF3sQ$kdFjs/rT&

,WO"j^;s#

NetSEATO"MCHo</Wa, WinsockXrLa9k0K"=liNWareT

u.9k3HG"Windows/i$"sHH Policy Director5<P<HNVNMCH

o</L.r!)]n7^9#NetSEATGO"=N=.psrHQ7F"FQ TCP/IP

"Wj1<7gs+iP5l?War'17^9#FQ TCP/IP"Wj1<7gsK

O"TELNET"POP3"^?O HTTP JI,"j^9#

/i$"sHWa, Policy Director5<P<eN"Wj1<7gsKP7FP5lk

H" NetSEATO"=N Policy Director5<P<XN;-e"&HsMkr)a*K

N)7^9#=NeG"NetSEATO"=NHsMkrp7F/i$"sHWarj@

$l/H7^9#

NetSEATO"SSLHsMk^?O GSSHsMkrHQ7F"Policy Director5<P

<HNL.r!)]n*hSEf=7^9#SSLHsMkGO"SSLrHQ7FL.

rEf=7^9# GSSHsMkO"GSS APIrHQ7FL.rEf=7^9#
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5]<H5lF$k=.

J<N`\Gb@7F$kh&K"$/D+N[Jk\*G NetSEAT/i$"sH

r[V9k3H,G-^9#

v X>[d_V/i$"sHY

v XWindows NTeN Policy DirectorN5]<H&b8e<kY

v 261Z<8NXPolicy DirectorI}3s=<kN5]<H&b8e<kY

>[d_V/i$"sH

NetSEATO"Policy Director NetSEAL5<P<HN;-e"L.js/rs!9k

?aK;-e"&HsMkrHQ9k>[d_V (VPN) /i$"sHH7F=.9k

3H,G-^9#

VPN /i$"sHH7F"NetSEATO"!N?$WNHsMkrHQ7FL.rE

f=9k3H,G-^9#

v SSL

v GSS

Windows NT eN Policy Director N5]<H&b8e<k

Policy DirectorGO"Policy Director for Windows NTN5<P<=.WGN$s9

H<k4HK"5]<H&b8e<kH7F NetSEATr$s9H<k7^9#Policy

Director for Solaris and AIXNlgO" NetSEAT/i$"sH+i3N5]<Hr

@k,WO"j^;s#

3NrdK*$F"NetSEAT/i$"sHO"Policy Director;-ejF#<&5<

S9KhkbtHQN?aK+<Mk&HiCWrs!7^9#

Policy Director for Windows NTN5]<H&b8e<kH7F"NetSEATO"J<

N5<S9r,WH7^9#

v G#l/Hj<&5<S9&Vm<+<

v GSSHsMkAw
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GSSHsMkAwO" Policy Director for Windows NT^?O WindowseN Policy

DirectorI}3s=<kN$:l+KP9k5]<H&b8e<kH7F NetSEAT/

i$"sHr$s9H<k9klgKHQ7^9#

Policy Director I}3s=<kN5]<H&b8e<k

Windows /i$"sHeG Policy Director I}3s=<krBT9klgO"

NetSEATr5]<H&b8e<kH7F$s9H<k9k,W,"j^9# 3Nh

&J=.G NetSEAT rHQ9kH"I}TO"I}3s=<krHQ7F"

Windows79F`+iI}?9/rBT9k3H,G-^9#Windows79F`K"

Policy Director5<P<=.WGr$s9H<k9k,WO"j^;s#

I}3s=<kN5]<H&b8e<kH7F"NetSEATO"J<N5<S9r,W

H7^9#

v G#l/Hj<&5<S9&Vm<+<

v GSSHsMkAw

GSSHsMkAwO" Policy Director for Windows NT^?O WindowseN Policy

DirectorI}3s=<kN$:l+KP9k5]<H&b8e<kH7F NetSEAT/

i$"sHr$s9H<k9klgKHQ7^9#

;-e"&HsMkAw

/i$"sHWar>w9k0K"NetSEATGO";-e"&HsMkrHQ7F"

(,ZJ;-e"&Ia$sr@k?aK) Policy Director;-ejF#<&5<P<

K"m7^9#^?"NetSEATGO";-e"&HsMkrHQ7F"/i$"sH

N1LH/jGs7ckNN)bT$^9#/i$"sHN'Z,5oKTol?

~@G"NetSEATO"LN;-e"&HsMkbNWaHis6/7gsr+W;k

=7^9#^?"NetSEATO",QG-k;-ejF#<_jK>CF"WaHis

6/7gsr0;7^9#

?H(P"WebVi&6<G"WebSEALKhCF!)]n5lF$k5<S9dj

=<9XN"/;9rWa7?lg"NetSEATO"=NWar)a*KeTu.7^

9#3l, Policy DirectorXNGiNWaG"j"'Z,,WH5lklg"NetSEAT

O"f<6<KP7F"m0$s&@$"m0&\C/9rHQ7FWmsWHr

P7^9#

Policy Director,f<6<r'Z7?i"NetSEATO"=liN/jGs7ckK>

CF$ke3NWaH;-e"&HsMkr)a*KvD7^9#NetSEATGO"=

liN/jGs7ckrHQ7F"=l>lNWaKX7FvDhjr<7^9#

NetSEATO"262Z<8NXSSLHsMkAwNHQY*hS 262Z<8NXGSSH

sMkAwNHQYGb@7F$kh&K" 2 DN[Jk?$WN;-e"&HsM

krN)9k3H,G-^9#
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SSL HsMkAwNHQ
SSLHsMkAw H$&QlO"SSL WmH3krHQ9k;-e"&HsMkr

=7^9#NetSEATO"Policy Director NetSEALN VPN /i$"sHH7F[V

5l?lgK SSL HsMkAwrHQ7^9#SSL HsMkrHQ9k3HG"

NetSEAT=.,1c=5l^9#3N7Jj*Nlg"I}TO"Policy Director;

-e"&Ia$sbN DCE 5<S9N=.rXj9k,WO"j^;s#

SSLHsMkO"/i$"sH,U!$"&)<kKhCF]n5lF$kG<?X

N"/;9r,WH9klgKbrK)A^9#3Nb<IK"klg"NetSEAT

O"U!$"&)<kNe}K"k Policy Director5<P<HN9YFNL.K1l

]<HrHQ7^9#Policy DirectorO";-e"&HsMkbN]<Hrp9k9

YFNL.r+W;k=7^9#

NetSEATN=.~K"U!$"&)<kr#G9kH-KHQ9k]<HVfrXj

9k3H,G-^9#3N]<HVfO"NetSEAL5<P<eK=.5lF$k]<

HHlW9k,W,"j^9#

SSLHsMkAwO"LDAP f<6<&l89Hj<^?O DCE f<6<&l89

Hj<N$:l+rp7F'Z5lkf<6<,HQG-^9#

GSS HsMkAwNHQ
Ql GSSHsMkAw O"lL;-ejF#<&5<S9 API (GSS API)NHQ

KpE/;-e"&HsMkN3HG9#NetSEAT O" DCE ;kHL.9k]K

GSSHsMkrHQ7^9#

3Nb<IGO"NetSEATO"DCE;kbN>N5<P<eK"k;-ejF#<&

^M<8c< (secd)*hS?$`&5<P< (dtsd)rHQ9k/i$"sHG9#

NetSEATO" Policy DirectorG#l/Hj<&5<S9&Vm<+<rHQ7F"

DCE ;kbNLNljK"k;k&G#l/Hj<&5<S9 (cdsd)KP7FM<

`9Z<9&kC/"CWWaNe}Q$bT$^9#

;-e" GSSHsMkO"f<6<N PKI m0$sr"Entrust/i$"sHrp

7F" Policy DirectorN;-e"&Ia$sK"kf<6<N1LK}g9k]KH

Q5l^9#3N7Jj*GO"f<6<O" Entrust PKI/i$"sHrHQ7F

=l>lNo</9F<7gsKm0$s7^9#f<6<, Policy Director'Z*

hSvD5<S9rHQ7h&H9kH" NetSEATH Policy Director5<P<HN

VK;-e"&HsMk,N)5l^9#Policy Director5<P<O"'Z*hSv

DhjrT&?aK" PKI m0$s1Lrf<6<N Policy Director1LK+0*

K^CW7^9#
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LDAP l89Hj<KhCF'Z5l?f<6<KO" GSSHsMkAwrHQG

-^;s#

]n5<P<XN"/;9

NetSEAT/i$"sHO"Policy Director NetSEAL5<P<XN=N;-e"&H

sMkrHQ7F"War$UNjb<H&"Wj1<7gs&5<P<Kw.9

k3H,G-^9#3liNjb<H&"Wj1<7gs&5<P<O"NetSEAL5

<P<KhCF]n5l^9#NetSEATN=.~K"I}TO!NbNrXj9k3

H,G-^9#

v "Wj1<7gs&5<P<N>0#

v =lr]n9k NetSEAL 5<P<#

v NetSEATH NetSEALHNVGHQ5lk;-e"&HsMkN?$W (SSLHs

Mk^?O GSSHsMk)#

3NpsrHQ7F=.7?lg"NetSEATO""Wj1<7gs&5<P<KP9

k Windows/i$"sHNWareTu.7^9#=NeG"NetSEATO";-e

"&HsMkrp7F"=liNWar Policy Director NetSEAL5<P<KP)X

j7^9#

NetSEATO"Policy Director NetSEAL,5VMCHr]n7F$klgK"]n5

VMCH4Nr"/;99kh&K=.9k3HbD=G9#3NcH7FO"

Policy Director NetSEAL5<P<KhCF$s?<MCH+i]n5lF$k$sH

iMCH,e2il^9#

G#l/Hj<&5<S9&Vm<+<

NetSEATO" Policy Director5<P<*hS WindowseNI}3s=<kN5]

<H&b8e<kH7FHQ7?lg (GSSHsMkAw)"G#l/Hj<&5<S

9&Vm<+< (DSB) N5<S9r,WH7^9#DSB O" Policy Director5<P

<HNL.K,WG9# DSB Wm-7<NM<`&9Z<9GO"18;-e"&

Ia$sbK"k;k&G#l/Hj<&5<S9&5<P<KP7FkC/"C

WrT$^9#

Policy DirectorO"Policy DirectorI}5<P< (IVMgr) QC1<8NltH7F"

DSB r+0*K$s9H<k7^9#NetSEAT/i$"sHO"G#l/Hj<&

5<S9&Vm<+<N[9HH7FNrdrL?95<P<&79F`N>0r

'19kh&K=.9k,W,"j^9#
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h20O NetSEAT: lLI}?9/

3NOGO"NetSEAT/i$"sHN=.";-ejF#<&3sF-9HNI}"

*hSdjN!PH{5 (HiVk7e<F#s0 ) rT&lgN79F`I}?9

/KD$Fb@7^9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8NXNetSEAT/i$"sHN=.Y

v 266Z<8NXNetSEAT=.D<kN+OY

v 266Z<8NX;-e"&Ia$sbXN NetSEATNICY

v 267Z<8NXDCE 5<P<NICY

v 268Z<8NXDCE 5<P<&WmQF#<N_jY

v 269Z<8NXNetSEAL 5<P<N=.Y

v 272Z<8NX}gm0$sN=.Y

v 275Z<8NXH%m0$s (PKI }g) N=.Y

v 276Z<8NXGg~VGk?N_jY

v 277Z<8NXMCHo</&j=<9XN"/;9Nq]Y

v 277Z<8NXSSL Wm-7<N=.Y

v 278Z<8NXNetSEAT;-ejF#<&f<F#jF#<NHQY

v 279Z<8NXnetseat_pingKhkHiVk7e<F#s0Y

NetSEAT /i$"sHN=.
=l>lN NetSEAT/i$"sHO"Policy Director;-e"&Ia$sK~kh

&K=.7^9#NetSEAT/i$"sHO"$s9H<k~K=.9k3H,G-^

9,"$s9H<keGb=.9k3H,G-^9# NetSEAT=.D<k (f<F

#jF#<) KO"0iU#+k&f<6<&$s?<U'<9,QU5lF$^9#

3lrHQ9lP"I}TO"/i$"sHrJ1K=.G-^9#

=.7? NetSEATr2C5;k;-e"&Ia$sN3sF-9HbG"9YFN

=.?9/rBT7^9#

=.?9/NfKO"1 DN;-e"&HsMk&?$W (GSS+ SSL)NlgN=

.@1K7+,Q5lJ$bNb"j^9#NetSEATGO"3liN;-e"&Hs

MkrHQ7F"Policy Director5<P<HNL.rT$^9#1K NetSEAL 5<

P<N SSL /i$"sHKJkh&K=.5l? NetSEAT /i$"sHO"=.

?9/NBj5V;CH@1r,WH7^9#

!N=O"=l>lN;-e"&HsMk&?$WKP~9k=.?9/r(7^

9#

HsMk&?$W =.?9/
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GSS H SSL N>}

v X;-e"&Ia$sbXN NetSEATNICY

v 269Z<8NXNetSEAL 5<P<N=.Y

v 277Z<8NXMCHo</&j=<9XN"/;9Nq]Y

GSS N_

v 267Z<8NXDCE 5<P<NICY

v 268Z<8NXDCE 5<P<&WmQF#<N_jY

v 272Z<8NX}gm0$sN=.Y

v 275Z<8NXH%m0$s (PKI }g) N=.Y

v 276Z<8NXGg~VGk?N_jY

SSL N_ 277Z<8NXSSL Wm-7<N=.Y

NetSEATGO"to`N DCE ;-ejF#<&f<F#jF#<NH%!=rs!

7"5iK"DCE 5<S9NDQ-r!:9k?aNf<F#jF#<bs!7^

9#

3liNf<F#jF#<O"GSSHsMkAwrHQ9kh&K NetSEATr=.

9klgKN_HQ7F/@5$#

3liNf<F#jF#<KD$FO"!NaGb@7^9#

v NetSEAT;-ejF#<&f<F#jF#<NHQ (278Z<8NXNetSEAT;-

ejF#<&f<F#jF#<NHQYr2H)#

v netseat_ping rHQ7?djN!PH{5 (279Z<8NXnetseat_pingKhkHi

Vk7e<F#s0Yr2H)#

NetSEAT =.D<kN+O
i|N$s9H<kH=.r0;7?eK NetSEATrF=.9kKO"NetSEAT=

.D<krHQ7^9#^?"i|$s9H<kNSfG=.rd|7?lgKT

& NetSEATN=.Kb"NetSEAT=.D<krHQ7^9#

NetSEAT=.D<kO"!N 2 LjN}!G+O9k3H,G-^9#

v NetSEAT =.D<kr Windows G9/HCW+i+O9k}!#Start →
Programs → Policy Director → NetSEAT → NetSEAT Configuration NgxG

/jC/7^9#

v NetSEAT=.D<kr79F`&Hl$N NetSEAT "$3s+i+O9k}!#
NetSEAT "$3seG&^&9&\?s&/jC/7F+i Properties r*r

7^9#

;-e"&Ia$sbXN NetSEAT NIC
NetSEATr;-e"&Ia$sNfKIC9kKO"!N9FCWr0;7^9#

1. NetSEAT =.D<kr+O7^9# O0~K"NetSEAT =.D<kO"

VNetSEAT=. (NetSEAT configuration)W&#sI&bK Secure Domains ?

Vr=(7^9#

2. Add r/jC/7^9#

3lKhCF"V7,;-e"&Ia$s (New Secure Domain)W@$"m0&\

C/9,=(5l^9#
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3. NetSEATNj0hH9k;-e"&Ia$sN>0r~O7^9#

4. 3NIa$sKP7F5]<H5lF$kWmH3kr*r7F+i"OK r/j
C/7^9#

v Enable GSS r*r7?lgO"XDCE 5<P<NICYKJsG/@5$#

v Enable SSL only r*r7?lgO"269Z<8NXNetSEAL5<P<N=.Y

KJsG/@5$#

5. GSS tunneling only -- #tNIa$sr=.7F$klgO"Secure Domains
?VKaj^9#f<6<&m0$sKHQ9kGU)kH&Ia$sr/4=

(7^9#!$G"Set as Default r/jC/7^9#

=.7F$kIa$s, 1 D@1NlgO"+0*K=NIa$s,GU)kH

KJj^9#

6. OK r/jC/7^9#

DCE 5<P<NIC
GSS;-e"&HsMkrHQG-kh&KIa$sr=.9klgO">N=.*

W7gsr_j9k,W"j^9#

NetSEAT ,kg9k;-e"&Ia$s (^?O;k ) N?aK";kbKXj5

lF$k Policy Director;-ejF#<&5<P<&79F`N>0r~j7^9#

=l>lN79F`Gs!9kp\;-ejF#< (DCE) 5<S9r1L7^9#=

l>lN5<P<4HK"!NbNrs!7F$k+I&+r=L7^9#

v Security -- ;-ejF#<&5<S9 (secd)

v Time -- ?$`&5<S9 (dtsd)

v DSB -- G#l/Hj<&5<S9&Vm<+< (dsb)

v CDS -- ;k&G#l/Hj<&5<S9 (cdsd)

NetSEATO"G#l/Hj<&5<S9&Vm<+< (DSB) , NetSEAT/i$

"sHeGBT5lF$klgKN_"CDSNLVrNk,W,"j^9# Lo"

DSB O"Policy DirectorI}5<P< (IVMgr) H185<P<eGBT9kh&

K=.5l^9#

V7,;-e"&Ia$s (New Secure Domain)WN-~`\rn.7"OK r/j
C/9kH"V;-e"&Ia$sC- (Secure Domain Properties)W@$"m0&\

C/9,=(5l^9#

1. Add r/jC/7^9#

VDCE 5<P<NIC (Add a DCE Server)W@$"m0&\C/9,=(5l^

9#

2. 3N;-e"&Ia$sbG DCE 5<S9rs!9k5<P<N>0r~O7^

9#

3. =l>lN5<P<KD$F"5<S9 Security "Time"DSB"CDS NJ++
i 1 D^?O#t*r7^9#

4. 3N DCE 5<P<KP7F?i+NH%WmQF#<r_j9k,WN"klg

O"*W7gsH7F"Advanced r/jC/9k3H,G-^9#

268Z<8NXDCE 5<P<&WmQF#<N_jYr2H7F/@5$#
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5. OK r/jC/7F"XjN DCE 5<P<eG5]<H5lk5<S9N_jr

0;7^9#

V;-e"&Ia$sNC- (Secure Domain Properties)W@$"m0&\C/9

,FY=(5l^9#

6. !NGU)kHN_jru1~l^9#

v }gm0$s&5]<H : Disabled

v H%m0$s : DCE Login only

;-e"&Ia$sKP7F"*W7gsH7F"}gm0$s&5]<HHH

%m0$sr=.9klgO"J<Nar2H7F/@5$#

v }gm0$sN=. (272Z<8NX}gm0$sN=.Yr2H)#

v H%m0$sN=. (275Z<8NXH%m0$s (PKI }g) N=.Yr2H)#

7. 3N DCE 5<P<N=.r*(?i"OK r/jC/7^9#

V;-e"&Ia$s (Secure Domain)W&#sI&,FY=(5l^9#3lG"

DCE 5<P<NICK,WJ=.?9/O0;G9#

DCE 5<P<&WmQF#<N_j
J<NMO"DCE 5<P<N=.~K"VH% DCE 5<P<NC- (Advanced DCE

Server Properties)W@$"m0&\C/9G_j9k3H,G-^9#3N=.?9/

O*W7gsG9#

WmH3kH]<H

=l>lN DCE 5<P<4HK"*W7gsH7F"=l>lN;-ejF#<&

5<S9GHQ9kWmH3k (TCP^?O UDP) rXj9k3H,G-^9# 3

N!=rHQ9kH" IBM SecureWay Boundary Server=JN=.WGN 1 DG"

k IBM SecureWay FirewallP<8gs 4.1 JINU!$"&)<krL8F*Zl

<7gsr=.9k3H,G-^9#

?H(P"DCE 5<S9KX7F UDP "/;9N*rrr|7F"U!$"&)<

kI}T,=.7? TCP ]<HVfrXj9k3H,G-^9#

%hgL

HQD=J 1 D^?O#tN5<S9N#t3T<rbDIa$srjA9klg

O"NetSEAT,=l>lN5<S9r"/;99kgxrXj9k3H,G-^9#

=l>lN5<S9K5N0trdjvFF"=N%hgLr_j9k3H,G-

^9#tM,g-/JkK>CF"%hgLbb/Jj^9#

3N!=rHQ9lP"I}TO"ER*KGba/K"k5<S9r NetSEATK

GiK"/;95;k3HG"QU)<^s9rG,=9k3H,G-^9#=N

5<S9,HQG-J1lP"NetSEATO"GU)kHH7F"!Kb$%hgLN

5<S9N3T<K"/;97^9#

1. H%WmQF#<r=.9kKO"VDCE 5<P<NIC (Add a DCE Server)W

@$"m0&\C/9rHQ7^9#

2. DCE server r*r7^9#

3. Advanced r/jC/7^9#
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3lKhCF"VH% DCE 5<P<NC- (Advanced DCE Server Properties)W

@$"m0&\C/9,=(5l^9#

4. DCE5<S9HN"mKHQ9kWmH3kr)B9kKO":vN DCE 5<

S9NYK=(5lF$kA'C/&\C/9N*rrr|7^9#3NA'C

/&\C/9N*rrr|9k3HG"HQD=K9k,WNJ$WmH3k,

|n5l^9#

5. ,WK~8":vN DCE 5<P<NYNU#<kIK]<HVfr~O7^9#

6. =l>lN DCE 5<S94HK"%hgLr_j7^9#

7. OK r/jC/7^9#

NetSEAL 5<P<N=.
NetSEAL5<P<HL.9kh&K NetSEATr=.9kKO"!N9FCWr0;

7^9#

1. NetSEAL Servers ?Vr*r7"ImCW@&s&j9H+i;-e"&Ia$
sr*r7^9#

2. Add r/jC/7^9#

VNetSEAL5<P<NIC (Add a NetSEAL Server)W@$"m0&\C/9,=

(5l^9#

3. NetSEAL5<P<N^7s>r~O7^9#

4. NetSEALG GSSHsMkAwd SSLHsMkAwKGU)kHJ0N]<Hr

HQ7F$klgO":vNU#<kIK=liN]<HVfr~O7^9#G

U)kH&]<HrHQ7F$klgO"=NGU)kHMru1~lF/@5

$#

v ;-e"&Ia$sN-~`\Nn.~KHQD=K5lJ+C?WmH3k

O"\+7=(5lF$^9#

v GSSHsMkAw,HQD=K5lF$klgO"Specify Principal Name A

'C/&\C/9r*r7J$G/@5$#3N!=O"0NP<8gsHN

U}~N_9-N?a@1KHQ7^9#

5. SSLHsMkAwrHQ7F*j"7+b"NetSEAT=.K SSL Wm-7<&

5<P<,=.5lF$klg"Policy DirectorO"+0*K Use Proxy Server
A'C/&\C/9r*r7^9#

SSLWm-7<&5<P<rHQD=K7F$J$lg"Use Proxy Server A
'C/&\C/9Os"/F#VG9 (*rr|5lF*j"\+7=(KJCF

$^9)#NetSEAT=.bN SSLWm-7<&5<P<rHQD=K9kKO"

277Z<8NXSSL Wm-7<N=.Yr2H7F/@5$#

6. OK r/jC/7^9#

NetSEAL Server ?V,F=(5l^9#3lG"NetSEAL5<P<O NetSEAT

=.KIC5l^7?#

]n5<P<NIC

NetSEAL5<P<KhCF]n5lF$k"Wj1<7gs&5<P<HNL.Ac

MkrXj9kh&K NetSEATr=.9k3H,G-^9#
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3N*W7gsO"NetSEAT/i$"sH, GSSHsMkAw+ SSLHsMkA

wrHQ7F$klgKH&3H,G-^9#

"Wj1<7gs&5<P<r NetSEATN=.KIC9kH"NetSEATO"=N"

Wj1<7gs&5<P<KP9k Windows/i$"sHNWareTu.7^9#

=NeG"NetSEATO";-e"&HsMkrp7F"=liNWar NetSEAL5

<P<KP)Xj7^9#

]n5<P<r NetSEAT=.KIC9kKO"!NpsrXj7^9#

U#<kI jA

Machine name
TCP/IPIa$sbG"Wj1<7gs&5<P<r'19k?

aN>0#

Tunnel destination
"Wj1<7gs&5<P<r]n7F$k NetSEAL 5<P<

N>0#

Port range
NetSEAL 5<P<KhCF]n5lF$k]n5<P<eN]

<HVf#3N]<H^?O]<HNOOO"NetSEAL 5<P

<eG ivadmin 3^sIKhCFXj5l^9#

Selected Protocol

HsMkAwWmH3k#GSSH SSL O">}Hb";-e

"&Ia$sKP7FHQD=K9k3H,G-^9#Policy

Director NlgO"SSL HsMkAwrXj7F/@5$#

NetSEAL V\3KO"GSSHsMkAwrHQ7^9#

]n5<P<KP9k/.War'19kh&K NetSEATr=.9kKO"!N9

FCWr0;7^9#

1. Host Security ?Vr/jC/7^9#

2. Add r/jC/7^9#

V]n5<P<NIC (Add a Protected Server)W@$"m0&\C/9,=(5

l^9#

3. V^7s> (Machine Name)W KO"NetSEAL5<P<G]n9k5<P<N^

7s>r~O7^9#

NetSEAL5<P< 1 fKD-"1 DN"Wj1<7gs&5<P<@1r]n9

k3H,G-^9#

4. VHsMk8h (Tunnel Destination)WKX7FO"ImCW@&s&j9HrHQ

7F"5<P<r]n9k NetSEAL 5<P<r*r7^9#

5. ,WK~8"ImCW@&s&j9HrHQ7F",ZJHsMkAwWmH3

kr*r7^9#

6. Add r/jC/7^9#

V]<HOONIC (Add a Port Range)W@$"m0&\C/9,=(5l^9#

7. NetSEAL,]n"Wj1<7gs&5<P<HNL.KHQ9k NetSEAL 5<

P<eN]<H^?O]<HNOOrXj7^9#

8. OK r/jC/7^9#

V]n5<P<NIC (Add a Protected Server)W@$"m0&\C/9,F=(

5l^9#

?H(P"<-NcGO"@$"m0&\C/9N-~`\NM,!Nh&K_

j5l^9#
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v “sunshine”H$&>0N NetSEAL5<P<, “thunder” H$&>0N]n5<

P<r]n7^9#

v 5<P< sunshineO"]<H 5000A 5005eG thunderHNL.r]n7^

9#

v Policy DirectorO"NetSEAT/i$"sHH NetSEAL5<P< “sunshine”H

NVK;-e"&HsMkrjA7^9#

v 3N;-e"&HsMkN?$WO SSL HsMkAwG9#

9. OK r/jC/7^9#

Host Security ?V,F=(5l^9#

Policy DirectorO"]n5<P<r NetSEAT=.KIC7^9#

]n5VMCHNIC

NetSEAL5<P<KhCF]n5lF$k5VMCHHNL.AcMkrXj9kh

&K NetSEATr=.9k3H,G-^9#3N*W7gsO"NetSEAT/i$"s

H, GSSHsMkAw+ SSLHsMkAwrHQ9klgKH&3H,G-^9#

"Wj1<7gs&5VMCHr NetSEATN=.KIC9kH"NetSEATO"=N

"Wj1<7gs&5VMCHXN Windows/i$"sHNWareTu.7^9#

=NeG"NetSEATO";-e"&HsMkrp7F"=liNWar NetSEAL5

<P<KP)Xj7^9#

]n5VMCHr NetSEAT=.KIC9kKO"!NpsrXj7^9#

U#<kI jA

Name of Any Machine in
the Subnet

]n5VMCHeN5<P<N>0#

Netmask 5VMCHNMCH^9/ (?H(P"255.255.0.0JI)#

Tunnel Destination 5VMCHr]n7F$k NetSEAL 5<P<N>0#

Select Protocol

HsMkAwWmH3k#GSSH SSL O">}Hb";

-e"&Ia$sKP7FHQD=K9k3H,G-^

9#Policy DirectorNlgO"SSL HsMkAwrXj7

F/@5$# NetSEAL V\3KO"GSSHsMkAwr

HQ7^9#

NetSEAL5<P<KhCF]n5lF$k5VMCHXN/.War'19kh&K

NetSEATr=.9kKO"!N9FCWr0;7^9#

1. Subnet Security ?Vr/jC/7^9#

2. (5VMCHr]n9k) NetSEAL5<P<,~CF$k;-e"&Ia$sr*

r7^9#

3. Add r/jC/7^9#

V]n5VMCHNIC (Add A Protected Subnet)W@$"m0&\C/9,=(

5l^9#

4. NetSEAL5<P<G]n9k5VMCHeN^7sN>0r~O7^9#

NetSEAL5<P< 1 fKD-"1 DN"Wj1<7gs&5VMCH@1r]n

9k3H,G-^9#

5. 5VMCHNMCH^9/r~O7^9#
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6. VHsMk8h (Tunnel Destination)WKX7FO"ImCW@&s&j9HrHQ

7F"5VMCHr]n9k NetSEAL 5<P<r*r7^9#

7. ,WK~8"ImCW@&s&j9HrHQ7F",ZJHsMkAwWmH3

kr*r7^9#

?H(P"J<N-~`\Nlg"NetSEAT O"MCH^9/ 255.255.0.0N5

VMCHK"/;9G-kh&KJj^9#“thunder” H$&>0N79F`,5

VMCHeK8_7^9#SSL HsMk8hGb"k NetSEAL 5<P<

“sunshine”,"3N5VMCHr]n7^9#

Name of Any Machine in the Subnet:
thunder

Netmask: 255.255.0.0

Tunnel Destination sunshine

Select Protocol SSL

8. OK r/jC/7^9#

Subnet Security ?V,F=(5l^9#

3lG"Policy DirectorO"]n5VMCHHL.9kh&K NetSEAT/i$"

sHr=.7^7?#

}gm0$sN=.

NetSEATN$s9H<k~K"*W7gsH7F"}gm0$s&5]<Hr$s9

H<k9k3H,G-^9#NetSEATN$s9H<kKhj"}gm0$sr5]<

H9kh& Windows NTl89Hj<rQ97^9#

}gm0$sr$s9H<k7?eO"NetSEAT=.D<kKhCF"=l>lN;

-e"&Ia$s4HK}gm0$srHQD=K7?jHQTDK9k3H,G

-^9#

NetSEATNi|N$s9H<kH=.~K}gm0$sr=.9k3H,G-^9#

"k$O"eG}gm0$sr=.9k3HbG-^9#=l>lN;-e"&I

a$s4HK"H)7?}gm0$s=.r_j7^9#

}gm0$sr=.9k0K"NetSEATf<6<O!N?9/r0;7F*/,W,

"j^9#

v +0m0$sr,WH9k=l>lN;-e"&Ia$sbK"+&sHrN]

9k#

v =l>lN;-e"&Ia$sNasP<KJkh&K NetSEAT/i$"sHr

=.9k#

v ;-e"&Ia$s&m0$sKHQ9kf<6<>*hSQ9o<Ir Windows

NT Ia$sGHQ5lkf<6<>*hSQ9o<IH1|5;k#

}gm0$s=.cN!$

John SmithH$&>0N(s8K"O"Windowsf<6<> jsmith rHQ7F"L

o"Windows NTIa$s ENG Km0$s9kH7^9#3Nf<6<O"!Nh

&K"to`N;-e"&Ia$sKm0$s7^9#
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;-e"&Ia$s> ;-e"&Ia$s

&f<6<&

"+&sH

;-e"&Ia$sNb@

eng.enterprise.com jsmith ;Qt;-e"&Ia$s#

enterprise.com ENG/jsmith qR&L;-e"&Ia$s#

test.enterprise.com test_user

F9HN\*GN_HQ5lk.?N;

-e"&Ia$s#F9H&;kO"U

k&f<6<>l89Hj<r]i7^

;s#eojK"f<6<O"test_user

H7Fm0$s7^9#

John SmithO"NetSEAT=.D<krHQ7F"!Nh&K"=l>lN;-e"&

Ia$s4HK}gm0$sr=.7^9#

;-e"&Ia$s }gm0$s=.

eng.enterprise.com

Microsoft Windows NTf<6< jsmith r;-e"&Ia$

s&f<6< jsmith K^CW7"+0*K jsmith r

eng.enterprise.comKm0$s9k?aKHQD=K5l=.5

l?}gm0$s#

enterprise.com

Microsoft Windows NTf<6< jsmith r;-e"&Ia$

s&f<6< ENG/jsmithK^CW7"+0*K ENG/jsmith

r enterprise.comKm0$s9k?aKHQD=K5l=.5

l?}gm0$s#

test.enterprise.com
jsmith Of<6< test_userH7F3N;kKj0Gm0$s

9k,W,"k?aK"HQTDK5l?}gm0$s#

}gm0$sN=.

}gm0$sr=.9kKO"J<N9FCWrBT7^9#

1. NetSEAT=.D<kr+O7^9#

Secure Domains ?V,=(5l^9#

2. }gm0$sN=.NP]H9k;-e"&Ia$sr*r7^9#

3. Edit r/jC/7^9#

V;-e"&Ia$sNC- (Secure Domain Properties)W&#sI&,=(5l

^9#
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4. Integrated Login Support aKe<*rG$:l+ 1 DN`\r*r7^9#

Integrated Login Support ,\+7=(5lF$klgO"}gm0$s&5]

<Hr$s9H<k7F$J$?aK"3N;-e"&Ia$sK}gm0$s

rHQD=K9k3HOG-^;s#

v Disabled r*r7"3N;-e"&Ia$sKP7F}gm0$s&5]<H
rHQTDK7^9#

v 3N;-e"&Ia$sbNf<6<>, Windowsf<6<>HlW7F$k

JiP"Enabled--DCE user name is Windows user name r*r7^9#

v 3N;-e"&Ia$sbNf<6<>K WindowsIa$s>,^^lF$k

JiP"Enabled--DCE user name is Windows domain name/ Windows
user name r*r7^9#

5. OK r/jC/7^9#

Secure Domains ?V,=(5l^9#

6. OK r/jC/7^9#

}gm0$sLNb<IN=.

;-e"&Ia$sNQ9o<IH Windows NT Ia$s&Q9o<IH,lW7

J$lg,"j^9# 3NTlW,88klg"Windowsl89Hj<N-~`\

KhCF";-e"&Ia$s&m0$s,5;G:T9k+]+rX(7^9 (5

;b<I)#"k$O";-e"&Ia$sKHQ9k=TQ9o<Ir~O9kh

&"f<6<KWmsWH,P5l^9 (PCb<I)#5;b<INlg"Policy

DirectorO"=Nf<6<r"Windows NTIa$sKOm0$s5;^9,";-

e"&Ia$sKOm0$s5;^;s#PCb<INlgO";-e"&Ia$

s&Q9o<IH WindowsQ9o<IHr1|5;k3H,G-^9#

LNb<IrQ99kKO"l89Hj<&(G#?<rHQ7F"3N Windowsl

89Hj<-~`\rT87^9#

HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Services¥NetSEAT¥Parameters

!NMrQ97^9#

InfoLevel:
0x00000001 (1)

InfoLevel O"!N$:l+NMG9#

l89Hj<M b<I b@

0 5;
m0$srn_?eK"m0$s,.y7?+:T7

?+,"f<6<Ksp5l^;s#

1 PC0

m0$srn_?eK"f<6<K"m0$s,:T

7?3H,sp5l"5iK"hVrV8kh&X(

9kWmsWH,P5l^9#

2 i9
m0$srn_?eK"f<6<K"m0$s,.y

7?lgb:T7?lgb"sp5l^9#
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H%m0$s (PKI }g) N=.
3N=.?9/O"*W7gsH7FTolkbNG"HQD=K5l? GSSHs

MkAwrHCF$k NetSEAT/i$"sH@1K,Q5l^9#

f<6<Nx+-<&$sUi9Hi/Ac< (PKI) m0$sHf<6<N NetSEAT

(1kYm9) m0$sHr}g9kh& NetSEATr=.9k3H,G-^9#

GU)kHGO"PKI m0$sHN}gOHQTDKJkh&_j5lF$^9#

NetSEAT=.D<krBT7F"PKI m0$srHQD=K7^9#NetSEAT/i

$"sHN2ChG"k=l>lN;-e"&Ia$s4HK"DLK"PKI m0$

srHQD=^?OHQTDK7^9#

5]<H5lF$k PKI jj<9
NetSEATO"EntrustP<8gs 4.0 HNf<6<&m0$sN}g@1r5]<H

7^9#

m: EntrustP<8gs 4.0 N/i$"sHO"NetSEAT PKIm0$sr=.9k0

K$s9H<k7F*/,W,"j^9#

NetSEAT m0$s&f<F#jF#<NHQ
NetSEAT m0$s&f<F#jF#<O" Windows Start aKe<+iFSP5l
kH"m0$s~K PKI Login A'C/&\C/9r=(7^9#3NA'C/&

\C/9KO"=TN;-e"&Ia$sQK=.5lF$kH%m0$sN_j

,=(5l^9#

PKI m0$s&A'C/&\C/9NHQ
NetSEATm0$s~K"f<6<O"PKI Login A'C/&\C/9rHQ7F"

m0$s4HK PKI m0$s=.r*<P<i$I9k3H,G-^9#3N*<P

<i$IO"PKI Login with fallback to DCE Login N_j,=.~K*r5l?

lgKrK)A^9#f<6<O"PKI m0$sNnTr9-CW7F DCE m0$

srBT9klgK*<P<i$I9k3H,G-^9#3Nlg"f<6<O"

PKI Login A'C/&\C/9N*rrr|7F"DCE m0$sr/)*KBT7

^9#

f<6<,=.~K PKI Login only r=.7F$klgO"m0$s~K PKI
Login A'C/&\C/9N*rrr|7Fb5zG9#

f<6<,=.~K DCE Login only r=.7F$klgO"m0$s~K PKI
Login A'C/&\C/9r*r9kH"(i<&aC;<8,P5l^9#

79F`&Hl$&m0$sNHQ

79F`&Hl$bN NetSEAT "$3srHQ7F"NetSEAT m0$srBT9

k3H,G-^9#ImCW@&s&j9HrHQ7F"m0$shNIa$sr

*r7^9#PKI m0$s,=.5lF$klgO"Entrustm0$s&WmsWH,

=(5l^9#

PKI m0$s,:T7?lg"PKI Login with fallback to DCE Login ,=.5

lF$kJiP"Policy DirectorO"DCE m0$sr0;5;kh&X(9kWms

WHr=(7^9#
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H%m0$sN=.

PKI m0$sH NetSEATm0$sr}g9kKO"J<N9FCWrBT7^9#

1. NetSEAT=.D<kr+O7^9#

Secure Domains ?V,=(5l^9#

2. PKI m0$sN=.NP]H9k;-e"&Ia$sr*r7^9#

3. Edit r/jC/7^9#

3lKhCF"V7,;-e"&Ia$s (New Secure Domain)W@$"m0&\

C/9,=(5l^9#

4. Configure r/jC/7^9#

V;-e"&Ia$sNC- (Secure Domain Properties)W&#sI&,=(5l

^9#

5. VH%m0$s (Advanced Login)WhG"H%m0$s&ImCW@&s&j9H

+i$:l+ 1 DN`\r*r7^9#

v DCE Login only r*r9lP"f<6<O"f<6<>HQ9o<IrHQ

7F Policy Director;-e"&Ia$sKm0$sG-kh&KJj^9 (1

kYm9&m0$s)#

v PKI Login with fallback to DCE Login r*r9lP"f<6<O"PKI m

0$srnTG-kh&KJj^9#3Nm0$s,:T9kH"NetSEAT

O"DCE m0$sKHQ9kf<6<>HQ9o<Ir~O9kh&KX(9

kWmsWHrP7^9#

v f<6<K X.509 Z@qrHQ7Fm0$s9kh&Wa9klgO"PKI
Login only r*r7^9#

6. OK r/jC/7^9#

3lKhCF"V7,;-e"&Ia$s (New Secure Domain)W@$"m0&\

C/9,=(5l^9#

7. OK r/jC/7^9#

Secure Domains ?V,F=(5l^9#

Gg~VGk?N_j

3N=.?9/O"*W7gsH7FTolkbNG"Policy DirectorI}3s=<

ke"JiSK"Policy DirectorQN Windows NT 5<P<eN NetSEAT /i$

"sH@1K,Q5l^9#

NetSEATGO"GSSHsMkAwrHQ9kh&K=.5lF$klgKjb<H&

?$`&5<S9rHQ7^9#;-e"&Ia$s~oH NetSEAT79F`N/

mC/HNVGvF5lkGg~VGk?r=.9k3H,G-^9#"k$O"

GU)kHMN 15 ,rHQ7^9#

Gg~VGk?r_j9kKO"!Nh&K7^9#

1. General ?Vr/jC/7^9#

2. ,WK~8"Maximum Time Delta U#<kIK_jMr~O7^9#

3. OK ^?O Apply r/jC/7^9#
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MCHo</&j=<9XN"/;9Nq]

3N=.?9/O"*W7gsH7FTolkbNG"GSSHsMkAw+ SSLH

sMkAwrHQD=K7F$k NetSEAT/i$"sHK,Q5l^9#

f<6<,o</9F<7gs+i5]nN TELNET"RLOGIN"^?O HTTP Wa

rP5J$h&K9k3H,G-^9# 3liNMCHo</&5<S9XN"/;

9rq]^?O)B9kh&K NetSEAT/i$"sHr=.7^9#"/;9rq

]^?O)B9kH"/i$"sH&o</9F<7gsO"MCHo</qC~

K"]n5lFEf=5l? Policy DirectorL.AcMk@1rHQ9kh&K/)

5l^9#

3N!=NGU)kHN_jO*UG9#3N!=O"ClJ\*NbYN;-e

"&MCHo</NlgKN_*sK7F/@5$#

5]nMCHo</&5<S9XN"/;9rq]9kKO"!Nh&K7^9#

1. General ?Vr*r7^9#

2. ,WK~8" Deny access to unprotected network services A'C/&\C

/9r*r7^9#

3. OK ^?O Apply r/jC/7^9#

SSL Wm-7<N=.
3N=.?9/O"*W7gsH7FTolkbNG"SSLHsMkAwrHQD=

K7F$k NetSEAT/i$"sH@1K,Q5l^9#

NetSEAT/i$"sH+iNWarMCHo</N SSLWm-7<&5<P<rp

7Fw.9k,W,"klgO"=NWm-7<&5<P<rHQ9kh&K

NetSEAT/i$"sHr=.9k3H,G-^9#General ?VN Enable Proxy
Server A'C/&\C/9G"Wm-7<&5<P<r9YFN NetSEAL5<P<

GHQG-kh&K7^9#

3NA'C/&\C/9N*rrr|9kH"NetSEAT=.KIC5l? NetSEAL

5<P<O"Ilb"Wm-7<&5<P<K"/;99k3H,G-J/Jj^

9#

SSL Wm-7<&5<P<rXj9kKO"!N9FCWr0;7^9#

1. General ?Vr/jC/7^9#

2. ,WK~8"Maximum Time Delta U#<kIKXj5lF$k,trQ97^

9#GU)kHO 15 ,G9#

3. Deny access to unprotected network services A'C/&\C/9r*r7

F$J$3HrN'7F/@5$#

4. Enable Proxy Server A'C/&\C/9r*r7^9#

5. Proxy Server Machine Name U#<kIK>0r~O7^9#

6. Proxy Server Port U#<kIK]<HVfr~O7^9#

7. OK ^?O Apply r/jC/7^9#
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NetSEAT ;-ejF#<&f<F#jF#<NHQ
NetSEAT/i$"sHKO">hN DCE N$sWjasF<7gsKwoCF$k

DCE;-ejF#<&5<S9&f<F#jF#<,QU5lF$^9#NetSEATG

-N"<-F/Ac<Khj"klist"kdestroy "*hS dce_login N=l>lNf

<F#jF#<4HK"8`!=NH%,D=KJj^9#

klist
klist 3^sIO"GU)kHN/jGs7ck&-cC7eK]}5lF$k 1 !

f<6< (principal) HA1CHrj9H7^9#^?"-c *W7gsrHQ7?l
g"3N3^sIO"-cC7e>G1L5lk-cC7eK]}5lF$kf<

6<HA1CHrj9H7^9#

NetSEATO"8`N klist 3^sI&*W7gsrBT7"H%*W7gsrIC7
^9#

8`*W7gsO!NH*jG9#

*W7gs b@

-c cachename

3lrXj9kH"-cC7e>KhCF1L5lk-cC7e

NbF,"GU)kH&-cC7eNbFNeojK=(5l^

9#

-e
-z|BZlNA1CHr=(KH_~_^9#3N*W7gs

rHQ7J+C?lgO"=TA1CH@1,=(5l^9#

-f A1CHKX9k*W7gsN_jr=(7^9#

H%*W7gsO!NH*jG9#

*W7gs b@

-C cellname
cellnameKhCF1L5lk DCE ;kbKf<6<QK]}

5lF$k 1 !f<6<HA1CHr-R7^9#

-m
DCE m0$s&3sF-9H,f<6<KhCFj}5lF$

k9YFN DCE ;kbKf<6<QK]}5lF$k 1 !f

<6<HA1CHr-R7^9#

-s
f<6<Nm0$shG"k9YFN;kN;$Ws"*h

S"=l>lN;kKHQ9kf<6<Nm0$s>r=(7

^9#

kdestroy
kdestroy 3^sIO"f<6<Nm0$s&3sF-9HHf<6<N/jGs7c
krK~7^9#Policy Director,=liN/jGs7ckrFN)9k^G"=N

f<6<"JiSK"=Nf<6<KhCFn.5l?9YFNWm;9O"s'

Z"/;9KBj5l^9#

NetSEAT/i$"sHO"8`N kdestroy *W7gsr5]<H7F*j"^?"
H%*W7gsrIC7^9#

8`*W7gsO!NH*jG9#

*W7gs b@
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-c cachename

3lrXj9kH"-cC7e>KHQ9km0$s&3sF

-9HH=NX"N/jGs7ckO"GU)kH&-cC7

ebNm0$s&3sF-9Hd/jGs7ckNeojKK

~5l^9#

H%*W7gsO!NH*jG9#

*W7gs b@

-C cellname
XjN;k cellnameKHQ9km0$s&3sF-9HH=

NX"N/jGs7ckrK~7^9#

-m
m0$s&3sF-9H,f<6<KhCFj-5lF$k9

YFN;kKHQ9k=Nf<6<Nm0$s&3sF-9H

H=NX"N/jGs7ckrK~7^9#

dce_login
dce_login 3^sIO"f<6<N1LpsNEv-r!:7"=Nf<6<NMC

Ho</&/jGs7ckrh@7F+i"DCE m0$s&3sF-9HrN)7^

9#

f<6<O"principal_name (f<6<>) HQ9o<Ir~O9k,W,"j^9#

3liNMr3^sITz-tH7FXj7J+C?lg"dce_login O"=liN

MraakWmsWHrP7^9#

NetSEAT/i$"sHO"!Nh&J8`N dce_login *W7gsr5]<H7^

9#

*W7gs b@

-exec command_string

m0$seK"command_stringGXj7?3^sIrBT7^

9#command_stringrUkQ9>J7GXj9kH"PATH Q

tK>CFG#l/Hj<r!w7FQ9N\,tr~j7^

9#

-k keytab_file_name

3lrXj9kH"dce_login O"f<6< (Wjs7Qk)

>HQ9o<Ir keytabU!$k keytab_file_name+i~j

7^9#

-r
f<6<NA1CHN-z|B,Zlk0K"=Nf<6<N

DCE m0$s&3sF-9HrG7=(7^9#

Policy DirectorO"!Nh&JH% dce_login*W7gsr5]<H7^9#

*W7gs b@

-C cellname
3lrXj9kH"f<6<O"GU)kH&;kGOJ/"

;k cellnameKm0$s5l^9#

m: NetSEAT/i$"sHGO"dce_login -c *W7gsO5]<H7^;s#

netseat_ping KhkHiVk7e<F#s0

NetSEAT/i$"sHKO"netseat_ping f<F#jF#<,QU5lF$^9#

3Nf<F#jF#<rHQ9lP"f<6<O"1 D^?O#tN;kbN DCE5

<S9KX9ku7psr~j9k3H,G-^9#netseat_ping rHQ7F"J<

N5<S9,HQD=G"k+]+r=L7^9#
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v ;-ejF#<&5<S9

v ?$`&5<S9

v ;k&G#l/Hj<&5<S9

v G#l/Hj<&5<S9&Vm<+<

f<6<,m0$s&3sF-9Hr]}7F$k9YFN;kbN5<S9KX

9ku7r~j9kKO"!Nh&K~O7^9#

netseat_ping

?H(P";k redback K2C9kh& NetSEAT/i$"sHr=.9kH"PO

O!Nh&KJj^9#

/.../redback:
SecurityServers:

ncacn_ip_tcp:redback[ ] is available
ncadg_ip_udp:redback[ ] is available

CdsServers:
ncacn_ip_tcp:redback[ ] is available
ncadg_ip_udp:redback[ ] is available

TimeServers:
ncacn_ip_tcp:redback[ ] is available
ncadg_ip_udp:redback[ ] is available

DsbServers:
ncacn_ip_tcp:redback[ ] is available (v3.0)
ncacn_ip_udp:redback[ ] is available (v3.0)

Policy DirectorO"J<N netseat_ping *W7gsr5]<H7^9#

*W7gs b@

-C cellname
f<6<,;k cellnameQK=.7?9YFN5<P<NP$sG

#s0Nj9Hr8.7^9#

-t -C cellname
;k cellnamebN?$`&5<P<NP$sG#s0r=(7^

9#

-s -C cellname
cellnamebN;-ejF#<&5<P<NP$sG#s0r=(7^

9#

-c -C cellname ;k cellnamebN CDS 5<P<NP$sG#s0r=(7^9#

-d -C cellname ;k cellnamebN DSB 5<P<NP$sG#s0r=(7^9#

;kK#tN;-ejF#<&5<P<"?$`&5<P<";k&G#l/Hj

<&5<P<"^?O DSB ,"klg"netseat_ping O"=li9YFKP7F

PING (MCHo</\3!:) rn_^9#

280 Policy DirectorI}Njz-



h21O NetSEAT: G#l/Hj<&5<S9&Vm<+<

3NOGO"G#l/Hj<&5<S9&Vm<+< (DSB) N5W"JiSK"D-

Kgo;F DSB =.r+9?^$:9k}!KD$Fb@7^9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8NXG#l/Hj<&5<S9&Vm<+<N5WY

v XG#l/Hj<&5<S9&Vm<+<N=.*W7gsY

v 283Z<8NXG#l/Hj<&5<S9&Vm<+<N3^sIT*W7gsY

G#l/Hj<&5<S9&Vm<+<N5W

Policy Director NetSEAT/i$"sHO"RPCM<`&5<S9&$s?<U'<

9N!=rG#l/Hj<&5<S9&Vm<+< (DSB) K*Um<I7^9#DSB

O";k&G#l/Hj<&5<S9 (CDS)NfVXN5<P<H7F0n7^9#

NetSEAT/i$"sHO"j=<9H5<S9NLVKX9kWar DSB Kwj^

9#!$G"DSB O";-e"&Ia$sN CDSH"mrHCF"=NWarrh

7^9#=NeG"DSB O"NetSEAT/i$"sHrBT9k79F`KWaps

ra7^9#

Policy DirectorO"Policy DirectorN$s9H<k~K"+0*K"DSB r$s9H

<k*hS=.7^9#Policy DirectorO"Policy DirectorI}5<P< (IVMgr) Q

C1<8NltH7F"DSB rs!7^9#DSB rHQ9k?aNIC9FCWO

"j^;s#

v DSB O"Policy Director5<P<HI}3s=<kN5]<H&b8e<kH7F

Nrdr4& NetSEAT/i$"sHKhCFHQ5l^9#

v SSLHsMkAwrHQ9k NetSEAT/i$"sHGO"DSB rHQ7^;s#

DSB O"?tN NetSEAT/i$"sHr5]<H9k3H,G-^9#hjg-J

;-e"&Ia$sNlgO";k&G#l/Hj<&5<S9rs!9k5<P

<eG DSBrBT9k3HKhCF"QU)<^s9rG,=9k3H,G-^9#

bDQ-rs!7?j""k$O"soKg,OJMCHo</bNiYNPis

9rhk?aK"I}TO"1 DN;-e"&Ia$sK#tN DSB r[V7?$

lg,"j^9#ICN DSB O"j0G$s9H<k*hS=.9k3H,G-^

9#

G#l/Hj<&5<S9&Vm<+<N=.*W7gs

DSB O"G<bs^?O5<S9H7FBT5l^9#DSB O"79F`&jV<

HG+0*KO09kh&=.9k3H,G-^9#[HsINlg"DSB OI}r

,WH7^;s#

I}T, DSB =.Qia<?<r409k}!KD$FO"J<Nar2H7F/

@5$#

v 282Z<8NXDSB ]<HN_jY
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v XDSB m0&U!$kNLVNXjY

DSB ]<HN_j
DSB O"]<HGWar listen7^9#GU)kHGO"DSB O]<Hris@`

K*r7^9#

*W7gsH7F"I}TO"J<N$:l+NU!$kKMr~O7F"]<H

VfrXj9k3H,G-^9#

UNIX: /etc/services

Windows: install-path¥system32¥drivers¥etc¥services

?H(P"UNIX 79F`eN DSB K]<H 5000G listen9kh&X(9kKO"

!N-~`\r /etc/servicesK~l^9#

dsb 5000/tcp # Directory Services Broker

DSB m0&U!$kNLVNXj

DSB GO"LN"(i<"Yp"*hSs|T= (W?*) (i<Nm0-?K DCE

]im0&U!$krHQ7^9#DCE $s9H<k&79F`G DCE ]irHQ

7F$klg"DSB O"=NPOr 1 D^?O#tN]im0&U!$kKq-~

_^9#DCE ]im0&U!$kO"G#l/Hj< DCELOCAL/var/svcNfK"

j^9# DCELOCALO"DCE $s9H<k&G#l/Hj<r=7^9#

aC;<8Nu7"?H(P"LN"(i<"^?OYpJIr?G9kU!$k

O"#t8_9k3H,"j^9#3liNU!$kNLVO"k<F#s0&U

!$k DCELOCAL/var/svc/routingNfK-~`\r~lk3HGXjG-^9#

?H(P"!Nh&K7^9#

NOTICE:FILE:DCELOCAL/var/svc/notice

^?"D-Qt SVC_NOTICErHQ7F"LVrXj9k3HbD=G9#D-Q

tjAO"k<F#s0&U!$kNXjr*<P<i$I7^9#?H(P"!

Nh&K~O9k3HG"LNU!$kNXjK" UNIX D-QtrjA9k3H,

G-^9#

export SVC_NOTICE=FILE:DCELOCAL/var/svc/notice

3^sITNc:

k<F#s0&U!$kK NOTICE rjA7"J<Nh&K"3^sIT+i DSB

r+O9kH"

SVC_NOTICE=FILE:DCELOCAL/var/dsb/dsb.log dsb -q -f -U cell_admin -P *****

DSB O"!N?9/rBT7^9#

v =l+Nr5;G=.*hS+O9k#

v DCELOCAL/var/dsb/dsb.logK"9YFNLNr-?9k#

v k<F#s0&U!$kbNXjK>CF"9YFN(i<"Yp"*hSs|

T= (W?*) (i<rm0K-?9k#
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v INh&Jm0-?POb=(7J$#

k<F#s0&U!$kNA0"JiSK"D-QtN SVC_* 0k<WNHQKX

9k\YKD$FO"DCE ]ipsr2H7F/@5$#IBM Policy Director ;-

ejF#<&5<S9 CD eN DCE KX9k"J<N$s9H<k*hS=.8q

O"/doc G#l/Hj<K~CF$^9#

v DCE22_QuickBeginnings_AIX.pdf

v DCE22_QuickBeginnings_NT.pdf

v DCE20_InstallGuide_Solaris.pdf

v DCE20_ReleaseNotes_Solaris.pdf

G#l/Hj<&5<S9&Vm<+<N3^sIT*W7gs

J<N=K"DSB 3^sIT*W7gsr(7^9#

*W7gs b@

-d
UNIX G<bsd Microsoft Windows NT5<S9H7FGO

J/"U)"0i&sIGBT7^9#3N*W7gsO"g

K"GPC0KHQ5l^9#

-f

DSB N DCE ;-ejF#<-~`\NF=.r/)7^9#

3NUi0O"Policy Director/dsb-servers0k<W (=N0k

<W,^@n.5lF$J$lg)"-<&F<Vk&U!$

k"*hS intraverse/dsb/default/fully_qualified_DNS_nameWj

s7Qk (f<6<) (3NlgN fully_qualified_DNS_nameK

O"DSB ,BT5lF$k79F`rXj) rn.7^9#

3N*W7gsO"i|N DSB O0~KHQ5l^9#3l

O"GiKWjs7Qk (f<6<) -~`\"0k<W-~

`\"*hS-<&F<Vk&U!$kr|n;:K"?Yb

FSP93H,G-^9#

-h 3^sITHQaC;<8#

-q
8`POr stdoutd stderrGJ/m0&U!$kKw.7^

9#LNOhLK=(5l^;s#

-r

DSB N=.rr|7^9#

3N*W7gsO"DSB N DCE ;-ejF#<-~`\ (e

-N -f *W7gsNb@r2H) r|n7^9#

-r Ui0O"1H"^?O"-q HloKHQ5l^9#=l
J0N3^sITUi0O"-r HloKHQG-^;s#

-t

DSB ,HQ9k5<P<&9lCINtrXj7^9#

3N9lCINtO"1~Kh}G-k/i$"sHWaNt

rjA7^9#

-P password

DCE m0$s&Wjs7Qk (f<6<) NQ9o<IrXj

7^9#

-U Ui0H@1loKHQ7^9#
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-U principal_name

DSB N=.rBT9kNKHQ5lk DCE m0$s&Wjs

7Qk (f<6<)#

3N*W7gsrHQ7F"DSB ;-ejF#<-~`\ (e

-N -f *W7gsNb@r2H) rn.9k"BNeTTH9

kf<6<rXj7^9#

-b

Microsoft WindowsNlgN_ -- BTD= DSB P$Jj<N

U!$k>rXj7^9#

3N*W7gsO"DSB ,GU)kHJ0NLVK$s9H<

k5lF$klgKHQ7^9#

3N*W7gsO"DSB NLVr Microsoft Windows NTl

89Hj<bK]I7^9#Microsoft Windows NTGO"

DSB r Microsoft Windows NT5<S9H7F=.9kH-

Kl89Hj<N_jMrHQ7^9#

-v
Microsoft WindowsNlgN_ -- DSB P<8gsH DCE Y

s@<&aC;<8r=(7^9#
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U?A. ivadmin rHQ7? Policy Director I}

ivadmin f<F#jF#<O"I}3s=<kKjv9k3^sITf<F#jF#
<G"f<6<O"3lrHQ7F"Policy DirectorI}?9/rBT9k3H,G

-^9#

3NOO"!NFaK,+lF$^9#

v 3NZ<8NXivadmin f<F#jF#<N5WY

v 286Z<8NXivadmin 3^sINHQY

ivadmin f<F#jF#<N5W

ivadmin f<F#jF#<O"I}3s=<kKeok3^sITf<F#jF#<
G9#"kljNI}!=N+0=r>`I}TO"ivadmin rHQ9k9/jWH
rn.9k3HKhj"=N+0=rT&3H,G-^9#

ivadmin 3^sIN?/NbNO"I}3s=<kKwoCF$k!=HE#7^

9#=lKC("ivadmin KO"I}3s=<kGOHQ9k3H,G-J$"$/
D+NH%I}!=,woCF$^9#Policy DirectorrBT9k79F`K$s9

H<k5lk IVBaseQC1<8O"3NQC1<8NltH7F"3Nf<F#j

F#<b$s9H<k7^9#

ivadmin f<F#jF#<N+O

ivadmin f<F#jF#<r+O9kKO"dce_login rHQ7F";-e"&Ia

$sKm0$s7^9#=NeG!Nh&K~O7^9#

UNIX: # ivadmin

Windows: ivadmin

ivadmin WmsWH,=(5l^9#

ivadmin>

3NWmsWHK~8F",ZJ3^sI"*W7gs"*hSz-tr~O7^

9# 286Z<8NXivadmin 3^sINHQYN3^sI=r2H7F/@5$#

?H(P"ivadmin XkW&aC;<8r=(9kKO"!Nh&K~O7^9#

ivadmin> help

ivadmin f<F#jF#<N*;

f<F#jF#<r*;7"3^sI&WmsWHKakKO"ivadmin exit 3^s
Ir~O7^9#

ivadmin> exit
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ivadmin 3^sINHQ

ivadmin 3^sIKO"!NbN,"j^9#

v Xserver3^sIY

v 288Z<8NXobject3^sIY

v 288Z<8NXaction3^sIY

v 289Z<8NXACL 3^sIY

v 290Z<8NXNetSEAL 3^sIY

v 294Z<8NX=.I}3^sIY

v 294Z<8NXf<6<I}3^sIY

v 299Z<8NX0k<WI}3^sIY

v 302Z<8NXj=<9I}3^sIY

v 307Z<8NXl89Hj<&]j7<I}3^sIY

m: ivadmin 3^sIO"9YF"1l3^sIH7F 1 TG~O9k,W,"j

^9# \qGHQ7F$kcKO"9a.F!NTK^?,CF$kbNb"j

^9#

server 3^sI
ivadmin server 3^sIKO"I}3s=<kGO=_hj7CF$J$!=,w

oCF$^9#

3^sI b@

server flush_logs server-name

WebSEAL5<P<&m0rabj<+iO<I&G#9/Kq-~_

^9#5<P<&$YsHN(~IWrD=K7^9#

server list

9YFN=.Q_5<P<rj9H7^9#

server resume server-name

fG5lF$? WebSEAL5<P<rF+7^9#

server show server-name

Xj5lF$k5<P<NWmQF#<"?H(P>0"-R"[9H

>"NS m1<7gs"Wjs7Qk"*hSk<H URL JIr=(

7^9#

server start server-name

Xj5lF$k5<P<r+O7^9#secmgrd (NetSEAL*hS

WebSEAL)H ivacld r+O7^9#

server stop server-name

Xj5lF$k5<P<rd_7^9#secmgrd (NetSEAL*hS

WebSEAL)H ivacld rd_7^9#

server suspend server-name

Xj5lF$k WebSEAL5<P<rfG7^9#5<P<N]irT

&lgKrK)A^9#
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J<N ivadmin server 3^sIO"I}3s=<kN!=rH%7^9#

3^sI b@

server delete /ExternAuthzn/ server-name

0tvD5<P<@1ro|7^9#Lo"3N3^sIO""s$s

9H<k&Wm0i`,sPC0GHQ7^9#

m: 3N3^sIrHQ7F">N5<P<rlZo|7J$h&K7
F/@5$#

server modify server-namebaseurl mount-point

3N5<P<GHQ9k ACL 9Z<9N,trXj7^9##L

WebSEAL5<P<GHQ5lkN,\*G9#3lrXj9kH"X

j5lF$k,t mount-point,"ACL I}N?aKI}3s=<kG

HQ9k^9?<,tKJj^9#3N,tbN ACL O"3N^&s

H&]$sH (\g@) K\g5lF$k9YFN#L5<P<K,Q

5l"=liN#L5<P<O"9YFN ACL Q9r(~K?G7^

9#

mount-pointO"/WebSEAL3sFJ<&*V8'/HNjPLVK"

j" WebSEALG#l/Hj<bK~lk,W,"j^9 (5VG#l

/Hj<bKO~lJ$G/@5$)#

server register externauth server-name ns-location server-principal action-char action-name

0tvD5<P<N8_rP?7^9#3N3^sIrHQ7F"0t

vD5<P<,8_7F$k3H"JiSK"]n*V8'/HKP9

kvDC"Nrh~K=N0tvD5<P<KjL9k,W,"k3H

r Policy DirectorvD5<S9KLN7^9#

server status server-name

5<P<OT/7F$k+d_7F$k+"^?"5<P<N ACL G

<?Y<9&lWj+OG7NQ9KhCF975lF$k+]+r=

L7^9#

;QeNm:

^7s chevelle eN WebSEAL5<P<NC-r=(9kKO"!Nh&K~O7

^9#

ivadmin> server show /WebSEAL/chevelle
Type: WebSEAL Server
Name: /WebSEAL/chevelle
Description: chevelle
Hostname: chevelle
NS Location: /.:/subsys/intraverse/secmgr/server/chevelle
Principal: secmgr/chevelle Root URL: /chevelle

server-namez-tO"ivadmin server list 3^sINPOG(5lkA0NH*j

K5NK~O9k,W,"k3HKmU7F/@5$#

?H(P"!NH*jG9#

ivadmin> server list
/WebSEAL/chevelle
/NetSEAL/chevelle
/ExternAuthzn/timechecker
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object 3^sI
!N ivadmin object 3^sIKO"I}3s=<kN3^sIN&A"1yN*V

8'/H&9Z<9I}?9/&3^sIH18!=,woCF$^9#

3^sI b@

object list directory-name

Xj5lF$kG#l/Hj<NbHK0k<W=5l?*V8'/H

rj9H7"=l>lN*V8'/HKX"U1ilF$k ACL N>

0r=(7^9#

3N3^sIGO"3NG#l/Hj<r6(kh&JDj<NH%O

ToJ$3HKmU7F/@5$#

object show object-name

object-namepsH=lKX"U1ilF$k ACL N>0r=(7^

9#

X"U1ilF$k ACL ,J1lP"No ACL H$&g,=(5l^

9#

action 3^sI

J<N ivadmin action 3^sIrHQ7F"I}3s=<keGTolkICN

Policy DirectorvDhV (vD) rjA7^9#

?H(P"ivadmin action 3^sIrHQ7F"HQD=J ACL vDNj9HK

0tvDa+K:`rIC7^9#

ivadmin action 3^sIKO"I}3s=<kGO=_hj7CF$J$!=,w

oCF$^9#

3^sI b@

action create name description action-type

77$ Policy DirectorvDhV (vD) rjA7^9#I}3s=<k

eN3NhVr=977$ ACL vD3<Irn.7^9#

namez-tG"77$1l8zNvD3<IrXj7^9#description

z-tGO"I}3s=<kG=(5lk7,A'C/&\C/9Ni

YkrXj7^9#action-typez-tGO"I}3s=<kG=(5l

khV+F4j<NiYkrXj7^9#

c:

ivadmin> action create k time Ext-Authzn

action delete name

action create 3^sIGn.7?{8NvDhV (vD) ro|7^

9#

c:

ivadmin> action delete k

action list
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J<NA0N{8N ACL "/7gs (vD) r9YFj9H7^9#

permission name permission description action type

c:

ivadmin> action list

3lKhCF"<-H18h&Jps,=(5l^9#

r read WebSEAL
...

ACL 3^sI
!N ivadmin acl 3^sIKO"I}3s=<kN3^sIN&A"1yN ACL I
}?9/&3^sIH18!=,woCF$^9#

3^sI b@

acl attach obj-name acl-name

ACL FsWl<Hr*V8'/HK\37^9#

acl create acl-name

ACL FsWl<H&G<?Y<9bK77$FsWl<Hrn.7^

9#3N3^sIGO"ACL -~`\rn.7J$3HKmU7F/@

5$#

acl delete acl-name

ACL FsWl<H&G<?Y<9+i ACL FsWl<Hro|7^

9#

acl detach obj-name

=TN ACL FsWl<Hr"Xj5lF$k*V8'/H+iZj%

7^9#3N3^sIGO"ACL FsWl<H&G<?Y<9+i

ACL FsWl<Hro|7J$3HKmU7F/@5$#

acl find acl-name

Xj5lF$k ACL FsWl<H,\35l?9YFN*V8'/H

r!P*hSj9H7^9#

acl list

ACL FsWl<H&G<?Y<9bN9YFN ACL FsWl<Hrj

9H7^9#

acl modify acl-namedescription desc

3lrXj9kH"Xj5lF$k ACL FsWl<HKX"U1il

F$k-RU#<kINn.^?OT8,D=KJj^9#3N-R,

=(5lkljN 1 DO"I}3s=<kNVACL management taskW

QMkN ACL jAhNfK"j^9#

acl modify acl-name remove user user-name

3lrXj9kH"Xj5lF$k ACL FsWl<HjA+i{8N

f<6< ACL -~`\ro|9k3H,D=KJj^9#

acl modify acl-name remove group group-name

3lrXj9kH"Xj5lF$k ACL FsWl<HjA+i{8N

0k<W ACL -~`\r|n9k3H,D=KJj^9#

acl modify acl-name remove any-other
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3lrXj9kH"Xj5lF$k ACL FsWl<HjA+i4'Z

ACL -~`\r|n9k3H,D=KJj^9#

acl modify acl-name remove unauthenticated

3lrXj9kH"Xj5lF$k ACL FsWl<HjA+is'Z

ACL -~`\r|n9k3H,D=KJj^9#

acl modify acl-nameset user user-name perms

3lrXj9kH"Xj5lF$k ACL FsWl<HjAbNf<6

< ACL -~`\ (pubs) rn.^?OT89k3H,D=KJj^9

(3NlgNvD (perms) O bPTr G9)#

c:

ivadmin> acl modify pubs set user peter bPTr

acl modify acl-nameset group group-name perms

3lrXj9kH"Xj5lF$k ACL FsWl<HjAbN0k<

W ACL -~`\rn.^?OT89k3H,D=KJj^9#

c:

ivadmin> acl modify pubs set group sales Tr

acl modify acl-nameset any-other perms

3lrXj9kH"Xj5lF$k ACL FsWl<HjAbN4'Z

ACL `\ (pubs) rn.^?OT89k3H,D=KJj^9#

c:

ivadmin> acl modify pubs set any-other r

acl modify acl-nameset unauthenticated perms

3lrXj9kH"Xj5lF$k ACL FsWl<HjAbNs'Z

ACL -~`\rn.^?OT89k3H,D=KJj^9#

c:

ivadmin> acl modify pubs set unauthenticated r

acl show acl-name

Xj5lF$k ACL FsWl<HNjAr=.7F$k-~`\N0

4J;CHrj9H7^9#

ivadmin> acl show pubs

NetSEAL 3^sI
J<N NetSEALI}?9/O"ivadmin f<F#jF#<rHQ7FBT9k3H

,G-^9#

v X]nMCHo</NI}Y

v 291Z<8NXNetSEAL \gNI}Y

v 292Z<8NX]n]<HNI}Y

v 293Z<8NX]n]<HNL>NI}Y

]nMCHo</NI}

MCHo</ O" NetSEAL KhCF]n5l? Policy DirectorJ0N5<P<H

_J93H,G-^9#]nMCHo</rIC"o|"*hSj9H9klg

O"ivadmin netseal 3^sIrHQ9k3H,G-^9#
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3^sI b@

netseal network add network netmask[network-alias]

NetSEAL KhCF]n5lk77$MCHo</rn.7^9#

networkH netmaskNZ"O"8`N IP MCHo</&"Il9Vf

HMCH^9/r=9bNG9#MCHo</O"MCHo</NL>

r*W7gsGHQ7F1L9k3H,G-^9#L>rXj7J+C

?lgO"MCHo</r3N networkH netmaskNZ"G1L9k

,W,"j^9#=NMCHo</,9GK8_7F$klgO"(i

<,a5l^9#

netseal network delete network-id

network-id,!N$:l+HlW7F$k79F`+i"Xj7?MC

Ho</ro|7^9#

v network/netmaskNZ"

v network-alias

G<?Y<9K3NMCHo</,J$lgO"(i<,a5l^9#

netseal network list

G<?Y<9bN9YFNMCHo</r=(7^9#3lKO"MC

Ho</HMCH^9/NZ"N[+K"jA5lF$k9YFNL>

b^^l^9#

NetSEAL \gNI}
NetSEAL\gKhCF"Policy Director5<P<rLkL.N}~,h^j^9#\

gO"2 DN Policy Director5<P<V""k$O"Policy Director5<P<HMC

Ho</HNVKn.9k3H,G-^9#GSSHsMkrHQ7F"2 DN Policy

Director 5<P<VN\gr#G9kL.r!)]n7^9#

ivadmin netseal junction 3^sIrHQ7F"NetSEAL\grIC"o|"*h

Sj9H7^9#

3^sI b@

netseal junction add hostname destination

NetSEAL 5<P<+iXjN8hXN\grn.7^9#3NlgN

hostnameKO"NetSEAL 5<P<>+iIa$s>rhjnC?bN

rXj7^9#^?"destinationO"J<N$:lGb+^$^;s#

v pd-server

v network/netmaskNH_

v network-alias

3N\g,9GK8_7F$k+"[9H&5<P<,8_7F$J$

+""k$O"8h,8_7F$J$lgKO"(i<,a5l^9#

netseal junction delete hostnamedestination
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NetSEAL 5<P<+iXjN8hXN\gro|7^9#3NlgN

hostnameKO"NetSEAL 5<P<>+iIa$s>rhjnC?bN

rXj7^9#^?"destinationO"J<N$:lGb+^$^;s#

v pd-server

v network/netmaskNZ"

v network-alias

3N\g,=_8_7F$J$lgKO"(i<,a5l^9#3N3

^sIO"=T\3KO5zG9#

netseal junction list hostname

XjN NetSEAL 5<P<N9YFN NetSEAL \gr=(7^9#

]n]<HNI}

Policy Director NetSEAL5<P<GO"CjN]<H"[9H"*hSMCHo</

KP7F";-ejF#<&5<S9rs!7^9#?H(P"Cj]<HeN Telnet

NL.r!)]n9kh&K NetSEAL 5<P<r=.9k3H,G-^9#

ivadmin netseal port 3^sIrHQ7F"]n]<HrIC"o|"*hSj9

H7^9#Policy Director5<P<dMCHo</N]<HrXj9k3H,G-^

9#

3^sI b@

netseal port add destination port-id

destination,!N$:l+KlW9kXj]<H ID eNXj8hXN

\3r]n7^9#

v pd-server

v network/netmaskNZ"

v network-alias

^?"3Nlg"port-id O"J<N$:lGb+^$^;s#

v port

v port-range

v port-alias

3N]<H,9GK]n5lF$klg"5<P<,8_7F$J$l

g"^?O"]<HL>,8_7F$J$lgKO"(i<,a5l^

9#

netseal port delete destination port-id
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XjN]<HeNXjN8hXN\3N]nrd_7^9#3NlgN

destinationO"J<N$:lGb+^$^;s#

v pd-server

v network/netmaskNZ"

v network-alias

^?"3Nlg"port-id O"J<N$:lGb+^$^;s#

v port

v port-range

v port-alias

3N]<H,b&]n5lF$J$lg"5<P<,8_7F$J$l

g"^?O"]<HL>,8_7F$J$lgKO"(i<,a5l^

9#

netseal port list destination

XjN8hN9YFN]<HNj9Hr=(7^9#3NlgN

destinationO"J<N$:lGb+^$^;s#

v pd-server

v network/netmaskNZ"

v network-alias

5<P<,8_7F$J$lgKO"(i<,a5l^9#

m: port range O"@C7eGhZC? 2 DN]<HVf (22-88 JI) G=9,

W,"j^9#

]n]<HNL>NI}

ivadmin port-alias 3^sIrHQ7F"]<HNL>rIC"o|"*hSj9H

7^9#HiCW&]<HNOOrbCH,+jd9$}!G1L9kKO"port

aliasesrHQ7^9#

3^sI b@

netseal port-alias add port-spec port-alias

XjN]<HEMN77$]<HL>rn.7^9#3NlgN

port-specO"J<N$:lGb+^$^;s#

v port

v port-range

3N]<HOOKLN>0G9GKL>,Xj5lF$klgKO"(

i<,a5l^9#

netseal port-alias delete port-id

79F`+i"XjN]<H ID N]<HL>ro|7^9#3Nlg

N port-id O"J<N$:lGb+^$^;s#

v port

v port-range

v port-alias

port-id O"]<H"]<HOO"^?O]<HL>N$:lGb+^$^

;s#G<?Y<9K3N]<HL>,J$lgKO"(i<,a5l

^9#

netseal port-alias list
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G<?Y<9K"k9YFN]<HL>r=(7^9#

=.I}3^sI

ivadmin admin =.I}3^sIGO"5<P<KX9kpsr=(7^9#

3^sI b@

admin show configuration

f<6<&l89Hj<, LDAP H DCE N$:lK"k+H$&p

sr=(7^9#

c:

ivadmin> admin show configuration

3lKhkPOO"<-Nh&JbNKJj^9#

LDAP: TRUE
SECAUTHORITY: Default
GSO: TRUE

f<6<I}3^sI

J<N ivadmin user 3^sIKO"I}3s=<kN3^sIN&A"1yN

Users I}?9/&3^sIH18!=,woCF$^9#I}3^sIN3N;C
HKhj"GU)kHN LDAP l89Hj<bNf<6<-~`\r)f7^9#

f<6< O"Policy Directorf<6<G9# GSO userO"Web5<P<JIN Web

j=<9rHQ7FnH9k?aNIC"Br}CF$k Policy Directorf<6<G

9#

3^sI b@

user create [-gsouser] user-name dn cn sn pwd
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GU)kHN LDAP l89Hj<&G<?Y<9K1L>,^@

}ailF$J$f<6<N77$ Policy Directorf<6<

(secUser)"+&sHr"LDAP f<6<&l89Hj<Kn.7

^9#

-gsouser z-tO*W7gsG9# *W7gsN3^sIK

O"@C7e (-) rU1k,W,"j^9# -gsouserz-trX

j7?lg"f<6<O"GSOf<6< (gsouser)KbJj^

9#

user-namez-tO"n.5lkf<6<N>0G9# 3N>0

KO"G->rXj9k,W,"j^9#

dn z-tO"n.5lkf<6<KdjvFilk LDAP 1L>

G9 (?H(P"cn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US

JI)# 3N DN KO"G->rXj9k,W,"j^9#

cn z-tO"n.5lkf<6<KdjvFilk&L>G9

(?H(P"Diana Lucas JI)#

sn z-tO"n.5lkf<6<N>zG9 (?H(P"Lucas

JI)#

pwd z-tO"3N77$f<6<K_j5lkQ9o<IG

9#Q9o<IO"Policy DirectorI}T,_j9kQ9o<I&

]j7<K>&,W,"j^9 (?H(P"mypasswd JI)#

c:

ivadmin> user create -gsouser dlucas
cn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US

"Diana Lucas" Lucas mypasswd

f<6<&"+&sHr-zK9kKO"f<6<psrQ97F

3Nf<6<rj0Gh0=9k,W,"j^9#3NpsrQ9

9kKO""+&sH-zUi0r “yes” K_j7F/@5$#

f<6<KX9k-RrIC9kKO"ivadmin modify user 3^

sIrHQ7F"f<6<&"+&sHpsrQ99k,W,"j

^9#

user import [-gsouser] user-name dn

3lrXj9kH"GU)kHN LDAP l89Hj<&G<?Y

<9K9GK}ailF$k1L>N{8f<6<r Policy

Director psG977";-e"&Ia$sK2CG-kh&K9

k3H,D=KJj^9#

c:

ivadmin> user import -gsouser mlucaser
cn=Mike Lucaser,ou=Austin,o=Wesley Inc,c=US

user modify user-name description description
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I}T,3Nf<6<rbCHJ1K1LG-kh&K9kpsN

-RrIC7^9#

c:

ivadmin> user modify dlucas description
"Diana Lucas, Credit Dept HCUS

user modify user-name password password

f<6<NQ9o<Ir=TQ9o<I+i7,Q9o<IKQ9

7^9#3NQ9o<INN'O,W"j^;s#

c:

ivadmin> user modify dlucas password newpasswd

user modify user-name authentication-mechanism mech

'ZKHQ9ka+K:`rQ97^9#

c:

ivadmin> user modify dlucas authentication-mechanism dce

user modify user-name account-valid {yes | no}

"+&sH,"/F#V+s"/F#V+rXj7^9#"+&s

Hrh0=9kKO “yes” r*r7"sh0=9kKO “no” r*

r7^9#

c:

ivadmin> user modify dlucas account-valid yes

user modify user-name password-valid {yes | no}

Q9o<I,"/F#V+s"/F#V+rXj7^9#Q9o<

Irh0=9kKO “yes” r*r7"sh0=9kKO “no” r*

r7^9#

c:

ivadmin> user modify dlucas password-valid no

user modify user-name gsouser {yes | no}

Xj7F$k Policy Directorf<6<r GSOf<6<Kb9k

+]+rXj7^9#3Nf<6<r GSOf<6<H7FIC9

kKO “yes” r*r7"GSOf<6<H7F|n9kKO “no”

r*r7^9#

c:

ivadmin> user modify dlucas gsouser no

user delete user-name
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{8f<6<&"+&sHr LDAP f<6<&l89Hj<+i

o|7^9#Policy Directorf<6<&"+&sHro|9kH"

GSOf<6<&"+&sHpsbGU)kHN LDAP l89Hj

<+io|5l^9#

c:

ivadmin> user delete dlucas

f<6<&"+&sHHX"U1ilF$k9YFNj=<9&/

jGs7ck,"=Nf<6<&"+&sHNo|H1~K+0*

K|n5l^9#

user show user-name

Xj5lF$kf<6<KX9kf<6<&"+&sHpsr=(

7^9#

c:

ivadmin> user show dlucas

user show-dn dn

1L> (DN) rXj9kH"f<6<KX9kICpsrs!7^

9#

c:

ivadmin> user show-dn
cn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US

user show-groups username

Xj5lF$kf<6<,asP<N0k<Wr=(7^9#

c:

ivadmin> user show-groups dlucas

3lKhCF"<-Nh&Jj9H,8.5l^9#

sales
credit
engineering

user list pattern max-return
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Xj5l?Q?<sN9YFN=.f<6<&"+&sHNj9H

r8.7^9#3lO"f<6<>LKj9H5l^9#3Nj9

HO"=Nf<6<&"+&sHNn.gK=(5l^9#

patternz-tKhCF"j9H9kP]NQ?<srXj7^

9# o$kI+<IOf<6<>HM-go;il^9#Q?<

sO"o$kI+<IH9Hjs0jtNH_go;rH_~lk

3H,G-"g8z.8zOhL5l^9 (?H(P"*luca* J

I)#

max-returnz-tO"1 DNWa4HK!P5lFa5lk-~`

\Ntr)B7^9 (?H(P"2 JI)# 3NtMO"LDAP 5

<P<N=.KhCFb)f5l^9#3N LDAP 5<P<Nl

g"!w`nNltH7Fa93H,G-kkLNGgtrXj9

k3H,G-^9# Policy DirectorO"max-returnNG.MH

LDAP 5<P<bK}ailF$k=.Mra7^9#

c:

ivadmin> user list *luca* 2

3lKhCF"<-Nh&Jj9H,8.5l^9#

dlucas
mlucaser

user list-dn pattern max-return

1L>Nlt,@17+'15lF$J$lgO"9YFN=.f

<6<&"+&sHN (1L>LKj9H5lk) j9H,8.5

l^9#3Nj9HO"=Nf<6<>Nn.gK=(5l^9#

o$kI+<IO"=Nf<6<N1L>N cn= t,r|/ CN

t,HM-go;il^9#

max-returnNtMO"LDAP 5<P<N=.KhCFb)f5l^

9# 3N LDAP 5<P<Nlg"!w`nNltH7Fa93H

,G-kkLNGgtrXj9k3H,G-^9# Policy Director

O"max-returnNG.MH LDAP 5<P<bK}ailF$k=

.Mra7^9#

c:

ivadmin> user list-dn *luca* 2

3lKhCF"<-Nh&Jj9H,8.5l^9#

Diana Lucas,ou=Austin,o=Wesley Inc,c=US
Mike Lucaser,ou=Austin,o=Wesley Inc,c=US

;QeNm:

user show-dn 3^sIH user show-groups-dn 3^sIN dn z-tO"A0

I*jK5NK~O9k,W,"k3HKmU7F/@5$#dn z-tK9Z<9,

^^lF$klgO"sEzQd (″) rHQ7F/@5$#

?H(P"!NH*jG9#

cn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US
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user show 3^sIH user show-dn 3^sIO"f<6< Diana Lucas Nlg"

<-Nh&Jpsr=(7^9#

Login ID: dlucas
LDAP dn: cn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US
LDAP cn: Diana Lucas
LDAP sn: Lucas
Description: Diana Lucas, Credit Dept HCUS
IS SecUser: true
IS GSO user: false
Account valid: true
Password valid: true
Authorization mechanism:
Default: LDAP

0k<WI}3^sI

J<N ivadmin group 3^sIO"I}3s=<kN0k<WI}?9/&3^s

IKjv7^9#3NI}3^sIN;CHKhCF"LDAP G#l/Hj<&l8

9Hj<N0k<W-~`\r)f7^9#

0k<W HO"18h&J0-,Xj5lF$k Policy Directorf<6<&"+&

sHN8gG9#0k<WK,1k3HKhCF"I}TO""/;9)fj9H

(ACL) K0k<W>rHQ9k3H,D=KJj"9YFNf<6<rDLKj9H

9k,W,J/Jj^9#

IN0k<W-~`\bo|^?OQ99k3H,G-^9#5iK"0k<W^

?O0k<W&asP<7CWKX9kpsr=(9k3H,G-^9#I}TH

7F"9YFN=.0k<Wrj9H9k3HbD=G9#

3^sI b@

group create groupname dn cn

77$ Policy Director0k<W (SecGroup)r LDAP f<6<&l8

9Hj<bKn.7^9#

groupnamez-tO"n.5lk0k<WN>0G9#3N>0KO"

G->rXj9k,W,"j^9#

dn z-tO"n.5lk"/;9&0k<WKdjvFilk LDAP

1L>G9 (?H(P"cn=credit,ou=Austin,o=Wesley Inc,c=US J

I)#

cn z-tO"0k<WKdjvFilk&L>G9 (?H(P"Credit

JI)#

c:

ivadmin> group create credit
cn=credit,ou=Austin,o=Wesley Inc,c=US

Credit

group import groupname dn
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{8N LDAP l89Hj<&0k<WKX9kpsr$s]<H7F

Policy Director0k<Wrn.7^9#3N0k<Wr LDAP l89H

j<NfK0bCF~lF*+J1lP"Policy Director0k<WO"

psr$s]<H7F=N0k<Wrn.9k3H,G-^;s#n.

5lk0k<WN>0KO"G->rXj9k,W,"j^9#

c:

ivadmin> group import engineering
cn=engineering,ou=Austin,o=Wesley Inc,c=US

group modify groupname description description

Policy DirectorI}T,bCHJ1K1LG-kh&K"Xj5lF$

k0k<WN-RrIC7^9#

c:

ivadmin> group modify credit description "Credit, Dept HCUS

group modify groupname add user-name

Xj5lF$k0k<WK77$f<6<rIC7^9#

c:

ivadmin> group modify engineering add dlucas

group modify groupname remove user-name

Xj5lF$k0k<W+i{8f<6<ro|7^9#

c:

ivadmin> group modify engineering remove dlucas

group delete groupname

{80k<WH=N0k<WKX"U1ilF$k9YFN-~`\r

o|7^9#

c:

ivadmin> group delete engineering

group show groupname

Xj5lF$k0k<WKX9k\Yr=(7^9#

c:

ivadmin> group show credit

group show-dn dn

Xj5lF$k1L>N0k<W>rs!7^9#

c:

ivadmin> group show-dn cn=credit,ou=Austin,o=Wesley Inc,c=US

group show-members groupname
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Xj5lF$k0k<WNasP<r"=N1L>LKj9H7F=(

7^9#

c:

ivadmin> group show-members credit

3lKhCF"<-H18h&Jps,=(5l^9#

dlucas
mlucaser

group list pattern max-return

Xj5lF$kQ?<sKlW9k>0N9YFN=.0k<WNj9

Hr8.7^9#3lO"0k<W>LKj9H5l^9#

patternz-tKhCF"j9H9kP]NQ?<srXj7^9#o$

kI+<IO0k<W>HM-go;il^9#Q?<sO"o$kI

+<IH9Hjs0jtNH_go;rH_~lk3H,G-"g8z

.8zOhL5l^9 (?H(P"*Austin* JI)#

max-returnz-tO"1 DNWa4HK!P5lFa5lk-~`\N

tr)B7^9 (?H(P"2 JI)#3NtMO"LDAP 5<P<N=

.KhCFb)f5l^9#3N LDAP 5<P<Nlg"!w`nN

ltH7Fa93H,G-kkLNGgtrXj9k3H,G-^9#

Policy DirectorO"max-returnNG.MH LDAP 5<P<bK}ail

F$k=.Mra7^9#

3lKhCF"<-H18h&Jps,=(5l^9#

credit
marketing

group list-dn pattern max-return

1L>Nlt,@17+'15lF$J$lgO"9YFN=.0k<

WNj9H,8.5l^9#3lO"Xj5lF$kQ?<sN1L>

LKj9H5l^9#

o$kI+<IO"=N0k<WN1L>N cn= t,r|/ CN t,

HM-go;il^9#

max-returnNtMO"LDAP 5<P<N=.KhCFb)f5l^9#

3N LDAP 5<P<Nlg"!w`nNltH7Fa93H,G-k

kLNGgtrXj9k3H,G-^9# Policy DirectorO"

max-returnNG.MH LDAP 5<P<bK}ailF$k=.Mra

7^9#

c:

ivadmin> group list-dn *t* 2

3lKhCF"<-H18h&Jps,=(5l^9#

cn=credit,ou=Austin,o=Wesley Inc,c=US
cn=marketing,ou=Boston,o=Austin Sale,c=US marketing

;QeNm:
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dn z-tO"group show-dn 3^sINPOG(5lkA0NH*jK5NK~O

9k,W,"k3HKmU7F/@5$#dn K9Z<9,^^lF$klgO"sE

zQd (″) rHQ7F/@5$#

?H(P"!NH*jG9#

cn=credit,ou=Austin,o=Wesley Inc,c=US

group show 3^sIH group show-dn 3^sIO"0k<W credit Nlg"

<-Nh&Jpsr=(7^9#

Group ID: credit
LDAP dn: cn=credit,ou=Austin,o=Wesley Inc,c=US
Description: Credit, Dept HCUS
LDAP cn: credit
Is SecGroup: true

j=<9I}3^sI

J<N Policy Director ivadmin 3^sIO"j=<9X"psr)f9kl"NI

}3^sIG9#

j=<9I}psKO"!NbN,"j^9#

v Xj=<9NI}Y

v 303Z<8NXj=<9&0k<WNI}Y

v 305Z<8NXj=<9&/jGs7ckNI}Y

j=<9NI}

J<N ivadmin rsrc 3^sIrHQ9lP"I}TO"GSOf<6<~1N Web

5<P<JIN5^6^Jj=<9rI}G-kh&KJj^9#

j=<9 O Web5<P<G9#9^<H\gjAK*1k -T H$& ID O":v

N Web 5<P<r1L7^9#

ivadmin rsrc 3^sIO":vN Web j=<9N>0r1L7^9#

J<N ivadmin rsrc 3^sIKO"I}3s=<kN3^sIN&A"1yN GSO
j=<9I}?9/&3^sIH18!=,woCF$^9#

3^sI b@

rsrc create resource-name [-desc description ]

j=<9H7F Web 5<P<rn.7F?>7^9#

resource-namez-tO"Web j=<9K=l+Nr1L9k?a

KXj5lk>0G9 (?H(P"engwebs01 JI)#

descriptionz-tO"*W7gsH7FXjG-k-RG"3lr

IC9k3HG"Policy DirectorI}TO3Nj=<9rbCHJ

1K1LG-kh&KJj^9#*W7gs&Qia<?<O"9

YF"h,K@C7e (-) rU1k,W,"j^9#9Z<9,^

^lF$k-RO"sEzQd (″) GO`,W,"j^9#

ivadmin> rsrc create engwebs01 -desc "Engineering Web
server - Room 4807"

rsrc delete resource-name
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Xj5lF$kj=<9r"-Rpsb^aFo|7^9#3Nj

=<9O8_7F$J1lPJj^;s#8_7F$J$lgO"

(i<,=(5l^9#

c:

ivadmin> rsrc delete engwebs01

rsrc list

LDAP G#l/Hj<bKjA5lF$k9YFN Web j=<9

N>0r"j=<9>LKj9H7F=(7^9#

c:

ivadmin> rsrc list

3lKhCF"<-H18h&Jps,=(5l^9#

engwebs01
engwebs02
engwebs03

rsrc show resource-name

Xj5lF$kj=<9KX9k Web j=<9psr=(7^

9#

3Nj=<9O8_7F$J1lPJj^;s#8_7F$J$l

gO"(i<&aC;<8,=(5l^9#

c:

ivadmin> rsrc show engwebs01

3lKhCF"<-H18h&Jps,=(5l^9#

Web Resource Name: engwebs01
Description: Engineering Web server - Room 4807

j=<9&0k<WNI}

J<N ivadmin rsrcgroup 3^sIO"GSOj=<9psr)f9k GSO j=
<9&0k<WI}?9/&3^sIKjv7^9#3liN3^sIrHQ9l

P"I}TO"5^6^Jj=<9&0k<WX"0-rI}G-kh&KJj^

9#

j=<9&0k<W O"Web5<P<N0k<WrX7^9#3Nlg"3N0k

<WN5<P<KO"9YF"18f<6< ID (userid) HQ9o<I,_j5l^

9#j=<9&0k<WN9YFNj=<9KP7F"1lNj=<9&/jGs

7ckrn.9k3H,G-^9#Policy DirectorGO"j=<9&0k<WN=l

>lNj=<94HKj=<9&/jGs7ckrHQ9kNGOJ/"1lNj

=<9&/jGs7ckrj=<9&0k<WKHQ7^9#

J<N ivadmin rsrcgroup 3^sIKO"I}3s=<kN3^sIN&A"1y

N GSO j=<9&0k<WI}?9/&3^sIH18!=,woCF$^9#

3^sI b@

rsrcgroup create resource-group-name [-desc description ]
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Web j=<9&0k<Wrn.7F?>7^9#

resource-group-namez-tO"j=<9&0k<WN>0G9#

descriptionz-tO"*W7gsH7FXjG-k-RG"3lr

IC9k3HG"3Nj=<9r1LG-kh&KJj^9#*W

7gsN -desc Qia<?<O"h,K@C7e (-) rU1k,

W,"j^9#9Z<9,HQ5lF$k-RO"sEzQd (″)

GO`,W,"j^9#

c:

ivadmin> rsrcgroup create webs4807 -desc "Web
servers, Room 4807"

rsrcgroup delete resource-group-name

Xj5lF$kj=<9&0k<Wr"-Rpsb^aFo|7^

9#3Nj=<9&0k<WO"8_7F$J1lPJj^;s#

c:

ivadmin> rsrcgroup delete webs4807

rsrcgroup modify resource-group-name add rsrcname resource-name

Web j=<9r{8Nj=<9&0k<WKIC7^9#3Nj

=<9&0k<WO"8_7F$J1lPJj^;s#

c:

ivadmin> rsrcgroup modify webs4807 add rsrcname engwebs02

rsrcgroup modify resource-group-name remove rsrcname resource-name

{8Nj=<9&0k<W+i Web j=<9>ro|7^9#

c:

ivadmin> rsrcgroup modify webs4807 remove rsrcname engwebs02

rsrcgroup list

LDAP G#l/Hj<KjA5lF$k9YFN Web j=<9&

0k<WN>0r=(7^9#“list” K3/psO5k5l^9#

c:

ivadmin> rsrcgroup list

3lKhCF"<-H18h&Jps,=(5l^9#

webs4807
websbld3
websbld4

rsrcgroup show resource-group-name
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Xj5lF$kj=<9&0k<WKX9k Web j=<9&0k

<Wpsr=(7^9#

3Nj=<9&0k<WO8_7F$J1lPJj^;s#8_7

F$J$lgO"(i<&aC;<8,=(5l^9#

c:

ivadmin> rsrcgroup show webs4807

3lKhCF"<-H18h&Jps,=(5l^9#

Resource Group Name: webs4807
Description: Web servers, Room 4807
Resource Members:

engwebs01
engwebs02
engwebs03

j=<9&/jGs7ckNI}

J<N ivadmin rsrccred 3^sIrHQ9lP"I}TO"5^6^Jj=<9&

/jGs7ckX"0-rI}G-kh&KJj^9#

j=<9&/jGs7ck KhCF"GSOf<6<Cjj=<9 (Web5<P<d

Web5<P<N0k<WJI) KP7F"f<6<1LHQ9o<Irs!7^9#

ivadmin rsrccred 3^sIrHQ9kH-O"j=<9N?$WH7F"“web” ^

?O “group” HXj9k@1GQ_^9#

m: j=<9dj=<9&0k<W,8_7F$J1lP"j=<9&/jGs7
ck&3^sIr,Q9k3HOG-^;s#

3^sI b@

rsrccred create resource-name rsrcuser resource-userid rsrcpwd
resource-password rsrctype {web | group} user user-name
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j=<9&/jGs7ckrn.7F?>7^9#j=<9&/j

Gs7ckrn.9k?aKO"f<6<Hj=<9 (^?Oj=

<9&0k<W) ,>}Hb9GK8_7F$J1lPJj^;

s#f<6<"j=<9"^?Oj=<9&0k<W,8_7F$

J+C?j""k$O"Xj5lJ+C?lgO"(i<&aC;

<8,=(5l^9#

j=<9&/jGs7ckI}3^sIr2H9kH-O"j=<

9N?$WK"“web” ^?O “group” j=<9@1rXj7^

9#

resource-namez-tO"j=<9Nn.~K=Nj=<9KXj

5lk>0G9 (?H(P"engwebs01 JI)#

resource-useridz-tO"Web 5<P<Nf<6<NG-Nf<

6<1L (userid)G9 (?H(P"4807ws01 JI)#

resource-passwordz-tO"Web 5<P<Nf<6<NQ9o<

IG9 (?H(P"rsrcpwd JI)#

user-namez-tO"j=<9&/jGs7ckpsN,QP]G

"kf<6<N>0G9 (?H(P"dlucas JI)#

c:

ivadmin> rsrccred create engwebs01 rsrcuser 4807ws01
rsrcpwd rsrcpwd rsrctype web user dlucas

rsrccred modify resource-name rsrctype {web | group} set [-rsrcuser
resource-userid ] [-rsrcpwd resource-password ] user user-name

Xj5lF$kj=<9Nf<6< ID HQ9o<I&j=<9&

/jGs7ckpsrQ97^9#

f<6<Nj=<9&f<6< ID ^?OQ9o<IpsrQ9^

?OF_j9kKO"3liN*W7gs&3^sINh,K@C

7e (-) rU1k,W,"j^9#j=<9dj=<9&0k<

W"*hSf<6<,9GK8_7F$J1lP"j=<9&/j

Gs7ckpsrQ99k3HOG-^;s#

Xj9kj=<9N?$WO"GiNn.~KdjvFil?j=

<9&?$W (“web” ^?O “group” JI) HlW5;k,W,"

j^9#

c:

ivadmin> rsrccred modify engwebs01 rsrctype group
set -rsrcuser 4807ws01 -rsrcpwd newrsrpw
user dlucas

rsrccred delete resource-name rsrctype {web | group} user user-name
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{8f<6<KX9kj=<9&/jGs7ckps@1ro|7

^9#

j=<9N?$WO"GiNn.~KdjvFil?j=<9&?

$W (“web” ^?O “group” JI) HlW5;k,W,"j^9#

c:

ivadmin> rsrccred delete engwebs01 rsrctype group
user dlucas

rsrccred list user user-name

Xj5lF$kf<6<N9YFNjAQ_j=<9N>0H=l

iN?$Wr=(7^9#

c:

ivadmin> rsrccred list user dlucas

3lKhCF"<-H18h&Jps,=(5l^9#

Resource name: engwebs01
Resource Type: group
Resource name: engwebs02

Resource Type: web

rsrccred show resource-name rsrctype {web | group} user user-name

Xj5lF$kf<6<KX9kj=<9&/jGs7ckpsr

=(7^9#

j=<9&/jGs7ckHf<6<O">}Hb"8_7F$J

1lPJj^;s#8_7F$J$lgO"(i<&aC;<8,

=(5l^9#

c:

ivadmin> rsrccred show webs4807 rsrctype group user dlucas

3lKhCF"<-H18h&Jps,=(5l^9#

Resource Name: engwebs01
Resource Type: group
Resource User Id: dlucas

l89Hj<&]j7<I}3^sI

ivadmin policy 3^sIO"Policy Directorf<6<KX9klL*J]j7<ps

r)f9kl"NI}3^sIG9#I}TO"J<Nh&J]j7<0-rI}

9k3H,G-^9#

v 308Z<8NXm0$s&]j7<NI}Y

v 308Z<8NXQ9o<I&]j7<NI}Y

]j7<O"79F`N4N*J;-ejF#<r~19k?aK"f<6<&"

+&sHHQ9o<IK];ilk)sN;CHrjA7^9#3liN)sO"

lL*K (79F`K"k9YFNf<6<K0m<PkK)""k$OCLK (Xj

5l?f<6<KP7F@1) ];il^9#f<6<K"CjN]j7<,,Q5

lklgO"3NCjN]j7<,"jA5lkD=-,"kINlL]j7<h

jb%h7^9#lL]j7<KfYF"3NCjN]j7<,)s,?/Fb/

J/Fb"3N%hgL,,Q5l^9#
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m0$s&]j7<NI}

J<N ivadmin policy 3^sIrHQ9lP"I}TO"m0$sX"N]j7<

rI}G-kh&KJj^9#

m0$sX"N policy I}?9/&3^sIrHQ7F"77$m0$s&]j7
<rn.7?j""k$O"{8Nm0$s&]j7<r3T<7^9#5iK"

f<6<&"+&sHNm0$s&]j7<KX9kpsr=(9k3HbG-^

9#

m0$sX"N]j7<Nlg"Policy DirectorO"policy I}?9/&3^sIr
2H9kH-"jP~VO DDD-hh:mm:ssH7F"^?dP~VO

YYYY-MM-DD-hh:mm:ss H7FjA7^9#

3^sI b@

policy {set | get} max-account-age [ relative-time ] [-user user-name ]

f<6<K09k"+&sH,~;9k^GNGg|tH~VJI

N~VHr)f9k]j7<rI}7^9#

c :

ivadmin> policy set max-account-age 031-12:30:00 dlucas

^?O

ivadmin> policy get max-account-age dlucas

policy {set | get} account-expiry-date [ absolute-time ] [-user user-name ]

D9Nf<6<&"+&sH,~;9kdP|~rXj7^9#9

YFNf<6<&"+&sH,1~K~;9k|~NXjKbHQ

G-^9#

c :

ivadmin> policy set account-expiry-date 1999-12-30-23:30:00 dlucas

^?O

ivadmin> policy get account-expiry-date dlucas

Q9o<I&]j7<NI}

J<N ivadmin policy 3^sIrHQ9lP"I}TO"5^6^JQ9o<IX

"]j7<N0-rI}G-kh&KJj^9#

Q9o<IX"N]j7<Nlg"Policy DirectorO"policy I}?9/&3^sI
r2H9kH-"jP~Vr DDD-hh:mm:ssH7FjA7^9#

3^sI b@

policy {set | get} min-password-length [ number ]

Q9o<ING.9r8ztGXj7^9#numberz-tO"Q

9o<INvFG.9G9#

c :

ivadmin> policy set min-password-length 8

^?O

ivadmin> policy get min-password-length
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U?B. C-v`

\qK*$F"|\GO/=5lF$J$IBM=JJ!#*hSWm0i`K"W

m0i_s0^?O5<S9KD$F@Z^?Ob@9klg,"j^9#7+

7"3N3HO"@R,3Nh&JIBM=J"Wm0i_s0^?O5<S9r"

|\G/=9kU^,"k3Hr,:7b(9bNGO"j^;s#\qG" IBMi

$;s9&Wm0i`^?O>NIBM=JK@Z7F$kt,,"CFb"3N3

HOv:Wm0i`^?O=JN_,HQD=G"k3HrU#9kbNGO"j

^;s#3liNWm0i`^?O=JKe(F"IBMNN*j-"r/29k3

HNJ$!=*K1yJ>RNWm0i`"=J^?O5<S9rHQ9k3H,

G-^9#?@7"IBMKhCF@(*KXj5l?bNr|-"3liNWm0

i`^?O=JKX"9kT/N>A*hS!ZO*RMNU$GTCF$?@-

^9#

IBM*hS>RO"\qGb@9kgjKX9kCv"JCvPjr^`K&8

""^?Oxn"rj-7F$klg,"j^9#\qO"3liNCv""&8

""*hSxn"KD$F"\qG@(5lF$klgr|-"B\""HQ"y

rvz9k3HrU#9kbNGO"j^;s#B\""HQ"yNvzKD$F

O"<-N8hK"qLKF4Hq/@5$#

)106-0032l~TAh;\Z3z\2-31

APvHj

IBM World Trade Asia Corporation

Intellectual Property Law & Licensing

\qK*$F"IBM J0N Web5$Hr2H7F$klg,"j^9,"=liO

INh&JlgKb"X9N?a@1K2H7F$kNG"j"INh&JU#K

*$Fb"=liN Web 5$HNbFr]Z9kbNGO"j^;s#=liN

Web5$HK"kqAOv=JNqANltGOJ/"=liN Web5$HNxQ

Of<6<+HNU$K*$FTolkbNH7^9#

\Wm0i`Ni$;s9]}TG"(i) H+Kn.7?Wm0i`H=N>NWm0

i`J\Wm0i`r^`KHNVGNpsr9"*hS (ii) r95l?psNj

_xQrD=K9k3Hr\*H7F"\Wm0i`KX9kpsr,WH9k}

O"<-K"m7F/@5$#

IBM Corporation

Department LZKS

11400 Burnet Road

Austin, TX 78758

U.S.A.

\Wm0i`KX9ke-NpsO",ZJroN<GHQ9k3H,G-^9

,"-~Nlgb"j^9#

\qK*$F(5lkQU)<^s9&G<?O"$:lb)f5l?D-Ghj

5l?bNG9#7?,CF"T/D-,[JlP"@ilkkLOx7/[Jk

lg,"j^9#^?",jMKhCFO+/axG@il?bNG"klg,"

j"lL*KHQD=J79F`K*$Fb"3liH1MJ,jM,@ilkH
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$&]ZO"j^;s#5iK",jMKhCFOdjKhCF+Qbil?bN

G"klg,"j^9#B]NkLO[Jklg,"j^9#\qrI^lkf<

6<O"f<6<G-ND-K,QD=JG<?rN'7F/@5$#

>RN=JKX9kpsO"=liN=JNs!T"=liN=JN/=qA"^

?O=N>NlLK~jD=Jps;+i~j7^7?# IBM O=liN=JrF

9H7F*i:"QU)<^s9N:Y"_9-"^?O=N>N>R=JKX9

k$+Jk-Rrb]Z9kbNGO"j^;s#>R=JN=OKX9k4Ad

O"=liN=JNs!TKwkh&K*j$W7^9#

IBM N-hN}~^?OU~KX7F-R,J5lF$?H7Fb"=liO=pJ

7KQ9^?O1s5lklg,"j"1K\8r(7F$kbNG9#

IBM O"*RM,s!9kpsr IBM ,,vHM(k?i+N}!G"HQ^?O

[[9klg,"j^9,"=N3HKhCF"IBM ,*RMKP7F?i+NA3

ri&3HOJ$bNH7^9#

3Nb@KO"|oNH3GHQ5lkG<?dl]<HNc,^^lF$^9#

3Nh&JcKD$FOG-k@104r|9?aK"DM>"qR>"VisI

>"=J>JI,HQ5lF$^9#3&7?>0O9YFMuNbNG"j"B

]NkHdDNGHQ5lF$k>0d;jK`w9kbN,"CFb"^C?/

Nv3Ka.^;s#

xn"vz:

\qKO"M9J*Zl<F#s0&WiCHU)<`GNWm0i_s0j!r

c(9k=<9@lGq+l?5sWk&"Wj1<7gs&Wm0i`,G\5

lF$^9#3N5sWk&Wm0i`O"5sWk&Wm0i`,q+lF$k

*Zl<F#s0&WiCHU)<`N"Wj1<7gs&Wm0i_s0&$s

?<U'<9K`r7?"Wj1<7gs&Wm0i`N+/"HQ"Nd"^?

O[[r\*H7F"$+JkA0K*$Fb IBM KPArY'&3HJ/3lr

#=7"~Q7"[[9k3H,G-^9#

3liNcO"9YFNlgKD$F04KF9H5l?bNGO"j^;s# IBM

O3liNWm0i`K.j-"DQ-"*hS!=KD$F!'eNlS4]U

$r^`$+Jk@(^?OE(N]ZU$bi$^;s#

3liN5sWk&Wm0i`N$+Jkt,N#=*^?Os!*xn*Kb"

h0TK[[^?Os!9klgKO"!Nxn"=(rT&bNH7^9#

© (Wm0i`+/TNqR>) (/)#3N3<INltO"IBM Corp. N5sWk&

Wm0i`NI8*G9#

© Copyright IBM Corp. (/) All rights reserved.

3N^Ke"kN=UH3T<r+klgO"L?H'D-N(,=(G-J$3

H,"j^9#

&8

!NbNO"IBM CorporationN&8G9#
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AIX

DCE

IBM

FirstSecure

Global Sign-On

GSO

LDAP

Policy Director

SecureWay

>NqR>"=J>*hS5<S9>yO=l>lFRN&8^?OP?&8G

9#

AuthAPI DASCOM, Inc.
DASCOM DASCOM, Inc.
IntraVerse DASCOM, Inc.
Internet Information Server (IIS) Microsoft Corporation
Internet Explorer Microsoft Corporation
Netscape and the Netscape logos Netscape Communications Corporation
Netscape logos Netscape Communications Corporation
Netscape FastTrack Netscape Communications Corporation
Netscape Navigator Netscape Communications Corporation
NetSEAL DASCOM, Inc.
NetSEAT DASCOM, Inc.
Smart Junctions DASCOM, Inc.
Solaris Sun Microsystems, Inc
WebSEAL DASCOM, Inc.

Java*hS9YFN JavaX"N&8O"Sun Microsystems, Inc.N&8G9#

Microsoft"Windows"Windows NT"*hS Windowsm4O"Microsoft CorporationN

&8G9#

UNIX O" X/Open Company Limited,i$;s97F$kFq*hS=N>NqK

*1kP?&8G9#
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wz

|\l, tz, Qz, Cl8zNgK[s5lF$^

9#J*, y;H>y;O6;H1yK7olF$

^9#

N"TO
"$3s

(i<u7 62

*V8'/H 69

Ypu7 62

4_" 60, 61

u7=( 62

9WjC?< 69

5ou7 62

GU)kHN .gif U!$k 187

Ts&Se< 60

group 114

user 74

"+&sH

0tl89Hj< 27

I}f<6< 109

=$ 232

`\ 8

n. 13

>hNP~U1 28

;-ejF#<&l89Hj< 44

G<? 62

GU)kH LDAP l89Hj< 71

NjA 72

f<6<*hS0k<WNI} 71

l89Hj< 8

l89Hj<&G<?Y<9 57

l89Hj<&G<?Y<9Nps 129

cell_admin 108

group 111

LDAP KP?5l? 80

number 228

user 8

"+&sH"f<6<

|n 76

IC 75

#tNI}Nn. 76

Q9 76

"/7gs

I}vDNWs 98

createf<F#jF#< 144

"/7gs&\?s

*V8'/H&9Z<9 66

5W 59

"/7gs&\?s (3-)

0k<W 64

Wm-7<&f<6< 67

f<6< 63

m0$s 63

ACL 65

GSOj=<9 64

GSOj=<9&0k<W 65

"/7gs&\?sNHQ

*V8'/H&9Z<9I}?9/N 116

0k<WI}?9/Q 73

Wm-7<&f<6<I}?9/N 122

f<6<I}?9/Q 75

ACL I}?9/N 113

GSOj=<9I}?9/Q 80

GSOj=<9&0k<WI}?9/Q 82

"/;9

ro 93

Wa 105

"/;9)f

I} 201

-aNY+$ 201, 235

-aNY+$ HTTP *hS HTTPS 9

-aNY+$"PC/(sI&5<P<QN 196

s!9k" F)fr 201

,Q 113

"/;9)fj9H (ACL r2H) 13

"/;9NWa 105

"Wj1<7gs&*V8'/H

?$W 87

MCHo</ 86

"Wj1<7gs&Wm0i`&$s?<U'<9

(API r2H) 2

Ef"Ef= 5

Ef=

-< 19

vD 90

5<S9 6

5]<H5lF$k,J 5

NjA 2

GSOj=<9&/jGs7ck 218

SSL eNEf 5

SSL ^?O GSSHsMkrp9k*<+i*<^

GN 10

Ef= (P) vD 90

\T

GSOG<? 84

]}9k

uV"HTTP War^?,k 207
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Q$Z@q 4, 18, 33

Q$9k 262

u~PO5l?qA xvii

$s9H<k

#tN DSB 281

NetSEAT"5]<H&bGkH7FN 261

query_contents"h0T UNIX 5<P<eN 221

query_contents"h0T Win32 5<P<eN 222

$s?<MCH&WmH3k (IP) 156

$s?<U'<9

"Wj1<7gs&Wm0i`&$s?<U'<9

(API) 2, 48

vD5<S9 41

0iU#+k&f<6<&$s?<U'<9

(GUI) 4, 49

FQ;-ejF#<&5<S9 (GSS) 6

jb<H&Wm7<8c<FSP7 (RPC) 34

CGI $s?<U'<9"Web 5<P<N 227

Interface Definition Language (IDL) 27, 32, 35

ivadmin f<F#jF#< 130

NetSEAT=.f<F#jF#< 265

Policy DirectorI}3s=<k 41

Policy Director/jGs7ckh@5<S9

(CAS) 34

secure socket layer interface (HTTP) 4

wandmgrf<F#jF#< 130

$sWjasF<7gso, 55

(/9HiMCH 10

(i<u7"$3s 62

(s?<Wi$:&MCHo</&;-ejF#< 1

(sF#F#< 89

(sF#F#<*; (EE) 4

g8z.8zrhL7J$ URL 205

*V8'/H

?$W"]n*V8'/HN 139, 140

k<H (/) 3sFJ< 94

WebSEALj=<9 95

*V8'/H"]n 44

*V8'/H"Web 13

*V8'/H&"$3s 69

*V8'/H&9Z<9 66

"/7gs&\?s 66

I}N5W 116

?9/&?V 66

Dj<&Se<eNpu 70

GU)kHN NetSEAL ACL 101

GU)kHN WebSEAL ACL N 100

GU)kHNI} ACL N 101

GU)kHNlWj+I}N 101

GU)kH&k<HN ACL N 100

*V8'/H&9Z<9&?9/

"/7gs&\?sNHQ 116

*V8'/H&9Z<9&?9/ (3-)

*V8'/H+iN@(* ACL N|n 117

I}QMkNHQ 117

ACL r*V8'/HKUC 117

*Zl<7gs 106

N+TO
+O

ivadmin f<F#jF#< 285

,$Ii$s

n.9k"9^<H\gr 201

M<`9Z<9rB4K9k 99

50

'Z 17, 37

SSL 'Za+K:` 21

0t (h0T) l89Hj< 32

0tvD 52

0tvD5<S9

$sWjasF<7gs 55

H%- 55

NjA 139, 146

>AWm;9 53

j=<9WaNro 53

5W

(s?<Wi$:&MCHo</&;-ejF#<

1

*V8'/H&9Z<9I} 116

+9?` CAS 35

I}3s=<k 8, 57

I}5<P< 9

-&;-ejF#< 119

vD 37

vD API 48

vD API 5<P< 11

vD5<P< 11

vD5<S9 11, 40

/jGs7ckh@5<S9 26

/jGs7ckh@5<S9 (CAS) 11

/jGs7ckNh@ 17

5<P<I}D<k 130

;-ejF#<&5<P< 8

;-ejF#<&^M<8c< 9

;-ejF#<&bGk 12

B ACL bGk 103

G#l/Hj<&5<S9&Vm<+< 11, 281

HiP<9vD 104

'Z 17

U!$"&)<kNf<6< 121

Wm-7<I} 121

]n*V8'/H&M<`9Z<9 44

m0-?HF: 151

ACL 88
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5W (3-)

ACL I} 113

GSOj=<9 79

GSOj=<9&/jGs7ck 79

GSOj=<9&0k<W 81

ivadmin f<F#jF#< 285

NetSEAL 10, 235

NetSEAL /i$"sH 10

NetSEAL \g 242

NetSEAT 259

NetSEAT/i$"sH 259

Policy Director 1, 3

Policy Director CAS 181

Policy Director5<P<NWm;9 129

WebSEAL 9

WebSEAL'Z 165

WebSEAL"9^<H\g 5<P<H7FN 195

H%

vD5<S9 52

/jGs7ckh@5<S9 4

DCE ;-ejF#<&f<F#jF#< 266

H%R?$W 188

H%C"0-Z@q (EPACr2H) 18

H%m0$s

u1~l"GU)kHN 268

=. 268, 276

=."PKI }gN 275

_j"=_N;-e"&Ia$sQN 275

*r`\ 276

+9?^$:5l?/jGs7ckh@5<S9

/jGs7ckh@5<S9"+9?` r2H 35

>[d_V (VPN) 10, 119

D-Qt 282

F:

5b 151

h0= 158

!= 7

5<P<Nh0 151

5<S9 25, 29

ZWU!$k 7

m0&U!$kNLVNXj 160

WebSEAL 160

WebSEALF:ZWU!$k 161

WebSEALrHQD=*hSHQTDK9k 160

F: (A) vD 92, 147, 158

I}

I}f<6<Nn. 109

vD"/7gsNU$ 110

vD5<S9 139

0k<W 72

=.I} 294

3^sI (ivadmin) 294

I} (3-)

5<P<I}vD 97

5<P<I}NU$ 110

;-ejF#<&]j7< 47

GU)kHN ACL 101

GU)kHNf<6<*hS0k<W 108

Q9o<I&]j7< 125, 126

Wm-7<&f<6< 119, 122

]nMCHo</ 251, 290

]n]<H 252, 292

]n]<HNL> 254, 293

]j7< 46

rd 109

rdN?$W 109

f<6< 71

f<6<&"+&sH 74

lWj+I}vD 99

m0$s&]j7< 125

ACL I}vD 97, 98

ACL FsWl<H 100

ACL NU$ 109

GSOj=<9 79

GSOj=<9&0k<W 81

NetSEAL \g 251, 291

NetSEAL ]<HNL> 251, 254

Policy Director5<P< 129

Web 9Z<9 186

I}"+&sH"#tN 76

I}$s?<U'<9 41

I}*V8'/H 44

I}3s=<k

*V8'/HNIiC0 / ImCW 67

*V8'/H&"$3s 69

*V8'/H&9Z<9pu 70

5W 8, 57

I}?9/&QMkND<k 58

!= 57

4_""$3s 61

Hq"$3s 68

etQMkH<tQMk 68

9WjC?<&"$3s 69

*rpu 71

Dj<&Se< 70

G<?~OU#<kI 68

Se<N?$W 59

U#<kIVNJS2<H 68

j9HN#t`\ 68

j9H&Se< 70

GSOj=<9&?9/ 64

I}3s=<k&?9/

*V8'/H&9Z<9 65

0k<W 63, 71

wz 315



I}3s=<k&?9/ (3-)

C-H)f 67

Wm-7<&f<6< 66, 119

f<6< 63, 71

m0$s 62

ACL 65, 85

GSOj=<9&0k<W 64

I}3s=<k&D<k

"/7gs&\?s 59

I}?9/&QMk 59

G(D 60

u7P< 62

?$Hk&P< 62

?9/&?V 59

D<kP<H\?s 60

I}3sFJ<&*V8'/H 86

I}5<P< (ivmgrd)

5W 9

nH 40

I}nH

"/;9)f,'NQ9 92

77$vDNjA 98

+9?^$:5l?P~U15<S9N;CH"CW

35

+9?`vDNn. 144

+9?`n. CAS K,WJ 35

I}"Q9o<I&]j7<N 308

I}"m0$s&]j7<N 308

I}"GSOj=<9N 302

I}"GSOj=<9&/jGs7ckN 305

I}"GSOj=<9&0k<WN 303

I}3s=<kNHQ 73

I}5<P<NI} 149

I}U$NQy 76

p\'ZN?aN WebSEAL5<P<N`w 177

vDNI} 144

vDN)f 38

vDNdjvF 89

/jGs7ckh@5<S9QK,WJ 34

=."1l5$s*s&a+K:`N 210

=."]n5<P<QH7FN 263

=."NetSEAL \gN 243

=."NetSEAT/i$"sHN 265

BT"I}N 261

Xj"0k<WN"ACL bGN 299

Xj"gxN"NetSEAL ,5<S9K"/;99k

268

Xj"WmH3k*hS]<HN 268

|n"I}C"N 201

q0Y<9&m0$sN?aN WebSEAL5<P<

N`w 178

;-ejF#<I}TNdjvF 8

I}nH (3-)

;-ejF#<&]j7<N)B 44

;-ejF#<&]j7<NjA 12, 14

_j"DSB ]<HVfN 282

40"DSB =.Qia<?<N 281

IC"IC HTML ?0N"URL ,^^lF$k

220

s!"'ZpsN"\gh5<P<XN 213

C"N+9?^$: 108

IiC0&"sI&ImCW&*V8'/H 60

MCHo</&;-ejF#<&]j7<NI} 41

[V"#tN DSB N 281

]n"TCP 5<S9N 247

]n*V8'/H&M<`9Z<9NhN)f 109

@(**hSQ55l?]j7< 45

f<6<*hS0k<W&"+&sHNI} 71

f<6<&"+&sHH0k<W&"+&sHNn.

13

k<H ACL FsWl<HN_j 104

ACL I}*V8'/HKD$FN ACL I}TNj

A 97

ACL FsWl<HNI} 113
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3NQl8GO"\qGHQ5lF$k"7,^

?OX4,b$HM(ilkQl*hSJ,lr

jA7F$^9#3NQl8KO"J<NbN+

izQ7?Ql*hSjA,^^lF$^9#

v IBM Dictionary of Computing (New York:

McGraw-Hill, 1994)#

v American National Standard Dictionary for

Information Systems" ANSI X3.172-1990 (Fq,

J(q (ANSI) , 1990/Kxn"rh@)#

v Answers to Frequently Asked Questions, Version 3.0

(California: RSA Data Security, Inc., 1998)#

A

"/;9)fj9H (ACL) (access control list (ACL)).
CjNj=<9NHQrvDf<6<KBj9k?aN

a+K:`#

ACL. "/;9)fj9H (Access control list)#

"/7gszr (action history). /jGs7ckNi

$U&5$/kbN_Q$YsH#

psr9QFq8`3<I (ASCII) (American National
Standard Code for Information Interchange (ASCII)).
G<?h}79F`"G<?L.79F`"*hSX"

!oNVGNpsr9KHQ5lk8`3<I# ASCII

;CHO"7 SCHN3<I=8z (QjF#<!:QN

SCHr^aF 8 SCH) +i=.5lk3<I=8z

;CHrHQ9k#3N8z;CHO")f8zH0i

U#C/8zG=.5lF$k#

Fq,J(q (ANSI) (American National Standards
Institute (ANSI)). 'jH%,FqN+gH&8`rn.

7F]}9k?aNjgrhakH%#3lO"8:

T"CqT"*hSlLNX8DN+i=.5lk#

ANSI. Fq,J(q (American National Standards

Institute)#

API. "Wj1<7gs&Wm0i`&$s?<U'<9
(Application program interface)#

"WlCH (applet). JavaGn.5l" Java_9N

Web Vi&6<GT/9k3sTe<?<&Wm0i

`#Java"WlCHHbFPlk#

"Wj1<7gs&Wm0i`&$s?<U'<9 (API)
(application program interface (API)). Policy Director

GO"be`@lGn.5l?"Wj1<7gs&Wm

0i`K"CjN Policy Director!=NHQrvD9k

!=$s?<U'<9#,JY<9N Policy Directorv

D API Khj""Wj1<7gsO"8f Policy Director

vD5<S9rFSP93H,G-k#3liNFSP

7rHQ9lP"77$"Wj1<7gs4HKvD3

<Irn.9k,W,J/Jk#Policy DirectorvD API

Khj"S8M9K*$F"Hi9FCIvDUl<`

o</eN4"Wj1<7gsr8`=9k3H,G-

k# Policy DirectorvD API rHQ9lP"MCHo<

/eNj=<9XN"/;9r5iK)f9k3H,G

-k#Policy DirectorvD API N\YKD$FO" Policy

Director Programmer’s Guide and Referencer2H#

ASCII. psr9QFq8`3<I (American National

Standard Code for Information Interchange)#

F:m0 (audit log). 1 DNF:$YsHKD-l3<

Ir 1 D]I9kG<?Y<9bNF<Vk#

F:5<P< (audit server). F:/i$"sH+iF

:$YsHru1hj"=lirF:m0Kq-~`5

<P<#

F:ZW (audit trail). l"N$YsHrjs/9k"

@}P)AVNG<?#F:ZWKhj"His6/7

gsdjjN"/F#SF#<NzrNIW,D=KJ

k#

'Z (authentication). L.7F$kQ<F#<N1L

N".j-Nb$=LNWm;9#

vD (authorization). j=<9XN"/;9NvD#

B

base64 3<I= (base64 encoding). MIME rbDP

$Jj<&G<?rA#9klL*JjJN 1 D#

Vi&6< (browser). VWeb Vi&6< (Web

browser)Wr2H#

Vi&6<Z@q (browser certificate). G#8?kZ

@qO"/i$"sH&Z@qHbFPlk#3lO"

SSLHQD= Web5<P<rp7F CA KhCF/T

5lk#Ef=5l?U!$kbN-<rHQ9kH"

Z@qN}AgOG<?NEf="Ef=r|"*hS

p>rT(k#lL*K"3liN-<O WebVi&6

<,]I9k#"Wj1<7gsKhCFO"9^<
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H&+<Id=N>NaG#"K-<r]IG-kbN

,"k# VG#8?kZ@q (digital certificate)Wb2

H#

C

CA. 'ZI (Certificate authority)#

CA Z@q (CA certificate). f<6<NWaKhj"

WebVi&6<,'17F$J$ CA +iu1~lkZ

@q#Vi&6<O"3NZ@qrHQ7F"=N CA

KhCF/T5l?Z@qr]}9k5<P<HNL.

r'Z9k3H,G-k#

CAS. /jGs7ckh@5<S9 (Credent ia ls

Acquisition Service)#

CAS 5<P< (CAS server). Policy Director/jGs

7ckh@5<S9 (CAS) 3s]<MsHQN5<P

<#

'ZI (CA) (certificate authority (CA)). H%N;-

ejF#<&]j7<K7?,$";-ejF#<ER

1LrZ@qNAVGdjvFkr\r4&=UH&'

"# CA O"P?I (RA) +iN"Z@qN/T"9

7"*hShjC7NWarh}9k3H,G-k#

CA O"IBM SecureWay Trust AuthorityWm@/HN RA

HPC7F"G#l/Hj<bGZ@q*hS CRL r/

T9k#VG#8?kZ@q (digital certificate)Wb2H#

Z@qH% (certificate extension). Z@qKICU#

<kIr^ailkh&K9k"X.509v3Z@qA0N$

U*r!=#8`H%Hf<6<jAH%,"k#8`

H%KO"-<*hS]j7<Nps"5V8'/H*

hS/TTN0-"Z@qP))sr^a"5^6^J

\*N?aNbN,"k#

Z@q]j7< (certificate policy). &LN;-ejF

#<WorbDCjN/i9N"Wj1<7gsKP9

kZ@qN,Q-r(9">0U-N,'N8^j#?

H(P"CjNZ@q?$WGf<6<,jjNAJO

ObN&JKD$Fhjz-rT&3HrvD9k+I

&+rZ@q]j7<,(9lg,"k#

Z@qWmU!$k (certificate profile). ,WH5lk

Z@qN?$W (SSLZ@q"IPSecZ@qJI) rjA

9kC-N8^j#WmU!$kO"Z@qNEM*h

SP?rI}9kNKr)D#/TTO"WmU!$k

N>0rXj9k[+",WJZ@qNC- (Ev-|

V"-<NHQ"1L> (DN) )s"JI) rXj9k3

H,G-k#

Z@qhjC7j9H (CRL) (certificate revocation list
(CRL)). 'ZI,hjC7?Z@qN"G#8?kp>

5l?"?$`&9?sWU-Nj9H#3Nj9HK

"kZ@qO"uzT=H_J9,W,"k# VG#8

?kZ@q (digital certificate)Wb2H#

'Z (certification). 5'Q_N5<I&Q<F#<,"

DM1L"H31L"^?OH%1Lr]Z9kERZ

@qr/T9kWm;9#

CGI. &L2<H&'$&$s?<U'<9 (Common

Gateway Interface)#

"?!Z (chain validation). jjNZ@q,/T5l

?.j,XbN9YFN CA p>N!Z#?H(P""

k CA ,=Np>Z@qrLN CA KhCF/T5lF

$klg"f<6<,s(7?Z@qN!ZfK>}N

p>,!Z5lk#

/i9 (class). *V8'/HX~_W^?OWm0i_

s0K*$F"&LNjAr&Q7"=N?aK&LN

WmQF#<"`n"*hS0nr&Q9k*V8'/

HN0k<W#

/j"&F-9H (cleartext). Ef=5lF$J$G<

?#VsEf=F-9H (plaintext)WN1Al#

/i$"sH (client). (1) 5<P<+i&Q5<S9r

u1hk!=1L# (2) LN3sTe<?<^?OWm0

i`K5<S9rWa9k3sTe<?<^?OWm0

i`#

/i$"sH / 5<P< (client/server). l}N&NW

m0i`,jj&NWm0i`KWarw.7F~zr

TDH$&",6h}K*1kbGk#Wa&Wm0i

`r/i$"sHH$$"~z&Wm0i`r5<P<

H$&#

3<Ip> (code signing). G#8?kp>GBTD=

Wm0i`Kp>9k?aN;!#3<Ip>O"$s

?<MCHG[[5lk=UH&'"N.j-rbak

h&_W5lF$k#

&LEfNO (CCA) (Common Cryptographic
Architecture (CCA)). gWJ IBM 3sTe<F#s

0&WiCHU)<`eGlS7?Efj!rHQG-

kh&K9k IBM =UH&'"#FoNWm0i_s0

@lGn.5l?"Wj1<7gs&=UH&'"r5

]<H7F$^9#"Wj1<7gs&=UH&'"

O"CCA 5<S9rFSP7F"DES*hS RSA Ef

=r^a"FoNEf!=rBT9k3H,G-k#

&L2<H&'$&$s?<U'<9 (CGI) (Common
Gateway Interface (CGI)). WebZ<8H Web5<P

<VGpsr>w9k8`}0#
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!)- (confidentiality). 5vDQ<F#<K=*5l

J$H$&C-#

/jGs7ck (credential). 'Zr9G"kMN1Lr

Z@9kNKHQ5lk!)ps#MCHo</&3s

Te<F#s0ND-K*$F"bCHblL*J?$

WN/jGs7ckO" CA ,n.7Fp>7F"kZ

@qG"k#

/jGs7ckh@5<S9 (CAS) (Credentials
Acquisition Service (CAS)). Policy Director/jGs

7ckh@5<S9 (CAS) 3s]<MsH#

CRL. Z@qhjC7j9H (Certificate revocation list)#

CRL /TVV (CRL publication interval). CA =.U

!$kK_j5l"G#l/Hj<KP9k CRL Nj|

*J/TN~VVV#

j_'Z (cross-certification). 1 DN CA ,=NlQ

p>-<HX"U1il?x+-<r^`Z@qrLN

CA KP7F/T9kH-KHQ9k.jbGk#j_'

ZZ@q,"kH"1 DNI}Ia$sbN/i$"s

H&79F`^?O(sI&(sF#F#<,"LNI

a$sbN/i$"sH&79F`^?O(sI&(s

F#F#<HB4KL.9k3H,G-k#

EfN (cryptographic). G<?NU#r#9?aNG<

?NQ9KX9kQl#

Ef (cryptography). 3sTe<?<&;-ejF#<

K*$FO"sEf=F-9HNEf=*hSEf=5

l?F-9HNEf=r|N6}"jJ"*hS}0#

D

G<bs (daemon). PC/0i&sIG?9/rBT

9kWm0i`#3NWm0i`NYgr,WH9ku

V,/89kH"E[*KFSP5lk#Lo"79F

`,G<bsr+0*K spawn9k?a"f<6<OG

<bsrU19k,WOJ$#G<bs,J3*K8_

9klgb"lP"79F`,VVr*$FG<bsr

F8.9klgb"k#

Ql (G<bs H/;5lkbN) O@CK3h9k#e

KJCF"Disk And Execution MONitorr=9,zl

DAEMON (G<bs) H$&g}*Jb@,J5l?#

G<?Ef=,J (DES) (Data Encryption Standard
(DES)). Ef=VmC/EfN 1 DG"1977/KFq

/\Khj50,JH7FjA5l"5'5l?bN#

GiO"IBM KhCF+/5l?#DESO"/=Jh"

0l*K&f5l"#GO"-/Nil"5^6^KH

Q5lkEf79F`HJCF$k#

DESOPNEf79F`G"k#DESrL.KHQ9k

lg"w.&Hu.&N>},18!)-<r'17F

$k,W,"k#3N-<O"aC;<8NEf=*h

SEf=r|KHQ5lk# DESO"O<I&G#9/

eNU!$krEfA0G]I9kJI"1lf<6<

Ef=KbHQG-k#DES O 64 SCHNVmC/&

5$:rbCF*j"Ef=~K 56SCH&-<rHQ

9k#3lO"vi"O<I&'"KBuG-kh&K

_W5l?# NIST O DESr50JFq/\Ef=,J

H7F 5 /4HK'Z7>7F-?#

G<?-1hi$Vij< (data storage library). Z

@q"CRL"-<"]j7<"=N>N;-ejF#<

X"*V8'/HN}3G<?&9H"K"/;9G-

kh&K9kb8e<k#

Ef=r|9k (decrypt). Ef=Wm;9rhjC93

H#

DER. Distinguished Encoding Rules#

DES. G<?Ef=,J (Data Encryption Standard)#

G#8?kZ@q (digital certificate). 5'Q_N5<

I&Q<F#<KhCFDM^?O(sF#F#<KP

7F/T5lkERZ@q#FZ@qKO"CA Nk)-

<Gp>,U1ilk#DM1L"H31L"^?OH

%1LKD$F]Z9k#

CA Nrd!hG"Z@qO"$s?<MCHrL8F

e-businessrT&?aK}2MN"BrZ@9k3HbG

-k#"kU#GO"G#8?kZ@qO"+0VN?

>HvdeUHvKw?rdrL?9#:v9kk)-

<N}2M,CjN e-businessh0rT&"BrbCF$

k3HrZ@9k#

Z@qKO"=l,Z@9k(sF#F#<KX9kp

s"D^j"=l,DMG"k+"^7sG"k+""

k$O3sTe<?<&Wm0i`G"kN+,^^l

F$k#=N(sF#F#<N'ZQ_x+-<,H_

~^lF$k#

G#8?k'Z (digi ta l cert i f icat ion). V'Z

(certification)Wr2H#

G#8?kp> (digital signature). 8q^?OG<?

KUC5lk"w.&N1Lr]Z9k3<I=aC;

<8#

G#8?kp>O"*}*Jp>hjbb$lYkN;

-ejF#<rs!G-k#=N}3O"G#8?kp

>OEf=>Gb"l"N1cJ1L3<IGbJ$?

aG"k#G#8?kp>O"p>5lF$kaC;<

8NEf=5l?WsG"k#7?,CF"aC;<8

KG#8?kp>r:U9k3HKhj"w.&r7)

K1L9k3H,G-k# (p>rn.G-kNOw.&
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N-<@1G"k#) ^?"p>5lF$kaC;<8N

3sFsDbGj5lk (Ef=5l?aC;<8NWs

,aC;<8&3sFsDHlW7F$k,W,"k#

lW7F$J$lg"p>O5zG"k)#7?,CF"

"kaC;<8+iG#8?kp>r3T<7F"LN

aC;<8K,Q9k3HOG-J$#Ws"D^jO

C7e,lW7J$+iG"k#p>U-NaC;<8

KQ9,TolkH"=Np>O5zKJk#

G#8?kp>"k4j:` (d ig i ta l s ignature
algorithm). G#8?kp>,J (Digital Signature

Standard)NltH7FHQ5lkx+-<&"k4j:

`N 1 D#3lO"Ef=KOHQG-J$#G#8?

kp>lQG"k#

G#l/Hj< (Directory). L. (E a<k"Efr9

JI) KX89kpsN0m<Pk&j]8Hj<H7F

HQ9k?aN,X=$#G#l/Hj<O"x+-

<"Z@q"*hS'ZhjC7j9Hr^a"PKI =$

Kg+;J$CjN`\rJ<9k#

G#l/Hj<bNG<?O"Dj<NAG,XuKT

.5l"Dj<NHCWKk<H,V+lk#Lo"e

LNlYkT.,"Fq"/\"^?OkHr=9#f

<6<*hSuVO"lL*K"FDj<Nj<UH7

F=5lk#3liNf<6<"H%"hh"q"*h

SuVO"=l>lG-N-~`\rbD#F-~`\

O"?0-G=.5lk#?0-O"-~`\,=9*

V8'/HKX9kpsrs!9k#

G#l/Hj<bNF-~`\O"X"U1il?1L

> (DN) Hkg5lk#BRqN*V8'/HKG-Jb

NG"kH,+CF$k0-,=N-~`\K^^lF

$klg"3lOG-JbNHJk#!N DN NcrM

(F_k#3Nlg"q (C) O US"H% (O) O IBM"

H%1L (OU) O Trust"&L> (CN) O CA1 G"k#

C=US/O=vnet/OU=Trust/CN=CA1

1L3<I=,' (DER) (Distinguished Encoding
Rules (DER)). DERO"3<I=,',v93<I=?

$WNJ++i 1 D@1*r7"w.&N*W7gsr

9YF|n9k#

1L> (DN) (distinguished name (DN)). G#l/H

j<KJ<5lkG<?~O`\NG-J>0#DN O"

G#l/Hj<H$&,X=$bGN-~`\NLVr

G-K1L9k#

DN. 1L> (Distinguished name)#

8qEf=-< (document encrypting key). lL*K

O"DES JINPNEf!=-<#

Ia$s (domain). V ;-ejF#<&Ia$s

(security domain)W *hSVP?Ia$s (registration

domain)Wr2H#

E

e-business. #tNMCHo</K^?,k"3sTe

<?<rp7?&hz#&Jd5<S9Ndc,^^l

k#G#8?kL.rL8?qbN>wb^^lk#

e-commerce. S8M9VNhjz-#$s?<MCHe

GN (\R"s!HT"Ys@<"=N>HN) &Jd5

<S9Ndc,^^lk# e-businessNp\WGN 1 D

G"k#

(sI&(sF#F#< (end-entity). CA GOJ$"Z

@qNP]#

Ef=9k (encrypt). :v9kEf=r|3<IrbD

/+"kM@1,Ef=r|Khj5Npsrh@G-

kh&Kpsr4Ac^<K9k3H#

Ef!= (encryption/decryption). \*Nu.&Nx+

-<rHQ7F=NMN?aKG<?rEf=9k3

H#=NMO"PrJ9k)-<rHQ7F"=NG<

?rEfrI9k#

(/9HiMCH (extranet). `w9kF/Nm8<r

HQ9k"$s?<MCHNI8*#kHO" Web /

T"ERhjz-"aC;<8Aw"*hS0k<W&

'"r"\R"Q<HJ<"Rb9?CUN#tN&1

NK,Q7OaF$k#

F

U!$k>wWmH3k (FTP) (File Transfer Protocol
(FTP)). 3sTe<?<VGNU!$kN>wKHQ9k
?aN$s?<MCH&/i$"sH / 5<P<&Wm

H3k#

U!$"&)<k (firewall). MCHo</VNpsN.

lr)B9k"MCHo</rkV2<H&'$#L

o"U!$"&)<kN\*O"0&+i5vDGHQ

5lJ$h&KbtMCHo</r]n9k3HG"

k#

FTP. U!$k>wWmH3k (File Transfer Protocol)#

G

2<H&'$ (gateway). _9-NJ$MCHo</^

?O"Wj1<7gs,_$KL.G-kh&K9k!

=1L#
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H

HTML. O$Q<F-9H&^</"CW@l (Hypertext

Markup Language)#

HTTP. O$Q<F-9H&His6/7gs&WmH3
k (Hypertext Transaction Protocol)#

HTTP 5<P< (HTTP server). Vi&6<d"MCH

o</bN>NWm0i`HN WebY<9NL.r7&

5<P<#

O$Q<F-9H (hypertext). I_j,^&9G/jC

/9kHLN8qr!w7F=(G-k"l"g"^?

O0iU#C/,^^lF$kF-9H#3liNl"

g"0iU#C/9OO$Q<js/HFPlk#=l

ir!w9k3Hr"=liKjs/9kH$&#

O$Q<F-9H&^</"CW@l (HTML) (Hypertext
Markup Language (HTML)). WebZ<8r3<G#s

09k?aN^</"CW@l#3lO SGML KpE$

F$k#

O$Q<F-9H&His6/7gs&WmH3k

(HTTP) (Hypertext Transaction Protocol (HTTP)). Web

r[(FO$Q<F-9H&U!$kr>w9k?aN

$s?<MCH&/i$"sH / 5<P<&WmH3

k#

I

ICL. /TQ_Z@qj9H (Issued certificate list)#

$s9?s9 (instance). DB2 GO"$s9?s9O"

G<?rJ<7""Wj1<7gsrBT9k?aN@

}G<?Y<9I}D-G"k#3lKhj"#tNG

<?Y<9N=.Qia<?<N&L;CHrjA9k

3H,G-k#

]4- (integrity). 79F`O"5vDN$5rI_9

klgOG<?N]4-r]n9k (5vDN+(rI_

9klgN"G<?N!)-N]nHOUNbN)#

]4-!: (integrity checking). 0t3s]<MsH

HNHis6/7gsKhCF88?F:l3<IN!

:#

bt=$ (internal structure). V9-<^ (schema)Wr

2H#

$s?<MCH (Internet). 3sTe<?<VNER*\

3rs!9kMCHo</N$&,ON8g#3lKh

j"MCHo</O"ERa<kd WebVi&6<JI

N=UH&'"uVrp7F_$KL.9k3H,G-

k#?H(P"$/D+NgX, 1 DNMCHo</e

K"kH">N`wNMCHo</Hjs/7F"$s

?<MCHrA.9k3H,G-k#

$sHiMCH (intranet). kHbNMCHo</G"L

o"U!$"&)<kN"&Kos9k#3lO"`w

9kF/Nm8<rHQ9k"$s?<MCHNI8*

G"k#;Q*KO"$sHiMCHO$s?<MCH

NH%K9.J$#HTML *hS HTTP O"=N=.w

NltG"k#

IPSec. IETF KhCF+/5l?"$s?<MCH&W

mH3k &;-ejF#<,J# IPSecOMCHo</

XWmH3kN 1 DG"'Z"]4-""/;9)f"

*hS!)-NH_go;r@pK5]<H9kEf;

-ejF#<&5<S9rs!9k?aK_W5l?b

N#=NbYJ'Z!=Khj"IPSecO"$s?<MC

Hrp7FNBJ]$sHD<]$sH\3rN)9k

?aNWmH3kH7F?/N VPN Wm@/H&Ys@

<KhCFNQ5lF-F$k#

/TQ_Z@qj9H (ICL) (issued certificate list
(ICL)). 9GK/T5l?Z@qH"=l>lN=_Nu
7,(5l?04j9H#Z@qKO"L7VfHuV

Gwz,U1ilF$k#3Nj9HO"CA KhCF]

i5l" CA G<?Y<9K]I5lk#

J

Java. Sun MicrosystemsR,+/7?"MCHo</r

U17?"WiCHU)<`G-GJ$3sTe<?

<&F/Nm8<#JavaD-O" Java OS"FoWiC

HU)<`QN>[W;!"*V8'/HX~ JavaWm

0i_s0@l"*hS$/D+N/i9&i$Vij

<G=.5lk#

Java "WlCH (Java applet). V"WlCH (applet)W

r2H# VJava"Wj1<7gs (Java application)WH

Pf#

Java "Wj1<7gs (Java application). Java@l

Gn.5l?9?sI"ms&Wm0i`#WebVi&

6<N3sF-9HN0&GBT9k#

Java @l (Java language). Sun MicrosystemsRKh

CF+/5l?Wm0i_s0@lN 1 D#CK""W

lCH*hS(<8'sH&"Wj1<7gsGHQ9

k?aK_W5lF$k#

Java >[W;! (JVM) (Java Virtual Machine (JVM)).
P$H3<INrar4v9k JavaBT~D-Nlt#
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K

-< (key). psNEf=^?OEfrI9k?aKEf

GHQ5lktL#

-<&Z" (key pair). sPNEfGHQ5lkP~9

k-<#l}N-<OEf=K"b&l}N-<OEf

=r|KHQ5lk#

L

LDAP. ZLG#l/Hj<&"/;9&WmH3k

(Lightweight Directory Access Protocol)#

ZLG#l/Hj<&"/;9&WmH3k

(Lightweight Directory Access Protocol). G#l/H

j<K"/;99kNKHQ5lkWmH3k#

M

MIME (^kAQ<Q9&$s?<MCH&a<k&(/
9Fs7gs) (MIME (Multipurpose Internet Mail
Extensions)). Fo8z;CHrbD@lGn.5l?

F-9HNr9rD=K9k"+3KHQG-kEMN

;CH#$s?<MCH&a<k,JrHQ9kt?/

NFo3sTe<?<&79F`VGN^kAaG#" E

a<kbD=K9k#?H(P"E a<k&aC;<8

K"US-ASCII"jCA=F-9H"$a<8"*hS5

&sIr^ak3H,G-k#

N

Fql5]<H (NLS) (National Language Support
(NLS)). @l"L_"|UH~VNA0"*hStM=

=r^a"m1<kN9[KD$FN"Wm@/HbN

5]<H#

qHB4]cI (NSA) (National Security Agency
(NSA)). Fq/\Nx0N;-ejF#<H%#

NLS. Fql5]<H (National language support)#

s]' (non-repudiation). 8qNp>T,=N8qKp

>7?3HrmCF]j7J$h&K9k?aNG#8

?kk)-<NHQ\*#

O

*V8'/H (object). *V8'/HX~_W^?OW

m0i_s0K*$F"G<?*hS=NG<?HX"

U1il?`nrEf=9kj]50#V/i9 (class)W

b2H#

*V8'/H&?$W (object type). IBM SecureWayG

#l/Hj<KJ<G-ko`N*V8'/H#?H(

P"H%"qD<"uV"Mw"Wm0i`"^?OW

m;9#

P

PEM. Wi$P7<H%a<k (Privacy-enhanced mail)#

PKCS. x+-<Ef,J (Public Key Cryptography

Standards)#

PKCS#10. Vx+-<Ef,J (Public Key Cryptography

Standards)Wr2H#

PKCS#12. Vx+-<Ef,J (Public Key Cryptography

Standards)Wr2H#

PKI. x+-<&$sUi9Hi/Ac< (Public key

infrastructure)#

PKIX. X.509v3 Y<9 PKI#

PKIX Z@qI}WmH3k (CMP) (PKIX certificate
management protocol (CMP)). PKIX _9"Wj1<

7gsHN\3rHQG-kh&K9kWmH3k#

PKIX CMP O"=Np\>wa+K:`H7F TCP/IP

rHQ9k,"#tN=1CHK^?,kj]50X,

8_9k#3NWmH3kO"ICN]<js0>wN

5]<HrHQG-kh&K9k#

sEf=F-9H (plaintext). Ef=5lF$J$G<

?#V/j"&F-9H (cleartext)WN1Al#

v0P? (preregistration). IBM SecureWay Trust

Authority K*$F""kf<6< (Lo"I}T) ,>N

f<6<rP?G-kh&K9kWm;9#Wa,5'

5l?lg"P?"B (RA) Khj"=Nf<6<,

Trust Authority/i$"sH&"Wj1<7gsrHQ7

FeGZ@qrh@G-kh&K9kps,s!5l

k#

Wi$P7< (privacy). 5vDG<?N+(+iN]

n#

Wi$P7<H%a<k (PEM) (privacy-enhanced mail
(PEM)). $s?<MCH&Wi$P7<H%a<k,

J#$s?<MCH_WTQwq (IAB) ,$s?<MC

HGNBJERa<krs!9k?aKNQ7?bN#

PEM WmH3kO"Ef="'Z"aC;<8]4-"

*hS-<I}K,WJbNrs!9k#

k)-< (private key). x+ / k)-<&Z"N&A"

j-TN_,HQG-k-<#j-T,lQHis6/

7gsru1hC?j"G#8?kp>rT(kh&K
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9k#k)-<Gp>7?G<?O"P~9kx+-<

GN_!ZG-k# Vx+-< (public key)WHPf#

Vx+ / k)-<&Z" (public/private key pair)Wb2

H#

WmH3k (protocol). 3sTe<?<VNL.KD$

FN5'Q_N-^j#

Wm-7<&5<P< (proxy server). "/;9rWa

9k3sTe<?< (3sTe<?< A) H"/;95l

k3sTe<?< (3sTe<?< B) HNVNgpr#

7?,CF"(sI&f<6<,3sTe<?< A KP

7Fj=<9rWa9kH"3NWaOWm-7<&5

<P<K>w5lk#Wm-7<&5<P<O"3NW

arT$"3sTe<?< B +i~zr~j9kH"=

N~zr(sI&f<6<K>w9k#Wm-7<&5

<P<O"U!$"&)<kNb&+i WWW j=<9

K"/;99kNKr)D#

x+-< (public key). x+ / k)-<&Z"N&A"

>NM,HQG-kh&KJCF$k-<#3N-<r

HQ7F">NMO"His6/7gsr-<Nj-T

K>w7?j"G#8?kp>r!Z9k3H,G-

k#x+-<rHQ7FEf=5l?G<?O"P~9

kk)-<GN_Ef=r|G-k#Vk)-< (private

key)WHPf#Vx+ / k)-<&Z" (public/private key

pair)Wb2H#

x+-<Ef,J (PKCS) (Public Key Cryptography
Standards (PKCS)). 1994/K RSA LaboratoriesKh

CF+/5l?"FoN3sTe<?<&Ys@<+i

N==rbD"sx0NYs@<VN,J#3liN,

JO"RSA Ef="Diffie-Hellman(j"Q9o<I&Y

<9NEf="H%Z@q=8"EfaC;<8=8"

k)-<ps=8"*hS'Z=8K,Q5lk#

v PKCS#10O"'ZWaN8`=8rXj9k#

v PKCS#12O"f<6<Nk)-<"Z@q"FoN!

)JIr]I^?O>w9k?aN\wD=A0rX

j9k#

x+-<&$sUi9Hi/Ac< (PKI) (public key
infrastructure (PKI)). x+-<EfKpE/";-ej

F#<&=UH&'"N,J# PKI O"G#8?kZ@

q"'Z"B"P?"B"'ZI}5<S9"*hS,

6G#l/Hj<&5<S9N79F`G"k#$s?

<MCHGNHis6/7gsKX89kFQ<F#<

N1L*hS"Br!Z9kNKHQ5lk#3liN

His6/7gsO"1L!Z,,WJ`nr,WH9

klg,"k#?H(P"sDw."WaN/.5"E a

<k&aC;<8Nn.T"^?Ob;hjz-rN'

9klg,"k#

PKI O"f<6<Nx+Ef=-<*hSZ@qr"-z

JDM^?O!MKhk'ZKHQG-kh&K9k3

HKhCF"3lrB=9k#G#8?kZ@q"'

Z"*hSG#8?kp>N!ZGHQ5lkx+Ef

=-<*hSZ@q,^^lF$k*si$s&G#l

/Hj<rs!9k#

PKI O"x+Ef=-<KD$FN!ZHq*hSWaK

P7F"W.+D=(h/~z9kjJrs!9k#7

9F`KP7Fx_*J;-ejF#<N<Rr1L7

?j";-ejF#<&Vj<A (41j) r7&?aK

j=<9N]ibT&#GeK"PKI O"EWJ&hzN

?aKG#8?k&?$`&9?sW&5<S9bs!

9k#

x+ / k)-<&Z" (public/private key pair). x+

/ k)-<&Z"O"-<&Z"EfN50 (-<I}d

jrrh9k?aK 1976/K Diffie H HellmanKhj

Nj~lil?) NltG"k#3N50GO"FMO"

1 DOx+-<HFPl"b& 1 DOk)-<HFPl

k"-<NZ"rh@9k#FMNx+-<O"k)-

<,k)K5lF$kVO&LKJCF$k#w.&H

u.&,k)psr&Q9k,WOJ$#L.O9YF

x+-<@1r,WH7"k)-<,w.5l?j"&

Q5lk3HOJ$#Jsi+NL.AcMkr"p0

^?O3($N4[,J$bNH7F.j9k,WOJ

/JC?#,WJ3HO"x+-<r".jG-k ('Z

5l?) }!G (?H(P"Hi9FCI&G#l/Hj

<bG) =l>lNf<6<HX"U1J1lPJiJ$

3H@1G"k#/Gb"x0psrHQ7F"!)a

C;<8rw.G-k#?@7"aC;<8O"k)-

<GN_Ef=r|G-k#k)-<O"\*Nu.&

@1,j-7F$k#5iK"-<&Z"EfO"Wi

$P7< (Ef=) N?a@1GJ/"'Z (G#8?k

p>) N?aKbHQG-k#

R

RA. P?"B (Registration authority)#

RC2. Ron RivestKhCF RSA G<?&;-ejF#

<QK_W5l?"DQ-<&5$:&VmC/Ef#

RC O Ron’s Code^?O Rivest’s Cipherr=9#3l

O"DEShjbb.G"j"DESNImCW$sV-9

(H7F_W5lF$k#,ZJ-<&5$:rHQ9

k3HKhCF"0l*J-<!wKP9k]Zr DES

hjbg-/9k3Hb".5/9k3HbG-k#64

SCHNVmC/&5$:rbA"=UH&'"GO

DESN 2 \J$7 3 \N.5G"k#RC2O"DESH

18b<IGHQG-k#

=UH&'"/TT(q (SPA)HFq/\VN1UKh

j"RC2 OClJu7,?(ilF$k#3lKhj"

(/9]<H5'Wm;9O"LoNEf(/9]<

H&Wm;9hjb1cKJCF$k#?@7"b.(

/9]<H5'K,JHJk?aKO"Wm@/HO"
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$/D+Nc0O"CFb"RC2 -<&5$:r 40 S

CHK)B9k,W,"k#ICN9Hjs0rHQ7

F"D=JEf=Ng-JkC/"CW&F<Vkrh

T7FW;7h&H9kOC+<N"r+/3H,G-

k#

RC4. Ron RivestKhCF RSA G<?&;-ejF#

<QK_W5l?"DQ-<&5$:&VmC/Ef#

RC O Ron’s Code^?O Rivest’s Cipherr=9#3l

O"RC2HwF$k,"VmC/&5$:, 128SCH

G"k#

P?"B (RA) (registration authority (RA)). H%NH

3}K,-\WaNGiNu1hj+i'ZhjC7^

G,:,Q5lkh&KG#8?kZ@qrI}9k

IBM SecureWay Trust Authority=UH&'"#

P?G<?Y<9 (registration database). 'ZWa*

hS/TQ_NZ@qKX9kps,^^lF$kb

N#3NG<?Y<9KO"-\G<?N[+"=Ni

$U&5$/kfN'ZG<?XN9YFNQ9,J<

5lk#

P?Ia$s (registration domain). CjN'ZP?W

m;9KX89kj=<9"]j7<"*hS=.*W

7gsN;CH#Ia$s>O"P?"Wj1<7gs

rBT9kNKHQ5lk URL N5V;CHG"k#

]'9k (repudiate). u6G"kH7Fq]9k3H#

?H(P"CjNaC;<8rw.7?+"CjNWa

rBTMj7?3Hr]j9k3H#

Wa1LR (request ID). RA KP9k'ZWarG-

K1L9k 24 A 32 8zN ASCII M#3NMr'ZW

aHis6/7gsGHQ9kH"=NWa^?O=l

HX"U1il?Z@qNu7r!wG-k#

S

9-<^ (schema). IBM SecureWayG#l/Hj<K

X7FO"[Jk*V8'/H&?$WVNX8rjA

9kbt=$#

;-e"&=1CHX (SSL) (Secure Sockets Layer
(SSL)). (sI&f<6<KP7FD=J+.j)a*J
H_~_;-ejF#<&5<S9U-N" IETF 8`L

.WmH3k#G#8?k0NNBJL.AcMkrs

!9k#

SSLHQD=5<P<O"Lo"8` HTTP WarWa

9kbNHOLN]<HeG SSL \3Waru1~l

k# SSL O 1 DN;C7gsrn.9k,"3N;C

7gsGO" 2 DNbG`VGNL.r;CH"CW9

kr9.f, 1 s@1/89k,W,"k#=NeG"

L.OEf=5lk#aC;<8]4-!:O"SSL ;

C7gs,~;9k^G3T9k#

;-ejF#<&Ia$s (security domain). 18 CA

KhCF'Z5l?Z@qrbD0k<W (qR"nH0

k<W^?OA<`"&$^?OT/eNbN)#CA K

hCFp>5l?Z@qrbDf<6<O"18 CA K

hCFp>5l?Z@qrbDLNf<6<N1Lr.

j9k3H,G-k#

5<P< (server). (1) MCHo</K*$F">N<v

K!=rs!9kG<?uV#?H(P"U!$k&5

<P<#(2) TCP/IPGO"LN5$HK"k79F`NW

ar7&"MCHo</bN79F`#/i$"sH /

5<P<HFPlk#

5<P<Z@q (server certificate). Web 5<P<,

SSLY<9NHis6/7gsrT(kh&K CA Kh

CF/T5l?G#8?kZ@q#Vi&6<, SSLW

mH3krHQ7F5<P<K\39kH"5<P<

O"+,Nx+-<rVi&6<Kw.9k#3lKh

j"5<P<N1LN'Z,D=KJk#Ef=psb

5<P<Xw.G-kh&K9k# VCA Z@q (CA

certificate)W"VG#8?kZ@q (digital certificate)W"

*hS VVi&6<Z@q (browser certificate)Wb2H#

servlet. JavaND=J5<P<KIC!=r?(k5<

P<&NWm0i`#

SGML. 8`FQu~Xj@l (Standard Generalized

Markup Language)#

p>9k (sign). k)-<rHQ7F"p>r8.9k

3H#p>O"+,,U$TG"j"p>7F$kaC

;<8r5'7F$k3HrZ@9kjJG"k#

p>H!Z (signing and verifying). p>9kHO"k

)G#8?k&-<rHQ7Fp>r8.9k3HG"

k#!Z9kHO"P~9kx+-<rHQ7Fp>r

!Z9k3HG"k#

7sWk&a<k>wWmH3k (SMTP) (Simple Mail
Transfer Protocol (SMTP)). $s?<MCHGERa<

kr>w9kWmH3k#

5$HZ@q (site certificate). CA Z@qHwF$k

,"CjN Web5$HKD$FN_-zJbN# VCA

Z@q (CA certificate)Wb2H#

S/MIME. $s?<MCHGAw5lk E a<kNp>

*hSEf=r5]<H9k,J# VMIMEWr2H#

SMTP. 7sWk&a<k>wWmH3k (Simple Mail

Transfer Protocol)#
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SSL. ;-e"&=1CHX (Secure Sockets Layer)#

8`FQu~Xj@l (SGML) (Standard Generalized
Markup Language (SGML)). ^</"CW@lr-R

9k?aN,J#HTML O SGML KpE$F$k#

T

TCP/IP. Aw)fWmH3k / $s?<MCH&WmH

3k (Transmission Control Protocol/Internet Protocol)#

HCW CA (top CA). PKI CA ,XNHCWK"k

CA#

Aw)fWmH3k / $s?<MCH&WmH3k
(TCP/IP) (Transmission Control Protocol/Internet
Protocol (TCP/IP)). m<+k&(j"&MCHo</H

-hMCHo</KD$FPy\3!=r5]<H9k 1

HNL.WmH3k#

HjWk DES (triple DES). sEf=F-9Hr 3 s

Ef=9kPN"k4j:`#3lrT&}!O?t"

k,"#tNEf=NGbNBJANO"LDN-<r 3

DbDHjWk DES G"k#

Trust Authority. G#8?kZ@qN/T"97"*h

ShjC7r5]<H9k"}g IBM SecureWay;-e

jF#<&=je<7gs#3liNZ@qr5^6^

J$s?<MCH&"Wj1<7gsGHQ7F"f<

6<r'Z7".jG-kL.r]Z9kjJrs!G

-k#

.jIa$s (trust domain). 18 CA KhCF'Z

5l?Z@qrbD 1 HN(sF#F#<#

.jbGk (trust model). 'ZI,>N'ZIrZ@9

k}!rI}9k=$=,'#

HsMk (tunnel). VPN QlGO"$s?<MCHrL

8Fn.5lk"*sG^sI>[Py\3#jb<

H&f<6<O"\35lF$lP"HsMkrHQ7

F"DNNd_VeN5<P<HB4J"Ef=5l"

+W;k=5l?psrr99k3H,G-k#

?$W (type). V*V8'/H&?$W (object type)W

r2H#

U

Unicode. ISO 10646KhCFjA5l?"16 SCH8

z;CH#Unicode8z3<I=,JO"psh}N?a

Nq]*J8z3<IG"k#Unicode,JO"$&Ng

WJ9/jWHrq^7"=UH&'"Nq]=P~*

hSOh=P~N?aNpCrs!9k# JavaWm0i

_s0D-N=<9&3<IO9YF"UnicodeGn.5

lF$k#

}lj=<981 (URI) (Uniform Resource Indicator
(URI)). dP URL GO"HOST >+ IP "Il9HM

CHo</&]<HN>}HNX8G" URI LVr(

9#

URL (Uniform Resource Locator (URL)). $s?<M

CHeNj<9r"Il9Xj9k?aNNO#URL

O"WmH3k"[9H>"^?O IP "Il9rXj9

k#CjN^7s+ij=<9K"/;99kNK,W

J]<HVf"P)"*hSj=<9@YbH_~^l

F$k#

URI. }lj=<981 (Uniform Resource Indicator)#

URL. URL (Uniform Resource Locator)#

f<6<'Z (user authentication). aC;<8N/.

5,1LD=G"j"vDru1?aC;<8Nj-T

G"k3HrN'9kWm;9#=[7?(sI&f<

6<^?O79F`HL.7F$k+I&+bN'9

k#

UTF-8. Q9A0N 1 D#8 SCH8z;CH7+7o

J$psh}79F`,"psr:o:K"16 SCH

Unicoder 8 SCHN1yKQ97"=NUNQ9bT

(kh&K9k#

V

VPN. >[d_V (Virtual Private Network)#

>[d_V (VPN) (Virtual Private Network (VPN)). E

Cs~GOJ/$s?<MCHrHQ7Fjb<H\3

rN)9kd_G<?&MCHo</#f<6<OEC

qRGOJ/$s?<MCH&5<S9&WmP$@<

(ISP)rL8FDNMCHo</&j=<9K"/;99

k?a"H%O"jb<H&"/;9N39Hrx7/

Z:G-k#VPN O"G<?r9N;-ejF#<b~

e5;k#>hNU!$"&)<k&F/Nm8<G

O"aC;<8&3sFsDOEf=G-k,"w.5

"Il9*hS8h"Il9OEf=5lJ$#VPN F

/Nm8<GO"f<6<OHsMk\3rN)9k3

H,G-k#3N\3GO"psQ1CH (3sFsDH

XC@<) OEf=5l"+W;k=5lk#

W

Web Vi&6< (Web browser). G9/HCW PCe

GBT7"f<6<, WWW Z<8^?Om<+k

HTML Z<8r=(G-kh&K9k/i$"sH&=

Ql8 347



UH&'"#3lO" Web*hS$s?<MCHGHQ

D=JgLNO$Q<aG#"&G<?N3l/7gs

K+_K"/;9G-kh&K9k!wD<kG"k#

Vi&6<KhCFO"F-9HH0iU#C/9r=

(G-kbNb"k,"F-9H7+=(G-J$bN

b"k#[HsINVi&6<O" FTPHis6/7g

sJI"gWJA0N$s?<MCHL.r7&3H,

G-k#

Web 5<P< (Web server). Vi&6<&Wm0i`

+ipsj=<9KD$FNWaK~z9k5<P<&

Wm0i`# V5<P< (server)Wb2H#

o<kI&o$I&&'V (WWW) (World Wide Web
(WWW)). O$Q<aG#"&G<?,^^lF$k3s
Te<?<VG\3NMCHo</,N)5lF$k$

s?<MCHNt,#3NG<?O"psrs!7"

WWW *hS$s?<MCHbN>NG<?Kjs/G

-kh&K9k# WWW j=<9O"WebVi&6<&

Wm0i`rL8F"/;95lk#

X

X.509 Z@q (X.509 certificate). ;-e"&$s?<

MCH&MCHo</r[(FG#8?kp>U-NZ

@qNNBJI}*hS[[r5]<H9kh&_W5

l?"-/u1~lilF$kZ@q,J# X.509 Z@

qO"5'Q_N5<I&Q<F#<KhCFG#8?

kp>5l?x+-<N[[jgrs!9kG<?=$

rjA9k#

X.509 P<8gs 3 Z@q (X.509 Vers ion 3
certificate). X.509v3Z@qO"Z@q"Wj1<7g

sps"Z@q[[ps"Z@qhjC7ps"]j7

<ps"*hSG#8?kp>NJ<*hS!wrT&

?aNH%G<?=$rbCF$k#

X.509v3Wm;9O"9YFNZ@qKD$F?$`&9

?sWU-N CRL rn.9k#Z@q,HQ5lk?S

K"X.509v3N!=Khj""Wj1<7gsO"Z@q

NEv-r!:9k3H,G-k#^?"Z@q, CRL

eK"k+I&+b"Wj1<7gs,=LG-kh&

K9k#X.509v3 CRLO"CjNEv-|VNV=.9

k3H,G-k#^?"Z@qr5zK9kD=-N"

k=N>Nu7KpWrV/3HbG-k#?H(P"

"k>Hw,H%r-a?lg"=NZ@qO CRL eK

V+lk#
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