
IBM SecureWay Policy Director
3.0 ��zΓU

���





IBM SecureWay Policy Director
3.0 ��zΓU

���



��

���ΩT�ΣΣ��ú�ºeA�²\¬�271��y�²B. �N��zU��@δΩTC

� 1 � (October 1999)

��q�A�≤ IBM® FirstSecure Secureway® Policy Director™ ú��� 3 �� 0 �qh� 0 P��ß≥��A��
s�q�ñt�ⁿ��εC

��q��N IBM SecureWay Global Sign-On™ �� 2 �� 2 �qh� 200C

©Copyright DASCOM®, Inc. 1999.

© Copyright International Business Machines Corporation 1999. All rights reserved.



�²

÷≤�� . . . . . . . . . . . . . . . . . . . . . . . . . . . xv
���A�∩H . . . . . . . . . . . . . . . . . . . . . . . . . xv
����c . . . . . . . . . . . . . . . . . . . . . . . . . . xv
�����D� . . . . . . . . . . . . . . . . . . . . . . . . xvi
2000 ��]� . . . . . . . . . . . . . . . . . . . . . . . . . xvi
A�PΣ� . . . . . . . . . . . . . . . . . . . . . . . . . . xvi
���DP�÷ΩT . . . . . . . . . . . . . . . . . . . . . . . xvi

IBM SecureWay Policy Director. . . . . . . . . . . . . . . . . . xvii
IBM SecureWay FirstSecure . . . . . . . . . . . . . . . . . . . xvii
IBM Distributed Computing Environment . . . . . . . . . . . . . . xvii
IBM SecureWay Directory . . . . . . . . . . . . . . . . . . . xviii

�FNú. . . . . . . . . . . . . . . . . . . . . . . . . . . xviii

�1� w∩�� Policy Director. . . . . . . . . . . . . . . . . . . 1
A�°�⌠⌠w	� . . . . . . . . . . . . . . . . . . . . . . . 1
⌠⌠w	�Ny�wq . . . . . . . . . . . . . . . . . . . . . . 1
⌠⌠w	��@P�q . . . . . . . . . . . . . . . . . . . . . . 2

Policy Director ��. . . . . . . . . . . . . . . . . . . . . . . . 2
Policy Director v¡A�{í API �� . . . . . . . . . . . . . . . 2
Policy Director �	�N . . . . . . . . . . . . . . . . . . . . . 3
Policy Director 
≤. . . . . . . . . . . . . . . . . . . . . . . 7

A�w	�í. . . . . . . . . . . . . . . . . . . . . . . . . . 10
wqw	�h. . . . . . . . . . . . . . . . . . . . . . . . . 11
��w	�h
q��nD. . . . . . . . . . . . . . . . . . . . 12

�2� ¡≈τ����≥� . . . . . . . . . . . . . . . . . . . . 15
¡≈τ�≥�º� . . . . . . . . . . . . . . . . . . . . . . . . 15
¡≈τ���� . . . . . . . . . . . . . . . . . . . . . . . . 16
Σ��¡≈τ�≈ε . . . . . . . . . . . . . . . . . . . . . . 16
¡≈τ��¼. . . . . . . . . . . . . . . . . . . . . . . . . 16

SSL ¡≈τ� . . . . . . . . . . . . . . . . . . . . . . . . . 16
qH≤w��. . . . . . . . . . . . . . . . . . . . . . . . . 17
≤Ot��Hñ	����zñ	 . . . . . . . . . . . . . . . . . 17
X.509 ��í�� . . . . . . . . . . . . . . . . . . . . . . . 17
SSL ¡≈τ�≈ε�≥�º�. . . . . . . . . . . . . . . . . . . 18

���W��KX�τ� . . . . . . . . . . . . . . . . . . . . . 19
Kerberos ¡≈τ� . . . . . . . . . . . . . . . . . . . . . . . . 20
��≥� . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
Sw≈ε��ΘΩT . . . . . . . . . . . . . . . . . . . . . . 21
EPAC �� . . . . . . . . . . . . . . . . . . . . . . . . . 21
H⌠� . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

��≥�A�{íº[ . . . . . . . . . . . . . . . . . . . . . . 22
��≥�A�{í�� . . . . . . . . . . . . . . . . . . . . . 23
h∩@∩M�MΦ� . . . . . . . . . . . . . . . . . . . . . . 24
\α�í . . . . . . . . . . . . . . . . . . . . . . . . . . 25

X.509 ��∩M�í . . . . . . . . . . . . . . . . . . . . . . . 25
b X.509 �íU����≥�A�{í . . . . . . . . . . . . . . . 26

���W�∩M�í . . . . . . . . . . . . . . . . . . . . . . . 27
¡≈τ�A�{í�∩� . . . . . . . . . . . . . . . . . . . . . 28

© Copyright IBM Corp. 1999 iii



Policy Director ñú� CAS . . . . . . . . . . . . . . . . . . 28
�q��≥�A�{í . . . . . . . . . . . . . . . . . . . . . 30

�3� A��v. . . . . . . . . . . . . . . . . . . . . . . . . 33
�v�º��í . . . . . . . . . . . . . . . . . . . . . . . . . 33
��v¡A�{í�uI . . . . . . . . . . . . . . . . . . . . 34
Policy Director v¡A�{í�uI . . . . . . . . . . . . . . . . 35

Policy Director v¡A�{í . . . . . . . . . . . . . . . . . . . . 35
Policy Director v¡A�{í
≤ . . . . . . . . . . . . . . . . . 35
Policy Director v¡A�{í�� . . . . . . . . . . . . . . . . . 37
�sHF�i�π���α. . . . . . . . . . . . . . . . . . . . 37

⌠⌠w	�h. . . . . . . . . . . . . . . . . . . . . . . . . . 38
⌠⌠w	�h�wq . . . . . . . . . . . . . . . . . . . . . . 38
ⁿO@�½≤W�	í . . . . . . . . . . . . . . . . . . . . . 39
�h���wq���{í. . . . . . . . . . . . . . . . . . . . 39
�h�z . . . . . . . . . . . . . . . . . . . . . . . . . . 41
vB��v{� . . . . . . . . . . . . . . . . . . . . . . . . 42

Policy Director v¡ API . . . . . . . . . . . . . . . . . . . . . 42
v¡ API d� . . . . . . . . . . . . . . . . . . . . . . . . 43
�����í. . . . . . . . . . . . . . . . . . . . . . . . . 44
�����í. . . . . . . . . . . . . . . . . . . . . . . . . 45

�í�v\α. . . . . . . . . . . . . . . . . . . . . . . . . . 46
v¡A�{í��� . . . . . . . . . . . . . . . . . . . . . . 46
Ω�nD�°≤ . . . . . . . . . . . . . . . . . . . . . . . . 47
�v�⌠{�. . . . . . . . . . . . . . . . . . . . . . . . . 47
Iµªñ . . . . . . . . . . . . . . . . . . . . . . . . . . 48
����u�. . . . . . . . . . . . . . . . . . . . . . . . . 48

�4� �zD�x�� . . . . . . . . . . . . . . . . . . . . . . 51
�zD�xº[ . . . . . . . . . . . . . . . . . . . . . . . . . 51
�zD�xS� . . . . . . . . . . . . . . . . . . . . . . . . . 52
�z@�e�uπ . . . . . . . . . . . . . . . . . . . . . . . 52
uπC . . . . . . . . . . . . . . . . . . . . . . . . . . . 54
�Gµ . . . . . . . . . . . . . . . . . . . . . . . . . . . 54
Uúϕ�� . . . . . . . . . . . . . . . . . . . . . . . . . 55
�v�°e�. . . . . . . . . . . . . . . . . . . . . . . . . 55
¼AC . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
�DC . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

nJ�z@�. . . . . . . . . . . . . . . . . . . . . . . . . . 56
@��� . . . . . . . . . . . . . . . . . . . . . . . . . . 56
�z@� . . . . . . . . . . . . . . . . . . . . . . . . . . 56
�@÷s . . . . . . . . . . . . . . . . . . . . . . . . . . 56

����z@� . . . . . . . . . . . . . . . . . . . . . . . . . 56
@��� . . . . . . . . . . . . . . . . . . . . . . . . . . 56
�z@� . . . . . . . . . . . . . . . . . . . . . . . . . . 56
�@÷s . . . . . . . . . . . . . . . . . . . . . . . . . . 57

s��z@�. . . . . . . . . . . . . . . . . . . . . . . . . . 57
@��� . . . . . . . . . . . . . . . . . . . . . . . . . . 57
�z@� . . . . . . . . . . . . . . . . . . . . . . . . . . 57
�@÷s . . . . . . . . . . . . . . . . . . . . . . . . . . 57

GSO Ω��z@� . . . . . . . . . . . . . . . . . . . . . . . 57
@��� . . . . . . . . . . . . . . . . . . . . . . . . . . 57

iv Policy Director �zΓU



�z@� . . . . . . . . . . . . . . . . . . . . . . . . . . 57
�@÷s . . . . . . . . . . . . . . . . . . . . . . . . . . 58

GSO Ω�s��z@� . . . . . . . . . . . . . . . . . . . . . . 58
@��� . . . . . . . . . . . . . . . . . . . . . . . . . . 58
�z@� . . . . . . . . . . . . . . . . . . . . . . . . . . 58
�@÷s . . . . . . . . . . . . . . . . . . . . . . . . . . 58

ACL �z@� . . . . . . . . . . . . . . . . . . . . . . . . . 58
@��� . . . . . . . . . . . . . . . . . . . . . . . . . . 58
�z@� . . . . . . . . . . . . . . . . . . . . . . . . . . 59
�@÷s . . . . . . . . . . . . . . . . . . . . . . . . . . 59

½≤	í�z@� . . . . . . . . . . . . . . . . . . . . . . . . 59
@��� . . . . . . . . . . . . . . . . . . . . . . . . . . 59
�z@� . . . . . . . . . . . . . . . . . . . . . . . . . . 59
�@÷s . . . . . . . . . . . . . . . . . . . . . . . . . . 59

Proxy ����z@� . . . . . . . . . . . . . . . . . . . . . . 60
@��� . . . . . . . . . . . . . . . . . . . . . . . . . . 60
�z@� . . . . . . . . . . . . . . . . . . . . . . . . . . 60
�@÷s . . . . . . . . . . . . . . . . . . . . . . . . . . 60

�zD�x��Φ��ε�. . . . . . . . . . . . . . . . . . . . . 60
	± . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60
⌡µ�����e�í� . . . . . . . . . . . . . . . . . . . . 61
∩�Mµñ�h��� . . . . . . . . . . . . . . . . . . . . . 61
sΦΩ�n²µ� . . . . . . . . . . . . . . . . . . . . . . . 61
qMµd� . . . . . . . . . . . . . . . . . . . . . . . . . 61
�² . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
��½≤��. . . . . . . . . . . . . . . . . . . . . . . . . 62
��������π�°e�jp . . . . . . . . . . . . . . . . . 62
��Mµ . . . . . . . . . . . . . . . . . . . . . . . . . . 62
i}�¼Y≡¼�°e� . . . . . . . . . . . . . . . . . . . . 63
��½≤	íN�IbY�� . . . . . . . . . . . . . . . . . . . 63
��∩�b�. . . . . . . . . . . . . . . . . . . . . . . . . 63

�5� �z���bß�s�. . . . . . . . . . . . . . . . . . . . 65
A����Bs��bß . . . . . . . . . . . . . . . . . . . . . 65
��� . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
s� . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
bß . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

�zs� . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
��us�v�ze� . . . . . . . . . . . . . . . . . . . . . 66
���@÷s�iµs��z@� . . . . . . . . . . . . . . . . . 66
��s���µ� . . . . . . . . . . . . . . . . . . . . . . . 67

�s�s�. . . . . . . . . . . . . . . . . . . . . . . . . 67
�≤s���. . . . . . . . . . . . . . . . . . . . . . . . . 67
�ús� . . . . . . . . . . . . . . . . . . . . . . . . . . 68

�z���bß . . . . . . . . . . . . . . . . . . . . . . . . . 68
������ze� . . . . . . . . . . . . . . . . . . . . . . 68
���@÷s�iµ����z@� . . . . . . . . . . . . . . . . 68
�������µ� . . . . . . . . . . . . . . . . . . . . . . 68
sW���bß . . . . . . . . . . . . . . . . . . . . . . . . 69
�≤bß�Φ. . . . . . . . . . . . . . . . . . . . . . . . . 69
�ú���bß . . . . . . . . . . . . . . . . . . . . . . . . 69


�h½�zbß . . . . . . . . . . . . . . . . . . . . . . . . 69

�² v



qΣL��	JΩT . . . . . . . . . . . . . . . . . . . . . . . 70

�6� �z GSO Ω�BΩ�s��Ω���. . . . . . . . . . . . . . 71
A� GSO Ω�� GSO Ω�s� . . . . . . . . . . . . . . . . . . 71
�z GSO Ω� . . . . . . . . . . . . . . . . . . . . . . . . . 71
�� GSO Ω��ze� . . . . . . . . . . . . . . . . . . . . 71
GSO Ω��z@�����@÷s . . . . . . . . . . . . . . . . . 71
�� GSO Ω���µ� . . . . . . . . . . . . . . . . . . . . 72
sW GSO Ω� . . . . . . . . . . . . . . . . . . . . . . . . 72

� GSO Ω��Ω���. . . . . . . . . . . . . . . . . . . . 72
�≤ GSO Ω�ΩT . . . . . . . . . . . . . . . . . . . . . . 72
�ú GSO Ω� . . . . . . . . . . . . . . . . . . . . . . . . 73

�z GSO Ω�s� . . . . . . . . . . . . . . . . . . . . . . . 73
�� GSO Ω�s��ze� . . . . . . . . . . . . . . . . . . . 73
�� GSO Ω�s��z@���@÷s. . . . . . . . . . . . . . . 73
�� GSO Ω�s���µ� . . . . . . . . . . . . . . . . . . . 73
sW GSO Ω�s� . . . . . . . . . . . . . . . . . . . . . . 73

� GSO Ω��� . . . . . . . . . . . . . . . . . . . . . . 74
�≤ GSO Ω�s�ΩT . . . . . . . . . . . . . . . . . . . . 74
�ú GSO Ω�s� . . . . . . . . . . . . . . . . . . . . . . 74

�α GSO Ω� . . . . . . . . . . . . . . . . . . . . . . . . . 75
�≤ GSO Ω���KX . . . . . . . . . . . . . . . . . . . . . 75

�7� A�s��ε . . . . . . . . . . . . . . . . . . . . . . . 77
ⁿO@�½≤W�	í . . . . . . . . . . . . . . . . . . . . . . 77
ⁿO@�½≤W�	íÑh. . . . . . . . . . . . . . . . . . . . 78
≤Ot���{íW�	í. . . . . . . . . . . . . . . . . . . . 79

s��εMµ. . . . . . . . . . . . . . . . . . . . . . . . . . 79
ACL �� . . . . . . . . . . . . . . . . . . . . . . . . . . 80
H ACL @��h�O . . . . . . . . . . . . . . . . . . . . . 81

ACL ��yk . . . . . . . . . . . . . . . . . . . . . . . . . 81
�¼�� . . . . . . . . . . . . . . . . . . . . . . . . . . 82
ID �� . . . . . . . . . . . . . . . . . . . . . . . . . . . 82
\iv�� . . . . . . . . . . . . . . . . . . . . . . . . . 82
\iv�� . . . . . . . . . . . . . . . . . . . . . . . . . 83

W�	í�d≥ . . . . . . . . . . . . . . . . . . . . . . . . . 83
MX\iv . . . . . . . . . . . . . . . . . . . . . . . . . 84
s�°≤ . . . . . . . . . . . . . . . . . . . . . . . . . . 84
�ε\iv . . . . . . . . . . . . . . . . . . . . . . . . . 84
�tm
½≤. . . . . . . . . . . . . . . . . . . . . . . . . 84
WebSEAL W�	í . . . . . . . . . . . . . . . . . . . . . . 85
NetSEAL W�	í. . . . . . . . . . . . . . . . . . . . . . . 85
�zW�	í. . . . . . . . . . . . . . . . . . . . . . . . . 86
w	W�	íⁿ� . . . . . . . . . . . . . . . . . . . . . . . 89

����z ACL �O . . . . . . . . . . . . . . . . . . . . . . 89
� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89
WebSEAL ½≤	í . . . . . . . . . . . . . . . . . . . . . . 90
NetSEAL ½≤	í. . . . . . . . . . . . . . . . . . . . . . . 90
�z½≤	í. . . . . . . . . . . . . . . . . . . . . . . . . 90
���z½≤. . . . . . . . . . . . . . . . . . . . . . . . . 91

ACL ��⌠ . . . . . . . . . . . . . . . . . . . . . . . . . . 91
g¡≈τ��nDº�⌠ . . . . . . . . . . . . . . . . . . . . 91

vi Policy Director �zΓU



�g¡≈τ��nDº�⌠. . . . . . . . . . . . . . . . . . . . 91
ACL ��d� . . . . . . . . . . . . . . . . . . . . . . . . 92

ACL �
�}¿]Sparse	ACL �í . . . . . . . . . . . . . . . . . 92
}¿ ACL �íº[ . . . . . . . . . . . . . . . . . . . . . . 92
w]�� ACL �O . . . . . . . . . . . . . . . . . . . . . . 92
MX\iv . . . . . . . . . . . . . . . . . . . . . . . . . 93
s�nD��MΦ� . . . . . . . . . . . . . . . . . . . . . . 94
��
úP½≤�¼� ACL �� . . . . . . . . . . . . . . . . . 94
ACL �
�d� . . . . . . . . . . . . . . . . . . . . . . . 95

ACL �zⁿw . . . . . . . . . . . . . . . . . . . . . . . . . 95
��zⁿw
cW�	í . . . . . . . . . . . . . . . . . . . . 96
��w]��z���Ms� . . . . . . . . . . . . . . . . . . . 96

��z��� . . . . . . . . . . . . . . . . . . . . . . . . 97
�z ACL ��d� . . . . . . . . . . . . . . . . . . . . . . 98
�zⁿwd�. . . . . . . . . . . . . . . . . . . . . . . . . 98

�8� ��s��ε . . . . . . . . . . . . . . . . . . . . . . 101
ACL �zº[ . . . . . . . . . . . . . . . . . . . . . . . . . 101

ACL �z@���@÷s. . . . . . . . . . . . . . . . . . . . 101
ACL �z@� . . . . . . . . . . . . . . . . . . . . . . . . . 102

�s� ACL �O . . . . . . . . . . . . . . . . . . . . . . 102
sW ACL �� . . . . . . . . . . . . . . . . . . . . . . . 102
sΦ ACL ���\iv . . . . . . . . . . . . . . . . . . . . 103
Rú ACL �� . . . . . . . . . . . . . . . . . . . . . . . 103


�s ACL ���d�{� . . . . . . . . . . . . . . . . . . . 103
½≤	í�zº[ . . . . . . . . . . . . . . . . . . . . . . . 104
½≤	í�z@���@÷s . . . . . . . . . . . . . . . . . . 104

½≤	í�z@� . . . . . . . . . . . . . . . . . . . . . . . 104
² ACL s
½≤ . . . . . . . . . . . . . . . . . . . . . . 104
�ú½≤ñ��T ACL . . . . . . . . . . . . . . . . . . . . 105

�9� �z Proxy ��� . . . . . . . . . . . . . . . . . . . . 107
���¡w	� . . . . . . . . . . . . . . . . . . . . . . . . 107
P IBM Firewall πX . . . . . . . . . . . . . . . . . . . . . . 107
����¼í� . . . . . . . . . . . . . . . . . . . . . . . . 108
�⌡≡��� . . . . . . . . . . . . . . . . . . . . . . . . 108
Proxy ��� . . . . . . . . . . . . . . . . . . . . . . . . 108

�� Proxy ����z . . . . . . . . . . . . . . . . . . . . . 109
�
 Proxy ����z . . . . . . . . . . . . . . . . . . . . . 109
�� Proxy ����ze� . . . . . . . . . . . . . . . . . . . 109
�� Proxy ����z@���@÷s . . . . . . . . . . . . . . . 109
�� Proxy �����µ� . . . . . . . . . . . . . . . . . . . 109
sW Proxy ��� . . . . . . . . . . . . . . . . . . . . . . 111
�≤ Proxy ���ΩT . . . . . . . . . . . . . . . . . . . . 111
�ú Proxy ��� . . . . . . . . . . . . . . . . . . . . . . 111

�� ivadmin policy ⁿO��z Proxy ��� . . . . . . . . . . . . . 112
�znJ�h . . . . . . . . . . . . . . . . . . . . . . . . 112
�zKX�h . . . . . . . . . . . . . . . . . . . . . . . . 112

�10� �z Policy Director °A� . . . . . . . . . . . . . . . . 117
Policy Director °A	�� . . . . . . . . . . . . . . . . . . . . 117
°A	��÷Y . . . . . . . . . . . . . . . . . . . . . . . 117

�² vii



°A	�zuπº[ . . . . . . . . . . . . . . . . . . . . . . 118
°A	tm� . . . . . . . . . . . . . . . . . . . . . . . . 119

UNIXG�ε��� Policy Director °A	 . . . . . . . . . . . . . . 120
�� iv Script ��ε . . . . . . . . . . . . . . . . . . . . . 120
�� iv Script ���°A	 . . . . . . . . . . . . . . . . . . . 121
π�°A	¼A . . . . . . . . . . . . . . . . . . . . . . . 121

WindowsG�ε��� Policy Director °A	 . . . . . . . . . . . . . 122
������°A	��� . . . . . . . . . . . . . . . . . . . . 122
tm RPC u@�ⁿ . . . . . . . . . . . . . . . . . . . . . . . 123
]w RPC u@�ⁿxs� . . . . . . . . . . . . . . . . . . . 124
tm°A	HBziJ� RPC nD . . . . . . . . . . . . . . . . 124

�11� �zv¡A�{í . . . . . . . . . . . . . . . . . . . . 127
wq≤Ot���{íW�	í . . . . . . . . . . . . . . . . . . 127
�tm
½≤W��∩M��m . . . . . . . . . . . . . . . . . 128
∩M�µí . . . . . . . . . . . . . . . . . . . . . . . . . 129
u�zD�xv�Ñhíπ� . . . . . . . . . . . . . . . . . . 129

wq�q ACL \iv . . . . . . . . . . . . . . . . . . . . . . 130
ACL �� . . . . . . . . . . . . . . . . . . . . . . . . . 130
\iv . . . . . . . . . . . . . . . . . . . . . . . . . . . 130
½≤W�@� . . . . . . . . . . . . . . . . . . . . . . . . 130
�q\iv�≥�nD . . . . . . . . . . . . . . . . . . . . . 130

�z\iv . . . . . . . . . . . . . . . . . . . . . . . . . . 131

��q\iv . . . . . . . . . . . . . . . . . . . . . . . 131
Rú�q\iv . . . . . . . . . . . . . . . . . . . . . . . 132
Mµ	íi��\iv . . . . . . . . . . . . . . . . . . . . . 132

wq�ív¡A�{í . . . . . . . . . . . . . . . . . . . . . . 133
n²�ív¡A�{í . . . . . . . . . . . . . . . . . . . . . 133
Rú�ív¡°A	 . . . . . . . . . . . . . . . . . . . . . . 134

u°A	�zvº�z . . . . . . . . . . . . . . . . . . . . . . 135
]w≤sq�ⁿ�� . . . . . . . . . . . . . . . . . . . . . 136

�12� nJ�f�°A�í� . . . . . . . . . . . . . . . . . . . 137
nJ�f�º[ . . . . . . . . . . . . . . . . . . . . . . . . 137
Θx� . . . . . . . . . . . . . . . . . . . . . . . . . . . 137
f�l�� . . . . . . . . . . . . . . . . . . . . . . . . . 137
install-path �����D� . . . . . . . . . . . . . . . . . . . 138

Policy Director °A	Θx� . . . . . . . . . . . . . . . . . . . 138
�����°A	Θx� . . . . . . . . . . . . . . . . . . . . 138
secmgrd.log d� . . . . . . . . . . . . . . . . . . . . . . . 138

DCE °A	Θx� . . . . . . . . . . . . . . . . . . . . . . . 139
DCE ���Tº . . . . . . . . . . . . . . . . . . . . . . . . 139
�e�ñ�w]�� . . . . . . . . . . . . . . . . . . . . . . 139
NTº�J��ΘX�ú��í . . . . . . . . . . . . . . . . . 140

��� HTTP ΘxOⁿ . . . . . . . . . . . . . . . . . . . . . 140
tm��� HTTP ΘxOⁿ . . . . . . . . . . . . . . . . . . . 141
�� HTTP @PΘxµí. . . . . . . . . . . . . . . . . . . . 142
π� wand_request_log . . . . . . . . . . . . . . . . . . . . . 142
π� wand_agent_log. . . . . . . . . . . . . . . . . . . . . . 142
π� wand_referer_log . . . . . . . . . . . . . . . . . . . . . 143

Policy Director �vf�l��. . . . . . . . . . . . . . . . . . . 143
f�l��z . . . . . . . . . . . . . . . . . . . . . . . . 144

viii Policy Director �zΓU



�z°A	f�l��d� . . . . . . . . . . . . . . . . . . . 144
WebSEAL f�l�� . . . . . . . . . . . . . . . . . . . . . . 145

WebSEAL f� . . . . . . . . . . . . . . . . . . . . . . . 145
WebSEAL f�l��yk . . . . . . . . . . . . . . . . . . . 146

Policy Director �zⁿOf�l�� . . . . . . . . . . . . . . . . . 147
f�O²�e . . . . . . . . . . . . . . . . . . . . . . . . 147
�z°A	f�l��d� . . . . . . . . . . . . . . . . . . . 148

DCE °A	f�l�� . . . . . . . . . . . . . . . . . . . . . 148
sec_audit_trail d� . . . . . . . . . . . . . . . . . . . . . . 148

�13� WebSEALG]w¡≈τ� . . . . . . . . . . . . . . . . . 149
WebSEAL ¡≈τ�º[ . . . . . . . . . . . . . . . . . . . . . 149

SSL Σ� . . . . . . . . . . . . . . . . . . . . . . . . . . 149
¡≈τ�≈ε . . . . . . . . . . . . . . . . . . . . . . . . 149
q��¡≈ΩT . . . . . . . . . . . . . . . . . . . . . . . 149
��≥� . . . . . . . . . . . . . . . . . . . . . . . . . . 150

� SSL tm WebSEAL . . . . . . . . . . . . . . . . . . . . . 150
��°A	����Dn CA �� . . . . . . . . . . . . . . . . 150
xs�� . . . . . . . . . . . . . . . . . . . . . . . . . . 151
tm��Bz . . . . . . . . . . . . . . . . . . . . . . . . 152
]w SSL Ñq@���O�. . . . . . . . . . . . . . . . . . . 152

� WebSEAL ]w°A	���� . . . . . . . . . . . . . . . . . 152
TwzL SSL �w	qH . . . . . . . . . . . . . . . . . . . 153
ú��}≈��pK≈� . . . . . . . . . . . . . . . . . . . . 154
�� gencsr ��{í (∩��) . . . . . . . . . . . . . . . . . . 154
V���zñ	n² CSR . . . . . . . . . . . . . . . . . . . . 156
w�°A	�� . . . . . . . . . . . . . . . . . . . . . . . 156
≤sw	�z{ítm� . . . . . . . . . . . . . . . . . . . . 156
�s���w� . . . . . . . . . . . . . . . . . . . . . . 157

���W�MKX�¡≈τ�Φk . . . . . . . . . . . . . . . . . . 157
≥�¡≈τ�Φk . . . . . . . . . . . . . . . . . . . . . . 158
Policy Director MϕínJΦk. . . . . . . . . . . . . . . . . . 159
���W�MKXΦk�ⁿO . . . . . . . . . . . . . . . . . . 161

X.509 ��¡≈τ�Φk . . . . . . . . . . . . . . . . . . . . . 161
]wq��� X.509 ��Σ��@� . . . . . . . . . . . . . . . 161

tmuPolicy Director ��≥�A�{ív . . . . . . . . . . . . . . 163
�
 Policy Director CAS . . . . . . . . . . . . . . . . . . . . 163
N WebSEAL tm¿�� Policy Director CAS . . . . . . . . . . . . 164

�14� WebSEALG@δ�z@� . . . . . . . . . . . . . . . . . 167
����� WebSEAL w	� . . . . . . . . . . . . . . . . . . . 167
�z Web 	í . . . . . . . . . . . . . . . . . . . . . . . . 167
ⁿw Web σ≤≡��m . . . . . . . . . . . . . . . . . . . . 168
tm�²�� . . . . . . . . . . . . . . . . . . . . . . . . 168
ⁿw CGI {í�����W�¼ . . . . . . . . . . . . . . . . . 169

tm HTTP � HTTPS u@�ⁿ . . . . . . . . . . . . . . . . . . 170
]w WebSEAL �u@�ⁿxs�
 . . . . . . . . . . . . . . . 170
tm WebSEAL HBz HTTP nD . . . . . . . . . . . . . . . . 170
tm WebSEAL HBz HTTPS nD . . . . . . . . . . . . . . . 171

ⁿwO��� . . . . . . . . . . . . . . . . . . . . . . . . . 171
HTTP qH�O��� . . . . . . . . . . . . . . . . . . . . . 171
ΣL� WebSEAL °A	O��� . . . . . . . . . . . . . . . . 172

�² ix



tm HTTP �	Tº . . . . . . . . . . . . . . . . . . . . . . 172
¿�Σ� . . . . . . . . . . . . . . . . . . . . . . . . . . 174

�15� WebSEALG�z¼�X�z . . . . . . . . . . . . . . . . 175
�� WebSEAL @��z¼
X°A	 . . . . . . . . . . . . . . . . 175
A��z¼
X . . . . . . . . . . . . . . . . . . . . . . . . 176
�z¼
X�⌠��i�π� . . . . . . . . . . . . . . . . . . 177

�
X�@��� . . . . . . . . . . . . . . . . . . . . . . 180

��z¼
X�ⁿ� . . . . . . . . . . . . . . . . . . . . . 181
s��ε��zM�v . . . . . . . . . . . . . . . . . . . . . 181

�� junctioncp ��z�z¼
X . . . . . . . . . . . . . . . . . 181
�� junctioncp ⁿO . . . . . . . . . . . . . . . . . . . . . 182
��l°A	
�s�
X . . . . . . . . . . . . . . . . . . . 182
sWB��°A	
{s�
X . . . . . . . . . . . . . . . . . 183
��ΣL� junctioncp ⁿO . . . . . . . . . . . . . . . . . . . 184
Σ�ú
�jpg� URL]-i ∩�	 . . . . . . . . . . . . . . . 185
úe\u�Wµí]-w ∩�	 . . . . . . . . . . . . . . . . . . 185
	@¼A]-s ∩�	 . . . . . . . . . . . . . . . . . . . . . 186
íJq��¡≈ΩT]-c ∩�	 . . . . . . . . . . . . . . . . . 186


�w	� SSL �z¼
X. . . . . . . . . . . . . . . . . . . . 187
tmw	� SSL 
X . . . . . . . . . . . . . . . . . . . . . 188
�° SSL 
X�d� . . . . . . . . . . . . . . . . . . . . . 188

�� Policy Director µ@nJ�MΦ� . . . . . . . . . . . . . . . . 188
ß�°A	ú�n¡≈τ� . . . . . . . . . . . . . . . . . . . 189
�n�¼¡≈τ��ß�°A	 . . . . . . . . . . . . . . . . . 189
Policy Director µ@nJ . . . . . . . . . . . . . . . . . . . . 190
�¡� Policy Director µ@nJ . . . . . . . . . . . . . . . . . 190

ú¡≈τ�ΩT

X�°A	 . . . . . . . . . . . . . . . . . . 191
Policy Director ¡≈�P�KX. . . . . . . . . . . . . . . . . . 191
�l�q�� BA �YΩT . . . . . . . . . . . . . . . . . . . 192
L¡≈τ�ΩT . . . . . . . . . . . . . . . . . . . . . . . 193
�� GSO ����W�MKX . . . . . . . . . . . . . . . . . 194

πX GSO P WebSEAL �µ@nJ . . . . . . . . . . . . . . . . 194
� GSO �o¡≈τ�ΩT . . . . . . . . . . . . . . . . . . . 195
tm�� GSO ��z¼
X . . . . . . . . . . . . . . . . . . 195

���z¼
X . . . . . . . . . . . . . . . . . . . . . . . . 196
b�P�
X�ⁿh½°A	 . . . . . . . . . . . . . . . . . . 196
zL
X�°A	�Lo URL . . . . . . . . . . . . . . . . . . 196
�ε CGI Bz]x \iv	. . . . . . . . . . . . . . . . . . . 197

∩≤Ot�°A	�� query_contents . . . . . . . . . . . . . . . . 197
w� query_contents . . . . . . . . . . . . . . . . . . . . . . 197
w� query_contents �≤Ot� UNIX °A	 . . . . . . . . . . . . 198
w� query_contents �≤Ot� Win32 °A	 . . . . . . . . . . . . 198
⌡µ query_contents . . . . . . . . . . . . . . . . . . . . . . 199

�16� WebSEALG��{íπX . . . . . . . . . . . . . . . . . 201
Σ� CGI {í]p . . . . . . . . . . . . . . . . . . . . . . . 201
ΣL� Policy Director Sw⌠��� . . . . . . . . . . . . . . . 201
�� WebSEAL °A	ñ� REMOTE_USER �� . . . . . . . . . . 201

Σ�ß�°A	����{í . . . . . . . . . . . . . . . . . . . 202
ú∩�A URL �s��ε . . . . . . . . . . . . . . . . . . . 202
A��A URL . . . . . . . . . . . . . . . . . . . . . . . . 202

x Policy Director �zΓU



N ACL W�	í½≤∩M
�A URL. . . . . . . . . . . . . . . 203
��A URL ≤s WebSEAL . . . . . . . . . . . . . . . . . . 204
�RW�	íñ��A URL . . . . . . . . . . . . . . . . . . . 204

�A URL �í�GTravel Kingdom . . . . . . . . . . . . . . . . . 205
��{í . . . . . . . . . . . . . . . . . . . . . . . . . . 205
�� . . . . . . . . . . . . . . . . . . . . . . . . . . . 205
w	�h . . . . . . . . . . . . . . . . . . . . . . . . . . 206
w	q�� . . . . . . . . . . . . . . . . . . . . . . . . . 206
s��ε . . . . . . . . . . . . . . . . . . . . . . . . . . 207
�
 . . . . . . . . . . . . . . . . . . . . . . . . . . . 207

�17� NetSEALGº[ . . . . . . . . . . . . . . . . . . . . . 209
�
 NetSEAL . . . . . . . . . . . . . . . . . . . . . . . . . 209

NetSEAT q��g� GSS qD� NetSEAL . . . . . . . . . . . . . 210
NetSEAT q��g� SSL qD� NetSEAL . . . . . . . . . . . . . 210
NetSEAL ⌠⌠
q . . . . . . . . . . . . . . . . . . . . . . 211

í�q��� NetSEAL �A�. . . . . . . . . . . . . . . . . . . 211

� Policy Director °A	��JqDsu . . . . . . . . . . . . . 212

�ⁿO@Dqú��JqDsu . . . . . . . . . . . . . . . . . 212

� Policy Director °A	��J TCP su . . . . . . . . . . . . 213

í� NetSEAL � NetSEAL �A� . . . . . . . . . . . . . . . . . 214

� Policy Director °A	���su . . . . . . . . . . . . . . . 214

�ⁿO@Dqú���su . . . . . . . . . . . . . . . . . . 215

�
 NetSEAL 
X . . . . . . . . . . . . . . . . . . . . . . . 215
tm NetSEAL 
X . . . . . . . . . . . . . . . . . . . . . . 216
NetSEAL 
XPs��ε . . . . . . . . . . . . . . . . . . . . 216

í� NetSEAL 
X��ε�A� . . . . . . . . . . . . . . . . . . 217

� Policy Director °A	��J
Xsu . . . . . . . . . . . . . 217

�ⁿO@Dqú��J
Xsu . . . . . . . . . . . . . . . . . 217

��
Xº Policy Director °A	���su . . . . . . . . . . . 218

��
XºⁿO@Dqú���su . . . . . . . . . . . . . . . 219

O@ TCP A�{í . . . . . . . . . . . . . . . . . . . . . . . 219

�18� NetSEALG@δ�z@�. . . . . . . . . . . . . . . . . . 221
��P�� NetSEAL w	 . . . . . . . . . . . . . . . . . . . . 221
�� NetSEAL . . . . . . . . . . . . . . . . . . . . . . . . 221
�� NetSEAL . . . . . . . . . . . . . . . . . . . . . . . . 221
NetSEAL ¼A . . . . . . . . . . . . . . . . . . . . . . . . 221

�� NetSEAL s��ε . . . . . . . . . . . . . . . . . . . . . 222
�zⁿO@�⌠⌠ . . . . . . . . . . . . . . . . . . . . . . . 222
�z NetSEAL 
X . . . . . . . . . . . . . . . . . . . . . . . 223
�zⁿO@º≡ . . . . . . . . . . . . . . . . . . . . . . . . 223
�zⁿO@�≡OW . . . . . . . . . . . . . . . . . . . . . . . 224
tmia�DqúPia�⌠⌠ . . . . . . . . . . . . . . . . . . 225
ia�Dqú . . . . . . . . . . . . . . . . . . . . . . . . 225
ia�⌠⌠ . . . . . . . . . . . . . . . . . . . . . . . . . 226

]w SSL O��� . . . . . . . . . . . . . . . . . . . . . . . 226
]w SSL Ñq@���O�. . . . . . . . . . . . . . . . . . . 226
]w SSL suO� . . . . . . . . . . . . . . . . . . . . . . 227

tm NetSEAL su . . . . . . . . . . . . . . . . . . . . . . . 227

�19� NetSEATGº[ . . . . . . . . . . . . . . . . . . . . . 229

�² xi



�
 NetSEAT q�� . . . . . . . . . . . . . . . . . . . . . . 229
Σ��tm . . . . . . . . . . . . . . . . . . . . . . . . . 230

w	qD≈ε . . . . . . . . . . . . . . . . . . . . . . . . . 231
�� SSL qD≈ε . . . . . . . . . . . . . . . . . . . . . . 231
�� GSS qD≈ε . . . . . . . . . . . . . . . . . . . . . . 232
s�ⁿO@�°A	 . . . . . . . . . . . . . . . . . . . . . . 232

�²A��t�zt� . . . . . . . . . . . . . . . . . . . . . . 232

�20� NetSEATG@δ�z@�. . . . . . . . . . . . . . . . . . 233
tm NetSEAT q�� . . . . . . . . . . . . . . . . . . . . . . 233
�� NetSEAT tmuπ . . . . . . . . . . . . . . . . . . . . . 234
sW NetSEAT �w	Γ�ñ . . . . . . . . . . . . . . . . . . . 234
sW DCE °A	 . . . . . . . . . . . . . . . . . . . . . . . 234
]w DCE °A	�e . . . . . . . . . . . . . . . . . . . . . . 235
qH≤wP≡ . . . . . . . . . . . . . . . . . . . . . . . . 235
u²��h� . . . . . . . . . . . . . . . . . . . . . . . . 236

tm NetSEAL °A	 . . . . . . . . . . . . . . . . . . . . . . 236
sWⁿO@�°A	 . . . . . . . . . . . . . . . . . . . . . . 236
sWⁿO@�l⌠⌠ . . . . . . . . . . . . . . . . . . . . . . 237

tmπXnJ . . . . . . . . . . . . . . . . . . . . . . . . . 238
�°πXnJtmd� . . . . . . . . . . . . . . . . . . . . . 239
tmπXnJ . . . . . . . . . . . . . . . . . . . . . . . . 239
tmπXnJq�í . . . . . . . . . . . . . . . . . . . . . 240

tmiÑnJ]PKI πX	 . . . . . . . . . . . . . . . . . . . . 240
Σ�� PKI �� . . . . . . . . . . . . . . . . . . . . . . . 241
�� NetSEAT nJ��{í . . . . . . . . . . . . . . . . . . 241
tmiÑnJ . . . . . . . . . . . . . . . . . . . . . . . . 241

]w�tW¡ . . . . . . . . . . . . . . . . . . . . . . . . . 242
��s�⌠⌠Ω� . . . . . . . . . . . . . . . . . . . . . . . 242
tm SSL Proxy . . . . . . . . . . . . . . . . . . . . . . . . 242
�� NetSEAT w	��{í . . . . . . . . . . . . . . . . . . . 243

klist . . . . . . . . . . . . . . . . . . . . . . . . . . . . 243
kdestroy . . . . . . . . . . . . . . . . . . . . . . . . . . 243
dce_login . . . . . . . . . . . . . . . . . . . . . . . . . . 244

�� netseat_ping �M�D . . . . . . . . . . . . . . . . . . . . 244

�21� NetSEATG�²A��t�zt� . . . . . . . . . . . . . . 247
�²A��t�zt��º[ . . . . . . . . . . . . . . . . . . . 247
u�²A��t�zt�vtm∩� . . . . . . . . . . . . . . . . . 247
]w DSB ≡ . . . . . . . . . . . . . . . . . . . . . . . . 247
ⁿw DSB Θx��m . . . . . . . . . . . . . . . . . . . . . 248

�²A��t�zt�ⁿOµ∩� . . . . . . . . . . . . . . . . . . 248

�²A. �� ivadmin �iµ Policy Director �z . . . . . . . . . . 251
�
 ivadmin ��{í. . . . . . . . . . . . . . . . . . . . . . 251
�� ivadmin ��{í. . . . . . . . . . . . . . . . . . . . . 251
�⌠ ivadmin ��{í. . . . . . . . . . . . . . . . . . . . . 251

�� ivadmin ⁿO . . . . . . . . . . . . . . . . . . . . . . . 251
Server]°A		ⁿO . . . . . . . . . . . . . . . . . . . . . 252
Object]½≤	ⁿO . . . . . . . . . . . . . . . . . . . . . . 253
Action]�@	ⁿO . . . . . . . . . . . . . . . . . . . . . . 254
ACL ⁿO . . . . . . . . . . . . . . . . . . . . . . . . . 254

xii Policy Director �zΓU



NetSEAL ⁿO . . . . . . . . . . . . . . . . . . . . . . . . 256
tm�zⁿO . . . . . . . . . . . . . . . . . . . . . . . . 258
����zⁿO . . . . . . . . . . . . . . . . . . . . . . . 258
s��zⁿO . . . . . . . . . . . . . . . . . . . . . . . . 262
Ω��zⁿO . . . . . . . . . . . . . . . . . . . . . . . . 264
n²�h�zⁿO . . . . . . . . . . . . . . . . . . . . . . 268

�²B. �N�� . . . . . . . . . . . . . . . . . . . . . . . . 271
�� . . . . . . . . . . . . . . . . . . . . . . . . . . . . 272

�� . . . . . . . . . . . . . . . . . . . . . . . . . . . . 275

Wⁿ�� . . . . . . . . . . . . . . . . . . . . . . . . . . . 301

�² xiii



xiv Policy Director �zΓU



÷≤��

��ú IBM® SecureWay® Policy Director™ �÷ΩTA�OG

v Policy Director º�ApG¡≈τ�Bv¡P���≥�C

v ��u�zD�xv�⌡µ�@δ�z@�

v WebSEAL® �z

v NetSEAL® �z

v NetSEAT® �z

v �zΩ�]ivadmin ⁿO	

���A�∩H

��Dng
N�z Policy Director ���Bs�BGSO Ω�BGSO Ω�s�BProxy

���Bs��εMµP\ivAH�½≤	í��z�
C

�≤td�z Policy Director �Hτ��z¡≈τ�Bv¡P��≥��yA]�

∩o�{���Y�{��A�C

�z�∩ IBM Distributed Computing Environment (DCE™) P IBM SecureWay Directory

����²s�qHT≤w (LDAP™) ��zz�r�N⌠CPolicy Director ��� IBM

SecureWay Directory P IBM Distributed Computing Environment °A	A�o�w]

tb Policy Director ú�ñC

����c

���UCU���¿G

v � 1 ��� 3 �A�z Policy Director º�A�O �1��y�1� w∩�� Policy

DirectorzB�15��y�2� ¡≈τ����≥�z P �33��y�3� A��

vz � Policy Director º[C

v � 4 ��� 12 �AQ
 Policy Directory @δ�z@�ApG

– �51��y�4� �zD�x��z

– �65��y�5� �z���bß�s�z

– �71��y�6� �z GSO Ω�BΩ�s��Ω���z

– �77��y�7� A�s��εz

– �101��y�8� ��s��εz

– �107��y�9� �z Proxy ���z

– �117��y�10� �z Policy Director °A	z

– �127��y�11� �zv¡A�{íz

– �137��y�12� nJ�f�°A	í�z

� 13 ��� 16 �A[\ WebSEAL �zApG

v �149��y�13� WebSEALG]w¡≈τ�z

© Copyright IBM Corp. 1999 xv



v �167��y�14� WebSEALG@δ�z@�z

v �175��y�15� WebSEALG�z¼
X�zz

v �201��y�16� WebSEALG��{íπXz

� 17 ��� 18 �AQ
UCo� NetSEAL �zDDG

v �209��y�17� NetSEALGº[z

v �221��y�18� NetSEALG@δ�z@�z

� 19 ��� 21 �Aú NetSEAT �z��÷ΩTG

v �229��y�19� NetSEATGº[z

v �233��y�20� NetSEATG@δ�z@�z

v �247��y�21� NetSEATG�²A��t�zt�z

��t��²A�OO �251��y�²A. �� ivadmin �iµ Policy Director �zz

P �271��y�²B. �N��zC

�����D�

����UC�LΩD�G

D� Nq

�Θ Nϕ�����
�A�OG\αϕW�B\αϕ∩�BΘJµ�B�

�BΩ�¿BMµ�B�@÷sB÷sBΩsB�αsP ∩�C¬G�

π���ΘτNϕ�NP�i��C

ÑerΘ NϕykBd�XP����ΣJ�σrC

�Θ bj�P�@��� Policy Director ��÷Ny���C

→ π�\αϕñ@tC�∩�C�pG∩��� → ⌡µAϕ�²÷@U�

�AMßA÷@U⌡µC

2000 ��]�

o�ú��w�n 2000 ��]�Cϕz��o�ú���÷σ≤���ª�Auno

�ú���÷ú�]�pAwΘBnΘP�Θ	Pª�ºíαAϕµ½δT�Θ�Ω

�Ahb 20 @÷P 21 @÷íAo�ú�τα#TBzBúP
¼Θ�Ω�C

A�PΣ�

pn�o IBM SecureWay FirstSecure Γ�ñ��ú��A�PΣ�A�p� IBMCo

�ú�ñ��iα��	D IBM Σ�CpGzOq FirstSecure Γ�ñ�oo�ú�A

�÷A�PΣ��p� IBMC

���DP�÷ΩT

Policy Director ����DP�÷ú�A��\UCσ≤G

xvi Policy Director �zΓU



IBM SecureWay Policy Director

PDF µí�σ≤GUCO Policy Director ��÷�yAH PDF µíú≤ IBM

SecureWay Policy Director 3.0 � CD ñ� /doc UG

v ��AIBM SecureWay Policy Director �zΓUA3.0 �

v IBM SecureWay Policy Director Programming Guide and Reference, Version 3.0

�LΩ��σ≤GUCτO Policy Director ��÷�yAHLΩ�H�≤ú�M�nΘ

ñG

IBM SecureWay Policy Director ��P⌡µA�� 3.0 (SCT6-3KNA-00)

IBM SecureWay FirstSecure

UCO IBM SecureWay FirstSecure ��÷σ≤G

v IBM SecureWay FirstSecure Planning and Integration, Version 2.0 (S564-8D11-00)

��í� FirstSecure Pc¿ FirstSecure �U�ú�C��i≤Uz�BW����

�� IBM SecureWay ú�C

IBM Distributed Computing Environment

UCσ≤í�p≤w� DCEAo�σ≤� PDF µíA�ibuIBM SecureWay Policy

Director w	A�{ívCD U� /doc � DCE ⌠�ñΣ�C

IBM DCE for Windows NT
IBM Distributed Computing Environment for Windows NT �tJ�A2.2 �A

ibUC⌠}ñΣ�G

http://www.software.ibm.com/network/dce/library/publications/dcent.html

��í� Distributed Computing Environment (DCE) for Windows NT, 2.2 �A

���p≤W�Bw�Ptmú�C

IBM DCE for AIX
IBM Distributed Computing for AIX �tJ� 2.2 �AibUC⌠}ñΣ�G

http://www.software.ibm.com/network/dce/library/publications/dceaix.html

��í� IBM Distributed Computing Environment (DCE) for AIXA 2.2 �A

���p≤W�Bw�Ptmú�C

Transarc DCE for Solaris
Transarc DCE 2.0 ��s��ΩTPw�PtmΓUAibUC⌠}ñΣ�G

http://www.transarc.com/Library/documentation/dce/2.0/index.html

Transarc DCE 2.0 ��s��ΩTú Transarc DCE nΘPσ≤�pU�÷

ΩTG

v OSF DCE P DCE DFS ú�í�tº

v DCE DFS 2.0 �P 1.1 �í�tº

v DCE DFS �wσ½P�÷¡ε

w�PtmΓUú�÷w�BtmP!� DCE DFS 2.0 �ú��ⁿ�C

÷≤�� xvii



IBM SecureWay Directory

UCτ� IBM SecureWay Directory ���σ≤G

v IBM SecureWay Directory w�Ptm 3.1.1 �

��w∩C@�Σ��@�t�úU����C

v IBM SecureWay Directory Client SDK Programming Reference

v IBM SecureWay Directory Server Plug-ins Reference

UC�yt� IBM SecureWay Directory (LDAP) �w�PtmΩTG

v IBM SecureWay Directory w�PtmA 3.1.1 �

��w∩C@�Σ��@�t�úU����]� HTML µí	CU@�t��

�y±bAϕ� CD ñCo� CD �OOG

– IBM SecureWay Directory Version 3.11 for NT

– IBM SecureWay Directory Version 3.11 for AIX

– IBM SecureWay Directory Version 3.11 for Solaris

UCτ� IBM SecureWay Directory ���σ≤G

v IBM SecureWay Directory Client SDK Programming Reference

v IBM SecureWay Directory Server Plug-ins Reference

�FNú

z�NúiH�U��ú�δT�¬�Φ�ΩTCpGz∩���Σª IBM

SecureWay Policy Director σ≤�⌠≤NúA�yX��� Policy Director ��G

http://www.ibm.com/software/security/policy/library

z�
�$��A�ziHΘJNú��
��CP�Az�i
� Policy Director �

�s≤sΩTC

�÷Σª IBM SecureWay FirstSecure ú��≤sΩTA�yXUC⌠}G

http: //www.ibm.com/software/security/firstsecure/library

xviii Policy Director �zΓU



�1� w∩�� Policy Director

IBM SecureWay Policy Director (Policy Director) O@��π�v¡�MΦ�Ai��

πX WebBDq[c�j¼D≈��{íC Policy Director v¡iH²��w	a�

ε���∩O@ΩT�s�C zi�� Policy Director M���⌠⌠⌠-��{í�


mw	�¬��z}��°��⌠⌠C

��]AG

v yA�°�⌠⌠w	�zb��C

v �3��yPolicy Director �	�NzC

v �7��yPolicy Director 
≤z.

v �10��yA�w	�íz.

A�°�⌠⌠w��

�h��{b{��}�⌠⌠⌠�pH�°��⌠⌠∩≤s�qH�ÑAOQ��

��½n�C�Cql��#�ta¿�\h°�µPªñ�≥�
≤C��≈c�

α⌠⌠⌠�iµ�Z��CuWA�ie\�H�eqll≤��o Web sj�Ω

�C�����{íAp TELNET � POP3A#MO
M�½n�⌠⌠A�{íC

°�A��L�iHQ�⌠⌠⌠⌠��N�[j�σ�÷YBPiP°�δ±�X

@AH�úW[��ßsq�Cun°�iHπXπ�¬�w	��Ω�ANαF

¿o���C

°�Qn��⌠⌠⌠@�s������e≈εCM�A�≤�FgL���w	

�h≈εH��zt�Ao�°�wgⁿ�²¬C

Policy Director O@ΩT�h�z�MΦ�Aªú���ñí⌠⌠w	A�C�F�

ñí�⌠⌠w	A�AzKα	�@P������hΩTA�B�º��C

⌠⌠w��Ny�wq

HU�⌠⌠w	A��º�A∩≤�σñ Policy Director ��QQ�½nG

w�Γ� @�@P�A�A�Bq�π�@P������s�Bt��Ω

�C

¡≈τ� �OnJw	Γ�º�Θ�{�C

�� b¡≈τ��í�o���ΩTAªí�F���Bs�s�]pG

���	AH�ΣLPw	��÷��O��C

v¡ Mw�ΘO��v∩ⁿO@�Ω�⌡µ@��{�C

KX	 NqlΩ�α½¿w	XAHO@Ω�úⁿ��g�v�H��C

�π� qlΩ�b�eH�
¼�íS�∩�C

O@�Φ Ω�w	��h�A�¡≈τ�B�π��pK¼p@�MwC

i�π� ϕ���s�Ω��A⌠⌠t�$��W�������αOC

© Copyright IBM Corp. 1999 1



⌠⌠w���@P�q

	@����⌠⌠⌠H��q�M�°��⌠⌠ús
�úP�qút�B��{

í�⌠⌠CVMúP�wΘ�nΘq��∩⌠⌠y¿HUvTG

v ��{í�w	�S��ñ�εC

v S�@�Ω��mRWD�C

v �F∩��{í¬�����@PΣ�C

v �F∩i�π�¿°�@PΣ�C

s�°�B@�ínD��bY�{�WYπL��ΩTΩ�AoOe����Co

�°��nDL�iHw	a�ε∩o�Ω��s�C

∩≤uΩT�Nv]IT	�zH�ÑA�z�Gb��í⌠⌠W��h����w

g��OD�x°�CoO]��O���{í�t���úOHL��v�Φí

��v¡��C

\h�qA��A�C@�°���{í}os�v¡A�{íO��Q�{�Ao

�{���P°H�z�≥�]IC}o�Q���{í��]API	�s���ñí

v¡A�iHjT[�W½��íA�ε&��v��¿�C

�ñí�⌠⌠w	�zt��í¼UC�DG

v {s��⌡≡�¡≈τ�tmº@sP leverageC

v P⌠⌠���{í�z��tmπX�@sC

v N��{íW�C

Policy Director ��

Policy Director O@��÷v¡B⌠⌠w	B�h�z��π�MΦ�Aªα��GU

a�°��⌠⌠�°��⌠⌠ú�∩�Ω�O@C°��⌠⌠O@�uΩ�M�⌠

⌠ (VPN)vA���s��εPw	S�A¡εu�∩w��ß'α��@�h�P⌠

⌠⌠s
�°��⌠⌠C

úF⌠V�w	��h�zS�APolicy Director �Σ�¡≈τ�Bv¡BΩ�w	�

Ω��z\αCzi�� Policy Director M���⌠⌠⌠���{í�
mw	�¬

��z}��°��⌠⌠C

�F Policy DirectorA°�{biHw	a�z∩M��í⌠⌠Ω��s�C P�A°

�iHB��@⌠⌠⌠sxsq�ºvTO��÷���αOCPolicy Director pG

�X°���⌡≡t�AKαO@°��⌠⌠A�ΣK≤�g�v�s�MJIC

Policy Director v¡A�{í API ��

v¡A�{íO��{íw	�tmQ�½n�@í�C���qL¡≈τ�{�º

ßAv¡A�{í�P	���iHs��A�{í�ΩTA�	≥jε⌡µ°��

hC

�pAs� Web h≡≈⌠�����iH�°�HbßΩTCboºeAv¡°A	

�τ������¡≈B���M�v��C

2 Policy Director �zΓU



H���≥ª�uPolicy Director v¡ APIvi²��{íIs�ñí� Policy Director

v¡A�{íC��o�IsA²}o�ú��C@�s���{í�gv¡{í

XC

uPolicy Director v¡ APIvα²°�NⁿH⌠��v��tmW������{í�

��C��uPolicy Director v¡ APIvA°�∩≤s�⌠⌠W�Ω�Kαú≤h�

εC

��\Policy Director {í]p���ΓUH�o Policy Director v¡ API ��πΩ

T�í�C

Policy Director �
�N

Policy Director ⌠⌠w	��z�MΦ�ú�Σ�HU�	�NG

v ¡≈τ�

v v¡

v Ω�O@��Φ

v i�π�

v í��

¡≈τ�

��	�N]AΣ� Policy Director ���W�PKX�¡≈τ�≈εC

≈K≈�:

v Kerberos

v ����²s�qT≤w]Lightweight Directory Access ProtocolALDAP	

�}≈�/pK≈�:

v Q���{íSw����W��KXAnJ��uw	 socket h�v]SSL	�s

²	G

– ≥�¡≈τ� (BA) ≈ε--u� WebSEAL �w	 Socket h��� HTTPSC

– Policy Director µí≥ª≈ε--u� WebSEAL � HTTPSC

v ��q��� X.509 ��zL SSL nJ -- Policy Director Σ�P PKIX �e��

}≈�≥�]I (PKI) ú�]p IBM SecureWay Trust Authority 3.1 �	�H Entrust

�≥ª� PKI ú�]p IBM Vault Registry 2.2.2 �	C

IBM SecureWay Trust Authority 3.1 �]Aq��nΘB�µ�n²��{íB��

�zñ	PπX��²AHΣ�	{����Rg�A]AGnOP�l���B

≈�∩≤sB��≤sB��P��oεMU (CRL) �oGAH����oúCtú

��í����� (GUI)A�H�zu���zñ	 (CA)vBu�U�zñ	

]RA	vPu�⌠ΩΘ (EE)vnDC���ú API {íwC

��≥�:

v u��≥�A�{í (CAS)v-- �q¡≈τ�XR�

v¡

��	�Nú∩UC Policy Director v¡�¼�Σ�G

v Policy Director v¡A�{í

�1� w∩�� Policy Director 3



v ��� Policy Director v¡ API

v �ív¡\α

Ω�O@��Φ

uO@�ΦvOⁿ Policy Director O@⌠≤bq��H�°A	ºí�Θ�ΩT�{

�CqD≈εB[K��H��∩ --- ��tΓk�X!�GiHMwO@�ΦC

�FW[]AUC�w	�A�ΦO@h�G

1. ���Θ�εqH≤w (TCP) qH (L¡≈τ�)

2. �¡≈τ�--τ�����¡≈

3. ¡≈τ�H�Ω��π�--�KTº]Ω�Ωy	b⌠⌠qH�íQ�≤

4. ¡≈τ� + Ω��π� + Ω�pK�--�KTºb⌠⌠qH�íQ�≤�°ε

ziH�n���SwDqú�⌠⌠ⁿw�n�O@h�C

Σ��[K��: Policy Director Σ�HU�Ω�[K�� (DES) �Σª SSL [K

KXG

v 40 �
 RC2

v 128 �
 RC2

v 40 �
 RC4

v 128 �
 RC4

v 40 �
 DES

v 56 �
 DES

v 168 �
T½ DES

Policy Director NetSEAL P Policy Director WebSEAL b uDCE ��{�Is

(DCE-RPC)vWΣ� 40 �
 DES P 56 �
 DES [KC

�: Ω���ⁿ¡≤[K�N�Xf¡εC

qD≈ε: Policy Director Σ�HU�Θ[KΩ��qH≤wG

v uw	 SOCKET h� (SSL)vqD≈ε

v uP�w	A� (GSS)vqD≈ε

WebSEAL Σ� SSL[KqD�ú�Ω��π��Ω�pK�C WebSEAL �

NetSEAL úΣ� RPCCRPC ��π���íWOi�KD�½{íI.Cϕy�≤�

��q��P°A	í����Ω�Q���AYo�½{íI.ípCºßAYH

������º�N�Ω�½M�½{≤°A	WC

SSL qD≈εGuw	 Socket h�v]SSL	qH≤wie\H��µ½AH]wΓ

í��≈ºí�qHC�qH≤wú⌠⌠⌠�w	��pK�C SSL �B@Φí

OQ�¡≈τ������}≈�H�≈K≈�ANzL SSL suαe�Ω�[KC

∩ Policy Director NetSEAL °A	�� SSL qD≈ε�A�� SSLCb NetSEAT q

��@�w	�Sw≡ (�pATELNET ���≡) º Policy Director NetSEAL °A

	� SSL q�����A����tmC

Policy Director WebSEAL Σ� SSL �� 2 ��� 3C

4 Policy Director �zΓU



GSS qD≈εGGSS ��]GSS API	O@�i²��{ís�w	A����ΦkC

GSS qD��bw	 RPC WCϕzN NetSEAT q��HΣ���Φíw�b Policy

Director for Microsoft® Windows NT® � Policy Directoru�zD�xvñ�A���

�∩�C

GSS qD≈εOHP�¼íúU�w	A�CªiΣ�≥ª≈εP�Nd≥Cªe\

N��{íΓ
úP�⌠�ñ]��h�	C GSS qD≈εi�ε�V]��ú��	

Ω�yqW�O@h�C�pAϕΩ��q��y�°A	�AizLjqΩ�[K

Φí[H�πO@A�ϕΩ�q°A	y�q���iαN�ⁿ�O@C

i�π�

i�π�Oⁿϕ���s�w	Γ�ñ�Ω��At�$��W�������α

OCPolicy Director ��UC�N�úi�π�G

v A�{í�s

– ¡≈τ�A�{í

– v¡A�{í

– w	�h

– Ω�[KA�{í

– f�A�{í

v e��s� WebSEAL °A	

– ¬�����ΦMΩ�

– útⁿ¡��q��nD

v ß��s�°A	

– ß�°A	iHO WebSEAL °A	�≤Ot�� Web °A	

– ¬�����ΦMΩ�]@P�W�	í	

– ΣL�e�Ω�

– zL�z¼
X™Htⁿ¡�iJ�nD

v ��N¡≈τ��v¡A�{í°ⁿ
�O�°A	AH�$��α

v q�GpA�{í�úW[�zO�

�1� w∩�� Policy Director 5



í��

Policy Director ú\hΘxOⁿ�f�\αCΘx�iH��⌠≤� Policy Director

°A	� DCE °A	�ú���	TºM�iTºC��f�l��iH�� Policy

Director � DCE °A	í�C

Θx�

v Policy Director °A	Θx�

v DCE °A	Θx�

v DCE ���Tº

v ��WσΘ�eqH≤w (HTTP) Θx�

f�l��

v Policy Director �vf�l��

v WebSEAL f�l��

v Policy Director �zf�l��

v DCE f�l��

v LDAP f�l��

6 Policy Director �zΓU



Policy Director �≤

Policy Director ]tq��t��°A	t����nΘC Policy Director ú Sun

SolarisBIBM AIX � Microsoft® Windows NT® Ñ@�t�¡x�Σ�C

�zD�x

u�zD�xvO@� Java® ¼���í��{íAªO���z Policy Director w

	Γ��w	�hCziHqu�zD�xv�⌡µbßn²��z@�H�Dn

]]NOD	�v�hΩ�wC

σ¼�u�zD�xv@�]AsW�Rú���bßMs�bßAH���s��

εMµ�W�	í½≤Cu�zD�xv���iHO@ RPCAHzLw	qHqD�

⌡µo��z@�C

ziHN�zd⌠ⁿú
��h�C�pAziHⁿw@�π��¡d⌠�Sww	

�z�CMßAo�w	�z��zw	�h�∩HAu¡≤ⁿO@½≤W�	íⁿ

wí�ñ�Ω�C

w�°A�

w	°A	 (secd) iHO LDAP °A	� DCE °A	Cuw	v°A	ú¡≈τ

�A�Cª]�	@@��ñín²Ω�w (LDAP � DCE)AΣñ]t�Pw	Γ�

º��������bß��C

b DCE ⌠�ñAn²Ω�w������H Principal �ºC

uw	v°A	ΩtΓ�½n�ñΓG

v uw	v°A	wqF������s����AH����i�]�ñΓC �ñí

�n²Ω�wtdxso�ΩTC uPolicy Director v¡A�{ívbiµ�vMª

�A��{o�ΩTC

v uw	v°A	ú��nJ�¡≈τ�A�C

�1� w∩�� Policy Director 7



N DCE Φ�Aw	°A	i�sπ�w	Γ��n²Ω�wAH�KµIó�CCϕ

Dnn²o��≤�Aw	°A	td≤s�����Ω�wC

�z°A�

u�zv°A	]ivmgrd	�	@w	Γ��Dn�v�hΩ�wCª]td≤sw

	Γ�W���v¡Ω�w��C u�zv°A	]�	@w	Γ�ñ�ΣL Policy

Director °A	��mΩTC

w��z{í

uw	�z{ív]secmgrd	��s��ε�hA�o��hOH��B�v�hΩ

�w�ΩT���Cw	�z{í]AG

v @� NetSEAL 
≤AHiµ�ñ�u�Θ�εqT≤w/⌠⌠⌠qT≤wv

]TCP/IP	s��εC

v @� WebSEAL 
≤AHiµ�L� HTTP � HTTPS s��εC

WebSEAL

WebSEAL Ow	�z{í (secmgrd) �Γ�
≤º@C

WebSEAL O@�¬�αBhⁿ� Web °A	Aªα
ⁿ HTTPBHTTPS M NetSEAT

�q��nDC WebSEAL �zUCΩ��s��εG

v s�Ω��m (URL)

v URL ≥ª�#Wϕ�í

v H PerlBC™ � C++ g¿�q�hD�� (CGI) {í

v W�σ�OyÑ (HTML) �

v Java Servlet

v Java �O�

WebSEAL O@í
X°A	AiHzLu�z¼
Xv�NAO@��z≤Ot��

Web °A	C�z¼
Xi²zNΣL�°A	��t�s
� Web 	íA�BNΩ

�°�µ@B@P�½≤W�	íC

�� WebSEAL �� Web ¼Ω�úµ@�nJ\αC���Q���� Kerberos �

SSL �∩ WebSEAL iµ¡≈τ�CMß WebSEAL ��� HTTP ≥�¡≈τ��

Kn¡≈τ��ϕ����CWebSEAL ]iHN����¡≈�e¿ CGI ��C

NetSEAL

NetSEAL Ow	�z{í (secmgrd) �Γ�
≤º@C NetSEAL O@�Ω�M�⌠⌠

]VPN	�MΦ�AiHO@��iJ� TCP/IP qHC NetSEAL ���q����

�a≡�¡≈�⌡µs��εC NetSEAL O@�w	��MΦ�A

v i�v�O@���⌠⌠⌠A�{íAp TELNET � POP3C

v �v�O@úP���{íM�nΘApΩ�wt��⌠⌠�zuπC

NetSEAL O@�Ω��z{íAi�ε���s
�°A	WSw≡]�pA≡

23ATELNET	�αOC NetSEAL 
≤τ
ⁿ��v� NetSEAT q��qL� TCP/IP

yqC
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�� NetSEAL °A	i²zπX⌠≤⌠⌠��°A	� Policy Director w	�A�{

íC NetSEAL °A	����⌠⌠qHúw	�qD�ICzLo�H SSL � GSS


��qDA@!�ewL����¡≈M�l�qH≤wnDC��� NetSEAL

SSL qD�M NetSEAT q��iµqHC

NetSEAT q��

NetSEAT O@�⌠⌠Σ���C����izL��q��/°A	yq� SSL � GSS

qDiµ�∩�[KA�úS¬±aΩtq����{í�w	Nz� (Proxy) ñΓC

@�Iµw	q���u�A��{íwv]DLL	A NetSEAT ie\����	Q

� Policy Director S��uICo�S�]AO@Ω�qH�ú¬�����tmC

NetSEAT iTOP Policy Director w	≈ε��	πXA�B�q��úΩ��zC

NetSEAT úF∩ TCP/IP ��{í�O@C NetSEAT qza[K��Ω�
 VPN

qD (p SSL � GSS)AªiHzLS�w	O@����e (p��⌠⌠⌠)C

ªα≈tm¿I���eX� HTTP nDAMßNª�α���a WebSEAL °A	C

ªα≈+\½sw���s Web Ω�A�úvT@δ���AHzqΦíN�Φ URL

∩M�ΩΘ� WebSEAL °A	C

�: zú�n NetSEAT �P Policy Director �¼@�C�pAq�����i���

� SSL �s²	��
P WebSEAL iµqHC

v¡ API

uPolicy Director ��{í}oM≤ (ADK)v]t@�v¡ API °A	 (AuthAPI™)A

i²}o�N Policy Director w	��vS��

mb°����{íñC Policy

Director v¡ API ú�
s�uPolicy Director v¡A�{ívC��o�v¡ API

ϕ�}o�úA�n�C���{í�g�vXC

Policy Director v¡ API �ε&��{í}o��íH���{í}o�¿�C]�v

¡ API iú��⌠⌠w	�ñí�zA�C��v��¿��w	}aiα�C

v¡°A�

b�����v�íñA��{í�� Policy Director v¡ API �ú�τ�Is�

M Policy Directoru�vv°A	]ivacld	iµqHC Policy Directoru�vv°A	

�	@@≈�v�hΩ�w���A�Bß⌠�vMª�⌠�C

Policy Director v¡ API �N�vMªnDα�� Policy Directoru�vv°A	C

Policy Directoru�vv°A	���w	�h��$
�C°A	]iH�g@≈f�

O²AΣñ]t�vnD���C

�²A��t�zt�

Policy Director b Policy Director w��íA��aw��tmu�²A��t�zt

� (DSB)vCPolicy Director ú DSB O@�u�z°A	v]ivmgrd	�@í��

�eC �� DSB ú�nB��BJC
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pG NetSEAT q��Oϕ¿ Policy Director °A	�u�zD�xv�Σ���Ah

NetSEAT q��N��� DSBCpG NetSEAT q��u�� SSL qD≈εAhú

��� DSBC

DSB B@ΦíM Cell Directory Services (CDS) ñÑ°A	@�CNetSEAT q���

�
V DSB nD�oΩ��m�A�C
U�A DSB p�w	Γ�� CDSA�Mn

DCMßADSB �$�nD�ΩT
⌡µ NetSEAT q���t�C

��≥�A�{í (i∩�)

Policy Directoru��≥�A�{ív]CAS	O@�i∩��
≤C Policy Director b

Policy Director w��íA��aw�u��≥�A�{ívC

��≥�O@∩��∩M�¡≈τ�≈εúSw��ΘΩTA¿�@δBπΓ�ϕ

�q���O�{�C�@δϕ���q�����C

ϕz�n≥����∩M�Az�N Policy Director ��≥�A�{ítm¿ft

Policy Director WebSEAL °A	��Cb�ípUA WebSEAL ���N Policy

Director ���∩M���C


≤X��ín²ñ�D Policy Director SSL q��Ahi��uPolicy Director ��

≥�A�{ív]����g�v���≥�A�{í	A²���W�∩M� Policy

Director ¡≈C���q��� X.509 ���s��q��Ai��uPolicy Director

��≥�A�{ív]����g�v���≥�A�{í	A²��∩M� Policy

Director ¡≈C

��AziH�g��q�v� CAS °A	A�w	Γ�úSw�MΦ�A�Bz

¡≈τ�ΩTApGq����B���W��O�CuPolicy Director ��≥�A�

{ív�}o��]p�i�	Mw�¡≈τ��∩MA�{í���CPolicy Director

�N∩MWhxs
 Policy Director �í�Ω�wCPolicy Directorib WebSEAL M

uPolicy Director ��≥�A�{ívíúu��wqyÑ]IDL	v��CPolicy

Director τ�ú@δ°A	��tmAHBzuPolicy Director ��≥�A�{ív

°A	\αA�O��B°A	n²�H�BzCuPolicy Director ��≥�A�{ív

}o��d⌠Xi��≥�A�{í���tmAHΩµSw��{í���¡≈∩

M\αC

A�w��í

Policy Director w	�ϕ�∩ΩT��εs�C Policy Director �N�N���w	�

h∩M�zⁿO@�W�	í�½≤C

ziH�°��h@�s���A�ú�ⁿ¡≤⌠⌠�NCziH������¡≈

H�L��ñΓ�+\���L��s�vA�ú���L��Ω�mC

Policy Director 
≤ODqí≥ª���{íC���¼τ��s�vⁿwi²zNS

wΩ�ú
@δ�����CP�AziHN�P��íΩ�¡ε�≤w	�v�

s�Cú
�v���Oqw	Γ�����⌠⌠⌠su�s�Ω�Az�ΩTú

Ow	�C
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wqw��h

Policy Director w	�nΘi²z
�@�w	Γ�Ao����qHúOⁿ�O@�A

ú���g�v�s�������laC

w	Γ���z���OHUU�G

v �iH�Pw	Γ�A�BnD∩ⁿO@½≤W�	íñ�½≤iµs�C

v z�O@�½≤C

v ����Wh�O@o�½≤C

Policy Director �HUCΦí�Bzq��nDG

v ��(�q��#b��¡≈τ�C

v H�v����í��ov¡C

v ��o����⌡µ�vMªC

�iH�Pw�Γ�H

�z��	@@≈#í�MµAΣñ]t�≤ Policy Director w	Γ�¿���� (�

b DCE ⌠�ñ�º� Principal) Ms�C]�Ao�����s�iH�Ps�Ω�C

n²Ω�w (LDAP � DCE) xso����Ms��ΩTC

@2z�����
�bßANiH�v����Pw	Γ�C

�z@�G

v ��u�zD�xv�
����Ms�bßC (��� ivadmin ⁿOC

z��H�≥WhO@�≥½≤H

Policy Director iHO@HU�Ω��¼G

v Web ½≤A�p HTML �BCGI {í��A HTML

v NetSEAL Σ��⌠⌠A�{íAp TELNETBPOP3 ��q��{í	

v �z\α
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Policy Director �H½≤NϕⁿO@½≤W�	íñ�ΩΘΩ�CziHN�h�Os


�o�½≤A�ⁿwSw�s�\ivC Policy Director ����h���¼A�º

�s��εMµ]ACL	C ACL tdwqHU��G

v �iHs�½≤C

v ziH∩½≤⌡µ��@�C

�pAziH�P½≤��°M�v
���s�A²Oue\@�s���≤½

≤C

Policy Director ��@�≈ε�]ws�\ivY�}¿]��
�	ACL �íCb}

¿� ACL �íUAACL úO�
M�bÑhñ�C@�½≤WC�-aA��í��

�
 ACL ΦíCpGÑhñ�½≤S�iM�� ACLAh��� ACL �OU@�X

{bÑhñ�¬h� ACLC�½≤ ( / ) W��@� ACLAHTOC@�½≤�i

�
� ACLC

ϕz��s�\iv≈ε�Azú��C@�����²]w\ivC

�z@�G

v ��u�zD�xv�∩�nO@�½≤���h�� (ACL)AHK�W�	íwq

w	�hC

��w��h�q��nD

ϕ���nDs�ⁿO@�½≤���{í�Ab�πnDºeAPolicy Director ��

�Aϕ�¡≈τ���v�dC

1. q������τ�uw	v°A	AH
�¡≈��CPolicy Director zL�}P

≈K≈�Γ�Φk�Σ�¡≈τ�C

��o�¡≈Auw	v°A	��$�����v��C ��wqF�����

�s����AH����i�]�ñΓC

12 Policy Director �zΓU



2. w	qHqDO
�bq�����H� Policy Director °A	ºíC

3. �v�d�w∩�ñ��s��v�hΩ�wCPolicy Director �jε⌡µ≥≤��

����≥ª� ACLC

4. pG������\ivA]wOAϕ�APolicy Director �NnD�e���°A

	H�¿º�C
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�2� ¡≈τ����≥�

¡≈τ�Oⁿ�OnJw	Γ�º�Θ�{�C¡≈τ����O��q���

¡≈��oí�q�����C��iH² Policy Director @��vBf��ΣªA�

��C

��]AG

v y¡≈τ�≥�º�zb��

v �16��ySSL ¡≈τ�z.

v �19��y���W��KX�τ�z.

v �20��yKerberos ¡≈τ�z.

v �21��y��≥�z.

v �22��y��≥�A�{íº[z.

v �28��y¡≈τ�A�{í�∩�z.

¡≈τ�≥�º�

ϕ°A	jε⌡µw	Γ�ñ�w	��AC@�q���úΣ¡≈��Cw	

Γ�ñΩ��s�pGO�°A	�εA°A	∩¡≈τ���v�nDiHúR

��⌠⌠w	�C

¡≈τ�Oⁿ�OnJw	Γ�º�Θ�{�C

bw	t�ñA¡≈τ�P�vO��
O�C¡≈τ�Mwwτ�����O��

v∩SwΩ�⌡µ@�C¡≈τ�iTO�Θ�XΣ���¡≈A²úⁿXi∩Ω�

⌡µ@��αOC

Policy Director Σ�u��
±¡≈τ�Aªi+\w	�h≥≤���DA�úOΩ

Θ⌠⌠���DC

Policy Director ¡≈τ�b���nJw	Γ���OΣ¡≈AHs�ⁿO@�ΩTC

���iH�]\hwq�ñΓ -- C�ñΓπ�úP�s�\ivC
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¡≈τ����

¡≈τ�Bz{�F¿G�½n���G

1. Twq���¡≈C

2. �oq�����C

¡≈τ�≈ε���≥�≈εOΓ��	úP�Bz{�C Policy Director Σ�@�¡

≈τ�≈ε (�	yΣ��¡≈τ�≈εz)C

Policy Director ]ú≥����w]�i�q�A�C��≥�A�{íNSw≈ε

��ΘΩT∩M
 Policy Director ��C Policy Director ����u��M�v��

�� (EPAC)vµíC

��O��n÷≤q��ΩT� Policy Director A�{í���C��iH� Policy

Director vTA⌡µh�A�ApG�vBf��NϕC

Σ��¡≈τ�≈ε

Policy Director Σ�pK/�}≈�≥ª�¡≈τ�≈εG

�K≈�G

v Kerberos �� 5

v ����²s�qT≤w]Lightweight Directory Access ProtocolALDAP	

�}/pK≈�G

v ��q��� X.509 ��zL SSL nJ -- Policy Director Σ�P PKIX �e��

}≈�≥�]I (PKI) ú�]p IBM SecureWay Trust Authority 3.1 �	�H Entrust

�≥ª� PKI ú�]p IBM Vault Registry 2.2.2 �	C

�n��≥�A�{í�U'α≥���C

¡≈τ��¼

Policy Director Σ�UC�¡≈τ��¼G

v SSL ¡≈τ�--⌠⌠⌠�°��⌠⌠¡≈τ�

v ���W��KX¡≈τ�--���¡≈≥ª�¡≈τ�

v Kerberos ¡≈τ�--⌠⌠¡≈τ�

SSL ¡≈τ�

w	 Socket h� (SSL) qH≤wú⌠⌠⌠�¡≈τ�Bw	��pK�CSSL �

�G

v �}/pKt∩≈�¡≈τ�[Kk

v zL SSL s
[KΩ��≈�C

@�¡≈τ��ASSL qH≤wΣ��°A	¡≈τ���¼¡≈τ�C

Policy Director Σ� SSL � 2 �� 3 �C
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qH≤w��


�b TCP/IP ºW� SSL qH≤wAOP��{íL÷�C SSL qH≤w+\��

{íqH≤w (p HTTPBFTP � TELNET) qza±b�hC b[K SSL qDºW

�@� HTTP Web qH≤wNO HTTPSC

SSL qH≤wiHbΩ�Q¬ÑqH��{íµ½ºeA≤�[KΩ�τ�°A	¡

≈C SSL qH≤w��[KkB¡≈τ��Tº¡≈τ�XA	@�ΘqD�w	�

��π�C

≤Ot��Hñ
����zñ


SSL ¡≈τ��a¡≈τ��Dn�ΦO�iHαº≤Ot��≥�H⌠C�ia�≤

Ot�]NO���zñ	 (CA)C

CA OtdoX��í�� (ql¡≈�O)Aª�O��⌠⌠��HBs��t�A�

VΣLH�� CA H⌠���C

CA H���ro���As����¡≈������ñ��}≈�C⌠≤H⌠ CA

�]�H⌠���C

⌠⌠���i�o CA �¡��}≈���A��ª�τ�ΣL������C�F�

τ�AL�N�FO�A��ñ��}≈�OπW���iH⌠�≈�AB CA (L�

zLDn���δ��H⌠�) O��s�C

bwτ�¡≈�GΦµ½�}≈���ºßAL�iHiµ[K�∩Ñq@�Ω��

rCo�[K����r�úΣLHiαbÑq@��Ñ�zAΩ��iα�C

CA iH�b⌠⌠⌠XΓ����qA�O�z�q°��⌠⌠tdoX���í�C

z�Mw≈H⌠(� CAAH@�ΣLH¡≈��O�C

IBM SecureWay FirstSecure (FirstSecure) ��w	�ú�º@O IBM SecureWay Trust

Authority (Trust Authority)C�ú�úoXz�q°��⌠⌠�v����αOC÷≤

FirstSecure �Σ
≤�s�ΩTibUC⌠�ñ�oG

http: //www.ibm.com/software/security/firstsecure/library

X.509 �í��

zL SSL �¡≈τ�Og���í��ú�C��O@�t�@��OΩT���C

z�@ia����zñ	 (CA) 	R (�
¼) ��CCA �Dnd⌠O�����

�TΩ�C

��OLk�ΘBLk�y���Aª�@�p@�ql¡≈�O��@y��¼C

��i�UTw����qú�TP�¡���¡≈��C��H CA �pK≈��

rAHO�ΣTΩ���πC

�� SSL �s²	��°�������¼A]NOX.509C� 3 �� X.509 t�U

CΩTG

v ��

v ��

v �WtΓk ID

�2� ¡≈τ����≥� 17



v oX�mW

v ���í

v DΘ (���) mW

v DΘ�}≈�ΩT

v oX� @� ID (oX���zñ	��OW�)

v DΘ @� ID (����O��O��OW�)

v ��W (�� 3 ���)

v WC����o�µ���W

X.509 � 3 ���+\≤h����OΩTApG�����Ob0≥°�A�L�b

°�ñ�h[C��O�oX��rAHτ�DΘ (���) �mW�����}≈�º

í�s�C

��ú���ßH�qúOL�����A²L�TΩϕ�Y� CA �{��H⌠Σ

H�qúCϕzH⌠oX��� CA �AϕzP�����µ½ΩT�A��Y{��

H	C

SSL ¡≈τ�≈ε�≥�º�

SSL µñqH≤wOⁿµ½H�H]wqH�{�C SSL µñqH≤wi�G�Ñq

c¿G

v y°A	¡≈τ���°A	����z

v �19��y��q�����iµq��¡≈τ�z (i∩�)

q���°A	úiH���C°A	�ϕ�zL SSL ¡≈τ����CiHzL

SSL s�w	Γ��q��i��S�q������C

ϕ°A	�eΣ��
q���A�{���°A	¡≈τ�Cϕq���eΣ��


°A	�A�{���q��¡≈τ�C°A	Mq��¡≈τ���X]NO�

¼τ�C

°A�¡≈τ���°A�����

°A	¡≈τ�O SSL s
��CzL SSL �°A	¡≈τ�HUCΦí�¿G

1. q���nP�� SSL °A	�s
C

2. $��A°A	∩Σ���r (²ú[K)CMßA°A	�et�°A	�}≈��

��
q��C

3. q����]tb���ñ°A	��}≈�A�τ�����HO���r�P

@HC

4. q���d���oX�AO�ΣH�dMµ CA �s²	º Dn CA ��Ω�

w�
ⁿCpG�Σ
ⁿ�Aq���iµU@BJF�hAs²	qª���

�A����ú��� CA �oXCMßA���td
ⁿ�����C

5. Mßq��ú�DnΣAH°A	��}≈�Nª[KA��Θ[K�DnΣ
°

A	C

6. °A	HDnΣ[K�$TºA��DnΣ�
q���¡≈τ�Cß≥�Ω�O

H�DnΣ�o�≈�[KC
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��q�����iµq��¡≈τ�

°A	Hq����}≈��úq����í���ΩwCq���}≈���ϕ�

X.509 �ykC

��zL SSL �q���¡≈τ�HUCΦí�¿G

1. b°A	¡≈τ��¿ºßA°A	�ed�
q��C

2. q��bd�W�$Σ���W��}≈���C����W��q���pK≈

�pΓC

3. °A	��]tb���ñq����}≈�A�τ�����HO���r�P

@HC

4. °A	����Pia� CA �±∩CYq��� CA �Mµ�ia�Aí≈°

A	��⌠BzAOⁿ�	A��$Tº
q��CΣª�°A	iα∩�iµú

�n���@�{�C

5. ϕq��� CA ia�A°A	��¿BzC

N SSL suW�¡≈τ��ÑAúúo�nq������Cz#iHµ½[K�Ω

TCq����TΩ∩�e[KΩT
#T∩H�q���°A	úB��O�C u

#��¼¡≈τ�O�iα�nq�����C

ú�(@�ípAϕz� CAS °A	w]w��nq����s��εAϕq��

S��������Q��C

÷≤��}�pK≈�����q��� X.509 ���ΩTA��\ �161��yX.509

��¡≈τ�ΦkzC

���W��KX�τ�

¡≈τ�{��nq��bnJ�íúXY��í�¡≈ΩTC Policy Director

WebSEAL Σ����W��KX�τ�C

�Γ����W��¡≈τ�Φkú��ΘΩTG

v ≥�¡≈τ�

v ≥≤Mϕ�nJ
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��\�157��y���W�MKX�¡≈τ�ΦkzH�o÷≤���W��KX

ϕµñA�nq���ΘΩT�¡≈τ�≈ε��πΩTC

Kerberos ¡≈τ�

Kerberos � 5 �O⌠⌠¡≈τ��qH≤wAª���Φ�¼τ�AHF≤}±⌠⌠

w	µ½ΩT���C

Policy Director iHbUCµ½ñ�� Kerberos ¡≈τ�G
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��µíCPolicy Director �� EPAC µíC

Sw≈ε��ΘΩT

∩u��≥�A�{ívAúP�¡≈τ�≈εúúP�����ΘΩTG
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Sw≈ε�ΘΩT (�pAKXBt∩≈����) Nϕ����ΩΘ¡≈�ΦC�ΩT

��
�°A	�w	Ñq@�C
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CAS °A	≥����tm--�sW�Sw��{í���W�∩M�∩M�z\αC
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pGO LDAPG
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pGO LDAPG

v YO cn =A�ΣJ@�@qW�Ap Diana Lucas

v YO sn=A�ΣJ@��W�]m	Ap Lucas
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X��πΩTA��\�175��y�15� WebSEALG�z¼
X�zzC

ϕ WebSEAL ¼�@hn�o�
X°A	WºΩ��nD�A WebSEAL ��� GSO

���Aϕ�¡≈τ�ΩTCGSO ]tC@�wn²����∩MΩ�wAo����
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�α GSO Ω�

Yz��� IBM SecureWay Global Sign-on �� 2.0.200 �e@� IBM Global Sign-On

� GSO Ω�Az��n�α GSO Ω�Aª'αbo���� Policy Director ��C

�s�ΩT�uπ (�pA�αuπ) iHb IBM SecureWay Policy Director ⌠�Σ

�G

http://www.ibm.com/software/security/policy/library

�≤ GSO Ω���KX

���i�� Policy Director Web �KXuπ (chpwd.exe)A≤s�xs� GSO Ω�

� GSO Ω�s�KXC�w
�Ω���A'α���uπC�b�@��≤Ω�

W�KXß'���uπC

UCBiHΣ�o��G

UNIXG /opt/intraverse/www/docs/cgi-bin/chpwd

WindowsG c:\Program Files\www\docs\cgi-bin\chpwd.exe

pn�� Web uπ��≤ GSO Ω���KX��G

1. }�@�w	s²	��C

2. ΘJUC URL �mG

https: //webseal server/cgi-bin/chpwd.exe

Σñ webseal server Oz WebSEAL °A	�W�CY�� WindowsA�bⁿw

� URL ñΣJ .exe ��WC

3. ÷@UuΩ�W�v�µñ�Ω�W�AH∩�ªC

4. b��� ID µ�ñΣJz����W�C
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6. ÷@U≤sC

�6� �z GSO Ω�BΩ�s��Ω��� 75



76 Policy Director �zΓU



�7� A�s��ε

ziHO@w	Γ�ñ�Ω�CziH��wqSϕWhH�No���s
�Ω�

�½≤ϕ�k�O@Ω�Co�SϕWh���h��C Policy Director iHδ�H�

����s��εMµ]ACL	��h��C�� ACL �N���w	�hWL��

≤w	Γ��Ω�C

��]AG

v yⁿO@�½≤W�	ízb��

v �79��ys��εMµz.

v �81��yACL ��ykz.

v �83��yW�	í�d≥z.
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½≤AH�q½≤�ú ACLC

1. N ACL �z@�e�m≤uD�xv���
qC

2. ÷@UuD�xv��e�ñ�u½≤	íve�C

3. i}u½≤	ív≡¼���Aϕd≥A�∩�ns
�T� ACL �b���½

≤C

4. q ACL W�Mµ	-Aϕ� ACL ����AMß±mbu½≤	ív≡¼���

∩�½≤WC
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	ú½≤ñ��T ACL

z�π�Aϕ��z\iv�s
��ú ACLCSOOAz�π�s
]a	\i

v�N ACL ��
½≤AH�q½≤�ú ACLC

1. ÷@U½≤
í@���C

2. i}u½≤	ív≡¼���Aϕd≥A�∩���½≤H�s
��T ACLC

3. ÷@U	ú ACL ÷sC
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�9� �z Proxy ���

IBM SecureWay FirstSecure (FirstSecure) ��w	�ú�º@O IBM SecureWay

Boundary Server for Windows NT P AIX (Boundary Server)CpGz�w]���n

²� LDAPAziHbπX� IBM Firewall � Policy Director Proxy ����MΦ�

ñA�X�� Policy Director P Boundary ServerC

÷≤ FirstSecure �Σ
≤�s�ΩTibUC⌠�ñ�oG

http: //www.ibm.com/software/security/firstsecure/library

���¡w��

M Policy Director @�ABoundary Server O IBM SecureWay FirstSecure ú�w	�

M�nΘú�
≤C��AziH�Oa	R Boundary Server � Policy DirectorA

MßHW��ú�Φí⌡µª�--ú�n	R�π� FirstSecure M�nΘC

�¡w	�úuO@z�⌠⌠B��{í�ΩTAª]��ª���ñCAϕ��¡

w	��nz�εiHs�⌠⌠�H�iJ�≈}⌠⌠�ΩTC�¡°A	ú�

⌡≡O@B�ew	�� VPNC�¡°A	
�⌠⌠⌠��¡AziH����¡�

²iα���frBJava ScriptBAppletBActiveX �εB�
Uúqll≤ (SPAM)C

�÷ Boundary Server �W�Bw�BtmB��P�°��A��\ IBM SecureWay

Boundary Server ú�ñH�� IBM SecureWay Boundary Server ��P⌡µ�yC

Boundary Server Oú��M≤CBoundary Server Nw	�ú���$�ú�NaJπ

X��MΦ�C�MΦ�]AziH∩�	R� IBM Σ��A�C

Boundary Server �Σñ@�
≤O IBM SecureWay Firewall �� 4.1 (�⌡≡)C

P IBM Firewall πX

�⌡≡���On�εúQn���v�qHiJ�yXw	�⌠⌠C�⌡≡@�@

��h�w	�íM�⌠⌠�Σª (úw	) ⌠⌠���⌠⌠⌠ºí��¬½C

IBM Firewall O@�⌠⌠w	��{íCIBM SecureWay Firewall �� 4.1 ]Ao�

sS�G

v Wjw	l≤ Proxy

v Wj Socks qH≤w (� 5 �)

v ��s�A�{í (RAS)

v HTTP Proxy

HTTP Proxy zL°ús² Web � sock °A	�Dº SecureWay Firewall �Bzs

²	nDC���iHs�⌠⌠⌠W���ΩTA�ú�∩ª���í⌠⌠!≤A

Bú�nª��q��⌠�Iµ HTTP ProxyC

z�²Twww�Ptm���DA'αw� SecureWay FirewallCz]�wqw

	��ATw�]wz�w	�hA�wq⌠⌠½≤C �wqUCDn�⌠⌠½≤G

v �⌡≡�w	��C
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v �⌡≡�Dw	��C

v w	⌠⌠

v z�w	⌠⌠W�C@�l⌠⌠C

v z�uw	��Av°A	�z� Windows NT Γ�°A	ºDqú½≤ApG�

��C

�π�w��tmΩTiHb Boundary Server ú� IBM SecureWay Boundary Server

��P⌡µ@�ñΣ�C

����¼í�

IBM Firewall �z�td� Proxy ���tm
���≤wqA²L�úα
���

∩ΣL�⌡≡�z��wqC

�⌡≡�z�⌡µo��z@�G

v sW���
 IBM FirewallA�L�iHqⁿO@�⌠⌠�s�DqúC

v �≤s��⌡≡������C

v RúúAq⌠⌠�s�����C

NπX� IBM Firewall P Policy Director �MΦ��ÑA��td�z Proxy ��

�� Policy Director �z�C

�⌡≡���

bw	⌠⌠�����iH��⌠⌠\α≈εs�Dw	⌠⌠ (p Socks � Proxy)Cp

GzQn²z�w	�����Dw	⌠⌠ (Proxy)Az�ntm�]wAϕ�s
A�

����yqC

iµ(�A�O�zW�Ñq@�Mª�wC²A�{í��q��n]w@�s


tmAH+\Sw�yq�¼C�pAYzn²z�w	���H HTTP Proxy ��⌠

⌠⌠W� WebAzúu�nb Firewall tm HTTP Proxy �n{íA��n]w+

\ HTTP yqC

Yz�n�X≡ Web s�\α�¡≈τ�Awqo����
 IBM FirewallC

Proxy ���

Policy Director �zitm¿N Proxy ���ϕ¿ Policy Director ��������

zCNπX� Policy Director � IBM Firewall �MΦ��ÑA Policy Director �z

��N���]w� Policy Director Proxy ���C

Proxy ���O���⌡≡A�{í (HTTP Proxy A�{í) A�q�q⌠⌠�s�⌠

⌠⌠W⌠��HC Proxy ���iHzL�⌡≡��A�A²úαs��⌡≡≈	

Búα⌡µ��nJ
�⌡≡≈	C
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�� Proxy ����z

bziHiµ Proxy ����zºeA���u�zD�xvW��\αCpGn�

�uProxy ���vαOA�sΦ console.properties �C

ziHbUCBΣ� console.properties �G

WindowsG C:\Program Files\IBM\IVConsole\console.properties

UNIXG /opt/intraverse/ivconsole/console.properties

pGn]w Proxy ����zG

1. ��σrsΦ	A}� console.properties �C

2. �úUCµ}Y����� (#)G

#6, ProxyUsersTaskView = IV.ProxyUserTask.ProxyUsersTaskView

3. ½s��u�zD�xvAH��uProxy ���v�zS�C

�� Proxy ����z

∩≤ Policy DirectorA�⌡≡���NO Proxy ���CPolicy Directoru�zD�xv

i²z�z Proxy ���C

Policy Director �z�⌡µo��z@�G

v sW���@� Proxy ���A�L�iH���⌡≡A�C

v �≤���⌡≡A� Proxy ������C

v RúúA�n���⌡≡A�� Proxy ���C

�⌡≡�z���	 IBM Firewall σ≤AH�o≤h⌡µo��z@�Φk�ΩTC

�� Proxy ����ze�

u���v�z@�e�]t���≡¼�°e��Proxy ��� ���°e�C

�� Proxy ����z@���@÷s

ziH�� Proxy ����@÷s�⌡µ Proxy ����z@�CUϕí�C@��

@÷s�⌡µ�@�G

�@÷s í�

xs

Yb���≡¼�°e�∩� Policy Director ���Ah
�

s� Proxy ���C��AYb���≡¼�°e�∩�{s

� Proxy ���Ah�≤{s� Proxy ���C

Rú �ú∩�� Proxy ���

�� Proxy �����µ

Uϕí�u�zD�xv�Proxy ������°e�ñ�µ�G

µ í�
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Proxy ���

nⁿwN� Proxy s�wq�����W�CoON

nJ IBM Firewall � TELNET � FTP °A	��

��W�C����S��zv¡C

Proxy Γ� ⁿw�⌡≡ Proxy Γ��W�C

KX ⁿw��nJ�⌡≡ Proxy Γ��KXC

í�
í� Proxy ����ⁿw���ΩTσrrΩCí�

uO@�∩��Ω�µ�An²�ú���ªC

�� Shell
ⁿww∩ Proxy �������nJ ShellCzi∩

�G/bin/restrict.shB/bin/cshB/bin/ksh
/bin/bshB/bin/oneact.sh P	rΩC

�� Shell
ⁿww∩ Proxy �������nJ ShellCzi∩

�G/bin/restrict.shB/bin/cshB/bin/ksh
/bin/bshB/bin/oneact.sh P	rΩC

w]s�

ⁿw Proxy ������w]s�C�z�iqπ�

�s�Mµñ∩�s�A² Proxy ���¿�Σñ�

¿C

w� FTP ¡≈τ�

ⁿw�����n��w	⌠⌠� FTP s��⌡≡

�¡≈τ�h�CziH∩�G�⌡≡KXB�íe

\B�í�
Bw� ID dBNT nJKXB���

ú�º 1B���ú�º 2B���ú�º 3BAIX
nJKX P	rΩC

�� FTP ¡≈τ�

ⁿw�����n��Dw	⌠⌠� FTP s��⌡

≡�¡≈τ�h�CziH∩�G�⌡≡KXB�í

e\B�í�
Bw� ID dBNT nJKXB��

�ú�º 1B���ú�º 2B���ú�º 3B
AIX nJKX P	rΩC

w� Telnet ¡≈τ�

ϕqw	⌠⌠nJ�Aⁿ������¡≈A�H

Y�Φk¡≈τ�CziH∩�G�⌡≡KXB�í

e\B�í�
Bw� ID dBNT nJKXB��

�ú�º 1B���ú�º 2B���ú�º 3B
AIX nJKX P	rΩC

�� Telnet ¡≈τ�

ϕqDw	⌠⌠nJ�Aⁿ������¡≈A�

HY�Φk¡≈τ�C ziH∩�G�⌡≡KXB�

íe\B�í�
Bw� ID dBNT nJKXB�

��ú�º 1B���ú�º 2B���ú�º 3B
AIX nJKX P	rΩC

w� SOCK ¡≈τ�

ⁿw Socks (� 5 �) ∩���⌡≡w	� Socks q

��su�¡≈τ�ΦkCziH∩�G�⌡≡K

XB�íe\B�í�
Bw� ID dBNT nJK

XB���ú�º 1B���ú�º 2B���ú�

º 3BAIX nJKX P	rΩC

�� SOCK ¡≈τ�

ⁿw Socks (� 5 �) ∩���⌡≡Dw	� Socks

q��su�¡≈τ�ΦkCziH∩�G�⌡≡K

XB�íe\B�í�
Bw� ID dBNT nJK

XB���ú�º 1B���ú�º 2B���ú�

º 3BAIX nJKX P	rΩC
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w� HTTP ¡≈τ�

ⁿwX≡ HTTP Proxy nDWA¡≈τ�����

ID �KXt∩�¼CziH∩�G�⌡≡KXB�í

e\B�í�
Bw� ID dBNT nJKXB��

�ú�º 1B���ú�º 2B���ú�º 3B
AIX nJKX P	rΩC

��¡≈τ�

ⁿw��¡≈τ�ΦkCziH∩�G�⌡≡KXB

�íe\B�í�
Bw� ID dBNT nJKXB

���ú�º 1B���ú�º 2B���ú�º

3BAIX nJKX P	rΩC

óm���í ⁿw5	s
ºe+\óm�íC

�i���í ⁿw5	s
ºe���+\�i��C

KX��
ⁿwO�����Qú��nDΘJ���KXC

IBM Firewall N�ú������KXC

KXwΩw
ⁿwO�KXwΩwC�z�iN�µ�]� yesA

�K�����KX¡≈τ�C

sW Proxy ���

pGn
� Proxy ���G

1. ÷@U Proxy ���@���C

2. i}Aϕ����≡d≥A�∩�zns@ Proxy ���� Policy Director ���C

3. ±g Proxy ������°e�ñ�µ�C

4. ÷@Uxs÷sC

�≤ Proxy ���ΩT

pGn�≤ Proxy ���ΩTG

1. ÷@U Proxy ���@���C

2. i}Aϕ����≡¼�°e�d≥A�∩�Mµñ{s� Proxy ���C

uProxy �����v
��ΘJ{µΩ�C

3. ΘJs�Ω�C

4. ÷@Uxs÷sC

	ú Proxy ���

pGnRú Proxy ���G

1. ÷@U Proxy ���@���C

2. i}Aϕ����≡¼�°e�d≥A�∩�{s� Proxy ���C

3. ÷@URú÷sC
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�� ivadmin policy ⁿO	�z Proxy ���

Sw�ivadmin policy ⁿOu∩ Policy Director Proxy �����Co� ivadmin
policy ⁿO�@��zⁿOA�H�ε Policy Director ���P Proxy ����@δ

�hΩTC�z�iH�zUC��h��G

v y�znJ�hz.

v y�zKX�hz

�hwq���bß�KX�¡ε]wAHWit��πΘw	�Co�¡εiH@

δjε (∩t�ñC����) �ⁿwjε (�∩ⁿw����)CpG�����Sw

��hA�Sw��hu²≤⌠≤wq�@δ�hCu²����hAú�O��S

w��hAh&�¡ε@δ�hC

�znJ�h

UC� ivadmin policy ⁿOiH² IBM SecureWay Boundary Server �z��zP

nJ�÷��hC

��PnJ�÷��h�z@�A
�s�nJ�hCo��h��
	í���

�C

∩≤PnJ�÷��hAϕ�	�h�z@�ⁿO�APolicy Director wq�∩�í�

DDD-hh:mm:ssA�wq�∩�í� YYYY-MM-DD-hh:mm:ssC

ⁿO í�

policy {set | get} disable-time-interval [number]

ⁿX@2ΦFó�nJ½��W¡ßAgLh[Y���bß]Hϕ�

µ�	C

number ���bß���ºϕ�C

�pG

ivadmin> policy set disable-time-interval 3

�G

ivadmin> policy get disable-time-interval

policy {set | get} max-login-failures [number]

∩+\�nJó���j�
A
�s��h�π�{s��hC

number ��O+\�nJ��j�
C

�pG

ivadmin> policy set max-login-failures 5

�G

ivadmin> policy get max-login-failures

�zKX�h

UC� ivadmin policy ⁿOiH² IBM SecureWay Boundary Server �z��zK

X��hC
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∩≤PKX�÷��hAϕ�	�h�z@�ⁿO�APolicy Director wq�∩�í�

DDD-hh:mm:ssC

ⁿO í�

policy {set | get} max-password-age [relative-time]

bKX��≤ºeA�z�ε�j�í��hCrelative-time ��Oⁿ

w��í--HΘBp���ϕ�Aµ�pUGDDD-hh:mm:ss

�pG

ivadmin> policy set max-password-age 031-08:30:00

�G

ivadmin> policy get max-password-age

policy {set | get} max-password-repeated-chars [number]

ⁿw���KXñiH��½��jr

C

�pG

ivadmin> policy set max-password-repeated-chars 3

p÷���� 3 �½�r
]��W¡	Ah deptfff KXi]�KXA

oO]�Σñ�½�r
 “f” ��WL 3 �C�KX deptffff hLk]

�KXA]� 4 � “f” r
wWL 3 �½�r
W¡C

�G

ivadmin> policy get max-password-repeated-chars

policy {set | get} min-password-alphas [number]

ⁿw���KXñ�
&��h&��σr:r
C

�pG

ivadmin> policy set min-password-alphas 5

Y÷�d�AhKX
&ot 5 ��σr:r
C

�G

ivadmin> policy get min-password-alphas

policy {set | get} min-password-non-alphas [number]

ⁿw���@����KX��pD alpha r

C

�pG

ivadmin> policy set min-password-non-alphas 1

���d�AKX��&t�¡�D alpha r
'��C

�G

ivadmin> policy get min-password-non-alphas

policy {set | get} min-password-different-chars [number]

�9� �z Proxy ��� 113



ⁿw���@����KX�úPr
�p
C

�pG

ivadmin> policy set min-password-different-chars 3

���d�AKX��&t�T�úPr
'��C Yⁿw�KX�

ddddyyyyAKX�L�A]�ªut�G�úP�r
 (d M y)C

�G

ivadmin> policy get min-password-different-chars

policy {set | get} min-password-length [number]

ⁿwKX��p°� (Hr
p)Cnumber ���KX+\��p°�C

�pG

ivadmin> policy set min-password-length 8

�G

ivadmin> policy get min-password-length

policy {set | get} min-password-reuse-num [number]

ⁿw²ew���KXiH½s��ºeAKX��≤���C

�pG

ivadmin> policy set min-password-reuse-num 3

�G

ivadmin> policy get min-password-reuse-num

policy {set | get} min-password-reuse-time [relative-time]

ⁿwKXiH½���ºeA�gL��p�í
C

relative-time ��O�í��p
AHΘBp���ϕ�Aµ�p

(DDD-hh:mm:ss)C���úαbⁿw��í¡εº�½s���P�KX

(�pA60 9� 060-00:00:00)C

�pG

ivadmin> policy set min-password-reuse-time 060-00:00:00

�G

ivadmin> policy get min-password-reuse-time

policy {set | get} password-expiry-date [relative-time]

ⁿwKX���Θ�M�íC

�pG

ivadmin> policy set password-expiry-date 031-08:30:00

�G

ivadmin> policy get password-expiry-date

policy {set | get} password-expiry-warn [number]
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�i���KXNn��Cnumber ��O��Θ�ºe}l�i�Θ�

(�pA��99KXNn��)C

�pG

ivadmin> policy set password-expiry-warn 4

�G

ivadmin> policy get password-expiry-warn
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�10� �z Policy Director °A�

��]A�z�tm Policy Director °A	��@δ@�CΣ�C@�°A	�tm�

]@!b�Q
C

��]AG

v yPolicy Director °A	��zb��

v �120��yUNIXG�ε��� Policy Director °A	z.

v �122��yWindowsG�ε��� Policy Director °A	z.

v �122��y������°A	���z.

Policy Director °A���

Policy Director °A	O�HU�°A	{�]�n{í	��¿G

v w	°A	]secd	

v w	�z{í]secmgrd	

v v¡°A	]ivacld	

v �z°A	]ivmgrd	

v �²A��t�zt� (DSB)

bw�ú��íA���tmo�°A	C

Policy Director uw�v°A� (secd) ��@� DCE °A	Cuw	v°A	ú

¡≈τ�A�CP�Auw	v°A	�	@@��ñín²Ω�wC���n²i

� LDAP � DCEApG���n²� DCEA��ñín²Ω�wñit��Pw	

Γ�º��������bßΩTC

w��z{í (secmgrd) ]t WebSEAL � NetSEAL uw	v°A	C

Policy Directoruv¡v°A�]ivacld�A�{ív¡�V⌠≤H���í��uPolicy

Director v¡ APIv�≤Ot���{íiµnDCuv¡v°A	q��nÑ&��

z�tmC

u�zv°A�]ivmgrd���zDn� ACL Ω�wA�B	@w	Γ�ñ�ΣL

WebSEAL � NetSEAL °A	��mΩTCu�zv°A	q��nÑ&��z�t

mC

u�²A��t�zt�v]DSB�O@�u�z°A	v]ivmgrd	�@í���

eC b Windows NTBWindows 95 � Windows 98 u@�W⌡µ�Au�zD�xv

bw	Γ�ñ�n@�u�²A��t�zt�vC b�lw�ºßAu�²A��t

�zt�vq�ú�n�z�tmC

°A���÷Y

Policy Director °A	���÷Y]AG

v ⌠≤w	Γ�ñ�u�@�u�zv°A	HΣDnv¡]ACL	Ω�w��C
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v u�zv°A	�NΣ ACL Ω�w�s�w	Γ�ñ���ΣL Policy Director °

A	C

v π� WebSEAL � NetSEAL ]��uw	�z{ív��nbC@� Policy Director

°A	WC

v C@�uw	�z{ív���s��ε�hA�o��hO���s�v¡� ACL

Ω�w�ΩTC

°A��zuπº[

ziHzLHU����⌡µ°A	�zG

v ivadmin ��{í

v wandmgr ��{í]¡ WebSEAL	

v UNIX Script

v Windows NT A��εx

��í�p≤��o���C

ivadminBwandmgr H��� Script úúⁿOµ��Cb Shell Script ñ���°

A	�z@��Ao���D���C

u�zD�xvBivadmin � wandmgr úiHq��������C�� Script �

q���zC

bMΣ�≤#�D�AⁿOµ��{íiHú¼AΩTH��ε�O�°A	C

ivadmin ��{í

Policy Director ú ivadmin ⁿOµ��{í��¿≤iÑ�°A	@�C��
ivadmin ��¿HUU�G
v ⌡µe@�CX���u�zD�xv@�
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v π�°A	¼A

wandmgr ��{í

wandmgr ⁿOµ��{íO@� Policy Director WebSEAL uπAªO��⌡µiÑ

� Web q���v����z@�A�pG

v π� Web ½≤��¼AC

v qO�ΘRú Web ½≤��C

UNIX Script

bt����íAPolicy Director �� Script ����ε���°A	H�π�°A	

¼AC o� Script iH�Γ�Φí��G

v �ε°A	C

v π�°A	¼AC

v ��°A	C

Windows NT A��εx

�� Windows NT A��εxG

v ��°A	C

v �ε°A	C

v ��°A	C

v 	≥]$�	w���°A	C

v CXwtm�°A	C

°A�tm�

Policy Director °A	��tm��ⁿw\αG

°A�W� {� tm�

w��z{í secmgrd UNIXG

/opt/intraverse/secmgr/lib/secmgrd.conf

WindowsG

\Program Files\ibm\Policy Director\secmgr\lib\secmgrd.conf

�z°A� ivmgrd UNIXG

/opt/intraverse/ivmgrd/lib/ivmgrd.conf

WindowsG

\Program Files\ibm\Policy Director\ivmgrd\lib\ivmgrd.conf

v¡°A� ivacld UNIXG

/opt/intraverse/ivacld/lib/ivacld.conf

WindowsG

\Program Files\ibm\Policy Director\ivacld\lib\ivacld.conf

tm�O��uⁿΩΩa��µ½Xv]ASCII	A�BiH����sΦ{í�[H

sΦC��n²�µípUG

parameter=value
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Policy Director °A	��l]ww���jí����]ww]
CY���ORA

�Aq�ú�∩�FziH�π�sWΣL���AHKtm°A	\α��$��

αC

�: bsΦtm�ßAz�²�ε�½s�� Policy Director °A	A'α��≤�

�C

C@���ú]t\h
q]�q¿	A�B�Swtm��ú\h]wCq¿�

��X{bΦA ][]	ñC

�pAiv.conf ñ� [intraverse] q¿wqF@δ� Policy Director tm]wAª�

A�≤π�w	Γ�Cq¿ [wand-mime-types] wqF��t�W� Policy Director

WebSEAL �Σ�� MIME-type wqC

o���úw[W��AHí�C@�����kCYz��≤⌠≤tm]w�A

�p	sΦ��AHTOª���π�C

UNIXG�ε��� Policy Director °A�

����ε°A	{�q�OzLbt����÷≈�⌡µ���� Script ��¿C

�z�]iHQ� Script �HΓ�Φí����ε°A	{�Cb�qw��MΣ�≤

#�D�Ao��6D���CzuαN Script ��
��≈	C��u�zD�xv

� ivadmin ��{í�q���ε���°A	C

ziH@�����ε��� Policy Director °A	A�O@�@�Nª��O�εC

@δ�ÑAz�H#T�����ε���°A	C

ϕN� NetSEAT q���BzuCell �²A�{í (CDS)vnD�A���u�²A

��t�zt�vC]Windows ��u�zD�xv�� NetSEAT q��C	

�� iv Script �ε

�� iv Script �H#T����εSw≈	W��� Policy Director °A	G

AIXG

# /etc/iv/iv stop

SolarisG

# /etc/init.d/iv stop

o� Script u�HUC����ε°A	GivacldBsecmgrd � ivmgrdC Script �Ñ�

���°A	�εßA'��$ú�C

Γ�÷≈

z]iHQ� kill ⁿOAN°A	�O�εG

# kill <pid> jε°A	�	÷≈C

# kill -9 <pid> ≡M�ε°A	Aúiµ⌠≤MúC

HUC��N Policy Director °A	÷≈G
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1. �²A��t�zt� (DSB)

2. v¡°A	]ivacld	

3. w	�z{í]secmgrd	

4. �z°A	]ivmgrd	

�� iv Script ���°A�

�� iv Script �H#T�����Sw≈	W��� Policy Director °A	G

AIXG

# /etc/iv/iv start

SolarisG

# /etc/init.d/iv start

o� Script u�HUC����°A	GivmgrdBsecmgrd � ivacldC Script �Ñ��

��°A	��ßA'��$ú�C

Γ���

ziH�
��°A	AHΓ�Φí�O��°A	C°A	��µ�l]wCpG

�Q�¿A°A	��µ�nC

z�H�z����¡≈⌡µ��ⁿOA�p root � ivmgrCHUC�����

Policy Director °A	G

1. �z°A	]ivmgrd	G

# /opt/intraverse/ivmgrd/bin/ivmgrd

2. w	�z{í]secmgrd	G

# /opt/intraverse/secmgr/bin/secmgrd

3. v¡°A	]ivacld	G

# /opt/intraverse/ivacld/bin/ivacld

4. �²A��t�zt� (DSB)G

# /opt/intraverse/broker/bin/dsb

π�°A�¼A

pGn�d°A	O�#b⌡µA���HUⁿOG

AIXG

# /etc/iv/iv status

SolarisG

# /etc/init.d/iv status

DCE °A�G
°A� w�� ⌡µñ

dced O O

secd - O

cdsd - O
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dtsd - O

dsb - O

Policy Director °A�G
°A� w�� ⌡µñ

ivmgrd O O

secmgrd O O

ivacld O O

WindowsG�ε��� Policy Director °A�

�� Windows NT A��εxAHΓ�Φí����ε°A	{�Cb�qw��M

Σ�≤#�D�AoiαD���C z�π��zM�vA'α��o���{íC

ziH@�����ε��� Policy Director °A	A�O@�@�Nª��O�εC

q�z�H#T�����ε���°A	C

Cϕz½s��]½s}≈	t��A Policy Director ����A�{í�����C

@� Policy Director °A	Cb°A	��ßAu����A�{ív��⌠C

�� Windows NT A��εxAΓ�����ε�O� Policy Director °A	G

1. }� Windows �εxC

2. ÷ΓUA���C

uA�v∩���X{C z�
��A��d�]AG

A�{í ¼A ��
�²A��t�zt� �� ��
Policy Director v¡°A� �� Γ�
Policy Director ����A�{í �� ��
Policy Director �z°A� �� Γ�
Policy Director w��z{í �� Γ�
Policy Director X.509 v¡°A� �� Γ�

3. ��BJ 4 � 5 ñⁿ����AqMµ�ñ∩� Policy Director °A	C

4. HUC����ε°A	G

v w	�z{í

v �z°A	

v �²A��t�zt�

5. HUC�����°A	G

v �²A��t�zt�

v �z°A	

v w	�z{í

v v¡°A	

6. qΦ��kΓΣA÷@UAϕ��ε∩�÷s]�lBεB��	C

7. pGn�ε Policy Directoru����A�{ív���� Policy Director °A	A

�����∩�÷sCo�÷s�N Policy Director °A	]w¿��C

�����	°A����

iv.conf tm�� [intraverse] q¿]t���]�ú���	°A	�����C
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ϕzw��AiHNuw	v°A	�n{í]secmgrd	tm¿C�½s��t�ß

Y����C

[intraverse]
boot-start-secmgrd = yes

pGn�ε secmgrd ����A�]wG

boot-start-secmgrd = no

ϕzw� IVMgr M�nΘ�APolicy Directoru�zv°A	�n{í ]ivmgrd	�b

C�½s��t�ß����C

[intraverse]
boot-start-ivmgrd = yes

pGn�ε ivmgrd ����A�]wG

boot-start-ivmgrd = no

�: C@�w	Γ�]Cell	úΦn�n@� Policy Directoru�zv°A	�n{íC

�4b@íHW�°A	WA∩C@� Cell w��⌡µ ivmgrdC

ϕzw� IVAcld M�nΘ�APolicy Directoru�vv°A	�n{í�bC�½s�

�t�ß����C

[intraverse]
boot-start-ivacld = yes

pGn�ε ivacld ����A�]wG

boot-start-ivacld = no

tm RPC u@�ⁿ

wtm�u@�ⁿ���ⁿw°A	iA���µiJnD��Cϕ���u@�ⁿ

úbúL�A Policy Director �NΣLΦF�sum≤w�
ñA���u@�ⁿi�

�εC

ziH]wiúA�
iJsu�ⁿ��C�p	tmu@�ⁿ���A]�iα

�∩�αú�vTC

tm��ú�∩P�su���jεW¡Co����ⁿwA�L¡ε�u@εC�

i��ⁿ��C

�F∩��$�u@�ⁿ��Az�A�z⌠⌠yq��q��¼C

��W[u@�ⁿ���A�¿nD���¡í�í�ε&CM�AW[u@�ⁿ�

���W[°A	tßA�PúA�
nD�¡í�íA�W[C

secmgrdBivmgrd � ivacld °A	�C@�tm�ú]tHU���AHKtm RPC

u@�ⁿG

v RPC u@�ⁿ��j


v 
¼iJ RPC � TCP ≡

v 
¼iJ RPC �u���Ω��qH≤wv]UDP	≡
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°A�W� {� tm�

w	�z{í secmgrd secmgrd.conf

�z°A	 ivmgrd ivmgrd.conf

v¡°A	 ivacld ivacld.conf

]w RPC u@�ⁿxs�

Policy Director °A	�� RPC u@�ⁿ�BzHUU�G

v � NetSEAT q��iJ� RPC nD

v qu�zD�xv⌡µ��z@��ú��Ω�w≤s

RPC u@�ⁿ����j
]�≤C@�°A	tm�ñ	]tHU�w]
G

max-rpc-worker-threads = 10

ϕ Policy Director °A	Bzjq� NetSEAT q���A��{W[o�
C

tm°A�HBziJ� RPC nD

UϕCXC@�°A	�≤ RPC 
¼�w]≡
G

°A� tm� π�w]��≡��

secmgrd secmgrd.conf rpc-tcp-port = 6052 rpc-udp-port = 0

ivmgrd ivmgrd.conf tcp-rpc-port = 6032 udp-rpc-port = 0

ivacld ivacld.conf tcp-rpc-port = 6031 udp-rpc-port = 0

s]0	�≡
����≡� RPC 
¼C
�z�� TCP �ÑCu�D��n�A'

�� UDP ≡C

ziH°�n�]wúP�≡A
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secmgrd �d�G

rpc-udp-port = 6052

TCP � UDP {bOb�P�≡W
¼C
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�11� �zv¡A�{í

uPolicy Director v¡A�{ívi���ε�vMªiµ�{�Ajε⌡µ⌠⌠�w

	�hC ziH�@�Φk�� Polic Director �v\αGwq��J�[�W�	

íAwqs�s��ε\ivA�A�≤Ot���ív¡A�{íC��Q
�n

tmB	@��� Policy Director v¡A�{í�@�C

��]AG

v ywq≤Ot���{íW�	ízb��

v �130��ywq�q ACL \ivz.

v �133��ywq�ív¡A�{íz.

v �135��yu°A	�zvº�zz.

wq≤Ot���{íW��í

o�n�wq Policy Director w	�hG

v �Q+\�Pw	Γ�H

v �ⁿO@��½≤O0≥H

v 0≥Wh�O@(�½≤H

Policy Director ⁿO@�½≤W�	íO�≤w	Γ���Ω���ΦPÑhíe{C

bW�	íñ�½≤NϕⁿO@�t�Ω� (p���≡)CpGnO@⌠≤w	Γ�ñ

�Ω�A�zs
�h�O (ACL) 
(�Ω��½≤NϕC

ⁿO@�½≤W�	í��Γ�½≤�¼G

tm�½≤

tm
½≤O�c��ⁿwAi²zHÑhΦíNW�	í��¿
�\αd

≥Ctm
½≤]tΩ�½≤C

Ω�½≤

Ω�½≤Ozw	Γ�ñΩt�Ω��ϕ�k]pA�{íB���{

í	C
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Policy Director i²z��Σv¡A�{í
�≤≤Ot�W�	í�½≤CπX≤O

t�W�	íP Policy Director �no�BJG

v ∩ Policy Director í�≤Ot���{í�W�	íC

v ���h�O (ACL) 
⌠≤�nO@�W�	í½≤C

zzLSϕ�∩M��A∩ Policy Director í�≤Ot�W�	í��eCo���M

µ�≤≤Ot�W�	íSw�Ω�½≤A�ⁿ�ª�Ñhí÷YC

t�Az�wqOd�≤Ot�W�	í��tm
½≤CϕW�	í�u�zD

�xv(½≤	í��) π��A�tm
½≤W��X{A@� Policy Director W�	

í�@í≈C{s��� Policy Director tm
½≤]A /WebSEALB/NetSEAL �

/ManagementC

�z°A	tm� (ivmgrd.conf) wq≤Ot�tm
½≤�W��∩M���mC


tm�½≤W��∩M�m

u�zv°A	tm� (ivmgrd.conf) �[object-spaces] q¿wqoΓ���G

v ½≤≤Ot���tm
½≤W�C

v ∩M���mC

C@����UCµíG

object-space-root = map-file

ΣñG

object-space-root Od≤Ot�W�	í�tm
½≤W�C

map-file ∩M���π⌠�W�C∩M�iH�b⌠NBC

UCd�wq≤Ot�tm
½≤ (��) �∩M�(notemap.txt) �mG

UNIX: /Notes = /opt/intraverse/lib/notemap.txt

WindowsG /Notes = C:\Program Files\IBM\Policy Director\lib\notemap.txt

�: z��ε�½s��u�zv°A	AH�J⌠≤ ivmgrd.conf ��sΦC
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∩M�µí

í�≤Ot�W�	í� ASCII σr��∩M�C��ñ�C@µONϕW�	íñC

@�Ω�½≤��∩⌠�W�C∩M��MµΩ�½≤FPolicy Director ϕ�⌠�W�

�tm
½≤C

Σª�∩M�Wh]AG

v �Mµ@�½≤�Cµ�⌠�W�C

v ½≤⌠�W�ϕH�u ( / ) }lC

d�∩M�G

/Forum/public/mail
/Forum/public/reference
/Forum/public/chat
/Forum/documents/style
/Forum/documents/guide
/Forum/documents/manual
/Forum/private/mail
/Forum/private/notes
/Forum/private/bulletins

u�zD�xv�Ñhíπ�

UC�u�zD�xvπ�í�≤ y∩M�µíz ñAd�∩M���GC
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wq�q ACL \iv

Policy Director ��h�Oⁿw∩ⁿO@½≤⌡µ@�����°≤C Policy Director

��Sw��h�O�¼A]NOs��εMµ (ACL)C

ACL ��

ziHs
 ACL 
½≤Cϕs
�AACL ñ���ⁿw Policy Director +\�½≤

�(�@�A��iH⌡µ(�@�CACL ��]AG

v ����¼�s��¼

�g¡≈τ���g¡≈τ����]��¼C

v  @�����O�s��O

v \iv

\iv

Policy Director ��]tjd≥@��\iv���Cµ@iCL ASCII r
Nϕ\i

vCbu�zD�xv (ACL ��)APolicy Director Hí�ΣΣt@����Aπ�

C@�\ivCt�APolicy Director �	ª�bSwW�	íñ���A�π�W�

	í���A N A C L s�b@�Cs���d�]AG≥�BP�B

WebSEALBNetSEALC

½≤W�@�

��nΘq�]t@��HWⁿO@½≤⌡µ�@�Co���{íbnD@�+\

iµºeAIsv¡A�{íC�IsOn�� Policy Director �≤Ot���{í�

Policy Director v¡ APIC

ΩT]tb O@½≤� ACL ñCv¡A�{í��ΩTAH�µ� yes/ no $¬�

DG��� (s�) 
O��nD½≤� "r" \iv (d	)H

SO�NAv¡A�{íúD÷≤�n¬� (r) \iv@��⌠≤��Cªu÷	¬

� (r) \iv�sb (�úsb)C¬� (r) \ivbnD����s�� ACL ��ñC

�\ivO��O� Policy Director v¡A�{í\αCA�{í�	W�≤nD�@

�º�AoNOªiH�÷��v¡A�{í�uI
≤Ot���{í��]C

�q\iv�≥�nD

�� Policy Director \iv�π�\αúi�b≤Ot����{íC²≤Ot���

{íiH�� Policy Director \ivCpG�¿FA�÷�@���D�
±@δ Policy

Director ⌡µ�Ω�@�C�pA�n ¬s�ⁿO@�½≤@�A�u��¬� (r)

\ivC

�: ≤Ot���{íiH���	ú�÷@���� Policy Director \ivAªú�

D�÷	Σ@�C²OAo��P�z��bG�úP����P\iví


��x°C
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≤Ot���{í���\iv���ñ�ϕ��@�CY��FAPolicy Director �

²zwqs�\ivCo���{í��o�v¡A�{íδ��\ivC

d�G

o�d�ñ≥�nDOO@@��g�v���Lϕ≈�mC≤Ot�CL�s@�

A�{íwH Policy Director v¡ API �gCo�CL�s@�A�{í�Isv¡

A�{íA�Lϕ≈nD⌡µ ACL �dC

��� Policy Director \ivú]AO@Lϕ≈�\ivCd�ñs
�CL\iv�

�O@Lϕ≈C

ACL {bws

Lϕ≈½≤CY���nD��ⁿO@�Lϕ≈A����� ACL

��ñ��CL\ivCpX{CL\ivAv¡A�{í��$@hPN$�A

�	≥iµCL@�CYv¡A�{íΣú�CL\ivANúe\iµCL@�C

�z\iv

�� Policy Director �z�AziHUCΦí��z\ivG

v sW�q\iv

v �ú�q\iv

v �°��i��\iv

���q\iv

z�� ivadmin action ⁿO�
�BRú�Mµs�\ivCz�H Policy Director

�z�¡≈nJA'α�� ivadmin ��{íC

��UCⁿOyk�
�s��q\ivG

ivadmin> action create name description action-type

ΣñG

W� Nϕ\iv�iCL ASCII r
C

í�
X{bu�zD�xvπ�e� (ACL ��) ñAr
kΦ�í

���C

action-type
X{bu�zD�xvπ�e� (ACL ��) ñAo�\iv�

����C

�pAΣJG
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ivadmin> action create f print Devices

bu�zD�xv� ACL �zñAú�o�s���C

Rú�q\iv

��UCⁿOyk�Rú�q\ivG

ivadmin> action delete name

�pG

ivadmin> action delete f

Mµ�íi��\iv

��UCⁿOyk�Mµ	íi��\ivG

ivadmin> action list

z�
�pU�\ivMµG

p "Proxy" NetSEAL
r "Read" WebSEAL
v "View" Generic
x "Execute" WebSEAL
A "Audit" Base
a "Attach" Base
b "Browse" Base
c "Control" Base
C "Connect" NetSEAL
d "Delete" Generic
f "Print" Devices
g "Delegation" Base
I "Integrity" Base
l "List Directory" WebSEAL
m "Modify" Generic
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P "Privacy" Base
s "Server Admin" Generic
T "Traverse" Base
...

wq	ív¡A�{í

�ív¡A�{íi²zjε⌡µΣª�v�ε�°≤A��R�� Policy Director �

v{�C�O�v¡°A	{íⁿwo��[��ε�°≤C

uPolicy Director v¡A�{ív���
m@��í�v\αCpGztm@��í

v¡A�{íA uPolicy Director v¡A�{ívu�Ns��ε�°≤�JΣ�⌠{

�C

]w�ív¡A�{í�no�@δBJG

1. �g@�°A	{íAHKb�vMª�í�	C

��\Policy Director {í]p���ΓUC

2. N�ív¡A�{ín²� Policy DirectorC

�	 yn²�ív¡A�{ízC

bn²A�{íºßANϕ�A�{í�s\iv�X{buPolicy Director �zD�

xvñC z{biHb⌠≤ ACL ��ñ��o�\ivC

ϕ Policy Director b�v�d�ío{\iv�A��	�ív¡A�{íHiµΣL

��vMªC

i@B�I�ΩTA��	 �46��y�í�v\αzC

n²�ív¡A�{í

�� ivadmin server register ⁿOAq Policy Director v¡A�{íA÷≤�í

v¡A�{í�sb��mC

��UCykG

ivadmin> server register externauth server-name ns-location server-principal
action-char action-name

ΣñG

server-name
o��ív¡A�{í�W� (���)CoOX{bu�zD�

xvW� ivadmin server list ⁿOñA½≤	íπ�e��W�C

ns-location
b�ív¡°A		XΣ RPC s�� CDS W�	íñ� RPC �

�C

server-principal �ív¡°A	{�� LDAP W�� DCE Principal W�C

action-char
�b ACL �\ivr
Aⁿw�R�vMªº�ív¡A�{í

���C

action-name
X{bu�zD�xvπ�e� (ACL ��) ñAr
kΦ�í�

��C

�ⁿO�ú�w]� ACL ����A���í�vCϕπ� ACL �Au�zD�xv

��w]� ACL ����C 	ín²��ív¡A�{í�\ivX{bo���º

UC
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�pAΣJG

ivadmin> server register externauth timechecker /.:/subsys/timechk
t-checker k time-check

VW� timechecker ��ív¡°A	n²v¡A�{íCb timechecker 	XΣ RPC

s�� CDS W�	íñ� RPC ��A� /.:/subsys/timechkC°A	� DCE

Principal W�O t-checkerCPo�A�{í�÷�\ivO�í�d (k) \ivC

o�X{bu�zD�xv�n²��ív¡°A	�\ivA�ⁿpUG

≥�
(a) �[
(A) f�
(b) s²
(c) �ε
(g) Nϕ
(I) �π
(P) pK
(T) MXv
P�
(k) �í�d

P�
(d) Rú
(m) �∩
(s) °A��z
(v) �°

NetSEAL
WebSEAL

Rú�ív¡°A�

�� ivadmin server delete ⁿOA�ún²��ív¡A�{íC��UCykG

ivadmin> server delete /ExternAuthzn/server-name

ΣñG

server-name
o��ív¡A�{í�W� (���)CoOX{bu�zD�xv

WA½≤	íπ�e��W�C

�pG

ivadmin> server delete /ExternAuthzn/timechecker

d� 1G

≤Ot��Gµ�sDA�{íb@�Wπ��í¡εC���iH�°�o�A�

{íA�b 8AM � 5PM ºíú�ΩTC�g�ív¡A�{íA�⌡µb�Gµ

�sDA�{íWA�@nD��í�dC

�� ivadmin ⁿO�]w�ív¡A�{íC

U�í��vBz{��iαí�C�����¬� (r) \ivA'α�°�Gµ�

sDΩTCsDA�{íW� ACL ]]A�í�d (k) \ivC�í�d (k) \iv

ⁿw Policy Director v¡A�{íAªb��Mªñ]A�í�d	v¡°A	C

Policy Director ≥≤�M	ív¡°A	Mª�����vMªC
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d� 2G

o�d�Md� 1 �PC²Oo�d�[JF�G��ív¡A�{íAªf��Gµ

�sDA�{í�í�C

��NAϕ�í�d	v¡A�{íú+\�°�Aí��f�#�o�Ch \iv�
X{A�nb ACL �íf�v¡°A	�[JC

u°A��zvº�z

Policy Director �z°A	 (ivmgrd) �zDn� (D) �v�hΩ�wCª]	@÷≤

Σªbw	Γ�ñ WebSEAL � NetSEAL °A	��mΩTCu�zv°A	q��

nÑ&��z�tmC o@�]A�z�i��@�C
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]w≤sq�ⁿ��

u�zv°A	]ivmgrd	td	@Dn�v�hΩ�wCuw	��z{ív

(secmgrd) �uv¡°A	v(ivacld) td
�o�Dn�Ω�w��sC

u�zv°A	htdw	Γ�ñΩ�w�s�PBCϕDnΩ�w�≤�Aqⁿ

iµoϕo��≤
����sΩ�w�u@CC@��sΩ�w�d⌠qDn�Ω

�wUⁿsΩTC

u�zv°A	tm� (ivmgrd.conf) t�]w�j≤sq�ⁿ�����Co�ⁿ�

xs�+\P� (¡µ) �qC

�pAP�q 30 ��sΩ�w÷≤Ω�w��≤A�&Nⁿxs�]w� 30CpG

�WL 30 ��sΩ�wA�o�t@$X�q (bo��lñpGO@� 30 �)C

	í��sΩ�wO��Qq�Aú�o����
�≤C

�≤qⁿ�
��α��On¿�oϕΩ�w��≤C@δ]w
�Ñ≤{s��

sΩ�w��C]w�
i��µ@ⁿxs���αA�α@�Yq����sΩ

�wC

w]��≤q�ⁿxs�]w�G

[ivmgrd]
max-notifier-threads = 10
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�12� nJ�f�°A�í�

Policy Director ú\hΘxOⁿ�f�\αCΘx�iH��⌠≤� Policy Director

� DCE °A	�ú���	TºM�iTºC��f�l��iH�� Policy Director

� DCE °A	í�C

��]AG

v nJ�f���C

v C@�Θx��í�C

v C@�f���í�C

nJ�f�º[

Θx�f�l����eiHO����ΩT��CziH��Θx�f�l���

�eA����ΣX��# Policy Director M DCE °A	í���DC

Θx�

Policy Director � DCE °A	��Θx��xs�i��	TºC���Θx�úO

��σrµíC

Policy Director úHU�Θx�G

v Policy Director °A	Θx�

��\�138��yPolicy Director °A	Θx�zC

v DCE °A	Θx�

��\�139��yDCE °A	Θx�zC

v DCE ���Tº

��\�139��yDCE ���TºzC

v �� HTTP Θx�

��\�140��y��� HTTP ΘxOⁿzC

f�l��

Policy Director � DCE °A	��f�l���xs°A	í��O²CO²OⁿS

w°A	�≤�ΘXCf�l�OOⁿ°A	í��hºO²��¿Cjí��f�

�úO ASCII µíC DCE f�l��OGi�µíCz��� dcecp ��{í�
�°o���C

HU�f�l��úF Policy Director � DCE °A	��≤ΩTG

v T� Policy Director �vf�l��]audit.log	G

– �z°A	]ivmgrd	

– w	�z{í]secmgrd	

– v¡°A	]ivacld	

��\�143��yPolicy Director �vf�l��zC

v WebSEAL f�l��]wand_audit_log	
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��\�145��yWebSEAL f�l��zC

v Policy Director �zf�l��

��\�147��yPolicy Director �zⁿOf�l��zC

v DCE f�l��

��\�148��yDCE °A	f�l��zC

install-path �����D�

��úP�@�t�¡x�wA��ñ���� install-path ��π�HU���G

UNIXG
/opt/intraverse/

WindowsG
C:\Program Files\IBM\

zLkb UNIX ñ∩�o�⌠�W�A]�ªOTw�C

Windows ¡xi²zbw� Policy Director nΘ�íwq install-pathC

Policy Director °A�Θx�

C@� Policy Director °A	ú�H�AΦíú��i��	TºAª���J
��

��	AMß½s�VSw�Θx�C

°A� {� Θx�m

�z°A	 ivmgrd
wq≤ ivmgrd.conf ñG

log-file=install-path/ivmgrd/log/ivmgrd.log

w	�z{í secmgrd
wq≤ secmgrd.conf ñG

log-file=install-path/secmgr/log/secmgrd.log

v¡°A	 ivacld
wq≤ ivacld.conf ñG

log-file=install-path/ivacld/log/ivacld.log

�²A��t�zt� nsid install-path/broker/nsid.log

����°A�Θx�

tm�wwqΘx��APolicy Director N���ΘxOⁿC

secmgrd.log d�

secmgrd.log ��t��eMHU�ⁿG

1998-09-22-21:56:36.898-04:00I----- secmgrd FATAL ivc general
exec.c 344 0x00000006
Caught signal (15)
1998-09-22-21:56:37.309-04:00I----- secmgrd ERROR ivc rpc
IVServer.cpp 1039 0x00000001
Could not unexport bindings from name service
(/.:/subsys/ibm/secmgr/server/sun,0x16c9a093
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1998-09-22-21:56:37.354-04:00I----- secmgrd ERROR ivc rpc
IVServer.cpp 1048 0x00000001
Could not unregister RPC endpoints (0x16c9a042)

DCE °A�Θx�

C@� DCE °A	ú�H�AΦíú��i��	TºAª���J
����	A

Mß½s�VSw�Θx�CbMΣ�≤#�D�Ao�Θx�iHO����ΩT

��C

DCE °A	Θx�]AG

w�°A�G

UNIXG /opt/dcelocal/var/security/secd.log

WindowsG \Program Files\IBM\dcelocal\var\security\secd.log

DCE °A�G

UNIXG /opt/dcelocal/var/dced/dced.log

WindowsG \Program Files\IBM\dcelocal\var\dced\dced.log

DCE ���Tº

�e�td�ε DCE ���TºG

UNIXG /opt/dcelocal/var/svc/routing

WindowsG \Program Files\IBM\NetSEAT\var\svc\routing

� : N W i n d o w s t��ÑAw�⌠�bw��í�itm�G \Program

Files\IBM\NetSEAT\C⌠��� (%NETSEAT%) ��R��tm�⌠�C


e�ñ�w]��

o�tm�ñ����MwOⁿ�ΩT�¼C �e�]AHU�w]��G

UNIXG
FATAL:STDERR:-;FILE:/opt/dcelocal/var/svc/fatal.log
ERROR:STDERR:-;FILE:/opt/dcelocal/var/svc/error.log
WARNING:STDERR:-;FILE:/opt/dcelocal/var/svc/warning.log

WindowsG
FATAL:STDERR:-;FILE:%NETSEAT%\var\svc\fatal.log
ERROR:STDERR:-;FILE:%NETSEAT%\var\svc\error.log
WARNING:STDERR:-;FILE:%NETSEAT%\var\svc\warning.log

NOTICE]�N	Tºiú°A	í��B��÷ΩTC��w]APolicy Director ú

���]��ñS���sb	NOTICE TºC
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pGn�� NOTICE Tº]�BNª��J���		A�NHU� NOTICE sW


�e���G

UNIXG
FATAL:STDERR:-;FILE:/opt/dcelocal/var/svc/fatal.log
ERROR:STDERR:-;FILE:/opt/dcelocal/var/svc/error.log
WARNING:STDERR:-;FILE:/opt/dcelocal/var/svc/warning.log
NOTICE:STDERR:-;FILE:/opt/dcelocal/var/svc/notice.log

WindowsG
FATAL:STDERR:-;FILE:%NETSEAT%\var\svc\fatal.log
ERROR:STDERR:-;FILE:%NETSEAT%\var\svc\error.log
WARNING:STDERR:-;FILE:%NETSEAT%\var\svc\warning.log
NOTICE:STDERR:-;FILE:%NETSEAT%\var\svc\notice.log

NTº�J��ΘX�ú��í

q� Policy Director �N�i��	Tº (]A NOTICE Tº) ½s�JAϕ�Θx

�C

pGnNo�Tº�J��ΘX]��≈	A��°A	���� -debug ⁿO∩�C
o�∩�i²°A	be�ñ⌡µ]τYA°A	�¡ú�¿��n{í	C Policy

Director �N�i��	TºgJ��ΘXC

�pApGnbú��íñ��uw	�z{ív(secmgrd)A���HU�ⁿOG

# /opt/intraverse/secmgr/bin/secmgrd -debug

z]iH�� UNIX � tee ⁿOAN°A	ΘX��¿µ@��C

HUd�í�bo��íñ�� Policy Directoruw	�z{ívG

# secmgrd -debug 2>&1 | tee /tmp/secmgrd.log

ú���

ú��A�OϕHU��G

1. ϕz�o°A	í�ΩT�A���N�e��m¿@δ¼pC�ú NOTICE ��C

NOTICE �ú�jq�ΩTA�o�ΩTiα��t�nC

2. ziH�� Ctrl + c � 	Hú��í���°A	{�C°A	{��#T÷≈
��⌠C

��� HTTP ΘxOⁿ

Policy Director WebSEAL °A	]�	@T���� HTTP Θx�Aª�O²�Oí

�A�DTºG

wand_request_log
��\�142��yπ� wand_request_logzC

wand_agent_log
��\�142��yπ� wand_agent_logzC

wand_referer_log
��\�143��yπ� wand_referer_logzC

140 Policy Director �zΓU



��w]APolicy Director �bHU��²ñ	@o�Θx�G

UNIXG /opt/intraverse/www/log

WindowsG \Program Files\IBM\Policy Director\www\log

tm��� HTTP ΘxOⁿ

tm� iv.conf ñ� [wand] q¿]tFtm�� HTTP ΘxOⁿ���C

Uϕí� HTTP Θx�Mtm���ºí�÷YG

Θx� m�� ��/���]= yes � no�

wand_request_log reqlog = logreqs =

wand_referer_log reflog = logrefs =

wand_agent_log agentlog = logagents =

�pAiv.conf ñ�÷ wand_request_log w]�m���pUG

reqlog = log/wand_request_log

o��m���²OG

UNIXG /opt/intraverse/www/

WindowsG \Program Files\IBM\Policy Director\www\

���� HTTP ΘxOⁿ

��w]A Policy Director ������ HTTP ΘxOⁿG

[wand]
logreqs = yes
logrefs = yes
logagents = yes

pGn��ΘxOⁿA�]wG

<enable-parameter> = no

ⁿw�íWO�¼

ziH∩�bC@�Θx�ñ[W�íWOA]iH��µL�v���í

]GMT	A�D�a�
C��w]APolicy Director ����a�
G

[wand]
loggmttime = no

pGn�� GMT �íWOA�]wG

loggmttime = yes

�: ²��Θx���í	�PBAi²���÷w	ú�ñºf�PΘx��¬�
≤�e÷C
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ⁿwΘx�jp�j�

��w]AC@� HTTP Θx�jp��j
OG

[wand]
logsize = 2000000

ϕΘx�Fo�jp�APolicy Director ��≈Θx�C

��NAo���]�vT Policy Director � wand_audit_log f�l��C

�g��dΘx��jpATwª�ú��o7jA�4�7h	íCb@δt�	

@�A�w�OsΘx�C

�� HTTP @PΘxµí

Policy Director °A	��$�C@�$�]�Q�¿�ó�	Aú��HU�uHTTP

@PΘxµívO²¿@µ���G

host - authuser [date] request status bytes

ΣñG

host ⁿwúXnD�≈	�⌠⌠⌠qH≤w]IP	�}C
authuser ���
¼º HTTP nD��G�Y
C��Ao�µ�]�N
]w¿

dce-rpcAH��w	� RPC nDC∩≤�g¡≈τ�����Ao�µ�O

	8�C

date ⁿwnD�Θ�M�íC

request NnD��@µⁿw¿��q��C

status ⁿw�e$úXnD�≈	� HTTP ¼AXC
bytes ⁿw�e$úXnD�≈	��
���C½ÑºAαeσ≤��e°�C

π� wand_request_log

wand_request_log O²F��� HTTP nDΘxOⁿC���ΘxOⁿd�]Awgn

D� URL ΩTAH�úXnD�q��ΩT]�pAIP �}	C

wand_request_log ��t��eMHU�ⁿG

130.105.1.90 - - [Tue, 23 Apr 1996 17:23:33 EDT]
"GET /xsmith/private_html/ HTTP/1.0" 403 77

130.105.1.90 - - [Tue, 23 Apr 1996 17:23:47 EDT]
"GET /icons HTTP/1.0" 302 93

130.105.1.90 - - [Tue, 23 Apr 1996 17:23:59 EDT]
"GET /icons/ HTTP/1.0" 403 77

130.105.1.90 - - [Tue, 23 Apr 1996 17:24:04 EDT]
"GET /xsmith/private_html/ HTTP/1.0" 403 77

130.105.1.90 - - [Tue, 23 Apr 1996 17:24:11 EDT]
"GET /xsmith/ HTTP/1.0" 403 77

dce-rpc - - [Tue, 23 Apr 1996 17:24:51 EDT]
"GET / HTTP/1.0" 200 919

π� wand_agent_log

wand_agent_log O²F HTTP nDñ� User_AgentG�Y�eCo�Θxπ�FC@

�nD�q��s²	�÷ΩTA�ptm����XC

HUd�π� wand_agent_log ��d���G

142 Policy Director �zΓU



Mozilla/4.01 [en] (WinNT; U)
Mozilla/4.01 [en] (WinNT; U)
Mozilla/4.01 [en] (WinNT; U)
Mozilla/4.01 [en] (WinNT; U)

π� wand_referer_log

wand_referer_log O²F HTTP nD��YC∩≤C@�nDAΘx�O²t�∩�n

Dσ≤º���σ≤C

Θx��HUµíG

referer -> object

o�ΩT∩≤l� Web 	íñσ≤��í��D���CΘxπ� referer �ⁿX�

��]t∩��½≤���Co�Θxi²zl�»����AH�ΣX�#b∩z

�σ≤
���C

HUd�π� wand_referer_log ��d���G

http://manuel/maybam/index.html -> /pics/ibm_logo.gif
http://manuel/maybam/ivdl/index.html -> /pics/ibm_logo.gif
http://manuel/maybam/ -> /ivdl/index.html
http://manuel/maybam/ -> /ivdl/index.html
http://manuel/maybam/ivdl/index.html -> /pics/ibm_logo.gif
http://manuel/maybam/ -> /ivdl/index.html

Policy Director �vf�l��

�⌠≤Pw	�÷�if�í�o��AC@� Policy Director °A	úiH��f�

�≤C Policy Director �Nf��≤xs�Oⁿ�°A	Swí��f�O²C h�

f�O²��¿@�f�l��C

Uϕí� Policy Director °A	PΣ�÷f�l��ºí�÷YG

°A� {� �vf��

�z°A	 ivmgrd

b ivmgrd.conf ñwqGaudit-file=

install-path/ivmgrd/log/audit.log

w	�z{í secmgrd

b secmgrd.conf ñwqGauthzn-audit-file=

install-path/secmgr/log/audit.log

v¡°A	 ivacld
b ivacld.conf ñwqGaudit-file=

install-path/ivacld/log/audit.log

Cϕz� ACL ñ�����s�]wf�]A	\iv�A Policy Director �Nu�

vvΩTgJAϕ�f�l��Cú��f�O²]t���s�A]A�vó

�C
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f�l��z

ACL ��ñ�f� (A) \iv��o Policy Director �vf�l��O²í�ΩTC

zLf�]A	\iv���f�O�e÷�¿�C

HU°≤A�≤�z�vf�l��G

v s
 ACL �b�½≤MwFT� audit.log ��ñ��@�n¼�Ω�C

�pAziHN@�h���W]tf�]A	\iv� ACLAs
�ⁿO@½≤W

�	í� /Management ½≤C pGws
Ah��u�zv°A	]ivmgrd	NΩ

�¼�� audit.log ��ñCu�zv°A	��ε�v�hΩ�w]ACL	�Ω�w

�s]��	C

v ϕzbAϕ� ACL ��ñ]wf�]A	\iv�Au�����Bs�]�Γ�

�O	¼�í�ΩTC

�pAziHbs
 HTML ��½≤� ACL ñA� unauthenticated ��
wf�

]A	\ivC �Fo�\ivAuw	�z{ív� audit.log ��¼�∩ú

e\s��½≤iµs�����ΩTC

d�GHU� ACL Nϕw]� webseal ACLC cell_admin ������

authenticated ��π�f�]A	\iv�C

user cell_admin aAbcTdmlrx
group iv-admin abdTdmlrx
group ivmgrd-servers Tl
group webseal-servers gTdmlrx
any-authenticated Tr
unauthenticated ATr

s
� /WebSEAL ½≤� ACL ϕ�ªOs
�ⁿO@½≤W�	í� WebSEAL d

≥��CpGs
APolicy Director �N�÷uw	�z{ív°A	]WebSEAL �

NetSEAL	�í�O²�uw	�z{ívaudit.log �C

WebSEAL W�	íiαút�≤\iv°≤�ΣL�T ACLApGS�ΣL�T�

ACLAh∩ Web 	í�⌠≤½≤���nDú�Qf�C

f�l��u�O² cell_admin ����⌠≤�g¡≈τ��s���l�í�C

pG�T� ACL Os
� /WebSEAL ½≤ºU�½≤Ah� 	 ACL �
�sΩC

o��T� ACL ñ���iαút⌠≤f�\ivApG��út⌠≤f�\ivA

hú��o�½≤�o�IHU�⌠≤ΣL½≤ú�f�l�C

�: z�OoNf�\iv[J⌠≤ ACL]zn�Tas
� /WebSEAL ½≤ºU

�½≤	��÷��C

�z°A�f�l��d�

u�zv°A	f�l���t��eMHU�ⁿG

START RECORD
Protected object: /WebSEAL
Requested permissions: 0x00000100
Principals:

principal 0: DCE principal 00000064-35ee-21d2-a000-0800207b48c5
quality of protection: none result: authorized
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END RECORD
START RECORD

Protected object: /WebSEAL/sun
Requested permissions: 0x00000100
Principals:

principal 0: DCE principal 00000064-35ee-21d2-a000-0800207b48c5
quality of protection: none result: authorize

END RECORD
START RECORD

Protected object: /WebSEAL/sun/icons
Requested permissions: 0x00000100
Principals:

principal 0: DCE principal 00000064-35ee-21d2-a000-0800207b48c5
quality of protection: none result: authorize

END RECORD
START RECORD

Protected object: /WebSEAL
Requested permissions: 0x00000100
Principals:

principal 0: DCE principal 00000064-35ee-21d2-a000-0800207b48c5
quality of protection: none result: authorize

END RECORD

WebSEAL f�l��

z]iH�� Policy Director WebSEAL °A	í�C Policy Director �Nf��≤

xs�Oⁿ�°A	Swí��f�O²C h�f�O²��¿@�f�l��C

WebSEAL f�

tm WebSEAL f�l�����Obtm� iv.conf ñ� [wand] q¿ñ

Uϕí� WebSEAL Mf�l��ºí�÷YG

°A� f��

WebSEAL
b iv.conf ñwqGauditlog=

install-path/www/log/wand_audit_log

���� WebSEAL f�

w]
O�� WebSEAL f�G

[wand]
logaudit = no

pGn}�f�A�]wG

logaudit = yes

�: bsΦ iv.conf tm�ñ�o����A yes � no ºßúα�	µC

ⁿwΘx�m

WebSEAL f���w]�mOG

[wand]
auditlog = log/wand-audit-log
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ⁿwΘx�jp�j�

Policy Director �]wf�Θx��w]�j
G

[wand]
logsize = 2000000

ϕΘxΦFo�jp�APolicy Director �NΘx��≈¿�≈��C�sP	�f�

Θx�Y¿�w]�f�Θx�C��NAo���]�vTHU��� HTTP Θx

�G

v wand_request_log

v wand_referer_log

v wand_agent_log

WebSEAL f�l��yk

WebSEAL °A	��$�C@�$�]�Q�¿�ó�	Aú��HUµíO²¿@

µ���G

host call_type uri iv_status_code [date] uuid group_uuid_list

Dqú]��I�
��Dqú� IP �}��IΩTCpGS��IΩTAh

π� [-]C

call_type
0 Nϕ TCP suA 1 Nϕ UNAUTH RPCA 2 Nϕ

AUTH RPC

uri nD�us�nDⁿ�	vC

iv_status_code ��f�≈α�o� Policy Director l��¼AXC

date nD�Θ�P�íC

uuid]H -p X�ⁿ�	
q��� UUIDCpGS� UUID ΩTAhú:π�C

group_uuid_list ]H -g X�
ⁿ�	

s� UUID �MµCpGS�s� UUID ΩTAhú:π

�C

f�l���ed�

f�l���t��eMHU�ⁿG

204.30.81.188[33380] 2 /audit_report.html 0x18a2141a
[21/Aug/1997:14:36:23 -0700]
-p 00000064-0f4c-21d1-9300-00c078500371
-g 0000000c-0f4c-21d1-9301-00c078500371
-g 0000044c-0f4c-21d1-8601-00c078500371
-g 0000044d-0f4c-21d1-8601-00c078500371

��G

DqúG 204.30.81.188

�IG [33380]

call_typeG 2

uri: /audit_report.html

iv_status_code: 0x18a2141a
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date: [21/Aug/1997:14:36:23 -0700]

uuid: -p 00000064-0f4c-21d1-9300-00c078500371

group_uuid_list:
-g 0000000c-0f4c-21d1-9301-00c078500371
-g 0000044c-0f4c-21d1-8601-00c078500371
-g 0000044d-0f4c-21d1-8601-00c078500371

�: URI rΩiαu�π�¿sr�Co�ípiαO]�nDL¡�⌠�µíú#T

�nDrΩC

Policy Director �zⁿOf�l��

�⌠≤P�z�÷�if�í�o��AC@� Policy Director °A	úiH��f�

�≤C Policy Director �Nf��≤xs�Oⁿ�°A	Swí��f�O²C h�

f�O²��¿@�f�l��C

Uϕí� Policy Director °A	PΣ�÷f�l��ºí�÷YG

°A� {� �zf��

�z°A	 ivmgrd
b ivmgrd.conf ñwqGmgr-audit-file=

install-path/ivmgrd/log/mgraudit.log

u�zv°A	�d⌠]A	@Dn�v�hΩ�wC

o�Ω�w]Aw	Γ�ºⁿO@½≤W�	í�í�B ACL �h�OAH�N ACL

s
�½≤�aΦC

o�Ω�w]AG

v w	Γ�ºⁿO@½≤W�	í�í�C

v ACL �h�OC

v N ACL s
�½≤�b��÷ΩTC

ziHqu�zD�xv�Q� ivadmin ��{íAN⌠≤�zⁿO�≤���
mgraduit.log ��ñG

f�O²�e

f�O²�gJO²ñA�BH XML �í�ΦA @���yÑC f��≤���

HUΩTG

oe� ID
l��iJ� RPC q���IA�BCL¿ UUID Mµ� unauthenticated

rΩC

��GP

�≤ ID
�� @�O�zⁿO��rAªOb ../ivmgrd/cmdConst.h �YñwqC

��GI

ⁿOΘX

∩�
Is{í��$º¼AX��rC
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��GO

�íWO

�¿ⁿO��íO²AΣµíM ACL �
f��e����PC

��GD

ⁿO��Vq

ⁿOΘJ���ϕ�kC

��GV � A

�z°A�f�l��d�

u�zv°A	f�l���t��eMHU�ⁿG

<E><D>Fri May 30 00:00:00 1999<\D><I>3008</I><O>0</O><P>[1]
069d9fb6-943e-11cd-a35c-0000c08adf56</P><V><A> argument
1</A><A>argument 2</A></V></E>

DCE °A�f�l��

HU� DCE °A	f�l���� DCE f�A�{íC��µíOGi�µíCz

��� dcecp ��{í��°��C

1. DCE w	A�{í]secd	f�l�

/opt/dcelocal/var/security/sec_audit_trail

/opt/dcelocal/var/security/sec_audit_trail.md_index

2. DCE f�A�{í]auditd	f�l�

/opt/dcelocal/var/security/central_trail

/opt/dcelocal/var/security/central_trail.md_index

3. DCE �íA�{í]dtsd	f�l�

/opt/dcelocal/var/security/dts_aud_trail

/opt/dcelocal/var/security/dts_aud_trail.md_index

sec_audit_trail d�

dcecp> login cell_admin
Enter Password:
dcecp>
--- Event Record number 261 ---
o Event Information:

- Event Number: 0x101 /* 257 */
- Event Name: AS_Request
- Event Outcome: success

o Server: /.:/hosts/eggman
o Client: /.../eggman_cell/cell_admin
o Number of groups: 0
o Authorization Status: Authorized with a name
o Date and Time recorded: 1998-10-20-10:42:56.248-04:00I-----
--- End of Event record number 261 ---
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�13� WebSEALG]w¡≈τ�

Policy Director WebSEAL Σ� LDAPBKerberosAH��}PpK≈�¡≈τ�≈εC

¡≈τ��@�½n�ú�O�������oCb�vnD]YnDs�ⁿO@�

Ω�	�íA��������C

��]AG

v yWebSEAL ¡≈τ�º[zb��

v �150��y� SSL tm WebSEALzC

v �152��y� WebSEAL ]w°A	����zC

v �157��y���W�MKX�¡≈τ�ΦkzC

v �161��yX.509 ��¡≈τ�ΦkzC

v �163��ytmuPolicy Director ��≥�A�{ívzC

WebSEAL ¡≈τ�º[

��Q
pU� WebSEAL Σ�G

v zL SSL qH≤wΣ�w	qHC

v ¡≈τ�≈εC

v ú¡≈ΩT�ΦkC

v ��¡≈τ�≈ε�XRC

SSL Σ�

WebSEAL Σ�zLw	 socket h�]SSL	qH≤w�w	qHC HUU�Q
z

L SSL qH≤w�w	qHG

v �150��y� SSL tm WebSEALz.

v �152��y� WebSEAL ]w°A	����z.

¡≈τ�≈ε

¡≈τ�Oⁿ�OnJw	Γ�º�Θ�{�C WebSEAL Σ�HU�¡≈τ�≈

εG

v LDAP ≈K≈�

v Kerberos �� 5

v �}PpK≈�

q��¡≈ΩT

¡≈τ�{��nq��bnJ�íúXY��í�¡≈ΩTC WebSEAL Σ�HU�

Φk�úXo�¡≈ΩTG

1. ���W�PKX] LDAP P Kerberos ��	

v ≥�¡≈τ�
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v ≥≤Mϕ�nJ

��\�157��y���W�MKX�¡≈τ�ΦkzC

2. q��� X.509 ��]�}/pK≈���	

��\�161��yX.509 ��¡≈τ�ΦkzC

��≥�

ziH��u��≥�A�{í]CAS	vAXR WebSEAL Σ����¡≈τ�≈

εC��\�163��ytmuPolicy Director ��≥�A�{ívzC

� SSL tm WebSEAL

Policy Director WebSEAL °A	Σ�M��w	 socket h�]SSL	�q��s²	

ºí�w	qHC

��o�qH≤w�Aq��i��Γ�Φk�Σñ@���e¡≈ΩT� WebSEALG

v ���W�MKX

v q���� X.509 ��í��

bΓ��íñAWebSEAL ���Σ°A	����í��A�µ∩q��iµ¡≈τ

�Cu���zñ	v]CA	�oX�@ X.509 ��C Policy Director �N����

÷�pK≈�xsb PEM µí�� PKCS#12 µí�C

�� PEM µí�APolicy Director �N°A	�pK≈�H��W��}≈�xsb

�O���ñCϕ�� PKCS#12 µí�Ahú�Pxs�≈�∩P�≤@���ñC


�z²��ñ�@qW�]CN	P WebSEAL °A	��πDqúW��PC

÷MúO�n�Ají��q��s²	�τ����u���zñ	vO�wgo

X°A	��C τ�OzLDn CA ��Ω�w��¿�CpG����W�ú�X

Dn CA ��Ω�wñ���Ah�X{�iC ����
ⁿ���P�°A	�

s
C

��\�152��y� WebSEAL ]w°A	����zH�o� WebSEAL �o�w

�°A	� X.509 ����πΩTC

bq������íñApW�zAWebSEAL ���Σ°A	����í��A�µ

∩q��iµ¡≈τ�C��AWebSEAL �nD�� CA �o� X.509 Dn CA �

�AHτ�q������Cq����oX�q��nDiúuΩ��¼¡≈τ

�C

��°A�����Dn CA ��

°A	�� X.509 ��i∩q���OSw� WebSEAL °A	C Policy Director �

H PEM � PKCS#12 µí�xs°A	����AΦípUG

v PEM µí -- xs°A	ºpK≈�Pw��º�}≈���O��

v PKCS#12 µí -- �t°A	ºpKP�}≈��µ@��C
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�: WebSEAL @�uα]t�Σ�@�°A	��C WebSEAL úΣ�P@í≈	W

�h��Φ Web °A	��C

Dn CA ���HNϕ@�Sw�u���zñ	 (CA)vCWebSEAL �nDn CA

���τ�q������C WebSEAL iH� PEMBPKCS#12 �X!Γ��µíA

�	@ Dn CA ���MµAΦípUG

v PEM µí--NDn���nb@�µ@��ñ

v PKCS#12 µí--NDn��H�O���xsb@�@P�²U

xs��

secmgrd.conf tm�tdwq��xs��Co���OúP�A�°z�����O

 UNIX � Windows ��C

�� í�

UNIXG ca-directory = /opt/intraverse/lib/certs

WindowsG ca-directory = C:\Program Files\ibm\Policy Director\lib\certs

��xsΘ�≥��²C

UNIXG ca-cert-file = /lib/certs/cacert.pem

WindowsG ca-cert-file = C:\Program Files\ibm\Policy

Director\lib\certs\cacert.pem

{iºu���zñ	v� X.509 Dn CA ��]PEM µí	C

WebSEAL i
ⁿia CA �oX�� PEM µí�q��� X.509

��CziHNΣL CA �Dn���[�o���C

UNIXG ca-cert-p12-dir = /opt/intraverse/lib/certs/ca_p12

WindowsG ca-cert-p12-dir = C:\Program Files\ibm\Policy Director\lib\certs\ca_p12

���ⁿw�²A���ñt�{iºu���zñ	v� X.509 Dn

��]PEM µí	CWebSEAL i
ⁿia CA �oX�� PKCS#12

µí�q��� X.509 ��CziHNΣL CA �Dn���xsb

o��²ñC

UNIXG certificate-file = /opt/intraverse/lib/certs/svrcert.pem

WindowsG certificate-file = C:\Program Files\ibm\Policy

Director\lib\certs\svrcert.pem

V CA �o� X.509 °A	��]PEM µí	Co���OúX


SSL q��C���ñ���d�A�½¿ia CA �o�Xk��C

UNIXG key-file = /opt/intraverse/lib/certs/srvkey.pem

WindowsG key-file = C:\Program Files\ibm\Policy Director\lib\certs\srvkey.pem

� PEM µí�°A	pK≈�Cw��A���ñ�t�≈�d��

½¿zú��Xk≈�C

UNIXG certificate-file = /opt/intraverse/lib/certs/svrcert.p12

WindowsG certificate-file = C:\Program Files\ibm\Policy

Director\lib\certs\svrcert.p12
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V CA �o� X.509 °A	��]PKCS#12 µí	C��]ApK≈

�C���ñ���P≈�d�A�½¿ia CA �o�Xk��P≈

�C

UNIX � WindowsG pass-key =passphrase

���úΩwpK≈���≈�KX]passphrase	C

tm��Bz

tm� iv.conf ñ� [wand] q¿]tFBzq��� X.509 �����CziH��

]w verify-clients ��A�ⁿw WebSEAL p≤Bzq���� X.509 ��C

verify-clients �e\
]AG

� í�

never úVq��nD X.509 ��Cjεq�������W�MKX�iµs�C

optional
Vq��nD X.509 ��A�Bbú�����≥≤���¡≈τ�Cϕq

���úX���Ajεq����≥�¡≈τ�C

required
Vq��nD X.509 ��A�B��≥≤���¡≈τ�Cϕq���úX�

��Aúe\s
C

��w]AWebSEAL ú�nDq������G

[wand]
verify-clients = never

]w SSL Ñq@���O�

secmgrd.conf tm�� [ssl] q¿]t]wRA SSL Ñq@���O����C

WebSEAL �b�í����ΩTCo����í��ⁿwb WebSEAL O�Θñ	�

�v��ΩT��í°�C

��úOⁿD@�O�C�
∩M�O “������¡” �D ”���O�”CΣ��

Oϕ Policy Director ΦFⁿw�O�W¡�Ajó���½swA�Hj�w	�C

w]��O�
]Hϕp	�G

[ssl]
ssl-cache-timeout = 3600

�πo�
�¡�°A	�αH����KQ�G�A�°°A	�Bz� SSL n

D�q�wC

�: Y�s²	�⌡µ��Ñq@�≤�CpGz�s²	O�≤o�ípAo��
�NOL��C

� WebSEAL ]w°A�����

ziH]w Policy Director WebSEAL °A	AHe\�� SSL �q��τ�°A	

�TΩ�C��N��z⌡µ@M�z@�FpGzOH PEM µí�]w°A	��

�Ah�⌡µo�@�C
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SOO@�A��n²��� CA ��í�ε���ú�ú�Cn²��o⌠�°A

	��AHe\ Policy Director Aϕa
ⁿ�$����� SSL �s²	ºnDC

TwzL SSL �w�qH

Policy Director WebSEAL °A	Σ�∩zL SSL]HTTPS	A�BQ� HTTP iµ

s��q��iµ¡≈τ�C WebSEAL �π�w�n�°A	��� X.509 ��A

HK��$�o�q��C X.509 ��i∩q����A�� WebSEAL �$�O�

�e\�°A	C

∩≤zL⌠⌠⌠�w	 SSL qHAs²	�τ�°A	�¡≈Cs²	��d°

A	��}≈���M���Dn CA ��A�iµ¡≈τ�C��� CA ��OM

s²	H�b@�A�O�s²	�oC

@≈g� CA ���≥π°A	��Ai#�iα��yC

WebSEAL ��@�°A	��d�AªO� IBM ���zñ	d���WCo�d

���i² WebSEAL $����� SSL ºs²	�nDCM�As²	Lkτ�d

���A]���út IBM Dn CA ��C ]�Aªúαúw	qHC

�FTOzL SSL �w	qHAqH⌠�u���zñ	vn²�x°A	��OD

�½n�CziV{i� CA �o⌠�°A	��A��� IBM SecureWay Trust

Authority º��nΘú� “�a�” ��C

]w Policy Director HzL SSL iµqH�AoA�HU�@�G
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v yú��}≈��pK≈�z.

v y�� gencsr ��{í (∩��)z]i∩�	C

v �156��yV���zñ	n² CSRz.

v �156��yw�°A	��z.

v �156��y≤sw	�z{ítm�z.

v �157��y�s���w�z.

ú��}≈��pK≈�

pGnq CA �o�x°A	��Az�²�z�°A	ú��}/pKt∩≈�C

zOd�OpK≈��í�C

�}≈��í�]]t���¡≈ΩT	��u����nDv]CSR	C CSR Oz

bn²�o⌠�°A	�����
 CA �ΩTC CA ��o�ΩT�
cz�

X.509 °A	���AªO��$��� SSL �q��C

z�NpK≈�H��� CA �°A	� X.509 ��xsbSOⁿw��mC Policy

Director secmgrd.conf tm��wqo��mC

pnú��}PpK≈�∩A��� CA ú�ú�uπPⁿ�C Policy Director ú

F@���{í]gencsr	AbS�ΣL��{íi��AziH��o���{
íC y�� gencsr ��{í (∩��)zí�F�� gencsr �ú�t∩≈��@�C

�� gencsr ��{í (∩��)

Policy Director ú@�∩���{íAgencsrA�Hú��}PpK≈�∩C��{
íO�≤ Policy Director w��@í�Aª�≤ /bin �²ñG
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UNIXG install-path/bin/gencsr

WindowsG install-path\bin\gencsr

PKCS#10 µí

gencsr ��{íiú�t∩≈�Co���{íiH PEM µíNpK≈�ΩTgJ

��Co���{íiN�}≈�MΣL���WnDΩT@�xsb@���ñC

��{íOH PKCS#10 µí�xs�}≈�ΩTC

�}≈�[K��]PKCS	í�F��nD�ykC��nDO��OW�B�}≈

�M∩�������¿A�B�nD�����@��WC���WnD��e�

u���zñ	vCMßACA ��z�°A	ú�@� @� X.509 �}≈���C

gencsr ��{íⁿOyk

gencsr [-csrfile csr_filename] [-keyfile key_filename] [-keylen key_length] [-version]

∩� í�

-csrfile
ⁿwN�}≈�]CSR	ΘX
��]PKCS#10 µí	Cⁿw���

]csr_filename	�HuⁿΩΩa��µ½Xv]ASCII	µí�Od

CSRCw]
O��ΘXC

-keyfile ⁿwNpK≈�ΘX]PEM µí	
��Cw]
O��ΘXC

-keylen
ⁿw�}/pKt∩≈��≈�°�]H�
��µ�	Cw]
�

512C

-version π���{í���X��vΩTC

-help π�ⁿOyk�∩�í�C

Gencsr ��{í{�

pGn�� Policy Director � gencsr ��{íG

1. � CSR �WBpK≈��≈�°�]∩��	��Aϕ���AH�� gencsr �
�{íG

UNIXG $ gencsr -csrfile filename -keyfile filename -keylen 1024

WindowsG gencsr -csrfile filename -keyfile filename -keylen 1024

ziH��⌠≤�W@��}�pK≈�Fzbyß�BJñ�Nª�½sRWC

�: w]�≈�°�O 512 ��
�C

2. ��{í�ú�zΘJ�HΩTAΣñ]A PEM qµⁿJC

z�Oϕo�qµⁿJCbyß�BJñA�No�qµⁿJxsb secmgrd.conf

tm�ñCqµⁿJi�z�pK≈�úO@C

3. ��{í�ú�@� CSR ��pK≈��C �156��yV���zñ	n²

CSRzí�p≤N CSR �
���zñ	C

4. �≈ Policy Director ���d�pK≈��G

UNIXG # cp svrkey.pem svrkey.pem.orig

WindowsG copy svrkey.pem svrkey.pem.orig

5. Nsú��pK≈��xsbo��P��²A�BNªRW� svrkey.pemG

UNIXG # cp newkey.txt svrkey.pem
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WindowsG copy newkey.txt svrkey.pem

�: z�O@o�pK≈�Czuα�@�pK≈���Aª∩≤τ�q��Pq
��ºí�qHD�½nC

V���zñ
n² CSR

pGnV���zñ	n² CSRG

1. u���zñ	vq�π�@�uWn²MϕC��� Web s²	�±Jo�M

ϕC�° CA �wATΩ�{�iα���úPC

2. n²MϕnDzúb�154��yú��}≈��pK≈�z��154��y��

gencsr ��{í (∩��)zñú�� CSRCziHN CSR ��eKbMϕWA�

Hqll≤He��C

3. CA ��
z PEM µí�s X.509 °A	�����Co�{��ßW�9C

WebSEAL nD��� PEM µíCPEM sXεO@�A�≤Gi���� base64 α

½CPEM µíO@� ASCII ��AΣñCµ°�¡εb 64 �r
�C�� ASCII �

�}Y�G

-----BEGIN CERTIFICATE----

���G

-----END CERTIFICATE----

w�°A���

pGnw�°A	��G

1. �≈ Policy Director ���d�°A	���G

PEM µíΦ�G

UNIXG # cp svrcert.pem svrcert.pem.orig

WindowsG copy svrcert.pem svrcert.pem.orig

2. N�� CA �s°A	���xsbo��P��²ñA�BNªRW� svrkey.pem

]∩g��
	G

UNIXG # cp newcert.txt svrcert.pem

WindowsG copy newcert.txt svrcert.pem

≤sw��z{ítm�

�n��d�≤s secmgrd.conf tm�ñ�UC��G

certificate-file =
q CA 
¼�]t PEM µí�����º⌠�W�C

w]
Glib/certs/svrcert.pem

key-file =
��ú��pK≈���⌠�W�C

w]
Glib/certs/svrkey.pem

pass-key = ��O@pK≈�� PEM qµⁿJC

ϕz��CX�w]�WH���W�Au�≤ certificate-file ��H� key-file

��C
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��s���w�

pGn�s���w�G

1. �ε�½s�� Policy Director �}l��s���G

UNIXG

# /etc/init.d/iv stop
# /etc/init.d/iv start
# /etc/init.d/iv status

WindowsG��uA�{í�εxvC

2. Twuw	�z{ív]secmgrd	wg�Q��C

ϕ secmgrd Lk���A��dHU�Θx��ε
ó���]G

UNIXG install-path/secmgr/log/secmgrd.log

WindowsG install-path\secmgr\log\secmgrd.log

ϕzΣú��Nq��	TºA�bú��íñHΓ�Φí�� secmgrdC��	 �

140��yNTº�J��ΘX�ú��ízC��zibUC� IBM SecureWay

Policy Director ⌠�ñΣ��÷≤#�D��sΩTG

http://www.ibm.com/software/security/policy/library

3. qs²	As
��� HTTPS �°A	A�BTws²	
ⁿ°A	��C

�pAs²	��wgw]xsFs�{� VeriSign Dn��C]�Ab Policy

Director nJú�ºeAzú���¼�⌠≤�iTº�∩��C

pGz�� Policy Director ���d���Ah�X{�iTºC X{�iTºO

]�s²	út IBM Dn��AHKτ�d�°A	��C o�Tº�ú�z


ⁿ���°A	��C pGS�Dn��As²	NLkτ�°A	���Xk

�C]�As²	�N
ⁿ������d⌠µ
zC

z{bwg�@��H⌠�u���zñ	v�τ���x°A	��C�FgL

τ��°A	��A�� SSL �q��iH�Q�w	aτ�z� Policy Director

WebSEAL °A	¡≈C

���W�MKX�¡≈τ�Φk

Kerberos �uLDAP ≈K≈�v¡≈τ�≈ε�n���W�MKX�í�q��¡≈

ΩTC WebSEAL Σ�Γ���Q����W�MKXiµ¡≈τ��ΦkC

v �158��y≥�¡≈τ�Φkz.

v �159��yPolicy Director MϕínJΦkz.
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≥�¡≈τ�Φk

WebSEAL Σ� Netscape® Communicator/Netscape Navigator® P Microsoft Internet

Explorer™ (IE) ��� SSL qH≤wA��o���W�MKXº�����ΩTC�

�D�AHhttps:�Dhttp:	 }Y� URL ϕ���Fw	 SSL s
C

�FnJ¿\APolicy Director nDq����ª�O²bw	n²ñ� Policy Director

¡≈C≥�¡≈τ�O@�ú���W�MKX
¡≈τ�≈ε���ΦkC

�@BA°A	���Σ°A	����∩q��iµ¡≈τ�C pGq��
ⁿ�

�A°A	�∩q��oX@h��Cs²	�ú�@�nJú�AnDΘJ���

W��KXC

�: s²	���o�nJΩTC���≥�¡≈τ�bC@�ß≥�nDñA�n
Dú���W�ΩT�KXΩTC���¡≈τ�ΩT�HzqΦí�e
�

��C

≥�¡≈τ��½I]AG

v Policy Director �� SSL @�w	qHqDC

v Policy Director �≤Vw	 SSL qD��Θ���W�MKXC

z�
�nJú�Aª�≥�¡≈τ�d�DApU��G

ΘJ�≤ www.ibm.com º Policy Director [/.../www.ibm.com] ����W�
���W�G
KXG

z�b���W��KXµ�ΘJ���ΩTC

≥�¡≈τ��í

≥�¡≈τ��í�{�]AG

1. q��s²	��� SSL �p�°A	C

2. °A	��$Σ�W��}≈�°A	��AoOq CA �oC

3. q��s²	���HUΣñ@��@G

v bΣΩ�wñMΣ�÷�Dn CA ��A�B
ⁿ°A	���C

v bΣΩ�wñΣú��÷�Dn CA ��A�BH�iú����C���{b

�
ⁿ�����C
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4. 
ⁿ�A°A	�∩s²	oX@hd�C

5. s²	�ú�@�nJú�AnDΘJ���W��KXC

6. b���ΣJ���W�PKXΩTßAs²	�NΩT�
 Policy Director °A

	C

7. ϕ���W�MKXΩT�X Policy Director ���n²ñ�{sΩT�A Policy

Director �ú�@���C Policy Director ������iµ�vMªC WebSEAL

�b SSL Ñq@��í��o���C

8. s²	������W�ΩT�KXΩTC

���≥�¡≈τ��nDC@�ß≥s²	nJ�nD����W�MKXCo

�nDi�����¡≈τ�ΩT�í¼C

�: �≤b≥�¡≈τ�ñAs²	������W��KXΩTA pkmslogout ⁿ
OKLk#T@�C pGn�	nXAz�÷¼s²	Ñq@�Cϕz�n

pkmslogout S��A���≥≤Mϕ�nJC

�n��z@�

�z��⌡µHU�@���� WebSEAL °A	AHKb≥�¡≈τ��íñiµ

SSL s�G

v N°A	�� X.509 ��w�� WebSEAL °A	C

v �YN�Pw	Γ��C@����
�@� Policy Director bßC

Policy Director MϕínJΦk

Policy Director úF��≥�¡≈τ�≈εH��t@�∩�Φ�G Policy Director

MϕínJCo�Φk�q Policy Director ú�@� HTML nJMϕAú�≥�¡≈

τ���J�D�ú����nJú�C

ϕz��MϕínJ�As²	�ú�≥�¡≈τ�������W�MKXΩTC p

�Ki�Q��Sϕ SSL Ñq@�nXⁿO pkmslogoutC �≤ Policy Director u

�n��ΩT@�]�B�:H��	ANú�nbC@�s²	nD�½�nJn

DC

b iv.conf tm�ñ� [wand] q¿ñA�� https-forms-auth ����¿Mϕín
JCo���iH]w¿ yes � noCw]
O noC

[wand]
https-forms-auth = no

Policy Director ]AC�d� HTML MϕCziH�qo� HTML MϕAH]t�

xSw�TºA�⌡µ�xSw��@C

tm� iv.conf ñ� [wand] q¿b SSL HTML ���mºUwqFo�Mϕ����

mC

w]�²�mOG

UNIXG install-path/www/lib/html/
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WindowsG install-path\www\lib\html\

Mϕ í�

login.html nD�o���W�PKX

login_rep.html nJ�	Tº

logout.html q SSL Ñq@��QnX�Tº

passwd.html �≤KXMϕ

passwd_exp.html KX�íTº

passwd_rep.html �≤KX�	Tº

help.html ⁿOí�

��Γ�¿�i�≤o���CziHNo�¿�rΩm≤���ñC�í�H�A

Φí�NAϕ�
C

¿� í�

%USERNAME% nJ����W�C

%ERROR% q Policy Director �$�gb{í���	TºC

Mϕí¡≈τ��í

µí≥ª�¡≈τ��í{�pUG

1. q��s²	��� SSL �p�°A	C

2. °A	��$Σ�W��}≈�°A	��AoOq CA �oC

3. q��s²	���HUΣñ@��@G

v bΣΩ�wñMΣ�÷� CA ��A�B
ⁿ°A	���C

v bΣΩ�wñΣú��÷� CA ��A�BH�iú����C���{b�


ⁿ�����C

4. ϕq��
ⁿ�AWebSEAL ����q� Policy Director HTML MϕAú�q�

�ΘJ���W�MKXC

Policy Director ��o�Mϕ�N���W�MKXΩT�$ WebSEALC

5. ϕ���W�MKXΩT�X Policy Director ���n²ñ�{sΩT�A Policy

Director �ú�@���C Policy Director �����iµ�vMªC WebSEAL

�b SSL Ñq@��í��o���C

M≥�¡≈τ�úPAs²	ú������W�MKXΩTC pkmslogout ⁿO
{biH#�@�C

�n��z@�

�z��⌡µHU�@���� WebSEAL °A	AHKbMϕínJ�íñiµ

SSL s�G

1. N X.509 °A	� CA ��w�� WebSEAL °A	C

2. �YN�Pw	Γ��C@����
�@� Policy Director bßC

3. �q Policy Director MϕA�Bb iv.conf tm�ñwqª���mC
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���W�MKXΦk�ⁿO

Policy Director úHU�ⁿO�Σ�∩�� SSL H�Q����W�MKXΦk�

q��iµ¡≈τ�G

v pkmslogout

v pkmspasswd

pkmslogout

�� pkmslogout ⁿO�q{µ SSL Ñq@�nXMϕCo�ⁿOA�≤MϕínJΦ

kC

https: //Web URL install-path/pkmslogout

�pG

https: /www.ibm.com/pkmslogout

zb iv.conf tm�ñwq�F$�o�nX�π����G

# SSL HTML ���m
pkms-logout-page = lib/html/logout.html

ziH�����D��≤ logout.html �C

ϕ⌠⌠tm�n�nXúPß�t�����úúP��⌠⌡�A pkmslogout �
�{í]Σ�h�nX$���C

HU�ϕ�íwqF@�Sw�$��G

https://pkmslogout?filename=custom_logout_file

Σñ custom_logout_file OnX$���WCo�����nb�w] logout.html �

�wq�P@� /lib/html/ �²ñC

pkmspasswd

⌡µo�ⁿO��≤z�KXC

https://Web URL install-path/pkmspasswd

�pG

https://www.ibm.com/pkmspasswd

X.509 ��¡≈τ�Φk

WebSEAL Σ�zL SSL ��q��� X.509 ���iµ¡≈τ�CúP≤���W

�MKXAX.509 ��iúq���¡≈ΩTC

]wq��� X.509 ��Σ��@�

⌡µHU�@��N WebSEAL ]w¿Σ�q���� X.509 ��í��G
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q��@�

pGn⌡µq��@�G

1. q CA �o X.509 q�����í��]w�W��}≈�	C

2. N��w��q��t�C

WebSEAL °A�@�

pGn⌡µ WebSEAL °A	@�G

1. �oP@�u���zñ	v�Dn CA ��C

��µíiHO PEM � PKCS#12C

2. NDn CA ���s�t�ñ�Aϕ�mA�b secmgrd.conf tm�ñⁿXo��

mG

PEM µíG

NDn���[�HU���G

UNIXG ca-cert-file = lib/certs/cacert.pem

WindowsG ca-cert-file = lib\certs\cacert.pem

PKCS#12 µíG

NC@�Dn��H�O���sW
HU�²G

UNIXG ca-cert-p12-dir = lib/certs/ca_p12

WindowsG ca-cert-p12-dir = lib\certs\ca_p12

�: o� PEM µíP PKCS#12 µí���A�O Policy Director �H⌠º��

�zñ	���C

3. ]w verify-clients ��A�Hⁿw WebSEAL p≤Bzq��� X.509 ��C

�b iv.conf tm�� [wand] q¿ñAΘJ verify-clients �e\
º@G

neverBoptional � requiredC

o�
�í���\�152��ytm��BzzC

4. N WebSEAL tm¿�� CAS °A	FΦkOsΦ iv.conf �A�°�n��z

�Aϕ¡x��≤ [authentication-mechanisms] q¿ñ� cert-cdas ��G

[authentication-mechanisms]
cert-cdas = &entry=/.:/subsys/intraverse/cdas/servers/hostname

cas module �∩�]AGcdasauthn.dll]Y� Windows NT	Blibcdasauthn.a ]Y�

AIX	P libcdasauthn.so]Y� Solaris	C

�÷ cert-cdas �����í�A��\�164��y≥� Policy Director CAS t

mzC

5. �� secmgrd.conf tm�ñ� certificate-file P key-file ��Awq°A	¡≈C
��NG°A	pK≈�� PEM µíC��]z���¡x�ºG

PEM µíU� certificate-file ��G

UNIXG certificate-file = /opt/intraverse/lib/certs/svrcert.pem

WindowsG certificate-file = C:\Program Files\ibm\Policy

Director\lib\certs\svrcert.pem

PEM µíU� key-file ��G

UNIXG key-file = /opt/intraverse/lib/certs/srvkey.pem
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W i n d o w sG k e y - f i l e = C : \ P r o g r a m F i l e s \ i b m \ P o l i c y

Director\lib\certs\srvkey.pem

�÷ secmgrd.conf ��xs���í�A��\�151��yxs��zC

6. �� secmgrd.conf tm�ñ� certificate-file ��Awq°A	¡≈C��NG°A

	��� PKCS#12 µíC

PKCS#12 µíU� certificate-file ��G

UNIXG certificate-file = /opt/intraverse/lib/certs/svrcert.p12

WindowsG certificate-file = C:\Program Files\ibm\Policy

Director\lib\certs\svrcert.p12

7. ��uPolicy Director ��≥�A�{í (CAS)vA�iµ���≥�P∩MC

��AziHb°A	t�W�g�w�z�v���≥��∩MA�{íC��

\Policy Director {í]p���ΓU�ytmuPolicy Director ��≥�A�{

ívzH�oi@BΩTC

tmuPolicy Director ��≥�A�{ív

Policy Directoru��≥�A�{ív(CAS) Oi�q�
≤AiH���� WebSEAL

�Σ����¡≈τ�≈εCw]�uPolicy Director ��≥�A�{ív��

cdas_server(.exe) �C��	 �164��yN WebSEAL tm¿�� Policy Director

CASzC

��AziHb°A	t�W�g�w�z�v���≥��∩MA�{íC�÷�

gPw���≥�A�{í�í�A��\ Policy Director {í]p���ΓUC

� Policy Director CAS

uPolicy Director ��≥�A�{í (CAS)viw���¡≈ΩT]�O X.509 ��	

�∩M
 Policy Director ���¡≈Cuw	�z{ív]��Σw]n²	��$o

�¡≈���C
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�÷ Policy Director CAS ΩTA��\�28��yPolicy Director ñú� CASzP

yN WebSEAL tm¿�� Policy Director CASzC

N WebSEAL tm¿�� Policy Director CAS

ziHb iv.conf tm�� authentication-mechanisms q¿ñAtm WebSEAL �

Σ��	í¡≈τ�≈εCWebSEAL �Σ��	í¡≈τ�≈εNϕ CAS °A	�

º�����]{�ñ	¡≈τ�{í����q��¡≈τ�{íC

����{í��

btm�ñAziHNC@�¡≈τ�{íM����{í��s�C b UNIX ¡x

WAo���O@���wCb Windows NT WAo���Ou�A��{íwv

]DLL	Co����≤ Policy Director �eñ����≤ABLk²z�qC

Policy Director ú@������{í��C��o������{í���@�P

⌠≤≤Ot� CAS °A	ºí���G

¡x CAS ��W�

Solaris libcdasauthn.so

AIX libcdasauthn.a

Windows NT cdasauthn.dll

≥� Policy Director CAS tm

ziHtm@��H$� X.509 ��ΩT�uPolicy Director ��≥�A�{ívAH

Ωµ WebSEAL CAS ���q���¡≈τ�u@C Policy Director CAS tm��

�@�B����AHⁿX CAS °A	s�ΩTxsb DCE CDS W�	íñ��

mC
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pnN WebSEAL tm¿�� CAS °A	A�sΦ iv.conf �A�°�n��z�A

ϕ¡xA�≤ [authentication-mechanisms] q¿ñ� cert-cdas ��C

�pAUC�tm��]Windows NT Φ�	wqXΣ� X.509 ��¡≈τ�Φí�

µ@ CAS °A	G

[authentication-mechanisms]
cert-cdas = cdasauthn.dll&entry=/.:/subsys/intraverse/cdas/servers/hostname

Σñ cdasauthn.dll NϕAϕ¡x� CAS ��A hostname ��µ�DqúW�A

&entry=/.:/subsys/intraverse/cdas/servers/hostname Nϕ CAS °A	s�ΩTx

sb DCE CDS W�	íñ��mC

tm��yk

¡≈τ�tm����HUµíG

authn-mechanism = module[&arg1[ arg2]...[ argN]]

h� Policy Director CAS °A�

µ@uPolicy Director ��≥�A�{íviΣ�@�HW�¡≈τ�≈εCbo�í

�UAC@�≈εúπ�½��tmΩTC

�OW�∩M

Policy Director CAS �Ns²	]�� SSL	ú�q������∩M
 Policy

Director ���¡≈Cϕ����s�ⁿO@�⌠��A�� SSL �s²	�p�

WebSEAL °A	CpG WebSEAL Qtm¿Hq������¡≈τ����Ah

WebSEAL �Vs²	nDú X.509 ��Cϕ WebSEAL ¼�s²	ú����A

�N����
 CAS °A	C Policy Director CAS ��N¼����∩M
 Policy

Director �����¡≈C

b Policy Director CAS cdas.conf tm�ñA Policy Director �z�i
�@≈ϕµA

²����OW� (DN) s� Policy Director ���� DNCϕ WebSEAL ����

Is Policy Director CAS �A CAS �²����ñ� DNA�bϕµñMΣ���C

pΣ����A uPolicy Director ��≥�A�{ív�N Policy Director ����

#T DN µíA�$
 WebSEALCo�Φkτ�� DN ∩MC

ºßAWebSEAL YHo� DN ��O Policy Director ���CpΣú����A CAS

�N��ñ� DN �$
 WebSEALCb�ípUA�H��ñ� DN ��O Policy

Director ���C� WebSEAL °A	����$� DN ���������C

�H∩��OW�� cdas.conf tm�ibUCñΣ�G

UNIX: /opt/intraverse/cdas_server/lib/cdas.conf

Windows: C:\Program Files\IBM\Policy Director\cdas_server\lib\cdas.conf

cdas.conf tmñt�UCΩTG

# DN mapping
# If the certificate DN is in the following table, use the corresponding LDAP
# DN. Otherwise, use the certificate DN as is.
# Each entry should be on a single line with the following format:
# [DN in the certificate]LDAP DN to map to
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# For example:
# [/C=US/O=IBM/CN=Policy Director User] cn=Policy Director User,o=IBM,c=US
# [/C=US/O=IBM/CN=User1] cn=IBM Policy Director User,o=IBM,c=US

���OW� (DN) Tw�≤ϕµ¬ΣAB�AbΦA ñG[/C=US/O=IBM/CN=Policy

Director User]CPolicy Director ���� DN]P LDAP n² DN @�	Tw�≤

ϕµkΣGcn=Policy Director User,o=IBM,c=USCPolicy Director ���� DN Tw

≥b�� DN kΦA ( ] ) ºßABΓ�í�	@µC∩Mϕ��ΓΣ���

¿A'αAϕB@C

�� SSL �s²	]p Netscape® Communicator/Netscape Navigator® P Microsoft

Internet Explorer™	i²z�°�� DN ΩTCo�s²	ñπ�� DN ΩTiαú

PF²oΓ�s²	ñ���ΩT��út�����OW�
�C
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�14� WebSEALG@δ�z@�

��]t�ΩTí�F�z�⌠⌠�q WebSEAL �AziH⌡µ�@δ�z@��t

m@�C

��]AG

v y����� WebSEAL w	�zb��

v y�z Web 	ízb��

v �170��ytm HTTP � HTTPS u@�ⁿz.

v �171��yⁿwO���z.

v �172��ytm HTTP �	Tºz.

����� WebSEAL w��

��� ivadmin ��{í������ WebSEALC

bSw Policy Director °A	W�� WebSEALG

ivadmin> server enable /WebSEAL/

Σñ hostname O°A	W�A²OútΓ�W�

ϕA�{íwg��A��A�{íⁿwL�A Policy Director ��$�	C

��w]APolicy Director ��� WebSEALC

pnbSw Policy Director °A	ñ�� WebSEALA��� ivadmin server disable
ⁿOG

ivadmin> server disable /WebSEAL/

pGn�d WebSEAL °A	¼AA��� ivadmin server status ⁿOG

ivadmin> server status hostname

¼A°i�π�HUΩTG

v WebSEAL °A	w�����C

v WebSEAL °A	O�i���]Ping	C

v WebSEAL tmΩ�w�¼AC

�z Web �í

��í��z WebSEAL W�	í���@�A]AG

v �168��yⁿw Web σ≤≡��mz.

v �168��ytm�²��z.

v �169��yⁿw CGI {í�����W�¼z.
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ⁿw Web σ≤≡�m

Web σ≤≡��mOⁿ°A	�ú�σ≤ºσ≤≡���∩⌠�Cw]�mObw�

uw	�z{ív�í�
�G

UNIXG install-path/www/docs

WindowsG install-path\www\docs

ziHzLw� Script ��≤o��mCw�ßAz��� junctioncp ��{í�
�≤o��mC�÷�π�ⁿOΩTA��\�181��y�� junctioncp ��z�z

¼
XzC

UC� UNIX d�í�p≤�� junctioncp ��{í��≤�mG

1. ⌡µ junctioncpG

# junctioncp -e hostA
��s�
 hostA ≤
/.:/subsys/intraverse/secmgr/server/hostA
junctioncp>

2. �� list ⁿO�π���{µ�
XIG

junctioncp> list
/

3. �� show ⁿO�π�
X���G

junctioncp> show /
�XIG/
�¼G
��
�²G/opt/intraverse/www/docs

4. 
�@�s���
X��N{µ
XIG

junctioncp> create -t local -d /tmp/docs /
�iGjunction wsb≤ /
zO�n�Nª [no]Hyes
�Xw��≤ /

5. CXs�
XIG

junctioncp> list
/

6. π��
X���G

junctioncp> show /
�XIG/
�¼G
��
�²G/tmp/docs

tm�²��

ziHⁿw°A	��$�w]�W�Cϕzú�²W�@� URL �AN�ⁿwo

�W�Cϕ��sb�APolicy Director �No�w]��
q��CpG��úsbA

Policy Director �H�AΦíú��²���Nª�
q��C

�: Policy Director ú�Nú����xs
��C Policy Director �q°A	� wand

� dirindex ������A�ObC�s��²�½sú���C

tm�²�����O�≤ iv.conf tm�� [wand-indexing] q¿C
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w]��
OG

[wand-indexing]
dirindex = index.html

pGz��x��úP�D�AzN��≤o��WG

[wand-indexing]
dirindex = default.html

�≤���²�C@���ú�@�w]��].gif �	AC�Σ�σ≤�¼� MIME

�¼�N�π���G

[wand-indexing]
image/*= /icons/image2.gif
video/* = /icons/movie.gif
audio/* = /icons/sound2.gif
text/html = /icons/html.gif
text/* = /icons/text.gif
application/* = /icons/binary.gif

ziH�C@���ⁿwΣL��CP�AziHq��Σ���A]iH�� URL @

���
C�pG

application/* = http://www.acme.com/icons/binary.gif

ⁿw CGI {í�����W�¼

iv.conf tm�� [wand-cgi-types] q¿ñ�t���Ai²zⁿw Windows ��W

�¼C Policy Director �δ�iH CGI {í��� Windows ��W�¼C

UNIX @�t�S���W��DCM�Az�� Windows NT wq��W�¼C

[wand-cgi-types] q¿�CX	í�����W�¼A�Bb�n�NC@���W∩

M�Aϕ� CGI {íC

��w]APolicy Director u�NΣ��WPq¿ñ�C���W�������¿ CGI

{íC ��w]APolicy Director �N��W� .exe ������{íA�o���

ú�n∩MC z��Nϕ�� Script ����WúAϕ���{íC��W�¼

�d��GShell script].sh P .ksh	BPerl script (.pl) P Tcl script (.tcl)C

HUd�í�σ¼� [wand-cgi-types] q¿tmG

#
# CGI ��W∩ⁿO�∩M]¡ Windows NT�
#
# YO WIN32 °A�A	�ú� CGI ��WH���⌡µª��{íC
# pG CGI ���Wúb
# o≈MµñAhú�⌡µªC
#
[wand-cgi-types]
.exe =
.bat =
.cmd =
.pl = perl
.sh = sh
.tcl = tclsh76

�: �� .bat �oA�\hY½�w	DC �4�� .bat �C
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tm HTTP � HTTPS u@�ⁿ

wtm�u@�ⁿ���ⁿw°A	iA���µiJnD��Cϕ���u@�ⁿ

úbúL�A Policy Director �NΣLΦF�sum≤w�
ñA���u@�ⁿi�

�εC

ziH]wiúA�
iJsu�ⁿ��C�p	tmu@�ⁿ���A]�iα

�∩�αú�vTC

o�tm��ú�∩P�su���jεW¡Co���u�ⁿwA�L¡ε�u@

εC�i��ⁿ��C

�F∩��$�u@�ⁿ��Az�A�z⌠⌠yq��q��¼C

@δ�ÑA��W[ⁿ���AzN�ε&�¿nD���¡í�íCM�AW[ⁿ

����vTΣL]�Aiα�∩z��α�ú}�vTC

]w WebSEAL �u@�ⁿxs��

WebSEAL �	@@�µ@BP��u@�MµAτ�	@@�u@�ⁿxs�AHB

zq���� TCPBSSL qD≈ε� GSS qD≈ε�úX�nDCo�j�≈εi²

WebSEAL bBz≤½j�tⁿ�A���&�t�Ω�C

ziH]w iv.conf tm� [wand] q¿í�� worker-threads ��A��εu@�

ⁿxs�jpC

worker-threads = 50

tm WebSEAL HBz HTTP nD

WebSEAL q��Bz���g¡≈τ������\h HTTP nDC�pA
�ze

\ú��]�g¡≈τ�	���H ¬Φís���⌠�W�∩�D≈C

iv.conf tm�ñ� [wand] q¿]tFBzzL TCP iµ� HTTP nD���C

���� HTTP �¼

��w]APolicy Director ���]e\	
¼zL TCP iµ� HTTP nDG

allow-tcp-http = yes

N��
]w¿ no ��� HTTP 
¼C

]w≡�

zL TCP �Ñ� HTTP �w]≡O 80G

http-tcp-port = 80

pGn�≤
≡ 8080A]wG

http-tcp-port = 8080

170 Policy Director �zΓU



tm WebSEAL HBz HTTPS nD

iv.conf tm�� [wand] q¿]tFBzzL SSL iµ� HTTPS nD���C

���� HTTPS �¼

��w]APolicy Director ���]e\	
¼zL SSL iµ� HTTPS nDG

allow-ssl-http = yes

N��
]w¿ no ���
¼��� HTTPSC

]w≡�

zL SSL 
¼�iµ� HTTPS �w]≡O 443G

ssl-port = 443

pGn�≤
≡ 4343A]wG

ssl-port = 4343

ⁿwO�
�

i]w� Policy Director O���pUG

v ]w HTTP qH�O���

v iv.conf tm�º [wand] q¿ñ�Σª WebSEAL °A	O���

HTTP qH�O���

WebSEAL Σ�HU� HTTPS qHO���G

ssl-init-connect-timeout]¡ HTTPS�
ϕ WebSEAL 
ⁿ��s²	� SSL su�A�o� SSL qH≤wµñC

µñOⁿµ½H�H]wΓ���≈ºí�qH�{�Co����εuw	

�z{ívÑ� SSL s²	�l SSL µñ��í°�Co��l]w�o�

b SSL su}l�AH�÷¼suºeC

init-connect-timeout
b SSL µño�ßAo����ⁿw WebSEAL Ñ��l HTTP nD��íC

o�suiαO HTTPBHTTPS � NetSEAT]HTTP � GSS	C

tcptimeout
o���O HTTP/1.1]D HTTP/1.0	suS����Cb�@� HTTP/1.1 n

DH�°A	$�ºßAo�����ε°A	O� HTTP/1.1 �≥su}��

�jϕ�Cb�F�jϕ�ßN�÷¼suC
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�� tm� w]� ]ϕ�

ssl-init-connect-timeout secmgrd.conf [ssl] q¿ 120

init-connect-timeout iv.conf [wand] q¿ 120

tcptimeout iv.conf [wand] q¿ 5

ΣL� WebSEAL °A�O���

iv.conf tm�� [wand] q¿Oz]wHUO�
�aΦG

�� í� w]� ]ϕ�

tcp-junction-timeout
zL TCP 
XA¬�P�e
ß�°A	

�O��íC
120

ssl-junction-timeout
zL SSL 
XA¬���e�ß�°A	

�O��íC
120

cgi-timeout ¬���e��� CGI {��O��íC 120

junction-ping-time

WebSEAL �∩C@�
X�°A	⌡µw

�I���]Ping	Aú�°A	O�#b

⌡µñC WebSEAL �hCj 300 ϕ]�

⌠≤]w�
	�⌡µ@�C

300

tm HTTP ��Tº

��� WebSEAL °A	�úA�
nDA²O�ó�Co�ó�iα�\h�

]C�pG

v ��úsbC

v \iv]wTεs�C

v ú#T� UNIX ��\iv��ⁿípA� CGI {íLk��C

o�LkúA�
nD�íp�A°A	�H HTML �	��N�	Tº�$
s

²	A�p 403 ForbiddenC�	Tº�nX�C C@�Tºúxsb�O� HTML

��ñC
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HU��²]to���G

UNIXG

install-path/www/lib/errors/locale-dir

WindowsG

install-path\www\lib\errors/locale-dir

errors �²]t\hyÑ⌠�l�²Cl�²]t�	Tº���g���C

o��²ñ�TºO�� HTML µíA�Hª�iH#Tπ�bs²	ñCziHs

Φo� HTML ����qª���eC�WO@�ó���$��í�	X�Q<i

�
C�4�≤o��WC

Uϕ]tY��ú�	Tº��W��eMµG

�W �D í� HTTP �

�X

1354a2fa.html D	8��²
�nD�@��n�úD	��²C o�

@�ú�WwC

1898d25a.html LknJ���

�nD�Ω��n WebSEAL °A	N�

��nJt@� Web °A	CúLAϕ

WebSEAL ���ΩT�oo��DC

1898d25b.html
���Lµ@nJ

ΩT

WebSEAL Σú��nDΩ�� GSO �

��C

1898d25c.html
�F����µ@

nJ��

WebSEAL Σú��nDΩ�� GSO �

�C

1898d25d.html
����h�nJ

��

��nD����wqFh� GSO �

�CGSO ���tm�	C

1898d25e.html �nnJ

�nD�Ω�Oⁿ�
Xß� Web °A

	�O@A�n WebSEAL N���nJ


� Web °A	CpnnJA����

²nJ WebSEALC

1898d25f.html LknJ���

�nD�Ω��n WebSEAL °A	N�

��nJt@� Web °A	CúLA�

��bß�nJΩTú#TC

1898d260.html
Dw��¡≈τ�

�J�D

WebSEAL q
X�ß� Web °A	


¼�Dw��¡≈τ��J�DC

1898d421.html ����
�nD�Ω�wg���½Aoq�O]

��	�½s�V�o�C
302

1898d424.html nDú#T WebSEAL ¼�L�� HTTP nDC 400

1898d425.html �nnJ
z�nD�Ω�O� WebSEAL O@Ap

ns��Ω�Az�²nJC

1898d427.html Tε ���S�\ivs��n�Ω�C 403

1898d428.html Σú� Σú��nD�Ω�C 404

1898d432.html A�{íLk��
WebSEAL �¿nD���A�{í�e

Lk��C
503
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1898d437.html °A	w��

ut��z�v��F WebSEAL °A

	Cbu�z�v²°A	≡$A�¼A

eANLkBz⌠≤nDC

1898d439.html Ñq@�ΩT≥ó

s²	�°A	í�µ¼@�AOP
X

�ß�°A	ºí��¼A�Ñq@�A

²O�°A	wúA�X$�CWebSEAL

���≤o�°A	W�A�{í'α�

¿z�nDC ��\�186��y	@¼

A]-s ∩�	zC

1898d7af.html CGI {íó� CGI {íLkAϕa⌡µC

default.html °A	�	
]�º��	AWebSEAL Lk�¿z�

nDC
500

¿�Σ�

HU�¿�i�≤�q� HTML �	Tº��C¿�iH�AΦí�NAϕ�i�Ω

TC

¿� í�

ERROR_CODE �	X��
C

ERROR_TEXT PTº¼²�	Xñ��÷�σrC

METHOD q���nD� HTTP ΦkC

URL q���nD� URLC

HOSTNAME �π�DqúW�C

HTTP_BASE °A	�≥ª�m HTTP URL http://host:tcpport/

HTTPS_BASE °A	�≥ª�m HTTPS URLGhttps://host:sslport/

REFERER ��nD��	��Y
� Unknown]pGS���	C

BACK_URL ��nD��	��Y
� /]pGS���	C

BACK_NAME pGnDñX{�	�YAh� BACK 
AY�X{hO HOMEC
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�15� WebSEALG�z¼�X�z

WebSEAL iH@�≥��W�í Web °A	�@�
X°A	AHK�ß���°

A	ú¡≈τ��v¡A�{íCWebSEAL �DnuIOαπX�O@ß���°

A	W�ΣL Web Ω�C WebSEAL ��u�z¼
Xv�NAπX�O@ Web Ω

�C

��]tG

v y�� WebSEAL @��z¼
X°A	z.

v �176��yA��z¼
Xz.

v �181��y�� junctioncp ��z�z¼
Xz.

v �187��y
�w	� SSL �z¼
Xz.

v �188��y�� Policy Director µ@nJ�MΦ�z.

v �191��yú¡≈τ�ΩT

X�°A	z.

v �194��yπX GSO P WebSEAL �µ@nJz.

v �196��y���z¼
Xz.

v �197��y∩≤Ot�°A	�� query_contentsz.

�� WebSEAL @��z¼�X°A�

Policy Director ú⌠⌠�¡≈τ�B�v��zA�{íCb Web ¼�⌠⌠ñAo

�A�{í�nO�e� WebSEAL °A	�úCe� WebSEAL °A	iO@�

≤ß���°A	� Web Ω�C

WebSEAL °A	Pß�°A	ºí�su���z
X�
XC��
X�X!

WebSEAL H�ß�°A	�ΩΘ Web 	íAH
mµ@��Φ Web 	íϕ�C

q��ú�D Web Ω��ΩΘ�mC WebSEAL �N�Φ URL �}α½¿ß�°

A	i
ⁿ�ΩΘ�}CziHN Web ½≤q°A	�
t@�°A	A�ú�vT

q��w}o�½≤�ΦíC

@�
X°A	AWebSEAL iH∩���nD⌡µ¡≈τ���v�dAMßANo

�nD�e�ß�°A	C
Xαú@�i�π�w	�⌠�AHe\tⁿ¡�B

¬����AH�¼A�zÑ\α--o�úOHzqΦí∩q���⌡µC ∩W�	í

���ñí�zi�f�z�C

jí���� Web °A	Lkwq�Φ Web W�	íC-ºAª��s��εOs


�ΩΘ�H��²�cC�z¼
XiHzqΦíwqW�	íAH-M���c

]�DΩΘ≈		M�� Web °A	�ú��²�cC

�z¼
Xi²z
�µ@nJ�MΦ�Cú
Ω���m�≤Aµ@nJtmi²

���uQ�@��lnJ�s�Ω�Cqß�°A	�⌠≤i@BnJnDA∩�

���ÑúOHzqΦí�BzC
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A��z¼�X

�z¼
XO�≤e� WebSEAL °A	H�ß���°A	ºí�@�ΩΘ TCP/IP

suCß�°A	iHOt@í WebSEAL °A	�≤Ot���°A	C ß���

{í Web 	í�b WebSEAL Web 	íñSOⁿw� 
XI]�ⁿI	s


WebSEAL °A	C

�z¼
Xi² WebSEAL Nϕß���°A	�úO@�A�{íCß�°A	∩

≤Σ½≤�nδK�s��εCϕªnDo��ε�Az�⌡µΣL�tmBJ�

∩ Policy Director w	A�{íí�≤Ot� Web 	íC

tm#T�AWebSEAL �O@ª�v�Ω�H�
X�°A	W�Ω�AΦkO⌡µ

p¡≈τ�B�v�f�º��w	A�{íC

�z¼
Xiú@��[�
A]NOH�ΦΦíN WebSEAL °A	�	íPß�

°A	� Web 	íX!CX@�°A	ºí�
X��P@�µWB�@���í

Web 	íAo∩≤����ÑOzq�L��C

�@� Web 	íi��t��z�∩≤��Ω���zCΣL�zΦ��uI]Ai

�π�Btⁿ¡�M¬����C
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�z¼
X∩≤⌠��i�π��ÑOD�½n�uπC
Xi²z��s
°A	

�$�⌠�ú	W[��DC

�z¼�X�⌠��i�π�

����z¼
X�
�@�i�π�⌠�Cϕ⌠���DW[�AziH�÷sW

ΣL�°A	�XR⌠��\αCziH��HU�z��sWB�°A	G

v QW[�eXR⌠�

v Q�s{s�eAHFtⁿ¡�Bó�
Γ�¬����\αC

�s�e� WebSEAL °A�

ß�°A	�
XΣ�O
&q@�e� WebSEAL °A	}lC�s�e�

WebSEAL °A	ib�Dqj��í��xútⁿ¡�C��{í]p Policy

Director eND � Cisco Local Director	tdBztⁿ¡�≈εC
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e��s]iH��xúK≤ó�\αCpG°A	]�Y��]ó�A�l��

�°A	�	≥ú∩�x�s�C�Q�¿�tⁿ¡��K≤ó�\αi��x�

��ú¬����C

�se� WebSEAL °A	�A�OϕΓ�÷ΣIG

v C@�°A	�]t@� Web 	í��C

v z��s���bßΩ�wHiµ�≥�¡≈τ�C

�n�AuPolicy Director v¡A�{ív����s�vΩ�wΩTC

Σ�ß�°A�

WebSEAL °A	�¡Bß�°A	� WebSEAL °A	Pß�°A	�XAúiHú

⌠��e�A�Cß�°A	��z¼
XΣ�i²zzL�[��e�Ω���

π⌠��jpC

C@� @�ß�°A	�
X��O�
X]�ⁿ	ICϕ�[�e�Ω���

D¿°�A����z¼
X�sWΣL�°A	Co�Ω��δΩjq≤Ot� Web

°A	�{�⌠⌠úF@��MΦ�C

U�í��z¼
Xp≤ú�@��Φ Web 	íCo� Web 	í∩≤����Ñ

Ozq�A�Be\�ñí��zC
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pPy�s�ß�°A	zñ�
�A�s�ß�°A	O
X��P�
XIC

�s�ß�°A�

pGnXRß�°A	tm�i�πS�AziH�sß�°A	C�s�e�°A

	iHo≥�A²�s�ß�°A	�]t�≤��ΦMv�� Web 	íC

WebSEAL �� “�úúL”]least-busy	�{tΓkA�¡��sº°A	í�tⁿC

ϕ°A	ϕ≈A�BA���½s��º°A	�A WebSEAL ]iH#TaK≤ó

�C

pGß���{í�nb����ñ	��P�¼AAziH��¼A
XC¼A


XiTOC@�Ñq@��$
P@�ß�°A	C��\�186��y	@¼A]-s ∩

�	zC
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���X�@���

ziH
�HU�
X�¼G

v Policy Director ∩≤Ot�; TCP su

v Policy Director ∩≤Ot�; SSL su

v Policy Director ∩����t�

HU�BJ��FNß���{í Web 	í
X� WebSEAL Web 	í�A�⌡

µ�@�G

1. Mwb WebSEAL Web 	íñ
X]�ⁿ	B�°A	�aΦC

2. MwTO⌠⌠��π�����w	°≤C

�ñ�s��ε

pnú�ñ�s��ε�G
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1. �� Policy Director junctioncp ��{íAbß�≤Ot���{í Web 	íH

�e� WebSEAL °A	ºí
�@��z¼
XC

2. NAϕ��h��]ACL	m≤
XIAHú∩ß�°A	��ñ�εC

δK�s��ε

pnú�K�s��ε�G

1. �� junctioncp ��{íAbß�≤Ot���{í Web 	íH�e� WebSEAL

°A	ºí
�@��z¼
XC

WebSEAL Lk��ε
�A�≤Ot���t�Cz��� query_contentsA
q WebSEAL �÷≤Ot��W�	íCo�Sϕ���{í�ws≤Ot�

Web 	íA�BN�c°i
 WebSEALC

2. N query_contents {í�s�≤Ot�°A	C

3. ��u�zD�xv�N�h��]ACL	��
�@� Web 	íñ�Aϕ½≤C

���z¼�X�ⁿ�

HUⁿ���F�z¼
X�WhG

v ziHbDn WebSEAL W�	íñ�⌠≤aΦsW�z¼
XC

v ziHb�P��ⁿI (
XI) 
Xh��s°A	C

v bP@
XI�ⁿ�h���°A	��≤P@�¼]TCP � SSL	C

v zúαsΩ≤Ot�°A	]pGPolicy Director - ≤Ot� - ≤Ot�	C

s��ε��zM�v

��w]ACell �z�bß∩≤π� Web 	íπ��π�vQAΣñ]A
X�°A

	C
X°A	��z�u���°A		@ Web 	íC �n�Ao��z�iHq

Cell �z��ú°A	��zM�vC

Policy Director �≤V�z¼
XAN ACL �
�≤Ot�°A	C

�� junctioncp 	�z�z¼�X

�� junctioncp ��{í�⌡µ���
X�z@�G

v 
�s�
XI

v sW°A	

XI

v q
XI�ú°A	

v Rú
XI

v π�
XIMµ

v π�
X��

junctioncp ��{íú@�µ�íⁿOú�A²z⌡µ
X@�C

b�� junctioncp ºeAz�H�z����¡≈nJw	Γ�CziHb UNIX

� Windows ⌠�ñ�� dce_loginC ziHb Windows ⌠�ñ�� netseat_loginC
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�� junctioncp ��{íA�B[W -e ∩�A�ⁿwzn⌡µ
X@��°A	]D
qúW�	C ���X{ junctioncp ⁿOú�C

�pG

UNIXG

#
# junctioncp -e server-name
junctioncp>

WindowsG

junctioncp -e <server-name>
junctioncp>

�� junctioncp ⁿO

HU�ⁿOiHM junctioncp @���G

ⁿO í�

create ��l°A	
�s�
XC

add sWB��°A	
{s�
XIC

remove q
XI�ú°A	C

delete �ú
XIC

list CX�°A	W���
XI

show π�
X��

help CX junctioncp ⁿOC

help command π�Sw junctioncp ⁿO���í�C

exit �⌠ junctioncp ��{íC

��\y��l°A	
�s�
Xzo�ⁿOH��÷∩��Q
C

��l°A���s��X

@�G
�s�
XIH�
X�l°A	C

ykG create -t type -h hostname options junction-point

�¼

Σñº@G

v tcp

v ssl

v local

�n�C wq
X��¼C ß�≤Ot�°A	��� tcpC

ϕz�� ssl ∩��Aw]� TCP ≡�q 80 �¿ 443C �

�\�187��y
�w	� SSL �z¼
XzC

∩�

TCP � SSL �X∩�

]ft�� -t tcp � -t ssl	

-2
jε��� SSL � 2 �Pß�°A	iµqHC

��\�187��y
�w	� SSL �z¼
XzC
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-b ba-value

Σñº@G

v fi lter]w]

	

v ignore

v supply

v gso

wq WebSEAL °A	p≤N¡≈τ�ΩT�e�ß�°A	C

��\�191��yú¡≈τ�ΩT

X�°A	zC

-c
N Policy Director q��¡≈íJ HTTP �YC

��\�186��yíJq��¡≈ΩT]-c ∩�	zC

-i
�P WebSEAL °A	N URL °�ú
�jpgC

��\�185��yΣ�ú
�jpg� URL]-i ∩�	zC

-h hostname
�n�C wq��ß�°A	�DqúW� (DNS)Cz]iH

úª� IP �}C

-p port
wqß�≤Ot�°A	� TCP ≡C TCP 
X�w]
O

80FSSL 
X�w]
O 443C

-q url

wq query_contents Script � URLC Policy Director �b

/cgi_bin/ �²ñMΣ query_contentsC ϕo��²úP�A
�� query_contents ��wg≤WA���o�∩��∩
WebSEAL ⁿX���s URLC

ϕz�≤Ot� Win32 °A	
��z¼
X�A���o�

-q ∩�C��\�199��yN�z¼
Xtm¿MΣd��

ezC

-s

ⁿw
X�Σ��¼A���{íC��w]A
XúO�¼A

�C

��\�186��y	@¼A]-s ∩�	zC

-T resource

wq GSO Ω��� ���{íΩ�W�CoO�n∩�AB

uαft -b gso ∩���C

��\�194��yπX GSO P WebSEAL �µ@nJzC

-v hostname wq°A	�Ω�DqúW�C

-w
wq Win32 ��t�Σ�C

��\�185��yúe\u�Wµí]-w ∩�	zC

��� DFS �X∩�]P -t dfs � local @���	

-d dir wq��í��t�]DFS	�
X����²CoO�n�C

junction-point

wqb WebSEAL W�	íñ
�
X��mC

sWB��°A��{s��X

@�GsWB��°A	{s�
XIC

ykG add -h hostname options junction-point

∩�
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TCP � SSL �X∩�

-i

�P WebSEAL °A	N URL °�ú
�jpgC

��\�185��yΣ�ú
�jpg� URL]-i ∩

�	zC

-h hostname
�n�C wq��ß�°A	DqúW� (DNS)C

z]iHúª� IP �}C

-p port
wqß�≤Ot�°A	� TCP ≡CTCP 
X�w

]
O 80FSSL 
X�w]
O 443C

-q url

wq query_contents Script � URLC Policy

Director �b /cgi_bin/ �²ñMΣ

query_contentsC ϕo��²úP�A��
query_contents ��wg≤WA���o�∩��
∩ WebSEAL ⁿX���s URLC

-v hostname wq°A	�Ω�DqúW�C

-w

wq Win32 ��t�Σ�C

��\�185��yúe\u�Wµí]-w ∩

�	zC

junction-point

sW°A	�o�{s�
XIC

��ΣL� junctioncp ⁿO

�182��y��l°A	
�s�
Xz H� �183��ysWB��°A	
{s

�
Xz Q
F junctioncp create M junctioncp add ⁿOCUϕCXFΣLi�
� junctioncp ⁿOG

ⁿO í�

remove

@�Gq
XI�úß�°A	C

ykG remove -i server-id junction-point

∩�G -i server-id

n�ú�°A	�¡≈C �� show ⁿO�P	Sw°A	� IDC

delete
@�G�ú
XIC

ykG delete junction-point

show
@�Gπ�
X��C

ykG show junction-point

list
@�GCX���
XC

ykG list

help
@�Gπ� junctioncp ⁿO�MµC

ykG help

help command
@�Gπ�Sw junctioncp ⁿO�ΩTA]Ai��∩�C

ykG help command
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exit
@�G�⌠ junctioncp ��{í�≡$@�t�ú�C

ykG exit

Σ�ú��jpg� URL]-i ∩��


X≤Ot�°A	�A�� -i ∩��ⁿw WebSEAL ún
� URL �jpgCo

ϕ�°A	bσR URL �Aú�
�jpgr
C��w]A°A	O
�jpg�C

÷Mjí�� HTTP °A	Σ� HTTP Wµ]wq URL O
�jpg�	AY�

HTTP °A	�N URL °�ú
�jpgC

�pAbú
�jpg�°A	WAziHNoΓ� URL °�P@� URLG

http://server/sales/index.htm
http://server/SALES/index.HTM

o�µ��n Policy Director N�P�s��ε]ACL	m≤Γ� URL WC��w]A

b��s��ε�A Policy Director �N URL °�
�jpgCϕ�� -i ∩�
X
Y�≤Ot�°A	�A WebSEAL �N�V�°A	� URL °�ú
�jpgC

úe\u�Wµí]-w ∩��

��uOn¡ε∩@�½≤ϕ�k�s��εCúe\���ñLw	≈ε�ß�C

WebSEAL ��� URL ñⁿw���⌠�Aw∩q��∩
X�ß�°A	�nD⌡

µw	�dC�≤ Win32 ��t�ús�°�W�Γ�úPΦkAo�w	�di

α���!≤C

�@�Φk{iπ��W]abcdefghijkl.txt	C�G�Φk���� 8.3 �WµíA

He\Vß�e�]abcdefx1.txt	C

junctioncp ⁿO� -w ∩�úe\ 8.3 �WµíC������W�u]8.3	µí�A

NLk�K°�WW�T� ACLC°A	�b⌠≤ΘJ�uµí�WWA�$@h 403

Tε�	C

Windows �N “foo.” �W
¿S���ºI� “foo” �WC-w ∩��q URL ñ�

�W�ú���IAMß'�NnD�e
ß�°A	CPolicy Director ≥ª ACL �

�dS���ºI��WC

�: -i ∩�ⁿX Win32 ú
�jpg��D]abced.txt = AbCdE.txt	C

d�G

b Windows NT 4.0 ñAUCo�Φí�is�� \Program Files\ibm corp\readme.txt

�G

1. \program files\ibm corp.\readme.txt

2. \program files\ibm corp\readme.txt

3. \prograx1\ibmx2\readmx3.txt

Wzd� 1 í� “ú
�jpg” ��GC-i∩�]�D -w ∩�	ⁿXo�vTC

d� 2 í� Windows NT p≤�ñF���XRIC
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d� 3 í� Windows NT p≤
�OWAHKPu��@�t� (DOS)v�eCOW

��Wñúα]t	µA�B��X 8.3 µíC

-w ∩�ⁿXd� 2 P 3 �í��τbw	�}C -w ∩��ⁿw Policy Director �

ñ���IC�∩�τⁿX Policy Director úe\s�u�W]τYbo�
X°A	

�nD URL ñ�� x r
	C


@¼A]-s ∩��

jí��� Web ���{í�≤VC@�q��Ñq@�ñ�t�@tC HTTP n

DA�	@@�¼AC�pA��o�¼A�⌡µHUU�G

v zL CGI {í�ú��Ω�ΘJϕµñ�µ�A�l�����i�C

v b⌡µ@tCΩ�wd��A	@����WUσC

v ϕ���H≈s²�∩�n	R����A	@uW	½x«��{íñ���M

µ

pP⌠≤°A	@�AziH�s⌡µ Web ��{í�°A	AHzLⁿJ@�
≤

�Wi�αC Policy Director °A	iHú�z¼
X
o��s�°A	Cb�í

�UAª�Twq��Ñq@�ñ�t�	ínDú�α��#T�°A	CP

�A��ⁿJ¡�WhAª�Tw���nDú��e��s�°A	ºíC

��w]APolicy Director ���NnD�e���i���s°A	A�¡�°A	

tⁿCPolicy Director �� “�úúL” tΓkC

pnm½�tⁿ¡�A�
�¼A
XA��� junctioncp ⁿOP -s ∩�C¼A

XiTObπ�Ñq@��íq��nD�α��P@°A	ñC

íJq��¡≈ΩT]-c ∩��

-c ∩�i²zN Policy Director Sw�q��¡≈�s�¿¡≈ΩTíJ HTTP n

D��YC HTTP nD���O
X�≤Ot�°A	C Policy Director Sw� HTTP

�Yi²�≤
X≤Ot�°A	W���{í⌡µ���Sw��@C���Sw

��@O��q��� Policy Director ¡≈C

z�N HTTP �YΩTα½¿⌠���µíAHß�°A	W�A�{í��C�

�N���sr�]-	½¿�u]_	A�brΩ}Yºe�[ “HTTP”AHKN�YΩ

Tα½¿ CGI ⌠���µíCHTTP �Y�
�¿�s⌠����
C

Policy Director Sw� HTTP �Y��]AG

Policy Director S

w� HTTP �Y

CGI ⌠
��µí í�

iv-user HTTP_IV_USER q���W�CpGq���g¡≈τ�

]ú�	Ahw]
�

UnauthenticatedC

iv-groups HTTP_IV_GROUPS q�����s�MµCoO�H	µ�

}�����¿C
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iv-creds HTTP_IV_CREDS Nϕ Policy Director ��ºwsX�úz

�Ω��cCPuPolicy Director v¡

APIv@���C��í���\ Policy

Director {í]p���ΓUC

HTTP �Y��i² CGI {í@�⌠��� HTTP_IV_USERB HTTP_IV_GROUP M

HTTP_IV_CREDS ��CYOΣL���t�tmú�A��\ú�σ≤AH�oq

HTTP nD���Y�ⁿ�C

��w�� SSL �z¼�X

WebSEAL Σ��≤ WebSEAL Mß�°A	ºí��� TCP]HTTP	�w	�

SSL]HTTPS	
XC SSL 
X\αM TCP 
X�	�PAΣ�[�
b≤ WebSEAL

Mß�°A	ºí���qHúO[K�C

U�Nϕúw	� TCP (HTTP) 
XC

U�Nϕw	� SSL]HTTPS	
XC

WebSEAL Mß�°A	ºí�
XOW�≤q��M WebSEAL °A	ºí�su�

¼]�Σw	h�	º�C

SSL 
Xie\w	��I∩�IBs²	∩��{í�µ÷C�� SSL �O@�q

��� WebSEALAH�� WebSEAL �ß�°A	�qHC
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tmw�� SSL �X

SSL �z¼
X\α�nDß� Web °A	��� HTTPSC

ziH�� junctioncp ��{í�
��z¼
XC �181��y�� junctioncp �

�z�z¼
Xzí�F junctioncp ��{í���C

pGn
�w	� SSL 
XH�sW�l°A	A��� junctioncp create ⁿOC
HUd�í�F�� create ⁿO�
�w	� SSL 
X�ykG

junctioncp> create -t ssl [-2] -h hostname [-p port] junction-point

-2 ∩�ijε Policy Director ��� SSL �� 2 �Mß�°A	iµqHC

q� Policy Director ���≤w SSL qH≤w]�� 2 � 3	���C Policy Director

��F -2 ∩�A]�Y� IIS °A	b≤� SSL �� 3 �����P Policy

Director ó�Co�o�í��A�ⁿN�ó�Cjε���� 2 Yi�Mo��DC

�° SSL �X�d�

�� SSL qH≤wA�≤
XI /sales �
XDqú sales.ibm.comG

create -t ssl -h sales.ibm.com /sales

��� SSL �� 2 qH≤wA�≤
XI /admin �
XDqú admin.ibm.comG

create -t ssl -2 -h admin.ibm.com /admin

�: bHWΓ�d�ñA-t ssl ∩�ⁿwFw]≡ 443C

�� SSL qH≤wA�≤
XI /travelA≡ 4343 �
XDqú travel_svrG

create -t ssl -p 4343 -h travel_svr /travel

�� Policy Director µ@nJ�MΦ�

ϕzMΣß�°A	W�ⁿO@Ω��AnD��Ω��q��iα�⌡µh½n

JCh½nJ]AnJ WebSEAL °A	@�AH�nJC@�ß�°A	U@�CC

@�nJúiα�núP�nJ¡≈C
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ziH��µ@nJ≈ε��M�z�	@h½nJ¡≈��DCú
Ω���m�

≤Aµ@nJ�MΦ�i²���uQ�@��lnJ�s�Ω�Cqß�°A	�

⌠≤i@BnJnDA∩����ÑúOHzqΦí�BzC

btm Policy Director µ@nJ≈ε�A⌠⌠w	�z��⌡µT�½nMªG

1. ß�°A	O��n¡≈τ�ΩTH

WebSEAL �� HTTP ≥�¡≈τ��Y���¡≈τ�ΩTC

2. pGß�°A	�n¡≈τ�ΩTAo�ΩT��≤BH]WebSEAL N��ΩTm

≤ HTTP �YñH	

3. WebSEAL Mß�°A	ºí�suO��nO@H]TCP 
X� SSL 
XH	

HUU�í�Y�σ¼� WebSEAL µ@nJtmC

ß�°A�ú�n¡≈τ�

ϕß�°A	ú�n¡≈τ�ΩT�AhHU°≤¿�G

v zú�nN WebSEAL tm¿≤V
XH�e¡≈τ�ΩTC

v zuαzL WebSEAL �s�ß�°A	C

v WebSEAL �N����ß�°A	�Bz¡≈τ�C

v �n�A#�@�Sϕ∩�iN���¡≈ΩT�e�ß�°A	AHiµi@B

��v�@C�Sϕ∩�� junctioncp ��{íñ� -c ∩�C

��\�193��yL¡≈τ�ΩTzC

�n�¼¡≈τ��ß�°A�

ϕß�°A	t��Σ���¼¡≈τ�≈ε�AhHU°≤¿�G

v z�tm WebSEAL HúAϕ�¡≈τ�ΩT
ß�°A	C

v ¡≈τ�ΩT�iα��p GSO o��≈εC

��\�194��yπX GSO P WebSEAL �µ@nJzC

v �≤ Policy Director �≤V
X��e�P�¡≈τ�ΩT]���W�MKX	A


X�w	�OD�½n�C]�APolicy Director 
��� SSL 
XC

�15� WebSEALG�z¼
X�z 189



Policy Director µ@nJ

ϕß�°A	�n¡≈τ�ΩT�AhHU°≤¿�G

v z�tm WebSEALAN�lq��nDñ�t����W�MKXú
ß�°

A	C

v ß�°A	�A� HTTP ≥�¡≈τ�]BA	�Yñ�ú� Policy Director ¡

≈�KXC]�AWebSEAL �ß�°A	�π�PB�����n²C

v �≤ Policy Director �≤V
X��e�P�¡≈τ�ΩT]���W�MKX	A


X�w	�OD�½n�C Policy Director 
��� SSL 
XC

��\�192��y�l�q�� BA �YΩTzC

�¡� Policy Director µ@nJ

zi���¡� Policy Director µ@nJΦíFbµ@nJñAHTTP BA �YúF

Policy Director ¡≈]���W�	CP�τúRABP��KXC��ípAXC

@������{í���Co��MΦ�iα�nBA]�ªú�n�≥�KX�

zC²OHU�°≤sbG

v z�tm WebSEALAN�lq��nDñ�t����W�H�P�]Ω�	K

Xú
ß�°A	C

v b iv.conf tm�ñtmΩ�KXC
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v ß�°A	�αz� HTTP BA �Yñú� Policy Director ¡≈C]�A

WebSEAL �ß�°A	�π�PB��bßn²C

v �≤ Policy Director �≤V
X��e�P�¡≈τ�ΩT]���W�MKX	A


X�w	�OD�½n�C Policy Director 
��� SSL 
XC

��\yPolicy Director ¡≈�P�KXzC

ú¡≈τ�ΩT��X�°A�

N¡≈τ�ΩTq WebSEAL �
ß�°A	�ípiα�hC���z�Az�P

	O�nN HTTP ≥�¡≈τ��Yñ�¡≈τ�ΩT�e
ß�°A	C

o�¡≈τ�ΩT����≤H

iµq��� WebSEAL ºí��l¡≈τ�ºßA WebSEAL �
m@�s�≥�

¡≈τ��YCnD���o�s��Y�≤V
X�ß�°A	Cz�� junctioncp
��{í�ú�∩��ⁿwo�s��Yñnú��¡≈τ�ΩTC

z��Rz�⌠⌠tmH�w	�DAMßMw���YΩT]pG���	�

≤V
XC

Policy Director ¡≈�P�KX

junctioncp ∩�G-b supply

�∩�ⁿ� WebSEAL úgw� Policy Director ���W�]q����l¡≈	

PP�]Ω�	KXCo�Ω�ú����l�q��KXC
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o�Ω���]ß�°A	�∩ Policy Director �¡≈nD¡≈τ�C��Nq���

��∩M�w� Policy Director ���A Policy Director iH�zß�°A	�¡

≈τ�CP�APolicy Director τúµ��Γ�¼Bµ@nJ�MΦ�C

¡εG

Policy Director b���nDñ���P�Ω�KXF������bß�n²ñú�

�P�KXCpGq��@w�gL WebSEAL �s�
X�°A	Ao�w�Nú�

X{⌠≤w	�DC

P�KXiH�hKX�zA�BΣ�HC@���]per-user	�≥ª���{íC

iv.conf tm�ñ� basic_auth_passwd ���H]wΩ�KXC

basic_auth_passwd = password

�≤o�Ω�S�KXh��w	�Aß�°A	�⌠taH⌠ WebSEAL �τ�q

���Xk�C

°A	]�A� Policy Director ¡≈'α
ⁿªC]�Aß�°A	n²P WebSEAL

n²�PB�C

��@P�Ω�KX�ú��ß�°A	ú⌠≤≥ª������W�nJ�q�

�ºXk�C ]�Az]�HΩΘΦíO@ß�°A	A�εΣLiα�s�C

�l�q�� BA �YΩT

junctioncp ∩�G-b ignore

�∩�ⁿ� WebSEAL �ñq��ú�≥�¡≈τ� (BA) �YCo�∩�ⁿ�

WebSEAL bú�∩�ípUAN�Yα��≤Ot�°A	CWebSEAL °A	Wú

�⌡µ⌠≤nJC

o�Ω�A�≤�XHU°≤�ß�°A	G

v Σ�≥�¡≈τ�

v �tm¿�� Policy Director w	S�

v �	@q���ú�KX
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WebSEAL �N�l�q��nD�
�e�ß�°A	A�ú�[HzAC

ß�°A	�N≥�¡≈τ�d��$
q��Cq��$H���W��KXΩ

TA� WebSEAL °A	utd���ú[H�∩C

oúOu#�µ@nJ≈ε -- ²≤T5aíAOzq WebSEAL ��
nJ≤Ot�

°A	C

�N:
ϕq��wg�� SSL]≥�¡≈τ��∩ WebSEAL iµ¡≈τ�ßAo�∩�L

kB@Cb�íUA≥�¡≈τ��Y�Q	ú]pPb -b filter ∩�ñ�AMßA

≤Viα�úw���X��eC

pGß�°A	��≥�¡≈τ�Aª�N�J��D�$
q��CM�Aq��

��$�≥�¡≈τ�ΩTN�A�Q�úC]�AnD<�ú�ΦFß�°A	C

L¡≈τ�ΩT

junctioncp ∩�G-b filter

o�∩��ⁿ� WebSEAL bNnDα��ß�°A	ºeAq��q��nD�ú	

í�≥�¡≈τ��YC WebSEAL �¿�µ@�w	ú�CϕzDß�°A	ú

�n≥�¡≈τ��Ai��o�∩�C

ziHNo�∩�M -c ∩�X!AHKN Policy Director q��¡≈ΩTíJ HTTP

�YC��\�186��yíJq��¡≈ΩT]-c ∩�	zC
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�� GSO ����W�MKX

junctioncp ∩�G-b gso

o�∩��ⁿ� WebSEAL Nq GSO �o�¡≈τ�ΩT]���W�MKX	ú


ß�°A	Cϕz∩≤ WebSEAL Mß�°A	�w	�P���AKA�o�Ω

�Cß�°A	��{í]�n WebSEAL n²ñ�]t�ΣL���W�MKXC

yπX GSO P WebSEAL �µ@nJz�÷≤o�≈ε��πí�C

πX GSO P WebSEAL �µ@nJ

Policy Director i��πX IBM Global Sign-on]GSO	�Σ�≤πu��µ@nJ�

MΦ�CIBM Global Sign-On O IBM SecureWay �N�Σñ@�
≤C X!

WebSEAL � GSO iú@��π�µ@nJ Web �MΦ�A�Bπ�Ω�[KB

¬�����i�π�ÑB�nBC

U�í�πX WebSEAL P GSO ���ß���{íΩ�������W�MKXC

1. q��∩ WebSEAL iµ¡≈τ�A�BnDs�ß�°A	W���{íΩ�C

����o Policy Director ¡≈C

�: µ@nJ{�OW�≤�l¡≈τ�Φkº�C

2. WebSEAL �N Policy Director ¡≈�
 GSOC

3. GSO ��$AX�������W�MKXAH��nD���{íΩ�C

4. WebSEAL �N���W�MKXΩTíJnD� HTTP ≥�¡≈τ��YC

WebSEAL �µg
XANnD�e�ß�°A	C
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� GSO �o¡≈τ�ΩT

HUd�í� GSO p≤ú¡≈τ�ΩT
 WebSEALC��� Michael Q⌡µ

travel-app ��{íΩ�A WebSEAL V GSO ���÷ Michael �¡≈τ�ΩTC

GSO 	@@��π�¡≈τ�ΩTΩ�wAΣ�í�w∩Sw¡≈τ�ΩT�Ω�∩

MC��{íΩ�H����W�MKXX!�∩M�� GSO Ω���Czuα�n

²����
� GSO Ω���C

GSO t� Michael �SwΩ���ABN “travel-app” Ω�∩M
Sw����W�

PKX�XC

Uϕí� GSO Ω�Ω�w��cG

Michael

resource: travel-app
username=mike
password=123

resource: payroll-app
username=powell
password=456

Paul

resource: travel-app
username=bundy
password=abc

resource: payroll-app
username=jensen
password=xyz

b��ñAGSO �$���W� mike PKX 123 
 WebSEALCWebSEAL b≤V


X�e�nDñ
c HTTP ≥�¡≈τ��Y�A���o�ΩTC

tm�� GSO ��z¼�X

ziN WebSEAL tm¿b WebSEAL Pß���°A	í��z¼
XWΣ� GSOC

pGn
��� GSO �
XA��� junctioncp create ⁿOH� -b gso ∩�C
HUd�í�F create ⁿO�ykG

create -t tcp -h hostname -b gso -T resource jct-point

UϕCX]w GSO �z¼
X�∩�G

∩� í�

-b gso ⁿw GSO �����≤Vo�
X�nDú¡≈τ�ΩTC

-T resource
ⁿw��{íΩ��W�C@�o�∩����Ω�W��M GSO Ω

�wñ�CX�Ω�W��	��C GSO 
X����∩�C

pPb�187��y
�w	� SSL �z¼
Xzñ�ú�AziHzL SSLA�

WebSEAL M GSO �MΦ�ñ���
X≤w	C
�
X�A�� -t ssl ∩��O
@
XC

���N SSL 
XM GSO @���AHTO GSO Ω��� M��Ω��[KC

�� GSO �z¼�X�d�G

N “sales_svr” DqúW� “travel-app” ��{íΩ�P “/sales” 
XI
XG

create -t tcp -b gso -T travel-app -h sales_svr /sales

N “adm_svr” DqúW� “payroll-app” ��{íΩ�AP “/admin” 
XI
XA��

� SSL �n
X�w	�G
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create -t ssl -b gso -T payroll-app -h adm_svr /admin

�: bWzd�ñA-t ssl ∩�ⁿwFw]≡ 443C

���z¼�X

C@� @�ß�°A	�
X��O�
X]�ⁿ	ICH�∩Σª�e��D

PΩ��XiAzi���z¼
X�W[≤h�°A	C

���z¼
X��÷{�pUG

v yb�P�
X�ⁿh½°A	z.

v yzL
X�°A	�Lo URLz.

v �197��y�ε CGI Bz]x \iv	z

b�P��X�ⁿh½°A�

ziHb�P
XI�ⁿh��s�°A	CP@�
XIWiH�ⁿ⌠≤���°

A	C

�ⁿbP@�
XIW���°A	ú�O��]ΦM� Web 	í	A�B��

��P�qH≤w--HTTP � HTTPSC�4b�P�
XIW�ⁿúP�°A	C

qDn Policy Director °A	 Web 	íAs��≤
X°A	���Cz��iHs

�o���]ϕMA�°\iv�w	A�X{������@PC���Aϕz

Σú�������≤�ANϕ� Policy Director �#T�s���C

��dσ≤wsbA�BΓ��s�°A	ñ�σ≤≡¼�cO�	�P�C

zL�X�°A��Lo URL

u�b¼��σ≤]
X°A	�e	�≤ MIME �¼ “text” � “html” �A'�[

HLoC

WebSEAL i�≤�Γ� URL �G�∩ (Absolute) PDqú�∩ (Host Relative)C

�∩≤Dqú� URL
�∩≤Dqú� URL Oⁿ�∩≤
X°A	ºσ≤��²� URI �mA�

pG

/dir/file.html

�≤o� URL H-MX
X°A	�
XIC�pG

/jct/dir/file.html


∩ URL
u�∩ URLvOⁿ@��∩ HOST W�� IP �}� URI �m�[⌠⌠≡C

�pG

http://servername[:port]/file.html

�G

https://servername[:port]/file.html
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ziH��HUWh��≤o� URLG

1. ϕ URL O HTTPA�Dqú�≡�X TCP 
X�°A	A URL �∩�H-M


XIC�pG

/jct/...

2. ϕ URL O HTTPSA�Dqú�≡�X SSL 
X�°A	A URL �∩�H-M


XIC�pG

jct...

3. u�wq≤ iv.conf tm�ñºuTAG - ��v∩� URL '�[HLoC

4. ���Lo META ��H�snDC�pG

META HTTP-EQUIV="Refresh" CONTENT="5;URL=http://server/url"

5. pG BASE ��t� HREF ��Ah∩q���$���ú��C

iv.conf tm�� [url-filter] q¿]tFzL
X°A	�Lo URL ���C

[url-filter] q¿]t HTML ���MµC WebSEAL °A	�Lo��≤o��

�AH�πzL�
X°A	�o��∩ URLC

��w]APolicy Director �tm����� HTML ��C�z�iα�nsWt�

URL �ΣL HTML ��C

�ε CGI Bz]x \iv�

Policy Director �⌡µ (x) \ivb
Xí�LNqCzúαH x \iv��ε CGI

Script �BzC WebSEAL S�⌠≤ΦkiH#TaP	�≤ß�°A	W�nD½≤

O CGI {í��@δ HTTP ½≤Cg�
Xs�½≤]]A CGI {í	A��O�

�¬� (r) \iv��εC

∩≤Ot�°A��� query_contents

zi�� Policy Director w	A�{íA�O@≤Ot���{í Web 	í�Ω�C

pGno≥�Az�� WebSEAL ú≤Ot� Web 	í��e�÷ΩTC

@��� query_contents � CGI {íúFo�ΩTC query_contents {í�
jM≤Ot� Web 	í��eA�Búo�wsΩT
 WebSEAL W�u�zD�

xvCo�{í]tb WebSEAL w�ñA²Oz�HΓ�ΦíN{íw��≤Ot

�°A	WC{í��¼��h�A�°zN≤Ot�°A	m≤ UNIX � Windows

W�wC

u�zD�xv�u½≤	ív�z{íiH��⌡µ query_contentsCunⁿO@
½≤	íí≈]Nϕ
X	i}≤u½≤	ív�ze�ñA��z{íY�⌡µ

query_contentsC{buD�xvwgD≤Ot���{í	í��eAziHπ�

o�ΩTA�BN�h�����Aϕ�½≤C

w� query_contents

bw� query_contents �L{ñA�N Policy Director °A	ñ�@�h����

s�≤Ot�°A	ñA�sΦtm�C
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HU� Policy Director �²]t@�{í��G

UNIXG root-directory/www/lib/query_contents

WindowsG root-directory\www\lib\query_contents

�²�e]AG

�� í�

query_contents.exe
Win32 t��Dni⌡µ{íCª��w��≤Ot� Web °

A	� cgi-bin �²ñC

query_contents.sh
UNIX t��Dni⌡µ{íCª��w��≤Ot� Web °

A	� cgi-bin �²ñC

query_contents.c
�l{íXCú�lXO]�ziα�n�≤

query_contents �µ�Cbjí��í�UAoOú�n�C

query_contents.html HTML µí�í��C

query_contents.cfg ⁿX Web °A	ºσ≤��²�d�tm�C

w� query_contents �≤Ot� UNIX °A�

bHU��²ñΣXⁿW� query_contents.sh � Shell ScriptG

UNIXG install-dir/www/lib/query_contents

pnN query_contents ��{íw�≤≤Ot� UNIX °A	ñ��G

1. N query_contents.sh �s�≤Ot� Web °A	i@�� /cgi-bin �²C

2. �ú .sh ��WC

3. ��� Web °A	����]w UNIX “execute” �
C

w� query_contents �≤Ot� Win32 °A�

bHU��²ñΣXⁿW� q u e r y _ c o n t e n t s . e x e �i⌡µ{íH�ⁿW�

query_contents.cfg �tm�G

WindowsG install-dir\www\lib\query_contents

pnN query_contents ��{íw�≤≤Ot� Win32 °A	ñ��G

1. Tw≤Ot� Web °A	w#Ttm@� CGI �²C

2. Tw≤Ot� Web °A	�σ≤��²ñ�@≈���σ≤sbC

3. N query_contents.exe �s�≤Ot� Web °A	� CGI �²ñC

4. N query_contents.cfg �s� Windows �²ñC

Uϕπ�Fo��²�w]
G

@�t� Windows �²

Windows 95 c:\windows

Windows NT 3.5x c:\winnt35

Windows NT 4.x c:\winnt

5. sΦ query_contents.cfg �AH#Tⁿw≤Ot� Web °A	�σ≤��²C
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���et� Microsoft Internet Information Server™ H� Netscape® FastTrack °

A	�d���Co���ñH��] ;	@�}Y�{íµ�í�A

query_contents {í��ñªC

��tm

n�tm��G

1. b Win32 °A	ñA�≤
�t query_contents {í��²C

2. q Win32 °A	� DOS ú�ñA⌡µUC{íG

query_contents dirlist=/

z���
��ⁿHU�ΘXG

100
index.html
cgi-bin//
pics//

�r 100 �ⁿX�Q�¿��$¼AC�½n�Oε
�r 100 O�@�]�\O

 @�	
C

ϕz
��	X�Aϕ�tm�úb#T��mA��út���σ≤���C�

�d query_contents.cfg ��tmA�Twσ≤��²sbC

3. qs²	ñAΘJHU� URLG

http://Win32 machine name/cgi-bin/query_contents.exe?dirlist=/

�ⁿO���$Pe@BJ�P��GCpúO�$��GAz Web °A	� CGI

tmNú#TC��\°A	�σ≤�≤#�DC

N�z¼�Xtm¿MΣd��e

ziH� query_contents script wq URLC Policy Director �b /cgi_bin/ �²ñ

MΣ query_contentsCϕo��²úP�A�� query_contents ��w≤W�A�
��o�∩�N����s URL i WebSEALC

pGz�≤Ot� Win32 °A	
��z¼
XA��� junctioncp ⁿOP -q ∩
�G

junctioncp> create -t tcp -h hostname -q /cgi-bin/query_contents.exe /jct_mount_point

�÷�� junctioncp ⁿO∩��Kní�A��\�182��y��l°A	
�s�


XzC

⌡µ query_contents

query_contents i�$ URL nDñº�²��eC�pApGn�o°A	 Web 	

í���²�eAs²	�bHUo�� URL W⌡µ query_contentsG

http://third-party-server/cgi-bin/query_contents?dirlist=/

query_contents Script �⌡µHU�@G

1. ¬� $SERVER_SOFTWARE]@���� CGI ⌠���	AHMw°A	�¼C
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Policy Director ��� Web °A	�¼AN�� $DOCROOTDIR ]w�σ¼�σ

≤��²�mC

2. q�nD� URL ¬�⌠��� $QUERY_STRINGAH�onD�@��½≤⌠�C

�� $OPERATION �xs@�
A� $OBJPATH �xs∩�⌠�Cb��ñA

$OPERATION � dirlistA $OBJPATH � “ / ”C

3. b½≤⌠�W⌡µ�²Cϕ]ls	A�BN�Gm≤��ΘXAH Policy Director

°A	��CNϕl�²���Σß�[W@���u (//)C

σ¼�ΘXpUG

100
index.html
cgi-bin//
pics//

�r 100 �ⁿX�Q�¿��$¼AC

�q query_contents

pGn�z�°A	�q query_contentsAziα�n�≤σ≤��²�]wC

pG query_contents �$�	¼A]100 H���r	A�BS�CX⌠≤��A�

�d ScriptC�n�A��≤ $DOCROOTDIR ��AH�Xz°A	�tmC

pGzⁿwF#T�σ≤��²A� Script #Mó�Ah cgi-bin �m�ⁿwiαú#

TC��d $FULLOBJPATH ��A�B�≤ⁿw
ª�
AH-M#T� cgi-bin �

mC

ΣL\α

query_contents {í (query_contents.c) ��lX�H Policy Director @��eC

ziHbo�{íñ[JΣL\αAHΣ�Y�≤Ot� Web °A	�SϕS�Co

�S�]AG

1. �²∩M--úbσ≤��²U���²�∩M� Web 	íC

2. ú��DH��t��≥ª� Web 	íC

oiαOw∩HΩ�w�D�� Web °A	C
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�16� WebSEALG��{íπX

WebSEAL Σ�zL����A URL \α�πX≤Ot���{íC WebSEAL iX

R⌠���� HTTP �Y�d≥A²≤Ot���{í⌡µ≥≤q��¡≈�@�C�

�AWebSEAL iú∩�A URL]�pAt�d�σr	�s��εC

��]AG

v yΣ� CGI {í]pzb��

v �202��yΣ�ß�°A	����{íz.

v �202��yú∩�A URL �s��εz.

v �205��y�A URL �í�GTravel Kingdomz.

Σ� CGI {í]p

�FΣ� CGI {í]pAWebSEAL b��� CGI ���ñ[JT�B��⌠��

�C CGI ��{íi��b�� WebSEAL °A	�
X�ß�°A	W�⌡µ�o

�⌠���C��N Policy Director Sw����Bs����ΩTú
 CGI ��

{íC

b��� WebSEAL °A	WAúXnD�q��� Policy Director ��ΩTi�


ú�o�⌠���C

⌡µ≤
Xº≤Ot�°A	W� CGI ��{í���⌠���AOq HTTP �YΩ

Tñú�C WebSEAL �N HTTP �YΩT�e
°A	Cz��� junctioncp -c
∩��
�
XC ºßA
X�N Policy Director Sw�YΩTíJ� HTTP nDñA

MßNo� HTTP nDe�ß�°A	C

��\�186��yíJq��¡≈ΩT]-c ∩�	zC

ΣL� Policy Director Sw⌠
��

HUOΣª� Policy Director Sw CGI ⌠���µíG

CGI ⌠
��µí í�

HTTP_IV_USER nD{í� Policy Director ���bßW�C

HTTP_IV_GROUPS
nD{í��� Policy Director s�CH���AϕA�BHr�

j}s�W��MµC

HTTP_IV_CREDS

Nϕ Policy Director ���wsXúz�Ω��cCú��
�

�°A	A�ñíh���{íiH��uv¡ APIv�Isuv

¡A�{ívC��\ Policy Director {í]p���ΓUC

�� WebSEAL °A�ñ� REMOTE_USER ��

b WebSEAL ��ε���°A	⌠�ñAHTTP_IV_USER ��
Oú@����

REMOTE_USER ��
C��NAREMOTE_USER ��]iHX{b≤
X�ß�°

A	W⌡µ� CGI {í�⌠�ñCM�Abo�ípUA WebSEAL ú��εª�
C
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CGI ⌠
��µí í�

REMOTE_USER ]tP HTTP_IV_USER µ��P�
C

Σ�ß�°A�����{í

WebSEAL ]Σ�@�ß� Web °A	�t
≤�⌡µ�i⌡µXC��°A	�i

⌡µX�d�]AG

v Java Servlet

v Oracle Web Listener �dX

v °A	����{í

zi�� junctioncp ��{íñ� -c ∩�A
�Pß�°A	í�
XC
�A
WebSEAL �N Policy Director Swq��¡≈Ps�¿ΩTíJ� HTTP nD�

�YñAMßNo� HTTP nDe
�°A	C

��\�186��yíJq��¡≈ΩT]-c ∩�	zC

Policy Director Sw� HTTP �Yi²�≤
X�B≤Ot�°A	W���{í⌡µ

���Sw��@]≥≤q��� Policy Director ¡≈	C

WebSEAL úHU� Policy Director Sw HTTP �YΩTG

Policy Director Sw

� HTTP �Y

í�

iv-user
q���W�CpGq���g¡≈τ�]ú�	Ahw]
�

“Unauthenticated”C

iv-groups
q�����s�MµC�H���AϕB�BHr�j}�s�W

�Mµ��¿C

iv-creds

Nϕ Policy Director ���wsXúz�Ω��cCú��
��

°A	A�ñíh���{íiH��uv¡ APIv�Isuv¡A

�{ívC��\Policy Director {í]p���ΓUC

HTTP �Y��i² CGI {í@�⌠��� HTTP_IV_USERB HTTP_IV_GROUP M

HTTP_IV_CREDS ��CYOΣLD CGI ���t�tmA��\�÷�ú�σ≤A

H�oq HTTP nD���Y�ⁿ�C

ú∩�A URL �s��ε

{µ� Web ⌠�i²����Ys��t�≤�ΩTC\h Web ��{í�H�A

Φíú�u�@Ω�w�	v]URL	�$�C@����nDCo��A URL iα

u�sb@q�u��íC¿�ª�u��S�A�A URL #M�njj�O@AH

KD�úϕ����s�C

A��A URL

Y���°� Web ��{íuπ����� Web s²	AzL Web °A	� CGI

���P��°A	qHC
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o�uπ���A URL H�⌠��Mϕ
≤AN�nD�@�]�Σ��
	i�

�°A	C�A URL �N��� URL �}XjA[JSw@���÷ΩT�Σ��


C URL �d�rΩí�iN@�B��M
ú
 Web ��{í��C

N ACL W�
í½≤∩M��A URL

WebSEAL ��ⁿO@�½≤W�	í�íP�h�� (ACL) �O@�Aú�� URL

]pΩ�wnDú��o� URL	CM�v{���@B�PAC@�∩ WebSEAL �

nDú��R¿Sw�W�	í½≤C��
W�	í½≤� ACL �ⁿX∩M
�½

≤����A URL ��n�O@C

�≤�A URL uO��sbAzúiαbw²tm��v�hΩ�wñ��ª���

�C WebSEAL �Mo��D�ΦkOú@�≈εAN\h�A URL ∩M
µ@B

RA�ⁿO@½≤C

σr�ñt�u½≤ -> W�	ív�∩M¼íC

UNIXG /opt/intraverse/www/lib/dynurl.conf

WindowsG C:\Program Files\IBM\Policy Director\www\lib\dynurl.conf

sΦo�����≤o�∩MCz�
�o���Fw]
S�o���C��ñ

���µípUG

object pattern

WebSEAL �� UNIX Shell ¼�]]AU�r
	�l�AHwqbW�	íñ�¿

@�½≤����C WebSEAL �N���Xo�����A URL ∩M
�½≤C

WebSEAL Σ�HU� UNIX Shell ¼���r
G

r� í�

\ -�uß��r
OSϕ���@í�C�pA� TAB r
C

? �Xµ@r
�U�r
C�pAabcde rΩ�X ab?de ϕ�íC

* �Xs��≤hr
�U�r
C

[ ]
wq⌠≤r
íi���r
�C�pAabcde rΩ�X ab[cty]de #Wϕ�

íC

| ⁿX-�C�pAϕ�í |[ab] �X ″a″ � ″b″ r
H��⌠≤��C

HUd�í�⌡µH�lBd\��A URL µíG

http://server-name/home-bank/owa/acct.bal?acc=account-number

Nϕo��A URL �W�	í½≤�HUCΦíX{G

http://<server-name>/home-bank/owa/acct.bal?acc=*
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p	�d��ñ��A URLAzio{ªí�F@�Sw�b�CW�	í½≤b

home-bank �bßlBAπ�X ACL \ivA�≤��bßCª�A�≤��bßA

]�����ß@í�]acc=*	��P�U�r
Aß�P���r
��C

��í�@�∩M�SwⁿO@W�	í½≤�Sw�A URL ��πΩ�--o�d�S

���⌠≤U�r
G

��A URL ≤s WebSEAL

�� dynurlcp ��{íAN WebSEAL ⁿO@�½≤W�	í≤s¿ dynurl.conf t

m�ñ���Cz��� dce_login �nJw	Γ�C

pn�� dynurlcp ��{íH≤s WebSEAL ⁿO@�½≤W�	í��G

1. b dynurl.conf tm�ñ
�BsΦ�Rú�A URL ��C

2. s@�≤ßA�� dynurlcp ��{í�≤s°A	G

dynurlcp -e /.:/subsys/intraverse/secmgr/server/ host update

�RW�
íñ��A URL

N�A URL �R¿W�	í½≤O�� dynurl.conf tm�ñ������wC

bN�A URL ∩M�W�	í���A��y dynurl.conf tm�ñ�∩MMµC

��Oq���y���A��o{�@����¼��εC

o{�@�������AWebSEAL ��∩��W�	í���iµß≥�v�dC

Σú�������AWebSEAL �� URL �¡AAεh⌠�� http://server í�C

N∩���π¡ε�º ACL �∩MO�bMµ��C�pA�yPΓ{�]�≤PΓ

qµ��{í	Q¡ε�¬��s�CM�A������úαs�Σl�PΓqµ

��{íC]�A∩M����pUϕ��G

W�
í�� URL ¼�

/ows/sales/bksale /ows/db-apps/owa/book.sales*

/ows/sales/general /ows/db-apps/owa/*
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��NApG∩M������-Ah /ows/db-apps/owa �²ñ���wxs{�ú�

∩M� /ows/sales/general W�	í½≤Coiα�}aw	�AoO]���W�	í

BzΦíú#TC

GET M POST Ω��ΘΦk

ϕzN URL #Wϕ�í∩M�W�	í���A URL µí���w� GET Φk�

ú��µíCb���]UAKL÷G���O POST � GET ΦkC

b GET Ω��ΘΦkñAWebSEAL �N�AΩ��[� URLC���bMϕñú

�Ω�NO�AΩ��d�C

b POST Ω��ΘΦkñAWebSEAL �N�AΩ�!JnD�ΘC

ACL �⌠

bN�A URL �R¿W�	í��ßA������ Policy Director ACL �
�íC

��íU�Mw�Bz�Tε]]M�vú¼	nDC

�A URL �í�GTravel Kingdom

UCd�í�°��í⌠⌠p≤O@ Oracle Web 
Ñ	ú�� URLC

�d�ñ�����A URL Web °A	O Oracle Web ListenerCziHNo��N

P����ΣL��A URL Web °A	C

��{í

Travel Kingdom ��M�zL⌠⌠⌠��ßú�Cq�A�Coa°�>Γbª�

� Web °A	W��Γ� Oracle Ω�w��{í --iHq°��⌡≡�s�A]i

q⌠⌠⌠�s�C

v �Cwqt�

Q�v��ßiHq��w�A�Bd�L��e�w�¼pC Travel Kingdom 

u]iH�q��ßiµw�BBz�≤A�B⌡µ\hΣLµ÷C�≤�í�ß

OQ�H�d�I�A WebSEAL �O@o�ΩT��ΘC

v �z{í

Mjí���q@�A Travel Kingdom 	@@��zΩ�wAΣñ]t�ΩB��

�gτΩTCo�Ω�P���C@�u�	=C

��

ziHtm Oracle Web °A	AHK∩Ω�wñ�UCxs{�iµs�G

/db-apps/owa/tr.browse ²������d��C��aB�µÑÑC

/db-apps/owa/tr.book ��iµw�]�µ�u��g¡≈τ���ß	C

/db-apps/owa/tr.change ���°��≤�e�w�C

/db-apps/owa/admin.browse
�⌠≤u��AH�°�¡ε�uΩTAp�≈�

XBqll≤a}�	=C
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/db-apps/owa/admin.resume ²u�°��≤L�bu�zvΩ�wñ�i�ΩTC

/db-apps/owa/admin.update �u�zvu��≤suΩTC

Web 
í�c

Q� WebSEAL °A	� Travel Kingdom �@� Web 	íú@�w	���C

ziH
X]/ows	⌡µ�Cw���{í��z��{í� Oracle Web °A	C

w��h

�FúAϕ�w	�
 Web Ω�AP�Sα	�@�÷≤���t�Aoa°�w

g
�HU�w	��G

v �µ�uiH�	�ε���w�C

v wqL¡≈τ���ßiH�≤�v�w�A²úαzZΣLqL¡≈τ��ß�

�CΩ�C

v �zuiH�πs�����zΩTC

v Travel Kingdom u]Du�zí�v	iH�≤�v�i�ΩTA�B�°ΣL

u�í�ΩTC

�A URL ∩W�
í�∩M

pnF�w	�h��Ah�tmu�A URL -> ACL W�	ív�∩M¼íC�O

ϕAo�∩M���OF¿w	���½n�@í�C

∩M��HUϕ�π��Φk�tmG

W�
í�� URL ¼�

/ows/tr/browse /ows/db-apps/owa/tr.browse\?dest=*&date=??/??/????

/ows/tr/auth /ows/db-apps/owa/tr.book\?dest=*&depart=??/??/????&return=??/??/????

/ows/tr/auth /ows/db-apps/owa/tr.change

/ows/admin/forall /ows/db-apps/owa/admin.resume

/ows/admin/forall /ows/db-apps/owa/admin.browse\?empid=[th]???

/ows/admin/auth /ows/db-apps/owa/admin.update\?empid=????

w�q��

q��OzLw	B[K�qD�∩ WebSEAL iµ¡≈τ�C

Q�� Web ����ß�t�V Travel Kingdom Web gτ�n²A'α¼�bßC

bß�c�s��c

bt�ñ
�HU�s�G

Staff Travel Kingdom ���¿C
TKStaff Travel Kingdom �µ�C

AdminStaff
Travel Kingdom �zí��¿C��NAu�zvu]]tb

uStaffvs�ñC
Customer QzL⌠⌠⌠iµ�Cq�� Travel Kingdom �ßC
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bw	Γ�ñúC@����@�bßA� WebSEAL °A	αµW�OL�C

WebSEAL �N����¡≈�e� Oracle Web °A	A�B���� Web Ω�ú

@�µ@nJ�MΦ�C

s��ε

UϕCXFºe�ΩTñ���{í�ú��s��εG

/ows/tr/browse
unauthenticated

any_authenticated

Tr

Tr

/ows/tr/auth

unauthenticated

any_authenticated

group TKStaff

group Customer

-

-

Tr

PTr

/ows/admin/forall
unauthenticated

any_authenticated

group Staff

-

-

Tr

/ows/admin/auth
unauthenticated

any_authenticated

group AdminStaff

-

-

Tr

�ßP TKStaff ∩≤w�M�Cpe	@½≤úπ��P�M�vA²O�@I��C

o���O�ß�NΩT[K]pK\iv	AHKbN�PΩ�úX�úia�

⌠⌠⌠⌠�Aαúi@B�w	�C�P�Ω�]AH�dº��ΩTC

�


o��µ�d�í�FGpπ�i⌡µUC\α�t��º�G

v O@�PΩT

v τ����¡≈

v �v∩�PΩT�s�

��AWebSEAL M Oracle Web °A	Γ�úDt�ñqL¡≈τ�����¡≈C

o�¡≈ΩTO��úif��µ@nJ�MΦ�C
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�17� NetSEALGº[

Policy Director NetSEAL O@�uΩ�M�⌠⌠]VPN	v�MΦ�AiO@���J

� TCP/IP qHCNetSEALA��Ω��z{íAi�ε���s
Sw TCP ��{

í�αOC NetSEAL O����a≡Pq��¡≈�⌡µs��εC NetSEAL iN

⌠≤⌠⌠��°A	P Policy Director w	A�{íπXb@�C

��]AG

v y�
 NetSEALz]��	C

v �211��yí�q��� NetSEAL �A�z.

v �214��yí� NetSEAL � NetSEAL �A�z.

v �215��y�
 NetSEAL 
Xz.

v �217��yí� NetSEAL 
X��ε�A�z.

v �219��yO@ TCP A�{íz.

�� NetSEAL

NetSEAL i�εs� Policy Director w	Γ�ñU�H TCP �≥ª���{íPA

�{íC Windows q��izL Policy Director NetSEAT q��P NetSEAL iµ

w	qHC

NetSEAT P NetSEAL í�qHiQ� SSL qD� GSS qD�O@CbC@�íp

ñA���úXnDºq������W�PKXA�w NetSEAT q��M Policy

Director °A	í�w	��º
�C

v SSL qD�HO@ NetSEAT P NetSEAL í�qHC

v GSS qD� NetSEAL 
X�HO@ NetSEAL °A	� NetSEAL °A	í�qHC

ϕ��NϕúXnDºq���
�su� Policy Director °A	���A�w


≤ Policy Director °A	ºí� GSS qDCzL GSS qDAΓ�°A	í�¼

wF�ϕ��G�°A	∩q��⌡µs��εC

NetSEAL 
X�
�@�g� Policy Director °A	�t@� Policy Director °A	

�⌠⌠�eiqHΦVC GSS qDi��O@≤L NetSEAL 
X�w	qHC

NetSEAL s��εO�ñ�C�hO�ε��{í��ÑºSw≡C�K�s��εΦ

í∩��{í��@�Ω��S��¿�GC

��í�@��� NetSEAL �⌠⌠ípC��ñOH TELNET ��nJ��{í�

� TCP ��{íd�CbC@�ípñANetSEAL O��UC�$�nDG

v nD���

v ∩ⁿvT½≤]�O��a≡P NetSEAL 
X	�\iv

v �Psu� Principal
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NetSEAT q��g� GSS qD� NetSEAL

ϕ NetSEAT tm¿�� GSS qD�A NetSEAT �]�IUeX�nDA���

RPCAV Policy Director w	°A	D�q���¡≈C��A�w∩�nDº��{

í��÷Sw≡A⌡µ�v�dC

Y¡≈τ�P�v{���L	AY�b NetSEAT P NetSEAL °A	í
�@° GSS

qDCºß��� TCP q NetSEAL s��nD� TCP ��{íC

NetSEAT q��g� SSL qD� NetSEAL

ϕzN NetSEAT tm¿�� SSL �AOb NetSEAL P Policy Director w	A�{

ííBz¡≈τ�P�v{�CNetSEAL i
ⁿNϕq��¡≈����W�PKXC

pG¡≈τ�P�v{���L	A Policy Director NBznDC��� TCP q

NetSEAL �s��nD� TCP ��{íC
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NetSEAL ⌠⌠�q

NetSEAL µ÷ñ�sunD�u�⌠⌠⌠�g�U�úP�O@h�CpP�210��

yNetSEAT q��g� SSL qD� NetSEALzñ�í�A NetSEAT q��Σ�M

NetSEAL °A	í� SSL � GSS suC

�: �	]pANetSEAL °A	s
 NetSEAL °A	�Aϕ�� GSSC�4bΓ�

NetSEAL °A	í�� SSL suC

q NetSEAL ������ TCP ��{í≡í���⌠�Ahϕ�� TCPC

UϕKní�C@�su
q�O@h�G

su�q O@

NetSEAT q��� NetSEAL °A	 SSL � GSS qD

TCP q��� NetSEAL °A	 L

NetSEAL °A	� NetSEAL °A	 GSS qD

NetSEAL 
X GSS qD

NetSEAL °A	� TCP ��{í≡ L

ú
O�������{íANetSEAL ��P@suMª{�G

v �nDº≡ⁿ�O@]�� ACL	�H

v Y�≡ⁿ�O@A����Aϕ\iv�s��H

v Y�≡�ⁿO@Ahe\���suC

NetSEAL ]�
jXuw	�z{ív�nDº�JΩTP��su{�C½y�íA

uw	�z{ívú�nD NetSEAT q��Ob�����]�IUsunDC

í�q��� NetSEAL �A�

UCípí�q��Pⁿ NetSEAL O@º TCP ��{ííiαo��µ��¼Cq

��i]A NetSEAT q��PD NetSEAT q��C

o�íp�G

v �212��y
� Policy Director °A	��JqDsuzC

v �212��y
�ⁿO@Dqú��JqDsuzC

v �213��y
� Policy Director °A	��J TCP suzC
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�� Policy Director °A���JqDsu

bo��@�≥�ípñAzN NetSEAT q��tm¿]�IUe� Policy Director

°A	ñº��{í�suCb NetSEAT q��]�IUqHßAY�P Policy

Director °A	W� NetSEAL í
�@°w	qDC��ñNe�≡ 23 �nDAY

�zL�qD[Hα�C

¡≈τ�{�∩���Ozq�C

NetSEAL °A	�HUCΦí�¿µ÷G

1. ��≡� ACLA���αúαs
�nDº≡H

O-- P�nDº≡í
�@° TCP suC

�-- ��sunDC

��ⁿO@Dqú��JqDsu

�ípU���≤ⁿO@º��°A	W���{íC��°A	iHO Policy Director

�≤Ot�°A	C∩≤Γ� NetSEAL °A	í�qHAPolicy Director ϕ�� GSSC

b�ípñANetSEAL iO@⌡µ≤ Policy Director úΣ�º¡xW� TCP ��{

íC

NetSEAL °A	�HUCΦí�¿µ÷G

1. ���α�s
��a°A	W��nDº≡]��Σ ACL �w	H

O-- 	≥iµC

�-- ��sunDC

2. ��aO�� Policy Director °A	H

O-- 
�P°A	í�w	qDCP�nDº≡í
�@° TCP suC

�-- P�nDº≡í
�@° TCP su]úw		C

≤Ot���°A	� TCP su����ⁿO@C�bia�⌠⌠⌠�ñ����t

mC
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�� Policy Director °A���J TCP su

�ípU�D NetSEAT TCP q������¼pC Policy Director N���q��

°��g¡≈τ��Cp�nDº≡�ⁿ�O@]L ACL	APolicy Director Ne\s

��≡Cp� ACL O@�≡Auw	�z{ívN�d ACL 

�L�g¡≈τ�

�s�ípC

��tmiO@∩⌠⌠A�{í��
s�C�ív¡A�{íi��q��� IP �

}A�P	s�v¡C

NetSEAL °A	�HUCΦí�¿µ÷G

1. �nDO�Q Policy Director ]�IU]��≡W� ACL	H

O-- NnD�
uw	�z{ív (secmgrd)C

�-- e\�J�suC

2. O�e\≡W��g¡≈τ�nDH

O-- P�nDº≡í
�@° TCP suC

�-- ��sunDC
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í� NetSEAL � NetSEAL �A�

UCípí�Γ�°A	íiαo��µ��¼Cbo�ípñAO��@� NetSEAL

°A	]P��q��	�lsuA�D��� NetSEAT q���lsuC

bo�ípñAO��@� NetSEAL °A	]P��q��	�lsuA�D���

NetSEAT q���lsuCo���q��iq°A	�D�x��@A�q���m

TELNET ��°A	Cß� NetSEAL °A	iO@ TCP ��{íC

o�íp�G

v y
� Policy Director °A	���suz.

v �215��y
�ⁿO@Dqú���suz.

�� Policy Director °A����su

��� GSS qD�
�Γ� Policy Director NetSEAL °A	í�suC�BO��

@� NetSEAL °A	]P��q��	�lsuA�Dq�� NetSEAT q���l

suCPolicy Director i+\���suA�O@⌠≤≥π�qHC

Policy Director °A	�HUCΦí�¿µ÷G

1. �≤��a≈	ñ��nDº≡O�ⁿ�O@ (ACL)H

O-- NnD�
uw	�z{ív (secmgrd)C

�-- e\���suC

2. O�e\≡W��g¡≈τ�nDH

O-- 
�P°A	í�w	qDCP�nDº≡í
�@° TCP suC

�-- ��sunDC
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��ⁿO@Dqú���su

zi�� TCP �
� Policy Director NetSEAL °A	P≤Ot�°A	í�suC

úLA⌠≤g� TCP 
��su�úOw	suCß�≤Ot�°A	W�L

NetSEAL °A	C Policy Director uα��+\���Pß�°A	í�suF Policy

Director úαO@g���su�qHC

Policy Director °A	�HUCΦí�¿µ÷G

1. �≤��a≈	ñ��nDº≡O�ⁿ�O@ (ACL)H

O-- NnD�
uw	�z{ív (secmgrd)C

�-- e\���suC

2. ���O��vs���a°A	ñ��nDº≡H

O-- 	≥iµC

�-- ��sunDC

3. ≡ñO�]wΩ��π�PΩ�⌠p�H

O-- ��sunDC

� -- P�nDº≡í
�@° TCP suC

�� NetSEAL �X

NetSEAL 
X�g� Policy Director °A	⌠⌠NqHα����a°A	�⌠⌠A�

úw	�α�≈εC NetSEAL 
X�Mwg� Policy Director °A	��]α�Φ

VC

NetSEAL 
XOµV�RA⌠�CµV
Xi²C@� Policy Director °A	��z

{í≤α�nΣ⌠⌠��εs�CC@��{ΦVU�n@��O� NetSEAL 
XC

úLAyg NetSEAL 
X�Ω���O�V�C

GSS qDiO@µg NetSEAL 
X�qHCºßAqH⌠�ñ��� Policy Director

°A	��� TCP P��a≡suC���a≡i�≤ Policy Director °A	�¡WC
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NetSEAL 
Xig����qHúΩ�O@Pw	�Czi��az�m�\α�A

�����C�pAϕΓ��az�m�jº Policy Director °A	í�⌠⌠úia

�A�� NetSEAL 
X�ϕ��UC��AoΓ� Policy Director °A	�P@w	

Γ�ñ�¿C

C@�
XU�@��� Policy Director °A	B@���aP@��eΦVC��a

iHOt@� Policy Director °A	�⌠⌠WµC
Xi
ⁿ�÷��⌡≡tmAoO

]���µg
X�yqu�n@°gL�⌡≡�⌠�C

tm NetSEAL �X

�z�i�� ivadmin ��{í�
� NetSEAL 
XCivadmin ��{í]tU�
�HsWBRúPCX NetSEAL 
X�ⁿOCzibΓ� Policy Director °A	í


�
XA�b Policy Director °A	P⌠⌠í
�
XC

��\�251��y�²A. �� ivadmin �iµ Policy Director �zzC

NetSEAL �XPs��ε

NetSEAL b�÷�εs���°A	W�≡Φ�A{iΓ� ACL \ivC

��a≡½≤W� ACL ��ε∩�≡�s�CACL ��ñ�t�s
 (C) \iv

He\����s�s��≡C

td��suº Policy Director °A	W� ACL ��εg� NetSEAL 
X�MXC

ACL ��ñ�t�α� (f) \ivHe\����s�g�
Xs�C

���P�d
X°A	�ñC@�ñí Policy Director °A	½≤W�α� (f) \i

vC

NetSEAL ⁿO@�½≤\

ivG

s� í�

C s

g� NetSEAL °A	s
�����ⁿO@�

A�{í

f α� e\���suµg NetSEAL 
XFMX
X
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í� NetSEAL �X��ε�A�

NetSEAL 
Xig����qHúΩ�O@Pw	�Czi��az�m�\α�A

�����C�pAϕΓ��az�m�jº Policy Director °A	í�⌠⌠úia

�A�� NetSEAL 
X�ϕ��UC��AoΓ� Policy Director °A	�P@w	

Γ�ñ�¿C

o�íp�G

v y
� Policy Director °A	��J
Xsuz.

v y
�ⁿO@Dqú��J
Xsuz.

v �218��y
��
Xº Policy Director °A	���suz.

v �219��y
��
XºⁿO@Dqú���suz.

�� Policy Director °A���J�Xsu

�ípU���≤ⁿO@º�� Policy Director °A	W���{íC�íp�b Policy

Director °A	íN GSS qD�T
�� NetSEAL 
XCp8��a≡�s��ε

wNα�\iv�J�qC

Policy Director °A	�HUCΦí�¿µ÷G

1. ���α�s
��a°A	W��nDº≡]��Σ ACL �w	H

O-- 	≥iµC

�-- ��sunDC

2. ���ig�
X[Hα��H

O-- g� GSS 
Xα�nDCP�nDº≡í
�@° TCP suC

�-- ��sunDC

��ⁿO@Dqú��J�Xsu

�ípU���≤ⁿO@º��≤Ot�°A	W���{íC�íp�b Policy

Director °A	íN GSS qD�T
�� NetSEAL 
XCp8��a≡�s��ε

wNα�\iv�J�qC

Policy Director °A	�HUCΦí�¿µ÷G

1. ���α�s
��a°A	W��nDº≡]��Σ ACL �w	H
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O-- 	≥iµC

�-- ��sunDC

2. ���ig�
X[Hα��H

O-- g�
Xα�nDCP�nDº≡í
�@° TCP suC

�-- ��sunDC

≤Ot���°A	� TCP su����ⁿO@C�bia�⌠⌠⌠�ñ����t

mC

����Xº Policy Director °A����su

�ípU���≤ⁿO@º�� Policy Director °A	W���{íC�íp�b Policy

Director °A	íN GSS qD�T
�� NetSEAL 
XCp8∩��a≡�s��

εwNα�\iv]iúzQ�ñÑ°A	O@	�J�qC

Policy Director °A	�HUCΦí�¿µ÷G

1. �≤��a≈	ñ��nDº≡O�ⁿ�O@ (ACL)H

O-- NnD�
uw	�z{ív (secmgrd)C

�-- e\���suC

2. ���ig�
X[Hα��H

O-- g�
Xα�nDCP�nDº≡í
�@° TCP suC

�-- ��sunDC
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����XºⁿO@Dqú���su

�ípU���≤ⁿO@º��≤Ot�°A	W���{íC�íp�b Policy

Director °A	íN GSS qD�T
�� NetSEAL 
XCp8��a≡�s��ε

wNα�\iv�J�qC

Policy Director °A	�HUCΦí�¿µ÷G

1. �≤��a≈	ñ��nDº≡O�ⁿ�O@ (ACL)H

O-- NnD�
uw	�z{ív (secmgrd)C

�-- e\���suC

2. ���ig�
X[Hα��H

O-- g�
Xα�nDCP�nDº≡í
�@° TCP suC

�-- ��sunDC

O@ TCP A�{í

TCP A�{í≡W� ACL ��ε∩o�≡�s�Cϕ≡½≤W� ACL t� NetSEAL

q������s
 (C) \iv�A����Yis�Sw� TCP A�{íC

�z�u�Ns
\iv� ACL �Aϕ��ñ�úAYi��s� TCP A�{íC

ACL \iv]iH�ε NetSEAL qH�O@�ΦC��Ω��πPΩ�⌠p\iv�

X�MwO@�ΦCzi�εg� NetSEAL 
Xº��qH�O@�ΦCpn�εO

@�ΦA��a≡½≤Wº ACL ñ����]tΩ��π\ivPΩ�⌠p\ivC

��½≤�⌠}P⌠⌠BnA�L� ACL ���TCϕ#bMΣº�nD�½≤H

iµ ACL �d�A��a≡W�L ACL KL÷≥nC

�pAq��#b TELNET �tmFpU ACL � 10.0.0.1F��� ACL3AN�P

o�q��s�vCPolicy Director ��Ps�vAY���⌠⌠W�≡ 23 t��T

� ACLC

10.0.0.0:255.255.255.0 ACL1

10.0.0.0:255.255.255.0/≡ 23 ACL2

10.0.0.1:255.255.255.255 ACL3
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�18� NetSEALG@δ�z@�

Policy Director NetSEAL O@�uΩ�M�⌠⌠]VPN	v�MΦ�AiO@���J

� TCP/IP qHCNetSEALA��Ω��z{íAi�ε���s
Sw TCP ��{

í�αOC��Ní�zi⌡µ�@δ�z@�AH�z�⌠⌠�q NetSEALC

��]AG

v y��P�� NetSEAL w	zb��

v �222��y�� NetSEAL s��εz.

v �222��y�zⁿO@�⌠⌠z.

v �223��y�z NetSEAL 
Xz.

v �223��y�zⁿO@º≡z.

v �224��y�zⁿO@�≡OWz.

v �225��ytmia�DqúPia�⌠⌠z.

v �226��y]w SSL O���z.

v �227��ytm NetSEAL suz.

��P�� NetSEAL w�

��� ivadmin ��{í������ NetSEALC

�� NetSEAL

nbSw Policy Director °A	W�� NetSEAL ��ΘJG

ivadmin> server enable /NetSEAL/hostname

Σñ hostname O°A	�DqúW�A²útΓ�W�C

ϕA�{íw��A��A�{íWµL��A Policy Director ��$�	C

úDzw�F Policy Director �eñ� NetSEAL ]� (IVTrap) 
≤A�h�w]A

Policy Director O�� NetSEALC

� NetSEAL

nbSw Policy Director °A	W�� NetSEAL ��ΘJG

ivadmin> server disable /NetSEAL/hostname

NetSEAL ¼A

pn�d NetSEAL °A	¼AA��� server status ⁿOG

ivadmin> server status /NetSEAL/hostname

¼A°i�π�HUΩTG

v NetSEAL °A	�����C

v NetSEAL °A	i�C
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v �� NetSEAL tmΩ�ww]���	≤sC

�� NetSEAL s��ε

≥≤pU�w	�qANetSEAL suñi�� Policy Director ACL \ivG

v +\s� TCP A�{íA�O��a≡

v +\µg NetSEAL 
Xα��]

v TwΩ��πPΩ�⌠p

��a≡½≤W� ACL ��ε∩�≡�s�CACL ��ñ�t�s
 (C) \iv

He\����s�s��≡Cs
\iv]i�ε∩ⁿO@⌠⌠Wº��°A	�

s�C

td��su�εº Policy Director °A	W� ACL ��εg� NetSEAL 
X�M

XCACL ��ñ�t�α� (f) \ivHe\����s�g�
Xs�C

���P�d
X°A	�ñC@�ñí Policy Director °A	½≤W�α� (f) \i

vC

s� í�

C s
 g� NetSEAL °A	s
�����ⁿO@�A�{í

f α� e\���suµg NetSEAL 
XFMX
X

ACL \iv]iH�ε NetSEAL qH�O@�ΦC��Ω��π\ivPΩ�⌠p\

iv��X�MwO@�ΦC

zi�εg� NetSEAL 
Xº��qH�O@�ΦC��a≡½≤Wº ACL ñ��

��t�Ω��π (I) PΩ�⌠p (P) \ivCzLkNΩ��πPΩ�⌠p���

ia⌠⌠ñº≤Ot�]D Policy Director	��°A	ñC

�zⁿO@�⌠⌠

ziN⌠⌠°�@�ⁿ NetSEAL O@�D Policy Director °A	C��� ivadmin
��{í�wqP�z⌠⌠CⁿO]AsWBRúPCXⁿO@�⌠⌠C

ⁿO í�

netseal network add network netmask [network-alias]


�@�ⁿ NetSEAL O@�s⌠⌠C⌠⌠/⌠⌠Bnt∩���� IP ⌠}

�XP⌠⌠BnC⌠⌠OW]∩�	i���O�⌠⌠Cp�ⁿwOWAh

���⌠⌠P⌠⌠Bnt∩��O⌠⌠Cp⌠⌠wsbh��$�	C

netseal network delete network-id

Nⁿw�⌠⌠qt�ñRúAΣñ network-id i∩�UCº@G

v network/netmask]⌠⌠/⌠⌠Bn	t∩

v network-alias]⌠⌠OW	

network-id ��i∩�⌠⌠/⌠⌠Bnt∩�⌠⌠OWCt�ñ��∩�⌠⌠�

�	N�Q�úA]A NetSEAL 
XCpbΩ�wñΣú�⌠⌠AN��$

�	C

netseal network list
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π�Ω�wñ���⌠⌠A]A⌠⌠P⌠⌠Bnt∩H�⌠≤�wq�O

WC

d�G

ivadmin> netseal network add 10.125.0.0 255.255.255.0 west

�ⁿOOb NetSEAL O@�⌠⌠WµñsW⌠⌠�I 10.125.0.0 � 10.125.0.255CP

�A�ⁿOⁿw west OW
⌠⌠WµC

�z NetSEAL �X

NetSEAL 
X�MwqHg� Policy Director °A	�µg�ΦVCzibΓ� Policy

Director °A	í� Policy Director °A	P⌠⌠í
�
XC��� GSS qD�O

@µgΓ� Policy Director °A	íº
X�qHC

ivadmin ��{í�HwqP�z NetSEAL 
XCⁿO]AsWBRúPCX

NetSEAL 
XC

ⁿO í�

netseal junction add hostname destination


�@�� NetSEAL °A	�ⁿw��a�
XAΣñ hostname �

NetSEAL °A	W�]5�Γ�W�	Adestination i∩�UCº@G

v pd-server]Policy Director °A		

v network/netmask]⌠⌠/⌠⌠Bn	t�

v network-alias]⌠⌠OW	

p
XwsbBDqú°A	úsb���aúsbAh��$�	C

netseal junction delete hostnamedestination

Rú� NetSEAL °A	�ⁿw��a�
XAΣñ hostname � NetSEAL

°A	W�]5�Γ�W�	Adestination i∩�UCº@G

v pd-server]Policy Director °A		

v network/netmask]⌠⌠/⌠⌠Bn	t�

v network-alias]⌠⌠OW	

Y
X�eúsbAh��$�	CⁿO∩�e�suú�ú�vTC

netseal junction list hostname

π�ⁿw NetSEAL °A	��� NetSEAL 
XC

d�G

ivadmin> netseal junction add clipper west

�ⁿO�
�@�� NetSEAL °A	 clipper �OW� west ⌠⌠�
XCP�Aⁿ

Owq�eΦV]clipper � west	FNetSEAL 
X�µV�C

�zⁿO@º≡

Policy Director NetSEAL °A	i�Sw≡BDqúP⌠⌠Aúw	A�{íC�pA

ziHN NetSEAL °A	tm¿O@Sw≡W� TELNET yqC
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ivadmin netseal ��{í�HwqzQ² NetSEAL O@�≡MµCⁿO]AsWB

RúPCXⁿO@º≡Cziⁿw≡
 Policy Director °A	�⌠⌠C

ⁿO í�

netseal port add destination port-id

O@Pⁿw port-id Wºⁿw��a�suAΣñ destination i∩�UCº

@G

v pd-server]Policy Director °A		

v network netmask]⌠⌠/⌠⌠Bn	

v network-alias]⌠⌠OW	

port-id i∩�UCº@G

v port]≡	

v port-range]≡d≥	

v port-alias]≡OW	

pG≡wⁿO@B°A	úsb�≡OWúsbAh��$�	C

netseal port delete destination port-id

�εPⁿw≡Wºⁿw��a�O@ñsuAΣñ destination i∩�UCº

@G

v pd-server]Policy Director °A		

v network netmask]⌠⌠/⌠⌠Bn	

v network-alias]⌠⌠OW	

port-id i∩�UCº@G

v port]≡	

v port-range]≡d≥	

v port-alias]≡OW	

pG≡��ⁿ�O@B°A	úsb�≡OWúsbAh��$�	C

netseal port list destination

CXⁿw��a���≡AΣñ destination i∩�UCº@G

v pd-server]Policy Director °A		

v network netmask]⌠⌠/⌠⌠Bn	

v network-alias]⌠⌠OW	

p°A	úsbAh��$�	C

�: �HΓ�≡�ΣíHsr��j}A�ϕ�≡d≥]�p 22-88	C

d�G

ivadmin> port add west 23

�ⁿwON⌠⌠]OW� “west”	W�≡� 23 wq¿ⁿ NetSEAL O@º≡C

�zⁿO@�≡OW

ivadmin ��{í�HwqP�z≡OWCⁿO]AsWBRúPCX≡OWC���
≡OWAH��Nq�Φk��O]��≡d≥C

ⁿO í�
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netseal port-alias add port-spec port-alias

�ⁿw�≡Wµ
�s�≡OWAΣñ port-spec i∩�UCº@G

v port]≡	

v port-range]≡d≥	

pG�≡d≥w�ΣªOWAN��$�	C

netseal port-alias delete port-id

Nⁿw port-id �≡OWqt�ñRúAΣñ port-id i∩�UCº@G

v port]≡	

v port-range]≡d≥	

v port-alias]≡OW	

pbΩ�wñΣú�≡OWAN��$�	C

netseal port-alias list

CXbΩ�wñΣ����≡OWC

d�G

ivadmin> netseal port-alias add 23 telnet

�ⁿO��≡� 23 
�≡OW telnetC

ivadmin> netseal port-alias add 5000-5010 pilot

�ⁿO��≡d≥ 5000 � 5010 
�≡OW “pilot”C

tmia�DqúPia�⌠⌠

Policy Director NetSEAL °A	i�Sw≡BDqúP⌠⌠Aúw	A�{íC�pA

ziHN NetSEAL °A	tm¿O@ Policy Director °A	ñºSw≡W� TELNET

yqC��ANetSEAL °A	iH⌠Y�t�]ia�Dqú	PY�Dqú�X]i

a�⌠⌠	C

b secmgrd.conf tm�º [trusted_hosts] � [trusted_networks] q¿ñAt��

H�OiaDqúPia⌠⌠���C

ia�Dqú

q�z� NetSEAL °A	�PSwº¬ia�°A	]Dqú	qHCzi²

NetSEAL No�°A	�oX��JnDKⁿs��ε�ε�A�H²�α�$�C

�: �Oia�Dqú�²z�t�÷ⁿ IP �y�I.C�TwziO@⌠≤ia�

DqúKD��I.C attacks.

�w]APolicy Director ú��O⌠≤ia�DqúC

pn�Oia�DqúA�⌡
 [trusted_hosts] q¿A�CX IP �}P°A	W

�C

�pAnH⌠W� “typhoon”AIP �}� 220.12.35.102 º°A	�oX���nD�A

�ΣJG
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[trusted_hosts]
220.12.35.102 = typhoon

ϕ�� NetSEAL ]��O@≈	�Aq��nH⌠��≈	CH⌠��≈	i²⌡µ

≤�≈	W�A�{í	≥B@CY�∩Y@≡�Y�≡d≥���g¡≈τ��s

�S�Ao�A�{í#	�⌡µC

Policy Director �nUCo���AHH⌠��≈	G

v @º��Dqú���

v C@�P�≈	�÷º IP �}���

�pANetSEAL °A	 typhoon � IP �}i� 220.12.35.102CP@°A	ñºt@

�{����Dqú IP �}� 127.0.0.1CpnH⌠P�≤ NetSEAL °A	 typhoon

ºΣª{��oX���nD�AiΣJG

[trusted_hosts]
220.12.35.102 = typhoon
127.0.0.1 = localhost

@δ�ÑA@í≈	u��@� IP �}AúLA�≤��≈	�P@�HW�⌠⌠s


A]�iα��@�HW��}C

ia�⌠⌠

pGz�⌠⌠t�π�l⌠⌠�iat��
�⌠⌠Ahiⁿwπ�l⌠⌠�ú�C

XC@�DqúC

�w]APolicy Director ú�wq⌠≤ia�⌠⌠C

pn�Oia�⌠⌠A�⌡
 [trusted_networks] q¿A�CXl⌠⌠ IP �}P⌠

⌠BnC

�pAnH⌠l⌠⌠ 192.96.32.0 �oX���nD�A�ΣJG

[trusted_networks]
192.96.32.0 = 255.255.255.0

]w SSL O�
�

�÷zi]w� SSL O�]AG

v y]w SSL Ñq@���O�z.

v �227��y]w SSL suO�z.

]w SSL Ñq@���O�

secmgrd.conf tm�� [ssl] q¿]t]wRA SSL Ñq@���O����C

NetSEAL �b�í����ΩTCÑq@���O����HⁿX¡≈τ���ΩTi

db NetSEAL O�Θñh[C

��úOⁿD@�O�C�
∩M�O������¡]Credential Lifetime	���O

�]Credential Timeout	CΣ��OϕΦFⁿw�O�W¡�Ajó���½swA

�Hj�w	�C
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w]��O�
]Hϕp	�G

[ssl]
ssl-cache-timeout = 3600

�πo�
�¡�°A	�αH����KQ�A�°°A	�Bz� SSL nD�

q�wC

]w SSL suO�

b secmgrd.conf tm�� [ssl] q¿ñAt��H]w SSL suO����C

@2 NetSEAL 
ⁿ NetSEAT q��g� NetSEAL SSL qD�oX� SSL suA

Y�o� SSL qH≤wµñC����H�εϕ SSL su}l�Auw	�z{ív

bÑ� NetSEAT �l SSL µñWnÑh[C�LF��íßAuw	�z{ívY

�÷¼suC

w]� SSL suO�]Hϕp	�G

[ssl]
ssl-init-connect-timeout = 120

tm NetSEAL su

tm NetSEAL su��÷���≤ secmgrd.conf tm�� [netseal] q¿ñC

max-connections �Hⁿw NetSEAL e\�P�su�W¡C

Policy Director w��]wpU�w]
G

[netseal]
max-connections = 32

ziαQW[�
AH�Xz⌠⌠ñ�yqípCpG max-connections ]oLCAh

btⁿc½UN���suCY]oL¬AhO÷OΩ�P�C°A	�αC

�: �tm���U¡� 20CY�Q]wC≤ 20 �
At�#u���w]
 20C
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�19� NetSEATGº[

Policy Director NetSEAT q��i² Windows q���P Policy Director w	Γ�C

NetSEAT ib Windows q��P Policy Director °A	íúw	qD≈εC

NetSEAT ��qD≈ε� GSS qD≈ε�[KqHC

��]AG

v y�
 NetSEAT q��zb��

v �231��yw	qD≈εzC

v �232��y�²A��t�zt�zC

�� NetSEAT q��

Policy Director NetSEAT q��i² Windows q��w	L�aP Policy Director

WebSEAL � NetSEAL °A	qHCϕzsW NetSEAT 
 Windows u@�ñ�A

Y�N�u@�tm� Policy Director w	Γ�ñCbw	Γ�ñANetSEAT i��

Policy Director �¡≈τ�P�vw	A�{íC

NetSEAT iú⌠⌠qH≤wh��¡≈τ�PTºO@C��{íú��F��

NetSEAT �½ss��½s��C

NetSEAT �b⌠⌠nDµg Winsock he[HdIA�HO@ Windows q��P

Policy Director °A	í�⌠⌠yqC NetSEAT ���ΣtmΩTA�δ�P� TCP/IP

��{íú��nDCo�P� TCP/IP ��{í]A TELNETBPOP3 � HTTPC

ϕ�q��∩ Policy Director °A	W���{íoXnD�A NetSEAT Y�
�@

°q� Policy Director °A	�z�Bw	qDC
� NetSEAT Yg�qD½�q�

�nDC

NetSEAT OHUCΓkΦkº@�O@P[KM Policy Director °A	í�qHG SSL

qDP GSS qDC SSL qDOH SSL �[KqHC� GSS qDh� GSS API �

[KqHC
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Σ��tm

ziH÷UCñ�í�A��U�úP����Gp NetSEAT q��G

v yuΩ�M�⌠⌠vq��zC

v yWindows NT Wº Policy Director �Σ���zC

v �231��yPolicy Directoru�zD�xv�Σ���zC

uΩ
M�⌠⌠vq��

ziN NetSEAT tm¿@�uΩ�M�⌠⌠ (VPN)vq��AH��w	qDAP

Policy Director NetSEAL °A	ºíiµw	�qH��C

bΩt VPN q��ñΓUANetSEAT i��UCqD�¼�[KqHG

v SSL

v GSS

Windows NT Wº Policy Director �Σ���

bC�w� Policy Director for Windows NT °A	
≤�A Policy Director �N

NetSEAT w�¿Σ���C Policy Director for Solaris P AIX húnD NetSEAT q

��ú�Σ�C

bo�ñΓUANetSEAT q���ú�	]�A Policy Director w	A�{í�

í��C

�� Policy Director for Windows NT Σ���A NetSEAT ���UCA�{íG

v �²A��t�zt�

v GSS qD

ϕzN NetSEAT q��HΣ���Φíw�b Policy Director for Windows NT �

Windows W� Policy Directoru�zD�xvñ�A��� GSS qD≈εC
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Policy Directoru�zD�xv�Σ���

ϕb Windows q��ñ⌡µ Policy Directoru�zD�xv�Az�N NetSEAT w

�¿Σ���Cb��tmUA NetSEAT i²�z�q Windows t���u�zD

�xv�⌡µ�z@�C Windows t��ú�w�⌠≤ Policy Director °A	
≤C

��u�zD�xv�Σ���ANetSEAT ���pU�A�{íG

v �²A��t�zt�

v GSS qD

ϕzN NetSEAT q��HΣ���Φíw�b Policy Director for Windows NT �

Windows W� Policy Directoru�zD�xvñ�A��� GSS qD≈εC

w�qD≈ε

bα�q��nDeANetSEAT �zLw	qDp� Policy Director w	°A	]w

∩Aϕ�w	Γ�	C��ANetSEAT ]���w	qD�
�q���¡≈P��C

ϕq��¡≈τ�¿\�ANetSEAT Y����nD�µ÷≤t@°w	qDñCP

�ANetSEAT ���A��w	]w��¿�n�µ÷C

�pAϕ Web s²	nDs�@�ⁿ WebSEAL O@�A�{í�Ω��A NetSEAT

YzqaIU�nDCpGoO�@�V Policy Director úXnDA�znD�gL¡

≈τ�A NetSEAT �ú����bnJ∩��ñΘJΩTC

b Policy Director w���ßA NetSEAT Yzqa±µHo��l���≥ª�ß

≥nDPw	qDC NetSEAT ∩≤C@�nDKO��o����MwO��vC

NetSEAT i
�Γ�úP�w	qD�¼F��\y�� SSL qD≈εzP�232�

�y�� GSS qD≈εzC

�� SSL qD≈ε

SSL qD≈εOⁿ�� SSL qH≤w�w	qDCϕGp¿ Policy Director NetSEAL

� VPN q���A NetSEAT ���O SSL qD≈εC�� SSL qDi��

NetSEAT tmCb�ípUA�z�ú�b Policy Director w	Γ�ñⁿw DCE A

�{í�tmC

ϕq��Qs�ⁿ�⌡≡O@�Ω��ASSL qD�ϕn�Cb��íUANetSEAT O

Hµ@≡��I��P�⌡≡ßº Policy Director °A	í�qHC Policy Director �

����g�≡�qH≤@°w	qDñC

�19� NetSEATGº[ 231



b NetSEAT tm�íAzibqL�⌡≡�ⁿwQ��≡�C≡��Ptmb

NetSEAL °A	Wº≡��C

Zg� LDAP ���n²� DCE ���n²wL����Ai�� SSL qD≈

εC

�� GSS qD≈ε

GSS qD≈ε@ⁿOⁿ��uP�w	A� API (GSS API)v�@�w	qDCNetSEAT

bP DCE cell qH����O GSS qDC

b��íUANetSEAT q����� DCE cell ñºΣª°A	W�uw	�z{í

(secd)vPu�í°A	 (dtsd)vCNetSEAT ]�� Policy Director �u�²A��t

�zt�vANzV DCE cell ñ� uCell �²A�{í (cdsd)vúXW�	íd\

nDC

ϕ��� PKI nJg� Entrust q��P Policy Director w	Γ�ñ����¡≈π

Xb@��AO��w	 GSS qDCb�ípUA���OzL Entrust PKI q��

nJΣu@�Cϕ������ Policy Director ¡≈τ�Pv¡A�{í�AY�b

NetSEAT P Policy Director °A	í
�@°w	qDC Policy Director °A	��

�N PKI nJ¡≈∩M
���� Policy Director ¡≈A��¡≈τ�P�v�POC

GSS qD≈εúA�≤g� LDAP ���n²w����C

s�ⁿO@�°A�

NetSEAT q��i��ªP Policy Director NetSEAL °A	í�w	qDANnD�


⌠≤����°A	Co�����°A	ⁿ NetSEAL °A	�O@Cb NetSEAT

tm�íA�z�iⁿwG

v ��°A	�W�C

v tdO@� NetSEAL °A	C

v NetSEAT P NetSEAL í���w	qD�¼]SSL � GSS qD	C

p�tm�ΩTANetSEAT �IU Windows q��V��°A	úX�nDC
�A

NetSEAT �No�nDg�w	qD�
 Policy Director NetSEAL °A	C

p Policy Director NetSEAL �O@l⌠⌠Az]iHN NetSEAT tm¿s�π�ⁿ

O@�l⌠⌠C�ⁿ Policy Director NetSEAL °A	O@KQ⌠⌠⌠IJ�°��

í⌠⌠YO@�C

�²A��t�zt�

ϕ�� Policy Director °A	P Windows ñºu�zD�xvºΣ���]GSS q

D≈ε	�A NetSEAT �nu�²A��t�zt� (DSB)vA�{íCbP Policy

Director °A	qH���� DSBC DSB �NzPw	Γ�ñºuCell �²A�{ív

�W�	íd\u@C

Policy Director ���N DSB °�uPolicy Director �z°A	 (IVMgr)vM�nΘ

�@í≈[Hw�Cz�N NetSEAT tm¿MíD�u�²A��t�zt�vº

°A	t��W�C
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�20� NetSEATG@δ�z@�

��í�t��z@�A]Atm NetSEAT q��B�zw	WUσAH�MΣ�≤

#�D]�°��	C

��]AG

v ytm NetSEAT q��zb��

v �234��y�� NetSEAT tmuπz

v �234��ysW NetSEAT �w	Γ�ñzC

v �234��ysW DCE °A	zC

v �235��y]w DCE °A	�ezC

v �236��ytm NetSEAL °A	zC

v �238��ytmπXnJzC

v �240��ytmiÑnJ]PKI πX	zC

v �242��y]w�tW¡z

v �242��y��s�⌠⌠Ω�zC

v �242��ytm SSL ProxyzC

v �243��y�� NetSEAT w	��{ízC

v �244��y�� netseat_ping �M�DzC

tm NetSEAT q��

�NC@� NetSEAT q��tm� Policy Director w	Γ�ñCzibw��tm

NetSEAT q��A�bw�ß��tmC NetSEAT tmuπ]��{í	ú@��

�í�����Ai²�z��Ptmq��C

�b NetSEAT �P�w	Γ�WUσñ⌡µ���tm@�C

��tm@�uA�≤Σñ@�w	qD�¼]GSS � SSL	�tmCNetSEAT ��

�o�w	qD�P Policy Director °A	qHC∩ NetSEAL °A	�Ñ�Θtm¿

SSL q��� NetSEAT q��hu�n�¡�tm@�l�C

Uϕπ�∩�C@�w	qD�¼�tm@�G

qD�¼ tm@�

GSS P SSL Γ�

v �234��ysW NetSEAT �w	Γ�ñz

v �236��ytm NetSEAL °A	z

v �242��y��s�⌠⌠Ω�z

¡ GSS

v �234��ysW DCE °A	z

v �235��y]w DCE °A	�ez

v �238��ytmπXnJz

v �240��ytmiÑnJ]PKI πX	z.

v �242��y]w�tW¡z
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¡ SSL �242��ytm SSL Proxyz

NetSEAT ú�� DCE w	��{í�XRA]ú@���{í�H�d DCE A

�{í����C

u�bzN NetSEAT tm¿�� GSS qD≈ε�A'α��o���{íC

UCU�í�o���{íG

v �� NetSEAT w	��{í]��\�243��y�� NetSEAT w	��{

íz	C

v �� netseat_ping �MΣP≤#�D]��\�244��y�� netseat_ping �M

�Dz	C

�� NetSEAT tmuπ

b�¿��w�PtmßApn½stm NetSEATA��� NetSEAT tmuπC�

�ApGzb��w��í�ßtmA�8ntm NetSEATA��� NetSEAT tmu

πC

�� NetSEAT tmuπ�Φk�GG

v nq Windows α��� NetSEAT tmuπ�A�÷@U}l → {í� → Policy
Director → NetSEAT → NetSEAT tm

v pnqut�Xvñ� NetSEAT ���� NetSEAT tmuπ�A�Hk�½÷s

÷@U NetSEAT ��AMß∩��eC

sW NetSEAT �w�Γ�ñ

pnsW NetSEAT �w	Γ�ñA��¿UCBJG

1. �� NetSEAT tmuπCϕ���ANetSEAT tmuπ�b NetSEAT tm°í

ñπ�w�Γ���C

2. ÷@UsWC

X{usw	Γ�v∩��C

3. ΣJ NetSEAT ⌡��w	Γ�W�C

4. ��Γ�∩�Σ�qH≤wAMß÷@UTwC

v pGz∩��� GSSA�⌡
ysW DCE °A	zC

v pGz∩���� SSLA�⌡
�236��ytm NetSEAL °A	zC

5. � GSS qD≈ε--pGztmF@�HW�Γ�A�$�w�Γ���C���X

���nJ�w]Γ�CMß÷@U]�w]�C

pGzutm@�Γ�AΓ������w]
C

6. ÷@UTwC

sW DCE °A�

pGzNΓ�tm¿�� GSS w	qDAz��]wΣª�tm∩�C

234 Policy Director �zΓU



∩≤ NetSEAT 
X�w	Γ�]� cell	A��o cell ñ Policy Director w	°A

	�W�C�ⁿXC@��úºt��≥�w	 (DCE) A�{íC�w∩C@�°A

	AP	ªO�úG

v w� -- w	A�{í (secd)

v �í -- �íA�{í (dtsd)

v DSB -- �²A��t�zt� (dsb)

v CDS -- Cell �²A�{í (cdsd)

u�bu�²A��t�zt� (DSB)v⌡µ≤ NetSEAT q��ñ�A NetSEAT '

�nD CDS ��mCq�zON DSB tm¿⌡µ≤uPolicy Director �z°A

	 (IVMgr)v�b�P@°A	WC

b
�sw	Γ�����÷UTwßA�X{uw	Γ��ev∩��C

1. ÷@UsWC

X{usW DCE °A	v∩��C

2. ΣJ�w	Γ�ñú DCE A�{í�°A	W�C

3. �C@�°A	∩XUC@�h�A�{íGw�B�íBDSB � CDSC

4. pGzQ�o� DCE °A	]w⌠≤iÑ�eAi÷@UiÑ]∩�	C

��\y]w DCE °A	�ezC

5. ÷@UTw�¿ⁿw DCE °A	Wº�Σ�A�{í�]wC

$�uw	Γ��ev∩��C

6. 
ⁿUCw]
G

v πXnJΣ�G�

v iÑnJG¡ DCE nJ

pGzQ∩��a�w	Γ�tmπXnJΣ�PiÑnJA��\UCU�G

v tmπXnJ]��\�238��ytmπXnJz	C

v tmiÑnJ]��\�240��ytmiÑnJ]PKI πX	z	C

7. ϕz�¿� DCE °A	�tmßA�÷@UTwC

½sX{uw	Γ�v°íC��Azw�¿sW DCE °A	���tm@�C

]w DCE °A��e

zibtm DCE °A	�íAbuiÑ DCE °A	�ev∩��ñtmUCU
C

�tm@��∩��C

qH≤wP≡

∩≤C@� DCE °A	Azi∩��aⁿwC@�w	A�{í���qH≤w

]TCP � UDP	Czi���S��tmg��⌡≡]p IBM SecureWay Firewall 4.1

�A�� IBM SecureWay Boundary Server ú��
≤	�@�C

�pAzi�°∩� DCE A�{í� UDP s�A�ⁿw�⌡≡�z�wtm� TCP

≡�C
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u²
�h�

ϕzbwq�@�h�A�{íºh���i��Γ��Aiⁿw NetSEAT s�C@

�A�{í���Czi�UA�{íⁿw@�#π�AH]wΣu²��C�
V

ju²��V¬C

�z�i���S���$��αAτY² NetSEAT �²⌡
�±]Nql�Ñ	�

A�{íCpG�A�{íLk��A�w]ANetSEAT N⌡
u²���¬ºA�{

í���C

1. pntmiÑ�eA�⌡
usW DCE °A	v∩��C

2. ∩� DCE °A�C

3. ÷@UiÑC

X{uiÑ DCE °A	�ev∩��C

4. pn¡εp� DCE A�{í����qH≤wA��°∩�Aϕ DCE A�{í�

� ∩�C�°∩� ∩���úzúQ���qH≤wC

5. p��n�bAϕ DCE A�{í��µ�ñΣJ≡�C

6. ]wC@� DCE A�{í�u²��h�C

7. ÷@UTwC

tm NetSEAL °A�

pnN NetSEAT tm¿P NetSEAL °A	qHA��¿UCBJG

1. ⌡
 NetSEAL °A���A�∩�U�Mµñ�w	Γ�C

2. ÷@UsWC

X{usW NetSEAL °A	v∩��C

3. ΣJ NetSEAL °A	�≈	W�C

4. pG NetSEAL b GSS � SSL qD≈εΦ�úO��w]≡A�bAϕµ�ñΣ

Jo�≡�C�hAh
ⁿw]
C

v b
�w	Γ����í����qH≤wN�¿,ΓC

v pG��F GSS qD≈εA�4∩�ⁿw Principal W� ∩�Cu�bDP

���e]ß�e�	�A'���S�C

5. pGz���O SSL qD≈εABz� NetSEAT tmñtmF SSL Proxy °A

	A Policy Director ���∩��� Proxy °A� ∩�C

ϕz��� SSL Proxy °A	�A�� Proxy °A� ∩�ú��@�]� ∩

B�¿,Γ	Cpnb NetSEAT tmñ�� SSL Proxy °A	A��\�242�

�ytm SSL ProxyzC

6. ÷@UTwC

A�X{ NetSEAL °A���C��A NetSEAL °A	wsW� NetSEAT t

mñC

sWⁿO@�°A�

ziN NetSEAT tm¿ⁿw@°P��°A	]ⁿ NetSEAL °A	O@	í�qH

qDC
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ϕ NetSEAT q���� GSS � SSL qD≈ε�AYi���∩�C

ϕzb NetSEAT tmñ[J��°A	ßA NetSEAT �dI Windows q��V�

�°A	�ú�nDC
�A NetSEAT �No�nDg�w	qD�
 NetSEAL °

A	C

pnb NetSEAT tmñsWⁿO@�°A	�A�úUCΩTG

µ wq

≈�W� b TCP/IP Γ�ñ�H�O��°A	�W�C

qD��a tdO@��°A	� NetSEAL °A	W�C

≡d≥
ⁿ NetSEAL °A	O@ºⁿO@°A	W�≡�C�≡]�≡d

≥	OzL ivadmin ⁿOⁿw≤ NetSEAL °A	ñC

∩��qH≤w

qD≈εqH≤wCw	Γ�ñi�� GSS P SSL Γ�C

Policy Director Φ��ⁿw SSL qD≈εC GSS qD≈εhO

�≤ NetSEAL ∩ NetSEAL �suC

pnN NetSEAT tm¿αδ�e
ⁿO@°A	�nDA��¿UCBJG

1. ÷@UDqúw����C

2. ÷@UsWC

X{usWⁿO@�°A	v∩��C

3. u≈	W�vΦ�A�ΣJⁿ NetSEAL O@º°A	�≈	W�C

u�@� NetSEAL °A	αO@��°A	C

4. buqD��avΦ�A���U�Mµ∩XO@°A	� NetSEAL °A	C

5. �n���U�MµA∩XAϕ�qD≈εqH≤wC

6. ÷@UsWC

X{usW≡d≥v∩��C

7. ⁿw NetSEAL °A	W NetSEAL MⁿO@��°A	qH���º≡�≡d≥C

8. ÷@UTwC

�$usWⁿO@�°A	v∩��C

�pAUC∩�����]�
pUG

v W� “sunshine” � NetSEAL °A	tdO@@�W� “thunder” �ⁿO@°A

	C

v sunshine °A	�O@M thunder íº≡ 5000-5005 d≥�qHC

v Policy Director b NetSEAT q��P NetSEAL °A	 “sunshine” íwq@°

w	qDC

v w	qD��¼� SSL qD≈εC

9. ÷@UTwC

A�X{Dqúw����C

Policy Director b NetSEAT tmñ[JⁿO@�°A	C

sWⁿO@�l⌠⌠

ziN NetSEAT tm¿ⁿw@°Pl⌠⌠]ⁿ NetSEAL °A	O@	í�qHqDC

ϕ NetSEAT q���� GSS � SSL qD≈ε�AYi���∩�C
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ϕzb NetSEAT tmñ[J��{íl⌠⌠�A NetSEAT �dI Windows q��

V��{íl⌠⌠�ú�nDC
�ANetSEAT �No�nDg�w	qD�


NetSEAL °A	C

pnb NetSEAT tmñsWⁿO@�l⌠⌠�A�úUCΩTG

µ wq

l⌠⌠ñ⌠≤≈��W� ⁿO@l⌠⌠ñ⌠≤°A	�W�C

⌠⌠Bn l⌠⌠�⌠⌠Bn]�p 255.255.0.0	C

qD��a tdO@l⌠⌠� NetSEAL °A	W�C

∩�qH≤w

qD≈εqH≤wCw	Γ�ñi�� GSS P SSL Γ�C

Policy Director Φ��ⁿw SSL qD≈εC GSS qD≈ε

hO�≤ NetSEAL ∩ NetSEAL �suC

pnN NetSEAT tm¿αδ�e
ⁿ NetSEAL °A	O@ºl⌠⌠�nDA��¿

UCBJG

1. ÷@Ul⌠⌠w����C

2. ∩��t NetSEAL °A	]tdO@l⌠⌠	�w	Γ�C

3. ÷@UsWC

X{usWⁿO@�l⌠⌠v∩��C

4. ΣJⁿ NetSEAL °A	O@ºl⌠⌠W�⌠≤≈	W�C

u�@� NetSEAL °A	αO@��{íl⌠⌠C

5. ΣJl⌠⌠�⌠⌠BnC

6. buqD��avΦ�A���U�Mµ∩XO@l⌠⌠� NetSEAL °A	C

7. �n���U�MµA∩XAϕ�qD≈εqH≤wC

�pAUC��O² NetSEAT s�⌠⌠Bn� 255.255.0.0 �l⌠⌠Cl⌠⌠ñt

�W�� “thunder”CtdO@l⌠⌠� NetSEAL °A	W� “sunshine”Aª]O

SSL qD��aC

l⌠⌠ñ⌠≤≈��W�G thunder

⌠⌠BnG 255.255.0.0

qD��a sunshine

∩�qH≤w SSL

8. ÷@UTwC

A�X{l⌠⌠w����C

Policy Director wN NetSEAT q��tm¿PⁿO@�l⌠⌠qHC

tmπXnJ

zibw� NetSEAT �íA∩�w�πXnJΣ�C NetSEAT w�@��N Windows

NT n²�≤�iΣ�πXnJC

bzw�πXnJßA NetSEAT tmuπiw∩C@�w	Γ������πXnJC

zib��w�Ptm NetSEAT �ítmπXnJC��AziΘßAtmºCzo

w∩U�w	Γ��O]wπXnJtmC
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btmπXnJºeANetSEAT �����¿UC@�G

v �o�n��nJºUw	Γ�ñ�bßC

v N NetSEAT q��tm¿C@�w	Γ�ñ�¿C

v ²nJw	Γ��������W�PKXAM Windows NT Γ�ñ���PBC

�°πXnJtmd�

John Smith u{vb Windows ñ����W�� jsmithAq�OnJ Windows NT Γ

� ENGCLHpUΦínJ��w	Γ�G

w�Γ�W� w�Γ����b

ß

w�Γ��í�

eng.enterprise.com jsmith u{í��w	Γ�

enterprise.com ENG/jsmith π��q�w	Γ�

test.enterprise.com test_user

����p¼w	Γ�C� Cell ú

�	@�π����W�n²C-�A��

�OH test_user nJC

John Smith �� NetSEAT tmuπA÷pU�C@�w	Γ�tmπXnJG

w�Γ� πXnJtm

eng.enterprise.com

��πXnJA�tm¿N Microsoft Windows NT ���

jsmith ∩M
w	Γ���� jsmithA���N jsmith nJ�

eng.enterprise.com ñC

enterprise.com

��πXnJA�tm¿N Microsoft Windows NT ���

jsmith ∩M
w	Γ���� ENG/jsmithA���N

ENG/jsmith nJ� enterprise.com ñC

test.enterprise.com
��πXnJAoO]� jsmith �H��� test_user �µn

J� Cell ñC

tmπXnJ

pntmπXnJ�G

1. �� NetSEAT tmuπC

X{w�Γ���C

2. ∩�zQtmπXnJ�w	Γ�C
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3. ÷@UsΦC

X{uw	Γ��ev°íC

4. ∩�Σñ@�πXnJΣ�\αϕ∩�C

pGπXnJΣ��¿,ΓAhLkbo�w	Γ�ñ��πXnJAoO]�z

�w�πXnJΣ�C

v ∩��A���w	Γ��πXnJΣ�C

v pG�w	Γ�ñ����W�P Windows ���W���A�∩��� -- DCE
���W�� Windows ���W�C

v pG�w	Γ�ñ����W�]t Windows Γ�W�A�∩��� -- DCE �

��W�� Windows Γ�W�/Windows ���W�C

5. ÷@UTwC

X{w�Γ���C

6. ÷@UTwC

tmπXnJq�í

w	Γ�KXiαP Windows NT Γ�KXú��CpGú��AWindows n²��

�P	w	Γ��nJO�¿¿ó�]Ln�í	C��Aª�ú����ΘJw	

Γ��{µKX]µ��í	CbLn�íUA Policy Director ON���nJ�

Windows NT Γ�ñA�DnJ�w	Γ�ñCbµ��íUAzi²w	Γ�KXP

Windows KXPBC

pn�≤q�íA���un²sΦ{ívsΦo� Windows n²��G

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetSEAT\Parameters

�≤UCº
G

InfoLevel:
0x00000001 (1)

InfoLevel 
i�UCº@G

n²� �í í�

0 Ln
bnJßAú
nJ¿\�ó�A�ú�V���

°iC

1 µ�
bnJßAV���°ió��nJA�ú���

�ΘJ�@C

2 �z
bnJßAú
nJ¿\�ó�A�V���°

iC

tmiÑnJ]PKI πX�

o�tm@��∩��A�BuA�≤w�� GSS qD≈ε� NetSEAT q��C

ziN NetSEAT tm¿²����u�}≈�≥ªcy (PKI)vnJAP����

NetSEAT (Kerberos) nJπXb@�C

�w]AO��P PKI nJí�πXCpn�� PKI nJA�⌡µ NetSEAT tmu

πCzow∩ NetSEAT q���P�C@�w	Γ�A�O����� PKI nJC
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Σ�� PKI ��

NetSEAT uΣ�P Entrust 4.0 �í����nJπXC

�: btm NetSEAT PKI nJeA�²w� Entrust 4.0 �q��C

�� NetSEAT nJ��{í

ϕq Windows }l\αϕñIs NetSEAT nJ��{í�A�bnJ�íX{ PKI
nJ ∩�C� ∩�ñπ�tm
{µw	Γ��iÑnJ]wC

��uPKI nJv!∩�

b NetSEAT nJ�íA���i�� PKI nJ ∩�Am½uPKI nJvtm]H

C��nJ�≥ª	Cpbtm�í∩��O� PKI nJAß�� DCE nJ]wA

h��m½�ϕ��CY���Q⌡L PKI nJA��
⌡µ DCE nJAi∩

�m½Cb�ípUA���i�°∩� PKI nJ ∩�Ajεiµ DCE nJC

pGbtm�í���tm�O¡ PKI nJAY�bnJ�í�°∩� PKI nJA�

�@τú���C

pGbtm�í���tm�O¡ DCE nJAϕnJ�í∩� PKI nJ�AN�ú

��	TºC

��t�XnJ

zi��ut�Xvñ� NetSEAT ��A�⌡µ NetSEAT nJC���U�MµA

∩�zQnJ�Γ�Cpwtm PKI nJAh�X{ Entrust nJú�C

p PKI nJó�A�ztm�O� PKI nJAß�� DCE nJA Policy Director �

ú�z�¿ DCE nJC

tmiÑnJ

pnN PKI nJP NetSEAT nJπXb@��G

1. �� NetSEAT tmuπC

X{w�Γ���C

2. ∩�zQtm PKI nJ�w	Γ�C

3. ÷@UsΦC

X{usw	Γ�v∩��C

4. ÷@UtmC

X{uw	Γ��ev°íC

5. buiÑnJv
ñA∩�Σñ@�iÑnJU�Mµ∩�C

v ∩�¡ DCE nJA²���H���W�PKX]Kerberos nJ	�nJ Policy

Director w	Γ�C

v ∩�� PKI nJAß�� DCE nJA²��� PKI nJCpGnJó�A

NetSEAT Nú����ΘJ���W�PKXHiµ DCE nJC

v ∩�¡ PKI nJAnD����� X.509 ���nJC
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6. ÷@UTwC

X{usw	Γ�v∩��C

7. ÷@UTwC

X{w�Γ���C

]w�tW¡

o�tm@��∩��A�BuA�≤ Policy Directoru�zD�xvñ� NetSEAT q

��AH�w� Policy Director � Windows NT °A	C

NetSEAT Ytm¿�� GSS qD≈εAh������íA�{íCzitmw	Γ

��íP NetSEAT t��í�αe\��tW¡C��Ai��w]
 15 �C

pn]w�tW¡�G

1. ÷@U@δ����C

2. °�nb�tW¡µ�ñΣJ@
C

3. ÷@UTw�M�C

	�s�⌠⌠Ω�

o�tm@��∩��A�BA�≤w�� GSS � SSL qD≈ε� NetSEAT q�

�C

zi�ε���qu@�oXúw	� TELNETBRLOGIN � HTTP nDC�N

NetSEAT q��tm¿���¡εs�o�⌠⌠A�{íC���¡εs�Aijóq

�u@�biµ⌠⌠µ��Auα��w	B[K� Policy Director qHqDC

�w]A�S�����Cu��s¬�w	PSϕ�!�⌠⌠A'����S�C

n��s��ⁿO@�⌠⌠A�{í��G

1. ∩�@δ����C

2. p��nA�∩��
s��ⁿO@�⌠⌠A�{í ∩�C

3. ÷@UTw�M�C

tm SSL Proxy

o�tm@��∩��A�BuA�≤w�� SSL qD≈ε� NetSEAT q��C

pG NetSEAT q���oX�nD�µgz⌠⌠� SSL Proxy °A	�AiN

NetSEAT q��tm¿�� Proxy °A	C@δ����ñ� �� Proxy °A� 

∩�Ai²�� NetSEAL °A	�α�� Proxy °A	C

p�°∩�o� ∩�AhsW≤ NetSEAT tmñ� NetSEAL °A	S�@�αs

� Proxy °A	C

pnⁿw SSL Proxy °A	A��¿UCBJG

1. ÷@U@δ����C
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2. �n�i�≤�tW¡µ�ñ���Cw]
� 15 �C

3. �Twz�∩��
s��ⁿO@�⌠⌠A�{í ∩�C

4. ∩��� Proxy °A� ∩�C

5. b Proxy °A��≈�W�µ�ñΣJW�C

6. b Proxy °A�º≡µ�ñΣJ≡�C

7. ÷@UTw�M�C

�� NetSEAT w���{í

NetSEAT q��úF DCE w	A���{íAzib��� DCE IµñΣ�Cb

NetSEAT W@LG��cUA¼HXRUCC@���{í���\αGklistB
kdestroy P dce_loginC

klist

klist ⁿO�HCXOd≤w]����ñ�Dn���]Principal	Pqµ�C��A

pGz�� -c ∩�A�ⁿON�CXOd≤��O��W�ñ����Pqµ�C

NetSEAT iΩµ�� klist ⁿO∩�AtsWXR∩�C

��∩��G

∩� í�

-c cachename �π���W���Oº���eA�Dw]����eC

-e
π�e�ñ]tL��qµ�Cpú���∩�Ahu�π�{µ

�qµ�C

-f π�qµ�ñ�∩�]wC

XR∩��G

∩� í�

-C cellname
í����Od≤ cellname ��O DCE cell ñ�Dn���

Pqµ�C

-m
í����Od≤�� DCE cell]����Σ�÷� DCE nJ

WUσ	ñ�Dn���Pqµ�C

-s
π�@h�uKnAΣñO²�����nJ��� cell H�o

� cell ����nJW�C

kdestroy

kdestroy ⁿO�HR�����nJWUσP������Cb Policy Director ½


��eA���H������
��⌠≤{��ⁿ¡b�g¡≈τ��s�WC

NetSEAT q��Σ��� kdestroy ∩�AtsWXR∩�C

��∩��G

∩� í�
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-c cachename
�R��O�ⁿ��W��nJWUσP�÷��A�Dw]�

�ñ�o�C

XR∩��G

∩� í�

-C cellname R��ⁿ cell cellname �nJWUσP�÷��C

-m
R��� cell]����ΣnJWUσ	����nJWUσP

�÷��C

dce_login

dce_login ⁿOiτ�����¡≈A�o����⌠⌠��AH�
� DCE nJW

UσC

����ú principal_name]���W�	PKXCp�No�
ϕ¿ⁿOµ��ú

A dce_login Nú����ΘJo�C

NetSEAT q��Σ�UC��� dce_login ∩�G

∩� í�

-exec command_string

nJß⌡µ command_string ⁿw�ⁿOCpⁿw

command_stringA²�ú�π⌠�W�Ah��� PATH ��

�jM�²A�H�o⌠�r�C

-k keytab_file_name
ⁿ� dce_login q keytab � keytab_file_name ñ�o���

]Principal	W�PKXC

-r b���qµ�L�eA½sπz���� DCE nJWUσC

Policy Director Σ�pU� dce_login XR∩�G

∩� í�

-C cellname ⁿX���OnJ cell cellnameA�DnJw] cellC

�: NetSEAT q��úΣ� dce_login -c ∩�C

�� netseat_ping �MD

NetSEAT q��ú netseat_ping ��{íAi²����o@�h� cell ñº DCE

A�{í�¼AΩTC netseat_ping i��P	UCA�{íO�i�G

v w	A�{í

v �íA�{í

v Cell �²A�{í

v �²A��t�zt�

pn�o���	@nJWUσ�bº�� cell ñ�A�{í¼AA�ΣJG

netseat_ping

�pApGzN NetSEAT q��tm¿�P cell redbackAN�X{pUΘXG
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/.../redback:
SecurityServers:

ncacn_ip_tcp:redback[ ] i�
ncadg_ip_udp:redback[ ] i�

CdsServers:
ncacn_ip_tcp:redback[ ] i�
ncadg_ip_udp:redback[ ] i�

TimeServers:
ncacn_ip_tcp:redback[ ] i�
ncadg_ip_udp:redback[ ] i�

DsbServers:
ncacn_ip_tcp:redback[ ] i� (v3.0)
ncacn_ip_udp:redback[ ] i� (v3.0)

Policy Director Σ�pU� netseat_ping ∩�G

∩� í�

-C cellname ú����wtm
 cell cellname º��°A	��÷s�MµC

-t -C cellname π� cell cellname ñº�í°A	�s�C

-s -C cellname π� cell cellname ñºw	°A	�s�C

-c -C cellname π� cell cellname ñº CDS °A	�s�C

-d -C cellname π� cell cellname ñº DSB °A	�s�C

pG cell ñ�@�HW�w	°A	B�í°A	BCell �²°A	� DSBA

netseat_ping ��	��ºC

�20� NetSEATG@δ�z@� 245



246 Policy Director �zΓU



�21� NetSEATG�²A��t�zt�

��úu�²A��t�zt� (DSB)v�º[A�í�p≤w∩�v�⌠��q

DSB tmC

��]AG

v y�²A��t�zt��º[zb��

v yu�²A��t�zt�vtm∩�zb��

v �248��y�²A��t�zt�ⁿOµ∩�z.

�²A��t�zt��º[

Policy Director NetSEAT q���NuRPC W�A�{í��v\ααµ
u�²A

��t�zt� (DSB)vtdCDSB B@ΦíM Cell Directory Services (CDS) ñÑ

°A	@�C

NetSEAT q���
nD� DSB �Ω��m�A�C
U�ADSB p�w	Γ��

CDSA�MnDC MßADSB �$�nD�ΩT
⌡µ NetSEAT q���t�C

bw� Policy Director �íAPolicy Director ���w�Ptm DSBC Policy Director

ú DSB O@�u�z°A	v]ivmgrd	Ω�]�@í���eC�� DSB ú�

nB��BJC

v �� Policy Director °A	Pu�zD�xvºΣ���� NetSEAT q�����

DSBC

v ��� SSL qD≈ε� NetSEAT q��hú��� DSBC

DSB iΣ��qej� NetSEAT q��Cpw	Γ��jAzibúuCell �²A

�{ív�°A	W⌡µ DSBA�H²�α�$�C

�Fú¬����¡�ej⌠⌠ñ�u@tⁿA�z�iαQbw	Γ�ñGp@

�HW� DSBCzi�µw�Ptm�[� DSBC

u�²A��t�zt�vtm∩�

DSB ��n{í�A�{íΦí⌡µCziN DSB tm¿Ht�}≈�����Cb

jí≈�ípUADSB ú�iµ⌠≤�zC

��\UCU�AΣñ�í��z�p≤�π DSB tm��G

v y]w DSB ≡z.

v �248��yⁿw DSB Θx��mz.

]w DSB ≡

DSB �b≡W�ÑnDC�w]ADSB OH≈∩�@≡C

�z�ibUCµ�º@ΣJ@
Hⁿw≡�]∩�	G
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UNIXG /etc/services

WindowsG install-path\system32\drivers\etc\services

�pApniD UNIX t�W� DSB b≡ 5000 W�ÑA�b /etc/services ñ[JU

C��G

dsb 5000/tcp # Directory Services Broker

ⁿw DSB Θx�m

DSB ��� DCE ���Θx��OⁿqB�	B�iPLk��]Y½	��	C

pGz� DCE w��� DSB ���A DSB �NΘXg�@�h����Θx�ñC

DCE ���Θx�ib DCELOCAL/var/svc �²ñΣ�CDCELOCAL Nϕ DCE w�

�²C

zi��h����-MTº�¼AA�OGqB�	��iCzib

DCELOCAL/var/svc/routing �e�ñ[J��A�Hⁿwo�����mC

�pG

NOTICE:FILE:DCELOCAL/var/svc/notice

��Azi�� SVC_NOTICE ⌠����ⁿw�mC⌠����wq�\��e�W

µC�pAzi÷pU���q�Wµwq@� UNIX ⌠���G

export SVC_NOTICE=FILE:DCELOCAL/var/svc/notice

ⁿOµd�G

pGzb�e�ñwq NOTICEA�÷pUqⁿOµ�� DSBG

SVC_NOTICE=FILE:DCELOCAL/var/dsb/dsb.log dsb -q -f -U cell_admin -P *****

DSB N�⌡µUC@�G

v bLnU��tmP��C

v N��qOⁿ� DCELOCAL/var/dsb/dsb.log ñC

v ���e�ñ�WµA�Oⁿ����	B�iPLk��]Y½	��	C

v úπ�⌠≤Oⁿ�ΘXC

�÷�e�µíP SVC_* ⌠���s����A�πΩT��\ DCE ���ΩTC

zib IBM Policy Director Security Services CD � /doc �²ñAΣ�pU�÷ DCE

�w�Ptmσ≤G

v DCE22_QuickBeginnings_AIX.pdf

v DCE22_QuickBeginnings_NT.pdf

v DCE20_InstallGuide_Solaris.pdf

v DCE20_ReleaseNotes_Solaris.pdf

�²A��t�zt�ⁿOµ∩�

Uϕí� DSB ⁿOµ∩�G

∩� í�
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-d
be�ñ⌡µA�D� UNIX �n{í� Microsoft Windows

NT A�{íΦí⌡µC�∩�Dn��ú�C

-f

jó½stm DSB � DCE w	��C

�X��
� Policy Director/dsb-servers s�]úDw
��s

�	BΣ
ϕµ�B

intraverse/dsb/default/fully_qualified_DNS_name Principal ]��

�	AΣñ fully_qualified_DNS_name � DSB ⌡µ�b�t

�C

�∩�Ob DSB �������CªiIsh�A�ú�²�

ú Principal]���	��Bs���PΣ
ϕµ�C

-h ⁿOµ�kTºC

-q
�e��ΘX�Θx�ñA�D� stdout � stderr ñC⌡ñ

úπ�⌠≤qC

-r

�útm DSBC

�∩���ú DSB � DCE w	��]pe� -f ∩�ñ�
z	C

-r X�iµW���P -q @���CΣª�ⁿOµX�húα
P -r @���C

-t
� DSB ⁿw�α���°A	ⁿ��C

ⁿ��OⁿP�í�αBz�q��nD��C

-P password
ⁿw DCE nJ Principal]���	�KXC

uαP -U X�@���C

-U principal_name

⌡µ DSB tm���� DCE nJ Principal]���	C

�∩��Hⁿw⌠≤≥�v
� DSB w	������]pe

� -f ∩�ñ�z	C

-b

¡ Microsoft Windows--ⁿwi⌡µ� DSB Gi���WC

pG DSB w�≤Dw]�mñA����∩�C

�∩��N DSB �mxsb Microsoft Windows NT n²ñC

ϕ DSB tm¿ Microsoft Windows NT A�{í�Ah

Microsoft Windows NT ���n²]wC

-v ¡ Microsoft Windows--π� DSB ��P DCE ��TºC

�21� NetSEATG�²A��t�zt� 249



250 Policy Director �zΓU




²A. �� ivadmin 	iµ Policy Director �z

ivadmin ��{íO@�i��⌡µ Policy Director �z@�AB�ϕ≤u�zD�

xv�ⁿOµC

��]AG

v y�
 ivadmin ��{ízb��

v y�� ivadmin ⁿOz.

�� ivadmin ��{í

ivadmin ��{íO@�iN�u�zD�xv�ⁿOµC∩≤Q²Y��z\α��
⌡µ��z��ÑAi���� ivadmin �g Script F����C

�h ivadmin ⁿOPu�zD�xvú�\α½�C��Aivadmin �úX�L
kzLu�zD�xv���iÑ�z\αC IVBase M�nΘ]w�≤⌠≤⌡µ Policy

Director �t�ñ	]�saw����{íC

�� ivadmin ��{í

pn�� ivadmin ��{íA��� dce_login nJw	Γ�CMßΣJG

UNIXG # ivadmin

WindowsG ivadmin

X{ ivadmin ú�G

ivadmin>

�b�ú�ñAΣJAϕ�ⁿOB∩�P��C��\y�� ivadmin ⁿOzñ�ⁿO

ϕC

�pApQd
 ivadmin í�Tº�A�ΣJG

ivadmin> help

�⌠ ivadmin ��{í

pn�⌠��{í�$�ⁿOú�ñA�ΣJ ivadmin exit ⁿOG

ivadmin> exit

�� ivadmin ⁿO

ivadmin ⁿO]AG

v �252��yServer]°A		ⁿOz

v �253��yObject]½≤	ⁿOz

v �254��yAction]�@	ⁿOz

v �254��yACL ⁿOz
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v �256��yNetSEAL ⁿOz

v �258��ytm�zⁿOz

v �258��y����zⁿOz

v �262��ys��zⁿOz

v �264��yΩ��zⁿOz

v �268��yn²�h�zⁿOz

�: ��� ivadmin ⁿO��ΘJ≤P@µA�ϕ¿µ@ⁿOC��ñ��d��
°A]�bπ���Θ�U@µC

Server]°A��ⁿO

ivadmin server ⁿOú�eLkzLu�zD�xv�Bz�\αG

ⁿO í�

server flush_logs server-name

N WebSEAL °A	ΘxqO�Θg�w�ñC��∩°A	�≤��Y

l�S�C

server list

CX��wtm�°A	C

server resume server-name

$�w��� WebSEAL °A	C

server show server-name

π�ⁿw°A	��eA�OW�Bí�BDqúW�BNS �mB

Principal P root URLC

server start server-name

��ⁿw�°A	C�� secmgrd ]NetSEAL P WebSEAL	P

ivacldC

server stop server-name

�εⁿw�°A	C�ε secmgrd ]NetSEAL P WebSEAL	P

ivacldC

server suspend server-name

��ⁿw� WebSEAL °A	C∩⌡µ°A	�	@u@�ϕ�UqC

UC ivadmin server ⁿOiXRu�zD�xv�\αG

ⁿO í�

server delete /ExternAuthzn/server-name

uπ��ív¡°A	Cq��ⁿOO��úw�{íbDµ�ΦíU�

�C

�: �ⁿOú���RúΣª⌠≤°A	C

server modify server-name baseurl mount-point
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ⁿw°A	n��� ACL 	í�ΣC�Hft�s� WebSEAL °A	

��Cⁿw�ⁿ��Σ mount-point ��u�zD�xvb�z ACL �

���Dn�ΣC��Σñ� ACL �M�bP��ⁿI]
XI	
X

º���s�°A	WF��s�°A	��Y-M��� ACL �≤Ω

TC

��NGmount-point �∩≤ /WebSEAL tm
½≤AB��≤

WebSEAL �²ñ]�D⌠≤l�²ñ	C

server register externauth server-name ns-location server-principal action-char action-name

n²�ív¡°A	�sbC�ⁿO�Hi Policy Director v¡A�{

í��ív¡°A	sbA]�b�RⁿO@½≤W��vM�v�A�

d���ív¡°A	C

server status server-name

P	°A	#b⌡µ�w�εAB°A	� ACL Ω�w��O�wH�

s��≤ΩT[H≤sC

�NW��N��G

pnπ� chevelle ≈	Wº WebSEAL °A	��eA�ΣJG

ivadmin> server show /WebSEAL/chevelle
�¼GWebSEAL °A�
W�G/WebSEAL/chevelle
í�Gchevelle
DqúW�Gchevelle
NS �mG/.:/subsys/intraverse/secmgr/server/chevelle
Principal: secmgr/chevelle Root URL: /chevelle

��NGz��	ϕ	 ivadmin server list ⁿOΘXñ���µíA�ΣJ
server-name ��C

�pG

ivadmin> server list
/WebSEAL/chevelle
/NetSEAL/chevelle
/ExternAuthzn/timechecker

Object]½≤�ⁿO

UC ivadmin object ⁿO�ú�\αA�ϕ≤u�zD�xvñ�u½≤	ív�
z@�ⁿOC

ⁿO í�

object list directory-name

CX��≤�ⁿ�²U�½≤A�π�U½≤�⌠≤�÷ ACL W�C

��NG�ⁿOú�i}��²ºW��²≡C

object show object-name

π� object-name ΩTP⌠≤�÷� ACL W�C

pS��÷� ACLA�X{S� ACL r�C
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Action]�@�ⁿO

UC ivadmin action ⁿO�HNB�� Policy Director �v�@]\iv	wqb

u�zD�xvñC

�pAzL ivadmin action ⁿObi�� ACL \ivMµ[J�í�v≈εC

ivadmin action ⁿOiú�eLkzLu�zD�xv�Bz�\αG

ⁿO í�

action create name description action-type

wqs Policy Director �v�@]\iv	Cs
@�bu�zD�xv

ñNϕ��@�s ACL \ivXC

name ���Hⁿws�\ivX]µ@r:	C description ��úN

X{bu�zD�xvñ�s ∩���C action-type ���HúX{

bu�zD�xvñ��@����C

d�G

ivadmin> action create k time Ext-Authzn

action delete name

Rú action create ⁿO�
º{��v�@]\iv	C

d�G

ivadmin> action delete k

action list

HUCµíCX��{�� ACL �@]\iv	G

permission name permission description action type

d�G

ivadmin> action list

π��ΩT�ⁿpUG

r read WebSEAL
...

ACL ⁿO

UC ivadmin acl ⁿOú�\α�ϕ≤u�zD�xvñ� ACL �z@�ⁿOC

ⁿO í�

acl attach obj-name acl-name

² ACL ��s
Y½≤C

acl create acl-name

b ACL ��Ω�wñ
�s ACL ��C��NG�ⁿOú�
� ACL

��C

acl delete acl-name

N ACL ��q ACL ��Ω�wñRúC

acl detach obj-name
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²{µ ACL ��P�ⁿ½≤µ≈÷pC��NG�ⁿOú�N ACL �

�q ACL ��Ω�wñRúC

acl find acl-name

MΣ�CXs
�ⁿ ACL �����½≤C

acl list

CX ACL ��Ω�wñ��� ACL ��C

acl modify acl-name description desc

i²z
��sΦ�ⁿ ACL ����÷í�µ�C�X{�í��@�

aΦOu�zD�xvº ACL �z@�e�ñ�uACL wqv
C

acl modify acl-name remove user user-name

i²zN{����� ACL ��q�ⁿ ACL ��wqñ�úC

acl modify acl-name remove group group-name

i²zN{��s� ACL ��q�ⁿ ACL ��wqñ�úC

acl modify acl-name remove any-other

i²zN⌠≤w¡≈τ�� ACL ��q�ⁿ ACL ��wqñ�úC

acl modify acl-name remove unauthenticated

i²zN⌠≤�g¡≈τ�� ACL ��q�ⁿ ACL ��wqñ�úC

acl modify acl-name set user user-name perms

i²zb�ⁿ ACL ��wqñ
��sΦ��� ACL �� (pubs)AΣ

ñ\iv (perms) � bPTrC

d�G

ivadmin> acl modify pubs set user peter bPTr

acl modify acl-name set group group-name perms

i²zb�ⁿ ACL ��wqñ
��sΦs� ACL ��C

d�G

ivadmin> acl modify pubs set group sales Tr

acl modify acl-name set any-other perms

i²zb�ⁿ ACL ��wqñ
��sΦ⌠≤w¡≈τ�º ACL ��

(pubs)C

d�G

ivadmin> acl modify pubs set any-other r

acl modify acl-name set unauthenticated perms

i²zb�ⁿ ACL ��wqñ
��sΦ�g¡≈τ�� ACL ��C

d�G

ivadmin> acl modify pubs set unauthenticated r

acl show acl-name

CXc¿�ⁿ ACL ��wqº�π�@���C

ivadmin> acl show pubs
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NetSEAL ⁿO

zi�� ivadmin ��{í�⌡µUC� NetSEAL �z@�G

v y�zⁿO@�⌠⌠zC

v y�z NetSEAL 
XzC

v �257��y�zⁿO@º≡zC

v �258��y�zⁿO@�≡OWzC

�zⁿO@�⌠⌠

ziN⌠⌠°�@�ⁿ NetSEAL O@�D Policy Director °A	Civadmin netseal
ⁿOi��sWBRúPCXⁿO@�⌠⌠C

ⁿO í�

netseal network add network netmask [network-alias]


�@�ⁿ NetSEAL O@�s⌠⌠C⌠⌠P⌠⌠Bnt∩���� IP

⌠}�XP⌠⌠BnC⌠⌠OW]∩�	i���O�⌠⌠Cp�ⁿwO

WAh���⌠⌠P⌠⌠Bnt∩��O⌠⌠Cp⌠⌠wsbh��$

�	C

netseal network delete network-id

Nⁿw�⌠⌠qt�ñRúAΣñ network-id i∩�UCº@G

v network/netmask]⌠⌠/⌠⌠Bn	t∩

v network-alias]⌠⌠OW	

pbΩ�wñΣú�⌠⌠AN��$�	C

netseal network list

π�Ω�wñ���⌠⌠A]A⌠⌠P⌠⌠Bnt∩H�⌠≤�wq�O

WC

�z NetSEAL �X

NetSEAL 
X�MwqHg� Policy Director °A	�µg�ΦVCzibΓ� Policy

Director °A	í� Policy Director °A	°A	P⌠⌠í
�
XC��� GSS q

D�O@µgΓ� Policy Director °A	íº
X�qHC

ivadmin netseal junction ⁿOi��sWBRúPCX NetSEAL 
XC

ⁿO í�

netseal junction add hostname destination


�@�� NetSEAL °A	�ⁿw��a�
XAΣñ hostname �

NetSEAL °A	W�]5�Γ�W�	Adestination i∩�UCº@G

v pd-server]Policy Director °A		

v network/netmask]⌠⌠/⌠⌠Bn	t∩

v network-alias]⌠⌠OW	

p
XwsbBDqú°A	úsb���aúsbAh��$�	C

netseal junction delete hostname destination
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Rú� NetSEAL °A	�ⁿw��a�
XAΣñ hostname �

NetSEAL °A	W�]5�Γ�W�	Adestination i∩�UCº@G

v pd-server]Policy Director °A		

v network/netmask]⌠⌠/⌠⌠Bn	t∩

v network-alias]⌠⌠OW	

Y
X�eúsbAh��$�	CⁿO∩�e�suú�ú�vTC

netseal junction list hostname

π�ⁿw NetSEAL °A	��� NetSEAL 
XC

�zⁿO@º≡

Policy Director NetSEAL °A	i�Sw≡BDqúP⌠⌠Aúw	A�{íC�pA

ziHN NetSEAL °A	tm¿O@Sw≡W� TELNET yqC

ivadmin netseal port ⁿOi��sWBRúPCXⁿO@º≡Cziⁿw≡
 Policy

Director °A	�⌠⌠C

ⁿO í�

netseal port add destination port-id

O@P�ⁿ port-id Wºⁿw��a�suAΣñ destination i∩�UC

º@G

v pd-server]Policy Director °A		

v network/netmask]⌠⌠/⌠⌠Bn	t∩

v network-alias]⌠⌠OW	

port-id i∩�UCº@G

v port]≡	

v port-range]≡d≥	

v port-alias]≡OW	

pG≡wⁿO@B°A	úsb�≡OWúsbAh��$�	C

netseal port delete destination port-id

�εPⁿw≡Wºⁿw��a�O@ñsuAΣñ destination i∩�UC

º@G

v pd-server]Policy Director °A		

v network/netmask]⌠⌠/⌠⌠Bn	t∩

v network-alias]⌠⌠OW	

port-id i∩�UCº@G

v port]≡	

v port-range]≡d≥	

v port-alias]≡OW	

pG≡��ⁿ�O@B°A	úsb�≡OWúsbAh��$�	C

netseal port list destination

CXⁿw��a���≡AΣñ destination i∩�UCº@G

v pd-server]Policy Director °A		

v network/netmask]⌠⌠/⌠⌠Bn	t∩

v network-alias]⌠⌠OW	

p°A	úsbAh��$�	C
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�: ≡d≥�ϕ�Φí��GⁿwΓ�≡�AΣíHsr��j}]�p 22-88	C

�zⁿO@�≡OW

ivadmin port-alias ⁿOi��sWBRúPCX≡OWC���≡OWAH��Nq
�Φí��O]��≡d≥C

ⁿO í�

netseal port-alias add port-spec port-alias

�ⁿw�≡Wµ
�s�≡OWAΣñ port-spec i∩�UCº@G

v port]≡	

v port-range]≡d≥	

pG�≡d≥w�ΣªOWAN��$�	C

netseal port-alias delete port-id

N�ⁿ port-id �≡OWqt�ñRúAΣñ port-id i∩�UCº@G

v port]≡	

v port-range]≡d≥	

v port-alias]≡OW	

port-id iHOY@≡B≡d≥B�Y�≡OWCpbΩ�wñΣú�≡O

WAN��$�	C

netseal port-alias list

CXbΩ�wñΣ����≡OWC

tm�zⁿO

ivadmin admin tm�zⁿO�Hπ�°A	��÷ΩTC

ⁿO í�

admin show configuration

π����n²�≤ LDAP � DCE ñ��÷ΩTC

d�G

ivadmin> admin show configuration

ú��ΘX�ⁿpUG

LDAP: TRUE
SECAUTHORITY: w]	
GSO: TRUE

����zⁿO

UC ivadmin user ⁿO�ú�\αA�ϕ≤u�zD�xvñ�����z@�ⁿ

OC���zⁿO�H�εw] LDAP n²ñ������C

���ⁿ�O Policy Director ���CGSO ���� Policy Director ���AuO�

�����hF�� Web Ω�]p Web °A		�v¡C

ⁿO í�

user create [-gsouser] user-name dn cn sn pwd
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b LDAP ���n²ñ
�s Policy Director ��� (secUser) b

ß]������OW���sb≤w]� LDAP n²Ω�w

ñ	C

-gsouser ���∩��C∩∩�ⁿO�ÑA���sr�� (-)C

ϕⁿw -gsouser ���A���τ�¿� GSO ��� (gsouser)C

user-name ����n
�����W�C�W��O @�C

dn ���ⁿw
�n
�º���� LDAP �OW�]�pA

cn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US	CDN �O @

�C

cn ���ⁿw
�n
�º����@qW�]�pADiana

Lucas	C

sn ����n
�º����m≤]�pALucas	C

pwd ���z]
o�s����KXCKX�ϕu Policy

Director �z��]��h�]�pAmypasswd	C

d�G

ivadmin> user create -gsouser dlucas
cn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US

"Diana Lucas" Lucas mypasswd

pn²���bß��Az��µ�∩���ΩTA��o���

�Cpn�≤ΩTAz�N account-valid X�]� “yes”C

pnsW����í�Az��� ivadmin modify user ⁿO�
≤���bßΩTC

user import [-gsouser] user-name dn

H Policy Director ΩT≤sΣ�OW�wsb≤w] LDAP n²Ω

�wñ�{����A²���i�Pw	Γ�C

d�G

ivadmin> user import -gsouser mlucaser
cn=Mike Lucaser,ou=Austin,o=Wesley Inc,c=US

user modify user-name description description

sWí�ΩTA²�z��÷�O�����C

d�G

ivadmin> user modify dlucas description
"Diana Lucas, Credit Dept HCUS

user modify user-name password password

N���KXq{µKX∩�sKXCNú�nDzT{KXC

d�G

ivadmin> user modify dlucas password newpasswd

user modify user-name authentication-mechanism mech
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�≤���¡≈τ�≈εC

d�G

ivadmin> user modify dlucas authentication-mechanism dce

user modify user-name account-valid {yes | no}

ⁿwbß�@�ñ�D@�ñCpn��bßA�∩� “yes”;Fpn

��bßA�∩� “no”C

d�G

ivadmin> user modify dlucas account-valid yes

user modify user-name password-valid {yes | no}

ⁿwKX�@�ñ�D@�ñCpn��bßA�∩� “yes”;Fpn

��bßA�∩� “no”C

d�G

ivadmin> user modify dlucas password-valid no

user modify user-name gsouser {yes | no}

ⁿX�ⁿ� Policy Director ���O�τ� GSO ���Cpns

WτO GSO �������A�∩� “yes”Fpn�úP��

GSO �������A�∩� “no”C

d�G

ivadmin> user modify dlucas gsouser no

user delete user-name

N{�����bßq LDAP ���n²ñRúCϕRú Policy

Director ���bß�Aτ�saRúw] LDAP n²ñ� GSO

���bßΩTC

d�G

ivadmin> user delete dlucas

bRú���bß�P�Aτ��ú����bß�⌠≤�÷Ω��

�C

user show user-name

π�ⁿw�������bßΩTC

d�G

ivadmin> user show dlucas

user show-dn dn

bzⁿw�OW� (DN) �ú�����Σª�÷ΩTC

d�G

ivadmin> user show-dn
cn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US

user show-groups username
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π�����⌡��s�C

d�G

ivadmin> user show-groups dlucas

ú��Mµ�ⁿpUG

sales
credit
engineering

user list pattern max-return

��zⁿw�±∩¼�A����W�CX��wtm����b

ßCMµñ�÷���bß�
����π�C

pattern ��i²zⁿw@�±∩¼�AH��CXzQn�C��

���W�PU�r
�±∩C±∩¼�ñiVX��U�r
Pr

Ω��AB
�jpg]�pA*luca*	C

max-return ���H¡εw∩µ@nD�αΣX��$����]�

pA2	C���τⁿ LDAP °A	ñ�tm�εCΣñziⁿwj

ML{ñ�hα�$h&�GC Policy Director ��$ max-return

��p
P LDAP °A	ñ�tm�
C

d�G

ivadmin> user list *luca* 2

ú��Mµ�ⁿpUG

dlucas
mlucaser

user list-dn pattern max-return

pGuDí≈��OW�Ah���OW�CX��wtm���

�bßCMµñ�÷���W��
����π�C

������OW�ñ� CN í≈]²út cn= í≈	�±∩U�

r
C

max-return �τⁿ LDAP °A	ñ�tm�εCΣñziⁿwjM

L{ñ�hα�$h&�GCPolicy Director ��$ max-return �

�p
P LDAP °A	ñ�tm�
C

d�G

ivadmin> user list-dn *luca* 2

ú��Mµ�ⁿpUG

Diana Lucas,ou=Austin,o=Wesley Inc,c=US
Mike Lucaser,ou=Austin,o=Wesley Inc,c=US

�NW��N��G

��NGϕzb user show-dn ⁿOP user show-groups-dn ⁿOñΘJ dn ��

�A�YuµíCϕ dn ���t	µ�A������ (″)C

�pG

cn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US
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user show P user show-dn ⁿOπ��ΩTA�ⁿpU Diana Lucas �����

÷ΩTG

nJ IDGdlucas
LDAP dnGcn=Diana Lucas,ou=Austin,o=Wesley Inc,c=US
LDAP cnGDiana Lucas
LDAP snGLucas
í�GDiana Lucas, Credit Dept HCUS
� SecUserGtrue
� GSO ���Gfalse
bß��Gtrue
KX��Gtrue
�v≈εG
w]	GLDAP

s��zⁿO

UC ivadmin group ⁿO�ϕ≤u�zD�xvñ�s��z@�ⁿOCo��zⁿ

O�H�ε LDAP �²n²ñ�s���C

��s�Oⁿ@�π�ⁿ��� Policy Director ���bßCs�i²�z�bus�

�εMµ (ACL)vñ��s�W�A��ú�@��CX������C

ziRú��≤⌠≤s���C��Aziπ�s��s�¿��÷ΩTC���

z��z]iHCX��wtm�s�C

ⁿO í�

group create groupname dn cn

b LDAP ���n²ñ
�s Policy Director s� (SecGroup)C

groupname ����n
��s�W�C�W��O @�C

dn ���ⁿw
�n
�ºs�s�� LDAP �OW�]�pA

cn=credit,ou=Austin,o=Wesley Inc,c=US	C

cn ���ⁿw
s��@qW�]�p Credit	C

d�G

ivadmin> group create credit
cn=credit,ou=Austin,o=Wesley Inc,c=US
Credit

group import groupname dn

	J{� LDAP n²s���÷ΩTH
� Policy Director s�Cs�

�wsb≤ LDAP n²ñA Policy Director s�'α	JΩT�
�

s�C�n
��s�W��O @�C

d�G

ivadmin> group import engineering
cn=engineering,ou=Austin,o=Wesley Inc,c=US

group modify groupname description description

sW�ⁿs���÷í�A² Policy Director �z�≤e÷�OºC

d�G

ivadmin> group modify credit description "Credit, Dept HCUS

group modify groupname add user-name
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sW����ⁿw�s�ñC

d�G

ivadmin> group modify engineering add dlucas

group modify groupname remove user-name

N{�����qⁿw�s�ñRúC

d�G

ivadmin> group modify engineering remove dlucas

group delete groupname

Rú{��s�P�s��⌠≤�÷��C

d�G

ivadmin> group delete engineering

group show groupname

π�ⁿws���÷��C

d�G

ivadmin> group show credit

group show-dn dn

�s�W�úⁿw��OW�C

d�G

ivadmin> group show-dn cn=credit,ou=Austin,o=Wesley Inc,c=US

group show-members groupname

π�ⁿws��¿A���OW�CXC

d�G

ivadmin> group show-members credit

π��ΩT�ⁿpUG

dlucas
mlucaser

group list pattern max-return

�s�W�ACXΣW��Xⁿwº±∩¼����wtms�C

pattern ��i²zⁿw@�±∩¼�AH��CXzQn�C��s�W

�PU�r
�±∩C±∩¼�ñiVX��U�r
PrΩ��AB


�jpg]�pA*Austin*	C

max-return ���H¡εw∩µ@nD�αΣX��$����]�pA

2	C���τⁿ LDAP °A	ñ�tm�εCΣñziⁿwjML{ñ

�hα�$h&�GCPolicy Director ��$ max-return ��p
P

LDAP °A	ñ�tm�
C

π��ΩT�ⁿpUG

credit
marketing

group list-dn pattern max-return
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pGuDí≈��OW�Ah���ⁿw�±∩¼�A��OW�CX

��wtm�s�C

��s��OW�ñ� CN í≈]²út cn= í≈	�±∩U�r
C

max-return �τⁿ LDAP °A	ñ�tm�εCΣñziⁿwjML{

ñ�hα�$h&�GC Policy Director ��$ max-return ��p
P

LDAP °A	ñ�tm�
C

d�G

ivadmin> group list-dn *t* 2

π��ΩT�ⁿpUG

cn=credit,ou=Austin,o=Wesley Inc,c=US
cn=marketing,ou=Boston,o=Austin Sale,c=US marketing

�NW��N��G

��NGz��	ϕ	 group show-dn ⁿOΘXñ���µíA�ΘJ dn ��C

ϕ dn �t	µ�A������ (″)C

�pG

cn=credit,ou=Austin,o=Wesley Inc,c=US

group show P group show-dn ⁿOπ��ΩTA�ⁿpU credit s���÷Ω

TG

s� IDGcredit
LDAP dnGcn=credit,ou=Austin,o=Wesley Inc,c=US
í�GCredit, Dept HCUS
LDAP cnGcredit
� SecGroupGtrue

Ω��zⁿO

UC� Policy Director ivadmin ⁿO�@��zⁿOA�H�εΩ���÷ΩTC

ΩT��÷ΩT]AG

v y�zΩ�z

v �265��y�zΩ�s�z

v �267��y�zΩ���z

�zΩ�

UC ivadmin rsrc ⁿOi²�z��zU�úP�Ω�A�O GSO ���� Web

°A	C

��Ω�Oⁿ Web °A	C�z¼
Xwqñ� -T �OX�H�O Web °A	C

ivadmin rsrc ⁿO�HⁿX Web Ω��W�C

UC ivadmin rsrc ⁿO�ú�\αA�ϕ≤u�zD�xvñ� GSO Ω��z@

�ⁿOC
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ⁿO í�

rsrc create resource-name [-desc description]

N Web °A	ϕ¿@�Ω��
�PRWC

resource-name ���ú
 Web Ω���OW�]�p

engwebs01	C

description ���@isW�í�]∩�	A�H² Policy Director

�z�≤e÷�O�Ω�C⌠≤∩�����beY[Wsr��

(-)C�t	µ�í�h�H��� (″) AϕC

ivadmin> rsrc create engwebs01 -desc "Engineering Web
server - Room 4807"

rsrc delete resource-name

RúⁿW�Ω�A]Aí�ΩTb�CΩ��sbA�hNπ��

	C

d�G

ivadmin> rsrc delete engwebs01

rsrc list

π�wq≤ LDAP �²ñ��� Web Ω�W�A��Ω�W�C

XC

d�G

ivadmin> rsrc list

ú�ΩT�ⁿpUG

engwebs01
engwebs02
engwebs03

rsrc show resource-name

π�ⁿWΩ�� Web Ω�ΩTC

Ω��sbA�hNπ��	TºC

d�G

ivadmin> rsrc show engwebs01

π��ΩT�ⁿpUG

Web Ω�W�Gengwebs01
í�GEngineering Web server - Room 4807

�zΩ�s�

UC ivadmin rsrcgroup ⁿO�ϕ≤ GSO Ω�s��z@�ⁿOA�H�εuGSO

Ω�vΩTCo�ⁿOi²�z��zΩ�s��U��÷��C

Ω�s��	 Web °A	�s�AΣñs�ñ�	í°A	��P@���� ID

(userids) �KXC ziH
�Ω�s�ñ	íΩ��µ@Ω���CPolicy Director �

�Ω�s��µ@Ω���A�úOΩ�s�ñC�Ω��Ω���C

UC ivadmin rsrcgroup ⁿO�ú�\αA�ϕ≤u�zD�xvñ� GSO Ω�

s��z@�ⁿOC
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ⁿO í�

rsrcgroup create resource-group-name [-desc description]


�PRW Web Ω�s�C

resource-group-name ���Ω�s��W�C

description ���@hisW�í�]∩�	A�H�O�Ω�s

�C-desc ∩���e��[Wsr�� (-)C�t	µ�í��

H���AϕC

d�G

ivadmin> rsrcgroup create webs4807 -desc "Web
servers, Room 4807"

rsrcgroup delete resource-group-name

RúⁿW�Ω�s�A]Aí�ΩTb�CΩ�s��sbC

d�G

ivadmin> rsrcgroup delete webs4807

rsrcgroup modify resource-group-name add rsrcname resource-name

sW Web Ω��{��Ω�s�ñCΩ�s��sbC

d�G

ivadmin> rsrcgroup modify webs4807 add rsrcname engwebs02

rsrcgroup modify resource-group-name remove rsrcname resource-name

N Web Ω�W�q{��Ω�s�ñRúC

d�G

ivadmin> rsrcgroup modify webs4807 remove rsrcname engwebs02

rsrcgroup list

π�wq≤ LDAP �²ñ��� Web Ω�s��W�C≥b “list”

ß�ΩTN�ñºC

d�G

ivadmin> rsrcgroup list

π��ΩT�ⁿpUG

webs4807
websbld3
websbld4

rsrcgroup show resource-group-name
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π�ⁿwΩ�s�� Web Ω�s�ΩTC

Ω�s��sbA�hNπ��	TºC

d�G

ivadmin> rsrcgroup show webs4807

π��ΩT�ⁿpUG

Ω�s�W�Gwebs4807
í�GWeb servers, Room 4807
Ω�¿�G

engwebs01
engwebs02
engwebs03

�zΩ���

UC ivadmin rsrccred ⁿOi²�z��zΩ����U��÷��C

Ω���ñúSw GSO ���Ω�]�O@� Web °A	�@s Web °A		

�����OPKXC

ϕz�� ivadmin rsrccred ⁿO�AbΩ��¼Φ�Azuαⁿw “web” � “group”C

�: Ω��Ω�s��sbAz'αNΩ���M�bΣWC

ⁿO í�

rsrccred create resource-name rsrcuser resource-userid rsrcpwd
resource-password rsrctype {web | group} user user-name


�PRWΩ���C���PΩ�]�Ω�s�	�wsbA'

α
�Ω���CpG���BΩ��Ω�s�úsb��ⁿwAh

�π��	TºC

ϕ�	Ω����zⁿO�AΩ��¼uαO “web” � “group” Ω

�C

resource-name ���ϕ�
�Ω��ú
Ω��W�]�p

engwebs01	C

resource-userid ������b Web °A	W� @����OΦ

í]��� ID	A�p 4807ws01C

resource-password ������b Web °A	ñ�KX]�p

rsrcpwd	C

user-name ���NM�Ω���ΩT����W�]�p

dlucas	C

d�G

ivadmin> rsrccred create engwebs01 rsrcuser 4807ws01
rsrcpwd rsrcpwd rsrctype web user dlucas

rsrccred modify resource-name rsrctype {web | group} set [-rsrcuser
resource-userid] [-rsrcpwd resource-password] user user-name
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�≤ⁿWΩ����� ID PKXΩ���ΩTC

pn�≤�½]����KXΩTñ�Ω���� IDAh�bo

�∩�ⁿOe�[Wsr�� (-)CΩ�]�Ω�s�	P����

wsbA'α�≤Ω���ΩTC

zⁿw�Ω��¼��X��
��Ω���ⁿw��¼A�O

“web” � “group”C

d�G

ivadmin> rsrccred modify engwebs01 rsrctype group
set -rsrcuser 4807ws01 -rsrcpwd newrsrpw
user dlucas

rsrccred delete resource-name rsrctype {web | group} user user-name

uRú{�����Ω���ΩTC

Ω��¼��X��
��Ω���ⁿw��¼A�O “web” �

“group”C

d�G

ivadmin> rsrccred delete engwebs01 rsrctype group
user dlucas

rsrccred list user user-name

π��ⁿ���º��wwq�Ω�W�PΣ�¼C

d�G

ivadmin> rsrccred list user dlucas

π��ΩT�ⁿpUG

Ω�W�Gengwebs01
Ω��¼Ggroup

Ω�W�Gengwebs02
Ω��¼Gweb

rsrccred show resource-name rsrctype {web | group} user user-name

π�ⁿw����Ω���ΩTC

Ω���P�����sbA�h�X{�	TºC

d�G

ivadmin> rsrccred show webs4807 rsrctype group user dlucas

π��ΩT�ⁿpUG

Ω�W�Gengwebs01
Ω��¼Ggroup
Ω���� IDGdlucas

n²�h�zⁿO

ivadmin policy ⁿO�@��zⁿOA�H�ε Policy Director ����@δ�hΩ

TC�z�iH�zUC��h��G

v �269��y�znJ�hz.

v �269��y�zKX�hz
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�hwq���bß�KX�¡ε]wAHWit��πΘw	�Co�¡εiH@

δjε (∩t�ñC����) �ⁿwjε (�∩ⁿw����)CpG�����Sw

��hA�Sw��hu²��¬≤⌠≤wq�@δ�hCu²����hAú�O

��Sw��hAh&�¡ε@δ�hC

�znJ�h

ivadmin policy ⁿOi²�z��znJ��÷�hC

���PnJ�÷� policy �z@�ⁿOA�
�snJ�h��s{��nJ�hC
��Aziπ����bß�nJ�hΩTC

∩≤PnJ�÷��hAϕ�	�h�z@�ⁿO�APolicy Director wq�∩�í�

DDD-hh:mm:ssA�wq�∩�í� YYYY-MM-DD-hh:mm:ssC

ⁿO í�

policy {set | get} max-account-age [relative-time ] [-user user-name]

�z�H�ε�q��hA�O�°LFX9PXp�ßA����

bßK�iL�C

�pG

ivadmin> policy set max-account-age 031-12:30:00 dlucas

�G

ivadmin> policy get max-account-age dlucas

policy {set | get} account-expiry-date [absolute-time] [-user user-name]

ⁿw�O���bßYNL���∩Θ�P�íC]i��ⁿX��

���bß�b≤�P�L�C

�pG

ivadmin> policy set account-expiry-date 1999-12-30-23:30:00 dlucas

�G

ivadmin> policy get account-expiry-date dlucas

�zKX�h

UC ivadmin policy ⁿOi²�z��zKX�U��÷�h��C

∩≤PKX�÷��hAϕ�	�h�z@�ⁿO�APolicy Director wq�∩�í�

DDD-hh:mm:ssC

ⁿO í�

policy {set | get} min-password-length [number]
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ⁿwKX��p°� (Hr
p)Cnumber ���KX+\��p°

�C

�pG

ivadmin> policy set min-password-length 8

�G

ivadmin> policy get min-password-length

270 Policy Director �zΓU




²B. �N��

�ΩTOw∩ IBM bⁿΩ�úºúPA�}oX��C �bΣLΩañAIBM ú

úo�ú��ñ�ú�U�ú�BA��\αC nDbz�b�ba
O�i��

o�ú�PA��A�Vϕa� IBM A�Nϕd�C��bú� IBM ú�B{í�

A��Aúϕ��t�uα�� IBM ú�B{í�A�Cun�I. IBM ��z]

úvA⌠≤\αBú��A�úiH�N IBM �ú�CúLAΣLD IBM ú�B{

í�A�bB@W���Pτ�AΣd⌠�≤���C

bo���σ≤ñiα]t� IBM ���ºMQ�MQA��C������ú-�

ezMQº⌠≤�vC ziH���Φí�d��vA�τ�H�G

IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785
U.S.A.

Ynd��÷G�
� (DBCS0	ΩT�S\v¡��A�p�zΩa� IBM �z]

úí�A�����ΦíH�G

IBM World Trade Asia Corporation Licensing
2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan

UCq¿YP�Ωºk�°�Φ�AY°�úA�G IBM �H y{¼z ú��A

�úú⌠≤���q�ºO�]]A²ú¡≤iΓ���XSw���O�	 Y��

a
bY�µ÷W�ú+\�úWzO�Ah��úL�C

��ñiα���NW���LΩW�"	C]�DIBM �w��qF�N�qß��

e�Js�ñCP�AIBM oH�∩i�]�	����ñ�ú��ú��]�	{

íC

Ω�ñú�D IBM ⌠���ß��ΦKA�úNϕ�(�⌠�I�C(�⌠�W

��e�D� IBM ú��e�@í≈A�ß���⌠����µ�ß�IC

IBM iα����Gzú�⌠≤Ω�AM]XzoyAiú∩ztdC

�{íº�v�Y²�o�÷ΩTAHK��UCΩT�ió� IBMCΣUCΩTⁿ�

OG (i) W�
��{íPΣL{í]]A�{í	ºíµ½ΩT�ΦíA (ii) ¼��

�wµ½ºΩTΦkCY�⌠≤�D�p�G

IBM Corporation
Department LZKS
11400 Burnet Road
Austin, TX 78758
U.S.A.

WzΩ�º�o�ΣSϕn≤AbY�ípU�IOΦo��C

IBM ≥≤�ΦºuIBM �ßX�vBuIBM Ω{í�vX�v]�⌠≤PÑX�	

°�Aú�ΩTñ�z��v{íPΣ��A���vΩ�C

© Copyright IBM Corp. 1999 271



o�ú��⌠≤�αΩ�í¡wb@�ε⌠�UC ]�qΣª�@⌠���o��Gi

αtº�jC��iαw∩oih�t���Y� IA²úO�o� IP@δ{

��t��PC A�AY� IiαO!	��A PΩ�Giα�ºC �σ≤��

ß�d���⌠�O�A�o�Ω�C

÷≤D IBM ú��Ω�O���ú���B�}í��Σª�}��CIBM ���

(�ú�A�HLkT{�α�T�B�e��⌠≤ΣªPD IBM ú��÷���C

�÷D IBM ú���α�D��
ó��ú���C

��÷≤ IBM ���ΦV�°�iα�gqwµ�#�M$A�Nϕ��MΦwC

��CX� IBM �µuO IBM �e�
�Γ�Aiα�gqwµ�≤C gP��

�µiα��tºC

�ΩTuW�º�CbµI�í��ú�ºeA�B�úºΩT�iα∩�C

�ΩTt�Θ���B@���Ω�°id�C ��o�d�¿iα�πAΣñ��

HB�qB�PMú��W�C ��W���ΩcAp�pP��6XC

�@v�vG

�ΩTt��lyÑ���{í��A�Hí�U�@�¡xW�{í]p�NC zi

H≥≤}oB��BµPMoµ��{í]o���{í�X��{í]p��BA

�≤{í���w∩�@�¡x	º��AH⌠≤�í��sB�∩Moµo�{í

��Aú�V IBM IOC

o�d��gL��¼pU��π�C ]�AIBM ∩o�{í�ia�BΩ���

\αAúú⌠≤O��t�CziH≥≤}oB��BµPMoµ��{í]�X

IBM ��{í]p���	º��AH⌠≤�í��sB�∩Moµo�{í��Aú

�V IBM IOC

o�d�{í�C@����⌠≤í�A�O⌠≤l��@�Aú�]AHU��

vn�G

©]z��qW�	]�≈	Co�í��{íXOl�� IBM Corp. d�{íC ©

Copyright IBM Corp. enter the year or years. All rights reserved.

pGz�°�ΩT�nΘ��Aiαú�
�	=MmΓ��C

��

UCⁿJO International Business Machines �qbⁿΩMΣLΩa���G

AIX

DCE

IBM

FirstSecure

Global Sign-On

GSO

272 Policy Director �zΓU



LDAP

Policy Director

SecureWay

ΣL�qBú�MA�W�iαO�T�����A��OC

AuthAPI DASCOM, Inc.
DASCOM DASCOM, Inc.
IntraVerse DASCOM, Inc.
Internet Information Server (IIS) Microsoft Corporation
Internet Explorer Microsoft Corporation
Netscape P Netscape �x� Netscape Communications Corporation
Netscape �x� Netscape Communications Corporation
Netscape FastTrack Netscape Communications Corporation
Netscape Navigator Netscape Communications Corporation
NetSEAL DASCOM, Inc.
NetSEAT DASCOM, Inc.
�z¼
X DASCOM, Inc.
Solaris Sun Microsystems, Inc
WebSEAL DASCOM, Inc.

Java M��H Java �≥ª���AO Sun Microsystems, Inc. bⁿΩMΣLΩa��

�C

MicrosoftBWindowsBWindows NT � Windows �xO Microsoft Corporation bⁿΩ

�/�ΣªΩa���C

UNIX O X/Open Company Limited bⁿΩ�/�ΣªΩaWa�v��U��C
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eTf
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]w 124
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e�f
ú
�jpg� URL 185

��
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��í�����]GUI	 3, 43
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ivadmin ��{í 118
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Policy Director u�zD�xv 37
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≤ -
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Policy Director 7
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≤ - (	≥)
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��{í
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�C τ��\�}/pK≈�∩C

¡≈τ�]authentication�. �HMwqHΦº¡≈�i
a{�C

�⌡≡. ⌠⌠ºí�hDA��¡ε⌠⌠ºí�ΩTy

qC≥�WA�⌡≡���O�FO@�í⌠⌠AHK�

���v��C

K

�²n². b IBM SecureWay Trust Authority ñA@�

i²���]q�O�z�	nOΣª����{�Cp

nD≥πAu�U�zñ	]RA	v�úi²���

byß�� Trust Authority q����{í��o���

ΩTC

���¡≈τ�]user authentication�. �{��Hτ
�TºoX�TΩ�XΣ¡≈ABOTº�Xk���C

]iHτ�znPºqH�@δ����t�C

�
. Hú#T�Φí��F�pA��z�eSwT

ºA�úXSw�nDC

½≤�¼]object type�. @�ixsb IBM SecureWay

Directory ñ�½≤��C�pA��B���B�mBH

B{í�BzC

½≤]object�. b½≤�V�]p�{í]pñAKn�
��Ω�H�M�Ω�s��@�Cτ��\�OC

≈�. @�ϕq��r���Ab[Kkñ��NΩTΩ

X��XC

≈�∩. ∩��≈�A�≤D∩�[KkCΣñ@�≈�

O��[KA�t@�≈�O���KC

E

H⌠Γ�]trust domain�. Σ��wg�P@� CA �

���@�ΩΘC
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H⌠�í]trust model�. �ε���zñ	p≤�ΩΣ
ª���zñ	��cD�C

OK�. ú¬�
��v�Θ��ΦC

ⁿΩΩa���]American National Standards
InstituteAANSI�. bⁿΩ�@���Aªtd
�\h
{�AΣ{i���i��o�{��
��	@�o�

�u���CªO��ú�B°O�AH�@δQq�Θ

��¿C

ⁿΩΩa��ΩTµ½X]American National Standard
Code for Information Interchange, ASCII�. bΩ�

Bzt�BΩ�qHt�AH��÷]�ºíiµΩTµ

½���XC ASCII �O��sXr�AªO� 7 �
�

sXr
]8 �
�]AP��d	��¿C�r�O��

εr
���r
��¿C

nD ID. 24 � 32 r
 ASCII 
A @���O∩ CA

���A�Co�
iH�b��A�µ÷WA���P

ª�÷�A�����¼AC

Q

��. b DB2 ñA��O@��ΦΩ�w�z⌠�A�

�xsΩ��⌡µ��{íCª+\�h�Ω�wwq@

�@q�tm��C

�x��]site certificate�. �ⁿ CA ��A²uA�

Sw�⌠�Cτ��\ CA ��C

�σr. �[K�Ω�Ccleartext �PqrC

Q@

�@�{]action history�. �pb���Rg�ñ��
≤C

Ωaw�í (NSA). ⁿΩF#�xΦw	DΘC

ΩayÑΣ�]National Language SupportANLS�.
ú�∩úPyÑ⌠��Σ�A]AyÑB⌠OBΘ�P�

íµíH��rϕ�kC

�n{í]daemon�. bI�⌡µ@��{íCϕ�nΣ
≤U�¼po��AN�tñQIsC���ú�n�N

�n{í�sbA]�t�q������ªC�n{í

iα@�sbA�t�iα���½sú�ªC

o�Ny]o�� demon	O��≤½�ß�QXz�¿�

DAEMON �YryAYu��P⌡µ�°{ív]Disk

And Execution MONitor	C

q��]client�. ]1	@�\α�µ
Aª�q°A	


¼@��A�C]2	∩t@íqú�{ínDA��

qú�{íC

�v]authorization�. s�Ω��\iC

�@Ω�w�]Uniform Resource LocatorAURL�.
b Internet Ww}Ω��ΘεCURL OⁿwqH≤wBD

qúW�� IP �}Cª]]AqSw≈	s�Ω����

�≡�B⌠��Ω���C

�@Ω�ⁿ�� (Uniform Resource Indicator, URI). �
∩ URL Oⁿ�∩≤ HOST W�� IP �}� URI �mA

H�⌠⌠≡C

q�hD�� (CGI). b⌠�P Web °A	ºí�ΘΩ

T���ΦkC

qH≤w]protocol�. qúºí≤��qHD�C

qD]tunnel�. b VPN �NñAYⁿzL⌠⌠⌠�

iµ�@�H∩Ω�I∩IsuCs
�A�����i

H��qD�P°�M�⌠⌠µ½w	B[KH����

ΩTC

	� CA. �≤ PKI CA Ñh��� CAC

QG

µX. � ISO 10646 wq�@� 16 �
r�Cµ�X

r
sX��OΩTBz�@�Ωr
XCµ�X��

]t@�� Principal ScriptA�únΘΩ���g��

≥ªC Java {í]p⌠�ñ����l{íúOHµ�X

�g�C

Lk�{. ����pK≈���Kσ≤��W��	a

���WªC

n²Ω�w. ]t�÷��A��oX���ΩTCΩ�

w�xsnOΩ�AH�bªπ��Rg��∩���Ω

�������≤C

n²Γ�. PSw��n²{��÷�@�Ω�B�hM

tm∩�CΓ�W�O@���⌡µn²��{í� URL

l�C

oX���MU (ICL). woX����Σ{µ¼A�@�
�πMµC ��O����¼Ass���C o�MµO

� CA 	@ABxsb CA Ω�wñC

{íX�W. H�����Wi⌡µ��@��NC{í

X�W�]pO�F∩�zL⌠⌠⌠�e�nΘ¡w

�C

Ω
M�⌠⌠]Virtual Private NetworkAVPN�. @�
��⌠⌠⌠�Dq�u�
���su�M�Ω�⌠
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⌠C�≤���OzLuInternet A�ú�v]ISP	�s

�°�⌠⌠Ω�A�úOzLq��qA]���iHj

Taε&��s��¿�C VPN ]α[jΩ�µ½�w	

�C b����⌡≡�NñATº�eiH[KA²O�

����a�}húαC b VPN �NñA���iH


�qDsuAΣñ�π�ΩT�]]�e��Y	úO[

KP���C

�U�zñ
 (registration authority, RA). IBM

SecureWay Trust Authority nΘA�H�z��í��AH

Twq@}l
¼nOnD�oε��Aú�M����

���hC

W�σ�ΘqH≤w]H y p e r t e x t T r a n s a c t i o n
ProtocolAHTTP�. ��≤V Web αeW�σ���⌠

⌠⌠Dq[cqH≤wC

W�σ�OyÑ] H y p e r t e x t M a r k u p
LanguageAHTML�. ���g Web ⌠�{íX��O

yÑCªOH SGML �≥ªC

W�σ]hypertext�. ]trⁿBⁿ�����σrA�
Bα≈²¬���½÷@Uσr��X�π�t@≈σ

≤Co�rⁿBⁿ������W��C�Xª�Y��

�¡��í���C

QT

�Θ�εqH≤w/Internet qH≤w]Transmission
Control Protocol/Internet ProtocolATCP/IP�. @�Σ
�
��s�⌠⌠º∩Ñís��\α�qH≤wC

�K. ��[KBzC

Ω�xsw (data storage library). @���Aú�

�BCRLB≈�B�h�Σªw	�÷½≤º<sΩ�w

�s�vC

Ω�⌠p. �K¬��≥�v�Ω�C

hD. @�\αµ�Ai²ú�e�⌠⌠���{í��

qHC

ql��]e-commerce�. ��P��ºí�µ÷C]A
	R�PΓ½�PA�A]∩H�⌠⌠⌠W�RDB

��Bt��ΣL	CªOql���Dn
�C

ql��]e-business�. b⌠⌠Wg�qú�iµ��
�µ÷C]A	RMPΓf�PA�A]]Ag���q

H�αbC

Q�

⌡�. P IBM SecureWay Directory �÷A@�wqXU

�½≤�¼íº÷Y��í�cC

���²s�qH≤w]Lightweight Directory Access
ProtocolALDAP�. ªO@���s� Directory �qT

≤wC

Γ�]domain�. ��\w	�Γ��n²Γ�C

Q¡

f�Θx (audit log). Ω�wñ�Hxsf��≤O²

]@�f��≤@ºO²	�ϕµC

f�°A� (audit server). ��°A	td
¼��f
�q���f��≤A�NºgJf�ΘxñC

f�l�]audit trail�. @�Ω�AªOH���≤��
��Φ⌠��ísbC@�i��l�µ÷�
wí�µ

{�f�l�C

�í�� (digital certificate). π�HO��T�o±

�H�ΩΘ�ql��CC@���úOH CA �pK

≈��W�CªO��O��HB°�����¡≈C

�° CA �ñΓ�wA��iH������v¡AHK

b⌠⌠⌠W⌡µql��CNYΦ��íA��í��

�Ωt�ñΓ�ⁿ≤rp⌡	�σ°⌡	CªiH��∩

��pK≈�����w≥o�vA�Bzql��í�

�����ΣL\αC

��]tª���ºΩΘ]ú
O�HB≈	�qú{

í	��÷ΩTCo≈ΩTñ]]tF�ΩΘºw���

�}≈�C

�í��{�]digital certification�. ��\��C

���. sW�σ≤�Ω��@hsXTºA��O�

�e��¡≈C

����iHú±ΩΘ��j�w	h�Cz����

��úO[KW�A�@tC��í�O{íXC-ºA

ªO�WºTº�[KKnC ]�AbTºW����i

ú�e��ia�OC]u��e��≈�'α
��

�	CΣñτVX���Tº��e][KL�TºKn

��XTº�eA�h��L�	C]�A����L

kq@�Tº�sA����t@�TºA]�Kn�°

Ωú��C�WTº�⌠≤�≤]����ó�C

���tΓk (digital signature algorithm). @�í
≈u������v�@��}≈�tΓkCªLk�≤

[KAu�≤����C

�[K��]DES�. @�[K
⌠KXAⁿΩF#b
1977 �wq��p�#í��C IBM O�²oi�Cq

DES �X��ñADES wQsxaπsA�BOWBs

x���[Kt�C

DES O@�∩��[Kt�Cϕª��qH�A�e��


¼�Γ�ú�DP@�≈K≈�C o�≈�O��
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[K��KTºCDES ]i�≤µ@���[KA�ON

��H[Kµíxsbw�ñC DES π� 64 �

⌠j

pA�B��� 56 �
≈��[KC ª@}l�]pO

�FbwΘñIµC NIST C 5 ��HⁿΩF#[K��

�½s�� DESC

��@δ��yÑ (SGML). ��í���yÑ�@��
�CHTML O�� SGMLC

Q$

���h. @�πW�WhANϕ∩π�@qw	�Dº

Sw��{í�O����A��C�pA���hiα

�ⁿ�Sw����¼i²���b@w�Γ�d≥�B

zf��µ÷C

��]w�. ��wq�nº���¼]�O SSL ���

IPSec ��	�@��ΦC]w�i≤Uz�z��Wµ�

n²Coµ�i�≤]w�W�A�ⁿw�n����

ΦA�O���B≈��k��OW� (DN) ¡εÑÑC

��{�. b�{�ñAπ�HO��T��oXql�

��O��HB°�����¡≈C

���zñ
 (CA�. tdϕ����w	��hA�H
���µíⁿww	ql¡≈�nΘC CA iBzu�U

�zñ	]RA	v�ú�nDAHoXB½qPoú�

�CCA �P IBM SecureWay Trust Authority ú�� RA

¼�AHKb Directory ñoG��P CRLCt��\�

�í�� (digital certificate)C

��oεMU]certificate revocation list, CRL�. H

��Φí�WB[W�íWOA�BwQ���zñ	o

ε���MµC�Mµñ����°�Lk
ⁿCt��

\��í�� (digital certificate)C

��XRµ. X.509v3 ��µí�@�∩�S�A��

NΣª�µ�!J��ñC@����XRµ�����

wq�XRµ�C��XRµ��sb�U���A]A

≈���hΩTBD«�oX���AH���⌠�¡

εC

QC

��{í�� (application program interface, API). �
Policy Director ñ�@�B@��Ai²H¬ÑyÑg¿�

��{í��Sw� Policy Director \αCH���≥ª

�uPolicy Director v¡ APIvi²��{íIs�ñí�

Policy Director v¡A�{íC��o�IsA²}o�ú

��C@�s���{í�g�v{íXC uPolicy

Director v¡ APIvα²°�Nia��v��tmW��

����{í���C��uPolicy Director v¡ APIvA

°�∩≤s�⌠⌠W�Ω�Kαú≤h�εC ��\

Policy Director {í]p���ΓUH�o Policy Director

v¡ API ��πΩT�í�C

��αeqH≤w (FTP). @�⌠⌠⌠Dq[cqH≤
wA�Hbqúíαe��C

QK

s²���]browser certificate�. @���í��A
]�º�q����CªO� CA zL SSL ��� Web

°A	�oX�C[K�ñi²����HNΩ�[KB

�K��W�≈�C≥�WA Web s²	�xso�≈

�Cí≈��{íiN≈�xsb�z¼d=�ΣªCΘ

WCt��\��í�� (digital certificate)C

s²�]browser� . ��	uWeb s²	]Web

browser	vC

�÷l≤αeqH≤w]Simple Mai l T rans fe r
ProtocolASMTP�. zL Internet αeqll≤�qH

≤wC

QE

�W. ��pK≈��ú���C��OTwztd��

πz�WºTº�@�ΦkC

��Pτ� (signing and verifying). ��NO��pK
≈��ú���Cτ�NO��∩���}≈��τ��

�C

�OW�]distinguished nameADN�. ªO@�xs
b Directory ñΩ���� @W�CDN i�� @�O

��b Directory Ñh�cñ��mC

�OsXWh (DER). DER u�qsXWh+\�(�ñ

∩�Σñ@�sX�¼A��⌠���e�∩�C

��≥�A�{í (Credentials Acquisition Service,
CAS). uPolicy Director ��≥�A�{í (CAS)v


≤C

��]credential�. b¡≈τ�µ½ñA����YH¡
≈�≈KΩTCb⌠⌠BΓ⌠�ñA�
M����¼O

@�g� CA 
�B�����C

��τ�. τ�H⌠ÑhoXw����� CA ��C

�pApGY� CA ��t@� CA oX�W��Aho

Γ���b����úX���τ��íúO���C

�O. b½≤�V�]p�{í]pñAYⁿ@s@�@

qwq�i@B@�@q�ΦB@��µ��½≤C

�¼. ��	u½≤�¼]object type	v
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A

ACL. 	σ� ″Access control list″ANⁿus��εM

µvC

ANSI. 	σ� ″American National Standards Institute″A

NⁿuⁿΩΩa��'vC

API. ��{í�� (Application program interface)C

Applet. @�H Java �gA�Bb Java �e�s²	�

⌡µ�qú{íC τ�� Java AppletC

ASCII. 	σ� ″American National Standard Code for

Information Interchange″ANⁿuⁿΩΩa��µ½X vC

B

base64 encoding. @�H MIME α½Gi�Ω�@δ

ΦkC

C

CA. ���zñ	 (Certificate authority)C

CA ��. Web s²	bzA��AqªLkδ�� CA


ⁿ�@���Cs²	i������wP°A	

]��� CA �oX���	í�qHC

CAS. ��≥�A�{í (Credentials Acquisition Service)C

CAS °A� (CAS server). uPolicy Director ��≥�

A�{í (CAS)v
≤�°A	C

CGI. q�hD��A�σ� Common Gateway InterfaceC

cleartext. �g[K�Ω�C�σr�PqrC

CRL. 	σ� ″Certificate revocation list″ANⁿu��o

εMUvC

CRL X��íj. ]wb CA tm�ñAYⁿw�N

CRL oµ
 Directory ºí��ííjC

D

DER. �O�sXWhC

DES. ��[K��C

Directory. ªO@�Ñhí�cANⁿ@�PqH]pG
qll≤�KX�µ½	�÷ΩT�s�xswC

Directory �xs PKI �cúi���Sw��A]A�}

≈�B�����oεMU]CRL	C

Directory ñ�Ω�OH≡¼�Ñh�[H��A≡¼�c

���O�Cq�A�¬h����Nϕ�O�ΩaBF

#��qC@δ�ÑA���H��mOHC@�≡K�

≡¡�NϕCo����B��Ba
BΩaAH��m

bu�²ΩT≡v]DIT	ñU�ª��v���CC@

���O�ΣJ�����¿�Co�ú��Nϕº½

≤��÷ΩTC

Directory ñ�C@������ú�s��@��÷��

OW�]DN	Cϕ��]A∩Ω½≤�ÑO @��

��AhoO @�W�C ��{UCd� DNC ΣñA

Ωa (C) O US (ⁿΩ)B�� (O) O IBMB��µ� (OU)

O TrustA�@δW� (CN) � CA1C

C=US/O=vnet/OU=Trust/CN=CA1

DN. 	σ� ″Distinguished name″ANⁿu�OW�vC

E

extranet. ªO⌠⌠⌠�l�⌠⌠A���ⁿ��NC�
q#}l�� Web oGBql��BTº�ΘAH�∩�

ßBδ±��íuÑh��
�sΘC

F

FTP. ��αeqH≤wC

H

HTML. 	σ� ″Hypertext Markup Language″ANⁿuW

�σ�OyÑvC

HTTP. 	σ� ″Hypertext Transaction Protocol″ANⁿuW

�σ�ΘqT≤wvC

HTTP °A� (HTTP server). @�°A	A��Bzs
²	P⌠⌠ñΣL{íí� Web ¼qHC

I

ICL. oX���MUC

Internet. @���⌠⌠�¿Aúqúºí�qlsuC
oi²ª�g�nΘ�m��qHA�pqll≤� Web

s²	C�pAY�⌠⌠W�j�%��PΣL�ⁿ�⌠

⌠��A��¿ InternetC

intranet. °��í�⌠⌠Aq��≤�⌡≡�CªO

Internet �l�⌠⌠A���ⁿ��NCN�NW�ÑA

intranet uO Internet ����wCHTML � HTTP Oí

≈�kH�ΘC
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IPSec. IETF �oi�@�uInternet qH≤ww	�v

(Internet Protocol Security	��C IPSec O@�⌠⌠hq

H≤wA�Hú[K�w	A�AHKαu�aΣ�¡

≈τ�BΩ��πBs��εH�OK���XC�≤ª

jj�¡≈τ�S�Aw��h VPN ú�����A�

���b⌠⌠⌠W
�w	I∩Isu��qH≤wC

J

Java. � Sun Microsystems �q�oi�@�iP�⌠

⌠A�w∩Sw¡x�qú�NCJava ⌠�O� Java OSB

úP¡x�uΩ�≈	vB½≤�V� Java {í]py

ÑAH����O{íw��¿C

Java Applet. ��	 AppletC�PuJava ��{í]Java

application	v∩	C

Java Ω
≈� (JVM). td�� bytecode �í≈ Java

⌡µ⌠�C

Java ��{í]Java application�. H Jave yÑg¿

�@�W�í{íCªiHb Web s²	�⌠�º�⌡

µC

Jave yÑ]Java language�. � Sun Microsystems �

}o�{íyÑAªOM��Fb applet H�Nz{í�

�{íñ���]pC

L

LDAP. 	σ� ″Lightweight Directory Access Protocol″A

Nⁿu����²s�qT≤wvC

N

NLS. 	σ� ″National language support″ANⁿuΩay

ÑΣ�vC

P

PEM. [jpK��l≤A	σ� Privacy-enhanced mailC

PKCS. �}≈�KX���A	σ� Public Key

Cryptography StandardsC

PKCS#10. ��\�}≈�KX���C

PKCS#12. ��\�}≈�KX��� (Public Key

Cryptography Standards)C

P K I . �}≈�≥�]IA	σ� P u b l i c k e y

infrastructureC

PKIX. X.509v3 ¼ PKIC

PKIX ���zqH≤w (CMP). iM PKIX �eº��

{ísu�qH≤wC PKIX CMP �H TCP/IP @�ª�

Dn�e≈εA² socket W��@�KnhCoi��Σ

ªⁿ��e�Σ�C

Proxy °A�. nDs��qú]qú A	PQs��q

ú (qú B) ºí�ñ	�C]�ApG@δ���Vqú

A nDΩ�Aho�nD��V� Proxy °A	C Proxy

°A	�úX�nDA�qqú B �o$�ßAAN$�

α�
@δ���C Proxy °A	�U≤q�⌡≡�s�

	yΩT⌠C

R

RA. 	σ� ″Registration authority″ANⁿu�U�zñ	

]RA	vC

RC2. @�i��≈�jp
⌠KXA� Ron Rivest w∩

uRSA Ω�w	v�]pXCRC Nϕ Ron’s Code �

Rivest’s CipherC ª�t�± DES �A�Bª�]p]i

H�
�½ DESC ��≤²��≈�jMA��Aϕ�≈

�jpiH��]w± DES �w	��úw	�Ñ�Cª

π� 64 �
�
⌠jpA�Bt�±nΘ� DES �Γ�

T C RC2 iH�≤P DES �P��íñC

Software Publishers Association (SPA) PⁿΩF#ºí�X

�A
: RC2 Sϕ�¼ACoi²Xf�πBz±���

[KXfBz�µB�tCM�AbY���ípUA¡

ε RC2 ≈�jp� 40 �
��oú��tXf�π�Ω

µC�[rΩi�H²��w²pΓXiα[Kºej

d�ϕ�JI�C

RC4. @�i��≈�jp
⌠KXA� Ron Rivest w∩

uRSA Ω�w	v�]pXCRC Nϕ Ron’s Code �

Rivest’s CipherC P RC2 �ⁿAuúLΣ
⌠jp� 128

��
C

S

servlet. @�°A�{íAiúΣª\α
 Java ��

�°A	C

SGML. ��@δ��yÑA	σ� Standard Generalized

Markup LanguageC

SMTP. 	σ� ″Simple Mail Transfer Protocol″ANⁿu�

µl≤αeqH≤wvC

SSL. 	σ� ″Secure Sockets Layer″ANⁿuw	 Socket

h�vC

S/MIME. Σ�b Internet W�Θºqll≤��WM[K

���C��	 MIMEC
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T

TCP/IP. 	σ� ″Transmission Control Protocol/Internet

Protocol″ANⁿu�Θ�εqT≤w/Internet qT≤wvC

Trust Authority. @�πX� IBM SecureWay w	�M

Φ�AΣ���í���oXB½q�oεCo���i

Hb Internet WQsxa��A�BúF@�Φk�τ�

����TwiHU�qHC

U

URI. �@Ω�ⁿ�� (Uniform Resource Indicator)C

URL. 	σ� ″Uniform Resource Locator″ANⁿu�@Ω

�w�	vC

UTF-8. @�α½µíCªi²ΩTBzt�uBz 8 �


r�AN 16 �
µ�Xα½��ϕ� 8 �
A�AN

ªα½$hA�ú�yóΩ�C

V

VPN. 	σ� ″Virtual Private Network″ANⁿuΩ�M�

⌠⌠vC

W

Web °A�]Web server�. @�°A	{íAtd$
�s²	{í�ú�ΩTΩ�nDCt��	u°A	

]server	vC

Web s²�]Web browser�. bαW¼ PC W⌡µ�

q��nΘAi²���s²u	yΩT⌠v����

HTML ��CªO@���uπAiú∩ Web �

Internet Wi��jqWCΘΩ��Xiµsx�s�CY

�s²	iHπ�σrP��A�Y�s²	�απ�σ

rCjí��s²	iHBzDn� Internet qHµíAp

FTP º�C

X

X.509 � 3 ���]X.509 Version 3 certificate�.
X.509v3 ����XR�Ω��c�xsM����A�Ω

TB���eΩTB���°ΩTB�hΩTM����

WC

X.509 v3 Bz�������
�[W�íWO� CRLC

C������A X.509 v3 �\αi²��{í�d��

����CP�]i²��{íP	��{íO��≤

CRL WCX.509v3 CRL iH
c@qSw����íCª

�]���Σªíp�²��ó�C �pApGu≈}

��Ahª����N�±b CRL WC

X.509 ��]X.509 certificate�. @�Qsx
ⁿ��

���AΣ]pO�FΣ�w	�zAH�≤Vw	�

Internet ⌠⌠��eH��Φí�W���C X.509 ��w

qF\hΩ��cA��J���eπ�HO�T���

�Wº�}≈��{�C
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