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\qKD$F

\qO"IBM® SecureWay® Policy Director (Policy Director)N$s9H<k*

hS=.KD$FNpsr-\7F$^9# Policy Director5<P<O"J<

N*Zl<F#s0&79F`K$s9H<kG-^9#

v Microsoft® Windows NT®

v AIX ®

v Solaris®

NetSEAT/i$"sHO"J<N*Zl<F#s0&79F`K$s9H<k

G-^9#

v Windows® 95

v Windows 98

v Windows NT

\qNP]IT

\qO"Policy DirectorNWhH$s9H<kr4v9kI}TrP]K7F

$^9#

I}TO"IBM ,63sTe<F#s0D- (DCE) *hS IBM SecureWay

Directory N Lightweight Directory Access Protocol (LDAP)N$s9H<kH=

.r=,}r7F$k,W,"j^9# IBM SecureWay Directory5<P<*

hS IBM ,63sTe<F#s0D-5<P<O"Policy DirectorKhCF

HQ5l"Policy Director=JKH_~^lF$^9#

\qN=.

\qKO"J<NO,^^lF$^9#

v 1Z<8NXh1O Policy DirectorN5WYGO"Policy DirectorH=N=.

WGN5Wrb@7^9#

v 15Z<8NXh2O 79F`WoYGO"4HQN`nD-G~?9,W,

"k=UH&'"HO<I&'"NpsKD$Fb@7^9#

v 19Z<8NXh3O Policy DirectorNWhYKO"Policy DirectorNWh"

T."*hSI}Kr)Dpsr-\7F$^9#
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Directory P<8gs 3.1.1 (LDAP) Client SDK*hS5<P<N$s9H

<kH=.KD$FNpsr-\7F$^9# Policy Directorr$s9H<

k9k0K"LDAP 5<P<r$s9H<k7"=.7F*/,W,"j^

9#^?"Policy Directorr$s9H<k9k0K"LDAP 5<P<,BT

5lF$k,W,"j^9#

v 47Z<8NXh5O Policy Director (WindowsQ) N$s9H<kYGO"

Windows NT*Zl<F#s0&79F`XN Policy DirectorN$s9H

<kH=.KD$Fb@7^9#

v 63Z<8NXh6O Policy Director (AIX Q) N$s9H<kYGO"IBM

AIX *Zl<F#s0&79F`XN Policy DirectorN$s9H<kH=

.KD$Fb@7^9#

v 81Z<8NXh7O Policy Director (SolarisQ) N$s9H<kYO"Sun

Solaris*Zl<F#s0&79F`eXN Policy DirectorN$s9H<k

H=.KD$Fb@7^9#

v 97Z<8NXh8O X"qAYKO"Policy DirectorQN=N>NqAHX

"=JNqAN2Hhr-\7F$^9#

3Njj<9GN77$!=

3Njj<9N Policy DirectorKO"J<N77$!=,H_~^lF$^

9#

v f<6<H0k<WN/jGs7ckpsr]I9k?aN IBM SecureWay

G#l/Hj<N5]<H#

v Open Group+iNvD API EMNG797#

v Policy DirectorI}3s=<krHQ7?"IBM U!$"&)<k&Wm-

7<&f<6<&/jGs7ckNjAHT8N!=#

v 0t'Z5<S9NHQr5]<H9k Policy Director/jGs7ckh@

5<S9 (CAS)#

v 77$ Policy Director/jGs7ckh@5<S9rHQ7?"/i$"s

H&NZ@qY<9'ZKP9k5]<H#

v WebSEALH Policy Director CASVN Interface Definition Language (IDL)

$s?<U'<9rHQ7?"+9?^$:5l?H+N/jGs7ckh

@5<S9rn.9k!=#^?"Policy DirectorO"Policy Director CAS

5<P<!= (O0"5<P<P?"70Jkh}JI) rh}9kFQ5
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v FQ;-ejF#<&5<S9 (GSS)HsMkAwKC(F";-e"&=

1CH&l$d< (SSL) HsMkAwa+K:`NHQr*rD=#

v m0$sHQ9o<I&]j7<rI}9k?aN"Policy Director3^s

IT$s?<U'<9NHQ#

v 1l5$s*s&f<6<"0k<W"*hSj=<9 (?<2CH) rI

}9k?aN"Policy DirectorI}3s=<k^?O3^sIT$s?<U

'<9NHQ#

v Web Y<9N1l5$s*s&j=<9&Q9o<II}D<k#

v }g5l?$s9H<k&Wm;9#

>q 2000 /P~

\=JO"2000/djKP~7F$^9#\=JHloKHQ5lk9YFN

=J (?H(P"O<I&'""=UH&'""*hSU!<`&'") ,"

5NJ|UG<?r\=JH57/r99klg"\=JO"X"qAK7?

,CFHQ9lP"20 $*H 21 $*bN|UG<?"*hS 20 $*H 21

$*VN|UG<?r57/h}7"s!7"u.9k3H,G-^9#

5<S9H5]<H

IBM SecureWay FirstSecure*U!js0K^^lF$k9YFN=JKP9k

5<S9H5]<HKD$FO"IBM K*d$go;/@5$#3liN=J

NfKO"IBM J0N5]<Hr2H7F$kbN,"j^9#3liN=J

r"FirstSecure*U!js0NltH7Fh@9klg"5<S9H5]<H

KD$F IBM K*d$go;/@5$#

=-,'

\qGO"J<N=-,'rHQ7^9#

=-,' U#

@z
A'C/&\C/9"\?s"*hSj9H&\C/9bN`\J

IN"f<6<&$s?<U'<9WG#

bN9Z<9
=8"5sWk&3<I"*hSf<6<,~O7J1lPJiJ

$$UNF-9H#

$?jC/ Policy DirectorKX"7?ClQlN/4*hSisHQ#

→

aKe<+iNl"N*r`\r=(7^9#?H(P"VFile →

RunWr/jC/9kH$&3HO"VFileWr/jC/7F+
i"VRunWr/jC/9kH$&U#G9#
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Web ps

Policy DirectorNG7N97KD$FNpsO"J<N Web "Il9G~j

G-^9#

http://www.ibm.com/software/security/policy/library

=N>N IBM SecureWay FirstSecure=JN97KD$FNpsO"J<N

Web "Il9G~jG-^9#
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h1O Policy Director N5W

IBM SecureWay Policy Director (Policy Director)O"IBM SecureWay

FirstSecureN=.WGH7F"^?OH)7?=JH7F~jG-^9#

IBM SecureWay FirstSecure KD$F

IBM SecureWay FirstSecure (FirstSecure)O"IBM }g;-ejF#<&=j

e<7gsK^^lF$^9#FirstSecureO"J<N3HrkH,T&NKr

)D"qg*J}g=J;CHG9#

v B4J e-businessD-rN)9k#

v ;-ejF#<Whr1c=7F";-ejF#<j-TG"k?aNgW

39Hro:9k#

v ;-ejF#<&]j7<r3~9k#

v zL*J e-businessD-rn.9k#

IBM SecureWay=JKO"J<NbN,^^lF$^9#

Policy Director
IBM SecureWay Policy Director (Policy Director)O"'Z"vD"G<

?&;-ejF#<"*hS Web j=<9I}rs!7^9#

Boundary Server
IBM SecureWay Boundary Server (Boundary Server)O"J<N!=r

w(F$^9#

v U#k?<h}"Wm-7<"*hSs~lYk&2<H&'$N

EWJU!$"&)<k!=

v >[d_V (VPN) H IBM U!$"&)<kHN\3

v $s?<MCH&;-ejF#<QN=.WG

v bP$k&3<I&;-ejF#<&=je<7gs

=. GUI O"Policy DirectorNWm-7<&f<6<!=r

Boundary ServerNU!$"&)<k=JHkg7^9#

Intrusion Immunity
Intrusion ImmunityO"T!/~N!PH&$k9I_]nrT$^

9#
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Trust Authority
IBM SecureWay Trust Authority (Trust Authority)O"EfHj_?Q

-N?aNx+-<&$sUi9Hi/Ac< (PKI) 8`r5]<H

7^9# Trust AuthorityO"G#8?kZ@qN/T"97"*hS

hjC7r5]<H7^9#3liNZ@qO"f<6<r'Z7".

j5lkL.rN]9kjJrs!7^9#

Toolbox
IBM SecureWay Toolbox (Toolbox)O""Wj1<7gs&Wm0i^

<,+,N=UH&'"NfG;-ejF#<r}g9kNKHQG-

k"1 HN"Wj1<7gs&Wm0i_s0&$s?<U'<9

(API) G9# FirstSecureNltH7F Toolbox r~jG-^9#

Policy DirectorH Toolbox KO$:lb"Policy Director APIi$V

ij<HqA,^^lF$^9#

F IBM SecureWay FirstSecure=JO"H)7F$s9H<k9k3H,G-

kNG"!)]n!=N"kD-XNI}5l?\TrWh9k3H,G-^

9#3N!=Khj"D-r]n9k#(5H39H,o:5l"Web "Wj

1<7gsHj=<9r.d+K[VG-kh&KJj^9#

FirstSecure=.WGN\Y"*hS IBM SecureWay=JqANj9HKD$

FO" FirstSecurePlanning and IntegrationNqAr2H7F/@5$#

IBM SecureWay Policy Director KD$F

Policy DirectorO"vDH;-ejF#<I}rs!9kH)?=je<7g

sG"j"O}*K,67?$sHiMCHH(/9HiMCH eK8_9k

j=<9KD$F"*<+i*<^GN]nrs!7^9#(/9HiMCH

O""/;9)fH;-ejF#<!=rHQ7F"$s?<MCHK\35

l? 1 D^?O#tN$sHiMCHNHQr"*r5l?C~TK)B9k

>[d_V (VPN) G9#

Policy DirectorO"'Z"vD"G<?&;-ejF#<"*hSj=<9I

}N5<S9rs!7^9#Policy Directorr8`N$s?<MCH&Y<

9&"Wj1<7gsHloKHQ9kH"]n5l"I}NT-O$?$s

HiMCHH(/9HiMCHr=[G-^9#

Policy DirectorO"Windows NT"AIX"*hS Solaris*Zl<F#s0&7

9F`G0n7^9#
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Policy Director N=.WG

Policy DirectorKO"J<N=.WG,^^lF$^9#

v IBM SecureWayG#l/Hj<N Lightweight Directory Access Protocol

(LDAP) *hS IBM ,63sTe<F#s0D- (DCE) N/i$"sHH

5<P<

v Policy Director Base

v I}5<P<

v WebSEALH NetSEAL G=.5lk;-ejF#<&^M<8c<

v /jGs7ckh@5<S9 (CAS)

v vD5<P<

v vD"Wj1<7gs&Wm0i_s0&$s?<U'<9 (API)

v NetSEAT/i$"sH

v I}3s=<k

v G#l/Hj<&5<S9&Vm<+< (DSB)

Policy Directorr$s9H<k9k0K"4HQNMCHo</GIN;-e

jF#<!=HI}!=,,W+rhj7F*/,W,"j^9#J<Nar

HQ7F",WJ Policy Director=.WGrhj7F/@5$#
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IBM SecureWay Directory 5<P<H DCE 5<P<

IBM SecureWay Directory5<P<*hS IBM ,63sTe<F#s0D-

5<P<O"Policy DirectorKhCFHQ5l"Policy Director=JKH_~

^lF$^9#

Policy DirectorO"LDAP f<6<&l89Hj<+"DCE f<6<&l89

Hj<NIAi+rHQG-^9# Policy DirectorN$s9H<k~K"f<

6<&l89Hj<N?$Wr*r9kh&KaakWmsWH,P5l^

9#

LDAP f<6<&l89Hj<rHQ9kWhNlg"LDAP /i$"sHr

$s9H<k7"LDAP 5<P<r=.7F+i"Policy Directorr$s9H

<k9k,W,"j^9# 29Z<8NXh4O IBM SecureWay DirectoryN$

s9H<kH=.YNb@K>CF/@5$# DCE f<6<&l89Hj<

rHQ9kWhNlgO"LDAP N$s9H<kH=.KD$FNartP7

Fb+^$^;s#

IBM SecureWay G#l/Hj<&5<P<
SecureWay DirectoryO"Lightweight Directory Access Protocol (LDAP)rs!

7F"]I"97"!w"*hSr9QKf{_VljKG#l/Hj<ps

r]}7^9#f<6<&l89Hj<K LDAP rHQ9klg"Policy

Director O LDAP rHQ7F"f<6<K"BrU?7^9#

IBM ,63sTe<F#s0D-5<P<

,63sTe<F#s0D- (DCE) KO"[o3sTe<F#s0D-K*

1k,6"Wj1<7gsNn."HQ"*hS]ir5]<H9k5<S9

HD<k,^^lF$^9# DCE O"Policy Director5<P<,j_Kf<

6<r'Z7"B4KL.G-k;-e"&Ia$srA.7^9#Windows

NT *Zl<F#s0&79F`GO"NetSEAT/i$"sH, DCE /i$

"sHH7F!=7^9#

Policy Director Base

Policy Director Base (IVBase)=.WGO"9YFN Policy Director=.WG

,HQ9k"&L2H=UH&'"G9#3N=.WGO">N Policy

Director =.WGr$s9H<k9kH (?@7"WindowsKI}3s=<k

r$s9H<k9klgr|/) +0*K$s9H<k5l^9#

AIX Nlg"SMIT Setup (IV.Smit)=.WG,"IV.BaseQC1<8NltH

7FH_~^lF$^9#3NQC1<8KO"SMIT KhCFHQ5lk=

.ps,~CF$^9#3NQC1<8O"9YFN AIX 5<P<K$s9

H<k9k,W,"j^9#

4 Policy Director5b



I}5<P<

I}5<P< (IVMgr) O";-e"&Ia$s4NN 1 !vD5<P<G

9#I}5<P<O"^9?<vD]j7<&G<?Y<9r)f7"]}7

^9#9YFNG<?O"I}5<P<rL8F.l^9#

I}5<P<r;-e"&Ia$sbN3sTe<?<K$s9H<k7F+

i";-ejF#<&^M<8c<^?OvD5<P<r$s9H<k9k,

W,"j^9#?@7",:7b183sTe<?<K$s9H<k9k,W

O"j^;s#CjN;-e"&Ia$sK$s9H<k5lkI}5<P<

N$s9?s9O"1 D@1GJ1lPJj^;s#

I}5<P<NF$s9?s9GO"J<N=.WGrI}5<P<H183

sTe<?<K$s9H<k9k,W,"j^9#

v DCE /i$"sH

v LDAP /i$"sH (f<6<&l89Hj<H7F LDAP rHQ9kl

g)

v Policy Director Base

v I}5<P<

;-ejF#<&^M<8c<

;-ejF#<&^M<8c< (IVNet) O"lWj+NvD]j7<&G<?

Y<9+iNpsKpE/"/;9)f]j7<r,Q7^9#;-ejF#

<&^M<8c<KO"J<N=.WG,^^lF$^9#

v WebSEAL --)J Hypertext Transfer Protocol (HTTP)H Secure Sockets

Layer interface (HTTPS)"/;9)fQ

v NetSEAL -- F$ Transmission Control Protocol/Internet Protocol (TCP/IP)"

/;9)fQ

NetSEAL H WebSEAL=.WGO"3liN!=r=.7"HQD=K9k

,W,"j^9 (GU)kHGO"HQTDK_j5lF$^9)#

WebSEAL
WebSEAL (IVWeb)O";-ejF#<&^M<8c<N HTTP 5<P<=.

WGG9# WebSEALO"HTTP"HTTPS"*hS NetSEAT/i$"sHr

5]<H9k;-e" Web 5<P<G9#WebSEALO"Policy Director/

jGs7ckh@5<S9 (CAS) HH_go;F" Policy Directorf<6<

KP9k X.509 Z@qY<9N'Zr5]<H7^9#
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NetSEAL
NetSEAL (IVTrap)O"TCP/IP5<P<KF$"/;9)frs!7^9#

NetSEAL O"TCP/IP5<P<eG_j5lF$k 1 HN]<HXN"/;9

r)f7^9#

Policy Director=J;CHO"$s?<MCHHlQ$sHiMCHK^?,

k"/i$"sH / 5<P<&G<?r9QN;-ejF#<rs!7^9#

Policy Director NetSEAL*hS Policy Director WebSEALO"5<P<&N

=JG"j"DCE KhCFjA5lk;-e"&Ia$sbNMCHo</&

G<?r)f7"I}7^9#

vD5<P<

vD5<P< (IVAcld) O"Policy DirectorNvD API rjb<H&b<IG

HQ9kh0T"Wj1<7gs+iNvDWarh}7^9#vD5<P<

O"h0T"Wj1<7gsQN;-e"&Ia$sbG"/J/Hb 1 DN

3sTe<?<K$s9H<k5lF$k,W,"j^9#

vD"Wj1<7gs&Wm0i_s0&$s?<U'<9 (API)

Policy DirectorvD"Wj1<7gs+/-CH"^?O ADK (IVAuthADK)

=.WGKO"Policy DirectorvD"Wj1<7gs&Wm0i_s0&$s

?<U'<9 (API) ,H_~^lF$^9#3N API rHQ9kH"Policy

Director vDrHQ9k"Wj1<7gsr=[9k3H,G-^9#

Policy Director"Wj1<7gs+/-CH (ADK) KO"+/T,"kH"

Wj1<7gsK Policy Director;-ejF#<HvDr>\=[G-kh&

K9k"vD API 5<P< (AuthAPI™) ,^^lF$^9# Policy Director

vD API O" Policy DirectorvD5<S9r>\"/;9G-kh&K7^

9# 3liNvD API rHQ9lP"+/TOF"Wj1<7gs4HKv

D3<Irn.9k,W,J/Jk3HrU#7^9#

ADK KO"C 5sWk&Wm0i`,H_~^lF$^9#

ADK KO"Policy Director/jGs7ckh@5<S9 (CAS) Gbs9Hl

<7gs&5<P<H0tvD5<S9&Gbs9Hl<7gs&5<P<Q

N=<9b^^lF$^9#

NetSEAT /i$"sH

Policy Director NetSEAT/i$"sHO"Windows 95"Windows 98"^?O

Windows NTQNiYNZ$/i$"sHG9# NetSEATO"Policy Director

5<P<HN]n5l?L.AcMkrs!7^9#
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NetSEAT/i$"sH&=UH&'"rHQ9kH"/i$"sHO";-e

"&Ia$sKkg5lF"WebSEAL5<P<H NetSEAL 5<P<,s!

9kH%;-ejF#<&5<S9rHQ9k3H,G-kh&KJj^9#

NetSEATO"/i$"sHN9YFNMCHo</L.r]n7"9YFN

Web Y<9N/i$"sH / 5<P<NHiU#C/N*<VNEf=rD

=K7^9#

NetSEATO"/i$"sHN TCP/IPHiU#C/ (?H(P"Telnetd

POP3Nh&J5<S9KhCF8.5lkHiU#C/) r]n9k!=r

w(F$^9# NetSEATrHQ9kH"79F`I}TO"o</9F<7

gsNMCHo</h0rp7F"F$)frBTG-^9#3N)fO"f

<6<r'Z7"vDC"rf<6<Hj=<9KUC9k";-e"&Ia

$sN!=rHQ9k3HKhj@il^9#

I}3s=<k

I}3s=<k (IVConsole)O"JavaY<9N0iU#+k&"Wj1<7g

sG"j"Policy Director;-e"&Ia$sQN;-ejF#<&]j7<

NI}KHQ5l^9#I}3s=<krHQ9kH"qWl89Hj<H 1

!vD]j7<&G<?Y<9rHQ7?I}nHrBTG-^9#I}3s

=<kGO"DCE /i$"sH,";-e"&Ia$sKm0$s7"Policy

Director I}5<P<KP9k;-e"I}Njb<H&Wm7<8c<FS

P7 (RPC)rBT9k,W,"j^9#I}3s=<kO"Windows

95"Windows 98"^?O Windows NTeG NetSEAT/i$"sHKhCF

s!5lkiYNZ$ DCE 5<S9 (BT~5<S9) rHQ7^9#

G#l/Hj<&5<S9&Vm<+<

G#l/Hj<&5<S9&Vm<+< (DSB) O"I}5<P<=.WGN

ltH7F[[5l^9#Windows 95"Windows 98"^?O Windows NTo

</9F<7gsGT/9klg"I}3s=<kH NetSEAT/i$"sH

O"DSB ,;-e"&Ia$sbK~CF$k3H,,WG9#Lo"DSB

O"i|$s9H<kNeG"I}d=.r9k,WO"j^;s#

/jGs7ckh@5<S9 ($U*r)

Policy Director/jGs7ckh@5<S9 (CAS) O"$U*rG=.5lk

=.WGG9#

/jGs7ckh@ (Credential acquisition)HO"'Za+K:`Khjs!

5l?CjN1Lpsr"&LN"Ia$sVGLQ9k==A0N/i$"

sH1LRKQ9^?OP~U1kh}G9#3N&LN==A0O"/i$

"sHN/jGs7ck HFPl^9#
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/jGs7ckNh@^?OP~U1,,WJlgKO"Policy Director/j

Gs7ckh@5<S9r Policy Director WebSEAL5<P<GHQG-kh

&K=.9k,W,"j^9# Policy Directorf<6<O"WebSEALKhj

+0*K/jGs7ckKP~U1il^9#

/i$"sH&N X.509 Z@rHQ7F Policy DirectorK"/;99k/i

$"sHO"Policy Director/jGs7ckh@5<S9rHQ9k+"^?

OH+N/jGs7ckh@5<S9rn.9k3HKhj"Z@ psr

Policy Director1LKP~U1k3H,G-^9#

f<6<,>N0tl89Hj<bGjA5lF$klg"+9?^$:5l

? CAS 5<P<rHQ7F"=Nf<6<>r Policy Director1LKP~U

1k3H,G-^9#H+N CAS 5<P<rn.7";-e"&Ia$sK

G-Nrh}!rs!7"'Zps (/i$"sHZ@q"f<6<>"H<

/sJI) rh}9kh&K+9?^$:9k3H,G-^9# Policy

Director /jGs7ckh@5<S9N+/T+_WT,"3N'ZH^CT

s0N5<S9N\Y4Nrha^9# Policy DirectorGO"Policy Director

N0tNG<?Y<9K^CTs0,'r]I7^9#Policy DirectorO"

WebSEALH Policy Director/jGs7ckh@5<S9NVN Interface

Definition Language (IDL)$s?<U'<9rs!7^9#^?"Policy

Director O"Policy Director/jGs7ckh@5<S9&5<P<!= (O

0"5<P<P?"70Jkh}JI) rh}9kFQ5<P<&Ul<`o

</bs!7^9#/jGs7ckh@5<S9&Ul<`o</rH%7

F"CjN"Wj1<7gsG,WH5lk1L^CTs0!=rBT9kh

&K9kNO"Policy Director/jGs7ckh@5<S9N+/TNEvK

Jj^9#

Policy DirectorNF=.WGN\YKD$FO"Policy Director I}Njz-

r2H7F/@5$#

Policy Director N/-

J<NaGO"Policy DirectorNLoNHQNBcr(9"4 DN7Jj*r

(7F$^9#

v I}T,I}3s=<krHQ9klg

v f<6<,"]n5l? Web j=<9K Web Vi&6<+i"/;99

klg

v f<6<,"]n5l? TCP/IP5<P<K NetSEAT/i$"sHrHQ

7F"/;99klg

v f<6<,"]n5l?h0T5<P<K"/;99klg
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I}3s=<krHQ7?I}

J<N^O"I}T,I}3s=<krHQ7F Policy DirectorrI}9kl

gNG<?N.lr(7F$^9#@~G=(5lF$k LDAP =.WG,

,WJNO"f<6<&l89Hj<H7F LDAP rHQ9klg@1G

9#

I}3s=<krHQ9kI}TO";-e"&Ia$sKP7F'Z5l"

/jGs7ckru1hj^9#

I}T,I}3s=<k+if<6<^?O0k<WrI}9klg"I}3

s=<kO";-e" RPCrp7FI}5<P<KWarw.7^9#I}

5<P<O"I}5<P<N1L> (DN) HQ9o<IrHQ7F"J0KN

)5l? SSL \3rp7F"P~9kQ9r LDAP 5<P<Kw.7^9#

I}T,"/;9)fj9H (ACL) rIC"Q9"^?O,Q9klg"I

}3s=<kO";-e" RPCrp7FI}5<P<KG<?rw.7^

9#!K"I}5<P<O"ACL G<?Y<9Nm<+k&3T<K=NQ9

r]I7^9#,WJ ACL G<?Y<9,Q95lkH"I}5<P<O"

ACL G<?Y<9,Q95l?3Hr";-e" RPCrp7F>N9YFN

5<P<KNi;^9# WebSEAL"NetSEAL"*hSvD5<P<b"ACL

G<?Y<9bK97,"k+I&+KD$F"I}5<P<rj|*KA'

C/7^9#
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]n5l? Web j=<9K Web Vi&6<+if<6<,"/;99kl
g

J<N^O"f<6<,"]n5l? Web j=<9K Web Vi&6<+i

"/;99klgNG<?N.lr(7F$^9#

]n5l? Web Z<8Kf<6<,"/;97h&H9kH"SSL HQD=

Vi&6<O WebSEAL5<P<K"m7^9# WebSEAL,/i$"sH

Z@qY<9N'ZQK=.5lF$klg"WebSEALOVi&6<K

X.509 Z@qrWa7^9# WebSEALOVi&6<+iZ@qru1hk

H"=lr CAS 5<P<KO7^9# CAS O"u1hC?Z@qr"Policy

Director ,'17F$kf<6<1LK^CW7h&H7^9# CAS N=.

U!$kbG"Policy DirectorI}TO"Z@q DN r Policy Directorf<

6<N DN HX"U1kNKHQ5lk=rn.G-^9# CAS O"Z@q

rXj7F WebSEALKhCFFSP5lkH"=NZ@q+i DN r4-

P7"lW9kbN,J$+"3N=r4Y^9#lW,+D+kH"CAS

O"X"U1il? Policy Directorf<6<N DN r WebSEALKa7^

9#3Nlg"WebSEALO"3N DN rHQ7F Policy Directorf<6<

r1L7^9#lW,+D+iJ$H"CAS OZ@q+iN DN r

WebSEALKa7^9#3NlgO"Policy Directorf<6<r1L9kN

K"Z@qN DN ,HQ5l^9# WebSEAL5<P<O"a5l? DN r

HQ7F"f<6<N/jGs7ckr!w7^9#

X.509 Z@qN\YO"J<N Web "Il9r2H7F/@5$#

http://www.ietf.org

WebSEAL,f<6<N'Zr5oK0;9kH"WebSEALO"ACL G<?

Y<9Nm<+k&lWj+rHQ7F"3Nf<6<,"Wa5l?LjK

Web *V8'/HK"/;99k"B,"k+I&+r=G7^9#
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WebSEAL5<P<H""/;97h&H9k Web j=<9,~CF$kP

C/(sI&5<P<HNVN\3,"0m<Pk&5$s*s (GSO)8c

s/7gsG"klg" WebSEALO"LDAP bK=N8cs/7gs,"k

+I&+"GSO/jGs7ckr!w7"Web 5<P<Kf<6<>HQ9

o<IrO7^9#

GSOj=<9H GSOj=<9&0k<WNI}KD$FO" Policy Director

I}Njz- bNI}3s=<kNpsr2H7F/@5$#

]n5l? TCP/IP 5<P<K NetSEAT /i$"sHrHQ7Ff<6<,
"/;99klg

J<N^O"f<6<,"NetSEAT/i$"sHrHQ7F"]n5l?

TCP/IP5<P<K"/;99klgNG<?N.lr(7F$^9#

Telnet/i$"sHrHQ9kf<6<O"NetSEAL KhCF]n5l?5<

P<K TelnetGm0$s7"3N5<P<O"f<6<,"/;9rWa7F

$k3Hr1L7^9# NetSEAL O"f<6<>HQ9o<IrWa7"f

<6<psrs!7"=Npsrf<6<&l89Hj<K]I5lF$kM

HfS7F"f<6<N1LrN'7^9# NetSEAL O"f<6<,"Xj

5l?]<Hrp7F3sTe<?<K"/;9G-k+I&+r!Z7^

9#

NetSEATO"War;-e" Policy Director5<P<K)a*K>w7";

-e" SSL HsMkrL8Fpsrw.7^9# NetSEATGO"=N=.

psrHQ7F"FQ TCP/IP"Wj1<7gs (Telnet" POP3"^?O

HTTP) +i;-e"&5<P<KP9kWar'17^9# NetSEATO"

SSL rp7?p\'ZrHQ7F"NetSEATf<6<N1LH/jGs7c

kr_j7^9#'ZN_je";-e" SSL O",QG-k;-ejF#

<_jK7?,CFWaHis6/7gsr+W;k=7"0;7^9#

?H(P"Web Vi&6<G"Policy Director;-ejF#<&^M<8c<

KhCF]n5lF$k5<S9dj=<9XN"/;9rWa7?lg"

NetSEATO"=NWar)a*KeTu.7"=lr:v9k5<P<KP)
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Xj7^9#3l, Policy DirectorXNGiNWaG"j"'Zr,WH9k

lg"NetSEATO"f<6<KP7F"m0$s&@$"m0&\C/9rH

Q7FWmsWHrP7^9#f<6<,'Z5lkH"Policy DirectorO"

JeKps,Wa5lk?SK":v9k/jGs7ckr)a*KUC7^

9#3NWm;9Khj"Policy Director,I}9k9YFN Winsock"Wj

1<7gsKP9k"7s0k&5$s*sD-,D=KJj^9#5iK"

Policy DirectorO3N/jGs7ckrHQ7F"f<6<,"Wa5l?

Policy Director]nj=<9K"/;9G-k+I&+r=L7^9#

]n5l?h0T5<P<Kf<6<,"/;99klg

J<N^O"]n5l?h0T5<P<Kf<6<,"/;99klgNG<

?N.lr(7F$^9#

/i$"sH,"]n5l?h0T5<P<eN]nG<?K"/;97h&

H9kH"h0T5<P<,f<6<r'Z7"=Nf<6<r Policy

Director f<6<HP~U1^9#"Wj1<7gs&5<P<O"Policy

Director f<6<psrvD5<P<KO7"3NvD5<P<, LDAP (^

?O"f<6<&l89Hj<KHQ5lk" DCE JINLN=J) K"m

7"f<6<N/jGs7ckrhjP7^9#!K""Wj1<7gs&5

<P<O"/jGs7ck"f<6<,"/;97h&H9k*V8'/HN

>0"*hSf<6<,BT7h&H9k`nrvD5<P<KO7"vD5

<P<O"3N`n,vD5lF$k+I&+NX(ra7^9#=Ne""

Wj1<7gs&5<P<O3N"/;9rvD^?Oq]7^9#
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Policy Director QC1<8NbF

IBM SecureWay Policy Director=JNP<8gs 3.0 O"5 gN CD K}a

ilF$^9#3N CD N=jHbF,"J<N=K(5lF$^9#

CD N=j bF

IBM SecureWay Policy Director

Version 3.0
v IBM Policy Director P<8gs 3.0

IBM SecureWay Policy Director

Security Services
v IBM DCE for AIX P<8gs 2.2

v IBM DCE for Windows NTP<8gs 2.2

v Transarc DCE for SolarisP<8gs 2.0

IBM SecureWay Directory Version

3.1.1 for AIX
v IBM SecureWay DirectoryP<8gs 3.1.1

v IBM DB2 P<8gs 5.2 (Fix Pack 7U-)

v IBM Global Security Kit SSL Runtime Toolkit

P<8gs 3.0.1 (GSKit)

IBM SecureWay Directory Version

3.1.1 for NT
v IBM SecureWay DirectoryP<8gs 3.1.1

v IBM DB2 P<8gs 5.2 (Fix Pack 7U-)

v IBM Global Security Kit SSL Runtime Toolkit

P<8gs 3.0.1 (GSKit)

IBM SecureWay Directory Version

3.1.1 for Solaris
v IBM SecureWay DirectoryP<8gs 3.1.1

v IBM DB2 P<8gs 5.2 (Fix Pack 8U-)

v IBM Global Security Kit SSL Runtime Toolkit

P<8gs 3.0.1 (GSKit)
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h2O 79F`Wo

4HQN`nD-O"J<NaGb@5lF$k=UH&'"HO<I&'"

NWor~?7F$k,W,"j^9#79F`WoNG7psKD$FO"

Policy DirectorN README U!$kr2H7F/@5$# README U!$

kKO"=JqAK%h9kps,-\5lF$^9#

G7N README U!$kr~j9kKO"J<N IBM SecureWay Policy

Director Web5$HNi$Vij<&Z<8K"/;97F/@5$#

http://www.ibm.com/software/security/policy/library

Policy Director DCE"LDAP"NetSEAT"*hS5<P<=.WGr$s9H<

k9k0K",:"J<NaKj9H5lF$k",WJO<I&'"H=U

H&'"rQU7F*$F/@5$#

O<I&'"Wo

abj<HQL"PCU!<H-cC7eNI}"*hS)f=$O"FWK

H%G-^9#?@7"p\*Zl<F#s0&79F`Np\Wo"0sH

Jk DCE H LDAP /i$"sHNWo"*hS/i$"sH&"Wj1<

7gsNWoGO"_jK,WJG.BNG#9/&9Z<9Habj<NW

or(7F$^9#

Policy Director5<P<NO<I&'"WoO"J<NH*jG9#

WiCHU)<`
G.G#9/&

9Z<9

G.abj<

Intel ^?O Intel H_9-N"k 80486 133 MHzJ

erw(?"Windows NT5<P<

16MB 64MB

AIX 4.3.1 rBT9kO<I&'"rw(? AIX 5

<P<

16MB 64MB

Solaris 2.6rBT9kO<I&'"rw(? Solaris

5<P<

16MB 64MB

Policy Director/i$"sHNO<I&'"WoO"J<NH*jG9#

WiCHU)<`
G.G#9/&

9Z<9

G.abj<
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Intel ^?O Intel H_9-N"k 80486 133 MHzJ

erw(?"Windows NT/i$"sH

16MB 32MB

AIX 4.3.1 rBT9kO<I&'"rw(? AIX 5

<P<

16MB 32MB

Solaris 2.6rBT9kO<I&'"rw(? Solaris

5<P<

16MB 24MB

=UH&'"Wo

Policy DirectorN$s9H<krWh9klg",:"J<NaK(5lF$

k"57$P<8gsN*Zl<F#s0&79F`H0sHJk=N>N=

UH&'"rQU7F*$F/@5$# Policy Director5<P<"NetSEAT

/i$"sH"*hSI}3s=<kQN*Zl<F#s0&79F`NWo

O"J<NH*jG9#

Policy Director 5<P<

Policy Director5<P<O"J<N*Zl<F#s0&79F`K$s9H<

kG-^9#

v Service Pack 4rw(? Windows NT5<P<NP<8gs 4.0 Je

v AIX P<8gs 4.3.1Je

v Sun SolarisP<8gs 2.6

NetSEAT /i$"sH
Policy Director NetSEAT/i$"sHO"J<N*Zl<F#s0&79F`

K$s9H<kG-^9#

v Service Pack 4rw(? Windows NTP<8gs 4.0 Je

v Windows 98

v Windows 95

I}3s=<k

Policy DirectorI}3s=<kO"J<N*Zl<F#s0&79F`K$s

9H<kG-^9#

v Service Pack 4rw(? Windows NT5<P<"P<8gs 4.0 Je

v Windows NT"Windows 95"^?O Windows 98

v AIX P<8gs 4.3.1Je"(Java Runtime 1.1.6Jer^`)

v Sun SolarisP<8gs 2.6
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=N>N=UH&'"Wo

Policy DirectorKO"DCE 5<P< (LDAP rf<6<&l89Hj<H7F

HQ9klg) H LDAP 5<P<,,WG9# 1 DN5<P< (LDAP ^?

O DCE) ,";-e"&Ia$sbN/J/Hb 1 DN3sTe<?<eK

8_7F$J1lPJj^;s# DCE *hS LDAP N/i$"sHH5<

P<O"Policy Director=JNltH7Fs!5l^9#3lir$s9H<

k7F+i"Policy Directorr$s9H<k9k+"^?O57$lYkN{

8N DCE *hS LDAP N$s9H<krHQG-^9#

Windows NT *hS AIX
Windows NT*hS AIX WiCHU)<`eGO"Policy Director5

<P<K"J<N=UH&'",,WG9#

v Windows NT5<P<QN IBM DCE for Windows NTP<8gs

2.2 Je"^?O AIX 5<P<QN IBM DCE for AIX P<8gs

2.2 Je

v DB2®
P<8gs 5.2 H Fix Pack 7,H_~^lF$k"IBM

SecureWay DirectoryP<8gs 3.1.1 (LDAP)#LDAP ,,WJN

O"LDAP rf<6<&l89Hj<H7FHQ9klg@1G

9#

v ;-e"&=1CH&l$d< (SSL) P<8gs 3.0 Je

v Policy Director/jGs7ckh@5<S9 (CAS) H WebSEALK

O"J<N Web Vi&6<N$:l+ 1 D,,WG9#

– Microsoft Internet ExplorerP<8gs 4 Je

– Netscape CommunicatorP<8gs 4.5 Je

– Netscape NavigatorP<8gs 4.5 Je

v Windows 95N Policy Director/i$"sHNlg@1"Winsock

P<8gs 2.0 Je,,WG9#

Solaris
SolarisWiCHU)<`GO"Policy Director5<P<K"J<N=

UH&'",,WG9#

v Transarc DCEP<8gs 2.0

v DB2 P<8gs 5.2 H Fix Pack 8,H_~^lF$k" IBM

SecureWay Directory (LDAP)P<8gs 3.1.1#LDAP ,,WJN

O"LDAP rf<6<&l89Hj<H7FHQ9klg@1G

9#

v ;-e"&=1CH&l$d< (SSL) P<8gs 3.0 Je
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v Policy Director CASH WebSEALKO"J<N Web Vi&6<N

$:l+ 1 D,,WG9#

– Microsoft Internet ExplorerP<8gs 4 Je

– Netscape CommunicatorP<8gs 4.5 Je

– Netscape NavigatorP<8gs 4.5 Je
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h3O Policy Director NWh

J<NaGO"Policy DirectorN$s9H<kH=.r`w7"Wh9k?a

K,WJpsr-\7F$^9#$s9H<krWh9k0K"1Z<8NXh

1O Policy DirectorN5WYrIsG"IN Policy Director=.WG,,W+

rhj7F*$F/@5$#

lL*J=.

3NaG(5lF$k=.O"4HQNMCHo</K,7?=.rhj9k

NKr)A^9#20Z<8NXlL*J=.K,WJ=.WGYN=rHQ7

F"=.K,WJ=.WGrhj7F/@5$#!K"Policy DirectorN$s

9H<k~K3liN=.WGr*r7^9#WebSEALH NetSEAL O"I

N3sTe<?<Kb$s9H<kG-k3HKmU7F/@5$#lL*J

Policy Director=.WGN=.,"J<K(5lF$^9#

I}5<P<N_

;-e"&Ia$sKP7FI}5<P<N 1 DN$s9?s9rB

T9k5<P<#3N7Jj*GO"I}5<P<O=l+NN79F

`K1HGV+l^9#I}5<P<O";-e"&Ia$sN^9?

<vDG<?Y<9r]}I}7";-e"&Ia$s4NG3NG<

?Y<9r#L7";-e"&Ia$sbN>N Policy Director5<

P<&3sTe<?<KD$FNLVpsr]}I}7^9#

WebSEAL 5<P<rw(?;-ejF#<&^M<8c<
;-ejF#<&^M<8c< (IVNet) H WebSEAL (IVWeb)H$&

2 DN=.WG, WebSEALr=.7^9# WebSEAL5<P<O"

Web 9Z<9r]n7^9# WebSEALO"9^<H&8cs/7g

s ^?O8cs/7gsrL8F"bDQ-HQc2-r]D?aK

PC/(sI&5<P<r5]<H7^9#

NetSEAL 5<P<rw(?;-ejF#<&^M<8c<
;-ejF#<&^M<8c< (IVNet) H NetSEAL (IVTrap)H$&

2 DN=.WG, NetSEAL r=.7^9# NetSEAL 5<P<O">

[d_V (VPN) r]n7"{8NMCHo</&5<S9Hh0TM

CHo</&5<S9KP9k"/;9)frs!7^9#
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WebSEAL H NetSEAL 5<P<rw(?;-ejF#<&^M<8c<
WebSEALH NetSEAL 5<P<NH_go;#

vD5<P<

Policy DirectorvD API rHQ7F"h0T"Wj1<7gsQN

Policy DirectorvD5<S9XN"/;9rs!9k5<P<#

vD5<P<H ADK
vD5<S9NFSP7K Policy DirectorvD API rHQ9kh0T

"Wj1<7gsr=[7h&H9k+/TK"+/D-rs!9k5

<P<#

I}3s=<k

Policy Director;-e"&Ia$sQN;-ejF#<&]j7<NI

}KHQ5lk"JavaY<9N0iU#+k&"Wj1<7gs#

IVBaseO"WindowsNI}3s=<kKO,W"j^;s#

9YFN=.WG

e-N9YFN=.N5<S9rkg7Fs!9k5<P<#

lL*J=.K,WJ=.WG

19Z<8NXlL*J=.YK-\5lF$k Policy Director=.,"J<N

=Kj9H5lF$^9#3N=O"F=.KIN=.WGr$s9H<k9

k,W,"k+r(7F$^9#8+i&NgK"=.WG,"57$$s9

H<kgxG=(5lF$^9#

WebSEALH NetSEAL NIAib"2 DN=.WGG=.5lF$k3HK

mU7F/@5$#

WebSEAL ;-ejF#<&^M<8c< (IVNet) H WebSEAL (IVWeb)

NetSEAL ;-ejF#<&^M<8c< (IVNet) H NetSEAL (IVTrap)

IVBaseKP9km:

v IVBaseO"WindowsNI}3s=<kKO,W"j^;s#

v IV.Smit O"AIX GO"IV.BaseHloK+0*K$s9H<k5l^9#
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7Jj*
$s9H<k&QC1<8

IVBase IVMgr IVNet IVWeb IVTrap IVAcld IVAuthADK IVConsole

I}5<P<N_

N 1 DN$s9

?s9

X X

WebSEALrw(

?;-ejF#

<&^M<8c<

X X*** X X

NetSEAL rw(

?;-ejF#

<&^M<8c<

X X*** X X

WebSEALH

NetSEAL 5<P

<rw(?;-e

jF#<&^M<

8c<

X X*** X X X

vD5<P< X X*** X

vD5<P<H

ADK
X X*** X X

I}3s=<k X X

9YFN=.WG X X*** X X X X X X

*** 3l,;-e"&Ia$sbNGi^?O#lN3sTe<?<G"k

lg"I}5<P< (IVMgr) r$s9H<k9k,W,"j^9#3

l,"{8NI}5<P<rw(?{8N;-e"&Ia$sbKIC

9k3sTe<?<G"klg"LNI}5<P<r$s9H<k7F

OJj^;s#IN;-e"&Ia$sGb"I}5<P<O 1 D@

1GJ1lPJj^;s#

$s9H<kN0K,WJps

Policy DirectorN$s9H<kr+O9k0K"Policy Director=UH&'"

N$s9H<kK,WJ79F`psrab7F*$F/@5$#

Policy Director 5<P<

v ;kI}T (cell_admin)Nf<6<>

v ;kI}T (cell_admin)NQ9o<I

v WebSEAL: HTTP]<H (GU)kH)

v WebSEAL: Web8qNk<H&G#l/Hj<
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NetSEAT /i$"sH (Windows N_)

v ;k>

v ;-ejF#<&5<P<&[9H>

v ?$`&5<P<&[9H>

v G#l/Hj<&5<S9&Vm<+<&[9H>

HsMk&a+K:`

Policy DirectorO"Ef=5l?G<?NAwK"J<NWmH3kr5]<

H7^9#

v ;-e"&=1CH&l$d< (SSL) HsMkAw

v FQ;-ejF#<&5<S9 (GSS)HsMkAw

WebSEALO"SSL Ef=HsMkKhCFs!5lk"G<?]4-HG<

?&Wi$P7<r5]<H7^9# WebSEAL*hS NetSEAL O RPCr

5]<H7^9#RPCGN]4-H?$`&9?sWrHQ9kH"Wl<P

C/&OC-s0 KP9k]n,Tol^9#Wl<PC/&OC-s0,/

89kNO"f<6<NG<?,"f<6<N/i$"sHH5<P<VG.

lkVKhj~^l?lgG9#!K"=NG<?O"F85lk+"^?O

=NGiNf<6<N6>rHQ9kjJH7F5<P<Ka5l^9#

SSL HsMkAw: SSL WmH3kGO"2 DNo</9F<7gsVNL.

r;CH"CW9k?aN70Jkr9,G-^9#3NWmH3kO"$s

?<MCHeG;-ejF#<HWi$P7<rB=7^9# SSL GO"'

ZN?aKOx+-<rH$"SSL \3rL8F>w5lkG<?rEf=9

k?aKO!)-<rH$^9#

Policy Director NetSEAL5<P<K SSL HsMkAwrHQ9klgK"

SSL rHQD=K7^9#3N=.O"NetSEAT/i$"sH,"CjN]

<H (?H(P"Telnet,HQ9k]<H) r]n9k Policy Director

NetSEAL 5<P<KP7F"SSL /i$"sHH7F//lgKHQ5l^

9#

Policy Director WebSEALO"SSL NP<8gs 2 H 3 r5]<H7^9#

GSS HsMkAw: GSS$s?<U'<9 (GSS API)O""Wj1<7gs

,;-ejF#<&5<S9K"/;9G-kh&K9k8`N}!G9#

GSSHsMkAwO";-e" RPCGHQ5l^9# NetSEAT/i$"s
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Hr"Microsoft® Windows NT® QN Policy Director^?O"Policy Director

I}3s=<kXN5]<H&b8e<kH7F3~9klgO"3N*W7

gsrHQD=K7F/@5$#

GSSHsMkAwO"lL*J}!GFSP7&K;-ejF#<&5<S9

rs!7^9#p\HJk5^6^Ja+K:`HF/Nm8<rHQ7F5

]<HG-^9#3lrHQ9kH"5^6^JD-KP7F"=<9&lY

kG"Wj1<7gsr\"9k3H,D=KJj^9# GSSHsMkAw

Khj">}~K\09kHiU#C/eG"=l>lN}~,H)7F]n

lYkr)fG-^9#?H(P"/i$"sH+i5<P<K\09kG<

?OPk/&G<?Ef=G04K]n9k,"5<P<+i/i$"sHK

\09kG<?O]n7J$h&K9k3H,D=G9#

;-e"&Ia$sN$s9H<kWo

Policy DirectorO"1 D^?O#tN3sTe<?<K"5^6^J_jG=

.WGr$s9H<kG-k"bYK,65l?;-ejF#<&79F`G

9#J<K";-e"&Ia$sG$s9H<k9k,W,"k=.WGr(

7^9#

v DCE 5<S9

v f<6<&l89Hj<#(IBM SecureWay Directory,,WJNO"LDAP

rf<6<&l89Hj<H7FHQ9klg@1G9)

v Policy Director5<P<

v Policy DirectorI}3s=<k

v Policy DirectorvD ADK

DCE ^?O LDAP N{8N$s9H<krHQ7h&H9klgKO",

:"{8N$s9H<k,57$lYkG"k3HrN'7F/@5$#57

$lYkKD$FO"17Z<8NX=N>N=UH&'"WoYr2H7F/

@5$# Policy Director=Jr$s9H<k9k0K"J<NM8X8rN'

7F/@5$#

,63sTe<F#s0D-5<S9

F Policy Director;-e"&Ia$s (DCE ;k) KO"Policy Director5<

P<VNL.r]n9k?aK"/J/Hb 1 DN3sTe<?<K"04J

DCE 5<S9r$s9H<k9k,W,"j^9# DCE 5<S9O"Policy

Director 5<P<H18[9HKV/+"^?OMCHo</Njb<H&[

9HKV/3H,G-^9#
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DCE N$s9H<kKD$FO",WJWiCHU)<`N$s9H<kHI

}KX9krbqHF/K+k&5]<HNj=<9r2H7F/@5$#

DCE qANj9HKD$FO"98Z<8NXIBM ,63sTe<F#s0D

-NqAYr2H7F/@5$#

DCE r$s9H<k9k]KO"J<N,$Ii$srHQ7F/@5$#

v 1 DN[9H&79F`K77$ Policy Director;-e"&Ia$srn.

7h&H9klg"DCE 5<P<N04$s9H<krTCF/@5$#

v DCE 5<P<,jb<H&[9HKV+lF$klgO"m<+k&[9H

K Policy Directorr$s9H<k7F"77$;-e"&Ia$srn.7

F/@5$#

v {8N Policy Director;-e"&Ia$sbK Windows NTQN Policy

Director r$s9H<k7h&H9klgO"NetSEAT/i$"sHrHQ

7F",WJ DCE 5<S9XN"/;9rs!7F/@5$# Windows

NT 5<P<QN Policy DirectorH18[9HK NetSEAT/i$"sHr

$s9H<k7F/@5$#

f<6<&l89Hj<

Policy DirectorO"=Nf<6<&l89Hj<H7F"IBM SecureWay

Directory (LDAP) f<6<&l89Hj<Gb"DCE f<6<&l89Hj

<GbHQ9k3H,G-^9#

f<6<&l89Hj<H7F LDAP rHQ9klg"Policy Directorr$s

9H<k9k0K"LDAP 5<P<r$s9H<k7F"=.7F*/,W,

"j^9#^?"F Policy Director3sTe<?<K LDAP /i$"sHr

$s9H<k7F*/,Wb"j^9#

LDAP N$s9H<kKD$FO"IBM SecureWay Directory Installation and

Configuration, Version 3.1.1r2H7F/@5$#3N LDAP qA,IN CD

K~CF$k+O"100Z<8NXIBM SecureWay DirectoryNqAYr2H7

F/@5$#

^?O"DCE N$s9H<kKD$FO"98Z<8NXIBM ,63sTe<

F#s0D-NqAYKj9H5lF$k DCE =Jpsr2H7F/@5

$#

Policy Director 5<P<

Policy Director5<P<N$s9H<kKO"J<NWo,,Q5l^9#
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v 57/L.9k?aK"9YFN Policy Director Windows NT5<P<K

O"Policy Director NetSEAT/i$"sH,,WG9#

v Policy Director5<P<N9YFN$s9H<kKOp\=.WG,,WG

"j"3lO+0*K$s9H<k5l^9#

v ;-e"&Ia$sKiaF ^?O#l N3sTe<?<r$s9H<k

7h&H9klgKO"=N3sTe<?<KI}5<P<r$s9H<k

9k,W,"j^9#

v {8NI}5<P<r}D{8N;-e"&Ia$sbK3sTe<?<r

IC 7F$s9H<k7h&H9klgO"LNI}5<P<r$s9H<

k7J$G/@5$#IN;-e"&Ia$sGb"I}5<P<N$s9

?s9O 1 D@1GJ1lPJj^;s#

v WebSEAL"NetSEAL"*hSh0TvD5<P<N=.WGO"$U*rG

9#

v ;-ejF#<&^M<8c<O"WebSEALHH_go;F WebSEAL

HTTP 5<P<=.WGH)J HTTP "/;9)frs!7"NetSEAL H

H_go;F NetSEAL NF$ TCP/IP"/;9)f=.WGrs!7^

9#

v AIX *hS SolariseN9YFN Policy Director5<P<KO"04J

DCE /i$"sH,,WG"j"LDAP rf<6<&l89Hj<H7F

HQ9klgO"LDAP /i$"sHb,WG9#

I}3s=<k

I}3s=<kKO";-e"&Ia$sHI}5<P<r$s9H<k7"

=.9k,W,"j^9#^?"I}3s=<kKO DCE /i$"sHb,

WG"j"Windows3sTe<?<eKI}3s=<k,"klgO"

NetSEAT/i$"sHb,WG9#

vD ADK

"Wj1<7gs+/3sTe<?<K Policy DirectorvD ADK r$s9H

<k7F/@5$#vD ADK rHQ9kH"]n5lF$kh0T5<P<

Kf<6<,"/;9G-kh&K9k"Wj1<7gsr+/9k3H,G

-^9#vD ADK KOp\=.WG,,WG"j"3Np\=.WGO"v

D ADK N$s9H<k~K+0*K$s9H<k5l^9#

"Wj1<7gs,BT5lk;-e"&Ia$sGO"/J/Hb 1 DN3

sTe<?<KvD5<P<r$s9H<k9k,W,"j^9#LoN+/

D-GO"vD ADK H1879F`KvD5<P<rH_~_^9#

h3O Policy DirectorNWh 25



9FCW4HN Policy Director $s9H<kN5W

Policy DirectorN$s9H<kKO"J<N9FCW,,WG9#

1. lP<8gsN IBM SecureWay Policy Director,$s9H<k5lF$

kH-K"=N$s9H<k&79F`r\T7?$lgO"Policy

Director N Web Z<8K"k\Tpsr2H7^9 (viiiZ<8NXWeb

psYr2H)#

2. 4HQN*Zl<F#s0&79F`, Policy Directorr5]<H7F$

k3HrN'7^9#

5]<H5lF$k*Zl<F#s0&79F`KD$FO"16Z<8N

XPolicy Director5<P<Y r2H7F/@5$#

3. IN5<P<=.WG,WoKGbh/,g7F$k+"*hS3liN

=.WGrIN3sTe<?<K$s9H<k9k+rhj7^9#

19Z<8NXlL*J=.Yr2H7F/@5$#

4. ;-e"&Ia$s, SSL HsMkAwrHQ9kN+"^?O GSSH

sMkAwrHQ9kN+rhj7^9#

\7/O"22Z<8NXHsMk&a+K:`Yr2H7F/@5$#

5. DCE $sUi9Hi/Ac<,8_7F$J$lgO"=lr$s9H<

k7"=.7^9#

,WJ DCE 5<S9KD$FO"23Z<8NX,63sTe<F#s0

D-5<S9Yr2H7F/@5$#

6. ;-e"&Ia$sG"LDAP f<6<&l89Hj<rHQ9kN+"

^?O DCE f<6<&l89Hj<rHQ9kN+rhj7^9#f<

6<&l89Hj<K IBM SecureWay Directory (LDAP)rHQ7"{8

N LDAP OHQ7J$H$&lgO"LDAP r$s9H<k7"=.7

F/@5$#

LDAP N$s9H<kKD$FO"29Z<8NXh4O IBM SecureWay

Directory N$s9H<kH=.Yr2H7F/@5$#

7. Policy Director5<P<KHQ9k DCE *hS LDAP /i$"sHr3

sTe<?<K$s9H<k7^9#

DCE N$s9H<kKD$FO"98Z<8NXIBM ,63sTe<F#

s0D-NqAYKj9H5lF$k DCE =Jpsr2H7F/@5

$#

8. Policy Director5<P<=.WGr$s9H<k7^9#

HQ9k*Zl<F#s0&79F`&WiCHU)<`KD$FO"$

s9H<kNOr2H7F/@5$#J<N$:l+r2H7F/@5

$#
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v 47Z<8NXh5O Policy Director (WindowsQ) N$s9H<kY

v 63Z<8NXh6O Policy Director (AIX Q) N$s9H<kY

v 81Z<8NXh7O Policy Director (SolarisQ) N$s9H<kY

9. /i$"sHZ@qN'ZK Policy Director CASrHQ9klgO"

Policy Director/jGs7ckh@5<S9 (CAS) r=.7^9#

Policy Director CASKD$FO"X/jGs7ckh@5<S9N=.Y

r2H7F/@5$#

10. I}3s=<kr$s9H<k7^9#

HQ9k*Zl<F#s0&79F`&WiCHU)<`KD$FO"$

s9H<kNOr2H7F/@5$#J<N$:l+r2H7F/@5

$#

v Windows NTNlg"57Z<8NXWindowsGNI}3s=<kN$s

9H<kYr2H7F/@5$#

v AIX GO"DCE f<6<&l89Hj<rHQ9klgO 77Z<8N

XI}3s=<kN$s9H<kYr2H7"LDAP f<6<&l89

Hj<rHQ9klgO 68Z<8NXI}3s=<kN=.HO0Yr

2H7F/@5$#

v SolarisNlg"93Z<8NXI}3s=<kN$s9H<kYr2H7

F/@5$#

Policy Director NF$s9H<k

QC1<8rF$s9H<k9k,W,"klg"^:GiK{8NQC1<

8ro|7F+i",WJQC1<8rF$s9H<k7F/@5$#=N}

!KD$FO"78Z<8NXPolicy DirectorNo|Yr2H7F/@5$#

/jGs7ckh@5<S9N=.

Policy Director/jGs7ckh@5<S9 (CAS) O"+9?^$:D=J

Policy DirectorN=.WGN 1 DG"j"WebSEALG5]<H5lF$k8

`N'Za+K:`rH%9k?aKHQ9k3H,G-^9#

Policy Director CASO+0*K$s9H<k5l^9# Policy Director CAS

r/jGs7ckh@5<S9H7FHQ7?$lgO"=lr=.9k,W

,"j^9#Policy Director CASN5WH=.KD$FO"Policy Director I

}Njz- Nh 2 OHh 13 Or2H7F/@5$#
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h4O IBM SecureWay Directory N$s9H<kH=.

DCE f<6<&l89Hj<NHQrWh7F$klgO"IBM SecureWay

Directory (LDAP) N$s9H<kH=.N]K"3NartP93H,G-^

9#

Policy DirectorN$s9H<k~K"LDAP f<6<&l89Hj<+"DCE

f<6<&l89Hj<NIAir*r9k+,RMil^9#

v LDAP r*r9klgO"Policy Directorr$s9H<k9k0K"IBM

SecureWay DirectoryP<8gs 3.1.1 (LDAP) Client SDKH5<P<r$

s9H<k7F+i"LDAP 5<P<r=.7F*/,W,"j^9#

v LDAP 5<P<XN"/;9K SSL rHQ9klgO"LDAP /i$"s

Hb=.9k,W,"j^9#

LDAP 5<P<H/i$"sHN$s9H<k

f<6<&l89Hj<H7F LDAP rHQ7h&H9klg"Policy

Director K LDAP 5<P<H/i$"sH,,WG9#

LDAP 5<P<O";-e"&Ia$sbN/J/Hb 1 DN3sTe<?

<K8_7F$J1lPJj^;s#LDAP /i$"sHH5<P<O"

Policy Director=JNltH7Fs!5l^9#3lir$s9H<k7F+

i"Policy Directorr$s9H<k9k,W,"j^9#^?O"57$lY

kN{8N LDAP N$s9H<krHQ9k3HbG-^9#

LDAP N$s9H<k~K"SecureWay Directory *hS Client SDK r$

s9H<k9k3Hr*r7F/@5$#

LDAP N$s9H<kH=.N\YKD$FO"IBM SecureWay Directory

Installation and Configuration, Version 3.1.1r2H7F/@5$#5]<H5

lk*Zl<F#s0&79F`4HK":v9k CD eK HTML A0G\

qNLNP<8gs,}ailF$^9#8qN"/;9}!KD$FO"100

Z<8NXIBM SecureWay DirectoryNqAYr2H7F/@5$#
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LDAP /i$"sHN_N$s9H<k

f<6<&l89Hj<H7F LDAP rHQ9klgO"Policy DirectorrB

T9kF79F`K LDAP /i$"sHr$s9H<k9k,W,"j^

9# LDAP /i$"sHO"Policy Director=JNltH7Fs!5l^9#

LDAP /i$"sHr$s9H<k7F+i"Policy Directorr$s9H<k

7F/@5$#

Policy DirectorQK9GK57$lYkG$s9H<k5l"=.5lF$k

{8N LDAP 5<P<,"klg@1"LDAP N$s9H<k~K"

SecureWay Client SDK r$s9H<k9k3Hr*r7F/@5$#

LDAP 5<P<N=.

f<6<&l89Hj<H7F LDAP rHQ9klgO"GiN Policy

Director 5<P<r$s9H<k9k0K"LDAP 5<P<r=.7F*/,

W,"j^9#GiN Policy Director79F`G LDAP 5<P<r=.7?

eO"Policy Director5<P<rIC9kH-KO"LDAP 5<P<rF=.

9k,WO"j^;s#

LDAP 5<P<N=.~K LDAP 5<P<XN SSL "/;9rHQD=K7

?lg"SSL "/;9rHQ9k3sTe<?<rIC9k4HK"=N3s

Te<?<K/i$"sHH5<P<N-<&js0NZ"r3T<9k,W

,"j^9#\7/O"34Z<8NXSSL "/;9NHQD== ($U*r)Y

r2H7F/@5$#

LDAP 5<P<r=.9kKO";-e"&Ia$s4HK 1 s@1"J<

Ks2k=.9FCWrBT9k,W,"j^9#

1. ,WJ5U#C/9rIC9k#=N}!KD$FO"31Z<8NX5U#

C/9NICYr2H7F/@5$#

2. ;-ejF#<&9-<^N*V8'/HH0-r$s9H<k9k# 32

Z<8NX;-ejF#<&9-<^N*V8'/HH0-N$s9H<

kYr2H7F/@5$#

3. LDAP "/;9)frHQD=K9k#=N}!KD$FO"44Z<8N

XLDAP "/;9)fNHQD==Yr2H7F/@5$#

4. SSL"/;9rHQD=K9k#=N}!KD$FO"34Z<8NXSSL

"/;9NHQD== ($U*r)Yr2H7F/@5$#
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SSL "/;9rHQD=K7?lg"LDAP 5<P<XN"/;9K SSL r

HQ9k LDAP /i$"sH (Policy Director5<P<) rIC9k?SK"

40Z<8NXSSL "/;9QN LDAP /i$"sHN;CH"CWYN9F

CWrBT7F/@5$#

m: LDAP I}TO"LDAP G<?Y<9KQ9o<IEf=N_jrXjG

-^9#LDAP GO"Ef=5lF$J$LoNF-9HH7FQ9o<

Ir]I9k3H,v5lk?a";-ejF#<eNj9/KJkD=

-,"j^9#f<6<&Q9o<IN0-r,ZJEf=lYkK_j

9k}!KD$FO"4HQN LDAP NqAr2H7F/@5$#

5U#C/9NIC

IBM SecureWay DirectoryG"J<N9FCWrBT7F77$5U#C/9

rn.7F/@5$#

1. WebVi&6<rHQ7F"J<N Web "Il9K"k IBM SecureWay

Directory 5<P< Web I}D<kK"/;99k#

http://servername/ldap

Web $s?<U'<9rL8F LDAP I}T (?H(P"cn=root) H7

Fm0$s7F/@5$#

2. VSuffixes → Add a suffix Wr/jC/9k#

3. VSuffix DNWU#<kIK"J<N5U#C/9rIC9k#

secAuthority=Default

secAuthority=Default N*V8'/H,"I}5<P<N=.~Kn.5

l^9#

4. VAdd a new suffix W\?sr/jC/9k#

5. LN5U#C/9rIC9klgKO"VAdd a suffix Wjs/r/jC
/7F">0N&#sI&Kak#

6. ,WK~8F"Policy Directorf<6<H0m<Pk&5$s*s (GSO)

G<?QN5U#C/9rIC9k#?H(P"J<Nh&K7^9#

o=IBM,c=US

4HQN$s9H<k&79F`K,7?>0r5U#C/9KXjG-^

9#3Nlg" o= Oj0H%NJ,>G"j"c= Oq>G9#

3N9FCWGO"GSOG<?Q*hSf<6<H0k<WQN5U#C

/9rn.7^9#3liN5U#C/9O"LDAP Web I}D<krH

Q7Fn.5l^9#
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7. VAdd a new suffix W\?sr/jC/9k#

8. H%K,WJ77$5U#C/9rIC9k4HK"3Njgr+jV9#

9. 5U#C/9NIC,0;7?i"=TN LDAP I}D<k Web Z<8

eGVrestart the server Wjs/r/jC/7F"LDAP 5<P<rFO

09k#

;-ejF#<&9-<^N*V8'/HH0-N$s9H<k

Policy DirectorO"1 HN LDAP *V8'/HH0-rHQ7F"LDAP 5

<P<bGf<6<&/jGs7ckr]}I}7^9#

;-ejF#<&*V8'/HH0-,$s9H<k5lF$k+I&+r=

L9kKO"IBM SecureWay Directory Management Tool (DMT)rHQ7^

9#^@8_7J$lgO"$s9H<k7F/@5$# DMT O"IBM

SecureWay DirectoryQC1<8NltH7F$s9H<k5l^9#

Policy Director;-ejF#<N*V8'/HH0-,$s9H<k5lF$

k+I&+r=L9kKO"J<N9FCWrBT7F/@5$#

1. Directory Management Toolr LDAP /i$"sHeGO09k#

m: secAuthority=Default5U#C/9N`\,J$H$&aC;<8,=

(5lFb"djJ/hKJa^9# secAuthority=Default5U#C

/9N*V8'/HO"I}5<P<N=.~Kn.5l^9#

2. VSchema → Object classes → View object classes Wr/jC/9
k#

3. J<N Policy Director*V8'/HH0-,9YF8_9k+I&+r!

Z9k#

*V8'/H&/i9

secAuthorityInfo
secGroup
secMap
secPolicy
secPolicyData
secUser

4. VSchema → Attributes → View attributes Wr/jC/9k#

5. J<N Policy Director*V8'/HH0-,9YF8_9k+I&+r!

Z9k#

0-

secUUID
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secLoginType
secAuthority
secAcctValid
secPwdValid
secDN
secPwdMgmtBind
secAcctExpires
secAcctInactivity
secAcctLife
secPwdAlpha
secPwdSpaces
secPwdFailures
secPwdLastChanged
secPwdLastUsed

6. 32Z<8N9FCW 3 H 32Z<8N9FCW 5 NkLKpE$F"J<

N$:l+ 1 DrBT9k#

v 9YFN*V8'/H,8_9klg"=lJeNhVO,W"j^;

s# 34Z<8NXSSL "/;9NHQD== ($U*r)YKJ_^

9#

v *V8'/HN4tGOJ/"lt 7+8_7J$lgO"9FCW 7

KJ_^9#

v *V8'/H,^C?/J$ lgO"9FCW 8 KJ_^9#

7. Policy Director*V8'/HH0-N4tGOJ/"lt7+J$lg"

{8N Policy Director*V8'/HH0-ro|9k#

DMT bGJ<Nh&K/jC/7F"*V8'/H&/i9ro|7^

9#

VSchema → Object classes → Delete object classes W

!K"VSchema → Attributes → Delete attributes Wr/jC/7F"
0-ro|7^9#

8. Policy Director*V8'/HH0-,^C?/J$lgO" IBM

SecureWay Policy Director Version 3.0CD r^~9k#

9. 3^sI&WmsWHG"ldapmodify rHQ7F9-<^&U!$kr

m<I9k#?H(P"J<Nh&K~O7^9#

UNIX:

ldapmodify -h hostname -p 389 -D cn=root -w password -f /schema/secschema.def

Windows:

ldapmodify -h hostname -p 389 -D cn=root -w password -f x:¥schema¥secschema.def
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33GO"x: O"4HQN Windows CD-ROMIi$VNIi$V>G

9#

10. Policy DirectorrHQ7F SecureWay Boundary Serverf<6<NI}r

Wh7F$klg"Policy Director9-<^&U!$k+i*V8'/H

H0-bIC9k#

3^sI&WmsWHG ldapmodify 3^sIrHQ7F"9-<^&U

!$krm<I7^9#?H(P"J<Nh&K~O7^9#

Windows:

ldapmodify -h hostname -p 389 -D cn=root -w password -f x:¥schema¥puschema.def

UNIX:

ldapmodify -h hostname -p 389 -D cn=root -w password -f /schema/puschema.def

33G"x: O"4HQN CD-ROM Ii$VNIi$V>G9#

SSL "/;9NHQD== ($U*r)

LDAP 5<P<XN SSL "/;9,,WJ$lgO"3NartP7F" 44

Z<8NXLDAP "/;9)fNHQD==YKJsG/@5$#

LDAP 5<P<K SSL "/;9,,WJlgO"3Nar3T7F/@5

$#3NjgO"LDAP 5<P<H LDAP /i$"sHVGiaF SSL L.

r_j9klg@1BT9k,W,"j^9#

Policy Director5<P<H LDAP 5<P<VNL.r]n9k?aK"$U*

rG SSL NHQrD=K9k3H,G-^9#

IBM Global Security Kit (GSKit) SSL Runtime ToolkitP<8gs 3.0.1O"

LDAP N$s9H<k~K$s9H<k5l^9# GSKit O"2 DNP<8

gsN-<I}D<krw(F$^9#1 DNP<8gsO"&#sI&=P

<8gs ikmguiw G"j"b& 1 DNP<8gsO"s&#sI&=P<8

gs ikmgui G9#J<NjgG ikmguiw ,FSP5lkH-KO"IAi

NP<8gsGbHQG-^9#

3ND<kNHQ!N\YJX(O"LDAP NqANfK"j^9# 100Z<

8NXIBM SecureWay DirectoryNqAYr2H7F/@5$#

^?O"J<NLs5l?jgrBT7F"Policy DirectorN SSL "/;9

rqN*KHQD=K9k3H,G-^9#
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-<&G<?Y<9&U!$kHZ@qNn.

LDAP 5<P<G SSL 5]<HrHQD=K9kKO"3N5<P<G"Z

@q (3N5<P<r1L7"DMQZ@q H7FHQG-kbN) ,,WG

9#3NDMQZ@qO"/i$"sH,5<P<r'ZG-kh&K9k?

aK5<P<,/i$"sHKw.9kZ@qG9#3NZ@q*hSx+-

<Hk)-<NZ"O"-<&G<?Y<9&U!$kbK]I5l^9#\

ROLo"?H(P VeriSign JIN'ZI (CA) +ip>~jZ@q r~j

7^9#

?@7"+Jp>~j Z@qrHQ9k3HbG-^9#+Jp>~jZ@q

rHQ9klg"=NZ@q,8.5lk^7s,"CA KJj^9#

-<&G<?Y<9&U!$kHZ@qNn.KO"GSKit N-<I}D<k

(ikmguiw ) rHQ7^9#-<&G<?Y<9&U!$kHZ@q (+Jp>

~j"^?Op>~j) rn.9kKO"J<N9FCWrBT7^9#

1. IBM Global Security Kit (GSKit) SSL Runtime ToolkitP<8gs 3.0.1*

hS JavaY<9N-<I}D<k,"LDAP 5<P<H"SSL rHQ9

k9YFN LDAP /i$"sHN>}K$s9H<k5lF$k3Hr

N'9k#

Windows: C:¥Program Files¥IBM¥GSK¥bin¥ikmguiw.exe

Solaris: /opt/IBM/GSK/bin/ikmguiw

AIX: /usr/lpp/ibm/gsk/bin/ikmguiw

2. IBM -<I}D<k (ikmguiw ) rO09k#

3. VKey Database File → NewWr/jC/9k#

4. VCMS key database file W,"-<&G<?Y<9&?$WH7F*r
5lF$k3HrN'9k#

5. -<&G<?Y<9&U!$kr~l?$ljNpsrVFile NameWH
VLocation WU#<kIK~O9k#-<&G<?Y<9&U!$kNH
%RO .kdb G9#

6. VOKWr/jC/9k#

7. -<&G<?Y<9&U!$kNQ9o<Ir~O7"=lrN'9k#

-<&G<?Y<9&U!$krT89k]K,WJNG"3NQ9o<

IrP(F*$F/@5$#

8. GU)kHN-z|Bru1~lk+"^?Oj0H%NWoK~8FQ

99k#

9. Q9o<Ir^9/7"stashU!$kK]I7?$lgO"VStash the
password to a file Wr/jC/9k#
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stashU!$kO"ltN"Wj1<7gsGHQG-""Wj1<7gs

GQ9o<IrNiJ/Fb"-<&G<?Y<9&U!$krHQG-

kh&K7^9# stashU!$kNLVH>0O"-<&G<?Y<9&

U!$kH1G"j"H%RO .sth G9#

10. VOKWr/jC/9k#

3lG"-<&G<?Y<9&U!$kNn.,0;7^7?# 1 HNGU)

kHNp>TZ@,"j^9#3liNp>TZ@O"'15lkGU)kH

N'ZIKJj^9#

DMQZ@qNn.

'ZI (?H(P"VeriSign) +iNZ@qrHQ7h&H9klgO"'ZI

(CA) KZ@qrWa7"Z@qN0.eKu1hk,W,"j^9# XZ@

qNu1hjYbN9FCWrBT7F/@5$#

Z@qNu1hj: +Jp>~jZ@qGOJ/"'ZI (?H(P

VeriSign) +iNZ@qrHQ7h&H9klgO"J<N9FCWrBT7F

/@5$#

1. ikmguiw rHQ7F"CA KZ@qrWa7F+i"77$Z@qru1

hj"-<&G<?Y<9&U!$kK~lk#

2. -<&G<?Y<9&U!$kNVPersonal Certificate Requests W;/

7gsr/jC/9k#

3. VNewWr/jC/9k#

4. 9YFNpsrXj7F"'ZIKw.9kWarn.9k#

5. VOKWr/jC/9k#

6. CA ,Z@qra7?e"VPersonal Certificates W;/7gsr/jC/
7F+i"VReceiveWr/jC/7F"-<&G<?Y<9&U!$kK
Z@qr~lk#

7. LDAP 5<P<NZ@qr-<&G<?Y<9&U!$kK~l?e"

LDAP 5<P<r=.7F"SSL rHQD=K9k#

Z@q,^@'15lF$J$lgO"CA NZ@qr/i$"sH&^7s

K3T<7F/@5$#

Z@q,"9GK'15lF$k CA (?H(P VeriSign) KhCF8.5l

klg"=lJeNhVO,W"j^;s# 38Z<8NXSSL rHQD=K

9k?aN LDAP 5<P<N=.YKJ_^9#
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+Jp>~jZ@qNn.: +Jp>~jZ@qGOJ/"'ZI (?H(

P"VeriSign) +iNZ@qrHQ9kWhNlgO"36Z<8NXZ@qNu

1hjYN9FCWrBT7F/@5$#

77$+Jp>~jZ@qrn.7"=lr-<&G<?Y<9&U!$kK

]I9kKO"J<N9FCWrBT7^9#

1. VCreate → New Self-Signed Certificate Wr/jC/9k#

2. VKey LabelWU#<kIK"-<&G<?Y<9bN3N77$Z@qr
1L9k?aK GSKit ,HQG-k>0r~O9k#

?H(P"iYkO"LDAP 5<P<N^7s>K9k3H,G-^9#

3. VVersionWU#<kINGU)kH (X509 V3) *hSVKey SizeWU#
<kINGU)kHru1~lk#

4. GU)kHN^7s>ru1~lk+"^?O3NZ@qQNVCommon
NameWU#<kIKLN1L>r~O9k#

5. VOrganization WU#<kIKkH>r~O9k#

6. *W7gs&U#<kIK~O9k+"Vis/N^^K7F*/#

7. VCountry WU#<kINGU)kH*hSVValidity Period WU#<kI
N 365 ru1~lk+"^?Oj0kHNWoKgo;F=liNU#<

kIrQ99k#

8. VOKWr/jC/9k#

GSKit O"77$x+-<Hk)-<NZ"r8.7"Z@qrn.7^

9#

-<&G<?Y<9&U!$kbK#tNZ@q,"klg"GSKit O"3

N-<rG<?Y<9NGU)kHN-<K7?$+I&+rHq7^9#

3liN$:l+ 1 DrGU)kHH7Fu1~lk3H,G-^9#I

NZ@qrHQ9k+r*r9k?aNiYk,Xj5lF$J$lgO"

GU)kHNZ@q,BT~KHQ5l^9#

3lG"LDAP 5<P<NDMQZ@qNn.,0;7^7?#3NZ@q

O"-<&G<?Y<9&U!$kN Personal Certificates;/7gsK=(5

lF$kO:G9#-<&G<?Y<9&U!$kbK]}5lF$kZ@q

N?$Wr*r9kKO"-<I}D<kN?sfNP<rHQ7F/@5

$#

!K"LDAP 5<P<NZ@qr Base643<I= ASCII G<?&U!$k

KhjP9,W,"j^9#
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+Jp>~jZ@qNhjP7

Z@q,+Jp>5lF$klg"-<&G<?Y<9&U!$k+ip>T

Z@rhjP9,W,"j^9#J<NhjP7jgr31F/@5$#

33GhjP5l?bNO"/i$"sH&^7sN;CH"CWKHQ5l

^9# 37Z<8NX+Jp>~jZ@qNn.YG+Jp>~jZ@qrn.

7?lgO"-<&G<?Y<9&U!$kN Signer Certificates ;/7g

sKb=(5l^9#3lO"+Jp>~jZ@qG"k+iG9#-<&G

<?Y<9N Signer Certificates;/7gsK=(5lF$klgO"77$

Z@q,8_9k3HrN'7F/@5$#

p>TZ@rhjP9KO"J<NjgrBT7^9#

1. ikmguiw rHQ7F"LDAP 5<P<NZ@qr Base643<I= ASCII

G<?&U!$kKhjP9#3NU!$kO"40Z<8NXSSL "/;

9QN LDAP /i$"sHN;CH"CWYNjgGHQ5l^9#

2. 37Z<8NX+Jp>~jZ@qNn.YGIC7?P+jN+Jp>~j

Z@qr/4=(9k#

3. VExtract Certificate Wr/jC/9k#

4. G<?&?$WH7FVBase64-encoded ASCII data Wr/jC/9k#

5. 7?KhjP5l?Z@qKZ@qU!$k>r~O9k#Z@qU!$k

NH%RO .arm G9#

6. hjP5l?Z@qr]I7F*-?$LVr~O9k#

7. VOKWr/jC/9k#

8. hjP5l?3NZ@qr LDAP /i$"sH&^7sK3T<9k#

9. 3lG"LDAP 5<P<r=.7F"SSL rHQD=KG-kh&KJj

^9#

SSL rHQD=K9k?aN LDAP 5<P<N=.
LDAP 5<P<r=.7F SSL rHQD=K9kKO"J<N9FCWrB

T7^9#

1. f<6<&l89Hj<H7F LDAP rHQ9klgO"LDAP 5<P

<,$s9H<k5l"0n7F$k3HrN'9k#=N\YJb@K

D$FO"29Z<8NXh4O IBM SecureWay DirectoryN$s9H<k

H=.Yr2H7F/@5$#

2. J<N URL G Web Y<9N LDAP I}D<krHQ9k#

http://servername/ldap

33G"servernameO LDAP 5<P<&^7sN>0G9#
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3. LDAP I}TH7Fm0*s7F$J$lgO"LDAP I}T (?H(P

cn=root)H7Fm0*s9k#

4. VServer → SSLWr/jC/9k#

5. SSLHs SSL rHQD=K9kVSSL OnWr/jC/9k+"^?O
_j7?$ SSL u7KP7FVSSL OnlyWr/jC/9k#

6. 'Z}0N?$WKP7FVServer Authentication Wr/jC/9k#

7. ]<HVfr~O9k+"GU)kHN]<HVf 636 ru1~lk#

8. X-<&G<?Y<9&U!$kHZ@qNn.YN9FCW 5 GXj7

?-<&G<?Y<9&Q9HU!$k>r~O9k#

-<&G<?Y<9&U!$kNH%RO .kdb G9#

9. LDAP 5<P<NZ@qr-<&G<?Y<9K]I7?lgO"1LK

HQ7?>0rVKey LabelWU#<kIK~O9k#?H(P"iYk
O"LDAP 5<P<N^7s>K9k3H,G-^9#

10. -<&G<?Y<9&U!$kNQ9o<Ir~O7"=lrN'9k#

^?O"LDAP 5<P<, stashU!$krHQ9kh&K7?$lg

O"Q9o<I&U#<kIrVis/K9k3H,G-^9#

11. VApplyWr/jC/9k#

12. Vrestart the server Wjs/r/jC/7F"LDAP 5<P<rFO0

7"3NQ9r-zK9k#

SSL "/;9NF9H: SSL ,HQD=KJC?3HrF9H9kKO"

LDAP 5<P<N3^sIT+iJ<N3^sIr~O7F/@5$#

ldapsearch -h servername -Z -K keyfile -P key_pw -b "" -s base ¥
objectclass=*

3N3^sIG_-f (¥) ,,WJNO"3^sI, 1 TK~OG-J$l

g@1G9#

?@7"J<NH*jG9#

*W7gs b@

servername LDAP 5<P<N DNS [9H>#

keyfile 8.5l?-<&js0N04$~Q9>#

key_pw 8.5l?-<&js0NQ9o<I#

3N3^sIO"LDAP 5<P<eN5U#C/9,^^lF$k LDAP p

\psra7^9#
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3lG"5<P< SSL N;CH"CW,0;7^7?#!O"SSL "/;9

QK LDAP /i$"sHr;CH"CW7^9#

SSL "/;9QN LDAP /i$"sHN;CH"CW
SSL "/;9QK LDAP 5<P<r;CH"CW7?e"SSL "/;9QK

LDAP /i$"sHr;CH"CW9k,W,"j^9#

-<&G<?Y<9&U!$kNn.: GSKit ,/i$"sHeK$s9H<

k5lF$k3HrN'7F+i" 35Z<8NX-<&G<?Y<9&U!$

kHZ@qNn.YKb@5lF$kh&K"IBM -<I}D<krHQ7F

77$-<&G<?Y<9&U!$krn.7^9#

/i$"sH, LDAP 5<P<r'ZG-kh&K9kKO"/i$"sH

,"LDAP 5<P<NZ@qrn.7?'ZI (p>T) r'19k,W,"

j^9# LDAP 5<P<,+Jp>~jZ@qrHQ9klg"/i$"s

H,"LDAP 5<P<NZ@qr8.7?^7sr"Hi9FCI&k<H

('ZI) H7F'1G-kh&K9k,W,"j^9#

p>TZ@NIC: -<&G<?Y<9&U!$k,n.5l?eGp>TZ

@rIC9kKO"J<N9FCWrBT7^9#

1. 38Z<8NX+Jp>~jZ@qNhjP7YG-<&G<?Y<9&U

!$k+ihjP5l?Z@q,"/i$"sH&^7sK3T<5lF

$k3HrN'9k#3T<5lF$J$lgO"?@AK3T<7F/

@5$#

2. /i$"sHN CMS -<&G<?Y<9&U!$kNVSigner
Certificates W;/7gsr/jC/9k#

3. VAddWr/jC/9k#

4. VBase64-encoded ASCII data Wr/jC/7F"G<?&?$Wr_
j9k#

5. Z@qNU!$k>H=NLVrX(9k#Z@qU!$kNH%RO

.arm G9#

6. VOKWr/jC/9k#

7. IC7h&H9kp>TZ@NiYkr~O9k#?H(P"iYkK

LDAP 5<P<N^7s>rHQ9k3H,G-^9#

8. VOKWr/jC/9k#

+Jp>~jZ@q,"/i$"sHN-<&G<?Y<9bKp>TZ

@H7F=(5l^9#

9. 7?KIC5l?p>TZ@r/4=(7"VView/EditWr/jC/9
k#
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10. VSet the certificate as a trust root W,*r5lF$k3HrN'7

F"3NZ@,Hi9FCI&k<HH7F^</5lF$k3HrN'

9k#

LDAP 5<P<NZ@q,5,N'ZIKhCF8.5l?lgO"=N

'ZI,p>TZ@H7Fj9H5l"Hi9FCI&k<HH7F^<

/5lF$k3HrN'7F/@5$#=&GJ$lgO"'ZINZ@

rp>TZ@H7FIC7F+i"=l,Hi9FCI&k<HG"k3

HrXj7^9#

3N~@G"/i$"sHO LDAP 5<P<HN SSL ;C7gsrN)9k

3H,G-^9#
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SSL ,HQD=+I&+NF9H: SSL ,HQD=KJC?3HrF9H9

kKO"LDAP /i$"sHN3^sIT+i"J<N3^sIr~O7^

9#

ldapsearch -h servername -Z -K client_keyfile -P key_pw -b "" ¥
-s base objectclass=*

3N3^sIG_-f (¥) ,,WJNO"3^sI, 1 TK~OG-J$l

g@1G9#

?@7"J<NH*jG9#

*W7gs b@

servername LDAP 5<P<N DNS [9H>#

client_keyfile 8.5l?-<&js0N04$~Q9>#

key_pw 8.5l?-<&js0NQ9o<I#

3N3^sIO"LDAP 5<P<N5U#C/9,^^lF$k LDAP p\

psra7^9#

3lG"SSL N;CH"CW,0;7^7?#

LDAP 5<P<H/i$"sHN'Z?$WNHQ ($U*r)
3N=.;/7gsO$U*rG9#

1. 38Z<8NXSSL rHQD=K9k?aN LDAP 5<P<N=.YKb@

5lF$kjgrBT7^9#?@7"5<P<'ZN?aK LDAP 5<

P<r=.9kNGOJ/"5<P<'ZH/i$"sH'ZN>}rT&

3Hr*r7F/@5$#

3Nlg"5<P<,=NZ@r/i$"sHKw.7"/i$"sHKh

CF'Z5l?e"5<P<O/i$"sHNZ@rWa7^9# LDAP

5<P<,>}r'Z9kh&=.5lF$klg"/i$"sH&^7s

KP7FbZ@rN)9k,W,"j^9#

2. /i$"sH&^7sGO"/i$"sH&^7sNZ@O"J<Kb@5

l?jgG_j5l^9#

v 35Z<8NX-<&G<?Y<9&U!$kHZ@qNn.Y

v +Jp>~jZ@qG"klgO 37Z<8NX+Jp>~jZ@qNn

.Y"p>TZ@G"klgO 36Z<8NXZ@qNu1hjY

v 38Z<8NX+Jp>~jZ@qNhjP7Y

v 38Z<8NXSSL rHQD=K9k?aN LDAP 5<P<N=.Y
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3. LDAP 5<P<eG"/i$"sHNDMQZ@q,n.5l"/i$"

sHN-<&G<?Y<9&U!$kKIC5l?e"=N/i$"sHZ

@qrn.7?'ZI,"p>TZ@ (Hi9FCI&k<H) H7F'1

5lk,W,"j^9#'ZIZ@qO"40Z<8NXp>TZ@NICY

Kb@5lF$kLjK"LDAP 5<P<N-<&G<?Y<9KIC5

l^9#

SSL "/;9NF9H: LDAP 5<P<,"/i$"sHNDMQZ@qr

n.7?'ZIr'17?e"J<N3^sIrHQ7F";CH"CWrF

9H9k3H,G-^9#

ldapsearch -h servername -Z -K client_keyfile -P key_pw -N client_label ¥
-b "" ¥ -s base objectclass=*

3N3^sIG_-f (¥) ,,WJNO"3^sI, 1 TK~OG-J$l

g@1G9#

?@7"J<NH*jG9#

*W7gs b@

servername LDAP 5<P<N DNS [9H>#

client_keyfile 8.5l?/i$"sH&-<&js0N04$

~Q9>#

key_pw 8.5l?-<&js0NQ9o<I#

client_label -<KX"7?iYk (8_9klg)#3NU#

<kIO$U*rG"j"3NU#<kI,,W

JNO"LDAP 5<P<,5<P<H/i$"s

HN>}N'ZrBT9kh&K=.5lF$k

lg@1G9#

3N3^sIO"LDAP 5<P<N5U#C/9,^^lF$k LDAP p\

psra7^9# -N Qia<?<O"/i$"sHNDMQZ@q,/i$
"sHN-<&G<?Y<9&U!$kKIC5l?H-KXj5l?iYk

r(7F$k3HKmU7F/@5$#

LDAP 5<P<Np>TZ@NiYkrXj7J$G/@5$# -N Qia<
?<O"IN/i$"sHZ@q,"Wa5l?H-K5<P<Kw.5lk

+r"GSKit K(7^9#iYk,Xj5lF$J$lg"5<P<,/i$

"sHNZ@qrWa9kH-K"GU)kHNDMQZ@q,w.5l^

9#

3lG"SSL N;CH"CW,0;7^7?#
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LDAP "/;9)fNHQD==

Policy Director;-ejF#<r LDAP f<6<&l89Hj<H}g5;k

?aKO"J<N9FCWrBT7F"f<6<&l89Hj<r)f9k

LDAP ACL r977F/@5$#

1. V9?<H → Wm0i` → IBM SecureWay Directory → Directory
Management Tool Wr/jC/7F"LDAP /i$"sH^?O LDAP

5<P<NIAi++i Directory Management ToolrO09k#

2. J<NjgG5<P<rFP$sI9k#

a. VServer → RebindWr/jC/9k#

b. VAuthenticated Wr/jC/9k#

c. f<6< DN (?H(P"cn=root)r~O9k#

d. Q9o<Ir~O9k#

e. VOKWr/jC/9k#

3. VOKWr/jC/9k+"YpaC;<8,=(5lk?SK"YpaC
;<8&&#sI&rD8k#

4. Policy Director;-ejF#<&G<bs&0k<WK"31Z<8NX5U

#C/9NICYGn.5l?5U#C/9KP9k04J)f"r?(

k#

a. VEntries → Add Entry Wr/jC/9k#

b. Policy Directorf<6<H GSOf<6<&G<?Y<9N5U#C/

9r"VEntry RDNWK~O9k#?H(P"J<Nh&K7^9#

o=IBM,c=US

c. VOrganization Wr/jC/9k#

d. VNextWr/jC/9k#

VCreate an LDAP EntryW&#sI&,=(5l^9#

e. j0H%K:v9kpsrIC7F+i"VCreateW\?sr/jC/
9k#

f. VTree → Refresh tree Wr/jC/9k# BrowseG#l/Hj<&D

j<bK77$`\,=(5lkO:G9#

5. ACL ?Vr/jC/7F"F)f LDAP ACL Nj-TNj9HKJ<r

IC9k3HKhj"Policy Director;-ejF#<&G<bs&0k<W

K04J)f"r?(k#

cn=SecurityGroup,secAuthority=Default

VEdit an LDAP ACL W&#sI&,=(5l^9#
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a. DN U#<kIK cn=SecurityGroup,secAuthority=Default H~O7F

+i"ImCW@&s&j9H+iVgroupWr/jC/9k#

b. VAddW\?sr/jC/9k#

c. VGranted Rights for Add, Delete, and ClassWN<K"kA'C/&\C

/9r9YF*r9k#

d. 0;7?i"VChangeWr/jC/9k#=&9kH"5U#C/9
DN N ACL Nj9HbK cn=SecurityGroup,secAuthority=Default ,

=(5l^9#

e. j-TNj9HK#tN5U#C/9rIC9klg"5U#C/94

HK3Njgr+jV9#

3lG"LDAP N=.,0;7^7?#
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h5O Policy Director (Windows Q) N$s9H<k

3NONaGO"5]<H5lF$k Windows*hS Windows NTWiCH

U)<`eG Policy Directorr$s9H<k7"=.9k}!rb@7^9#

Policy DirectorN$s9H<kr+O9k0K",:"XPolicy Director

(WindowsQ) r$s9H<k9k0KYNpsK\rL7F/@5$#

Policy Director (Windows Q) r$s9H<k9k0K

NetSEATH Policy Director N$s9H<kr+O9k0K"J<Npsr*

I_/@5$#

v NetSEATH Policy Directorr$s9H<k9k0K"^: Windows NT5

<P<r$s9H<k7"=.9k,W,"j^9#

v Windows NTIa$sI}T*hS;-e"&Ia$sI}T (?H(P"

cell_admin account)NQ9o<IrNCF$k,W,"j^9#,:"I}

T"Br~j7F*$F/@5$#

v Windows NT*Zl<F#s0&79F`K Policy Director5<P<r$

s9H<k9k]K"77$ DCE ;krn.7h&H9klgO"J<N

3H,,WG9#

– DCE 5<P<b$s9H<k7"=.9k,W,"j^9#

– f<6<&l89Hj<K LDAP rHQ7h&H9klgO"LDAP 5

<P<b$s9H<k7"=.9k,W,"j^9#

v 23Z<8NX;-e"&Ia$sN$s9H<kWoYKb@,"kh&

K"Policy DirectorN[VKX9k9YFNpsr=,K}r7F*$F/

@5$#

NetSEAT H Policy Director N$s9H<k

Policy DirectorN$s9H<kr+O9k0K",:9YFN"Wj1<7g

sr/m<:7F*$F/@5$# Policy DirectorN$s9H<k,*;7?

i"3sTe<?<r$C?s7cCH@&s7F+i"FO09k,W,"

j^9#
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;-e"&Ia$s&$sYsHj<Nn.

$s9H<k~K"J<Nh&J";-e"&Ia$sN=.KG-Npsr

s!9k,W,"j^9#

v ;-e"&Ia$s> (DCE ;k)#?H(P cell_admin#

v J<N5<S9rs!9k3sTe<?<N>0#

– ;-ejF#<

– ?$`

– ;k&G#l/Hj<&5<S9 (CDS)

– G#l/Hj<&5<S9&Vm<+< (DSB)

NetSEAT N$s9H<k

Policy Director NetSEAT;CH"CW&U!$kO"NetSEATU!$krO

<I&G#9/K3T<7F+i"NetSEAT=.f<F#jF#<r+0*K

O07^9#

NetSEATr$s9H<k9kKO"J<N9FCWrBT7F/@5$#

1. I}T"BN"kf<6<H7Fm0$s9k#

2. IBM SecureWay Policy Director Version 3.0CD r CD-ROM Ii$VK^

~9k#

3. CD eN ¥win32¥clientG#l/Hj<KQ99k#

4. Setup.exeU!$kr@Vk/jC/9k#InstallShieldWm0i`,O0

7^9#

5. VChoose Installation LanguageW&#sI&,=(5l?i":v9k@l

r*r9k#

6. VNextWr/jC/9k#VPolicy Director WelcomeW&#sI&,=(

5l^9#

7. VNextWr/jC/9k#

8. VChoose Components to InstallW&#sI&,=(5l?i"VClient for
Policy Director server products Wr/jC/9k#

9. VNextWr/jC/9k#

10. VChoose Setup TypeW&#sI&,=(5l?i"VTypicalWr/jC
/9k#

LoN$s9H<kNlgNGU)kHLVO"J<NH*jG9#

c:¥Program Files¥ibm¥netseat¥
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^?O"VCustomWr/jC/9klgO"NetSEATr$s9H<k9

khNIi$VHG#l/Hj<rXj7F/@5$#

VChoose Destination LocationW&#sI&,=(5l^9#

11. VNextWr/jC/9k#

NetSEATU!$kO"O<I&G#9/NGU)kHN NetSEATLVK

3T<5l^9#VNetSEAT ConfigurationW&#sI&,=(5l^9#

NetSEAT N=.

NetSEAT=.?9/GO";-e"&Ia$sKD$FNps (?H(P"

DCE 5<P<>"LV"*hS5<S9) r NetSEATKXj7^9#

9YFN NetSEATU!$k,O<I&G#9/K3T<5l?e"

VNetSEAT ConfigurationW&#sI& (Secure Domains ?V) ,=(5l^

9#

NetSEATr=.9kKO"J<N9FCWrBT7F/@5$#

1. 77$;-e"&Ia$sQN`\rIC9k?aK"VAddWr/jC
/9k#

VNew Secure DomainW&#sI&,=(5l^9#

2. NetSEAT,09k;-e"&Ia$s (DCE ;k) N>0 (?H(P"

cell_admin)r~O9k#

3. VEnable GSSW^?OVEnable SSLWA'C/&\C/9NIAi+
r*r9k#

4. VOKWr/jC/9k#

VSecure Domain PropertiesW&#sI&,=(5l^9#

5. DCE 5<P<H"DCE 5<P<,s!9k5<S9rIC9k?aK"

VAddWr/jC/9k#

VAdd a DCE ServerW&#sI&,=(5l^9#

3N&#sI&rHQ7F";-e"&Ia$sbN{8N DCE 5<P

<H"F5<P<,s!9k5<S9r NetSEATKNi;^9##tN

DCE 5<P<rIC9k3H,G-^9#9YFN5<S9r 1 DN3

sTe<?<GBT9k3Hb"#tN3sTe<?<K,d9k3Hb

G-^9#

33Gb@9k7Jj*O"J<NH*jG9#

v 77$;-e"&Ia$s (1 DN[9H&79F`)
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1 DN[9H&79F`@1G=.5lk77$;-e"&Ia$sr

n.9klgO"=N[9H&79F`,9YFN DCE 5<S9rs

!7^9#[9H&79F`N>0rVMachine NameWU#<kIK
~O7F/@5$#1 D^?O#tN5<S9r*r7^9# DSB ,

^@$s9H<k5lF$J$lgG"CFb"DSB r*r7F/@5

$#

v 77$;-e"&Ia$s (#tN[9H)

77$;-e"&Ia$srn.9kH-K"DCE 5<S9,LN[9

HKV+lF$klgO"m<+k&[9HO DSB 5<S9@1rs

!7^9#3Nlg"DCE 5<S9 (;-ejF#<"?$`"CDS)

rs!9k DCE 5<P<rGiKIC7^9#!K"m<+k&79

F`r=9 localhost H$&>0,U1il?LN DCE 5<P<rI

C7"DSB A'C/&\C/9r*r7^9# DSB ,^@$s9H<

k5lF$J$lgG"CFb"DSB r*rG-^9#

v {8N;-e"&Ia$s

{8N;-e"&Ia$sK Policy DirectorrIC9klgO";-e

jF#<"?$`"*hS CDS rs!9k DCE 5<P<N>0rI

C7^9#!K"DSB ,+0*K$s9H<k5lk Policy Director

I}5<P<,H_~^lF$k DCE 5<P<N>0rIC7^9#

3N79F`N DSB A'C/&\C/9r*r7^9#3N7Jj*

GO"DSB r^aF9YFN5<S9,"18[9H&79F`KV+

lF$klg,"j^9#

6. 5<P<4HK";-e"&Ia$sbN{8N5<P<N04 DN ^7

s>r~O9k (?H(P"SFF98732.austin.ibm.com)#

7. 5<P<4HK"J<N 1 D^?O#tN5<S9r5<P<QK*r9

k#

v ;-ejF#<

v DSB

v ?$`

v CDS

8. VOKWr/jC/9k#

VSecure Domain PropertiesW&#sI&,"77$`\r=(7^9#

9. ,WK~8F"9FCW 5 A9FCW 8 r+jV7F"ICN5<P<

H5<S9rIC9k#

10. VSecure Domain PropertiesW&#sI&+i"GU)kHNH%m0$s

=. DCE Login only ru1~lk#
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VSecure Domains PropertiesW&#sI&N}gm0$shhO"3N

NetSEAT$s9H<kGOHQ5l^;s#

11. VOKWr/jC/9k#

VNetSEAT ConfigurationW&#sI&,=(5l^9#

12. VOKWr/jC/9k#

VSystem Restart RequiredW&#sI&,=(5l^9#

13. VYesWr/jC/7F"3sTe<?<rFO09k#

14. VOKWr/jC/9k#

3sTe<?<,FO09kH"NetSEAT,+0*KO07^9#

NetSEAT"$3s, Windows?9/P<K=(5l^9#

3lG"NetSEATN$s9H<kH=.,0;7^7?#

NetSEAT /i$"sH=.N!Z

Policy Director5<P<r$s9H<k9k0K"NetSEAT/i$"sH,5

oK=.5l"Xj5l?;-e"&Ia$sK~lil?3HrN'7F/

@5$# netseat_ping rHQ7F"J<N5<S9,HQD=G"k+]+

r=L7F/@5$#

v ;-ejF#<&5<S9

v ?$`&5<S9

v ;k&G#l/Hj<&5<S9

v G#l/Hj<&5<S9&Vm<+< (DSB)

NetSEAT/i$"sH,,WJ5<S9HL.G-k3HrN'9kKO"J

<N9FCWrBT7F/@5$#

1. V9?<H → Wm0i` → NetSEAT → NetSEAT Login Wr/jC/7
F"cell_adminH7Fm0$s9k#

^?O"3^sITG netseat_login 3^sIrHQ7Fm0$s7F/

@5$#

2. 4HQN=.KCK,WJlgr|$F"PKI Login r*r7J$G/@5

$#

3. Policy DirectorI}TNf<6<>HQ9o<Ir~O9k#

4. VOKWr/jC/9k#

5. 3^sITG"netseat_ping 3^sIrHQ7F"=.Nu7r~j9

k#
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?H(P"NetSEAT/i$"sH,=.5l"″redback″ HFPlk;-e
"&Ia$sK~lilklg"DOS WmsWHGJ<N3^sIr~O

7F"u7r~j7^9#

netseat_ping -C redback

J<NPOH18h&Jps,=(5l^9#

/.../redback:
SecurityServers:

ncacn_ip_tcp:redback[ ] is available
ncadg_ip_udp:redback[ ] is available

CdsServers:
ncacn_ip_tcp:redback[ ] is available
ncadg_ip_udp:redback[ ] is available

TimeServers:
ncacn_ip_tcp:redback[ ] is available
ncadg_ip_udp:redback[ ] is available

DsbServers:
ncacn_ip_tcp:redback[ ] not available
ncacn_ip_udp:redback[ ] not available

?@7"77$;-e"&Ia$srn.9k=jG"klgO"DSB ,

^@0n7J$3HKmU7F/@5$#3Nlg"DSB KP9k

netseat_ping POO"not available H=(5l^9#3Nh&K=(5

lkNO"3N7Jj*Nlg"=[5lkbNG9# Policy DirectorI

}5<P<=.WGN$s9H<kGO"DSB ,+0*K$s9H<k5

l"=.5l"O05lkNG"djJ/ Policy DirectorN$s9H<k

r3TG-^9# DSB ,9GK0n7F$klgO"DSB NPOO is

available (v3.1) H=(5l^9#

6. DSB J0N5<S9,HQT=G"klgO"Policy Director5<P<r

$s9H<k9k0K"=Ndjrrh7F*/#

Policy Director 5<P<N$s9H<k

Policy Director5<P<N$s9H<kr+O9k0K",:"I}TNf<

6<>HQ9o<Ir~j7F*$F/@5$#

Policy Director5<P<=.WGr$s9H<k9kKO"J<N9FCWr

BT7^9#

1. f<6<&l89Hj<H7F LDAP rHQ7h&H9klgO"LDAP

5<P<,$s9H<k5l"0n7F$k3HrN'9k#=N\YJ

b@KD$FO"29Z<8NXh4O IBM SecureWay DirectoryN$s9

H<kH=.Yr2H7F/@5$#

2. IBM SecureWay Policy Director Version 3.0CD r CD-ROM Ii$VK^

~9k#
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3. CD eN ¥win32¥serverG#l/Hj<KQ99k#

4. Setup.exeU!$kr/jC/9k#InstallShieldWm0i`,O07^

9#

5. VChoose Installation LanguageW&#sI&,=(5l?i":v9k@l

r*r9k#

6. VNextWr/jC/9k#VPolicy Director WelcomeW&#sI&,=(

5l^9#

7. VNextWr/jC/9k#

VChoose Destination LocationW&#sI&,=(5l^9#

8. Wm0i`&U!$kNGU)kHNG#l/Hj<LVru1~lk

+"^?OVBrowseW\?sr/jC/7FLNG#l/Hj<rn.
^?O*r9k#

GU)kHNLVO" C:¥Program Files¥IBM¥ G9#

GU)kHJ0NLVK NetSEATr$s9H<k7?lgO"18LV

K Policy Director5<P<r$s9H<k7F/@5$#

9. VNextWr/jC/9k#

VSelect ComponentsW&#sI&,=(5l^9#

10. :v9k Policy Director5<P<=.WGr*r9k#*rKr)Dps

r@kKO"19Z<8NXlL*J=.Yr2H7F/@5$#

;-e"&Ia$sbKO Policy DirectorI}5<P< (IVMgr) N$s

9?s9O"1 D@1GJ1lPJj^;s#

11. VNextWr/jC/9k#

12. WebSEALr*r7J+C?lgO" 54Z<8N9FCW 14 KJ`#

WebSEAL (IVWeb)=.WGr*r7?lgO"VChoose Web Document

Root LocationW&#sI&,=(5l^9#3N&#sI&GO"Web 9

Z<9Nk<H&G#l/Hj<NLVrXj9kh&Kaail^9#

Web 5$HK07F$kj=<9O9YF"3NG#l/Hj<N<KV

+l^9#

13. GU)kHNk<H&G#l/Hj<LVru1~lk+"^?O

VBrowseW\?sr/jC/7FLNG#l/Hj<rn.^?O*r
9k#GU)kHNLVO"J<NH*jG9#

C:¥...¥IBM¥Policy Director¥www¥docs

3lG"Policy DirectorU!$k, CD +iO<I&G#9/K3T<5

l^9#;-e"&Ia$sNVAdministrator LoginW&#sI&,=(5
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l^9#3N9FCWO";-ejF#<&/jGs7ckrN)7"=

.Wm;9r0;9kNK,WG9#

14. DCE;kI}TN>0HQ9o<Ir~O9k#

15. I}5<P<=.WG (IVMgr) r*r7?lg"VLDAP Registry W+
VDCE Registry Wr*r9kh&KaakWmsWH,=(5lk#

I}5<P<r*r7J+C?lgO"{8N;-e"&Ia$sNf<

6<&l89Hj<&?$W,"+0*K!P5l^9#

v LDAP f<6<&l89Hj<,!P5lkH"XLDAP f<6<&l

89Hj<NHQYKb@5lF$kLjK"$s9H<k,3T7^

9#

v DCE f<6<&l89Hj<,!P5lkH"55Z<8NXDCE f<

6<&l89Hj<NHQYKb@5lF$kLjK"$s9H<k,

3T7^9#

16. f<6<&l89Hj<KP7FJ<NIAi+r/jC/9k#

v VLDAP User Registry Wr*r7?lgO" XLDAP f<6<&l

89Hj<NHQYKJ_^9#

v VDCE User Registry Wr*r7?lgO" 55Z<8NXDCE f<6

<&l89Hj<NHQYKJ_^9#

LDAP f<6<&l89Hj<NHQ

Policy Director;-e"&Ia$s, LDAP f<6<&l89Hj<rHQ9

klg"^?O IVMgr r$s9H<k7h&H9kH-K"VLDAP
Registry W,*r5lF$klg"VLDAP Server InformationW&#sI&,

=(5l^9#

1. LDAP 5<P<=.K,WJJ<Npsr~O9k#

v LDAP [9H>

v ]<HVf

v SSL ]<HVf (SSL rHQ7F LDAP 5<P<K"/;99klgN

_K,W)

v GSOG<?Y<9QN LDAP DN (?H(P"o=ibm,c=us)

2. VNextWr/jC/9k#

VCommunication with the LDAP ServerW&#sI&,=(5l^9#

3. Policy DirectorH LDAP 5<P<VN SSL L.rHQD=K9k+"H

QTDK9k+r*r9k# SSL L.rHQD=K9kKOVYesWr/
jC/7"SSL L.rHQTDK9kKOVNoWr/jC/7^9#
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Windows NTGO"[9H&79F`K"k9YFN Policy Director5<

P<H LDAP 5<P<HNVGlYK SSL L.,HQD=KJj^9#

SSL L.rHQD=K7?lgO"9FCW 4 KJ_^9#

SSL L.rHQTDK7?lgO"9FCW 5 KJ_^9#

4. J<NWmsWHKMrXj9k#

v SSL -<&U!$kLV

v SSL U!$k DN (-<&iYk)

v SSL -<&U!$k&Q9o<I

35Z<8NX-<&G<?Y<9&U!$kHZ@qNn.Yr2H7F/

@5$#

5. VNextWr/jC/9k#

VLDAP Administrator LoginW&#sI&,=(5l^9#

6. LDAP I}T> (?H(P"cn=root)HQ9o<Ipsr~O7"VOKW
r/jC/9k#

5<P<,=.5l"O05l^9#3lKO"t,++klg,"j^

9#VSystem InformationW&#sI&,=(5l"P?psr^aF"5

<P<Nu7r=(7^9#

7. VNextWr/jC/9k#

VPolicy Director Setup CompleteW&#sI&,=(5l^9#

8. VYesWr/jC/7FFO09k#

FO0*W7gsKP7FVNoWKA'C/rU1?lgO"eG
Windows NTrFO07F"=.Wm;9r0;9k,W,"j^9#3

lG"Policy DirectorN$s9H<k,0;7^7?#

9. VFinishWr/jC/9k#

79F`rFO09kh&KaakWmsWH,=(5l^9#

DCE f<6<&l89Hj<NHQ

Policy Director;-e"&Ia$s, DCE f<6<&l89Hj<rHQ9

klg"^?O IVMgr r$s9H<k7h&H9kH-K"VDCE User
Registry W,*r5lF$klg"J<Nh&K$s9H<k,3T7^9#

1. WebSEAL (IVWeb)=.WGr*r7?lgO"VChoose Web Document

Root LocationW&#sI&,=(5l^9#3N&#sI&GO"Web 9

Z<9Nk<H&G#l/Hj<NLVr~O9kh&Kaail^9#

Web 5$HK07F$kj=<9O9YF"3NG#l/Hj<N<KV

+l^9#
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WebSEALr*r7J+C?lgO"9FCW 3 KJ_^9#

2. GU)kHNk<H&G#l/Hj<LVru1~lk+"^?O

VBrowseW\?sr/jC/7FLNG#l/Hj<rn.^?O*r9
k#GU)kHNLVO"J<NH*jG9#

C:¥Program Files¥IBM¥Policy Director¥www¥docs

3. VNextWr/jC/9k#

3lG"Policy DirectorU!$k, CD +iO<I&G#9/K3T<5

l^9#;-e"&Ia$sNVAdministrator LoginW&#sI&,=(5

l^9#

4. LDAP I}T>HQ9o<Ipsr~O7"VOKWr/jC/9k#

5<P<,=.5l"O05l^9#3lKO"t,++klg,"j^

9#VSystem InformationW&#sI&,=(5l"P?psr^aF"5

<P<Nu7r=(7^9#

5. VNextWr/jC/9k#

VPolicy Director Setup CompleteW&#sI&,=(5l^9#

6. VFinishWr/jC/9k#

79F`rFO09kh&KaakWmsWH,=(5l^9#

7. VYesWr/jC/7FFO09k#

FO0*W7gsKP7FVNoWKA'C/rU1?lgO"eG
Windows NTrFO07F"=.Wm;9r0;9k,W,"j^9#3

lG"Policy DirectorN$s9H<k,0;7^7?#

/jGs7ckh@5<S9N=.

Policy Director CASO+0*K$s9H<k5l^9# CAS r/jGs7c

kh@5<S9H7FHQ7?$lgO"=lr=.9k,W,"j^9#=

N}!KD$FO"Policy Director I}Njz- N/jGs7ckh@5<S

9N=.KD$FNpsr2H7F/@5$#

Windows NT GN NetSEAL HiCWNHQ

Policy Director NetSEAL (IVTrap)O"CjN]<HKP9kWarHiCW7

^9# NetSEAL HiCWrHQ9kKO"Xj5l?]<HrHQ9k9Y

FN"Wj1<7gsr$C?sd_7F+i"FO09k,W,"j^9#

Policy Director NetSEALr=.7FCj]<HrHiCW9k}!N\YO"

Policy Director I}Njz- N NetSEAL KD$FN5Wr2H7F/@5

$#
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Windows GNI}3s=<kN$s9H<k

Policy DirectorO"Policy Director;-ejF#<&79F`N?/N=.W

Gr Windows/i$"sH&G9/HCW+iI}9k"I}3s=<kr

s!7^9#I}3s=<kO"J<N*Zl<F#s0&79F`N$:l

+K$s9H<kG-^9#

v Windows 95

v Windows 98

v Service Pack 4rw(? Windows NTP<8gs 4.0 Je

Policy DirectorrBT9kF Windows*Zl<F#s0&79F`KO"

Policy Director NetSEAT/i$"sH,,WG9#

NetSEAT/i$"sHO"DCE BT~/i$"sH+"Policy Director5<

P<KP9k/i$"sHN$:l+H7F=.G-^9#I}3s=<kK

OIAiN=.Gbu1~lk3H,G-^9,"Policy Director5<P<K

O"Policy Director5<P<KP9k04J/i$"sH,,WG9#

=.WGrF$s9H<k9k,W,"klg"F$s9H<krT&0K"

{8N=.WGro|7F*/,W,"j^9#

5<P<=.WGU-GNI}3s=<kN$s9H<k

52Z<8NXPolicy Director5<P<N$s9H<kYG Policy Director5<

P<=.WG,$s9H<k5l"=.5l?e"J<N9FCWrBT7^

9#

1. IBM SecureWay Policy Director Version 3.0CD r CD-ROM Ii$VK^

~9k#

2. ¥win32¥ConsoleG#l/Hj<KQ99k#

3. Setup.exeU!$kr@Vk/jC/9k#InstallShieldWm0i`,O0

7^9#

4. VChoose Installation LanguageW&#sI&,=(5l?i":v9k@l

r*r9k#

5. VNextWr/jC/9k#VPolicy Director WelcomeW&#sI&,=(

5l^9#

6. VNextWr/jC/9k#VChoose Destination LocationW&#sI&,=

(5l^9#

7. U!$kr$s9H<k9kljrXj9k#

U!$k,"Windows3sTe<?<N57$LVK3T<5l^9#p

s&#sI&,=(5l"$s9H<k,.y7?3Hr(7^9#
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8. WindowsrFO09k+I&+rHq5l?i"VyesWr/jC/9
k#

9. VOKWr/jC/9k#

10. 59Z<8NXI}3s=<kNO0YKJ`#

5<P<=.WGJ7GNI}3s=<kN$s9H<k

ICN Windows79F`+iN Policy Director;-ejF#<I}rHQD

=K9kKO"Policy Director5<P<=.WG,$s9H<k5lF$J$

Windows79F`K"I}3s=<kr$s9H<k9k3H,G-^9#3

N}!GI}3s=<kr$s9H<k9kH"NetSEAT/i$"sHr"

DCE BT~/i$"sH+"Policy Director5<P<KP9k/i$"sHN

$:l+H7F=.G-^9#

5<P<=.WGJ7GI}3s=<kr$s9H<k9kKO"WindowsG

9/HCW&79F`KJ_"J<N9FCWrBT7^9#

1. Windows*Zl<F#s0&79F`,"5]<H5lF$kWiCHU

)<`G"k3HrN'9k# 16Z<8NXPolicy Director5<P<Yr

2H7F/@5$#

2. Policy Director NetSEAT/i$"sHr$s9H<k9k# 48Z<8N

XNetSEATN$s9H<kYNb@K>CF/@5$#

3. NetSEAT/i$"sH,57/=.5l"I}3s=<k,BT5lF$

k;-e"&Ia$sbK~CF$k3HrN'9k# 51Z<8N

XNetSEAT/i$"sH=.N!ZYr2H7F/@5$#

4. IBM SecureWay Policy Director Version 3.0CD r CD-ROM Ii$VK^

~9k#

5. ¥win32¥ConsoleG#l/Hj<KQ99k#

6. Setup.exeU!$kr@Vk/jC/9k#InstallShieldWm0i`,O0

7^9#

7. VChoose Installation LanguageW&#sI&,=(5l?i":v9k@l

r*r9k#

8. VNextWr/jC/9k#VPolicy Director WelcomeW&#sI&,=(

5l^9#

9. VNextWr/jC/9k#VChoose Destination LocationW&#sI&,=

(5l^9#

10. U!$kr$s9H<k9kljrXj9k#

U!$k,"Windows3sTe<?<N57$LVK3T<5l^9#p

s&#sI&,=(5l"$s9H<k,.y7?3Hr(7^9#
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11. VOKWr/jC/7F"$s9H<kr0;9k#

12. I}3s=<krO09kKO"XI}3s=<kNO0YKJ`#

I}3s=<kNO0

I}3s=<krO09kKO"J<N9FCWrBT7F/@5$#

1. Policy Director5<P<,$s9H<k5l"0n7F$k3HrN'9

k#

2. V9?<H → Wm0i` → Policy Director → Management Console W
r/jC/9k#

VPolicy Director Management ConsoleW&#sI&,=(5l^9#

3. I}T"Br}Df<6< (cell_adminJI) H7FI}3s=<kKm0

$s9k#

Policy Director No|

Policy Director=.WGro|9kKO",:"I}TH7Fm0*s7F/

@5$#I}T/jGs7ckr}Df<6<H7F"WindowsIa$sKm

0$s7F/@5$#?H(P"J<NH*jG9#

dce_login cell_admin password

57$;-e"&Ia$s&/jGs7ckr}?:K=.WGro|7h&

H9kH"VAuthorization FailureWaC;<8&&#sI&,=(5l^9#

$s9H<kHO^C?/UNgxG Policy Director=.WGro|9k,W

,"j^9# Policy Directorro|9kKO"3sHm<k&QMk+iV"

Wj1<7gsNICHo|W"$3srHQ7^9#

Policy DirectorN$s9H<k4Nr"s$s9H<k9kKO"J<Njg

r"=(5lF$kgKBT7F/@5$#

1. I}3s=<kro|9k#

2. 5<P<=.WGro|9k#

3. NetSEAT/i$"sHro|9k#

I}3s=<kNo|

I}3s=<kro|9kKO"J<N9FCWrBT7F/@5$#

1. I}3s=<k,BT5lF$klgO"3lr/m<:9k#
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2. 3sHm<k&QMkNV"Wj1<7gsNICHo|WKJ_"

VPolicy Director Management Console Wr/jC/9k#

3. VICHo|W\?sr/jC/9k#

4. \vKo|9k+I&+NHq,P5l?i"VO$Wr/jC/7F"W

m0i`ro|9k3HrN'9k#

5. VOKWr/jC/9k#

5<P<=.WGNo|

Policy Director5<P<=.WGro|9kKO""BH/jGs7ckr~

j7F+i"=N=.WGro|9k,W,"j^9#

5<P<=.WGro|9kKO"J<N9FCWrBT7F/@5$#

1. Policy Director5<P<,$s9H<k5l"0n7F$k3HrN'9

k#

2. 3sHm<k&QMkNV"Wj1<7gsNICHo|WKJ_"GiK

o|7?$ Policy Director5<P<=.WGr*r9k#

3. $s9H<k7?gxH^C?/UNgxG"Policy Director5<P<=.

WGro|9k#

?H(P"9YFN=.WGr$s9H<k7?lgO"J<NgxGo|

7^9#

v vD ADK (IVAuthADK)

v vD5<P< (IVAcld)

v NetSEAL (IVTrap)

v WebSEAL (IVWeb)

v ;-ejF#<&^M<8c< (IVNet)

v I}5<P< (IVMgr)

v Base (IVBase)#3N=.WGO"oK+0*K$s9H<k5l^9#

Policy DirectorI}3s=<kO"IN~@Gbo|G-^9#=.WGr

$s9H<k9kgxN\YO"26Z<8NX9FCW4HN Policy

Director $s9H<kN5WYr2H7F/@5$#

4. VICHo|W\?sr/jC/9k#

5. Wa5l?i"LDAP I}Tf<6<>HQ9o<Ir~O9k#

6. Policy Director5<P<=.WG4HK"9FCW 2 A 9FCW 5 r+

jV9#

7. *;7?i"VOKWr/jC/9k#
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NetSEAT /i$"sHNo|

Policy Director NetSEAT=.WGro|9kKO"Windows NTI}T"B,

,WG9#

1. 3sHm<k&QMkNV"Wj1<7gsNICHo|WKJ_"V$s

9H<kHo|W?Vr/jC/9k#

2. 3N?VNj9H&&#sI&+i"VPolicy Director NetSEAT
ClientWr/jC/9k#

3. VICHo|Wr/jC/9k#

4. VOKWr/jC/9k#
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h6O Policy Director (AIX Q) N$s9H<k

3NON\aGO"AIX *Zl<F#s0&79F`GN Policy DirectorN

$s9H<k*hS=.}!KD$Frb7^9#

Policy DirectorN$s9H<kr+O9k0K",:"XPolicy Director (AIX

Q) r$s9H<k9k0KYNpsK\rL7F/@5$#

Policy Director (AIX Q) r$s9H<k9k0K

NetSEATH Policy Director N$s9H<kr+O9k0K"J<Npsr*

I_/@5$#

v Policy Director5<P<r$s9H<k9k]K77$ DCE rn.9kl

gKO"J<NH*jG9#

– DCE 5<P<b$s9H<k7"=.9k,W,"j^9#

– f<6<&l89Hj<K LDAP rHQ9klgO"LDAP 5<P<b

$s9H<k7"=.9k,W,"j^9#

v 23Z<8NX;-e"&Ia$sN$s9H<kWoYK-\5lF$k"

Policy DirectorN[VKX9k9YFNpsK:L7F*$F/@5$#

I}3s=<kN$s9H<k

Policy DirectorO"Policy Director79F`N9YFN=.WGrI}9kN

KHQG-kI}3s=<krs!7^9#I}TO"AIX 79F`^?O

Windows79F`""k$O=N>}GNI}3s=<kN$s9H<kr*

rG-^9#

AIX QNI}3s=<kO"IV.ConsoleH$&>0NQC1<8H7F[[5

l^9#QC1<8N$s9H<k*hS=.KO"SMIT rHQ7F/@5

$#
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Policy Director N$s9H<k

Policy Directorr AIX K$s9H<k9kKO"J<NjgGT$^9#

1. LDAP rf<6<&l89Hj<H7FHQ7h&H9klgO"LDAP

5<P<,$s9H<k5l"BT7F$k3HrN'9k#=N\YJ

b@KD$FO"29Z<8NXh4O IBM SecureWay DirectoryN$s9

H<kH=.Yr2H7F/@5$#

2. root H7Fm0$s9k#

3. IBM SecureWay Policy Director Version 3.0CD r CD-ROM Ii$VK^

~9k#

4. SMIT r+O9k#

5. VSoftware Installation and Maintenance Wr/jC/9k#

VSoftware Installation and MaintenanceWaKe<,=(5l^9#

6. VInstall and Update Software Wr/jC/9k#

VInstall and Update SoftwareWaKe<,=(5l^9#

7. VInstall and Update Software by Package Name Wr/jC/9k#

VInstall and Update Software by Package NameW&#sI&,=(5l^

9#

8. =UH&'"N$s9H<k5HJkuVN>0r~O9k#

?H(P"J<NH*jG9#

v CD uV+i$s9H<k7h&H9klgO"/dev/cd0 H~O7^9

v hjU1il?5<P<NG#l/Hj<+i$s9H<k7h&H9

klgO" /mnt/user/lpp/IV H~O7^9#

uV>r~O9kH"VMulti-select ListW&#sI&,=(5l^9#

9. VIVWr/jC/9k#

VMulti-select ListW&#sI&K"Policy Director=UH&'"&QC1

<8Nj9H,=(5l^9#

10. $s9H<k7?$QC1<8r*r9k#

v Policy DirectorQC1<8r9YF$s9H<k9klgO" IV H$
&(sHj<r/jC/9k#

v ltN Policy DirectorQC1<8@1r$s9H<k9klgO"23Z

<8NX;-e"&Ia$sN$s9H<kWoYK-\5lF$k$

s9H<kNM8-KmU7F/@5$#

11. VOKWr/jC/9k#
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VSMITWaKe<NVInstall and Update Software by Package NameW&#

sI&,=(5l^9#

12. J<NiYk,U$F$kU#<kIKP7F"VyesWr/jC/9
k#

AUTOMATICALLY install requisite software?

3N9FCWKhj"Policy Director Base (IV.Base)*hS SMIT Setup

(IV.smit) QC1<8,NBK$s9H<k5l^9#3liNQC1<8

O"=N>N Policy DirectorQC1<8N0sro=UH&'"G9#3

NU#<kIrVnoWK_j9kh&*r7?lgO"QC1<8*ra
Ke<Kaj^9#IV.BaseH IV.Smit ,*r7F"k+N'7F/@5

$#

13. >NU#<kIr"+,N3~79F`K:v9kMK_j9k#

14. VOKWr/jC/9k#

SMIT Khj"J<NbFr^`"u7aC;<8,=(5l^9#

v Policy Director=UH&'"&QC1<8Nv0$s9H<k!:

v QC1<8NU!$kNjP~NFQC1<8N>0

v FQC1<8KD$FN=.Nn.aKe<

v U!$kjPN0;~N.yr(9u7aC;<8

15. U!$kjP,0;7?i"XLDAP f<6<&l89Hj<U-GN

Policy DirectorN=.YK-\5lF$kpsrHQ7F"Policy Director

QC1<8r=.9k#"k$O"DCE l89Hj<rHQ7F$klg

O"72Z<8NXDCE f<6<&l89Hj<U-GN Policy Director

N=.Yr2H7F/@5$#

LDAP f<6<&l89Hj<U-GN Policy Director N=.

Policy Director=UH&'"&QC1<8r=.9k0K"=lir$s9H

<k9k,W,"j^9#Policy DirectorQC1<8r^@$s9H<k7F

$J$lgO" 64Z<8NXPolicy DirectorN$s9H<kYr2H7F/@

5$#

DCE f<6<&l89Hj<U-G Policy Directorr$s9H<k7?lg

O"72Z<8NXDCE f<6<&l89Hj<U-GN Policy DirectorN=

.YKJsG/@5$#

$s9H<k7?F Policy DirectorQC1<8r=.9k,W,"j^9#?

@7"SMIT SetupOc0G9#QC1<8N=.O"lYK 1 D:DT$^
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9#Policy DirectorQC1<8NJ+KO"=.fKI}T,hLNWmsW

HK~z7J1lPJiJ$bN,"j^9#

Policy DirectorQC1<8r=.9kKO"J<Nh&KT$^9#

1. SMIT r+O9k#

VSystem ManagementWaKe<,=(5l^9#

2. VCommunications Applications and Services Wr/jC/9k#

$s9H<kQ_N=UH&'"&QC1<8Nj9H,=(5l^9#?

H(P"J<NH*jG9#

v TCP/IP

v NFS

v DCE (,63sTe<F#s0D-)

v Policy Director

3. VPolicy Director Wr/jC/9k#

VPolicy DirectorWaKe<,"J<N*W7gsU-G=(5l^9#

v Policy Director Configuration

v Policy Director Unconfiguration

4. VPolicy DirectorConfiguration Wr/jC/9k#

J<Nh&J"$s9H<kQ_N Policy DirectorQC1<8Nj9H,

=(5l^9#

v Policy Director Base Configuration

v Policy Director Management Server Configuration

v Policy Director Management Console Configuration

v Policy Director Security Manager Configuration

v Policy Director WebSEAL Configuration

v Policy Director Authorization Server Configuration

v Policy Director NetSEAL Configuration

v Policy Director Authorization ADK Configuration

5. =.9kQC1<8r"lYK 1 D:D/jC/9k#

Policy DirectorQC1<8O"Policy Director=.j9HK-\5lF$k

gxG=.9k,W,"j^9#FQC1<8r"e+i<XgK*r7F

/@5$#

!K"J<NaG:v9k=.jgrHQ7F Policy DirectorQC1<8r=

.9k,W,"j^9#
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Base QC1<8N=.

BaseQC1<8O">NQC1<8NIlr$s9H<k7Fb3sTe<?

<K$s9H<k5l^9#BaseQC1<8r=.9kKO"Policy Director

=.j9HbNVPolicy Director Base Wr/jC/7F/@5$#

Policy Director BaseQC1<8N=.O"f<6<~OJ7G0;7^9#

I}5<P<N=.

I}5<P<r=.9kKO"J<Nh&KT$^9#

1. Policy Director=.j9HbNVPolicy Director Management Server W

r/jC/9k#

f<6<&l89Hj<&?$WN*rraakWmsWH,=(5l^

9#

2. f<6<&l89Hj<H7F LDAP rHQ7h&H9klgO"LDAP

l89Hj<KV2Wr~O9k#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

3. WmsWH,=(5l?i"DCE ;kI}TN"+&sH>HQ9o<I

r~O9k#

f<6<&l89Hj<H7F LDAP rHQ7h&H9klgO"I}5

<P<H LDAP 5<P<HNVKL.r=.9kh&aakl"NWms

WH,=(5l^9#

4. LDAP 5<P<=.K,WJJ<Npsr~O9k#

v LDAP 5<P<&[9H>

v LDAP 5<P<&]<HVf

v LDAP 5<P< SSL ]<HVf ($U*r)

5. LDAP I}Tf<6<Nf<6<>HQ9o<Ir~O9k (?H(P"

cn=root)#33G"Policy Director;-ejF#<ps, LDAP 5<P<

KP?5l^9#

6. I}5<P<H LDAP 5<P<VN SSL L.rHQD=K9k+"HQ

TDK9k+r*r9k#

m: F5<P<H LDAP 5<P<VN SSL L.r"DLKHQD=K9

k+"HQTDK9k3H,G-^9#33GO"I}5<P<

(IVMgr) H LDAP 5<P<HNVN SSL L.r_j7^9#

7. SSLL.rHQTDK7?lgO"68Z<8N9FCW 8 KJ`#SSL L

.rHQD=K7?lgO"J<KD$FNWmsWHKMrXj9k#
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v SSL -<&js0&U!$kLV

v SSL -<&iYk

v SSL -<NQ9o<I

8. GSOG<?Y<9&5U#C/9K DN rXj9k3HKhj" GSOG

<?Y<9&"/;9rHQD=K9k#3N5U#C/9O" 31Z<8

NX5U#C/9NICYGIC7?bNG9#

?H(P"J<Nh&K7^9#

o=IBM,c=US

GSOG<?Y<9&"/;9,=.5lkH"Policy Director=.^M<

8c<OG#l/Hj<&5<S9&Vm<+<r+0*K=.7^9#l

"NaC;<8Khj"+0=5l?F9FCW,"0;9k?SKj9H

5l^9#

IVMgr QC1<8N$s9H<k,5oKTol?3Hr(9aC;<8

,=(5l^9#

*rD=JQC1<8Nj9H,FY=(5l^9#

I}3s=<kN=.HO0

I}3s=<kr=.9kKO"Policy Director=.j9HNVPolicy
Director Management Console Wr/jC/7^9#

Policy DirectorI}3s=<kN=.O"f<6<~OJ7G0;7^9#

AIX GNI}3s=<krO09kKO"J<Nh&KT$^9#

1. Policy Director5<P<,$s9H<k5l"0n7F$k3HrN'9

k#

2. J<N3^sIr~O9k#

$ /opt/intraverse/bin/ivconsole

"k$O"Windows/i$"sHGNI}3s=<krHQ7F$klgO"

59Z<8NXI}3s=<kNO0YNjgK7?,CF/@5$#

;-ejF#<&^M<8c<N=.

;-ejF#<&^M<8c< (IVNet) r=.9kKO"J<Nh&KT$^

9#

1. Policy Director=.j9HbNVPolicy Director Security Manager Wr

/jC/9k#
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;-ejF#<&^M<8c<r LDAP 5<P<H}g9k?aK"l"

NWmsWH,=(5l^9#

2. WmsWHGX(5l?lgO"LDAP 5<P<=.K,WJJ<Nps

r~O9k#

v LDAP 5<P<&[9H>

v LDAP 5<P<&]<HVf

v LDAP 5<P< SSL ]<HVf ($U*r)

3liNWmsWHO"Policy DirectorI}5<P<^?OvD5<P<N

IAi+,J0K=.5lF$klgO=(5l^;s#

3. LDAP I}TNf<6<>HQ9o<Ir~O9k#33G"Policy

Director ;-ejF#<ps, LDAP 5<P<KP?5l^9#

4. ;-ejF#<&^M<8c<H LDAP 5<P<VN SSL L.rHQD

=K9k+"HQTDK9k+r*r9k#

m: F Policy Director5<P<H LDAP 5<P<VN SSL L.r"DL

KHQD=K9k+"HQTDK9k3H,G-^9#33GO";-

ejF#<&^M<8c< (WebSEALH NetSEAL GHQ9klgO

IVNet) H LDAP 5<P<HNVN SSL L.r_j7^9#

5. SSLL.rHQTDK7?lgO"9FCW 6 KJ`# SSL L.rHQ

D=K7?lgO"J<KD$FNWmsWHKMrXj9k#

v SSL -<&js0&U!$kLV

v SSL -<&iYk

v SSL -<NQ9o<I

6. GSOG<?Y<9&5U#C/9K DN rXj9k3HKhj GSOG<

?Y<9&"/;9rHQD=K9k#3N5U#C/9O" 31Z<8N

X5U#C/9NICYGIC7?bNG9#

?H(P"J<Nh&K7^9#

o=IBM,c=US

3NWmsWHO"Policy DirectorI}5<P<^?OvD5<P<NIA

i+,J0K=.5lF$klgO=(5l^;s#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

7. WmsWH,=(5l?i"DCE ;kI}TN"+&sH>HQ9o<I

r~O9k#
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;-ejF#<&^M<8c<,=.5l"O05l^9#CAS 5<P<

bO05l^9#

;-ejF#<&^M<8c<&QC1<8N$s9H<k,5oKTol

?3Hr(9aC;<8,=(5l^9#

Policy Director WebSEAL N=.

Policy Director WebSEAL (IVWeb)r=.9kKO"J<Nh&KT$^9#

1. Policy Director=.j9HbNVPolicy Director WebSEAL Wr/jC/

9k#

Policy Director WebSEAL=.aKe<K"J<NbNrN'9kM,~C

F=(5l^9#

v HTTP *hS HTTPS/i$"sH&"/;9

v ,WH9kAw)fWmH3k (TCP) ]<H

v GU)kHN Web 8qk<H&G#l/Hj<

2. J<NhLG"=TN=.MrN'9k#

Please check Web Server configuration:
1. Enable TCP HTTP? Yes
2. HTTP Port 80
3. Enable HTTPS? Yes
4. HTTPS Port 443
5. Web document root directory /opt/Policy Director/www/docs
a. Accept configuration and continue with installation
x. Exit installation
Select item to change: a

3. VaWr~O7F3N=.ru1~lF$s9H<kr3T9k+"Q99

kMNtMr~O9k#

DCE ;kI}TN>0HQ9o<IN~Oraak Policy Director;-e

jF#<&^M<8c<=.WmsWH,=(5l^9#

4. DCE ;kI}TN"+&sH>HQ9o<Ir~O9k#

Policy Director;-ejF#<&^M<8c<,FO07^9#

$s9H<kKhj"3sTe<?<eG Policy Director WebSEAL,=

.5l"HQD=KJj^9#

Policy Director vD5<P<N=.

Policy DirectorvD5<P< (IVAcld) r=.9kKO"J<Nh&KT$^

9#

1. Policy Director=.j9HbNVPolicy Director Authorization Server W

r/jC/9k#
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Policy DirectorvD5<P<r LDAP 5<P<H}g9k?aK"1 D^

?O#tNWmsWH,=(5l^9#

2. WmsWHGX(5l?lgO"LDAP 5<P<=.K,WJJ<Nps

r~O9k#

v LDAP 5<P<&[9H>

v LDAP 5<P<&]<HVf

v LDAP 5<P< SSL ]<HVf ($U*r)

3liNWmsWHO"Policy DirectorI}5<P<^?OvD5<P<N

IAi+,J0K=.5lF$klgO=(5l^;s#

3. LDAP I}Tf<6<Nf<6<>HQ9o<Ir~O9k#33G"

Policy Director;-ejF#<ps, LDAP 5<P<KP?5l^9#

4. ;-ejF#<&^M<8c<H LDAP 5<P<VN SSL L.rHQD

=K9k+"HQTDK9k+r*r9k#

m: F Policy Director5<P<H LDAP 5<P<VN SSL L.r"DL

KHQD=K9k+"HQTDK9k3H,G-^9#33GO"vD

5<P< (IVAcld) H LDAP 5<P<NVN SSL L.r_j7^9#

5. SSLL.rHQTDK7?lgO"9FCW 6 KJ`# SSL L.rHQ

D=K7?lgO"J<KD$FNWmsWHKMrXj9k#

v SSL -<&js0&U!$kLV

v SSL -<&iYk

v SSL -<NQ9o<I

6. GSOG<?Y<9&5U#C/9K DN rXj9k3HKhj GSOG<

?Y<9&"/;9rHQD=K9k#3N5U#C/9O" 31Z<8N

X5U#C/9NICYGIC7?bNG9#

?H(P"J<NH*jG9#

o=IBM,c=US

3NWmsWHO"Policy DirectorI}5<P<^?OvD5<P<NIA

i+,J0K=.5lF$klgO=(5l^;s#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

7. WmsWH,=(5l?i"DCE ;kI}TN"+&sH>HQ9o<I

r~O9k#

vD^M<8c<,=.5l"O05l^9#
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vD5<P<&QC1<8N$s9H<k,5oKTol?3Hr(9aC

;<8,=(5l^9#

Policy Director NetSEAL N=.

Policy Director NetSEALr=.9kKO"J<Nh&KT$^9#

1. Policy Director=.j9HbNVPolicy Director NetSEAL Wr/jC/9

k#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

2. LDAP I}TNf<6<>HQ9o<Ir~O9k#33G"Policy

Director ;-ejF#<ps, LDAP 5<P<KP?5l^9#

Policy Director NetSEALQC1<8=.,0;7^9#

Policy Director NetSEALO"CjN]<HKP7FTolkWarHiCW7

^9#NetSEAL HiCWrHQ9kKO"Xj5l?]<HrHQ9k9YF

N"Wj1<7gsr$C?sd_7F+i"FO09k,W,"j^9#

Policy Director NetSEALNHQKD$F\7/O"77Z<8NXAIX GN

NetSEAL HiCWNHQYr2H7F/@5$#

Policy Director vD ADK N=.

Policy DirectorvD ADK r=.9kKO"Policy Director=.j9HbN

VPolicy Director Authorization ADK Wr/jC/7F/@5$#

Policy DirectorvDQC1<8=.O"f<6<~OJ7G0;7^9#

Policy Director /jGs7ckh@5<S9N=.

Policy Director CASO+0*K$s9H<k5l^9# Policy Director CAS

r/jGs7ckh@5<S9H7FHQ7?$lgO"=lr=.9k,W

,"j^9# Policy Director I}Njz- K-\5lF$k Policy Director

CAS KX9kps*hS WebSEAL5<P<Kgo;?=N=.}!r2H

7F/@5$#

DCE f<6<&l89Hj<U-GN Policy Director N=.

Policy Director=UH&'"&QC1<8r=.9k0K"=lir$s9H

<k9k,W,"j^9#Policy DirectorQC1<8r^@$s9H<k7F

$J$lgO"^:GiK 64Z<8NXPolicy DirectorN$s9H<kYr2

H7F/@5$#
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LDAP f<6<&l89Hj<U-G Policy Directorr$s9H<k7?lg

O"65Z<8NXLDAP f<6<&l89Hj<U-GN Policy DirectorN=

.YKJsG/@5$#

$s9H<k7?F Policy DirectorQC1<8r=.9k,W,"j^9#?

@7"SMIT SetupOc0G9#QC1<8N=.O"lYK 1 D:DT$^

9#Policy DirectorQC1<8NJ+KO"=.fKI}T,hLNWmsW

HK~z7J1lPJiJ$bN,"j^9#

Policy DirectorQC1<8r=.9kKO"J<Nh&KT$^9#

1. SMIT r+O9k#

VSystem ManagementWaKe<,=(5l^9#

2. VCommunications Applications and Services Wr/jC/9k#

$s9H<kQ_N=UH&'"&QC1<8Nj9H,=(5l^9#?

H(P"J<NH*jG9#

v TCP/IP

v NFS

v DCE (,63sTe<F#s0D-)

v Policy Director

3. VPolicy Director Wr/jC/9k#

VPolicy DirectorWaKe<,"J<N*W7gsU-G=(5l^9#

v Policy Director Configuration

v Policy Director Unconfiguration

4. VPolicy DirectorConfiguration Wr/jC/9k

J<Nh&J"$s9H<kQ_N Policy DirectorQC1<8Nj9H,

=(5l^9#

v Policy Director Base Configuration

v Policy Director Management Server Configuration

v Policy Director Management Console Configuration

v Policy Director Security Manager Configuration

v Policy Director WebSEAL Configuration

v Policy Director Authorization Server Configuration

v Policy Director NetSEAL Configuration

v Policy Director Authorization ADK Configuration

5. =.9kQC1<8r"lYK 1 D:D/jC/9k#
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Policy DirectorQC1<8O"Policy Director=.j9HK-\5lF$k

gxG=.9k,W,"j^9# FQC1<8r"e+i<XgK*r7

F/@5$#

!K"J<NaG:v9k=.jgrHQ7F Policy DirectorQC1<8r=

.9k,W,"j^9#

Base QC1<8N=.

BaseQC1<8O">NQC1<8NIlr$s9H<k7Fb3sTe<?

<K$s9H<k5l^9#BaseQC1<8r=.9kKO"Policy Director

=.j9HbNVPolicy Director Base Wr/jC/7F/@5$#

Policy Director BaseQC1<8=.O"f<6<~OJ7G0;7^9#

I}5<P<N=.

I}5<P<r=.9kKO"J<Nh&KT$^9#

1. Policy Director=.j9HbNVPolicy Director Management Server W

r/jC/9k#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

2. WmsWH,=(5l?i"DCE ;kI}TN"+&sH>HQ9o<I

r~O9k#

$s9H<kKhj"I}5<P<,=.5l"O05l^9#

I}3s=<kN=.HO0

I}3s=<kr=.9kKO"Policy Director=.j9HNVPolicy
Director Management Console Wr/jC/9k#

Policy DirectorI}3s=<k=.O"f<6<~OJ7G0;7^9#

AIX GNI}3s=<krO09kKO"J<Nh&KT$^9#

1. Policy Director5<P<,$s9H<k5l"0n7F$k3HrN'9

k#

2. J<N3^sIr~O9k#

$ /opt/intraverse/bin/ivconsole
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;-ejF#<&^M<8c<N=.

;-ejF#<&^M<8c< (IVNet) r=.9kKO"J<Nh&KT$^

9#

1. Policy Director=.j9HbNVPolicy Director Security Manager Wr

/jC/9k#

2. WmsWH,=(5l?i"DCE ;kI}TN"+&sH>HQ9o<I

r~O9k#

$s9H<kKhj";-ejF#<&^M<8c<,=.5l"O05l^

9#

Policy Director WebSEAL N=.

Policy Director WebSEAL (IVWeb)r=.9kKO"J<Nh&KT$^9#

1. Policy Director=.j9HbNVPolicy Director WebSEAL Wr/jC/

9k#

Policy Director WebSEAL=.aKe<K"J<NbNrN'9kM,~C

F=(5l^9#

v HTTP *hS HTTPS/i$"sH&"/;9

v ,WH9kAw)fWmH3k (TCP) ]<H

v GU)kHN Web 8qk<H&G#l/Hj<

2. J<NhLG"=TN=.MrN'9k#

Please check Web Server configuration:
1. Enable TCP HTTP? Yes
2. HTTP Port 80
3. Enable HTTPS? Yes
4. HTTPS Port 443
5. Web document root directory /opt/Policy Director/www/docs
a. Accept configuration and continue with installation
x. Exit installation
Select item to change: a

3. VaWr~O7F3N=.ru1~lF$s9H<kr3T9k+"Q99

kMNtMr~O9k#

DCE ;kI}TN>0HQ9o<IN~Oraak Policy Director;-e

jF#<&^M<8c<=.WmsWH,=(5l^9#

4. DCE ;kI}TN"+&sH>HQ9o<Ir~O9k#

Policy Director;-ejF#<&^M<8c<,FO07^9#

$s9H<kKhj"3sTe<?<eG Policy Director WebSEAL,=

.5l"HQD=K5l^9#
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Policy Director vD5<P<N=.

Policy DirectorvD5<P< (IVAcld) r=.9kKO"J<Nh&KT$^

9#

1. Policy Director=.j9HbNVPolicy Director Authorization Server W

r/jC/9k#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

2. DCE ;kI}TN"+&sH>HQ9o<Ir~O9k#

vD^M<8c<,=.5l"O05l^9#

Policy Director NetSEAL N=.

Policy Director NetSEALr=.9kKO"J<Nh&KT$^9#

1. Policy Director=.j9HbNVPolicy Director NetSEAL Wr/jC/9

k#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

2. LDAP I}Tf<6<Nf<6<>HQ9o<Ir~O9k#33G"

Policy Director;-ejF#<ps, LDAP 5<P<KP?5l^9#

Policy Director NetSEAL=.O0;7^9#

Policy Director NetSEALO"CjN]<HKP7FTolkWarHiCW7

^9#NetSEAL HiCWrHQ9kKO"Xj5l?]<HrHQ9k9YF

N"Wj1<7gsr$C?sd_7F+i"FO09k,W,"j^9#

Policy Director NetSEALNHQKD$F\7/O"77Z<8NXAIX GN

NetSEAL HiCWNHQYr2H7F/@5$#

Policy Director vD ADK N=.

Policy DirectorvD ADK r=.9kKO"Policy Director=.j9HbN

VPolicy Director Authorization ADK Wr/jC/7F/@5$#

Policy DirectorvDQC1<8=.O"f<6<~OJ7G0;7^9#

Policy Director /jGs7ckh@5<S9N=.

Policy Director CASO+0*K$s9H<k5l^9# Policy Director CAS

r/jGs7ckh@5<S9H7FHQ7?$lgO"=lr=.9k,W

,"j^9# Policy Director I}Njz-K-\5lF$k Policy Director

CAS KX9kps*hS WebSEAL5<P<Kgo;?=N=.}!r2H

7F/@5$#
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I}3s=<kN$s9H<k

Policy DirectorO"Policy Director;-ejF#<&79F`N?/N=.W

Gr Windows/i$"sH&G9/HCW+iI}9k"I}3s=<kr

s!7^9#I}3s=<kO"J<N*Zl<F#s0&79F`N$:l

+K$s9H<kG-^9#

v Windows 95

v Windows 98

v Service Pack 4rw(? Windows NTP<8gs 4.0 Je

v AIX P<8gs 4.3.1.0Je

Policy DirectorrBT9kF Windows*Zl<F#s0&79F`KO"

Policy Director NetSEAT/i$"sH,,WG9#

NetSEAT/i$"sHO"DCE BT~/i$"sH+"Policy Director5<

P<KP9k/i$"sHN$:l+H7F=.G-^9#I}3s=<kK

OIAiN=.Gbu1~lk3H,G-^9,"Policy Director5<P<K

O"Policy Director5<P<KP9k04J/i$"sH,,WG9#

=.WGrF$s9H<k9k,W,"klg"F$s9H<krT&0K"

{8N=.WGro|7F*/,W,"j^9#

AIX GN NetSEAL HiCWNHQ

Policy Director NetSEALHiCWrHQ9k?aKO"]n5l? (HiCW

5l?) ]<HK"/;99k"ifk"Wj1<7gshj0K"NetSEAL

G<bs&;-ejF#<&^M<8c< (secmgrd)rO09k,W,"j^

9#/etc/inittabH$&(sHj<rHQ7F"O0Wm;9fK"Wj1<7

gshj0K secmgrd,NBKO09kh&K7F/@5$#

Telnet"RLOGIN"*hS POP3JINMCHo<-s0&"Wj1<7gs

G NetSEAL HiCWrHQ7F/@5$#inetd G<bs,3liN"Wj
1<7gsr)f7^9# Policy DirectorO09/jWH /etc/iv/iv O

secmgrdrO07"!K"inetd G<bsrd_7F"FO07^9#3NWm

7<8c<Khj"79F`NO0eK3liN"Wj1<7gs,5oKH

iCW5l^9#

Policy Directorrd_7FFO09klg"HiCW5l?]<HKP7FW

arT&"Wj1<7gs,"lP"=lb9YFd_7FFO09k,W,

"j^9#3NWm;9r+0=9k?aK"/etc/iv/iv K3<IrIC9k

H"secmgrd,O07?eG"Wj1<7gsrd_7?j"O07?j9k
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3H,G-^9#>N"Wj1<7gsNd_*hSO0}!KD$FNFs

Wl<HH7F inetd rd_*hSO09k?aK /etc/iv/iv 9/jWHNj

!rHQ7^9#

Policy Director NetSEALr=.7FCj]<HrHiCW9k}!N\YO"

Policy Director I}Njz- N NetSEAL KX9kpsr2H7F/@5$#

Policy Director No|

Policy Director (AIX Q) O"=.r|7F+iGJ$H"o|G-^;s#

v Policy DirectorN=.r|KD$FO"XPolicy DirectorQC1<8N=.

r|Yr2H7F/@5$#

v Policy DirectorNo|KD$FO"79Z<8NXPolicy DirectorQC1<8

No|Yr2H7F/@5$#

WindowsGNI}3s=<kro|9klgO"59Z<8NXI}3s=<k

No|Yr2H7F/@5$#

Policy Director QC1<8N=.r|

Policy Director5<P<r=.r|9kKO"J<N9FCWr0;7^9#

1. SMIT r+O9k#

2. VCommunications Applications and Services Wr/jC/9k#

VCommunications Applications and ServicesWaKe<,=(5l^9#

3. VPolicy Director Wr/jC/9k#

VPolicy DirectorWaKe<,=(5l^9#

4. aKe<+i"VPolicy Director Unconfiguration Wr/jC/9k#

=.Q_ Policy DirectorQC1<8Nj9H,=(5l^9#

=.r|9kQC1<8r*r7^9#=(5lkHM(ilkQC1<8

O"J<NbNG9#

v Policy Director Authorization Server Unconfiguration

v Policy Director Authorization ADK Unconfiguration

v Policy Director NetSEAL Unconfiguration

v Policy Director WebSEAL Unconfiguration

v Policy Director Security Manager Unconfiguration

v Policy Director Management Server Unconfiguration

v Policy Director Management Console Unconfiguration

v Policy Director Base Unconfiguration
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v IV Smit menu Unconfiguration

5. QC1<8N=.r|O"lYK 1 D:DT$^9#

m: QC1<8N=.r|O"$s9H<kNlgHUNgVGT&,W,
"j^9#NBK3NgVrik?aK"aKe<Ne+i<XQC1

<8N=.r|rT$^9#

6. 3sTe<?<+i9YFN Policy Directorro|7?$?aK Policy

Director QC1<8r=.r|7h&H9klgO">N9YFN Policy

Director QC1<8r=.r|7?eGVPolicy Director Smit menu
Unconfiguration Wr/jC/9k#

3N9FCWKhj"Policy DirectorQC1<8ps, SMIT G<?Y<

9+io|5l^9#

7. XPolicy DirectorQC1<8No|Yr2H7F"Policy Directorro|9

k#

Policy Director QC1<8No|

Policy DirectorNo|rn_k0K"^:GiK"Policy Director=UH&'

",=.r|5lF$k+!:7F/@5$#78Z<8NXPolicy DirectorQ

C1<8N=.r|YK"=.r|Njg,(5lF$^9#

Policy Directorro|9kKO"J<Nh&KT$^9#

1. SMIT r+O9k#

2. VSoftware Installation and Maintenance Wr/jC/9k#

VSoftware Installation and MaintenanceWaKe<,=(5l^9#

3. VSoftware Maintenance and Utilities Wr/jC/9k#

VSoftware Maintenance and UtilitiesWaKe<,=(5l^9#

4. VRemove Installed Software Wr/jC/9k#

VRemove Installed SoftwareW&#sI&,=(5l^9#

5. o|9k Policy DirectorQC1<8r*r9k#lYK#tNQC1<8

r*rG-^9#

9YFN Policy DirectorQC1<8ro|9k?aKO"IV H~O7^

9#

Policy Director=UH&'",o|5l^9#
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I}3s=<k*hS NetSEAT No|

WindowseNI}3s=<k*hS WindowseN NetSEAT/i$"sH

O"InstallShield"s$s9H<k!=rHQ7Fo|G-^9#

v I}3s=<kro|9k# jgKD$FO"59Z<8NXI}3s=<k

No|Yr2H7F/@5$#

v NetSEAT/i$"sHro|9k# jgKD$FO"61Z<8N

XNetSEAT/i$"sHNo|Yr2H7F/@5$#
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h7O Policy Director (Solaris Q) N$s9H<k

3NON\aGO"Solaris*Zl<F#s0&79F`eGN Policy Director

N$s9H<k*hS=.}!KD$Frb7^9#

Policy DirectorN$s9H<kr+O9k0K",:"XPolicy Director

(SolarisQ) r$s9H<k9k0KYNpsK\rL7F/@5$

Policy Director (Solaris Q) r$s9H<k9k0K

Policy Director N$s9H<kr+O9k0K"J<Npsr*I_/@5

$#

3Njj<9N Policy DirectorN?aN$s9H<kjgKO"pkgadd 3^

sI,,WG9#pkgadd 3^sIrBT9k?aK"3^sI&WmsWH

GJ<Nh&K~O7F/@5$#

# pkgadd -d /cdrom/cdrom0/solaris

pkgadd 3^sIO"Policy Director=UH&'"r$s9H<k9kNKH

Q7^9#pkgadd 3^sIO"Lo"8`*JnHjgGOX(5lJ$d

-WmsWHr=(7^9#3liNWmsWHO"4HQN79F`KG-

N;CH"CW*hS=.NuVK~8F=(5l^9#8`Wm7<8c<

N0&G/89k3liNWmsWHN$:l+KP7F",:"VyWH~z

7F/@5$#

Policy Directorr$s9H<k9k0K"J<N3H,,WG9#

v DCE /i$"sHr$s9H<k9k#

v f<6<&l89Hj<K LDAP rHQ9klgO"LDAP /i$"sH

b$s9H<k9k#

Policy DirectorN$s9H<kr+O9k0K"Transarc DCEjb<HI}!

=rHQD=K9k,W,"j^9#jb<HI}!=,HQD=KJCF$

J$lg"Policy DirectorN$s9H<kr0;G-^;s#

ltNjb<HI}!=rHQ9kH";kI}TO"m<+k root "+&

sHHp\*K1yKJk3H,G-^9#Transarc DCEO"Lo"3liN

jb<HI}!=rHQTDK7^9#7+7"Policy Director=UH&'"

KO"3liN!=,,WG9#
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jb<HI}!=rHQD=K9k}!KD$FO"Transarc Release Notes,

Release 1.1(DCE-D1002-01)N 4.2.1ar2H7F/@5$#

$s9H<kNhLPO

\qN8`*JjgGO"pkgadd 3^sI+iM(ilk9YFNhLPO

O(7F$^;s#8qG7olF$J$[HsINhLPOO"BT7F$

k`nKX9kd-psrs!9kbNG9#lL*K"\qK-\5lF$

k8`*JjgO"f<6<~zr,WH9kaC;<8@1r(7F$^

9#

LDAP l89Hj<U-GN Policy Director 5<P<N$s9H<k

DCE f<6<&l89Hj<U-G Policy Directorr$s9H<k7h&H

9klgO"89Z<8NXDCE f<6<&l89Hj<U-GN Policy

Director 5<P<N$s9H<kYKJsG/@5$#

5<P<&QC1<8O"IBM SecureWay Policy Director Version 3.0CD eN

/solarisG#l/Hj<K~CF$^9#

Policy DirectorQC1<8r$s9H<k9k?aKO"root f<6<H7F

m0*s9k,W,"j^9#

QC1<8rF$s9H<k9k,W,"klg",WJQC1<8rF$s

9H<k9k0K"^:GiK{8NQC1<8 (pkgrm ) ro|7F/@5

$#

I}5<P<r$s9H<k9kKO"J<Nh&KT$^9#

1. f<6<&l89Hj<H7F LDAP rHQ7h&H9klgO"LDAP

5<P<,$s9H<k5l"0n7F$k3HrN'9k#\YJjg

KD$FO"29Z<8NXh4O IBM SecureWay DirectoryN$s9H<

kH=.Yr2H7F/@5$#

2. pkgadd 3^sIr~O7F"*rD=JQC1<8r CD +ij9H9

k#

# pkgadd -d /cdrom/cdrom0/solaris

*rD=JQC1<8Nj9H,=(5l^9#

LN CD-ROM ^&sH&]$sHrHQ9klgO"e-N3^sIG

=lKV-9(F/@5$#

3. Policy Director BaseU!$kr$s9H<k9k?aN IVBaseN*rV

fr~O7"!KVEnterWr!9#
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3N3^sIKhj"CD +iU!$k,jP5l"O<I&G#9/e

NXj7?ljK$s9H<k5l^9#

IVBaseQC1<8N$s9H<k,5oKTol?3Hr(9WmsWH

,=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#

!N9FCWKJ`0K";-e"&Ia$sbKOI}5<P<

(IVMgr) N$s9?s9O 1 D@1GJ1lPJiJ$3HKmU7F/

@5$#3l,9?sI"ms&79F`N$s9H<kNlgO"!N

9FCWKJ_^9#2 !5<P<K$s9H<k9klgO",:"23

Z<8NX;-e"&Ia$sN$s9H<kWoYK\rL7F/@5

$#

4. Policy DirectorI}5<P<&U!$kr$s9H<k9k?aN IVMgr

N*rVfr~O9k#VEnterWr!9#

3N3^sIKhj"CD +iU!$k,jP5l"O<I&G#9/e

NXj7?ljK$s9H<k5l^9#

f<6<&l89Hj<&?$WN*rraakWmsWH,=(5l^

9#

5. f<6<&l89Hj<K LDAP rHQ7h&H9klgO"LDAP l

89Hj<KV2Wr~O9k#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

6. J<K"DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~

O9k#

Enter the user name of the Cell Administrator [cell_admin]:
Enter the password for the Cell Administrator:

I}5<P<H LDAP 5<P<HNVKL.r=.9kh&aakl"

NWmsWH,=(5l^9#

7. LDAP 5<P<=.K,WJJ<Npsr~O9k#

v LDAP 5<P<&[9H>

v LDAP 5<P<&]<HVf

v LDAP 5<P< SSL ]<HVf

8. LDAP I}Tf<6<N DN HQ9o<Ir~O9k (?H(P"

cn=root)#3lG"LDAP 5<P<K Policy Director;-ejF#<ps

,~j^9#

9. I}5<P<H LDAP 5<P<VN SSL L.rHQD=K9k+"HQ

TDK9k+r*r9k#
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F Policy Director5<P<H LDAP 5<P<VN SSL L.r"DLK

HQD=K9k+"HQTDK9k3H,G-^9#33GO"I}5<

P<H LDAP 5<P<HNVN SSL L.r_j7^9#

10. SSLL.rHQTDK7?lg"3N9FCWr9-CW9k# SSL L

.rHQD=K7?lgO"J<KD$FNWmsWHKMrXj9k#

v SSL -<&js0&U!$kLV

v SSL -<&iYk

v SSL -<NQ9o<I

11. GSOG<?Y<9&5U#C/9K DN rXj9k3HKhj GSOG

<?Y<9&"/;9rHQD=K9k#3N5U#C/9O" 31Z<8

NX5U#C/9NICYGIC7?bNG9#

?H(P"J<NH*jG9#

o=IBM,c=US

GSOG<?Y<9&"/;9,=.5lkH"Policy Director=.^M<

8c<O DSB r+0*K=.7^9#l"NaC;<8Khj"+0=

5l?F9FCW,"0;9k?SKj9H5l^9#

IVMgr QC1<8N$s9H<k,5oKTol?3Hr(9aC;<8

,=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#

WebSEAL *hS NetSEAL QN;-ejF#<&^M<8c<N$s9H<
k

;-ejF#<&^M<8c<&QC1<8 (IVNet) KO"BaseQC1<8

+iNj=<9,,WG9# IVNet r$s9H<k9k0K Base=.WG,

$s9H<k5lF$k+N'7F/@5$#

1. Policy Director;-ejF#<&^M<8c<&U!$kr$s9H<k9

k?aN IVNet N*rVfr~O7"!KVEnterWr!9#

U!$k, CD +ijP5l"O<I&G#9/eNGU)kHNG#l

/Hj<K$s9H<k5l^9#

f<6<&l89Hj<H7F LDAP rHQ9klgO";-ejF#

<&^M<8c<r LDAP 5<P<H}g9k?aNl"NWmsWH,

=(5l^9#

2. WmsWHGX(5l?lgO"LDAP 5<P<=.K,WJJ<Nps

r~O9k#

v LDAP 5<P<&[9H>

v LDAP 5<P<&]<HVf
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v LDAP 5<P< SSL ]<HVf

e-N LDAP 5<P<=.WmsWHO"3N79F`eN>NIN

Policy DirectorQC1<8KD$Fb LDAP 5<P<HNL.,J0K=

.5l?3H,J$lgKN_=(5l^9#I}5<P< (IVMgr) ^?

OvD5<P< (IVAcld) ,3N79F`eK=.5lF$klg"hK(

7?WmsWHO3N9FCWGO=(5l^;s#

3. LDAP I}Tf<6<N DN HQ9o<Ir~O9k#

3lG"LDAP 5<P<K Policy Director;-ejF#<ps,~j^

9#

4. ;-ejF#<&^M<8c<H LDAP 5<P<VN SSL L.rHQD

=K9k+"HQTDK9k+r*r9k#

F Policy Director5<P<H LDAP 5<P<VN SSL L.r"DLKH

QD=K9k+"HQTDK9k3H,G-^9#33GO";-ejF#

<&^M<8c<H LDAP 5<P<HNVN SSL L.r_j7^9#

5. SSLL.rHQTDK7?lg"3N9FCWr9-CW9k# SSL L.

rHQD=K7?lgO"J<KD$FNWmsWHKMrXj9k#

v SSL -<&js0&U!$kLV

v SSL -<&iYk

v SSL -<NQ9o<I

6. GSOG<?Y<9&5U#C/9K DN rXj9k3HKhj GSOG<

?Y<9&"/;9rHQD=K9k#3N5U#C/9O" 31Z<8N

X5U#C/9NICYGIC7?bNG9#

?H(P"J<NH*jG9#

o=IBM,c=US

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

7. J<K"DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~

O9k#

Type the user name of the Cell Administrator [cell_admin]:
Type the password for the Cell Administrator:

;-ejF#<&^M<8c<,=.5l"O05l^9#

CAS 5<P<,=.5l"O05l^9#

IVNet QC1<8N$s9H<k,5oKTol?3Hr(9WmsWH,

=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#
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WebSEAL =.WGNHQD==
WebSEAL=.WGrHQD=K7?$lgO"WebSEAL (IVWeb)QC1<

8r$s9H<k9k#

1. WebSEAL HTTP5<P<=.WGrHQD=K9kNK,WJU!$kr

$s9H<k9k?aN IVWeb N*rVfr~O9k#

2. VEnterWr!7F"nHr3T9k#

U!$k, CD +ijP5l"O<I&G#9/eK$s9H<k5l^

9#

=.j9H,"HTTP *hS HTTPS/i$"sH&"/;9rN'9k

M",WJ]<H"*hSGU)kHN Web 8qk<H&G#l/Hj<

r<CF=(5l^9#

3. J<NhLG"=TN=.MrN'9k#

Check Web Server configuration:
1. Enable TCP HTTP? Yes
2. HTTP Port 80
3. Enable HTTPS? Yes
4. HTTPS Port 443
5. Web document root directory /opt/Policy Director/www/docs
a. Accept configuration and continue with installation
x. Exit installation
Select item to change: a

4. 3N=.ru1~lF$s9H<kr3T9k?aKVaWr~O7F+

i"VEnterWr!9#

5. J<K"DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~

O9k#

Type the user name of the Cell Administrator [cell_admin]:
Type the password for the Cell Administrator:

$s9H<kKhj"3sTe<?<eG WebSEAL,=.5l"HQD

=K5l^9#;-ejF#<&^M<8c<,+0*KFO07^9#

NetSEAL =.WGNHQD==
NetSEAL =.WGrHQD=K7?$lgO"NetSEAL (IVTrap)QC1<8

r$s9H<k7^9#

1. F$ NetSEAL TCP/IP"/;9)f=.WGrHQD=K9kNK,WJ

U!$kr$s9H<k9k?aN IVTrap N*rVfr~O7F+i"

VEnterWr!9#

NetSEAL ,=.5l"HQD=KJj^9#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#
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2. DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~O9k#

ivadmin 3^sIrHQ7F]n]<HrXj9k,W,"k3Hr(9

aC;<8,=(5l^9#

b& 1 DaC;<8,=(5l"9YFN]n]<H, NetSEAL N)f

ru1kh&K9k?aK79F`rFO0 (jV<H) 9k,W,"k3

Hr(7^9#

IVTrap QC1<8N$s9H<k,5oKTol?3Hr(9WmsWH

,=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#

Policy Director NetSEALO"CjN]<HKP7FTolkWarHiCW7

^9# NetSEAL HiCWrHQ9kKO"Xj5l?]<HrHQ9k9Y

FN"Wj1<7gsr$C?sd_7F+i"FO09k,W,"j^9#

Policy Director NetSEALN=.}!N\YO"Policy Director I}Njz-

K-\5lF$k NetSEAL N5Wr2H7F/@5$#

vD5<P<N$s9H<k

vD5<P<r$s9H<k9kKO"J<Nh&KT$^9#

1. Policy DirectorvD5<P<&U!$kr$s9H<k9k?aN IVAcld

N*rVfr~O7"!KVEnterWr!9#

U!$k, CD +ijP5l"O<I&G#9/eNGU)kHNG#l

/Hj<K$s9H<k5l^9#

f<6<&l89Hj<H7F LDAP rHQ7h&H9klgO"vD5

<P<r LDAP 5<P<H}g9k?aNl"NWmsWH,=(5l^

9#

2. WmsWHGX(5l?lgO"LDAP 5<P<=.K,WJJ<Nps

r~O9k#

v LDAP 5<P<&[9H>

v LDAP 5<P<&]<HVf

v LDAP 5<P< SSL ]<HVf

e-N LDAP 5<P<=.WmsWHO"3N79F`eN>NIN

Policy DirectorQC1<8KD$Fb LDAP 5<P<HNL.,J0K=

.5l?3H,J$lgKN_=(5l^9# I}5<P< (IVMgr) ^?

O;-ejF#<&^M<8c< (IVNet) ,3N79F`eK=.5lF

$klg"hK(7?WmsWHO3N9FCWGO=(5l^;s#

3. LDAP I}Tf<6<N DN HQ9o<Ir~O9k#

3lG"LDAP 5<P<K Policy Director;-ejF#<ps,~j^

9#
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4. I}5<P<H LDAP 5<P<VN SSL L.rHQD=K9k+"HQ

TDK9k+r*r9k#

F Policy Director5<P<H LDAP 5<P<VN SSL L.r"DLKH

QD=K9k+"HQTDK9k3H,G-^9#33GO"I}5<P<

H LDAP 5<P<HNVN SSL L.r_j7^9#

5. SSLL.rHQTDK7?lg"3N9FCWr9-CW9k# SSL L.

rHQD=K7?lgO"J<KD$FNWmsWHKMrXj9k#

v SSL -<&js0&U!$kLV

v SSL -<&iYk

v SSL -<NQ9o<I

6. GSOG<?Y<9&5U#C/9K DN rXj9k3HKhj GSOG<

?Y<9&"/;9rHQD=K9k#3N5U#C/9O" 31Z<8N

X5U#C/9NICYGIC7?bNG9#

?H(P"J<NH*jG9#

o=IBM,c=US

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

7. J<K"DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~

O9k#

Type the user name of the Cell Administrator [cell_admin]:
Type the password for the Cell Administrator:

vD5<P<,=.5l"O05l^9#

IVAcld QC1<8N$s9H<k,5oKTol?3Hr(9WmsWH

,=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#

vD API =.WGN$s9H<k
vD API (C Q) U!$kr$s9H<k9k?aKO"IVAuthADK N*r

Vfr~O7F+i"VEnterWr!7F/@5$#

U!$k, CD +ijP5l"O<I&G#9/eNGU)kHNG#l/H

j<K$s9H<k5l^9#

IVAuthADK QC1<8N$s9H<k,5oKTol?3Hr(9WmsW

H,=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#
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DCE f<6<&l89Hj<U-GN Policy Director 5<P<N$s9H<k

LDAP f<6<&l89Hj<U-G Policy Directorr$s9H<k7h&H

9klgO"82Z<8NXLDAP l89Hj<U-GN Policy Director5<P

<N$s9H<kYKJsG/@5$#

5<P<&QC1<8O"IBM SecureWay Policy Director Version 3.0CD eN

/solarisG#l/Hj<K~CF$^9#

Policy DirectorQC1<8r$s9H<k9k?aKO"root f<6<H7F

m0*s9k,W,"j^9#

QC1<8rF$s9H<k9k,W,"klg",WJQC1<8rF$s

9H<k9k0K"^:GiK{8NQC1<8 (pkgrm ) ro|7F/@5

$#

I}5<P<r$s9H<k9kKO"J<Nh&KT$^9#

1. pkgadd 3^sIr~O7F"*rD=JQC1<8r CD +ij9H9

k#

# pkgadd -d /cdrom/cdrom0/solaris

*rD=JQC1<8Nj9H,=(5l^9#

LN CD-ROM ^&sH&]$sHrHQ9klgO"e-N3^sIG=

lKV-9(F/@5$#

2. Policy Director BaseU!$kr$s9H<k9k?aN IVBaseN*rV

fr~O7"!KVEnterWr!9#

3N3^sIKhj"CD +iU!$k,jP5l"O<I&G#9/eN

Xj7?ljK$s9H<k5l^9#

IVBaseQC1<8N$s9H<k,5oKTol?3Hr(9WmsWH

,=(5l^9# *rD=JQC1<8Nj9H,FY=(5l^9#

!N9FCWKJ`0K";-e"&Ia$sbKOI}5<P< (IVMgr)

N$s9?s9O 1 D@1GJ1lPJiJ$3HKmU7F/@5$#

3l,9?sI"ms&79F`N$s9H<kNlgO"!N9FCWK

J_^9# 2 !5<P<eK$s9H<k7h&H9klgO",:"23

Z<8NX;-e"&Ia$sN$s9H<kWoYK\rL7F/@5

$#

3. Policy DirectorI}5<P<&U!$kr$s9H<k9k?aN IVMgr

N*rVfr~O9k#VEnterWr!9#

3N3^sIKhj"CD +iU!$k,jP5l"O<I&G#9/eN

Xj7?ljK$s9H<k5l^9#
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f<6<&l89Hj<&?$WN*rraakWmsWH,=(5l^

9#

4. f<6<&l89Hj<K DCE rHQ7h&H9klgO"V1Wr~O

9k#

DCE ;kI}TN>0HQ9o<IN~OraakWmsWH,=(5l

^9#

5. J<K"DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~

O9k#

Enter the user name of the Cell Administrator [cell_admin]:
Enter the password for the Cell Administrator:

IVMgr QC1<8N$s9H<k,5oKTol?3Hr(9aC;<8

,=(5l^9# *rD=JQC1<8Nj9H,FY=(5l^9#

WebSEAL *hS NetSEAL QN;-ejF#<&^M<8c<N$s9H<
k

;-ejF#<&^M<8c<&QC1<8 (IVNet) KO"BaseQC1<8

+iNj=<9,,WG9# IVNet r$s9H<k9k0K Base=.WG,

$s9H<k5lF$k+N'7F/@5$#

1. Policy Director;-ejF#<&^M<8c<&U!$kr$s9H<k9

k?aN IVNet N*rVfr~O7"!KVEnterWr!9#

U!$k, CD +ijP5l"O<I&G#9/eNGU)kHNG#l

/Hj<K$s9H<k5l^9# DCE ;kI}TN>0HQ9o<IN

~OraakWmsWH,=(5l^9#

2. J<K"DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~

O9k#

Type the user name of the Cell Administrator [cell_admin]:
Type the password for the Cell Administrator:

;-ejF#<&^M<8c<,=.5l"O05l^9#

IVNet QC1<8N$s9H<k,5oKTol?3Hr(9WmsWH,

=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#

WebSEAL =.WGNHQD==
WebSEAL=.WGrHQD=K7?$lgO"WebSEAL (IVWeb)QC1<

8r$s9H<k9k#

1. WebSEAL HTTP5<P<=.WGrHQD=K9kNK,WJU!$kr

$s9H<k9k?aN IVWeb N*rVfr~O9k#
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2. VEnterWr!7F"nHr3T9k#

U!$k, CD +ijP5l"O<I&G#9/eK$s9H<k5l^

9#

=.j9H,"HTTP *hS HTTPS/i$"sH&"/;9rN'9k

M",WJ]<H"*hSGU)kHN Web 8qk<H&G#l/Hj<

r<CF=(5l^9#

3. J<NhLG"=TN=.MrN'9k#

Check Web Server configuration:
1. Enable TCP HTTP? Yes
2. HTTP Port 80
3. Enable HTTPS? Yes
4. HTTPS Port 443
5. Web document root directory /opt/Policy Director/www/docs
a. Accept configuration and continue with installation
x. Exit installation
Select item to change: a

4. 3N=.ru1~lF$s9H<kr3T9k?aKO"VaWr~O7F

+i"VEnterWr!9#

5. J<K"DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~

O9k#

Type the user name of the Cell Administrator [cell_admin]:
Type the password for the Cell Administrator:

$s9H<kKhj"3sTe<?<eG WebSEAL,=.5l"HQD

=K5l^9#;-ejF#<&^M<8c<,+0*KFO07^9#

NetSEAL =.WGNHQD==
NetSEAL =.WGrHQD=K7?$lgO"NetSEAL (IVTrap)QC1<8

r$s9H<k7^9#

1. F$ NetSEAL TCP/IP"/;9)f=.WGrHQD=K9kNK,WJ

U!$kr$s9H<k9k?aN IVTrap N*rVfr~O7F+i"

VEnterWr!9#

NetSEAL ,=.5l"HQD=KJj^9#

DCE ;kI}N>0HQ9o<IN~OraakWmsWH,=(5l^

9#

2. DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~O9k#

ivadmin 3^sIrHQ7F]n]<HrXj9k,W,"k3Hr(9

aC;<8,=(5l^9#

h7O Policy Director (SolarisQ) N$s9H<k 91



b& 1 DaC;<8,=(5l"9YFN]n]<H, NetSEAL N)f

ru1kh&K9k?aK79F`rFO0 (jV<H) 9k,W,"k3

Hr(7^9#

IVTrap QC1<8N$s9H<k,5oKTol?3Hr(9WmsWH

,=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#

Policy Director NetSEALO"CjN]<HKP7FTolkWarHiCW7

^9# NetSEAL HiCWrHQ9kKO"Xj5l?]<HrHQ9k9Y

FN"Wj1<7gsr$C?sd_7F+i"FO09k,W,"j^9#

Policy Director NetSEALN=.}!N\YO"Policy Director I}Njz-

K-\5lF$k NetSEAL N5Wr2H7F/@5$#

vD5<P<N$s9H<k

vD5<P<r$s9H<k9kKO"J<Nh&KT$^9#

1. Policy DirectorvD5<P<&U!$kr$s9H<k9k?aN IVAcld

N*rVfr~O7"!KVEnterWr!9#

U!$k, CD +ijP5l"O<I&G#9/eNGU)kHNG#l

/Hj<K$s9H<k5l^9# DCE ;kI}TN>0HQ9o<IN

~OraakWmsWH,=(5l^9#

2. J<K"DCE ;kI}T"+&sHK"/;99k?aK,WJpsr~

O9k#

Type the user name of the Cell Administrator [cell_admin]:
Type the password for the Cell Administrator:

vD5<P<,=.5l"O05l^9#

IVAcld QC1<8N$s9H<k,5oKTol?3Hr(9WmsWH

,=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#

vD API =.WGN$s9H<k
vD API (C Q) U!$kr$s9H<k9k?aKO"IVAuthADK N*r

Vfr~O7F+i"VEnterWr!7F/@5$#

U!$k, CD +ijP5l"O<I&G#9/eNGU)kHNG#l/H

j<K$s9H<k5l^9#

IVAuthADK QC1<8N$s9H<k,5oKTol?3Hr(9WmsW

H,=(5l^9#*rD=JQC1<8Nj9H,FY=(5l^9#
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/jGs7ckh@5<S9N=.

Policy Director CASO+0*K$s9H<k5l^9# Policy Director CAS

r/jGs7ckh@5<S9H7FHQ7?$lgO"=lr=.9k,W

,"j^9#=N}!KD$FO"Policy Director I}Njz- N/jGs7

ckh@5<S9N=.KD$FNpsr2H7F/@5$#

I}3s=<kN$s9H<k

Policy DirectorO"Policy Director=.WGN?/rI}9kI}3s=<k

rs!7^9#

I}3s=<k (SolarisQ) O"IVConsole$s9H<k&QC1<8rHQ

7F$s9H<k5l^9#QC1<8N$s9H<k*hS=.KO"

pkgadd rHQ7F/@5$#

1. root H7Fm0$s9k#

2. IBM SecureWay Policy Director Version 3.0CD r Policy Director5<P

<&79F`N CD-ROM Ii$VK^~9k#

3. J<Nh&K~O7F"*rD=JQC1<8Nj9Hr=(9k#

# pkgadd -d /cdrom/cdrom0/solaris

4. IVBase,^@$s9H<k5lF$J$lgO"=N*rVfr~O9

k# IVBase,9GK$s9H<k5lF$klgO"9FCW 6 KJ

`#

5. VyWr~O7F"nHr3T9k#

QC1<8Nj9H,=(5l^9#

6. IVConsoleN*rVfr~O9k#

7. VyWr~O7F"nHr3T9k#

$s9H<k,.y7?3Hr(9WmsWH,=(5l^9#3lG"I

}3s=<kOO0G-kuVKJj^7?#

I}3s=<kNO0

I}3s=<krO09kKO"J<N9FCWrBT7F/@5$#

1. Policy Director5<P<,$s9H<k5l"0n7F$k3HrN'9

k#

2. J<N3^sIr~O9k#

$ /opt/intraverse/bin/ivconsole
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Policy Director No|

pkgrm f<F#jF#<rHQ7F"3sTe<?<+i Policy Director5

<P<ro|7^9#QC1<8O"$s9H<k5l?H-NgxHUNg

xGo|9k,W,"j^9#3^sI pkgrm *hS pkgadd O"18f

<F#jF#<&U!_j<NasP<G"j"18f<6<&$s?<U'

<9rbCF$^9# pkgrm O root f<6<,BT7^9#

3N3^sIrHQ9k}!O$/D+"j^9#

v pkgrm 3^sIr"z-trU1:K+O9k#

3sTe<?<eN=TQC1<8NVfU-j9H,=(5l^9#o|

7?$QC1<8N*rVfr 1 D~O7^9#

v pkgrm 3^sIr+O7"3^sIKP9kz-tH7FQC1<8>r

1 DXj9k#?H(P"J<Nh&K7^9#

# pkgrm IVBase

v pkgrm 3^sIr+O7"3^sIKP9k#tNz-tH7Fl"NQ

C1<8>rXj9k# ?H(P"J<NH*jG9#

# pkgrm IVAuthADK IVAcld IVTrap IVWeb IVNet IVMgr IVBase

pkgrm 3^sIN\YKD$FO"Solaris*Zl<F#s0&79F`Nq

Ar2H7F/@5$#

m: Policy DirectorQC1<8No|O"$s9H<kK,WJgxNUNg

GT&,W,"j^9#

Policy Directorro|9kKO"J<Nh&KT$^9#

1. Solaris*Zl<F#s0&79F`K root H7Fm0$s9k#

0RN pkgrm 3^sIN+O}!N$:l+rHQ7^9#

2. Policy Director=.WGO"J<NgxGo|9k,W,"j^9#

v IVTrap

v IVWeb

v IVNet

v IVAuthADK

v IVAcld

v IVMgr

v IVBase
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3sTe<?<&79F`=.K"0RNj9HK(5lF$k9YFNQ

C1<8,H_~^lF$kHOBj^;s#Policy DirectorI}3s=<

k (IVConsole)O" IVBasehj0G"lP$DGbo|G-^9#

I}3s=<kNo|

I}3s=<kro|9kKO"J<N9FCWrBT7F/@5$#

1. f<6< root H7Fm0$s9k#

2. J<N3^sIr~O9k#

# pkgrm ivconsole
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h8O X"qA

\OKj9H7F"kqArHQ9kH"Policy DirectorP<8gs 3.0 *h

SX"=JN\Yr~jG-^9#

Policy Director NqA

\q"IBM SecureWay Policy Director5b P<8gs 3.0 O" Policy

Director =JHloKs!5lk[+"8qQC/Gb~jG-^9# Policy

Director 8qQC/KO"\qH Policy Directori$;s9psps,~CF

$^9#

Policy DirectorKX9kps,\qN[+"J<NqAK~CF*j"3li

NqAO"IBM SecureWay Policy Director Version 3.0CD N5VG#l/Hj

< /doc K]9H9/jWH8qA0 (PDF A0) GQU5lF$^9#

v IBM SecureWay Policy DirectorI}Njz-"P<8gs 3.0

3NqAGO"Policy DirectorrI}9k?aNjgr\7/rb7F$^

9#33GO"J<Nh&J IBM SecureWay Policy DirectorKX9kps

,-\7F"j^9#

– 'Z"vD"*hS/jGs7ckh@H$C?"Policy DirectorN50

– I}3s=<krHQ7FlL*JI}nH

– WebSEALNI}

– NetSEALNI}

– NetSEATNI}

– I}j=<9 (ivadmin 3^sI)

v IBM SecureWay Policy Director Programming Guide and Reference, Version

3.0

3NqAGO"vD API =.WG*hSJ<NnHNBT}!KD$Fb

@7F$^9#

– vD API rHQ7?"Wj1<7gsNn.

– Policy DirectorvD5<P<Ni|=

– "Wj1<7gs&5<P<^?O/i$"sHN'Z

– f<6<&/jGs7ckNh@

– vDhjNn.

– $U*r?9/NBT
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– /j<s"CWH7cCH@&s

– vD API rHQ7?"Wj1<7gsN[V

Policy Director READMEU!$kKO"Policy DirectorpsKX9kG7ps

,~CF*j"=JNqANbFhj%h9klg,"j^9#

G7N README U!$kr~j9kKO"J<N IBM SecureWay Policy

Director Web5$HNi$Vij<&Z<8K"/;97F/@5$#

http://www.ibm.com/software/security/policy/library

IBM SecureWay FirstSecure NqA

J<NqAKO"FirstSecureKX9kps,~CF$^9#

v IBM SecureWay FirstSecureWh*hS}gNjz- P<8gs 2

(SB88-8502-00)

3NqAGO"FirstSecure*hS FirstSecurer=.9k=JKD$Fb@

7""ifk IBM SecureWay=JrHQ9kWhrOakeGrK)A^

9#

IBM SecureWay Policy Director (Policy Director)O"IBM SecureWay

FirstSecureN=.WGH7F"^?OH)7?=JH7F~jG-^9#4H

QNP<8gsN Policy Director, FirstSecure*U!js0K^^lF$k

lg"3NqAO FirstSecureKU07F$^9#4HQNP<8gsN

Policy Director,H)7?=JH7F4X~$?@$?bNG"klgO"3

NqArJ<K(9 FirstSecureN Web Z<8G~jG-^9#

http://www.ibm.com/software/security/firstsecure/library

IBM ,63sTe<F#s0D-NqA

J<NqAO"DCE N$s9H<k}!KD$Frb7F*j" IBM

SecureWay Policy Director Security ServicesCD NG#l/Hj< /doc G PDF

A0G~j9k+""k$OJ<N DCE Web5$HG~j9k3H,G-^

9#

http://www.ibm.com/network/dce/library/

IBM DCE for Windows NT
IBM Distributed Computing Environment for Windows NT Quick

Beginnings Version 2.2O"J<N Web "Il9G~jD=G9#

http://www.software.ibm.com/network/dce/library/publications/dcent.html
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3NqAO",63sTe<F#s0D-N DCE for Windows NTP

<8gs 2.2 KD$Frb7"=JKgo;?Wh"$s9H<k"

*hS=.}!KD$Fb@7F$^9#

IBM Distributed Computing Environment for Windows NT Quick

Beginnings Version 2.2O"IBM SecureWay Policy Director Security

ServicesCD N /doc/DCE22_QuickBeginnings_NT.pdfGb~jD=G

9#

IBM DCE for AIX
IBM Distributed Computing for AIX Quick Beginnings Version 2.2#3l

O"J<N Web "Il9G~jD=G9#

http://www.software.ibm.com/network/dce/library/publications/dceaix.html

3NqAO"IBM ,63sTe<F#s0D-N DCE for AIX P<

8gs 2.2 (DCE 2.2 for AIX)KD$Frb7"=JKgo;?W

h"$s9H<k"*hS=.}!KD$Fb@7F$^9#

qA IBM Distributed Computing Environment for AIX Quick Beginnings

Version 2.2O"IBM SecureWay Policy Director Security ServicesCD

N /doc/DCE22_QuickBeginnings_AIX.pdfGb~jD=G9#

Transarc DCE for Solaris
Transarc DCE Version 2.0 Release Notes*hS Installation and

Configuration GuideO"J<N Web "Il9G~jD=G9#

http://www.transarc.com/Library/documentation/dce/2.0/index.html

Transarc DCE Version 2.0 Release NotesKO"Transarc DCE=UH&

'"*hSqAKX9k"J<Nps,-\7F"j^9#

v OSF DCEH DCE * DFS =JNc$

v DCE * DFS NP<8gs 2.0 HP<8gs 1.1 Nc$

v DCE * DFS KX"9k"=@7F$kc2H)sv`

Transarc DCE Version 2.0 Release NotesO"IBM SecureWay Policy

Director Security ServicesCD N /doc/DCE20_ReleaseNotes_Solaris.pdf

Gb~jD=G9#

Installation and Configuration GuideKO"DCE DFS 2.0=JN$s9

H<k"=."*hS"CW0l<INjg,-\7F"j^9#

Installation and Configuration GuideO"IBM SecureWay Policy Director

Security ServicesCD N /doc/DCE20_InstallGuide_Solaris.pdfGb~jD

=G9#
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IBM SecureWay Directory NqA

J<NqAKO"IBM SecureWay Directory (LDAP)N$s9H<k*hS=

.ps,-\5lF$^9#

v IBM SecureWay Directory Installation and Configuration, Version 3.1.1

5]<H5lk*Zl<F#s0&79F`4HK"HTML A0G\qNL

NP<8gs,}ailF$^9#F*Zl<F#s0&79F`NqA

O":v9k CD N /doc/wparent.htmK}ailF$^9# CD O"J<

NbNG9#

– IBM SecureWay Directory Version 3.1.1 for NT

– IBM SecureWay Directory Version 3.1.1 for AIX

– IBM SecureWay Directory Version 3.1.1 for Solaris

LDAP N$s9H<ke"$s9H<k*hS=.N .HTM 8qU!$k

NLVOJ<Nh&KJj^9#

C:¥Program Files¥IBM¥LDAP¥nls¥html¥enUS1252¥config¥wparent.htm

HTML U!$kK~CF$k"J<NqAKO"IBM SecureWayNI}}!

KX9kps,}ailF$^9#

v IBM SecureWay Directory Administration Guide, Version 3.1.1

1. WebVi&6<rHQ7F"LDAP NGU)kHN$s9H<keK"

3N Web "Il9K"kqAK"/;99k#

C:¥Program Files¥IBM¥LDAP¥nls¥html¥enUS1252¥config¥wparent.ht

HTML A0NJ<NqAKO"IBM SecureWay Directory/i$"sHKX9

kps,}ailF$^9#

v IBM SecureWay Directory Client SDK Programming Reference, Version 3.1.1

3NqAKO"J<N LDAP psXNjs/,^^lF$^9#

– LDAP Client SDK Plugin Programming ReferenceNps

1. WebVi&6<rHQ7F"LDAP NGU)kHN$s9H<ke

K"3N Web "Il9K"kqAK"/;99k#

C:¥Program Files¥IBM¥doc¥progref.htm

2. VIBM SecureWay Directory Client SDK Programming ReferenceW8q

r*<Ws9k#

3. VAppendices Wr/jC/9k#

4. VLDAP Client SDK Plugin Programming Reference Wr/jC/

9k#
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– SSL"/;9r5]<H9kh& LDAP 5<P<r=.9k?aN

GSKit *hS-<I}D<k ikmguiw NHQ!KX9kps

1. VIBM SecureWay Directory Client SDK Programming ReferenceW8q

,^@*<Ws5lF$J$lgO"*<Ws9k#

2. VAPI categories Wr/jC/9k#

3. VSSLWr/jC/9k#

4. VLDAP_SSL APIWr/jC/9k#

5. VUsing IKMGUIWjs/r+D1F/jC/7":v9k HTML U

!$kr*<Ws9k#

J<NqAO"IBM SecureWay Directory5<P<KD$FbHQG-^9#

v IBM SecureWay Directory Server Plug-ins Reference
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U?. C-v`

\qK*$F"|\GO/=5lF$J$IBM=JJ!#*hSWm0i

`K"Wm0i_s0^?O5<S9KD$F@Z^?Ob@9klg,"j

^9#7+7"3N3HO"@R,3Nh&JIBM=J"Wm0i_s0^?

O5<S9r"|\G/=9kU^,"k3Hr,:7b(9bNGO"j^

;s#\qG" IBMi$;s9&Wm0i`^?O>NIBM=JK@Z7F$

kt,,"CFb"3N3HOv:Wm0i`^?O=JN_,HQD=G"

k3HrU#9kbNGO"j^;s#3liNWm0i`^?O=JKe(

F"IBMNN*j-"r/29k3HNJ$!=*K1yJ>RNWm0i

`"=J^?O5<S9rHQ9k3H,G-^9#?@7"IBMKhCF@

(*KXj5l?bNr|-"3liNWm0i`^?O=JKX"9kT/

N>A*hS!ZO*RMNU$GTCF$?@-^9#

IBM*hS>RO"\qGb@9kgjKX9kCv"JCvPjr^`K&

8""^?Oxn"rj-7F$klg,"j^9#\qO"3liNCv

""&8""*hSxn"KD$F"\qG@(5lF$klgr|-"B\

""HQ"yrvz9k3HrU#9kbNGO"j^;s#B\""HQ"

yNvzKD$FO"<-N8hK"qLKF4Hq/@5$#

)106-0032l~TAh;\Z3z\2-31

APvHj

IBM World Trade Asia Corporation

Intellectual Property Law & Licensing

\qK-\5lF$k Web 5$HN2HhOf<6<N'MNX9r^k3

Hr\*H9kbNG"j"$+JkU#K*$Fb3liN Web 5$Hr

]Z9kbNGO"j^;s#=liN Web 5$HK"kqAOv=JNq

ANltGOJ/"=liN Web 5$HNxQOf<6<+HNU$K*$

FTolkbNH7^9#

\Wm0i`Ni$;s9]}TG"(i) H+Kn.7?Wm0i`H=N>N

Wm0i`J\Wm0i`r^`KHNVGNpsr9"*hS (ii) r95

l?psNj_xQrD=K9k3Hr\*H7F"\Wm0i`KX9kp

sr,WH9k}O"<-K"m7F/@5$#
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IBM Corporation

Department LZKS

11400 Burnet Road

Austin, TX 78758

U.S.A.

\Wm0i`KX9ke-NpsO",ZJroN<GHQ9k3H,G-^

9,"-~Nlgb"j^9#

\qK*$F(5lkQU)<^s9KX9kG<?O"$:lb)f5l?

D-Ghj5lkbNG9#7?,CF"T/D-,[JlP"@ilkkL

Ox7/[Jklg,"j^9#^?",jMKhCFO+/axG@il?

bNG"klg,"j"lL*KHQD=J79F`K*$Fb"3liH1

MJ,jM,@ilkH$&]ZO"j^;s#5iK",jMKhCFOd

jKhCF+Qbil?bNG"klg,"j^9#B]NkLO[Jklg

,"j^9#\qrI^lkf<6<O"f<6<G-ND-K,QD=JG

<?rN'7F/@5$#

>RN=JKX9kpsO"=liN=JNs!T"=liN=JN/=q

A"^?O=N>NlLK~jD=Jps;+i~j7^7?# IBM O=l

iN=JrF9H7F*i:"QU)<^s9N:Y"_9-"^?O=N>

N>R=JKX9k$+Jk-Rrb]Z9kbNGO"j^;s#>R=J

N=OKX9k4AdO"=liN=JNs!TKwkh&*j$W7^9#

IBM N-hN}~^?OU~KX7F-R,J5lF$?H7Fb"=liO

=pJ7KQ9^?O1s5lklg,"j"1K\8r(7F$kbNG

9#

\qK(5lF$kAJO IBM Nu>9k.dAJG"j"\qn.~Nb

NG9,"=pJ7KQ95lk3H,"j^9#NdHTKhCFAJO[

Jklg,"j^9#

3Nb@KO"|oNH3GHQ5lkG<?dl]<HNc,^^lF$^

9#3Nh&JcKD$FOG-k@104r|9?aK"DM>"qR>"

VisI>"=J>JI,HQ5lF$^9#3&7?>0O9YFMuNb

NG"j"B]NkHdDNGHQ5lF$k>0d;jK`w9kbN,"

CFb"^C?/Nv3Ka.^;s#

&8

J<NQlO"Fq*hS=N>NqK*1k International Business Machines

CorporationN&8G9#
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AIX

DB2

FirstSecure

IBM

Policy Director

SecureWay

=N>NR>"=J>"5<S9>O">RN&8d5<S9&^</G"k

lg,"j^9#

AuthAPI DASCOM, Inc.
DASCOM DASCOM, Inc.
Internet Explorer Microsoft Corporation
Netscape*hS NetscapeNm4 Netscape Communications Corporation
Netscape Communicator Netscape Communications Corporation
Netscape Navigator Netscape Communications Corporation
NetSEAL DASCOM, Inc.
NetSEAT DASCOM, Inc.
Solaris Sun Microsystems, Inc.
WebSEAL DASCOM, Inc.

Java"*hS9YFN JavaY<9N&8*hSm4O"FqJiSK>NqK

*1k Sun Microsystems, Inc.N&8G9#

Microsoft"Windows"Windows NT"*hS Windowsm4O"FqJiSK>

NqK*1k Microsoft CorporationN&8G9#
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