Common Criteria Installation Instructions for
IBM Logical Partitioning Architectureon
System i and System p

1 About This Information

This information will tell you how to plan, instaet up and manage the logical partitioning ofryou
System p and System i, based on the IBM LogicditiRaring Architecture on System i and System p for
Power6 Common Criteria evaluation.

You can find related information at the followindrUs:
e http://csrc.nist.gov/cc/index.html (Common Criteriformation)

e http://www.niap-ccevs.orIBM Logical Partitioning Architecture on Systarand System p for
Power6)

The IBM Logical Partitioning Architecture on Systémnd System p is designed to meet the Common
Criteria requirements listed in the IBM Logical &&on Architecture for Power6 Security Target. €Th
hardware and firmware allow you to set up more tha virtual platform on your System i or Systensg,
that you can run separate operating systems camtlyrr Each virtual platform is calledpartition. The
design of the architecture provides the followieggity features:

e The hardware and firmware provide the operatingesgon each separate partition with the
resources it needs to function

e The hardware and firmware keep the resources fdr partition separate, so that they will not
interfere with each other.

The IBM Logical Partitioning Architecture on Systémnd System p has been developed and evaluated in
accordance with the Common Criteria EAL4 (Evaluatkssurance Level) assurance requirements listed
below:

Objectives

e EAL4 permits a developer to gain maximum assurdmmsa positive security engineering based
on good commercial development practices whichyghaigorous, do not require substantial
specialist knowledge, skills, and other resourE#d.4 is the highest level at which it is likely to
be economically feasible to retrofit to an existprgduct line.

« EAL4 is therefore applicable in those circumstanghsre developers or users require a moderate
to high level of independently assured securitganventional commodity targets of evaluation
(TOE) and are prepared to incur additional secigcific engineering costs.

Assurance components

« EAL4 provides assurance by an analysis of the ggdunctions, using a functional and complete
interface specification, guidance documentatioe high-level and low-level design of the TOE,
and a subset of the implementation, to understamaécurity behavior. Assurance is additionally
gained through an informal model of the TOE segyrdlicy. The analysis is supported by
independent testing of the TOE security functi@vidence of developer testing based on the
functional specification and high-level designgestive independent confirmation of the developer
test results, strength of function analysis, evigeof a developer search for vulnerabilities, amd a
independent vulnerability analysis demonstratirgistance to penetration attackers with a low
attack potential.



« EAL4 also provides assurance through the use afldpment environment controls and
additional TOE configuration management includingpanation, and evidence of secure delivery
procedures.

* This EAL represents a meaningful increase in asserérom EAL3 by requiring more design
description, a subset of the implementation, argt@ved mechanisms and/or procedures that
provide confidence that the TOE will not be tamplength during development or delivery.

Common Criteria security requiresthe following documentation:

e Administrator Guidance, which describes the tasks that a security adtnits must perform to
install and manage a Common Criteria-evaluatedsyst

« User Guidance, which describes the user’s responsibilities fmusity. In this case, once a
System i or System p has been configured to rum mitltiple partitions, the user of the partition
does not need to do anything to support secuitythe security features are enforced by the
firmware and hardware.

This information is designed to meet the Commone@d requirement for administrator guidance, when
used together with the following documents:

e SA76-0098-00 Logical partitioning guide

e SA76-0084-00 Installation and Configuration Guide for the Hardware Management Console
Version 7 Release 3.1.0 Maintenance Level O

e SA76-0085-00 Operations Guide for the Hardware Management Console and Managed Systems
Version 7 Release 3.1.0

You can find these documents in the IBM supporteethrough the IBM support website, under Support
for IBM Systems Ifttp: /mwww.ibm.com/systems/support):

1. Select “System p” or “System i”
2. Under “Select your product,” press the GO button.
3. Under “Documentation,” choose “IBM system hardwafermation library.”

You should read this guide first, and you shouldsiger it your primary source of information fottsgg
up logical partitioning of your system p or systetm meet the Common Criteria security require meémas
are listed in the IBM Logical Partition Architecaufor Power6 Security Target.

2 Who should read this information

This information is intended for system adminigirator security administrators that want to cuskena
system i or system p with Logical Partitioning viiththe valid Common Criteria configuration. This
information details the unique requirements of Camrriteria security, and it is intended as a
supplement to other manuals describing how yowlinshd set up your system.

3 Overview of security features

There are three categories of security featuregged by the IBM Logical Partition Architecture
implementation for Power6:

1. The Logical Partitioning Architecture implementatiensures that resources can be assigned to
partitions by an authorized user and that thoseuress will not be accessible to other partitions.



2. The Logical Partitioning Architecture implementatiensures that communication between
partitions can occur only using channels estahtighean authorized user.

3. The Logical Partitioning Architecture implementatiensures that each partition cannot access
resources or communicate with other partitions peden explicitly allowed by an authorized
user.

In addition, the following assumptions are madeutltioe operating environment when the system is in
operation:

1. A suitable management console must be configunedsie by a capable and trustworthy user
assigned to follow the applicable guidance in otdanstall and operate the system within the
evaluated configuration.

2. The system must be installed and configured in@erae with its guidance documents,
including connecting appropriate device resourcesdisconnecting the management console
when the system is operational.

3. The system must be within a physical environmeitable to protect itself and its external
connections from inappropriate access and modificat

4 Target of Evaluation (TOE)

The Logical Partitioning Architecture Target of Hwaion (TOE) is the combination of hardware and
software that provides security protection withiocmputer system. The TOE includes both Systend i an
System p as described below:

e Systemi:
0 Any IBM System i listed in the System | model tabklow
o Firmware level EM310_048.

e System p:
0 Any IBM System p, listed in the System p model ¢aldlow
o Firmware level EM310_048.

System i and System p servers can be configureduse multiple independent systems within the same
server. Each independent system within the séswaalled a partition. The partitions do not h&wveun

the same type of operating system. During theigardtion process, an administrator determines what
resources within the System i or System p will gigned to each independent partition. There argym
partition features. The following Logical Partitiag Architecture features are allowed in the eatdd
configuration:

e Micro-partitioning: This feature allows a processmbe shared between two partitions. One
partition may get 10% while another gets 90%.

« LPAR Grouping: This feature allows partitions tats, at configuration time; they are part of a
group. Within a partition group, each partitioa@ministrator can request or release memory or
CPU. The act of getting or releasing resourcel®ise explicitly by the partitions administratot. |
is not done dynamically by any partition in the gpo If an administrator requests more resources
than are currently free, the request will fail.

NOTE: Enterprise Work Load Manager and Partition Loaahiber for AIX use interfaces that
are within the evaluated configuration. Therefilvese products can be used.



e The Logical Partitioning Architecture was evaluaitedependent of the OS in the partition. Any
operating system may be installed in the partition.

Products that are included in the TOE have beeluatel and tested for Common Criteria security
compliance. Products that are not included in tB&&have not been evaluated for Common Criteria
security compliance. Because the TOE is a geneitalibg block, many installations require changes o
additions to the evaluated configuration. For GG8vernment installations, any changes or additiorike
TOE should be approved by your Designated Approinthority (DAA). For other installations, your
security administrator should assess the secuskyof any changes or additions to the TOE configjon.

4.1 System i and System p evaluated models

System Model Name
System i 9406-MMA
System p 9117-MMA

4.2 Physical System i and System p security

To be within the evaluated configuration, the systaust be in a secured room with limited and maaio
access. The systems HMC appliance must also the isame secured area.

4.3 System i and System p HMC installation

A common criteria compliant system must be confguoy an HMC. It doesn’t matter if the HMC is
directly connected to the system or connectedeasyistem through a network. The HMC is used to
partition the system. Once the partitioning hasnbeompleted, the HMC must be physically discorstct
from the managed system.

The guidance for connecting an HMC to a systembeafound in the Hardware Management Console
Version 7 Release 3.1.0 Maintenance Level 0 doctumen

4.4 System i and System p firmware installation

The evaluated firmware level is 01EM310-048. \etifis level of firmware is on your machine. To
check the level of firmware on your system, folldwe instructions in chapter 9 of the Operationsd8or
the Hardware Management Console and Managed Systers®n 7 Release 3.1.0 documéittte first
section of chapter 9 describes all of the taskisdha be performed from through the “updates” fiomct
Use the “view system information” task to determtine level of firmware on your system.

If the firmware level does not match the evaludiedware level, you must install the evaluated fivare
on your machine. The evaluated firmware is inGhEM310 048 048.iso fix pack. This can be obtained
from either of these sources:

e System i customers order the 01EM310_048_048xspdtk through the “iSeries Recommended
Fixes - Server Firmware: Update Policy Set to HM@b page alittp://www-
912.ibm.com/s_dir/slkbase.nsf/ibmscdirect/ES8D7BBAG9A2786256EADOOSF5408




e System p customers order the 01EM310 048 _048xguafik through the “Microcode update
files on CD-ROM” web page at
http://www14.software.ibm.com/webapp/set2/firmwgisr?mode=10&page=isoiec.html

If you need to install the evaluated firmware omiymachine, follow the instruction in Chapter tiod
Operations Guide for the Hardware Management Cereadl Managed Systems Version 7 Release 3.1.0
document.The first section of chapter 9 describes all eftidsks that can be performed from through the
“updates” function. Use the “change licensed imiécode for the current release” task to instal t
evaluated firmware. Prior to the installation, y8hould power down all the partitions and the syste
When the installation is complete, activate thaesysand all the partitions.

4.5 Partition the System i or System p:

SA76-0098-00 the Logical Partitioning Guide consaal of the information necessary to configureryou
machine. The administrator should read chaptewsd12 to become familiar with the partitioning cepts.

There are no special instructions for partitioning System i or System p. However, some featuseaat
allowed in the evaluated configuration. The foliogvfeatures are excluded from the evaluated
configuration:

e Virtual I/O (Virtual Ethernet and Virtual SCSI deeis)

* The Logical Partitioning Guide only provides thetwal /0O concepts. You cannot configure
virtual 1/0. Donot use the configuration steps in chapter 2 of th@@®8100-00 Advanced
POWER Virtualization Operations Guide. To checit th partition is not using Virtual
Ethernet and Virtual SCSI, do the following:

« From the HMC, select Configuration-> Manage Prgfiler a partition.
e Select the partition’s profile check box.
e Select the Actions -> Edit.
*  Select the Virtual Adapters tab.
e There should only be Server Serial type adaptettseifist.
» If there are any other types of virtual adaptdrsytmust be removed.
e Toremove a virtual adapter,
0 Select the virtual adapter.
0 Select Actions -> Delete.
Note: If any virtual adapters were removed, the partitnust be rebooted.
* Infiniband I/O devices
e You must not install any 12X Channel CEC GX Adaptéeature code 1802).
e HMC capability
*  You must unplug the HMC from the system when canfigion is complete.
* 1/O Pools

e You must not create a storage pool, and you musbve any storage pools that exist. To
check if you have any storage pools, do the folhmwi
o From the HMC, select properties for a partition.

o Follow the tabs hardware -> 1/0.
0 Press the I/O Pools button
o If any storage pools exist, you must remove thelsoAyou must not add storage pools
from this screen at any time.
Note: If any storage pools were removed, the partitrarst be rebooted.
e OptiConnect (virtual and HSL)

e You must not configure your partition to use Opti@ect. To check that a partition is not

using OptiConnect, do the following:



From the HMC, select Configuration-> Manage Prafiler a partition.
Select the partition’s profile check box.
Select the Actions -> Edit.
Select the OptiConnect tab.
If any of the check boxes are selected, the pamtig using OptiConnect.
0 You must uncheck any selected check boxes and Bi€ss
Note: If any boxes were unchecked, the partition mestdbooted.
*  Power Controlling
* You must not allow any partition to have a powentcolling partition, and you must remove
any power controlling partitions if they exist. Theck that a partition does not have a power
controlling partition, do the following:
o From the HMC, select Configuration-> Manage Prgfiler a partition.
Select the partition’s profile check box.
Select the Actions -> Edit.
Select the Power Controlling tab.
If there are any partitions in the power contrg@lipartitions list, select them and press the
remove button.
Note: If any controlling partitions were removed, therftion must be rebooted.
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To partition your system follow the instructionsdhapter 4, section “partitioning a new or non-jiaried
managed system using the HMC” in the Logical Fartihg Guide.

4.6 Final configuration step

After the system has been configured and put intanal operation, the HMC appliance's ethernet
connection must be disconnected from the system.

NOTE: The selection and installation of the individupkeating systems for the partitions is outside
the scope of this evaluation. The evaluated harelwad firmware are indifferent to the OS
of the partition.



