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IBM Software

The Wonders of Cloud Computing

PC         Laptop / Netbook         Thin Client         Mobile Device



Globalization and Globally Available Resources

Billions of mobile 
devices accessing the 

Web

Welcome to THE SMARTER PLANET

* Web 2.0

• SOA

• CLOUD
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Access to streams of 
information in the Real 

Time

New 
Possibilities..



PWC 2010 CIO-CSO INFOSEC SURVEY

– Some Highlights

Some 2010 CIO-CSO IT Security Priorities

– Web Content Filters

– Data Leakage Prevention

– Web 2.0 Security

– *Stronger yet Simpler Authentication
- Biometrics
- Disposable Passwords
- Tokens & Smartcards
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- Tokens & Smartcards
- Reduced Single Sign On
- IDentity Management

Trends:

(1) Promise and Peril of SOCIAL NETWORKING

(2) Jumping into the CLOUD (w/o parachute)

(3) INSOURCING Security Management

(4) NEW CORPORATE COMMITMENT

(5) ATTACKS ON DATABASES



Regulation & Compliance SARBANES-OXLEY, HIPAA, BASEL II …

� It is part of doing business

� Business Continuity

� An environment of TRUST

– For doing business

– Ensure Orderliness in Internet 

world

– Promote Economic growth

� More than just

Confidentiality, Integrity

and Availability

� Privacy

3rd Party Customer Data
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The Myth: “Our Site Is Safe”

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing
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We Use Network 
Vulnerability Scanners

Neglect the security of the 
software on the network/web 

server

We Use SSL Encryption

Only protects data between 
site and user not the web 

application itself



SOMETHING IS STILL OUT THERE …
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Cloud Computing Security – The Soft Spot

Application Security Issues

� Applications can be CRASHED to reveal 
source, logic, script or infrastructure 
information that can give a hacker 
intelligence

� Applications can be COMPROMISED to 
make it provide unauthorised entry access 
or unauthorised access to read, copy or 
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or unauthorised access to read, copy or 
manipulate data stores, or reveal 
information that it otherwise would not.

– Eg. Parameter tampering, cookie 
poisoning

� Applications can be HIJACKED to make it 
perform its tasks but for an authorised user, 
or send data to an unauthorised recipient, 
etc. 

– Eg. Cross-site Scripting, SQL Injection



Cloud Computing - Dangers and Vulnerabilities

- The Soft Spot

Security is to save data and program from danger and vulnerability

Dangers -

• Disruption of Services.

• Lack of Control
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• Lack of Control

• Theft /Damage of Information.

• Loss of Privacy.

Vulnerabilities -

• Hostile Applications eg bot, malware, trojan

• Hostile people giving instructions to good applications

• Bad guys corrupting or eavesdropping on communications



WORST CREDIT CARD IDENTITY THEFT CASE

- DONE BY A SOFTWARE ATTACK! (“SQL Injection”)

STRAITS TIMES SINGAPORE 19AUG09
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These are real examples – hackers

Love these error message pages …
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Why is your debug tool shown to the world?
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More information to entice a would-be hacker?!
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A File List in 

HTML session?!



Real Example: Online Travel Reservation Portal

Change the reserID to 2001200
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Real Example : Parameter Tampering
Reading another user’s transaction – insufficient authorization

Another customer’s transaction 
slip is revealed, including the 
email address
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Parameter Tampering Reading another user’s invoice

The same customer invoice 
that reveals the address and 
contact number
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Attack transfers the 
request to the 

server

Victim browses to 
a “boring” site

Attacker adds an IFRAME 
referencing an “interesting” site

Server returns a 
response 

“Active” (Web) Man-in-the-Middle Attack

� The attacker actively directs the victim to an “interesting” site

� The IFrame could be invisible

Who stole the 
cookies? 
Active attacks from 
trusted web sites -
Even trusted web 
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My Weather ChannelMy Weather Channel

My Bank SiteMy Bank Site

Automatic request sent to the 
interesting server

My Bank SiteMy Bank Site

Other servers are not affected

https://www.research.ibm.com/haifa/info/200902_OWASP.shtml

Even trusted web 
sites can leave your 
computer 
vulnerable to 
attacks



Since 2008 - Web Threats Take Center Stage

� Web application vulnerabilities

– Represent largest category in vulnerability disclosures (55% in 2008)

– 74% of Web application vulnerabilities disclosed in 2008 have no patch to fix them
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WHY DO HACKERS TODAY TARGET 

APPLICATIONS?

� Because they know you have firewalls
– So its not very convenient to attack the network anymore

– But they still want to attack ‘cos they still want to steal data …

� Because firewalls do not protect against app attacks!
– So the hackers are having a field day!

– Very few people are actively aware of application security issues

� Because web sites have a large footprint
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� Because web sites have a large footprint
– No need to worry anymore about cumbersome IP addresses

�Because they can!
– It is difficult or impossible to write a comprehensively robust application

• Developers are yet to have secure coding as second nature

• Developers think differently from hackers

• Cheap, Fast, Good – choose two, you can’t have it all

• It is a nightmare to manually QA the application

• Many companies today still do not have a software security QA policy or resource



Software Application Development Pressures

Today I’m being asked to:

• Deliver product faster (a lot faster!)
• Increase product innovation
• Improve quality
• Reduce cost

• Deliver a secure product (?)
• Cheap

• Fast

• Good

-> Choose 2
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-> Choose 2



Top 10 OWASP Critical Web Application Security 
Issues ‘09

1  Unvalidated Input

2  Broken Access Control

3  Broken Authentication and Session Management

4  Cross Site Scripting Flaws

5  Buffer Overflows

6  Injection Flaws
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6  Injection Flaws

7  Improper Error Handling

8  Insecure Storage

9  Denial of Service

10 Insecure Configuration Management

www.owasp.org



WHY DO APPLICATION SECURITY PROBLEMS 
EXIST?

� IT security solutions and professionals are normally from the 
network /infrastructure /sysadmin side

– They usually have little or no experience in application development

– And developers typically don’t know or don’t care about security or networking

� Most companies today still do not have an application 
security QA policy or resource

– IT security staff are focused on other things and are swarmed
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– IT security staff are focused on other things and are swarmed

• App Sec is their job but they don’t understand it and don’t want to deal with it

• Developers think its not their job or problem to have security in coding

• People who outsource expect the 3rd party to security-QA for them

� It is cultural currently to not associate security with coding
– “Buffer Overflow” has been around for 25 years!

– “Input Validation” is still often overlooked.

Back then coding was 
done by engineers …

Then came Y2K … 
Dotcom boom … etc



DON’T TRY THIS AT HOME!
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Conclusion: Application QA for Security

�The Application Must Defend Itself
– “Traditional” FIREWALLS AND IPS WILL NOT STOP APPLICATION ATTACKS

– YOU CANNOT STOP AN APPLICATION ATTACK FROM HAPPENING

– The best way to protect against an application attack is to ensure the 

robustness of the application, that its written properly, if not defensively, 

that it’s Q.A’ed for bugs, vulnerabilities, logic errors etc

� Bridging the GAP between Software development and Information Security
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� Bridging the GAP between Software development and Information Security

� QA Testing for Security must now be integrated and strategic

– We need to move security QA testing back to earlier in the SDLC

– at production or pre-production stage is late and expensive to fix

– Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:

• Ensuring Security Quality in the Application up front

• Not having to do a lot of  rework after production

• Automated software security scanning & remediation solution backed 

by world class R&D



You need a professional solution to

Identify Vulnerabilities
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With Rich Report Options
44 Regulatory Compliance Standards, for Executive, Security, Developers.
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And Most Important :

Actionable Fix Recommendations
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AppScan Enterprise – Dashboards and Metrics

Policies
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Controls

Compliance



AppScan - CQTM & RQM Integration Protect Your Investment
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T h a n k   Y o u
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www.ibm.com/security

The Hacker’s New Target – Software Applications

www.isc2.org www.owasp.org


