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Making z/OS security management more effective

Introducing the IBM Tivoli zSecure Suite

Note: ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries.
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Security administration is not easy

� Situation:

� Technical users perform administration

� User administration by non-technical 
users

� Technical aspects of security by 
technical teams

� Best Solution Available?:

� Use RACF commands via ISPF

� Output is not easy to interpret

� Use unloaded RACF database in DB2

� Information not up to date

zSecure
Solution

� Easy RACF administration – zSecure Admin

�Overview of profiles, show context of security

�Overtype fields to make corrections

�Reports showing differences and effective security

� Actual information from active RACF database
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RACF LISTUSER (LU) command output
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zSecure Admin: Overview of user profiles
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Details of a user profile
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Access granted to the user via Permit and Connect



IBM Software Group

8

Compare access between users
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Make changes by typing over the data
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Security administrators make mistakes

� Situation:

� Security management outsourced

� User administration delegated to non-
technical users

� Departments with their own 
applications, responsibility and security 
administrators

� Best Solution Available?:

� Solution (?): implement GROUP 
SPECIAL, GROUP AUDITOR

� Impractical when profile ownership is 
not clearly specified in RACF

zSecure
Solution

� RACF command screening – zSecure Command Verifier

�Each security change verified against granular policy

� Using masks for classes and profiles

� Inappropriate commands prevented

�Missing or incorrect parameters can be fixed

�Even controls command by system special users
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Prevent 
commands 

that would 

cripple your 

security

zSecure Command Verifier
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Decentralized security administration

� Situation:

� Password administration by helpdesk

� User administration delegated to non-
technical users

� Departments with their own 
applications, responsibility and security 
administrators

� Best Solution Available?:

� Write ISPF/Rexx front-end

� Front-end using unloaded RACF info on 
Windows/Unix

� Implement identity management 
solution

zSecure
Solution

� Graphical user interface: zSecure Visual

�Windows GUI for RACF management

�Work with active RACF information

�Supports scoping for decentralized administration
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zSecure Visual – leveraging a GUI for RACF
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Find mis-configuration and vulnerabilities
� Situation:

�z/OS and RACF protect each 
other

� System datasets must be 

protected…

�Verifying the protection is time 
consuming

� Best Solution Available?:

�Individual reports for RACF, PARMLIB, 
UNIX....

� Manual correlation and verification?

�Annual external audit

zSecure
Solution

� zSecure Audit takes information from RACF, z/OS, UNIX

�Identifies inconsistencies and vulnerabilities

�Shows the privileged users that can chance z/OS, RACF

� Or bypass security

�Adhoc reports via ISPF

�Automatic reporting and monitoring in batch jobs
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zSecure Data Sources

zSecure Audit

Analysis and actionsCKFREEZE
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z/OS Status Audit – detailed reports
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Automated vulnerability assessment
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Trusted Userid Report
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If access controls are not strong enough
� Situation:

�Too many technicians with 
access to business databases

�Must keep financial data 
confidential to prevent insider 
trading

�Allow technicians to do their 
work

� Best Solution Available?:

�Need to restrict access to financial data

� Storage admin and sysprogs reading 

business datasets

� Security admins granting themselves 

authority

� Data security administrators granting 

improper access

�Access reduction for privileged users

� Impractical due to technical limitations

� If you remove my ability to …. I cannot 

commit to ….

zSecure
Solution

� Real-time alert as mitigating control – zSecure Alert

�Reduce need to implement separation of access

�sysprogs keep their “must be able to read/change 
anything” status

�No need for political battle or costly re-orgs

�Quick install, instant visibility
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zSecure Alert issues alert for dangerous access

Please respond to 
<security@shipping.com>

Please respond to 

<security@shipping.c

om>
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Integration with Tivoli Security Operations Manager

Real time RACF and 
z/OS monitoring 

leveraging Tivoli zSecure 
Alert
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zSecure
Solution

Case study: SOX reports

� Sarbanes Oxley requirements

� Monitor changes to operating system and 
security (RACF and ACF2)

� Monitor activities of privileged users

� Monitor irregular logons

� Verify operating system parameters against 
baselines

� Verify users with specific (high) application 
authority

� Best Solution Available?:

� Costly daily verification

� Manual creation of 
queries and reports

� Difficulty in baselining 
versus current state

� zSecure Audit customized reporting

�Baselines document the security implementation standards

� Show parameters that are in conflict

� Approved changes must be reflected in the baseline

� Inappropriate changes will show up until they have been addressed
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zSecure Audit: Statistics for the Compliance Manager

Please respond to 
Security Management 

Team 
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zSecure Audit: Details for the Technical Specialist
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SOX report automation

� Solution: automated reporting for >25 LPARs

�Exceptions summarized in an email

�Detail reports available for review and archiving

�Daily verification and maintenance < 0.5 FTE
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Summary and Final Thoughts

� IBM Tivoli zSecure Suite – The Next Generation of RACF Security

� Regulation Challenges and Reality

� The ever present auditor and privileged users

� The Tivoli zSecure Suite – Providing Futuristic RACF Security Today

� Administration management

� Security audit and compliance

� Real-time alert 

� Also for RACF on z/VM, 

CA ACF2 and CA Top Secret
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Thank You for Joining Us today!

Go to www.ibm.com/software/systemz to:

�Replay this teleconference

�Replay previously broadcast teleconferences

�Register for upcoming events


