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What is CICS Transaction Gateway?

CICS Transaction Gateway (CICS TG) provides Java programmers secure, easy access from their Java client
applications to CICS transactions using these standard Internet protocols:

»  TCP/IP sockets
»  Secure Sockets Layer (SSL)

The CICS TG product suite runs on a wide variety of operating systems and connects to various products in the
CICS family. When running on z/OS, CICS Transaction Gateway can access only CICS Transaction Server
(CICS TS) for z/OS.

On operating systems other than z/OS, CICS TG uses a client daemon to route requests to a CICS TS region
using the following methods:

»  External Call Interface (ECI)
»  External Presentation Interface (EPI)
»  External Security Interface (ESI)

On z/OS, CICS TG can route only ECI requests and has no client daemon. The CICS Transaction Gateway on
z/OS actually uses the External CICS Interface, EXCI, to pass requests to CICS Transaction Server(s); however,
to your Java client application, these appear to be ECI requests.

CICS Transaction Gateway can manage many concurrent links to connected Web browsers and the Java
applications running in them. The multithreaded architecture of the CICS TG daemon enables a single Gateway
to support multiple concurrently connected users of your site’s Web applications.

On z/OS, CICS TG can also be employed as a Shared Object from within a WebSphere Application Server. This
form of CICS TG is referred as the LOCAL mode. The CICS Transaction Gateway Daemon (separate address
space or region on z/OS) is referred as the REMOTE mode.
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What is IBM Tivoli OMEGAMON XE for CICS TG on
z/OS v4107?

= IBM Tivoli OMEGAMON XE for CICS TG on z/OS offers a central point of management for CICS Transaction
Gateway (CICS TG) running on z/OS and provides a comprehensive means for gathering the information you
need to detect and prevent problems within your CICS TG applications.

= You can view data that Tivoli Enterprise Portal gathers from the CICS TG monitor in tables and charts that show
you the status of your managed CICS TG address spaces (that is, instances of the CICS TG daemon), as well as
their connectivity to CICS Transaction Server. This information enables you to:

»  Collect and analyze reliable, up-to-the-minute data that allows you to make faster, better informed operating
decisions

»  Manage all CICS TG applications from a single point to identify problems at any time
»  Track performance against goals

»  Collect CICS TG statistics, which you can use to view thread activity, report CICS TS communication failures,
examine resource waits and EXCI (External CICS Interface) pipe usage, and check for excessive transaction
rollbacks, among other monitoring activities With OMEGAMON XE for CICS TG on z/OS, systems administrators
can set threshold levels and flags to alert them when system conditions reach these thresholds.

= You can use advanced monitoring facilities that include:
»  User-defined and predefined situations based on thresholds to raise different types of alerts

»  At-a-glance status of all CICS TG regions
»  The capability to monitor multiple CICS TG regions simultaneously from one or more centralized workstations
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Gateway Daemon Overview
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Scenarios

= Transactions arrive but not processed!

» The graphs display an imbalance between the CPU usage and the workload being executed in
OMEGCTG2. Current percent of time this address space is using the CPU is much less than
needed to process such high volume of transactions arriving per minute. As if the client requests
are received but not processed!

»  The detail information in the lower table shows that Health of this Gateway Daemon has reached
zero. This indicates there is currently no communication between this CICS TG and CICS TS
region(s). Client requests are received but cannot be sent to the Transaction Server(s).

= Is my workload (Number of requests processed) equally balanced over CICS TG regions which
share the same TCP or SSL port?

» TCP or SSL port number assigned to each CICS TG region is displayed in the Gateway Daemon
Overview table next to the total number of transactions or client requests processed.

= Number of 1/0O (EXCP) operations in each CICS TG address space may be deemed excessive. A
High I/O count may be a concern when no Logging activities or Tracing events has occurred. The
I/O operations related to the HFS file access (specific to each Gateway Daemon Process within
UNIX System Services) may be viewed using the Dynamic Workspace Linking feature of the
OMEGAMON XE for z/OS product.
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History of workload activity in CICS TG regions
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Scenarios

= Collecting History data via the Tivoli Data Warehouse repository
allows you to:

>

>

Plan for workload growth
Perform trend analysis

|dentify performance bottlenecks
Diagnose historical problems
Detect system anomalies
Manage system changes

= The CICS TG region OMEGCTG4, in the scenario above, displays
an unusually high volume of activity in the span of 10 minutes from
17:15:00 to 17:25:00.
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CICS TS Regions summary
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Scenarios

= Is my workload balanced across all Transaction Server regions?

» Inthe scenario above, the CICS TG region OMEGCTG4 is sending majority of the requests to CICS TS region
IlYK2ZCWS3 to execute while Transaction Server IYK2ZHI1 is not being used!

»  There were 129 Communication Failures which may explain why no work has been sent to the CICS TS region
I'YK2ZHI1.

» AIthou?h considerably more transactions are being sent to the CICS TS region IYK2ZCW3 than to IYK2ZCW1,
pipe allocation is split equally between the two!

= Have I correctly specified the NETNAME of the EXCI connection in CICS TG environment variables file (via the
DFHJVPIPE)?

» In the scenario above, the EXCI NETNAME is blank. This means no specific pipe is used by the CICS TG region
for EXCI calls. Hence, generic pipe is used. Note, any eligible Transaction Server region may then process
requests from this CICS TG. Is that the intention?

»  You can manage and ensure the availability of specific pipes while benefit from a better reporting of resource
usage within the intended Transaction Server regions.

» In a failover scenario, one EXCI NETNAME applies to all mirror Transaction Server regions. Hence, there is no
need to change the DFHJVPIPE variable dynamically.

= Are my CICS Transaction Server region(s) connected to my CICS TG region?

» If a particular Transaction Server has never connected to the CICS TG region then the Applid column will be
shaded with red and the CICS TS jobname will be left blank.

»  Use the Dynamic Workspace Linking feature to determine whether a particular Transaction Server region is
currently available or active.
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CICS TS Region detalls
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Gateway Daemon Resources
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Scenarios

= Do I have enough Gateway Daemon resources available to satisfy the throughput | expect?

» In the scenario above, there are currently an equal number of Connection Manager threads as the Worker threads.

However, this Gateway Daemon failed 204 times to allocate a Connection Manager thread to a Java client application
within the specified timeout limit! Note, the Thread Limit has been reached according to the summary table. You may

want to increase the value of maxconnect paramter in the CICS TG configuration file .ini

= Waiting for Worker threads?

» Inthe scenario below, the graph to the left displays a surplus of available Connection Manager threads while
some are waiting for a free Worker thread! The graph to the right shows that all created Worker threads are
currently allocated hence, bottleneck is observed. You may want to increase the value of maxworker.

Connection Managers Allocated Worker Threads Allocated

Clcurent Number Created
Ecurrent Number Allacated
EHumber Waiting

[ Curment Humber Created
B cunent Humb er Allacated
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Transaction Analysis
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Scenarios

= High number of rolled back transactions will fire Situations

» In the scenario above, a very high number of Extended LUW transactions have been
rolled back! The graph only shows the manifestation of a problem.

— Client application provided inaccurate data?
— Trouble in the CICS TS region?
«  Dynamically link to the Transaction Server region(s) to determine the cause

= XA rollbacks may be indicating problems with other systems (e.g. DB2 or IMS)
that are participating within these 2-phase commit transactions.

» In the scenario above, approximately 15% of our transactions are being rolled back.
This could have an affect across all applications participating in these types of
transactions.

= In a mixed application environment, the ratio of transaction types graphically
displays the percentage of each type.

IBM Tivoli OMEGAMON XE for CICS TG on z/OS v410 © 2007 IBM Corporation




Il

I

DWL - CICS TS transactions started for CICS TG

File Edit “iew Help

EEHEP @ T BB N

G- | OH EEBMEeIE 200 49| SEDWESE
<=8 Views: !Physical m =2 M T v Liti
@ &
B Transaction Analysis |
= E5 oMEGCTEEMYZCCICSTG T
CICE TS Regions oooss
Gateweay Daemon Resource
Transaction Analysis
= P OMEGCTGIMW2ACCICSTG o
= B8 OMEGCTGHMY2CCICSTE 4 i
= o = 0Qoozg
CICS TS Regions 3
Gateweay Daemon Resource g
Transaction Analysis
# DE2
[E3l IS 04079
E3) Mainfrarme Metworks = — — =
=] [ = = 2
= = o 10 20 20 40 S0

CFU Seconds

853 Physical

Svstermn | CICE Region | Transaction Lser Terminal Task Fesource Fesource Task Elapsed CRL Frogram Recovery

1Ty Mame 10 | 1D MMumber Twpe Mamea State Time Time 1T Token
M2 CITECYYAT CEMI CICSUSER R 04079 DISPATCH QOR_TCE Dispathl 00:00:00.03 a0:00:00.01 | DFHMIRS CO93C0916C521313
M2 CITECYYAT CEMI nia 04081 DISPATCH QR_TCE Dispathl oo0:o0:00 00:00:00 | nia gaooooooooooooon
M2 CITECYYAT CEMI nia 04082 DISPATCH QR_TCE Dispathl oo0:o0:00 00:00:00 | nia goooooooooooooon
M2 CITECYYAT CEMI CICSUSER RiE2 04020 RLUMMNIMG RLIMMNIMG Running 00:o0:00 00:00:00 | DFHMIRS CO93C091724ESC1 6

il
|

I

ul|

| [(® Hub Time: Fri, 05/11/2007 07:21 AM [&# scrver available | Transaction analysis - IEM-4012B6C8BD2 - STYSADMIN

IBM Tivoli OMEGAMON XE for CICS TG on z/OS v410 © 2007 1BM Corporation




Scenarios

= Transactions are waiting! Determine where and why?

» Determine if transactions are waiting for resources in the CICS TG region.
Ensure that proper amount of Gateway Daemon resources are available -
the current number of created equals the number of currently allocated
threads and there is no waiting for resources in the CICS TG region.

» Determine if transactions are waiting for resources in the CICS TS region.
Use the DWL feature to dive into the Transaction Analysis workspace and
view all mirror tasks initiated from the CICS TG region in question.

— Examine the Task State and if waiting then Resource Name and Type should
provide a good clue.

— Examine the Terminal Id and ensure proper RECEIVEPfx and RECEIVECount
was specified in the RDO Session definition.

— You can perform an action against this task if desired.
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Problem determination - Sample transaction error
condition

SNEZAS3:/TDCICST/ctg700/classes #>java EciD1 9.42.46.25 2006

CICS Transaction Gateway Basic ECI Sample 1

Usage: java com.ibm.ctg.samples.eci.EciD1 [Gateway URL]
[Gateway Port Number]
[SSL Keyring]
[SSL Password]

To enable client tracing, run the sample with the following Java option:
-Dgateway.T.trace=on

The address of the Gateway has been set to 9.42.46.25 Port:2006
CICS Servers Defined:

. CICSR88A -CICS Transaction Server 3.1
. CICSR23 -CICS Transaction Server 3.1

. CICSR37 -CICS Transaction Server 2.3

. CICSMFG2 -CICS Transaction Server 2.2
. CICSMFGS3 -CICS Transaction Server 2.3
. CICSMFG4 -CICS Transaction Server 3.1
. CICSXX64 -CICS Transaction Server 3.1

~NOOR_WNE

Choose Server to connect to, or g to quit:
5

ECI returned: ECI_ERR_NO_CICS
Abend code was null
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JNI trace — ECI ERR NO CICS

" 13:11:35.472 Y040200f5,129718000000000a,Worker-0 " : YO" CTG6810I First request on TCB address =
7c1b5

= 13:41:45.486 Y040200f5,129718000000000a,Worker-0 " : Y19" CTG9251I Entering function 'initEXClUser'

o (13 :41:45. d5030\)(040200f5 ,129718000000000a,Worker-0 " : Y34" CTG9252| Exiting function 'initEXClUser'
return code

= 13:41:45.510 Y040200f5,129718000000000a,Worker-0 " : Y20" CTG9251I Entering function
‘allocateEXCIPipe' i

- (13:41:45.5160\)(0402006,129718000000000a,Worker—0 "1 Y357 CTG9252I1 Exiting function 'allocateEXCIPipe'
return code 'O’

= 13:41:45.522 Y040200f5,129718000000000a,Worker-0 "~ :Y21" CTG9251I Entering function
'‘baseEXCIPipeOperation’

= 13:41:45.530 Y040200f5,129718000000000a,Worker-0 " : YO" CTG9276l Variable 'call_type' ='3'

= 13:41:45.538 Y040200f5,129718000000000a,Worker-0 " : Y36" CTG9252| Exiting function
'‘baseEXCIPipeOperation’ (return code '0")

= 13:41:45.545 Y040200f5,129718000000000a,Worker-0 " : YO CTG6822E EXCI function error. Function Call
= 3, Response = 8, Reason = 203, Subreason field-1 = Ox68 subreason field-2 = 0x00, Cics_Rc = -3.

- 13:41:45.553 Y040200f5,129718000000000a, Worker-0 ~: Y21" CTG9251l Entering function
'‘baseEXCIPipeOperation’

= 13:41:45.562 Y040200f5,129718000000000a,Worker-0 " : YO" CTG9276l Variable 'call_type' =

- 13:41:45.570 Y0402001f5,129718000000000a,Worker-0 : Y36  CTG9252| Exiting function
'‘baseEXCIPipeOperation’ (return code '0")

= 13:41:45.579 Y040200f5,129718000000000a,Worker-0 " : YO CTG68701 EXCI Open pipe gave a Retryable
Response. Allocate,open will be retried a further 5 times.
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Determine root cause of the error

= ECI_ERR_NO_CICS is raised as a result of a communication
problem between the CICS TG and CICS TS regions. Use the
DW.L feature to view the status of required resources in the
Transaction Server. Slide number 19 above, displays the
connection name, type and status.

» Ensure that Inter Region Communication (IRC) connection type is
available.

» Ensure that IRC connections are in service (IRC Opened)

» Ensure that enough Primary Links are available (Number of Links in
Use is less than the Number of Links Defined)
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Problem determination - Sample transaction abend
condition

SNEZAS3:/TDCICST/ctg700/classes #>java EciD1 9.42.46.25 2006

CICS Transaction Gateway Basic ECI Sample 1

Usage: java com.ibm.ctg.samples.eci.EciD1 [Gateway URL]
[Gateway Port Number]
[SSL Keyring]
[SSL Password]

To enable client tracing, run the sample with the following Java option:
-Dgateway.T.trace=on

The address of the Gateway has been set to 9.42.46.25 Port:2006
CICS Servers Defined:

. CICSR88A -CICS Transaction Server 3.1
. CICSR23 -CICS Transaction Server 3.1

. CICSR37 -CICS Transaction Server 2.3

. CICSMFG2 -CICS Transaction Server 2.2
. CICSMFG3 -CICS Transaction Server 2.3
. CICSMFG4 -CICS Transaction Server 3.1
. CICSXX64 -CICS Transaction Server 3.1

~NOOR_WNE

Choose Server to connect to, or g to quit:
5

You are not authorised to run this transaction.

ECl returned: ECI ERR_TRANSACTION_ABEND
Abend code was AEIO

IBM Tivoli OMEGAMON XE for CICS TG on z/OS v410

© 2007 IBM Corporation




JNI trace — ECI _

13:25:00.649 Y0202008a,129718000000000a, Worker-0
13:25:00.656 Y0202008a 129718000000000a Worker-0
13:25:00.668 Y0202008a,129718000000000a, Worker-0
13:25:00.673 Y0202008a,129718000000000a, Worker-0
13:25:00.680 Y0202008a,129718000000000a, Worker-0
13:25:00.685 Y0202008a,129718000000000a, Worker-0
13:25:00.690 Y0202008a,129718000000000a,Worker-0
1:)%:25:00.697 Y0202008a,129718000000000a,Worker-0
IOI

13:25:00.703 Y0202008a,129718000000000a,Worker-0
eci system name =CICSXX64, program name =EC03 .
13:25:00.708 Y0202008a, 129718000000000a Worker-0
13:25:00.811 Y0202008a,129718000000000a, Worker-0
13:25:00.821 Y0202008a,129718000000000a,Worker-0
13:25:00.835 Y0202008a,129718000000000a,Worker-0

ERR_TRANSACTION_ABEND

"1 YO" CTG6810I First request on TCB address = 7¢19cO.

" 1Y19" CTG9251I Entering function 'initEXClUser'

1 Y34" CTG9252] Exiting function 'initEXCIUser' (return code '0")

" Y20" CTG9251I Entering function 'allocateEXCIPipe’

Y35 CTG9252l Exiting function aIIocateEXCIPlpe (return code '0")
":Y21" CTG9251I Entering function baseEXCIPlpeOperatlon

" YO CTG9276l Variable "call type =3

"1 Y36" CTG9252I Exiting function 'baseEXCIPipeOperation’ (return code

": YO CTG6886! About to issue EXCI DPL call. Pipe token =0x12e375f8 ,
o Y22" CTG9251I Entering function 'EXCIDPLRequest'

: Y37" CTG92521 Exiting function 'EXCIDPLRequest' (return code '0")
© YO CTG6887I EXCI DPL call returned.
: Y1" CTG6823E EXCI DPL_REQUEST specific error. RESP value =

0x1b, RESP2 value = OxOO Abend Code = AEIO Cics Rc —-7

13:25:00.841 Y0202008a, 129718000000000a Worker-0
13:25:00.845 Y0202008a,129718000000000a, Worker-0
13:25:00.850 Y0202008a,129718000000000a, Worker-0
0) .

13:25:00.855 Y0202008a,129718000000000a,Worker-0

: Y217 CTG9251I Entering function 'baseEXCIPipeOperation’
: YO CTG9276I Variable "call type =4
: Y36" CTG9252I Exiting function 'baseEXCIPipeOperation’ (return code

: YO CTG6805I ECI parameters on exit. Call_Type = 1, Extend_Mode =

0, Luw_Token =0, Commarea _Length = 18, Cics Rc =-7, AV 0.

13:25:00.860 Y0202008a 129718000000000a Worker-0
13:25:00.866 Y0202008a,129718000000000a, Worker-0
13:25:00.873 Y0202008a,129718000000000a, Worker-0

: Y15" CTG8602I JNI Method zos_ResetContext entry
: Y1" CTG8632I No XID present on ECI Request.
: Y16" CTG8604I JNI Method zos_ResetContext exit (rc = 0).
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Determine root cause of the abend

= ECI_ERR_TRANSACTION_ABEND is raised because the CICS
TS task was abnormally terminated with code AEIO. This abend
code indicates that the required Sever program was not available.
Use the DWL feature to dive into the OMEGAMON XE for CICS
product and search for the required program name.

» Ensure the required program has been previously defined and RDO
installed in the CICS TS region in question.

» You should be able to use the Online Historical feature of the
OMEGAMON XE for CICS product to view all abended transactions
initiated from your CICS TG region(s).
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DWL — Transaction Manager Stats in CICS TS

File  Edit

Wiew  Help

== OH EIBHR 4 IE | 0049 5EPWESH

<= Wieww:  Physical

m =

® &

=]
HES Physical

pooeoeoaeEnng

Service Task Details @
Storage Analysis i
Subpool Details

System Intialization Takle

Tazk Clazs Analysis

TCPIP Statistics

Temporary Storage CQueues E
Temporary Storage Summar
Terminal Storage Wiolations
Transaction Analysis
Transaction Storage Yiolstio
Transient Data Cueues
Transient Data Surmmary

SUOIJPESUEI] 40 JRquny

100

it
Q4T
0T
05467
0h:8FET

05 8FHET
0§ 8F 2T
QVRET
OEBFET

Time of Daw

0B ET
[I[Bil
050547
00547

Ok IEET
OESET

EEC @ T B E S

Current MAXTASE

4 Active user transactions
Queued user transactions

0 Peak active user transactions

Swstem | CICE Region Current Active user | CQlueued user Feak active Feak queued Total active Total queued Dispatchahle
1D Mame MAXTASE | transactions | transactions count usertransactions | user transactions | user transactions | user transactions | transaction count | transaction
b2 CICECWAT 100 3 a u} 7 a 1484 u] 1

| [CB Hub Time: Fri, 05/11/2007 07:47 AM

' Server Availahle

| Tran=saction Manager Statistics - IEM-4012BECE8BD2 - SY'SADMIMN

IBM Tivoli OMEGAMON XE for CICS TG on z/OS v410

© 2007 IBM Corporation

It
i

H=




DWL — z/OS address space overview of CICS TG
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DWL — Real and Virtual storage in CICS TG
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DWL — UNIX System Services view of CICS TG

File Edit “iew Help

&+ | B
<22 View: | Physical
. @ FPage: 2 ofs
B Enclave Information [=] Command R DhnEre LM Run Process
[EH Enqueue and Reserve Summ = Mame Time% Status =]
[EH LPAR Clusters OMEGCTG KGWSFPIC4 | OMEGCSE 0.00 | Maore Than One Process In Addr Space -
B}y Operator Alerts 0xX0024 | OMEGCTG1 0.00 sh OMEGCTGL 0.00| percent of CPU execution for UM wark, fT8
B} Page Dataset Activity DACLEE | ONEED 0.00 IELE OMEGCTGL -
[E} Real Storage 0x0079 | OMEGESE 0.00 sh 'I_ITI'II’E Than One Frocess In Addr Space
B} System CPU Liilization g - 0x00DE [OMPROUTE n.oo 4.5
M System Paging &ctivity 00010 | OMWS 0.00 CTGEATCH OMEGCTG4 lfore Than One Process In Addr Space
EH Tape Drives 0X0053 | PECSTST 0.05 KGWEPIC4 OHMEGGSS Maore Than One Process In Addr Space
B User Response Time 0X0076 | PEWIIT 0.00 KL OMEGITHMS Maore Than One Open Task In Process
B} WL Service Class Resoure 0X00DE | PORTHMAFP 0.00 DFHKETCE PECMAST More Than One Process In Addr Space
St 0X003C | PRADCICS 0.03 DFHSIP PEWIIT hlore Than One Process In Addr Space
@ & DE2plex 0X00CE | QGZCCHIN 0.0z CEETREY ROOZCHIN Mare Than One Pracess In Addr Space
]| =3 | 5] 0X0035 | RACF 0.03 _ Jf CSaxDISP ROOZCHIN lore Than One Process In Addr Space
2 e BT = . e > Lot e Lot oGS,
) il | =) | » =
6= Poveiol (Selected Attributes) (Selected Aftributes)

Ui Kernel oLrted File
Syscall| npy e | MOs | Number of Max Login Mame Marme Login Page:| 1 [of11
Rate Rate | Processes | Processes| PUl cyTESTS | CLIFTOM, ANDREW D (A | 0511007 A Mount Paint File &
(=] 0.000 0.00| 0.000 481 1024 TURMM TURMBIILL, M (MATT) 0502507 |77 ) :
FACOOPR | COOPER, P (PALIL) 050907 || iny2 Cishirazs OMYS MV2C SHIRAZ
MY2GIcicstatg0is s OMYSELD.MVIG TG
(Solected Atibutoo) MvZHITicstoltg0i53 OMYSELD.MVZH. TG
MY2H cicstsicarif OMYSEBLD Mv2ZH.CE
MYZHIcicsteiaris OMYSELD MVZH.CE
e Mv2ZHIcicstsicerieg OMYSELD. MVZH.CE
Process Utilization MVZHcicstsiceriTo OMYSELD.MY2ZH.CE
Used MVZHICicsts/cerit OMVSBLD.MVEH.CEJ
Mv2H cicstsicerit 2 OMYSELD.MvZH.CE
MY 2HIcicsteicariT4 OMYSELD.MVZH.CE
Bl 1o Processes MY 2ZHIcicstsieri7s OMYSELD MVZH.CE
Oused Frocessest MV 2HIcicstsicariTh OMYSELD MvZH.CE
Mv2H cicstsicariT 7 OMYSELD.MvZH.CE
MV2ZHIcicsts/ceriGR OMYSELD MYZH.CE _
[0S SRR B EFARAM A F e e
k1| | S [t | &
4 o e 2y (Selected Attributes) (Selected Attributes)

Il
iy

:

| [(® Hub Tirme: Fri, 05/11/2007 0617 AM

D Server Available

| 205 UM System Services Overview - IBM-4012BECEBD 2 - SYSADMIMN

IBM Tivoli OMEGAMON XE for CICS TG on z/OS v410

© 2007 IBM Corporation



Dplicats
Edit “iew Help

File:

1)
ill
[}

:

DWL — Mainframe Networks view of the CICS TG
application activities
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DWL — Network connection activities in CICS TG
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Product provided situations - |

= Gateway Daemon Overview related situations

» CICSTG_Health_Warning
— Predicate: (*IF *VALUE Gateway_Daemon.Health *LT 100)

— Table: GDS

— Advise: The Health of this Gateway daemon has dropped below 100 percent. Intermittent connectivity
problems between the Gateway daemon and CICS TS can cause the Health to drop, and if TCP/IP load
balancing is in use the number of new connections being established with the affected Gateway daemon will
be reduced. Investigate the connectivity to CICS TS.

» CICSTG_Health_Ciritical (Note: this is the only product provided situation which is auto-started)

— Predicate: (*IF *VALUE Gateway Daemon.Health *EQ 0)

— Table: GDS

— Advise: The Health of this Gateway daemon has dropped to 0. Connectivity problems between the Gateway
daemon and CICS TS mean that no requests being sent to this Gateway daemon have been successful. If
TCP/IP load balancing is in use no more connections will be established to the Gateway daemon until the
Health recovers or is reset.

» CICSTG_Status_Warning
— Predicate: (*IF *VALUE Gateway Daemon.Gateway Daemon_Status *EQ 3)

— Table: GDS

— Advise: The Gateway Daemon is shutting down and this takes longer than expected you may have
transactions which are not completing and are preventing the Gateway daemon from shutting down.
Investigate if any transaction is suspended.
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Product provided situations - |l

= CICS TS Regions related Situations

» CICSTG_CommpFailure_Warning
— Predicate: (*IF *VALUE CICS_TS_Servers.CICS_Communication_Failures_Per_Minute *GT 100)

— Table: CSS
— Advise: More than 100 communication failures have occurred in the last minute. This suggests that CICS TS
is not available.

» CICSTG_PipeAlloc_Warning
— Predicate: (*IF *VALUE CICS_TS_Server_Details.EXCI_Pipe_Allocation_Failures_Per_Minute *GT 100)
— Table: CSS and CSD
— Advise: More than 100 pipe allocation failures have occurred in the last minute. This may indicate a lack of

pipes. You may need to allocate more pipes or change your pipe reuse model to avoid pipe allocation
failures.

» CICSTG_Freepipe Warning
— Predicate: (*IF *VALUE CICS_TS_Servers.Free_Pipes *LT 10)

— Table: CSS

— Advise: The number of free pipes is less than 10. If you are not expecting to use all of your pipes, you may
need to allocate more pipes or change your pipe reuse model to avoid pipe allocation failures.
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Product provided situations - Il

= Gateway Daemon Resources related Situations

»  CICSTG_ConnTimeout_Warning
Predicate: (*IF *VALUE Connection_Manager_Threads.Times_Connecttimeout_Limit_Hit_Per_Minute *GT 100)

— Table: CMS
—  Advise: More than 100 client applications have been refused connections within the past minute due to a lack of Connection Manager threads. If
this number is large for your configuration, consider increasing the number of Connection Manager threads or increasing the Connection Manager

timeout.

»  CICSTG_WorkerTimeout_Warning
—  Predicate: (*IF *VALUE Worker_Threads.Number_Of_Times_Workertimeout_Limit_Hit_Per_Minute *GT 100)

— Table: WTS

— Advise: More than 100 Connection Managers have been unable to obtain a Worker thread within the past minute due to a lack of Worker threads.
If this number is large for your configuration, consider increasing the number of Worker threads, increasing the Worker thread timeout or reducing
the number of Connection Managers.

»  CICSTG_ConnAlloc_Warning or Critical
—  Predicate: (*IF *VALUE Connection_Manager_Threads.Ratio_Of_Current_To_Maximum_Number *GT 90)
—  Table: CMS

— Advise: The number of Connection Manager threads in use is approaching the maximum. If this is higher than expected you may need to
reconfigure your thread allocation. If the maximum is reached, the number of threads waiting and timed out are likely to increase.

»  CICSTG_WorkerAlloc_Warning or Critical
—  Predicate: (*IF *VALUE Worker_Threads.Ratio_Of_Current_To_Maximum_Number *GT 90)
— Table: WTS

— Advise: The number of Worker threads in use is approaching the maximum. If this is higher than expected you may need to reconfigure your
thread allocation. If the maximum is reached, the number of threads waiting and timed out are likely to increase.

»  CICSTG_ConnWait_Warning
—  Predicate: (*IF *VALUE Worker_Threads.Ratio_Of_Current_To_Maximum_Number *GT 90)
— Table: CMS and WTS
— Advise: 90% of the Connection Managers threads are waiting for a Worker thread. Consider allocating more Worker threads or reducing the
number of Connection Manager threads.
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Product provided situations - IV

= Transaction Analysis related Situations

» CICSTG_RollbackXA Critical

Predicate: (*IF *VALUE Gateway Daemon.XA_Transactions_Rolled_Back Percentage *GT 50)

Table:
Advise: More than half of the XA transactions being sent through this Gateway daemon are being rolled back. If this is higher than
expected it may suggest a problem in CICS, with your application, or with other resource managers involved in this transaction.

» CICSTG_RollbackXA_Warning

Predicate: (*IF *VALUE Gateway Daemon.XA_Transactions_Rolled_Back Percentage *GT 25)

Table:
Advise: More than a quarter of the XA transactions being sent through this Gateway daemon are being rolled back. If this is higher

than expected it may suggest a problem in CICS, with your application, or with other resource managers involved in this
transaction.

» CICSTG_RollbackLUW_Critical

Predicate: (*IF *VALUE Gateway Daemon.Extended LUW_Transactions_Rolled_Back Percentage *GT 50)

Table:
Advise: More than half of the Extended LUW transactions being sent through this Gateway daemon are being rolled back. If this is

higher than expected it suggests a CICS TS or application problem.

» CICSTG_RollbackLUW_Warning

IBM Tivoli OMEGAMON XE for CICS TG on z/OS v410

Predicate: (*IF *VALUE Gateway Daemon.Extended LUW_Transactions_Rolled_Back Percentage *GT 25)

Table:
Advise: More than quarter of the Extended LUW transactions being sent through this Gateway daemon are being rolled back. If this

is higher than expected it suggests a CICS TS or application problem.
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Software and hardware prerequisites

= Supported software
» OMEGAMON XE for CICS Transaction Gateway on z/OS V4.1.0 operates in
the following CICS Transaction Gateway, CICS® Transaction Server, and
MVS™ environments.

— CICS Transaction Gateway V7.0 or higher
— CICS Transaction Servers V2.2, V2.3, V3.1, and V3.2
— All supported releases of z/OS, V1R6 and higher.

= Supported hardware

» Most of the hardware required to run OMEGAMON XE for CICS Transaction
Gateway is determined by operating system considerations. For most
hardware prerequisites consult the OMEGAMON documentation.

— OMEGAMON XE for CICS Transaction Gateway can be deployed on any z/OS
system that is capable of running z/OS version 1 Release 6 or higher. You must
also ensure that you have adequate disk space to accommodate the products

that you are installing.
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Product packaging and installation

= If you are installing OMEGAMON XE for CICS Transaction Gateway and Tivoli Management Services for the first
time, you will find familiar IBM packaging types (such as Passport Advantage), installation tools (such as SMP/E
or InstallShield), and installation documentation, including a Program Directory.

= You will also find a z/0S-based Configuration Tool that streamlines the transition between the SMP/E installation
and a running system. This tool works with SMP/E to save files that will be used in later steps to configure the
products.

= System Modification Program/Extended (SMP/E) is the basic tool for installing and maintaining software in z/OS
and OS/390 systems and subsystems. The guidance for doing an SMP/E installation is in the Program Directory.
Every OMEGAMON XE monitoring agent product is accompanied by a program directory.

= IBM Tivoli OMEGAMON XE for CICS TG on z/OS v4.1.0 consists of the following functional modification
identifiers (FMIDs) and component identifiers (COMPIDS):

»  FMID COMPID Component Name RETAIN Release
» HKGW410 5698A9300 OMEGAMON XE for CICS TG on z/OS 410
»  HKCI310 5608A41CC Configuration Assistance Tool 310
» HKDS610 5608A2800 Tivoli Enterprise Monitoring Server on z/OS 610
» HKLV610 5608A41CE ITMS:Engine 610
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Publications

= IBM Tivoli OMEGAMON XE for CICS TG on z/OS Library:

= IBM Tivoli OMEGAMON XE for CICS TG on z/OS: Planning and Configuration
Guide, SC23-5962

» Provides planning information for installing OMEGAMON XE for CICS Transaction
Gateway and information about the OMEGAMON XE zSeries® products.

= IBM Tivoli OMEGAMON XE for CICS TG on z/OS: Problem Determination Guide,
Gl11-7962
» Provides problem determination and resolution information for the issues most

commonly encountered with OMEGAMON XE for CICS Transaction Gateway and
IBM Tivoli Monitoring.

= IBM Tivoli OMEGAMON XE for CICS TG on z/OS: User's Guide, SC23-5963

» Introduces the features, workspaces, attributes, and predefined situations for the
OMEGAMON XE for CICS Transaction Gateway product and supplements the user
assistance provided with this product. This document is written for system operators.
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