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Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements, or other publicly available sources. IBM has not tested 
those products and cannot confirm the accuracy of performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products 
should be addressed to the suppliers of those products.

The information on the new product is intended to outline our 
general product direction and it should not be relied on in making a 
purchasing decision.  The information on the new product is for 
informational purposes only and may not be incorporated into any 
contract.  The information on the new product is not a commitment, 
promise, or legal obligation to deliver any material, code or 
functionality.  The development, release, and timing of any features 
or functionality described for our products remains at our sole 
discretion. * 
This information may contain examples of data and reports used in daily business operations. To illustrate them as completely as possible, the examples include the names of 
individuals, companies, brands, and products. All of these names are fictitious, and any similarity to the names and addresses used by an actual business enterprise is entirely 
coincidental.

Trademarks   The following terms are trademarks or registered trademarks of other companies and have been used in at least one of the pages of the presentation:

The following terms are trademarks of International Business Machines Corporation in the United States, other countries, or both: AIX, AS/400, DataJoiner, DataPropagator, DB2, DB2 
Connect, DB2 Extenders, DB2 OLAP Server, DB2 Universal Database, Distributed Relational Database Architecture, DRDA, eServer, IBM, IMS, iSeries, MVS, Net.Data, OS/390, 
OS/400, PowerPC, pSeries, RS/6000, SQL/400, SQL/DS, Tivoli, VisualAge, VM/ESA, VSE/ESA, WebSphere, z/OS, zSeries

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.
Intel and Pentium are trademarks of Intel Corporation in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.
Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.
Other company, product, or service names may be trademarks or service marks of others.
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Database Security

 Database security is no longer something that should be 
implemented, 
– but something that every serious company must have, to bring 

a certain level of reassurance to their clients.
– and it is the LAW.

 Any business should know who is reading or changing their 
valuable information stored in their databases. 
– Companies should have a log of actions performed inside the 

DB2 database, for later tracking and problem solving. 
– The DB2 audit trace record is a unique source of information

• can be retroactively queried if fraud is suspected
• if individuals wish to know how their information was used 
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For the DBA

 Management said we have to audit access to tables with sensitive data, so 
get with the auditors and take care of it!
– Which Audit Trace classes do we start?

• What audit information do we want?
• To what destination?

– Which tables need ‘AUDIT ALL’ ?
– How many audit trace records will we produce?
– Do we run the Audit Trace all the time?
– What is the overhead?
– How do we get reports from the Audit Trace data?
– What other sources of audit information is there?
– How do I set up enough reports to keep the Auditors busy?
– How do we get the Auditors to do it?

• How much of my time will I have to spend with the Auditors?
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 Privileged user auditing and monitoring

 One of the biggest needs for database monitoring is privileged user (i.e. 
DBA) auditing?

 In other words, who watches the watchers?

 Super users (SYSADM, DBADM):

– Can do anything to any data.
– Database auditing can be used to verify the integrity and accuracy 

of the DBA group.
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Audit Management Expert Overview

 Collects and correlates information from DB2 resources.
– Audit Trace Data, Log Analysis data

 Provides a central resource for auditors to produce a coherent view of DB2 
access information.

 Auditors will be able to Access:
– SELECT, INSERT, UPDATE, and DELETE activity by user or by object.
– CREATE, ALTER, and DROP operations against an audited object 
– Utility access to an audited object 
– DB2 commands entered 
– Assignment or modification of an authorization ID 

 Provides auditors with flexible options for examining the data in the audit 
repository. 
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DB2 Audit Management Expert Components 

 Audit server 
–Started task or batch job
–central control point for an Audit Management Expert network
–single audit server can support data collection from multiple agents on multiple z/OS 
systems  

 Agent
–Started Task or batch job
–responsible for communications in an Audit Management Expert environment
–acts as a ″container″ to run the various collectors 
–One per DB2 to Audit

 CLIENT User interfaces 
–Audit Management Expert Reporter 
–Audit Management Expert Administration 
–Windows
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DB2 Audit Management Expert Architecture

Audit 
Repository

Audited
Tables

DB2
Subsystem

DB2
Subsystem

DB2 Audit 
Management

Expert 
Server

DB2 Audit 
Management

Expert 
Agent

z/OS

DB2 Audit 
Management Expert 

Reporting  GUI

Windows

DB2 Audit 
Management Expert
Administrator GUI

Windows



DB2 Audit Management Expert for z/OS 

© 2010
 IBM Corporation9

Data Collection Capabilities

 Data collection can be filtered based on any combination of:
– DB2 objects
– DB2 user IDs
– Applications connecting to DB2
– Time     

 Collection Profiles can be shared
– Exported/Imported using XML files to other AME servers,
– or assigned to another DB2 system within the same AME server

 Allows for filters created for common tables (such as SAP) to be 
created once and then used at other DB2 servers where the same 
application tables are installed 
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Comprehensive Reporting Facilities

 Robust reporting options enable auditors to view and report 
on data in a variety of ways

 Auditors can view audit data from several perspectives:
– Overview – View all of the subsystems currently being 

monitored
– Subsystem - View activity for a selected subsystem
– Detail - View details for a particular type of activity for a 

selected subsystem
• Viewing filters by User, Object, Plan

– Graphical or Tabular 
 Thresholds can be set to flag data that may need further  

investigation
 Batch Reporting 
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DB2 Audit Management Expert Profiles 

 Profiles are created / maintained via Administration 
UI
– Collection Profile

• records the details for audit data that is stored within an Audit 
Management Expert

– Authorization Profile
• describe which audit data, once collected, can be viewed by 

associated users or groups. 
– User Profile 

• contain information specific to an individual Audit 
Management Expert user such as: the user type, 
configurable privileges, and associated user groups. 
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Security
 Supporting internal and external auditors in collection and 

reporting of DB2 audit data

 Does not require auditors to be DB2 defined users within 
the monitored DB2 system(s) 

 Does not require the auditors to log on to the operating 
system where the monitored system is running

 Does not require extensive interaction between the auditor 
and the system support personnel (DBA/Sys admin)

 Auditor will not be able to directly manipulate any DB2 
resources

 Provide complete visibility of all auditable objects to an 
administrator level user

 Provide controls for limiting visibility to auditors of auditable 
objects 
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At A Glance
 Audit Management Expert  

– Centralized auditing tools that can bring together information from different sources into a 
correlated, coherent view of the system  

– Enable auditors to collect, view, analyze, and report on data via the audit repository

– Enable administrators to define customized filters for the collection of audit data 
• By data of interest – not by audit trace classes

– Provides an administration UI
• allows product administrators to easily define

–  users and groups, assign privileges, define data collection policies

– Provides an auditor-friendly reporting UI
• Many user friendly options for examining data in the repository  
• Allows detailed analysis and visualization of data collected by the DB2 auditing tool
• Auditors can export audit data into other applications such as Excel®.

– Product provides Batch reporting
– Can perform Log Analysis to view changed data values
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DB2 Audit Management Expert Admin Client
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DB2 Audit Management Expert Report Client
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