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Disclaimer/Trademarks

Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements, or other publicly available sources. IBM has not tested
those products and cannot confirm the accuracy of performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products

should be addressed to the suppliers of those products.

The information on the new product is intended to outline our
general product direction and it should not be relied on in making a
purchasing decision. The information on the new product is for
informational purposes only and may not be incorporated into any
contract. The information on the new product is not a commitment,
promise, or legal obligation to deliver any material, code or
functionality. The development, release, and timing of any features
or functionality described for our products remains at our sole
discretion. *

This information may contain examples of data and reports used in daily business operations. To illustrate them as completely as possible, the examples include the names of
individuals, companies, brands, and products. All of these names are fictitious, and any similarity to the names and addresses used by an actual business enterprise is entirely
coincidental.

Trademarks The following terms are trademarks or registered trademarks of other companies and have been used in at least one of the pages of the presentation:

The following terms are trademarks of International Business Machines Corporation in the United States, other countries, or both: AIX, AS/400, DataJoiner, DataPropagator, DB2, DB2
Connect, DB2 Extenders, DB2 OLAP Server, DB2 Universal Database, Distributed Relational Database Architecture, DRDA, eServer, IBM, IMS, iSeries, MVS, Net.Data, 0S/390,
08S/400, PowerPC, pSeries, RS/6000, SQL/400, SQL/DS, Tivoli, VisualAge, VM/ESA, VSE/ESA, WebSphere, z/OS, zSeries

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.
Intel and Pentium are trademarks of Intel Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.



Database security is no longer something that should be
implemented,

but something that every serious company must have, to bring
a certain level of reassurance to their clients.

and it is the LAW.

Any business should know who is reading or changing their
valuable information stored in their databases.

Companies should have a log of actions performed inside the
DB2 database, for later tracking and problem solving.

The DB2 audit trace record is a unique source of information

can be retroactively queried if fraud is suspected
if individuals wish to know how their information was used



Management said we have to audit access to tables with sensitive data, so
get with the auditors and take care of it!

Which Audit Trace classes do we start?

What audit information do we want?
To what destination?

Which tables need ‘AUDIT ALL’ ?
How many audit trace records will we produce?
Do we run the Audit Trace all the time?
What is the overhead?
How do we get reports from the Audit Trace data?
What other sources of audit information is there?
How do | set up enough reports to keep the Auditors busy?
How do we get the Auditors to do it?
How much of my time will | have to spend with the Auditors?



One of the biggest needs for database monitoring is privileged user (i.e.
DBA) auditing?

In other words, who watches the watchers?
Super users (SYSADM, DBADM):
Can do anything to any data.

Database auditing can be used to verify the integrity and accuracy
of the DBA group.



Collects and correlates information from DB2 resources.
Audit Trace Data, Log Analysis data

Provides a central resource for auditors to produce a coherent view of DB2
access information.

Auditors will be able to Access:
SELECT, INSERT, UPDATE, and DELETE activity by user or by object.
CREATE, ALTER, and DROP operations against an audited object
Utility access to an audited object
DB2 commands entered

Assignment or modification of an authorization ID

Provides auditors with flexible options for examining the data in the audit
repository.
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DB2 Audit Management Expert Components

= Audit server
—Started task or batch job
—central control point for an Audit Management Expert network

—single audit server can support data collection from multiple agents on multiple z/OS
systems

= Agent
—Started Task or batch job
—responsible for communications in an Audit Management Expert environment
—acts as a "container” to run the various collectors
—One per DB2 to Audit

*= CLIENT User interfaces
—Audit Management Expert Reporter
—Audit Management Expert Administration
—Windows
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Data collection can be filtered based on any combination of:
DB2 objects
DB2 user IDs
Applications connecting to DB2
Time
Collection Profiles can be shared
Exported/Imported using XML files to other AME servers,
or assigned to another DB2 system within the same AME server

Allows for filters created for common tables (such as SAP) to be
created once and then used at other DB2 servers where the same
application tables are installed



Robust reporting options enable auditors to view and report
on data in a variety of ways

Auditors can view audit data from several perspectives:

Overview — View all of the subsystems currently being
monitored

Subsystem - View activity for a selected subsystem

Detail - View details for a particular type of activity for a
selected subsystem

Viewing filters by User, Object, Plan
Graphical or Tabular

Thresholds can be set to flag data that may need further
investigation

Batch Reporting
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Profiles are created / maintained via Administration
Ul
Collection Profile

records the details for audit data that is stored within an Audit
Management Expert

Authorization Profile

describe which audit data, once collected, can be viewed by
associated users or groups.

User Profile

contain information specific to an individual Audit
Management Expert user such as: the user type,
configurable privileges, and associated user groups.
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Supporting internal and external auditors in collection and
reporting of DB2 audit data

Does not require auditors to be DB2 defined users within
the monitored DB2 system(s)

Does not require the auditors to log on to the operating
system where the monitored system is running

Does not require extensive interaction between the auditor
and the system support personnel (DBA/Sys admin)

Auditor will not be able to directly manipulate any DB2
resources

Provide complete visibility of all auditable objects to an
administrator level user

Provide controls for limiting visibility to auditors of auditable
objects

12



Audit Management Expert

Centralized auditing tools that can bring together information from different sources into a
correlated, coherent view of the system

Enable auditors to collect, view, analyze, and report on data via the audit repository

Enable administrators to define customized filters for the collection of audit data

By data of interest — not by audit trace classes
Provides an administration Ul

allows product administrators to easily define
users and groups, assign privileges, define data collection policies

Provides an auditor-friendly reporting Ul

Many user friendly options for examining data in the repository
Allows detailed analysis and visualization of data collected by the DB2 auditing tool
Auditors can export audit data into other applications such as Excel®.

Product provides Batch reporting

Can perform Log Analysis to view changed data values

13
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#: DBZ Audit Management Expert Reporter 3l ;lglil

File | Settings  Help

Log Da1 .2
+D51B = B = = — = = = - = =

Da4c

DEA 2 AUDIT MANAGEMENT EXPERT

(PR LY

QFL2

Qrce i

R=14 _
8 Audit Management Expert Server Definitions 5'

Defing Servers. .. - . 1 o .- 0 - 1

— Descrigtian Server Host Server Paort
DiE o, RS23 2292
DE16 R523 330890
DE4C R525 2704
DA, RE22 33052
G A RS25 27100
(R RS23 2702
GFC2 R522 2no7
514, R522 33085

Uzer Mame Iadhadmin
Pazzwoard |1HHHHHHr
Aol | Edlit | Delete | Ok | Cancel
Logit Dizconnect | Help |

Connected to DE1E
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£ pudit Management Expert - O] x|

File Edit Zettings Help

=zernatme Dezcription | Connect to ... | Create Users | Creste Grou.. . | Create Profil... | Edit Profiles | Asszign Per... | Assign Con... | 2
adhadmin Aucit Expert .. 7 T3 [ 3 [ T T
adhlimited Audit Expert ... I_ I_ I_ I_ I_ I_ I_
SLU=er Susan Super... [+ W [+ [+ [+ [+ [+
lir bakealoy [+ W [+ [+ [+ [+ [+
pddavi Barry Davis ... I~ ™2 v ™ v W v

Rl I i

Al | Edlit | Clone | Delete Refresh |
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% Audit Management Expert

File Edit Zettings Help

=101 x|

Profile Marme Dezcription Lazst Modified Fule=s Active Collections
Test One Profile by test profile 2006-04-18 222521 1 Q
SLCollectionProfile Susan Collection 1 2006-04-18 23:12:533 1 0
SLCallectionProfile2 test for ADH-106 2006-04-19 121510 1 0
SLCallectionProfiles CC il Run 2006-04-26 09:15:42 1 1
SLCallectionProfilels 2006-04-20 16:20:00 2 0
SLCaollectionProfileMoles... |clone test 2006-04-20 15: 3531 1 0
Barry Profile explare profiles 2006-04-26 11:39:55 2 Q
Ao | Edit | Clone Delete Refresh
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# Collection Profile Editor - O] x|

 Source Profile Marme IiJ:lr'I:IfilE.'E
T e Description I.ﬂ»ud'rt ame tables
—=chedule
—izeneral
— Targets Prowide a name and optional description for this collection profile. Later
_ Fverts steps prowvide for a schedule of when this profile will collect data and
- dentity what database objects and the events related to those objects that will be
 Plans audited. aAdditionally, specific users and applications can be included or
- Summary excluded from the collection of audit data.

Meswy Rule | Delete Rule | ik Cancel
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# Collection Profile Editor - 0] =|

_profie?

= LIrCe Source @ RS23DE1E -

+ Rule 1 -
—=chedule The source is a DBEZ subsystem that will serve as a template for the
—General profile. Quantities from the source subsystem, such as table names, will be
—Taroets used to populate choices for fields within the profile. These quantities
—Events cann also be entered directly and are not limited to the presented choices.
—dentity
—FPlanz

—SUmmary

M Rule | elete Rule | ik Cancel
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# Collection Profile Editor - O] x|
_proafile?
—Source + Abways
FFule 1
_M " Scheduled
—zeneral
—Start Ti
—Targets At fimes
—Events Month | L = pate | MONE=] weskday [LL —| Hour | =
—dentity
—Flanz ~End Time
—SUMImAry
Month | L = pate | MONE=] weskday [LL —| Hour | 24=]

Mewy Rule | Delete Rule | ] 8 Cancel
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# Collection Profile Editor - O] x|
_proafile? .

—Source Zeneral Audits
=Fule 1

[+ Al failed authorizations
[+ Successful suthid changes

[+ Failed authid changes

[+ Successful grants and revokes

—SUMImAry
[V IBM DEZ2 utilitie=s

[+ DE2 commands

Mewy Rule | Delete Rule | ] 8 Cancel
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¥ Collection Profile Editor

_proafile?
—Source
*FRule 1
—=chedule
—izeneral
—Everts
—dentity
—FPlanz
—SUMImAry

Tahles I

—Target Fitter

Schemsa

%o

%o

Ko targets

Aol

=18] x|
Audited targetz
Type =chetma Marme
% POWVWDEXY | TABLE1
% POVDEXY | TABLEZ
% POVWDEXY | TABLES
% POWDEXY [ TABLE4

Schemsa

Matme

Status

ABPZZA9

ABPOE. ..

rnaudited

ABPTST...

TSTO TEA

rnaudited

ABPTST...

TSTMTEZ

rnaudited

ADB

ADBCH...

rnaudited

ADB

ADEPART

rnaudited

ADHSCH1

ADH1TH

Avddited

ADHSCH1

ADH1TZ

Avddited

ADHSCH1

ADH1TS

Avddited

ADHSCH1

ART EM...

Avddited

i e e e e o e e

nHaHSTHY

Cther targets

Type

Schema

nrhHa T4

I Iz A litadd

Marme

hd

Fetmowe

Fetmowe Ll

@ |

Mewy Rule

Al Shber

Delete Rule

Ok

Cancel
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¥ Collection Profile Editor

_proafile?
—Source
*FRule 1
—=chedule
—izeneral
—Targets

—dentity
—FPlanz
—SUMImAry

=18] x|
Tables I
Type =chema Marme Successtul First Read| First Change
% POWWDEX 4 TAELE1 v v
% POWWDEX 4 TABLEZ2 v r
% POWWDEX 4 TABLES r v
% POWWDEX 4 TAEBLE4 r r

Mewy Rule

Delete Rule |

Ok

Cancel
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# Collection Profile Editor - O] x|

_profile? AUthiD | vyShiame | WS Tran |
—SoLrce

= Fule 1 Fhowen authids Inciuded authids

—=chedule AEPSTC | % Included |csrvan
—iZeneral ADE

—1argets ADHSPSRY " Excluded
L= APPCUSER
ety CDKRAY
—Plans COHRLY o,
—SUmimary CEBAHA o
CSEARE
CSBEARKA,
CSBEELK
CSBEELK.A,
CSEICE Remove Excluded authicls
CSEICER,
C=BILL Femave Al
CSEILL A,
CSBECHMA,
CSBChNL
CSBChAL

hd

Fant mnd pu ] pe Foant I

Aol Ciher

Ciher authids

Mewy Rule Delete Rule | ] 8 Cancel
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¥ Collection Profile Editor

_proafile?
—Source
*FRule 1
—=chedule
—izeneral

—Targets
—Eventz

—SUMImAry

Frhowen Plans

ADEANCL
ADETEPZ
ADETERPA
ADHPLAN1
ADHPLARNZ
ADHPLARNS
ADHLOZ0
ALANW 2P
ALANZ2SP
DATEMAIN
DATSPLAMN
DATSPLET
DATSPLDE
DATSPLDP
DATSPLDT
DATSPLPK
DB
DSMESEDE
DSMSEDYT
DSMACCC

Cther Plans

=] & Incluged
J " Excluded

Lt [}

Fetmowe

Retmowve Al

=

Aol Ciher

Included Plans

=101 x|

ALCTIEM1
ALOTIEMZ
ALOTIEMS
ALCKMPLMA
ALORMPLMNZ
ALORMPLMNG

Excluded Plans

Mewy Rule

Delete Rule |

Ok

Cancel
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#®|Collection Profile Editor

_profile2

Schedule
eneral

Targets
wents

certity
lans

i_profile? for z'0OS

Rules
Rule 1

Schedule
Always active.

General Audits

# All failed authorizations

# Successful authid changes

# Failed authid changes

# Successful grants and revolees
# [BM DB2 utilities

# DB2 commands

Audited Tahles

Schema Name |Audit successful first read

Audit first change

PDWDBX4 | TABLEL |[true

true

PDWDBH4 | TABLEZ |[true

falze

PDWDBX4 | TABLES | false

true

PDWDBX4 | TABLES | false

falze

Included AuthIDs

*» COIVAN

Included Plans

» AUOQTIRMI
» AUOT7IBM2
# AUOTIBMG
» AUONPLINT
» AUONPLINZ
» AUONPLING

Profile Summary

26

Mewy Rule

[elete Rule

OK

Cahcel




¥ DB2 Audit Management Expert Administration adhadmin@D8 1B - II:Ilil
File Edit Zettings Help

Users Grnupsl .ﬂ-.gentsl Collection Profiles  Collections I .&uthu:urizatin:unsl Repositary

Profile Marme Lpplies to Status Since
SLCallProfile=MPET 0L R=23.0816 Inactive 2006-07-19 00:53:35
SLCallProfileDH-1155 R=23.0816 |Ina-:ti'-.fe 2006-07-14 11:37:52
OT_profile R=23.0816 2006-07-21 04:25:45

i_profiles =25 Da1B Active 2006-07-21 06:19:40

#/(Collection Editor 2006-07-20 01:14:49
2006-07-21 01:55:29
Collections associate collection profiles with specific DEZ subsystems. The profile name
gpecifiez the collection profile. The status indicatez whether the association is active ok
inactive. The applies to field specifies the DEZ subsvstem to which the named collection
profile is to be applied.
Profile Mame IijmfileS LI
Status IActive j
Inactive
Lpplies to |@ RE23DE B ~|
Ok | Cancel |
e Clone Delete Refresh
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¥ DB2Z2 Audit Management Expert Reporter
Filz | Settings  Help

Log DSl 2
+DE1E
DE4C
DS
e
QAL
QrCe
RS1.2

2 AUDIT MANAGEMENT EXPERT

User Marme

Fazswword

Define Servers. ..

¥/ Audit Management Expert Server Definitions

Description

D51 &, RS23 52521
DE4C R525 27104
Jachadimin DaA RS22 33062
mra R525 27100
e =7 A2 R525 27102
=72 Rs22 2F07
RS Rs22 3055
Cancel |
Disconnect I

Help | _

Conhected tao DE1E
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DB2 Audit Management Expert Reporter - |I:I|1|
File Reportz Settings:  Help

Login  Feporing I Log Analysis |

&k aqaaq

DBZ SYSTEMS OBJECTS D22 AL NAGEMEL = Welcome adhadmin =
= Owerview Subsystem Detail = Back I Help
Report Options: &, AceEs Atternprs b, First Read of Audited Sbject c, First Change of Audited Shject Critical Warning Normal
Date Range: d. CREATE, ALTER and DROP e, GRAMT and REVOKE F. Assignment or change of authorization ID x & il
Erarm: Howr s q. IBM Liilivy &ccess h. DBZ Cormmmands i, ©other &uthorization Failures :
o -

Subsystem: RS23:D81B

Hour: v b W x
=N ' Wy (=}
FER | ™| v | |
| Last Summary Table Update: 07-21-2005 11:56 4 V . V ‘ v
' | | |

Selected Users:

= All Users Edit... a v] h v] . v]

= fovailable Drates: 2006-7-13 ko 2006-7-21

Activity Type:
Jan =1

Set time period to check For Threshold:
Ewvery Hour

Ewery Day
Every Week

anmn

Every Month

Refresh

Edit Thresholds... Collection History

I
|'|I Users_Overview l|I |i|

0z 3.55 [1002

|C|:|nnected to DS16 ||Repu:|r‘ting |
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B2 Audit Management Expert Reporter

File Reportz Settings:  Help

1o x|

Login  Feporing I Log Analysis |

&k aqaaq

Report Options:

Crate Range:
From:
Hour
1]
|
Te: Howur
23

= Owerwviewr

DB2 SYSTEMS

| Lact Summary Table Update: 07-21-2006 11:56

Selected Users:

Subsystem

OBIECTS

Detail
&, Access Atternpts b. First Read of Audited Shject
d. CREATE, ALTER and DROP 2, SRAMT and REVOKE
q. IBM Liilivy &ccess h. B2 Commands

a.!]b.vjc.xj
s S

Subsystem: RS23:D81B

f.

J J

. First Change of Audited Shject

F. Ascignment or change of authorzation ID

i, Other Authorization F ailures

Welcome adhadmin

= Back I Help

Critical Warning Mormal

X 4 ¥

= All Users Edit... a 4. 4 4
| Set Threshold Criteria For Reports |
=8 e
Actiaty J Hormal If Less Than: x] Critical if Greater Than:
|
a. Access Attempts koo 1,000
I‘"“I:“"“' Type: = b. First Read of Audited Object &00 1,000
F:1 -
c. First Change of Audited Object 500 1,000
Set time period to check For Threshold: d. CREATE ALTER and DROF 500 1.000
[ Ewvery Hour ’ ' -
{5 Every Day e. Explict GRAMNT and REVOKE 500 1,000
7 Every Week . Azzigniment of chande of authaorization 1D 500 1,000
€ Every Month g. IEM Lty Access 500 1,000
h. DE2 Commands 500 1,000
i. Other Authorization Failures 500 1,000
Refresh
Edit Thresholds... Collection History oK | r | | Hel |
8] Cance Help
=
|'|I Users_Ouverview l|I |i| | _PI
0z [355 [1002

|C|:|nnected to DS16 ||Repu:|r‘ting |
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# DB2 Audit Management Expert Reporkter ;Iglil

File Reports Settings  Help

Login Reporting | Log analysis |

ElREEEY

wWelcome adhadmin

DB2 SYSTEMS

= CollecHon History = Back I Help

Report Options:

Drate Range:

_—

Collection Status Timeline for: = All Subsystems

Hour

ID vI

Hiour:

Zollecting

= Awvailable Dates: 2006-7-13 ko 2006-7-21

Subsystem:

= All Subsystems
REZ23:DE1E

Mot Collecting |-

Crower

Jul 17 al 13 Jul 19 Jul 20 Jul 21
2006

Refresh

Display Colors... Close

|'|I Users_Owerviews _History j' u _hl

[-04 |56 [100%

|C0nnec:ted to DE1E "Repor‘ting |
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#DB2 Audit Management Expert Reporter ;IEIEI

File Reportz Zettings  Help

Login Reporting | Log Analysis |

rs
DB2 SYSTEMS ORIECTS -l L AE o = Welcome adhadmin I—
Report Dptions: Summary Report for Subsystem: R523:D814A and user: = All Users
Date Range: &.000 Absolute Count of Activity: I:l Successhul I:I Failed Threshold Summary by Day: I:l Critical I:l Warning I:lNormal
:
From: A C £.000 4
o= B0 5,051 - 1
B 3 z
To Hour: - - E] i
23 - - 2 =
200 - - 4 4 4 4 4
= Awvailable Dates: 2006-6-1 ko 2006-6-9 I -
Lact Surmmary Table Update: 06-10-2006 1740 1,600 C 214 1 2 2
- 91
Subsystem: - U i i U - 1
[rsza:081A = 0 o . o
u a, b. c. d. e, F. a. h. i i b. . d. e, F. g. h. i,
Sers:
= all Users 4000 Absolute Count of Activity By Day: {* Linear € Lag +| = =
3,200
Activity Result: 2400
fat =l
1,600
Sf"!"t time period to check For Threshold:
Ewve Hour
& e v o 00 [First Change of sudited Object: 2006-6-6_Absolute Count: 1,380 |
wery Day _
{7 Every Week ————n
{" Every Month i} T T T T T T T T T T T T
Jun & Jun & Jun 7 Jun &
2008
Export... Refresh |
| | | [¥ a. fccese Atternpts [¥ b First Reads of Audited Sbject [¥ «. First Change of Audited Chject [¥ 4. CREATE.ALTER and DROP
Filter Options... Display Colors... .
2 (L ¥ = GRAMT and REVORE W F Assignment or change of auth, ID [ q. IBM Uity Access o) [¥ i. Sther &utharization Failures
[
|'|I Users_Subsystemn l|I |i| |_>|
[-0.2a |-053 [100%

|C|:unnected to DS1A, ||Repu:ur‘ting |
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| DBZ Audit Management Expert Reporter

File Reportz Zettings  Help

Login Reporting | Log Analysis |

&G h 8§ -

DE2 SYSTEMS

Overview

Report Options:

Date Range:

Subsystem

Welcome adhadmin

g e

I:l Success I:I Failure

{* Lnear {7 Lag

OBJECTS =}= .

> Detail

First Change of Audited Objact

First Change of Audited Object for Subsystem: R523:D81A

Top 5 Objects For First change of Audited Object: (For Successful and Failed activity]) + =1 &=

2,000
From: Hour: Minuke: r
_ E.993
IU = ”U ha I 6,000 |—
4,000 -
To: Hour: Minute: r
Bz =52 El 2,000 |-
: r 1 1 1 1
= Awvailable Dates: 2006-6-1 to 2006-6-9 0
Cbl.l CSLIVIART ACT1 Success: 5993 |_EMF‘ ADHSCE30.ART _EMPROIACZTZ
Subsystem: = - ADHSCE30 ART_EMPROIACTL ADHSCE30,ART_EMPROIACTS
IR523=DBIH ;I - Top 5 Users For First change of Audited Object (For Successful and Failed activity) {% Linear {7 Log +| =] &=
Activity Result: C 2,588
Jan =] ER -
Show Top Mumber: — E ot 12
B [— E
Drill Down Options: L1251
{* Fetriewe data Far selected iterm anly »
u]
{0 Retriewe all currently displayved data CELIVIA ZSLIVI
Count of First change of Audited Object by day (For Successful and Failed activity) {* Lnear € Log + = &
Time Chart Options: 4,000
[ Group Ackivity By Minubes o
[ aroup Activiby By Hours 000 —
" Group Ackiviby By Days r
z.000 |-
1,000 [ | |
Log Analysis Refresh C
ofF Lt
= = = T T T T T T T T T T T T T T
Filter Options... Display Colors... Tun 4 un s um 6 un 7 |Jun 3
2006 _I
-
[|_ Detail_c | Kl ]
= [1.39 [100%

|C|:unnected to DS1A, ||Repu:ur‘ting
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| DBZ Audit Management Expert Reporter

File Reportz Zettings  Help

Login Reporting | Log Analysis |

&G h 8§ -

Welcome adhadmin

DB OBJECTS
i = Dreta First Change of Audited Objact ;I Help I < Back
- First Read of Audited Object -
Report Options: 1 Success I:I Failure
ge of Audited Ob for Subsystem: RS523:D81A O
Date Range: Top 5 DhieqCREATE' ALTER and DROP br Successful and Failed activity]) {* Lnear Log + =1 &=
E . . g.000 r Explicit GRANT and REVOKE
rem: Hour: Mimuke: r )
= Assignment or change of auth. ID
I“ :l" I" :I" 6,000 |— IEM Utility Access
o DBE2Z Commands |-
4,000 — Other Authorization Failures -
To Hour: Minute: C
Bz =52 El 2,000 |-
: r 1 1 1 1
= Awvailable Dates: 2006-6-1 to 2006-6-9 0
CSLIWILART _ACTL ADHSZE30 AR T _EMP ADHSCE30.ART _EMPROIACZTZ
Subsystem: ADHSCE30 ART_EMPROIACTL ADHSCE30,ART_EMPROIACTS
IR523=DBIH ;I - Top 5 Users For First change of Audited Object (For Successful and Failed activity) {% Linear {7 Log +| =] &=
Activity Result: C 2,588
|-H-|| -1 3375
Show Top Mumber: — E ot 12
B [— E
Drill Down Options: L1251
{* Fetriewe data Far selected iterm anly »
u]
{0 Retriewe all currently displayved data CELIVIA ZSLIVI
Count of First change of Audited Object by day (For Successful and Failed activity) {* Lnear € Log + = &
Time Chart Options: 4,000
[ Group Ackivity By Minubes o
[ aroup Activiby By Hours 000 —
" Group Ackiviby By Days r
z.000 |-
1,000 [ | |
Log Analysis Refresh C
ofF Lt
= = = T T T T T T T T T T T T T T T
Filter Options... Display Colors... Tun 4 un s um 6 un 7 |Jun 3
2006 _I
-
[|_ Detail_c | Kl ]
[os7 |3.03 [100%

|C|:unnected to DS1A, ||Repu:ur‘ting
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¥ DB2 Audit Management Expert Reporter -0l =]

File Reportz Zettings  Help

Login Reporting | Log Analysis |

&G h 8§ -

DB2 SYSTEMS OBIECTS Welcome adhadmin

REpDrt D[Jtll:lns. Civct CMharvno nf Aoditod NMhdact for Cobhcuctormas: D2 3N01 4 I:l Suecess I:I Failure

¥ Audit Management Expert Data ;IEIEI

Overview Subsystem = Detail

Ciptiar
Record Court: 276
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2006-06-02 21:12:02,.54174 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ ﬂ
2006-06-08 21:12:02 555126 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ
2006-06-02 21;12:02 5656 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ
2006-06-08 21;12:02 579408 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ
2006-06-02 21;12:02,592204 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ
2006-06-08 21:12:02 £O227E 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ
2006-06-08 21:12:02 613217 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ
2006-06-08 21:12:02 £29298 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ
2006-06-08 21:12:02 £43556 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA DEMTEFE
2006-06-08 21:12:02 BER236 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ
2006-06-02 21;12:02 B27ER4 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA CSMTERZ
2006-06-08 21:12:02,70794 0|SUCCESS  |[CSLIVI ART_ACTL 00143 302391232|TABLE CHAMGE - FIRST |ARTRACTI TAELEMIEWY  |CSLIVIA CELIVIA DSMTERZ  *
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TIMWE RESLLT RETURMELD SCHEMA, P2 ME IFICODE CORRELATI.. | COMTEXT _T...| COMTAIMER TPE STATEMEMT _TAT
2006-08-05 11... 0|sUCCESS CSLIVI ART_ACTL 00142 335804688 | ALTER ARTRACTL TABLENIEW  |ALTER TABLE CSLIMIART _ACT1 AULC AI
2006-08-05 11... 0|sUCCESS CSLIVI ART_ACTL 00142 335799496 | ALTER ARTRACTL TABLE/NIEW  |ALTER TABLE CSLIMVIART _ACT1 AULC
2006-08-05 11... 0|sUCCESS CSLIVI ART_ACTL 00142 335805632 | ALTER ARTRACTL TABLE/NIEW  |ALTER TABLE CSLIMVIART _ACT1 AULC
2006-08-05 11... 0|sUCCESS CSLIVI ART_ACTL 00142 335805632 | ALTER ARTRACTL TABLE/NVIEW  |ALTER TABLE CSLIVIART _ACT1 al
2006-08-05 11... 0|sUCCESS CSLIVI ART_ACTL 00142 335805632 | ALTER ARTRACTL TABLE/NIEW  |ALTER TABLE CSLIMVIART _ACT1 AULC
2006-08-05 11... 0|sUCCESS CSLIVI ART_ACTL 00142 385796664 ALTER ARTRACTL TABLE/NIEW  |ALTER TABLE CSLIMVIART _ACT1 AULC
2006-08-05 11... 0|sUCCESS CSLIVI ART_ACTL 00142 335805632 | ALTER ARTRACTL TABLE/NIEW  |ALTER TABLE CSLIMVIART _ACT1 AULC
2006-06-05 17 ... 0|sUCCESS CSLIVI ART_ACTL 00142 302392176 |ALTER ARTRACTL TABLE/NIEW  |ALTER TABLE CSLIMVIART _ACT1 AULC
2006-06-05 17 ... 0|sUCCESS CSLIVI ART_ACTL 00142 302392176 |ALTER ARTRACTL TABLE/NIEW  |ALTER TABLE CSLIMVIART _ACT1 AULC
2006-06-05 17 ... 0|sUCCESS CSLIVI ART_ACTL 00142 302394064 | ALTER. ARTRACTL TABLE/NIEW  |ALTER TABLE CSLIMVIART _ACT1 AULC
2006-06-05 17 ... 0|sUCCESS CSLIVI ART_ACTL 00142 302394064 | ALTER. ARTRACTL TABLE/NIEW  |ALTER TABLE CSLIMVIART _ACT1 AULC
2006-06-05 18... 0|sUCCESS ADHSCE30 ART_EMP 00142 302396896 | ALTER ADHTSL TABLE/NIEW  |ALTER TAELE ADHSCS30.ART_EMP & -
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Report Options: : . ) s F il
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Activity Result: £.281
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Welcame | Aol H
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Save |
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DBZ Audit Management Expert Reporter

File Loo Analysis
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Log in | Reporting
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R

Cutput |

Log Range:

Fram: JJul 17, 2006

[T Use S¥SLERNX

Save |
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Audit Management Expert typically uses the SYVALGRINK directory table to optimize which log files must be read. ¥ou can choose not to
use the STSLGRMA if errors occur when trying o use it, or if the owerhead of using it will likely outweigh the sawvings it provides.

Statement Type:
[+ Include insert=

[+ Include updates

[+ Include deletes

Report Cutput Options:

¥ Surmtnaty. report

[T Detailed Activity Report

Cptionally choose to generate a Detailed Activity Report:
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¥ |DB2 Audit Management Expert Reporter

File Log Analysis Settinge  Help

Nl=1E

Lo in | Reporting Lo Analysis |

Revert |

Subszystem |

Tahle I

Fiter |

Run

SIADHICE MOE ['DE2 AME' MSGCLASS=H,REGICOMN=0M
i

#
£ DBEZ Audit Management Expert For /05

I
£ Generated by CSLIVI 2006-07-21 1452

i
AP SSID: De1B

ubmit JCL for Log Analysis:
Welcome |
Generate JCL

Ot |
i
Save | i
£ STEP 1t CLEAM UR PREVIOUS DATASETS, IF AMNY *

£
fSTERL EXEC PGM=IEFER 14, ZCOMHD=(4.LT]

HEXTFILE DD DSM=PDDAYLADHLAT EXTFILE RO memm -
A SPACE=(CYL.( 15, 100,RLSE),DCE=(LRECL=32752,E0 | Rl N NS T W o i =1 o P [ o Xl

#f UMIT=5YS0A, DISP=(MOD,CATLS, DELETE)

f“ UserlD: |PDDAYI

i

£ STEP 2: READ THE DE2 LG T GEMERATE THE

i Passyword: I*****”|

fiSTEPZ  EXEC PGM=ADHGEM1,REGION=0M,ZOMD

{fSTEPLIE DD DISP=SHR.DSM=RS5QA.ADH110, TSTR

I DO DISP=5HR,DSH=081E . S0SHEXIT

I DO DISP=5HR,DSH=05M M8 10,50 5HLOAD

[DBZPARMS DD DISP=5SHR,DSH=RS0QA.QATEST.RS, DIk, Cancel
fMWMODEFILE DD DSM=PDDAVLADHLAT MODE ROO( — —
fi DISP=CLD

fiSYSOUT DD SYSOUT=*
[iCFILES DD SYSOUT=*
fISYSPRINT DD SYSOUT=*
[IGEMRPT DD SYSOUT=*
[EXTREP DD SYSOUT=*
[SUMRERPT DD SYSOUT=*
[HMDREPT DD SYSOUT=*
[QTRPT DD SYSOUT=*
SAWARMINGS DD SYSOUT=*
[WMESSAGES DD SYSOUT=*
[ISYSUDUMP DD SYSOUT=*
fiDaTaIM DD *

S5ID =D21E

START DATE  =2006/07 /17
START TIME  =00:00:00
EMD DATE =200 /07 j21
EMD TIME =23:59:00

= Back

Connected to DS E |Log Analysiz |Run [Templste: JOBBARRY
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DBZ Audit Management Expert Reporter

o =] |
File Log Analysis Settinge  Help
Login | Reporting  Log Analysis |
Cubritted Log Analysis Jobs:
Welcome | Mame Report Type Status Job I MY OO Start Tirme - Last Updated User Subsystem
Subsvatem | ADHIOE Dretail Completed Jo4450M [a] July 17, 2006 207, [Juby 17, 2006 3014: . [adhadmin 230a1E ;I
ES ADHJIOE Cretail Completed J044:5299 a July 17,2006 750 |[duby 17, 2006 5:00: .. jadhadmin R=23:DE16
Tahle | ADHJOE Summary Completed JO446129 [} July 15, 2006 502, |July 15, 2006 520 ... [linux RS23DE1E
= ADHIOE Dretail Completed J0443424 2 July 18, 2006 F:5... [July 18, 2006 7:52: .. jadhadmin R=23D31B
Fiter | ADHJOE Dretail Completed J0449429 July 06 75, |July .. [adhadmin R=23.D816
Run I Retrieve Jok Parameters Delete Report Caticel ok Refresh
I (O Report Output:
— [
OCOMMITTED SCTIVITY *
Save |
EJECT TYPE/MAME JPDATES IMSERTS DELETES MDD
TABLE...... SYSTOOLS . ADHIOE 8 29 i}
TAELESPACE. ADHTSIOE 8 29 ]
TAELE...... SYSTOOLS ADHEVENT o 2430 ]
TAELESPACE. ADHTSEYH i 2430 i}
TAELE...... SYSTOOLS ADHCOLLECTION i} 2 i}
TABELESPACE, ADHTSCPS i 2 i
DATABASE... SYSTOOLS 8 2461 ]
TAELE...... PO'GREG.GP_ORG i} E000 £000
TABLESPACE, TSGPORG Ju] EO00 E000
CAaTABASE.., DEGPADH 1] EOO0 E000
EIECT TYPEMAME (RI ACTIOMNS OMLY) LIPDATES IMSERTS DELETES MC
TOTAL SUMMARY REPORT
TOTAL UPDATES: 2
ToOTal INSERTS: 8461 —
ToOTal DELETES: 6000
P UNCOMMITTED ACTIVITY *
KEJECT TYPE/MAME JPDATES IMSERTS DELETES MDD
ORIFCT TYPF MAME (RT ACTTOMNS Gkl LIPRATFS  TMSFRTS  DFIFTEFS MO LI
Sawve Report |
= Biack | hlest = |

Connected to DA E |Log Analysis ||[Outout |
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