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Key Drivers of Data Protection

Protection of intellectual property
(designs, source code, strategic plans)

Compliance to public and private regulations
(PCI-DSS, HIPAA, SOX, GLBA, SB1386)

Risk Mitigation — Threats to brand and customer retention when
breaches occur

Financial consequences of handling data breaches can be high due
to lawsuits, communication with affected parties, credit monitoring
services, loss of brand equity
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Market Overview

Two market segments — Enterprise-DLP (E-DLP) and Channel-DLP (C-
DLP)

E-DLP solutions cover multiple channels (network, endpoint,
discovery), but are costly and difficult to implement

C-DLP and “DLP-lite” solutions cover a single channel, are simpler to

Implement, are less expensive, and address basic data protection
requirements

Data Protection Add-on to TEM-CP is a C-DLP, or “DLP-lite” solution

What does Gartner say?

“As channel DLP and DLP-lite solutions evolve, more organizations are
seeing value in these offerings™

“Gartner has seen a significant increase in channel DLP and DLP-lite
deployments in large and small organizations.”?

12011 Buyer’s Guide to Content-Aware DLP, Gartner, August 2011
2 Magic Quadrant for Content-Aware DLP, Gartner, August 2011
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Key Benefits & Features of Data
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» Real-time content scanning of sensitive data

» Qut-of-the-box compliance templates to detect credit card
numbers, social security numbers, among other sensitive
data

*Monitoring and enforcement of multiple egress points
(emall, browser, USB, etc)

*Low TCO — Addresses baseline data protection requirements
with minimal cost and investment; scales to 250,000
endpoints on a single server
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Software

Distribution e.g., Microsoft

SMS/SCCM

e.g.,
Patch Mgmt L ANDesk,

Microsoft
Security SMS/SCCM e]1 server
: : e.g., Symantec, .
ﬁ:ﬂO?flgUl’aﬂon NetlO, CA « lagent on end point
g b
1 console
Asset e.g., Altiris -

&License Mgt asset Manager e Implemented in weeks

Endpoint Data e.g., McAfee.
Protection Symantec, etc

100 - 125 servers/5 different dponsoles/l different
ents on client, implemented over months and
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Pain Points with Existing Endpoint Data
Protection (AV)

e Bloated AV consumes too much CPU, network
bandwidth, too many servers
: e Too many tools, too much complexity
I'T Operatlons « Impacts virtualization costs, limits consolidation
of VMs
e Can’t validate compliance, visibility

Lack of Evidence:
* need proof of compliance across multiple

Compliance endpoints

« Want single dashboard/view

Security ineffective:
) * Too slow to deploy, missing endpoints
I'T Securlty * Not effective in detecting new threats
* Turned off by users due to performance issues

Business without LIMITS
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Tivoli Endpoint Manager for

a Protection
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The Smart Protection Network
Infrastructure stops threats in the
cloud, before they reach you

Security Made Smarter :
Cloud Based Security  Private Cloud  Real Time Visibility
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What is TEM-CP’s
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Tivoli Endpoint Manager for Corgy\
Protection

» Real-time content scanning of
sensitive data

* Robust features:

» Advanced device control with
granular rules

* Protection of structured data

« Compliance templates

» Multi-channel monitoring and
enforcement

* Minimal incremental impact on
client performance

* Integrated with TEM-CP Console and
management framework
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Example: Protecting Confidential Data
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Multiple Tools for Protecting
Your Digital Assets Controlled

Patterns - Regular Expressions

ﬁ) ( credit card, social insurance, account numbers)

Keywords — Lists of terms
(confidential, internal, project/product names...)

— File Attributes — File Name, File Size, File Type
— (threshold of acceptable use)
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Data Protection Add On Scenario
Tivoli Endpoint Manager for Data §

a Protection

----------------------------------------------------------------
g

O“ .“
. Tivoli Endpoint Manager
: Server and Console
. . + TEM-CP
H \
. \
n \
n \
: \
H S~ H
: Relay\ <~ _SmartScan Fail-Over :
: L Server(s) :
n 1 ]
: I :
E PPFY FEFFEPr e [T e) (YIRS ...‘ E
: "
= Wiy
: E T \-:_./
. | Ll o Email & ;
: N | ‘ TrendLabs - £ 3 WEBS ire
'_ ThreEtCStl;relition: e
\‘ E N Endpomts e Loc:;se:Anaaclysis :g) Reputation
fea ngn :l.f---- ‘--------'--u o T e ¢ . File
. ! Reputation -
oy
'

Pulse Comes to You 2012 . ... ... SSHES S

Confidldntial



Pulse Comes to You 2012

Confidential

X Port restrictions
X Restricted keyword
X File size restricted

X Wrong USB serial number
X Restricted keyword
X File size restricted

Access/Print restriction
Restricted keyword
Pattern restriction
Print port restriction

X X X X

Business without LIMITS
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Device Control Capabilities

TEM-CP 10.6
with Data
Protection Add-
on

Basic Device Access Control

(no access/read/write/execute for USB, optical disks, mapped drives, floppy ‘/
disks)

Expanded Device Control Device Types

(on/off by device type for CD/DVD, IEEE1394, Modems, Com Port, Print Port, \/

Imaging Device, PCMCIA, Floppy, Infrared Device)

Granular Device Control

(restrict access by vendor, model, serial number for USB removeable storage
device)

Granular Device Control + Data Protection
(on/off by device type*) &

(restrict access by vendor, model, serial number for USB removable storage ‘/
device) &

(content-aware scanning)
Fursce Gomes wo rouzurz
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TEM-CPM’s Data Protection Add On
Summary
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 Secure all data
 Enforce security policies

« Comply with data privacy
laws

e
TrendLabs

ThreatCorrelation,
Feedback
Loops, Analysis

Business without LIMITS



TEM Endpoint Protection

Integrated Endpoint Protection modules include:
Anti-Virus

Anti-Malware
Endpoint Firewall = [
Web Protection

Smart Protection Network (Cloud)

Client Manager for S
Endpoint Protection .

Device Control and DLP

Features and Benefits

Prevent infection, identity theft, o _
data loss, network downtime, lost productivity, and compliance
violations

Eliminate security gap with real-time threat intelligence
Achieve unparalleled visibility into complete enterprise protection

Combine endpoint protection, security configuration, patch
management, and systems lifecycle management tools

Business without LIMITS
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Ivoli Endpoint Manager for Core Protectiont

Protecting endpoints from malware and other malicious threats

Overview

Delivers single-console, integrated cloud-based protection from
malware and other malicious threats via capabilities such as file and web
reputation, personal firewall, and behavior monitoring

Highlights

= Delivers real-time endpoint protection against

viruses, Trojan horses, spyware, rootkits and
other malware

Computer Filter: | gl Computers

CPM Scan Type

» Protects through cloud-based file and web
reputation, behavior monitoring and personal
firewall

= Provides virtualization awareness to reduce
resource contention issues on virtual
infrastructures

see the detail

= Leverages industry-leading IBM® and Trend LIV ][ software
Micro™ technologies with a single-console

management infrastructure Business without LIMITS
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Life Without TEM-CP
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Tivoli Endpoint Manager Competitive AV
Server and Console : (Symantec, McAfee, Sophos)
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Life Without TEM-CP but How about CMEP ? &

\
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Tivoli Endpoint Manager Competitive AV
Server and Console (Symantec, McAfee, Sophos)
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Life Without TEM-CP but

Tivoli Endpoint Manager
Server and Console

How About CMEP ?

Competitive AV
(Symantec, McAfee, Sophos)

It is not a replacement
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TEM with TEM-CP — A Better Way
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Why TEM Core Protection & DLP?

Total Percentage of threats blocked

TREND MICRO™
SMART

PROTECTION
NETWORK"

Overall Protection _
ntaj h!f all layers:
99, i
100.

EEEEREEE

Effectiveness and Performance Power of the Cloud

TEM Core Protection Solutions is proven by
independent testing agencies to be superior
endpoint performance and security effectiveness =

TEM-CP uses the Smart Protection Network
providing immediate protection from the latest
threats and lowers administrative burden

uuuuu

A -
Focused on Security Innovation TEM-CP runs on Big Fix Platform
IBM’s Security Systems Brand has a single- Wheth_er it’'s a Mac connecting frqm hptel WiEi,
minded focus on security — a focus that has or a Windows laptop at 30K feet,Tivoli Endpoint
enabled our 20+ years of security innovation Manager has it covereld. In real time, at any
scale.
Business without LIMITS
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