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Blue text indicates products that have a direct functional impact on mobile use cases
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Mobile devices provide opportunities for consolidation

By nature, devices bring many functional benefits that can be exploited in mobile use cases
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Unigueness of Mobile

Mobile devices Mobile devices Mobile devices

are shared have multiple are diverse
more often personas

» Personal phones » Work tool * OS immaturity for
and tablets shared « Entertainment enterprise mgmt
with family device « BYOD dictates

* Enterprise tablet « Personal organiser multiple OSs
jvr:)a;rktzczswnh co” « Security profile per « Vendor / carrier

_ persona? control dictates

 Social norms of multiple OS versions
mobile apps vs. file - Diverse app
systems development/delivery
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Mobile devices Mobile devices

are used in

prioritise the

more locations user

» A single location

» Conflicts with user

could offer public, experience not

private, and cell

tolerated

connections « OS architecture puts
* Anywhere, anytime the user in control
* Increasing reliance « Difficult to enforce
on enterprise WiFi policy, app lists
» Devices more likely  Security policies

to be lost/stolen

have less of a
chance of dictating
experience
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Employees Bringing Smart Devices to Work...

By 2015 40% of Enterprise devices will be mobile

devices
1,600 Growth in Enterprise Devices by Type

Mobile Devices

2012 2013 2014 2015

Bring Your Own Device (BYOD)

By 2015 40% of Enterprise devices will be
mobile devices

Within a few years, over 50% of all employees
will be generation Y  -- IBM Projection

Research from Toyota USA shows gen-Y prefer
new devices and gaming consoles purchase over
new vehicle purchase -- ZDNet
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- IBM Projection

Percentage of Employees Using Personal Mobile Devices for Work

In their work, what percentage of employees use the following personally owned
mobile devices?

Mhore 1 f1261°."]-% ..... Lk, , 26150 ....Sl'lf:h:?.ﬂ'ﬁ .. .I 76% to 100%
'Sﬁﬁrtphones (BlackBerry, iPhone, Androidy ~ "teeee,
L. 38% 17% 11--9’- .....
Cell phones (voice/textonly, Aiddatapiam e e e e e ceeocoecccee®

35% 9% | 13% 1 79l 7%l
Laptops
,,,,,, SEI. ... 0%, ........ 060 7%0] &%
.... Tablets (iPad, Android-based, RIM PlayBook, etc.) S,
-4 47% 16% 9% MWWY,.ec°”
....................................... el
Netbooks or ultralight laptops
37% 6%  5%243%

Ruggedized, job-specific mobile devices
N7c I 1% 4% A

Data: InformationWiek 2012 Mobile Security Survey of 322 business technology professionals, R4720312/6

March 2012

More than 85% of Asia Pacific
respondents already engage in the
practice of BYOD, higher than the
global figure of 74%.

47% of Asia Pacific were willing to
contravene a corporate policy banning
the use of personally-owned devices for
work purposes, compared to the global
figure of 42%.
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Mobility also brings many opportunities

Fingerprint NEC

Temperature Sensor

Accelerometer

Multi-touch sensitive display High res display

Pointing devices

Cameras
. GPS
Voice
SMS/Text
Soft keyboard Gyro
Web access Cell towers

Bluetooth Wi-fi/lWiMax
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Enterprise Mobility Brings Business Value

Wiy enteprses asdorine mebNT Fnterprise Mobility brings tangible business benefit and can offer
organizations a competitive advantage.

Cost Savings

Areas where mobility is providing immediate benefits to enterprises

= Operational efficiency and
cost-reduction

* Increased Productivity and sales

PE%{:'ILE‘?FI;ISW = Security and compliance
*  Business strategy flexibility
* Don't Know
Employee
e Achieving Operational Excellence
* A manufacturing company wanted to have greater visibility
across its workflows
Competition * Using a mobile solution deployed to devices in the hands

of employees, factory could track flow of thousands of
parts in real-time

Extending the Reach of Knowledge

* Leverage the mobile platform to extend the access of knowledge to
employees, constituents and other stakeholders

* A mobile solution was deployed that provided farmers fertilizer guidelines
for their crops and other actionable data such as market prices
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Mobile Security Risks, Concerns & Emerging Threats

OWASP Mobile Security Project:
Top 10 Mobile Risks,
(Release Candidate v1.0)

1. Insecure Data Storage

2. Weak Server Side Controls

3. Insufficient Transport Layer Protection
4. Client Side Injection

5. Poor Authorization and Authentication
6. Improper Session Handling

7. Security Decisions Via Untrusted Inputs
8. Side Channel Data Leakage

9. Broken Cryptography

10. Sensitive Information Disclosure

Pulse Comes to You 2012

Top Mobile Security Concerns

What are your top mobile security concerns?

Lost/stolen devices
T,
Penetration of our corporate Wi-Fi networks
-
Mobile malware on applications from public app stores
T
Users forwarding corporate information to dloud-based storage services (e.g., Dropbox)
I 0
Security at public hotspots
T 0

Users forwarding email to personal accounts

I
Interception of over-the-air transmissions

R
Malware exploiting vulnerabilities on internally developed mobile apps

N 19
Devices jailbroken or rooted by end users
. 15
Penetration of users home Wi-Fi networks
ol 5%
Other
H 2%

Note: Three responses allowed R4720512/1
Data: InformationWeek 2012 Mobile Security Survey of 322 business technology professionals, March 2012

Emerging Mobile Threats
Social Engineering Mobile Borne DoS Attacks
Rogue Apps Identity Theft

Malicious Websites Man-in-the-Middle Attacks

Business without LIMITS



IBM Strategy Addresses Client Mobile Initiatives

Build & Connect

Build mobile applications

Connect to, and run
backend systems in support
of mobile

Extend & Transform

Extend existing business
capabilities to mobile devices

Transform the business by
creating new opportunities

Manage & Secure

Manage mobile devices and applications
Secure my mobile business
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Visualizing Mobile Security
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Mobile Security Challenges Faced by Enterprises

A 5 Personal vs corporate data
Achievi ng Data Separation & Data leakage into and out of the enterprise

Providing Data Protection « Partial wipe vs.device wipe vs legally defensible wipe
Data policies

Multiple device platforms and variants
Multiple providers

Adapting to the BYOD/ Managed devices (B2E)

Consumerization of IT Trend Unmanaged devices (B2B,B2E, B2C)
Endpoint policies

Threat protection

Identity of user and devices

Providing secure access to Authentication, Authorization and Federation
5 . . Userpolicies
enterprise applications & Secure Connectivity
data
- Application life-cycle
9 Developing Secure « Vulnerability & Penetration tesfing
: : Application Management
AppllcatIOnS Application policies
Designing & Instituting an Policy Management: Location, Geo, Roles, Response, Time policies
: ) . Security Intelligence
Adaptlve Securlty Posture Reporting
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Mobility @IBM today

Security and safeguarding IBM data is paramount
e \ery conservative approach
e Constantly evaluating devices, operating systems and applications for suitability

IBM supports BYOD for employees
e Work is no longer a “place you go to”
e Potential to drive productivity

Internal Appstore called WhirlWind
e > 500 apps
e More than 40k downloads
e E.g. MyMobileHub delivers file sharing

‘.ll

Lotus Traveller
e Application allowing mobile access to email, calendar, contacts
e 30% of employees currently enabled, 20% active
e 120,000 mobile devices, 80,000 personally owned, supported in months
e 2/3"s BYOD, 1/3" IBM-supplied
e Best practices from pilot now available as a client service via managed services
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Mobile Device Security

IBM Endpoint Manager for Mobile Devices: A highly-scalable, unified solution that delivers
device management and security across device types and operating systems for superior

visibility and control

Managed = Secure

mon age
ed consol
ommon

-d o

' |

= g
Desktop / laptop / Mobile Purpose-specific
server endpoint endpoint endpoint
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Client Challenge

Managing and securing enterprise and
BYOD mobile devices without additional
resources

Key Capabilities

» Aunified systems and security management
solution for all enterprise devices

* Near-instant deployment of new features
and reports in to customer’s environments

» Platform to extend integrations with Service
Desk, CMDB, SIEM, and other information-
gathering systems to mobile devices

» Advanced mobile device management
capabilities for iOS, Android, Symbian, and
Windows Mobile, Windows Phone

» Security threat detection and automated
remediation
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Mobile Access Security

IBM Security Access Manager for Mobile: Delivers user security by authenticating and

authorizing the user and their device
Client Challenge

ﬂ Access Manager \ Ensuring users and devices are authorized
Servers to access enterprise resources from that
specific device.

External Authentication
Provider L
User registries

. 477 (ie.LDAP) } Key Capabilities

S (e
1 F .
[ﬂ' D ﬂfé?ted « Satisfy complex context-aware

(c—

Application Servers

(Webs%wht) + Flexibility in authentication: user

id/password, basic auth, certificate, or

e @ custom

Web  wepa - Supports open standards applicable to
R \&e“"ces 2P / mobile such as OAuth

» Advanced Session Management

-7 authentication requirements
\< P \ * Reverse proxy, authentication,
authorization, and federated identity

* Mobile native, hybrid, and web apps

F |
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Mobile App Security

AppScan: app security testing and risk management

Client Challen

omamic maseemeccan - P Applying patches and resolving application
e Aty vulnerabilities after apps are Delivered
and Deployed is a very costly and time

+ SECURITY
ml‘wmm R { A— as | rrepro | pnooucnon consuming exercise
. AR oynamic Anaysie) e
. - iy \ » Leverage AppScan for vulnerability
& | testing of mobile web apps, web
Requramens il i s el elements (JavaScript, HTML5) of hybrid
f;ﬁ”u’f’:‘y.m sus sy ME:ETS.:,,:, smm,::em& : resﬁx"“;g’@ g "‘:',,iﬁ;""‘.;.,:"m%% mobile apps and Andrqld apps
peignt DE | BuldProcass | remedation | coniolpolcy, | monitoring * Vulnerabilities and coding errors can be
- - - o ' addressed in software development and
Appleation Sequrty BestPrastises=Securs Engnesrng Framewert testing

» Code vulnerable to known threat models
can be identified in testing

» Security designed in vs. bolted on
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Mobile App Security

WorkLight: Develop, deliver and deploy security-rich mobile apps to streamline business
activities while also delivering a rich user experience

Client Challenge

Efficiently and securely, create and run
HTMLD5, hybrid and native mobile apps for
a broad set of mobile devices

Key Capabilities

 Integrated secure access to backend
application resources

» Secured by design - develop secure
mobile apps using corporate best

nrartinrnce ~rndo nhfiicratinn
Pl avilivoc o, LUUT uUivouvatlvii

* Protect mobile app data with encrypted
local storage for data, offline user
access, app authenticity validation, and
enforcement of organizational security
policies

', " « Maximize mobile app performance with

% : e analytics, remote disabling of apps

PR
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Mobile Security Intelligence

Qradar: Deliver mobile security intelligence by monitoring data collected from other mobile\§
security solutions — visibility, reporting and threat detection

Client Challenge
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Visibility of security events across

the enterprise, to stay ahead of the threat,
show compliance and reduce enterprise
risk

Key Capabilities

* Integrated intelligent actionable
platform for

e Searching

* Filtering

* Rule writing

* Reporting functions
» Asingle user interface for

* Log management
Risk modeling
Vulnerability prioritization
Incident detection
Impact analysis tasks
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IBM Case Study

Extending Corporate Access

1q|I|

“IBM's BYOD program “really is about supporting employees in the
way they want to work. They will find the most appropriate tool to

get their job done. | want to make sure | can enable them to do
that, but in a way that safeguards the integrity of our business.”

Jeanette Horan, IBM CIO

Customer Needs Key Features & Outcomes

= Support BYOD for a variety of mobile = 120,000 mobile devices, 80,000
platforms securely for a highly mobile personally owned, supported in
population months

» Scale to hundreds of thousands of » Integrated Lotus Traveler, IBM
devices Connections, IBM Sametime, and IBM

Endpoint Manager
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Leading European Bank

European Bank to Deliver Secure Mobile Internet Banking

AimArs needed to reduce operational complexity and cost with a single,
scalable infrastructure to secure access to various back-end services from

multiple mobile apps. A customized authentication mechanism empowered
the bank to guarantee the security of its customers while safeguarding the
trust relationship with a safe app platform that encrypts local data and
delivers app updates immediately.

Customer Needs Key Features & Outcomes

» Extend secure access to banking apps to » Authenticates requests made via HTTPS
mobile customers from hybrid mobile apps running on

e Enhance productivity of empioyees to Worknght platform to back-end services
perform secure banking transactions via * A custom certificates-based authentication
mobile devices mechanism implemented to secure back-

- Support for iOS, Android, and Windows end banking application
Mobile

DUDIN ITOD VVIL VUL =IIVIE |‘s
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Major Utility Company

Adding Mobile Devices Without Adding Infrastructure

Serving 4.5 million customers in the southwestern region of the
United States, this electric company of 25,000 employees is a
leader in clean energy while exceeding reliability standards and
keeping consumer costs below average. They are experiencing a
migration from traditional endpoints to mobile devices.

Customer Needs Key Features & Outcomes

» Support 20,000+ mobile devices

» Corporate and employee-owned, many
platforms and OS versions

» High availability for certain devices used in
the field

» Adherence to Internal security policies,
external regulations
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Scalability to 250,000 endpoints provides
room to grow

Added mobile devices to existing IEM
deployment in days

Ability to integrate with Maximo, Remedy

Responsiveness and agility of product and
product team

Business without LIMITS



Pulse Comes to You 2012 ®
Business without LIMITS il

S
/
&

:
Thank You «

) "



