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The Opportunity – smarter planet

New Forms of Collaboration

Globalization and Globally 
Available Resources

Access to streams of 
information in the Realtime

Billions of mobile devices accessing the Web

Smarter planet opportunities driven by Web- 
enabled applications
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Smarter planet opportunities driven by Web- 
enabled applications

The Driver – Web-enabled Applications

How do I secure the new Web without significantly Increasing my costs? 

Web 
Applications

Web 2.0 
and SOA Databases

Intuitive interfaces for 
business processes, 

client interaction, 
integration with 

business partners

Collaboration among 
peers and partners

Backend of every 
Web application



3

Changing security landscape creates complex 
threats 

Web-enabled 
applications drive the 
need for security

New applications are increasing the 
attack surface
Complex Web applications create 
complex security risks
Making applications more available to 
“good” users, makes them more 
available to “bad” users
Web attacks are evolving to blended 
attacks (i.e. planting of malware on 
legitimate Web sites)

Desktop:
Browser

Server:
Hypervisor and Virtualization

Web Applications
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We Use Network 
Vulnerability Scanners 
Neglect the security of the 

software on the network/web 
server 

We Use Network 
Vulnerability Scanners
Neglect the security of the 

software on the network/web 
server

The Myth: “Our Site Is Safe”

We Have Firewalls 
and IPS in Place 

Port 80 & 443 are open 
for the right reasons 

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons

We Audit It Once a 
Quarter with Pen Testers 

Applications are constantly 
changing 

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing

We Use SSL Encryption
Only protects data between 
site and user not the web 

application itself 

We Use SSL Encryption
Only protects data between 
site and user not the web 

application itself
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SOMETHING IS STILL OUT THERE …
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WORST CREDIT CARD IDENTITY THEFT CASE 
- DONE BY SQL INJECTION : A WEB APP ATTACK!

STRAITS TIMES SINGAPORE 19AUG09
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Unprotected Web applications risk sensitive 
data and compliance

Risks and Threats Costs of Security 
Breaches

Compliance 
Demands

Stealing Sensitive 
Information is the 2nd 
highest motivation for 

Web application attacks 

Source: Web Incidents Hacking Database 2008 Annual report

Average cost of a security 
breach is $6.6 million
Client notification 
($202 per record)
Fines 
(as high as $15 million)
Brand loss and lawsuits
Disruption to 
business operations

PCI DSS non-compliance 
costs clients hundreds 
of thousands in fines 

a month
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2009 Web Threats Take Center Stage
• Web application vulnerabilities

–Attacks here has surpassed the network /infra 
security ones

–Represent largest category in vulnerability 
disclosures (54.9% in 2008)

IBM Internet Security Systems X-Force® 2008 Trend & Risk Report

Now even IBM X- 
Force, which 
normally reports on 
network security, is 
talking about Web 
Application Security
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Top 10 OWASP Critical Web Application 
Security Risks ‘10

1. Injection
2. Cross-Site Scripting (XSS)
3. Broken Authentication and Session Management
4. Insecure Direct Object Reference
5. Cross-Site Request Forgery (CSRF)
6. Security Misconfiguration
7. Insecure Cryptographic Storage
8. Failure to Restrict URL Access
9. Insufficient Transport Layer Protection
10. Unvalidated Redirects and Forwards

http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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Traditional point solutions throw money at the 
problem and can’t address the full problem

• Vulnerability scanners
– Traditional vulnerability scanners don’t 

cover Web applications
• Penetration testing

– Effective at finding vulnerabilities but not 
scalable for ongoing tests

– Not focused on remediation
• Network firewall and IPS

– Generic Web application protection 
(if any) so most custom Web applications 
not covered

– Most IPS solutions focus on exploits as 
opposed to Web application vulnerabilities

• Web application firewall
– Expensive point product to deploy 

and manage
– Can be effective, but difficult to deploy, 

tune and manage
– Building policies can be as time consuming 

as remediating the vulnerability

Source: Gartner
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Software Application Development Pressures

Today I’m being asked to:
• Deliver product faster (a lot faster!)
• Increase product innovation
• Improve quality
• Reduce cost
• Deliver a secure product (?)

Cheap
Fast
Good
- Choose 2
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The Application Security Challenge

What?
1. Need to mitigate the risk of a Security breach
2. Need to find and remediate these vulnerabilities 
3. Must utilize a cost effective way of doing this that 

makes sense

Who?
• Software security represents the intersection 

between security & development – solution 
needs to be a joint collaboration

• Starts with Security Auditor (can also be 
outsourced)

• Larger organizations require the scaling of security 
testing into the development organization
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Web Application Security - Solution Strategy

Reduce Cost and Time to Market
Find the issues earlier in the Software Development Life Cycle
Automate the process 
Use less security-savvy employees by leveraging tools

Mitigate Risk and increase quality
Increase coverage 
Involve more people in the process: Developers / QA

Increase Visibility Of The Security Issue
Distribute reports to different levels
Dashboards

Increase Productivity
Build the knowledge among the team
Prevent making the same mistakes
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You need a professional solution to 
Identify Vulnerabilities
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With Rich Report Options 
44 Regulatory Compliance Standards, for Executive, Security, Developers.
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And Most Important : 
Actionable Fix Recommendations
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Last but not the least: 
Dashboards and Metrics 
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IBM Security Framework includes integrated 
solutions for Web application security

IBM Web Application Security

• Assessments and professional services
– Identify security gaps
– Expertise to build secure processes
– Trusted insights to integrate Web application 

security into holistic security strategy

• Software and hardware solutions
– Market leading solutions
– IBM Internet Security Systems™ (ISS)
– Rational®
– Tivoli®
– WebSphere®

• Managed services
– Trusted experts proven to reduce the cost 

and complexity of security operations
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Solution: IBM Web application security for a 
smarter planet

Secure code 
development and 

vulnerability 
management

Protect Web 
applications from 
potential attacks

Deliver security and 
performance in Web 

services and SOA

Manage secure 
Web applications

• Identify vulnerabilities 
and malware

• Actionable information to 
correct the problems

• Block attacks that aim to exploit 
Web application vulnerabilities

• Integrate Web application 
security with existing 
network infrastructure

• Purpose-built XML and 
SOA solutions for security 
and performance

• Ongoing management and 
security with a suite of 
identity and access 
management solutions

End-to-end Web 
application security
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Solution: IBM Web application security for a 
smarter planet

• Best practices: Integrate secure development, 
vulnerability management, network protection and 
host protection

– Develop secure Web applications
– Identify vulnerabilities in 

existing applications
– Protect Web applications, 

Web 2.0 and databases 
at the network and server

– Dedicated security for Web Services
– Manage secure access to Web applications

• Centralized Management
– Correlate vulnerabilities vs. protection policies vs. actual security events
– Centralize application entitlement and SOA security policy management

• End-to-end Web security from your trusted security 
advisor

Secure code 
development and 

vulnerability 
management

Protect Web 
applications from 
potential attacks

Deliver security and 
performance in Web 

services and SOA

Manage secure 
Web applications

End-to-end Web 
application security
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Secure code development and vulnerability 
management – IBM Rational® AppScan®

• A market leader for Web application 
vulnerability scanning
– A leader in numerous industry “bake offs”

• Automatically scans Web applications 
for vulnerabilities
– SQL Injection
– Cross-site Scripting

• Provides clear recommendations on 
how to remediate identified 
vulnerabilities

• Scans Web sites for embedded malware
– Protect your Web site from distributing the next 

Conficker to every Web site visitor
– Powered by the IBM Internet Security 

Systems™ X-Force® malware prevention 
system
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Enabling the operationalization of security 
testing

Embed Security 
into Development2 Outsource 

Security Testing3

Control, Monitor, Collaborate and Report Web Application Security Testing
(AppScan Reporting Console)

AppScan® Standard

AppScan Enterprise

AppScan Source

AppScan Tester

AppScan OnDemand

AppScan Security 
Consulting

Enable Security 
Specialists1

Address Web Application Vulnerabilities in three ways:
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Enabling security testing through the SDLC

AppScan 
Standard Ed

(desktop)

AppScan 
Enterprise user 

(Web client)
(scanning agent)

IBM Rational® Web Based Training for AppScan®

AppScan Express
(desktop)

AppScan 
Source Ed
(desktop)

AppScan Ent.  
QuickScan
(Web client)

AppScan Tester Ed 

(scanning agent) (QA clients)

Rational Quality         
Manager

Rational 
Application 
Developer

Rational 
Software 
Analyzer

Rational 
ClearCase

Rational ClearQuest / Defect Management

AppScan Enterprise / Reporting Console

CODE
Build security testing into the IDE*

BUILD
Automate Security / Compliance 

testing in the Build Process

QA
Security / compliance testing 
incorporated into testing and 

remediation workflows

SECURITY
Security and Compliance Testing, 
oversight, control, policy, audits

Rational 
BuildForge

AppScan Build Ed
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IBM Web application security for a smarter planet 
delivers client value

• Integrated end-to-end Web protection
– Drive security into the software development 

life cycle
– Malware detection and vulnerability 

management
– Realtime blocking of attacks
– Security and performance for SOA 

environments
• Secure the data and integrity of 

Web-enabled business process
– Online payments
– Trusted transactions 

between business partners
– Databases

• Meet compliance demands
– Achieve PCI compliance for 

DSS 6.6 (June 30 2008)
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Why Customers Choose IBM Rational Security & 
Compliance

Broadest suite of offerings to support security testing across 
the development lifecycle

Only web application security testing solution that provides 
combined static and dynamic analysis

Integrated with Rational application lifecycle management 
portfolio allowing security to become a natural part of the 
software development process

Minimize disruption 
Scale to large number of users
Support collaboration within development
Integrate with development tools

R&D backed by IBM’s $1.5B annual investment in security

Comprehensive Application Security Analysis - Includes 
multiple analysis techniques to leverage strengths of many 
solutions
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• Improve Service
– Availability and uptime

• Reduce Cost
– Managed services that 

reduce cost and complexity of 
security operations

• Manage Risk
– End-to-end approach to Web 

application security

Secure Web applications deliver the Dynamic 
Infrastructure of a smarter plant



27

Conclusion: Application QA for Security

• The Application Must Defend Itself
– You cannot depend on firewall or infrastructure security to do so

• Bridging the GAP between Software development and Information 
Security

• QA Testing for Security must now be integrated and strategic

• We need to move security QA testing back to earlier in the SDLC
– at production or pre-production stage is late and expensive to fix
– Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:
• Ensuring Security Quality in the Application up front
• Not having to do a lot of  rework after production
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