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Smarter planet opportunities driven by Web-
enabled applications

The Opportunity — smarter planet

Globalization and Globally
Available Resources

Access to streams of
information in the Realtime




Smarter planet opportunities driven by Web-
enabled applications

The Driver — Web-enabled Applications

Web

Applications Databases

Intuitive interfaces for Collaboration among Backend of every
business processes, peers and partners Web application
client interaction,
integration with
business partners

How do | secure the new Web without significantly Increasing my costs?




Changing security landscape creates complex
threats

Web-enabled
applications drive the
need for security

New applications are increasing the
attack surface

= Complex Web applications create
complex security risks

= Making applications more available to
“good” users, makes them more
available to “bad” users

. Desktop: Server:
* Web attacks are eVOIVmg to blended Browser Hypervisor and Virtualization

attacks (i.e. planting of malware on Web Applications
legitimate Web sites)
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The Myth: “Our Site Is Safe”

We Audit It Once a
Quarter with Pen Testers

Applications are constantly
changing

We Have Firewalls
and IPS in Place

Port 80 & 443 are open
for the right reasons

We Use Network
Vulnerability Scanners

Neglect the security of the

We Use SSL Encryption

Only protects data between
software on the network/web site and user not the web
Server application itself
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SOMETHING IS STILL OUT THERE
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Monster attack steals user data

uUs job website Monster.com
has suffered an online attack
with the personal data of
hundreds of thousands of users
stolen, says a security firm.

A computer program was used to
access the employers' section of
the website using stolen log-in

credentials.

Symantec said the log-ins were
used to harvest user names, e-
mail addresses, home addresses and phone numbers, which
were uploaded to a remote web server.

"I One-Minute World News

Last Updated: Tuesday, 21 August 2007, 10:01 GMT 11:01 UK
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Asus Web site harbors threat

Posted by Joris Evers

http:inews.cnet.comid

It iz not 2uch a Good Friday for ASUStek Computsr.

Posk Resume

The main VWeb =ite of the Taiwaneze hardware maker, known for itz Azus branded PC2 ¢

been rigged by hackers to 2erve up malicious sofiware that attemptz to exploit a critical ¥
expertz =aid Friday.

The attackers added an invizible frame, a 2o-called iframe, to the front page of the Azus.
the =ite, a victim'zs browser will =ilently connect to another ¥Web =ite that tries to install a

Maonster is a

service
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Glitch spills UBS clients’ info

Wealthy customers saw detalls of others’ online
accounts, but bank says number affected is small

TECHNICAL gliteh at
A Swiss hank UBS gave its

wealthy customers in Sin-
gapore and Hong Kong a shock
last week when they logged on
to their online accounts.

The private-banking clients
found confidential details of ath-
er clients’ bank statements and
account information instead of
their own. Clients” online ac-
counts, though, do not indicate

oy R L

Asked how many clients
were affected, all she said was
that “some limited account infor-
mation concerning a small
number of UBS wealth-manage
ment clients was accessible by a
very limited number of other sys:
tem users”. She added that few-
er than five accessed the infor-
mation.

She told my paper the
oceurred “as a result of ar
vertent technical error follo
an information-technology
tem upgrade over the weekend

glitch
nad

ing to the incident and has im-
plemente d measures to prevent
a similar oceurrence in the fu-
ture.

The bank also reported the in-
cident to the banking authori-
ties here and in Hong Kong: the
Monetary Authority of Singa-
pore (MAS) and the Hong Kong
Monetary Authority (HKMA).

Asked about what MAS
would be doing, its spokesman
said that “we are following up
with the bank”, but did not elab
orate.

The HKMA said it is “follow-
ing up with the bank on any im-
pact... and the remedial meas-
ures that should be taken”.

Its spokesman added: “We
have requested the bank to sub-

Mr Tan Teik Guan, chief ex-
ecutive of Data Security Systems
Solutions, said such accidental
leaks of confidential informa-
tion eould lead to "embarrassing
situations for clients and reputa-
tion risks for banks™.

“Intentional leakages are
more serious as the data...
(could be) used for more makh-
cious activities,” he said.

kennyc@sph.com.sg
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Me've just confirmed multiple reporiz about Azus.com, a very well known hardware mar
cumprcmls=d a researcher with Kaspersky Lab wrote on the company’z Viruslizt.com 2
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WORST CREDIT CARD IDENTITY THEFT CASE
- DONE BY SQL INJECTION : A WEB APP ATTACKI

prime.news

STRAITS TIMES SINGAPORE 19AUGO09

TRIE STEAITS TIMFS WEDNESDAY, ATHGUAT 1V Jpud PAGE A&

Hacker accused of stealing
130 million credit card numbers
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Unprotected Web applications risk sensitive
data and compliance

Risks and Threats

Stealing Sensitive
Information is the 2nd

highest motivation for
Web application attacks

Costs of Security
Breaches

Average cost of a security
breach is $6.6 million

Client notification
($202 per record)

Fines
(as high as $15 million)

Brand loss and lawsuits

Disruption to
business operations

Compliance
Demands

PCI DSS non-compliance
costs clients hundreds
of thousands in fines
a month

ESource: Web Incidents Hacking Database 2008 Annual report



2009 Web Threats Take Center Stage

* Web application vulnerabilities

—Attacks here has surpassed the network /infra
security ones

—Represent largest category in vulnerability
disclosures (54.9% in 2008)

Now even IBM X-
Force, which
normally reports on
D network security, is
talking about Web
Application Security

Web
Applications
54.9%

0 e®) 008 and.f. Ri Raebno




Top 10 OWASP Critical Web Application
Security Risks ‘10

Injection

Cross-Site Scripting (XSS)

Broken Authentication and Session Management
Insecure Direct Object Reference

Cross-Site Request Forgery (CSRF)

Security Misconfiguration

Insecure Cryptographic Storage

Failure to Restrict URL Access

Insufficient Transport Layer Protection
Unvalidated Redirects and Forwards

© N O WNPE

=
©

http://www.owasp.org/index.php/Category:OWASP Top Ten Project
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http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

Traditional point solutions throw money at the
problem and can’t address the full problem

Vulnerability scanners

— Traditional vulnerability scanners don'’t
cover Web applications

Penetration testing Security

— Effective at finding vulnerabilities but not % of Attacks
scalable for ongoing tests

— Not focused on remediation
Network firewall and IPS

— Generic Web application protection
(if any) so most custom Web applications
not covered

— Most IPS solutions focus on exploits as
opposed to Web application vulnerabilities

Web application firewall

— Expensive point product to deploy ' i
and manage 25% :
— Can be effective, but difficult to deploy, Network Server

tune and manage

— Building policies can be as time consuming
as remediating the vulnerability

Spending

% of Dollars

Web Applications

Source: Gartner

10



Software Application Development Pressures

Today I'm being asked to:
* Deliver product faster (a lot faster!)

* Increase product innovation
 Improve quality

« Reduce cost Cheap
* Deliver a secure product (?) Fast
Good
- Choose 2
OUR GOAL IS5 TO WRITE 1 HOPE TM GONNA
BOGFREE SOFTWARE ., THLS WRITE ME A

T'LL PAY A TEN-DOLLAR
BONUS FOR EVERY BUG
YOU FIND AND FIN.

DRIVES NEW suUV
THE RIGAT ~ THIS AFTER-
BEHAVIOR. NOON!

S. A s E-mall: SCOTTADAMS®AOL.COM

"l",l"-’} © 1985 United Festure Syndicate, Inc. (NYC)




The Application Security Challenge
What?

1. Need to mitigate the risk of a Security breach
2. Need to find and remediate these vulnerabilities

3. Must utilize a cost effective way of doing this that
makes sense

Who?
. Software security represents the intersection

between security & development — solution
needs to be a joint collaboration

. Starts with Security Auditor (can also be
outsourced)

. Larger organizations require the scaling of security
testing into the development organization




Web Application Security - Solution Strategy

Reduce Cost and Time to Market
» Find the issues earlier in the Software Development Life Cycle

» Automate the process
» Use less security-savvy employees by leveraging tools

Mitigate Risk and increase quality
» InCrease coverage

» Involve more people in the process: Developers / QA

Increase Visibility Of The Security Issue
» Distribute reports to different levels
» Dashboards

Increase Productivity
» Build the knowledge among the team

» Prevent making the same mistakes




You need a professional solution to

ldentify Vulnerabilities
&, AppScan 7.5 Demo Scan 1.scan - Watchfire AppScan

File  Edit View 5can  Tools Help

D @ (. EQ © scan + ) Stop EﬂManuaIExplore XScan Cenfiguration [ Scan Log p [iil Report & Update

G‘j My Application (53) | VJ Scan is Incomplete Mare Information
=% htp://demo testfire net/ (52 ——

_ ] Amranged By: Severty  Highest ontop
ﬁ cogi.exe (1) |E[| B3 Security Issues (368 variants) for "My Application’
Security Ieues comment asex 2 = @ Bind SQL Injsction (4)
di ;u. .asﬁ http://demo testfire netbank/account .aspx (1)
f;id:lmc:{rl L ; http://demo testfire net/bankAogin aspx (2)
Q rd? -ESFEJ:ji ) http://demo testfire net/bank/transaction.aspx (1)

search.aspu i .

- @ Cross-Site Scripting (5)
Remediation Tasks e . @ Fomat String Remote Command Execution (1)

5u:sm:Ee.a:§x (3 @ HTTP Response Spliting (1)
subscribe s @ S0L Injection ()

Y -a-- :"Jj:;fﬁ;es"“”s-am @ XPath Injection (1)

Application Data +1-1C3) bank [40)
=) images (1) | i) Advisory I “ Fix Recommendation | #¥ Request/Response |

W Cookie Poisoning SGL Injection (1)

Variant: < 1lof2 » | E Original | abb ,J [EA Properties

@] Show in Browser [ Report False Positive | Manual Test 3¢ Delete Variant @) Set as Non-vulnerable

POST /bank/account.aspx HTTP/1.0 “ Variant Details creen
Cookie: anlCred1tD‘F'Fer=(ardType=Gu1d&L1m1t—1DDDD&Inter 'ﬁl .5 _

Content-Length: 35 LY | 1p: 9294
Accept: */* =
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32] The following changes wers
Host: demo.testfire.net applied to the original request:
Cantent-Type: application/x-www-Form-urlencoded v Set parameter Tist A unitss
Referer: http://demo.testfire.net/bank/main. aspx valuel::n ‘0%2B0

list Accounts=0%2B0%2B1001160141%2B0 2B1001160141%.280

Difference:

HTTP/1.1 200 OK Reasoning:

Content-Length: 11744 This test uses several diferent
Connection: claose HTTP requests in order to verify
Date: Thu, 05 Apr 2007 15:03:34 GMT the existence of 3 Blind SQL
Server: Microsoft-IIS/6.0 Imjection \mlne{abmty The resulting LI
X-Powered-By: ASP.MET L et i
X-AzpMet-Version: 2.0.50727
Cache-Control: no-cache

Pragma: no-cache
Fvnires = -1
< F

Enter additional comments for this  »
vanant.

| Visited URLs 108/108 | Completed Tests 14194/14194 [l 53Security lssues @18 W4 H2 DI




win RICh Report Options

44 Regulatory Compliance Standards, for Executive, Security, Developers.

R '

Industry Standard Regulatory Compliance

Report Type | Layout |

Delta Analysis

Template: | BExecutive Summany M

Min. Severity: | Informational El Test Type: Al

= [] Report Cortent
Executive Summary (Ertire Scan)
= [] Security lssues
= [] Varants
[ ] Request/Response
[ ] User Comments
[ ] Show Validation in Respanse
[ ] Screenshots
= [] Advisories and Fix Recommendations
[].NET
[JJ2EE
[ ] Remediation Tasks
= [] Application Data
[ ] Application URLs
[ ] Script Parameters
[ ] Broken Links
[ ] Comments
[ ] JavaScripts
[ ] Cookies

Detailed Findings

Vulnerable URL: http://fake/fake.aspx :ff'

Total of 2 findings in this URL

c . -

Severity: High Advizory & Fix Recommendation: See Appendix 1
Vulnerable URL: hitp:/ifake/fake. aspx (parameter =fake)

Remediation:
Sanitize user input

Variant 1 of 4 [ID=2416]

Thiz test variant was constructed from the original request by applying the following change(s):

+  Set parameter 'uid's value to ="==script=alert( Appscan%20-%20C533%20attack%
Z0mayte20be%%20used’)=/script="

*  Set parameter 'uid's value to ="==script>alert(Appscan®20-%20CS35%20atack%
20may¥20bhe%20used’)</script="

Request:

GET /bank/login.aspx?uid=s"><script=alert(’ Appscan%zu ®20C55%20attackxzomays2obex
zo0used' Y=/ ‘script=&passw=Demol234dx=8y= HTTR/L

Cookie: ASP.NET_SessionId= 3hg3]supufr]fn13bph10rql

Host: berm

Accept: =/

Accept-Language: en-us

Us$r Agent: Mozilla 4.0 (compatiblej MSIE E.5j Windows NT E.0)

referer: hIIp;iihﬂ;nihank.lngln;a&px

Variant 2 of 4 [ID=2418]

This teat variant was constructed from the original request by applying the following change{z):

+  Set parameter 'uid's value to ='"==script=alert Appscan%20-%20C55%20attack%
20may¥20he¥20used)</script="

+  Set parameter 'uid's value to ="==script=alert( Appscan%20-%20C533%20attack%
20may%20be%20usad”)=/script="

Request:

EFT Fhank MAandin ssnvPodid—w"wesrrintaaTart £ dnneran 3N NP ArESW 3N st arb ¥ I ima v Snhes

Help | Preview | |_Save Repot...




And Most Important:
Actionable Fix Recommendations

i, AppScan 7.5 Deme Scan l.scan - Watchfire AppScan

Eile Edit View 5can  Tools Help

U2

D @ = @ Q Scan - O Stop EEManualExplore XScan Configuration [Z) Scan Log 9’-) Report & Update

View GEI My Application (53) | j) Scan is Incomplete More Information %
-9 hitp://demo testfire net/ (53)
| . P )] Amanged By: Severty  Highest on top
ﬁ ----- cgiexe (1) fﬂ| B3 Security Issues (268 variants) for "My Application’
Securtybosues || 7 commeri 2spx (2) = @ Blind SQL Injection (4) y

""" drafau.h.aspx hitp://dema testfire net/bank ‘account aspx (1)
""" disclaimer ftm hitp://dema testfire net/bankJogin.aspx (2)

e """ feedbadi az (1) hitp://dema testfire net /bank Aransaction.aspx (1)
""" ) @ Cross-Site Scripting (5)

Remediation Tasks | i SEMVErSmor.aspx

----- subscribe aspx (3)
----- subscribe swf

f:,_l ----- survey_questions.aspx
-r(-'k [-1C3) admin (1)
Application Data G- bank (40)

-3 images (1)

@ Format Sting Remote Command Execution (1)

@ HTTP Response Spliting (1)

@ SOL Injection (6]

@ ¥Path Injection (1)

S Cookie Poisoning SGL Injection (1) -

Fox Recommendation g@ Request/Response

\07 Blind SQL Injection

z» Fix Recommendation

 General

There are several issues whose remediation lies in sanitizing user input.

By verifying that user input does not contain hazardous characters, itis possible to prevent
malicious users from causing your application to execute unintended operations, such as
launch arbitrary S0L queries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters:
[1]| (pipe sign)
[£] & (ampersand sign)
[3]; (semicolon sign) -

4| 1 | 3

Visited URLs 108/108 || Completed Tests 14194/14154

i 53Securty lssues @18 W4 B2 @9

[ T
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Last but not the least:
Dashboards and Metrics

AppScan. Enterprise Edition

Jim (Analyst) | Help | Support | About | Log Out

Training Jobs & Reports | Ad

Jobs & Reports = Acme Hackme > Analysts

nistration

Jan 24 Feb 17 Mar 14 Apr 07 May 02

Issue Severity by Report Pack

Folders @ | | Analysts - Graphical
I Create.. I = I T - Last Updated: 9/11/2007 12:56:50 PM
=-] Acme Hackme H Details Graphical
=27 Analysts
L] Frank Report Pack: |AII Report Packs =] [ Apply I
& 3m Issue Severity History Issue Management History
=g Developers
-1 Admin All Report Packs All Report Packs
£ Ancrew 5000 I High 8000 I Fixed
= Medium = In Progress
-] Chris A Low 7000 I Reopened
3 Jernifer 4000, 8 6000 52:&1
E\ﬂ Templates
3000 VA\ Siood
4000
Current
2000 T 3000 Active:
S
2000
1000 S e
) | s ‘ 1000
0

o
Jan 24 Feb 17 Mar 14 Apr 07 May 02

WASC Threat Classification

Total
0 2000 4000 6000 8000 10000

I Ll;l ‘ Cinformation [ Low D Medum Tl High
Recently Viewed (7] Support

L@ Analysts On-Demand Services

L@ Applications stord

@ Security Issues (Investment Banking)

{8l Report Pack Summary (Investment Banl

Main Website
@ Sarbanes-Oxley Act (S0X) (Investment

@ Activity Log (Test Admin) Intranet
e Report Pack Summary (Test Admin)

Mavies
@ Personal Banking =
o EN &

All Report Packs

12000

= Authentication [ Command Execution
[ Authorization I Information Disclosure
B Client-side Attacks [ Logical Attacks
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IBM Security Framework includes integrated
solutions for Web application security

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY
0 DATA AND INFORMATION
S
@ APPLICATION AND PROCESS
A s ne A Sosberra e

@ NETWORK, SERVER AND END POINT

@ PHYSICAL INFRASTRUCTURE

Common Paolicy, Event Handling and Reporting

IBM Web Application Security

 Assessments and professional services
— Identify security gaps
— Expertise to build secure processes

— Trusted insights to integrate Web application
security into holistic security strategy

« Software and hardware solutions
— Market leading solutions
— IBM Internet Security Systems™ (ISS)
— Rational®
— Tivoli®
— WebSphere®

« Managed services

— Trusted experts proven to reduce the cost
and complexity of security operations




Solution: IBM Web application security for a
smarter planet

Secure code
development and

vulnerability
management

* |dentify vulnerabilities
and malware

* Actionable information to TN —
correct the problems Protect Web

applications from

End-to-end Web potentliattacks
application security

Manage secure
Web applications

» Ongoing management and
security with a suite of

identity and ?CC?StS_ T—— Integrate Web application
management seiltions Deliver security and security with existing

performance in Web ' network infrastructure
services and SOA

Block attacks that aim to exploit
Web application vulnerabilities

 Purpose-built XML and
SOA solutions for security
and performance




Solution: IBM Web application security for a
smarter planet

 Best practices: Integrate secure development,
vulnerability management, network protection and

host protection Securecote
— Develop secure Web applications 3 vulnerability

management ‘

— Identify vulnerabilities in

existing applications ———
) ) Manage secure -to- —

— Protect Web applications, WebgliE ion s EndiiE v co applications from
Web 2.0 and databases el poteqigitacks
at the network and server ‘\

— Dedicated security for Web Services Eg;‘;‘f&iﬁg:ﬁ’mﬂ [

— Manage secure access to Web applications Serviceu SOA

* Centralized Management

— Correlate vulnerabilities vs. protection policies vs. actual security events
— Centralize application entitlement and SOA security policy management

 End-to-end Web security from your trusted security
advisor
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Secure code development and vulnerability
management — IBM Rational® AppScan®

A market leader for Web application
vulnerability scanning

— Aleader in numerous industry “bake offs”

 Automatically scans Web applications
for vulnerabilities
—  SQL Injection
—  Cross-site Scripting

 Provides clear recommendations on

how to remediate identified
vulnerabilities

Secure code
development and
vulnerability
management

Protect Web
applications from
potential attacks

e Scans Web sites for embedded malware

—  Protect your Web site from distributing the next
Conficker to every Web site visitor

— Powered by the IBM Internet Security
Systems™ X-Force® malware prevention
system
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Enabling the operationalization of security
testing

Address Web Application Vulnerabilities in three ways:

— T e

1 Enable Security 2 Embed Security 3 Outsource
Specialists into Development Security Testing

= AppScan® Standard = AppScan Source = AppScan OnDemand

= AppScan Enterprise = AppScan Tester = AppScan Security
Consulting

Control, Monitor, Collaborate and Report Web Application Security Testing
(AppScan Reporting Console)

Secure code
development and
vulnerability

-
=
(]
=
>
IS
=t
IS
(=

Protect Web
applications from
potential attacks

services and SOA

R
|| Deliver security and
performance in Web

Manage secure
Web applications




Enabling security testing through the SDLC

Rational. AppScan Enterprise / Reporting Console 1

85 2%

855 &
ot S <

S520 g

AppScan Build Ed AppScan Tester Ed 8%% S

(%] q>) > E

AppScan AppScan T p—

AppScan AppScan Ent. Enterprise user  Standard Ed 1=
EoticoEd QuickScan Rl ; I eea (Web client) _  (desktop) F
D=1

WHITE BOX BLACK BOX g

e =

- TE8

\v‘ o §8_

AppScan Express —
(desktop)
Rational Rational $ - g
Application Software Rational Rational Rational Quality
Developer Analyzer ClearCase BuildForge Manager
Rational ClearQuest / Defect Management
CODE BUILD QA SECURITY
Build security testing into the IDE* Automate Security / Compliance Security / compliance testing Security and Compliance Testing,

testing in the Build Process incorporated into testing and oversight, control, policy, audits
remediation workflows

IBM Rational® Web Based Training for AppScan®
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IBM Web application security for a smarter planet
delivers client value

* Integrated end-to-end Web protection

— Drive security into the software development
life cycle

— Malware detection and vulnerability
management

— Realtime blocking of attacks

— Security and performance for SOA
environments

« Secure the data and integrity of
Web-enabled business process
— Online payments

— Trusted transactions
between business partners

— Databases
 Meet compliance demands

— Achieve PCI compliance for
DSS 6.6 (June 30 2008)




Why Customers Choose IBM Rational Security &
Compliance

v" Broadest suite of offerings to support security testing across
the development lifecycle

v Only web application security testing solution that provides
combined static and dynamic analysis

v Integrated with Rational application lifecycle management
portfolio allowing security to become a natural part of the
software development process

» Minimize disruption

» Scale to large number of users

» Support collaboration within development
» Integrate with development tools

v R&D backed by IBM’s $1.5B annual investment in security

v Comprehensive Application Security Analysis - Includes
multiple analysis techniques to leverage strengths of many
solutions

—




Secure Web applications deliver the Dynamic
Infrastructure of a smarter plant

e Improve Service
— Avalilability and uptime
 Reduce Cost

— Managed services that
reduce cost and complexity of
security operations
Dynamic

Infrastructure | * Manage Risk

— End-to-end approach to Web
application security

IMPROVE SERVICE
REDUCE COST
MANAGE RISK
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Conclusion: Application QA for Security

« The Application Must Defend lItself

— You cannot depend on firewall or infrastructure security to do so

 Bridging the GAP between Software development and Information
Security

QA Testing for Security must now be integrated and strategic

« We need to move security QA testing back to earlier in the SDLC
— at production or pre-production stage is late and expensive to fix
— Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:

* Ensuring Security Quality in the Application up front
* Not havingtodo alot of rework after production

%
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