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Sensors
Java class

Agent less

Use access protocols
specific to the resource
Emulates a user

Sends data back
server




Three default profiles are
shipped with the product
* Levels 1-3 discovery

* Can’t be modified

* Can be cloned

Profiles

Icon in the i i Discovery Profiles

i Hame Tezcription;
Discovery Drawer Deseripion: [
for Discovery
Profiles

Level 1 Discovery

Senzor Configuration Platforim Properies

Enabled 5§ Hame Type Seope Restrictions Dezcription

Specifying which
Sensors to include

i Discovered Components

Application Infrastructure

2

-5 Clusters
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L1 Discovery

* Credential-free
discovery

" Light-weight

" Fast

= Discovers computer
systems and
network devices

g
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L1 Discovery

= Why would | want to
do this?

— Inventory IT assets on your network

— Start building your CMDB by identifying
Computer Systems

IBM Tivoli So\ftwar arch 2011
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Profile for a Level 1 Discovery
=enzor Configuration
» StackScanSensor

uses nmap
* SnmpLiteSensor

Enabled sensar Mame
=lsklesensar

=MSFilelDs
ShSServersensor
=nmpLight=ensor

=nmphibZdSensor

]
[
[
[
[]




*Hosts and network devices can be
discovered using a Level 1 Discovery
*Scans hosts without using

What’S dISCOvered'? credentials

Application Infrastructure

] ]
h.lbm.com

-

dhep23-76.zuric

* Light-weight discovery
* No dependencies
 Configuration is just name, IP and

dhcp22-29 zurich.lbm.com port

iscovered Components
mlatral-02.2urich.ibon.con

mistral- O’)l

JEIrEA TLHch e cam |

Storege

1| |H
Fulhy qualified domain name:
Last Modifled Tima:
Ohject Type:

Manifartiiree:
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Netting out Level 1 Discovery

Advantages Disadvantages
= All you need is a " Relies on nmap
TADDM server and = Only provides IP
a list of IPs device and some
" You don’t need to OS level data
Know any
usernames or
passwords

So should you use it? Only if you don’'t know what’s in your environment
or you can'’t get credentials.
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Level 2 Discovery

* Computer system
configurations

= Application
Dependencies w/o
credentials

s =B L ??'i(+ gL
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Level 2 Discovery

* Why would | want
to do this?

— Inventory the processes running in your
environment

— Discover hardware an operating system
details

— Find light-weight relationships in to
identify requirements for credentials

=2
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" Specifies what is
to be discovered

Specific IPs

Range of IPs
Subnets

Sets of the above

— . -

- — N —— i ——
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Creating Scopes

s Tivoli Application Dependency Discovery Manager - Version: Current

File Edit Dizplay Discovery Topology Analytics ‘Windows Help

SN EEIEEREE - @

Discavery Scope

change th

higghs 1P Type IP Address:

Dvervieny

Specify the subnet value, and optionslly a description

Inciuce Sub. |V

Acocess List

Custom Servers

2]

I
24252627 282930

DescriptionsHost Name

Description

v
Al Exclusion

(255.255.255.0 )

Computer Systems

A

Discovered Components
Application Infrastructure

=- 53 Application Infrastructure Owvervieww
= @ Infrastructure Software

+-E3 Clusters

| Delete Set

- ik Serwers
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Access List

14

= Contains credentials used by
sensors during discovery

* Supports many different
types: telnet, ssh-1, ssh-2,
snmp community strings,
SSL keys, application
specific credentials

= Can be scope restricted.

* Order is important!

y = e e &
> -
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PingSensor
[Subnet Scope}

IPRangaSansor
{IP Range Scope

IPDavicaSensor
{IP Scopa)

[

PortScanSensar

{22 23 135 | DAP_

SMB)

SessionSansor

SHMPMIBZ

GeneancComputer
L
Sansor

GenericServar

LAMManagerSens
or

Extramea

HostResource

EntityMIB
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Anchors and Gateways




L evel 2 Discovery Captures command, args.,

environment and ports...

Discovery Ouverview

Discovery Information
Status:

Components Found:

Sensors Running:

Progress:
iscovered Components

Application Infrastructure Shew only items of status: e o

: = Tl WSSy Ay YIEh Servers _—_— W
=--{E3 J2EE Servers

- Ei.i wWiehLogic

Ei.i WiebhSphere

& JBoss

= COraclefppServer !

1B rrvsap <

£ Ciher J2EE Servers Informstion:
5B JBoss(3)

{VP 2 dogmatix tiviab sanjose.ibm.com: 1093

TR i :
% ] manikin tivlab zanjose ibm.com: 1395 Run Discovery | | Scope Details | | Discovery Log

{VP;‘ senators tiviab sanjose ibm.com: 1295
Details
B JavaServerrs)
ED OracleltppServer(2) &’2 monosyllabix tivlab sanjose ibmocom: 2509 | W
..{go_';' esx3-vmI-rhesd tiviab . sanjose bmocom: G003 i
{V.E;' fishtix tiviab sanjose.ibm.com 6003 General | Rurdirne Mgulter | spplicstion Descriptors
B Tormcat(1] Process Pools

:_ @ WebL ogict3) Command Line: lopt i EMANER SpherefippServerifavahingava -Kbootclasspathiplopt IEMANERSE
i dopt i EMANERSpherelippServeriprofilesidefaultiproperties: foptABMAYebhSpheres,
-Dowws ext dirs=joptABMavebSphereifppServerfavailib foptABMa e SpherefApp
__{5} i 2 ; ; -Dcom ibm itp locstion=foptiBMavebSpherefAppServer/in -Djsva util logging .cor
- chopstix fiviah sanjose.ibm.com: 7001 -Drzerver root=/foptAEMAebSphere/AppServerfprofilesidefault -Diava avwt headh
gi chopstix tiviab sanjose ibm.com: 7003 ..l’op‘t.l'lEiM.l’\.-‘\!'ebSphere.l’AppSer\.-'er.l'profiles.l’default.l’c:onfig monosyllabixModedl Cel !

Environment:
=B wWehSphere-Unixi1
H gl

——

: -;Emgyllabix.tivlab.Sanjose.ibm.com:2809 Forts
o Ea W‘emﬁ‘“ | 11 Process ID Listening Port

17361 9443 9030,9043,9060,3550,91 00,2309

L ] adonis tivlab sanjose ibmocorm 5556

e Eb ranually Added J2EE Servers

Light-weight discovery of applications
w/0 credentials

| IBM Tivoli Software | March 2011




_ App Map discovered via
Level 2 DISCOVGFy credential-less approach...

Application Infragtructure

Application Infrastructure

k\“/ ] 2 & | & SR [ Legerst

Eusness Applications

Y
Application birastuciure

(=]

Physicel Infraziructure ; ; ; e
adonis tiviab sanjose...139 sistiviab. Saﬂjl’JSF bmc..

Linux ﬁ
monosyllabix tiviah.san hpux1.tiviab sanjos... 1532

demo.lab collation.net cemdb-oracle tiviab. 1521
et e \ J

Discovered Components E|

Ligtrzasch

7 = mercedes fiviab sanjose... global tiviab sanjos.. 9092
Kairwong

Companernt: 4l

+

LRI L RERFAR R R RELE ) |
b femns: ﬁb&"ﬂ:‘\a zurichibmcom |w| % |

i ﬁ berrina.zurich. bm coen
(=] bigmae Turichbim com Genaral a5 Storage Herinces el Modules Config Fies
ﬁ Liltygst zurich it com TP
ﬂ Brac Zuichbm com Fully qualified domain name: | bermina zurich ibm com
ﬁ baraduz Furich ben com Last Modifled Time: Q2506 10042 CEST

L { Object Type: 1814 A1 Computer
i bardighera, zurich iom.com ystonn

Mamdacturer:
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Level 3 Discovery

* Discovering
Business

Applications

— Show impacts to Business for planned and
unplanned outages

— How can | use the data | discover to bring
value

— Link customer user’s view to my IT view

~

. = . fl‘-(’,
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Level 3 Discovery

* \Where do | begin?

— | know my IT components but not my
applications

— | know my applications but not my IT
components

\A___— T T
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= Configuration Discovery and Tracking - Version: Current
File Edit Display Dizcovery Topology Analytics Windows  Help
] L ]
Dizcovery Querview

Discovery Information
Status:

Components Found:

Sensors Running:

iscovered Components Progress:

Phyzical Infrastructure
Showy only tems of status: Al status e, W
=3 Metwork Tier

5D P Subnetsrze) Host Name/IP Dessription
B vLans

{53 Load Eatancers

ED Routers

£ switches

<
55 Firewalls

X Information: To view information about the sensar, select a row.
[ED other Metwork Devices
=I-IED Systems Tier

23 sysplexes

D r-series Run Discovery | | Scope Details | | Discovery Log
£ System p

[ sunFire

Details

D virtusl Systems tems: | B chapuiticisos
s

D aps General Router Detsils 05 Storage Interfaces Packages Patches Kernel Modules Config Files

@ red Hame: chapditildis03

ED . Fully qualified domain name:  |chapdiildiz03
it

B tisai Last Modified Time: 121207 1110 EDT
(eI

Object Type: IBM AL Computer
[E3 Unknown Domain System

+- [ Solariz Manufacturer: 1Bt
Model: 9131-524
D H-Lx
Serial Humber: 0E4701G
& russ Architecture: PowerPC_POWERS
B st CPU Speed: 1898 MHz
B chapciticisos CPU Type: PowerPC_POWERS
Humber of CPUs: 2
Memory Size: 775 GB

Fy

D whtware ESx
[E FreeBsD
Eoos

£ parwin

B netweare

B Linux
IE= amimcnee:

Username: administrator
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= Configuration Discovery and Tracking - Yersion: Current

File Edit Display Discovery Topology Analytics Windows Help

Inventory

=T
- Sybasze
B oL server
B ctreron

O E S&P DE2

O W SAP Oracle

Analytics

Custom Query

O & ccs Regions
|:| E IM= Subsystems
Irvertary O E Cther Servers

o)
@ i}‘: Unknowen Servers

i5a F ﬁ MySAP Servers
O e Engines

|:| e Java Central Systems

Change History

zZZ
ooo
Dormant Components

O+
Lo

Component Comparizon

Switch Topology

Discovered Components
Phrysical Infrastructure

-3 Metwork Tier

+ 2D P Subnets(26)
D viLans
Eﬂ Load Balancers
Eﬂ Routers

£ Eﬂ Switches

S (o TR O

<

Run Report

Details

tems: | B chapditiciss

General Router Details o5 Storage

Hame:

Fully qualified domain name:
Last Modified Time:

Object Type:

Manufacturer:
Model:

Serial Humber:
Architecture:
CPU Speed:

CPU Type:
Humber of CPUs:
Memory Size:

chapditildiz03
chapditildi=03
121207 1110 EDT
IBM ALK Computer
System

151

9131-524

064701 G
PowverPC_POWERS
1895 MHz
PovverPC_POWYERS
2

775 GB
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Interfaces

Packages Patches

Uzername: administrator

Kernel hModules

Config Files




= Configuration Discovery and Tracking - Version: Current

File Edit Display Dizcovery Topology Analytics  WYWindows

Analytics

Custom Guery

Irvertory

©)
da

Change History

zzZ
Qoo
Dormant Components

()
]

Component Comparison

Switch Topology

Discovered Components
Physical Infrastructure

5B Network Tier

D 1P Subnets(26)
D wLans

ED Load Balancers
D Routers

B switches

&h Firewalls

[F=h e hlod

Help

Inventony: Results

. =]
Component Type:
Hame
fopticmdh/fdistiexdernalidk-1.5.0.
o \Siebeldnalytics el BiniSA. .
CHANShbincaunisry exe
COUMMMT sy stem3I2zass exe
MMM Ty stem32inetsrAineti. ..
CONSMbinmcaschery EXE
CHMMMT ey stem32eyvchost exe
dizea? Sisiebsrvribintziebmtsh...
CMMMT sy stem32evchost exe

CoPranram FilesiSemantac Clie
Criteria:

ttems per page: 400

| Gotopage: |1

Unknowen Servers %

Arguments Environment

_=inpticmdisdistiesternalidk-1....

Izervice COMSPEC=%SystemRoot%isy...
COMSPEC=%SystemRoot ey
COMSPEC=%SystemRoot ey
COMESPEC=%SystemRoot %iey ...
COMSPEC=%5SystemRoot ey ...
COMSPEC=%SystemRoot ey
COMSPEC=%SystemRoot ey
COMSPEC=%SystemRoot ey

COMEPEC=3% Sy atemP oot 3 im

Create Custom Server | | Show Detailz

Details

tems: | B chapuiticisas

General Router Details 05 Storage

Hame:

Fully qualified domain name:
Last Modified Time:

Object Type:

Manufacturer:
Model:

Serial Humber:
Architecture:
CPU Speed:

CPU Type:
Humber of CPUs:
Memory Size:

chapditildi=03
chapditildi=03
120207 1110 EDT

BN AL Computer
System

151

9131-524

064701 G
PowverPC_POWERS
1898 MHz
PowverPC_POWERS
2

775 GB

Port Services
9902 60244 ,9550,9570,9162

a0 Siebel Analytics Yeb
o CA-Unicerter

HTTP S5L Met Logon Protected .

o IZ Admin Service

Ju] CA-Workload Agents
u] Automatic Updates
43162,49161

COM+ Event System Metwork C...

Dieflistrh

Interfaces Packages Patches

Uzername: administrator

HP ProLiant Remate Monitar Ser...

Kernel Modules

Host
chapditilclis03:
CHARDAPRANAD
CHARDAPPANAD
CHARDAPPANAD
CHAPDAPRANA01
CHAPDARPANAD
CHARDAPPCORD1
CHARDAPPCORD1
CHARDAPPCORD1

CHAPDAPPCORNT

Config Files




% Configuration Discovery and Tracking - Yersion: Current

File Edit Display Discovery Topology Analytics Windows Help

Inventory: Results

Analytics

Custom Guery

Irventary

©)
T

Change History

ZZZ
ooo
Dormant Components

O+
]

Component Comparison

Switch Topology

covered Components
Physical Infrastructure

—@ Metwark Tier
#-[E3 IP Subnetsr26)
B vLans
ED Load Balancers
[&h Routers
B switches
B Firewals

A e o TV N PRI Y

Component TYRE: | |rnown Servers (W

Hame Arguments
Joptfcmdbldistiexternalidk-1.5.0-

dSishelAnalticsWVe BiniSA. .. Iservice

General Info & Criteria Config Files

General Server Information
Mame:  CollstionProcesses
Trype:

Action: @ Discover C Ignore

Enabiled

® =

Identifying Criteria

(3) Al Criteria () Any Criteria

Argument * | |contains w COLLATICN

Al Criterion

Environment
_=inpticmobidistiesternaliok-1..
COMSPEC=%SystemRoot sy ..

IBM Tivoli Software | March 2011

Port
9902 G0244 9580 3570 9162

arn

49162 49161
0

n

Interfaces

Packages Patches

Services

HP ProLiant Remote Monitor Ser...

Siehel Analytics Wek
CA-Unicerter

HTTP S50 Met Logon Protected ...

IS Admin Service
CaSNorkload Agents
Automatic Updates

COM+ Event System Metwork C...

DefdiEtch

Username: administrator

Kernel Modules

Host
chapditildi=03:
CHAPDAPPANADT
CHAPDAPPARNADT
CHAPDAPRANADT
CHAPDAPRANADT
CHAPDAPPANADT
CHAPDAPPCORO
CHAPDAPPCORDT
CHAPDAPPCORDT

CHAPDAPPCORNT

Config Files



% Configuration Discovery and Tracking - Version: Current

File Edit Display Discovery Topology Analdics  Windows

L]

Dizcovery

iscovered Components

| Application Infrastructure

Ela Application Infrastructure Cverview

Help

Start Time

413008 13:08:52 EDT
413008 13:02:07 EDT
42005 16:14:24 EDT
42005 13:39:32 EDT
42005 13:36:24 EDT

Completion Time

41308 131325 EDT
413005 13:06:25 EDT
412005 16:32:22 EDT
412105 13:47:54 EDT
412105 13:37.47 EDT

Mormal Completion
Mormal Completion
Mormal Completion
Mormal Completion

Stopped

Profile Used

Level 2 no StackScan
Level 2 no StackScan
Lewel 3 no Stackscan - Weblogic 5
Lewel 3 no Stackscan - Weblogic 9

Lewel 3 Discovery

=& Infrastructure Saftware

Scope Details
B Clusters

ﬁ Wb Servers Senzor Host Name/IP Date Status Dezcrption
ﬁOracleSensorm 0.65.24820:1533) chapditildis03 - An error occurred, unable to find the servers, &n error occurred, there were e

An error ocourred, unable to find the servers, &n error ocourred, there were

(=-IED J2EE Servers 413105 133932 EDT

aOracleSenSDrU 0.65.248 20:1528) chapditilcis (3 4130058 13:39:32 EDT

ﬁOracleAppSensorm 0.65.245.21:6200) chapditildis03 4i305 133932 EDT Cne or more of these jar file directories © [foptiemdbddistiibioraclesppi2esh

_ stored - 16 Server Processes in the database

ﬁGenericServerSensorU 0.65248.21) chapditildis03
<

47105 11:26:39 EDT

B oractesppserver
D mysap
B ther J2EE Servers

Information:

= Manually Added J2EE Servers
-3 sms
B citrix

E3 Detabases

Details

General Rurtime Mocules Application Descriptors Config Files Dependencies Admin Info MES Info Artifact Info

D cIcs Regionsc131)

Business Applications Buziness Services

[ Ms Subsystems

23 Meszaging Servers There was no data for this table. There was no data for this table.

D Other Servers
& custom Servers

=B CollstionProcesses(E) Components

@ chapditicis0 1098
Dependency Type Participation Other object Hame Created By C Type

Transactional Dependent chapditildis03:9433 Discovered chapditidis03:9433 | App Server
; chapditildis03: 59759 Tranzactional Provider chapditildiz03:9162 Discovered chapditidis03:9162 | App Server
Transactional Dependent chapdtildis03:9540 Discovered chapditidis03:9540 | &pp Server
chapditildis03:9433 Discovered chapditidis03:9433 | App Server
chapdildis03:9162 Discovered chapditidis03:9162 | App Server
chapditildiz03:59759 Discovered chapditidiz03: 59759 | &pp Server

@ crapticiss 46946

Tranzactional Provider

@ crepoticis0s 9433 - -
Tranzactional Provider

; chapgiticis0z:SSal Transactional Provicler

@ﬁ Long*iew Trading System Maotification Se

@ﬁ Wanually Added Servers

=B Infrastructure Services

Uszername: administrator
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% Configuration Discovery and Tracking - Yersion: Current

Filz Edit Display Discovery Topology Analtics  Windows  Help

1% e 2e

Ha

Dizcovery Ouerview

e Discovery Information

Status: Icle

3

Crverview Components Found: ul

R [

Create Busi Application Comp it:
Select the components that comprize this application Status Diescription
Available Included
Access List
B Clusters =153 Wy AP Servers
[t

@ 3 web Servers LS_,’ chapditildis=03: 5001
G [-IED) J2EE Servers —3@ CollstionProcesses .

----- D sms @ chapditicis03:9162
-2 Citrix @ chapiticisnz: 1095 -
Computer Systems D Databases @ chapditicis03:.46346 =

#-ED CIcS Regions @ chapiticisnz: 0433

v
[ ----- D M Subsystems @ chapditicis03:59759
ﬁ Messaging Servers ; chapditildi=03: 9540
g | D Other Servers =B Oracle Instance
covered Components i
Eﬁ Custom Servers ﬁ chapditildis03:upE12
""" 23 Manually Added Servers
=-IED Business Application Overview e #-IED computer Systems
== Back | | Mext == | | Cancel
v
< >

Uzername: administrator
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= Configuration Discovery and Tracking - Version: Current

File Edit Display Dizscovery Topology Analytics ‘Windows Help

Discovery Ouverview
Discovery Information
Status:
Crverviesy Components Found:
Sensors Running:

Progress:

Showy only tems of status: Al status lev... v

Sensor Host HamesIP Description

Custom Servers

£

B Information: T wiewy information about the sensaor, select a row.

Computer Systems

Run Discovery | | Scope Details | | Discovery Log

Details

+ +

tems: | & rapomcot v % x' @ W

General Componerts Application Descriptors Dependencies Adimin Info MSS Info Arifact Info Extended Aftributes

Functional Group Component Server Component Module
CaollationProcesses chapditildi=03: 1095

CollationProcesses chapditiliz03: 45945

CollationProcesses chapditildiz03: 559759

CollationProcesses chapditildiz03: 9162

CollationProcesses

CollationProcesses

My APP Servers chapditilci=03: 5001

Oracle Instance chapditildiz03:upE1 2

Username: administrator
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Business Applications

" How can | use the
data | discover to
bring value?

it
|

b

arch 2011

28 | 1BMm Tivoli“so\ftwar
3



Level 3 Business Application

" How can | use the

MNCR4CORS1LALI0 fa...

~ data | discover to

bring value?

— What Business Application will be affected
if | upgrade my network switch

Ay
L
el'qJ-? o

i e,
=
{0
T e T o

TADDKW COT

L e oscam
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Level 3 Business Application

" How can | use the
data | discover to
bring value?

— What Business Application will be affected
if | upgrade my network switch

— My applications software is having
connectivity problems

30



What Changed in My Environment

Change History: Results

« @3

Componert Type Change Date Qld Walue Mew "alue Id
0 chapditildi=03:9162 AppServer Created 121207 110 EST OE3TEEESA...
10 chapdiildi=03; 5162 AppServer Updated 4111105 10:55 EOT NE3TEGESA..
E @ chapdiili=03. 9162 AppServer Upclate 41108 1113 EDT NE3TEEGA...
= @' Jopticmdb/distietcicallstion properties ConfigFile Updated 4108 1113 EDT 9ET4CEEEF ...
Q Jopticmdbidistietcicollstion properties ConfigFile 4108 1113 EDT checksum G0 336724 ‘BAE7 35526 9ET4CEEEF ...

Joptiomdbidistietcicollation propeties ConfigFile nciates 411008 1113 EDT contert AR B (AR B |9

@ fopticmadbidistfetoicollation properies ConfigFile 418 1113 EDT lazthiodified 1207862299000 1207926652000 9ETACEREF ...

& loptlcmdbldist/etc/collation. properties
File

Line Humber |Change Old Yalue Hew Value

G2 Changed com.coliation log flecourt=3 jeom.collation Jog filecourt=6
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In Conclusion

5| evel 1

— Inventory you IP addressable assets

5| evel 2

— Inventory processes running on your servers

— Discover hardware and operating system details

=| evel 3

— Discover you application environment
— Build relationships between applications

— Discover/Build Business Application views

L = B . L s o
e
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Integrations

Bulkload
Data can be loaded via xml books from
other products, i.e. TBSM, ITM, z/OS DLA,
z/NNM DLA, TCM

Built in TADDM discovery (in 7.2) for
TPC, ITM Scope Sensor

Data can be exported out of TADDM for use
by TBSM, CCMDB, Remedy and Peregrine
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Enterprise Domain Manger (eCMDB)

Used for scaling
data from multiple
Domains into a
single enterprise
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Q&A
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