Tivoli Directory Server — Schema, Access
Control Lists, Password policies and

.||I

Secure Socket layer

By: Shruti Maheshwari & Nilesh Patel R software
s -

© 2011 IBM Corporation



| IBM Software Group | Tivoli software

Introduction

Abstract

This STE will cover the security features such as Password
Policy , SSL and Access Control Lists. Also, we will cover Web
Admin Tool configuration.

Obijectives

»Understand the security features.
»Understand how to configure security features in TDS.
»\Web Admin Tool installation and configuration.
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Agenda

> Before we begin
Important Links

Previous STE’s
Planned STE'’s

» TDS Schema

What is TDS schema?

Object Classes and Attributes.
» Access Control Lists

Access Control Information
Non-filtered ACLs
Filtered ACLs
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Agenda

» Password Policy

Types
Configuration- via command line and WAT
Common errors

» Web Admin Tool

Starting WebSphere Application server
Configuration

» Secure Socket Layer ( SSL )
Security goals of SSL
Configuring server authentication

Configuring client authentication
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Important Links

> |TDS v6.3 Package information:

»6.3 System Requirements:

» 6.3 Product Documentation:



https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.IBMDS.doc/sysreq.htm
http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.IBMDS.doc/sysreq.htm
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Important Links

»Google Newsgroup:

»Support Site:

»Tivoli Product Lifecycle Site:

> Tivoli Software Global User Group Community:



http://groups.google.com/group/ibm.software.ldap/topics?lnk=gschg&hl=en
http://groups.google.com/group/ibm.software.ldap/topics?lnk=gschg&hl=en
http://www-306.ibm.com/software/sysmgmt/products/support/IBMDirectoryServer.html
http://www-306.ibm.com/software/sysmgmt/products/support/IBMDirectoryServer.html
http://www-306.ibm.com/software/sysmgmt/products/support/IBMDirectoryServer.html
http://www-306.ibm.com/software/sysmgmt/products/support/lifecycle/
http://www-306.ibm.com/software/sysmgmt/products/support/lifecycle/

| IBM Software Group | Tivoli software

STE Links

Previous STE'’s

> Introduction to IBM Tivoli Directory Server:



https://www-304.ibm.com/support/docview.wss?uid=swg27021610
https://www-304.ibm.com/support/docview.wss?uid=swg27021610
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STE Links
Upcoming STE’s

» TDS-Back up and recovery:

» TDS- Replication:

» TDS - Proxy, Performance tuning and Troubleshooting:

» TDS Best practices *%&*%&"%*&%&"



http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_V980536A95841W35.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_V980536A95841W35.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_V980536A95841W35.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_V980536A95841W35.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_W517531B55309Q11.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_W517531B55309Q11.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_W517531B55309Q11.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_W517531B55309Q11.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_X900328J53343I07.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_X900328J53343I07.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_X900328J53343I07.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_X900328J53343I07.html
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What is TDS Schema?

»A schema is a set of rules that governs the way that
data can be stored.

»Data is stored in the directory using directory entries
(LDAP information model)

»>A entry consists of an :
- objectclass
- attributes

»Example entry in TDS :

cn=Mark Anthony, 0o=IBM, c=US
objectclass=person
objectclass=top

cn=Mark Anthony

sn=Anthony
userpassword:passwl@rdl23
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TDS Schema

»In TDS 6.x , schema files are by default located at
<Instancelocation>/idsslapd-<instancename>/etc/

»Schema files containing objectclasses

V3.config.oc
V3.ibm.oc
V3.system.oc
V3.user.oc

»Schema files containing attributes

V3.config.at
V3.ibm.at
V3.system.at
V3.user.at

»User defined schema is present in V3.modifiedschema
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Picture View of Objectclass and attributes

ch=any person|s

Objectclass
Student

chn
S




| IBM Software Group | Tivoli software

Object Class

» Types of Objectclass : Structural, Abstract and Auxiliary.
> Obiject Class Inheritance.

» Obijectclass has must and optional attributes.

» Example Objectclass:

(
2.5.6.6

NAME 'person’

DESC 'Defines entries that generically represent people.’

SUP 'top’

STRUCTURAL

MUST (cn $ sn)

MAY (userPassword $ telephoneNumber $ seeAlso $ description )

)
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Attributes

» Each directory entry has a set of attributes associated
with it through it's object class.

» Actual data is contained in attribute.

» Example of attribute :

Attributetypes:

(2.5.4.35
NAME 'userPassword'
DESC 'Holds a password value for a distinguished name."
EQUALITY 2.5.13.17
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5)

IBMAttributetypes :

(2.5.4.35
DBNAME ( 'userPassword' 'userPassword')
ACCESS-CLASS CRITICAL )
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Directory Structure

o=ibm

Il D

ou=us ou=in ou=jp

N

d=isl d=gbs

~

cn=john |~
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Select Object Class

Tivoll Tivoli Directory Server Web Administration Tool

[ Introduction
b {33 User properties
» (2] Server administration
{2 Proxy administration
» {23 Schema management
+ (3 Directory management
[2] dd an enty

@ Manage entries

[3) Find enties

[3) Deleted entries
» (£ Replication management
b (] Realms and templates

(&7 Users and groups

[} Loout

B 127.0.0.1:389

User DN: cn=root @ ()

Add an entry

Add Entry

=¥ Select object class
Select auniliary object
rlasses
Required affributes
Optional attributes

Logfiles Help

Select object class

Select the type of entry to add by choosing the entry's structural object class.
Click Next to continue.

Filter object classes:
Al -

Refresh|

Structural object classes:

organizationalPerson 4
organizationalRole
organizationalUnit
05400Card g

Derson T
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Select Auxiliary Object Class

Tioli  Tivoli Directory Server Web Administration Tool

[ nroduton |- b 127.00.1:380 User DN: cn=root 3 (2
» (3] User properties Add an entry Logfiles Helf
» 2 Server administrati : A <
Jberteratmnistilon Select auxiliary object classes
b (21 Proxy administration Add Entry :
» (2] Schema management e o] =l I Select auxiliary object classes for the entry.
« Glirecto e Click Next to enter the aftributes of the new enfry.
e Auxiliary object classes
[Jossenens Required atributes s
[ Manage entres Optional atiributes -
[3 Find entes Filter object classes:
[3 Deleed entes lAll "| Refresh |
i f -
» () Replication management Available i - Selected

b (Z1Realms and templates

[Empty|

» (5] Users and groups

== aliasObjec

bootableDevice i
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Enter the attributes

Tivoli

Tivoli Directory Server Web Administration Tool

[ Introduction
» (3 User properties
» (3 Server administration
» (3 Proxy administration
» [Z] 5chema management
~ &3 Directory management
(5] Add an entry

@ Manage entries

Find entries

(£ Deleted entries
» (3 Replication management
» [Z3Realms and templates

» (3Users and groups

(3] Legout

= 127.0.0.1:389

User DN: cn=root 93 (?)

Add an entry

Add Entry
+ Select object class

classes

-» Required attributes
Optional attributes

Logfiles Help
Required attributes
Object class inheritance:
WWed [ person -
Distinguished name (DN)
Relative DN: Parent DN:
cn=test |o=ibm,c=us [ Browse__ |

Required attributes

Enter the values for the attributes of the entry. For multiple values click Multiple values next to the
attribute.

Cn:
¥
test Multiple values |
Snc
* - o -
‘tesﬂ ! Multiple values |

< Back | | Next> || Finish | | Cancel |
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Optional Attributes

Tivoli Tivoli Directory Server Web Administration Tool

J1vens]]

[ Introduction

» (B User properties
» (Z Server administration
» [E3Proxy administration
» (3 Schema management
v {23 Directory management

@ Add an enfry

@ lisnsge entries

[3] Eind entries

] Deleted entries
» (B Replication management
» [ZRealms and templates

» [E3Users and groups

[3] Logout

B+ 127.0.0.1:389

User DN: cn=root 43 (2

Add an entry

Logfiles Help

Optional attributes
Add Entry

eT=| Sl ool o150 Enter the values for the aftributes of the entry. For multiple values click Multiple values next to the aftribute.

SIS ETENRIIERT doscription:

classes ‘

Muliple values

v Required aftributes

- Optional atfributes seeAlso:

Multiple values

telephoneNumber:

Multiple values

userPassward:

Multiple values

| <Back | texti> | Finish | Cancel
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Entry Added

Tivoli Tivoli Directory Server Web Administration Tool

[3 Introduction
v () User properties
» (3] Server administration
» (23 Proxy administration
» (3] Schema management
» (3 Directory management
@ Add an entry
@ lianege enfries
[ Find entries
[ Deleted entres
» (Z3Replication management
» (Z)Realms and templates

» (3 Users and groups

[3 Logout

B+ 127.0.0.1:389

GLPWDM120W

The entry cn=test o=ibm c=us has been successfully added. Would you like to add a similar entry?
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Adding an entry via command-line

"testfile.1daf™ 5 1imes, 70 characters
cn—test, o—ibm, csuas

objectclass—person

objectclass—top

sn—test

cn—test

-D cn=root -w root -i testfile.ldif
r cn=tesat,o~ibm, ccus

bash-3.2% idsldap=search —-p -D cn=root -w root —2 base -b "cn=test,o=ibm, c=u=" objectclazs=*
cn=test,o=ibm, c=us

objectclazs=person

objectclass=top

En=test
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Schema Management

Tivoli

Tivoli Directory Server Web Administration Tool

[A) Introduction
» 3 User properties
» (33 Server administration
» (33 Proxy administration
~ 2§ Schema management
[3) Add an obiect class

E_ﬁ Mansge cbiec classes

[ Add an stribute

[Z] Manage atfributes

@ Wiew matching rules

E_ﬁ View syntaxes

[ Manage enorypted attribute
» (Z3 Directory management .
» (33 Replication management
¢ (ZdRealms and templates

» (Z3U=ers and groups

[3] Logout

B 127.0.0.1:389

User DN: cn=root Q@ @)

-l'.ﬂ-iinége object classes Logfiles Help =]
-NEView| |Add...| [Edt.| [cCopy..| [Deete]|| %t 2 & 2| (7] (@ | [ SelectAction— =] [co]| ‘vme—
Select | Objectclass ~ | Type "JI Required atfributes J| Optional attributes

€ accessGroup ISiructura[l cn - I|businessCategowj

accessRole Structural [cn - |businessCateg0ryj

€ account Structural [objectClass ~ [description ~|

¢«  activeDirectoryl inkedEntry Auxiliary W [adDn |

©  AlXaccessGroup Structural [gig - [AIXGroupAdminList j

. AlXAccessRoles Structural [opjectClass ~ [AIXScreens j

o AlXAccount Structural [gid j [adminGroupNames j
¢ AIXAdmin Structural [opjectClass = [AxXAdminGroupld =]

©  aiAuxAccount Auxiliary W [adminGroupNames -
€ aixAuxGroup Auxiliary [objectClass =] [alXGroupAdminList  +|

©  alias Structural [aliasedObjectiName ~| [[Empty] =]

aliasObject Auxiliary  [aliasedObjectName ¥| [[Empty] =]

«  applicationEntity Structural |cn j |description j

©  applicationProcess Structural lcn—Ll W

¢ automount structural [automountinformation »| [description ~]

€ automountMap Structural [automountMapName x| [description x|
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Schema Management (Continued )

Tivoli Tivoli Directory Server Web Administration Tool

[3] Introduction

» 33 User properties

» 33 Server administration

» (23 Proxy administration

w 2 Schema management
[5] Add sn obiect clsss
@ Manage object classes
[3] Add an attribute
@ Manage sttributes
@ View matching rules
@ View syntsxes
@ Msanage enoypted attributes

» (3 Directory management

» (33 Replication management
» (3] Realms and templates
» [Z3Users and groups

[5] Logout

B+ 127.0.0.1:389

User DN: cn=rg

View object class : person

Lodf

Formatted view Formatted view

Server view |

Object class name:

bersor

Description:

[Defines entries that genel]
|

oID:
2566

Object class type:

Lral

Superior object classes

Inherited required:

objectclass
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Schema Management (Continued )

Hanll

Tivoli Tivoli Directory Server Web Administration Tool

[ Introduction | B 127.0.0.1:389 User DN: cn=rqg
» E3User properties Manage attributes Log}
» (33 server administration = ; R — —
i — - | = |- 1 T ion — = (| Filtar )
» (23 Proxy administration (View| [Add..| [Edit.] [Copy.| [Delete]| %t/ (%] [#] &| 78| @ | [—SelectAction— x| [Go]| (e
-l Soho e mansgeeE Select | Name ~ | Syntax ~ | Multivalued ~ | Object classes
| { { {
[£] Add =n cbiect class ! T 3 T i
» Y C  abstract Directory True |dgcumem 'I
g snage asses String syntax
Add an sttribute
Uk € acceleratorCapabilities Integer syntax True cimVideoController ~
@—Eﬂ—“fa" ““’I"’”‘E - integral ! he
[ View matching rules number
O ©  accessHint DN True | |
_ = ePerson =
[ Mansge encrvpted sttributes distinguished
» [E3Directory management name
» (E3Replication management ¢ accesslist Directory True |eUN|)<PrintQueue 'I
» (ZRealms and templates String syntax
» 3 users and groups € accountHint DN - True IeDominoUser vl
distinguished
[3] Logout name
€ accountService DN - False |eGSOaccount vl
distinguished
name
©  AccountSuffix DN- False [eDominalnitialPopulation ~|
distinguished
name
C  ac Binary - octet True [LDAPServer =l
string
€ aclEntry Directory True I[Empty] v|
String syntax
¢ aclPropagate Boolean - True [Empty] ~
TRUE/FALSE
©  aclSource DN - True |[EmDW] v|
distinguished
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Schema Management (Continued )

Tivoli Tivoli Directory Server Web Administration Tool

[H Introduction

» A User properties

» [E3 Server administration

» [E3 Proxy administration

~ 23 Schema management
@ Add an object class
[£] Manage objec classes
[3) Add an sttribute
[5] Manage stiributes
[3 ¥iew matching rules
[3) View syntaxes

R encrypted attri

B 127.0.0.1:389

User DN: cn=root g (%

: -E-El-it“:.attribute: ‘abstract’

Logfiles Help =~

General properties

General

IBIM extensions

» [E3Directory management
» [EAReplication management
» [E3Realms and templates

» EAUsers and groups

[H Logout

Attribute name:

Description:

Provides an abstract of a document entry.

oID: 131802470

Superior attribute:

Syntax:

| Directory String syntax
Aftribute length:

500

¥ Allow multiple values

Matching rules

Equality:

| caselgnoreMatch

Ordering:

Substring:
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Schema Implementation

»Schema definitions are stored in files.
» Configuration file (lbmslapd.conf) lists schema files.

» LDAP clients can access the directory schema by performing
a search of all objects under the cn=schema suffix

dn: cn=5Schemas, cn=Configuration

cn: Schemas
objectclass: top
aobjectclass: container

dn: cocn=IBM Directory, cn=Schemas, cn—=Configuration

cn: IBM Directory

ibm—=zlapdIincludeSchema: Shome/ldapdb2/idsslapd-ldapdb2/etc/ V3. .config.at
ibm—-=zslapdIncludeSchema: /JShome/ldapdbk2/idsslapd-ldapdb2/etc/V3i.config.oc
ibm—=slapdIncludeSchema: Jfhome/ldapdb2/idsslapd-ldapdbZ etc/V3.ibm.atc
ibm-=slapdIncludeSchema: /Jhome/ldapdb2/idsslapd-ldapdbZ / etc,/V3i.ibm.oc
ibm—=lapdIncludeSchema: [home/ldapdbZ/ ids=slapd-ldapdbZ/etc/V3.syvy=tem.at
ibm—=slapdIncludeSchema: Shome/ldapdbzZ/ ids=slapd-ldapdbZ/etc/V3.sv=stem.oc
ibm—=slapdIncludeSchema: Shome/ldapdbZ/ idsslapd-—-ldapdbZ/etc/V3.user.at
ibm—=lapdIncliudeSchema: Shome//ldapdbZ/id=sslapd—-ldapdbZ/etc/V3.user.oc
ibm—=zlapdIincludeSchema: fhome/ldapdb2/id=sslapd-ldapdb2/ etc/V3.ldapsyntaxes
ibm—=zlapdIncludeSchema: Shome/ldapdb2/idsslapd-ldapdbZ//etc/ Vi matchingrules
ibm—=lapdSchemalddition=s: Shome//ldapdb2/id=sslapd-ldapdb2 /ecc,/ V3. modifiedschema
#ibm—-=lapdSchemaCheck must be one of none/V2/V3/ V3 lenient
ibm-slapdSchemaCheck: W3 lenient

objectclass: top

objectclass=s: ibm—=slapdConfigEntrwv

objectclass: ibm—=slapdSchema
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Access Control Lists

What does Authorization mean?

» Authorization is the concept of allowing access to resources only to
those permitted to use them.

» Authorization is a process that protects computer resources by only
allowing those resources to be used by resource consumers that
have been granted authority to use them.

» Authorization is finding out if the person, once identified, is
permitted to have the resource. This is usually determined by
finding out if that person is a part of a particular group, if that
person has paid admission, or has a particular level of security
clearance.
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In terms of Directories

» A feature to protect information stored in LDAP
directory.

» Access control lists are means of controlling or
restricting users from accessing different parts of the
directory.

» Access control lists provide a means to protect
information stored in a LDAP directory.

» Administrators use ACLs to restrict access to different
portions of the directory, or specific directory entries.
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How can we provide access to an entry?

» Administrators can define access for,
1. Specific User
2. Group

= \

Entry
ch=servers,o=ibm,c=us
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Access Control Model

The access control model defines two sets of attributes:

» The entryOwner information.
- Controls which subjects can define the ACls

» The Access Control Information (ACI)
- Defines a subject’s permission
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EntryOwner Information

» The entryOwner information controls which subjects can
define the ACIs.

> An entry Owner has full access rights to the target object.

> Attributes those define entry ownership :

entryOwner - Explicitly defines an entry owner.

ownerPropagate - Specifies whether the permission set is
propagated to the subtree descendant entries.

» The entry owners have complete permissions to perform
any operation on the object regardless of the aclEntry.

» The entry owners are the only ones who are permitted to
administer the aclEntries for that object.

" ey
X - | -

| % S - R

Swalmey i
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Access Control Information

» The ACI defines a subject’s permission to perform a
given operation against certain LDAP objects.

» Ways to define ACl’s
Non-filtered ACLs

Filtered ACLs
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Non-filtered ACLs

> It may be propagated to none or all of its descendant
entries.

» Non-filtered ACL applies explicitly to the directory entry that
contains them.

» The default behavior of the non-filtered ACL is to propagate.
> Attributes that define non-filtered ACLs are:

aclentry - Defines a permission set.

aclPropagate - Specifies whether the permission set is propagated
to the subtree descendant entries.

» Non-filtered ACLs inherently propagate to any comparison
matched objects in the associated subtree and
aclPropagate attribute is used to stop propagation of non-
filter A%Ls -
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Filtered ACLs

> Filter based ACLs use a specified object filter to select the
directory entries to which they apply.

» The default behavior of filter-based ACLs to accumulate
from the lowest containing entry, upward along the ancestor
entry chain, to the highest containing entry in the DIT.

» The effective access is calculated as the union of the
access rights granted, or denied, by the constituent ancestor
entries.

» Attributes that define non-filtered ACLs are:

ibm-filterAclEntry —
- Same format as aclEntry, with the addition of an object filter component.

ibm-filterAclinheritThe —
- Associated ceiling attribute.
-By default it is set to true. When set to false, it terminates the
accumulation.
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Working with ACLs

Edit ACL entry

Tivoli

Tivoli Directory Server Web Administration Tool

[ Introduction
» [EAUser properties
» (23 Server administration
» (53 Proxy administration
» (3 Schema management
» 3§ Directory management
@ Add an entry
@ Manage entries
[3] Eind entries
[3] Deleted entries
» (ZJReplication management
» [Z]Realms and templates

» JUsers and groups

(£ Logout

B+ 127.0.0.1:389 User DN: cn=root 93 ()
Manage entries Logfiles Help

Current location :

Idap//127.0.0.1:389 = o=ibm,c=us

[Go]|

 Bxpand| | Find.| |Add.|  Editatributes | | Delete ] ® B %2 8 e m #  [-SelecAdion—
Select | Expand |RDN_~ | Object class ~ | Created ~ | Last modified ~ | Last modified by 5(98:;3‘3’ AR
1 .' . ] ] ]
| | . | ' ! Find. .
C cn=shruti person May 17, May 17,2011 CN=ROOT Add...
2011 Edit attributes. .
3 cn=test |person May 16, |May 16,2011  CN=ROOT Manage Members...
2011 Manage Memberships...
H cn=test person May 17,  May 17,2011 CN=ROOT ng’eﬁg
Pagefof1 | Total: $" Fitered: 3 Displayed: 3 Edit ACL

:-Close

Set password policy

Add auxiliary class...
Delete auxiliary class...

--- Table Actions ---
Select All

Deselect All

Show Filter Row -
Clear All Filters

Edit Sort

Clear All Sorts |
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Working with ACLs ( Continued )

Effective ACLs

Tivoli Tivoli Directory Server Web Administration Tool

@immducﬁon = 127.0.0.1:389 User DN: cn=ro(
) (EUser properties Edit ACL: o=ibm,c=us Lo
b (3senver adninstraion Effective ACLs Effective ACLS
» (53Proxy administration ;
Effective owners : : _ o _ :
» (33 Schema management Click Refresh to retrieve the effective ACLs. This might take a long time o display
+ (3 Directory management Non-fitered ACLS —————— T
Eitered ACLs | | Refiesh |  View| T |- SelectAction— ] 6o
@Mﬁan antry T _ .
[ e e OWners Select | Subject DN | Subject type

. |

@ Find entries

¢ cn=anybody group
@Demtedenuia-. s

» (ZJReplication management
» (Z]Realms and templates
» (EUsers and aroups

e

[3 Logout
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Working with ACLs ( Continued )

Tivoli Tivoli Directory Server Web Administration Tool

@M B 127.0.0.1:389 User DN: cn=roc
» (B User properties Edit ACL: o=ibm,c=us Logf
» (53 Server administration Effective ACLs Effective owners

» Proxy administration =
& Effective owners

» (31 Schema management Subject DN | Subject type
: Nonfiltered ACLs ]
~ (53 Directory management e |
[ fsssn e Filtered ACLs cn=root access-id
Owners

Msanage entriss

Find enfries

@ Deleted entries
» (Z)Replication management
» (C]Realms and templates
» (2] Users and groups

(3] Logout

| OK || Cancel
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Working with ACLs ( Continued )

Tivoli

[3) Introduction

» (jUser properties
» (3] Server administration
» (5 Proxy administration
» (3] Schema management
~ (& Directory management
[3) Adg an enty
@ Mansge entries

Find entries

Deleted entries

» (CJReplication management
» (E1Realms and templates

» (Z]Users and groups

[3) Logout

Non-filtered ACLs

Tivoli Directory Server Web Administration Tool

B+ 127.0.0.1:389

Edit ACL: o=ibm,c=us

User DN: cn=roc

B
j=]
2

Effective ACLs

Non-filtered ACLs

Effective owners

Non-filtered ACLs

Filtered ACLs

Owners

_OK | Cancel

This entry inherits ACLs from default. Adding ACLs to this entry will override all inherited ACLs.
[¥ Propagate ACLs

Access control list

JXCM | Edit. | | Remove | | Removeal | T |@* | [— SelectAction — || Go |
Select | Subject DN | Subject type
‘Nnne
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Working with ACLs ( Continued )

Adding access rights

Tivoli Tivoli Directory Server Web Administration Tool

[} Introduction
» [CUser properties
» (23 Server administration
» (Z3Proxy administration
» (53 Schema management
~ =y Directory management
[3) Add an entry

@ Mansge entries

Find entries

(] Deleted entries
» (5] Replication management
» (Z1Realms and templates

» (Z3Users and groups

[3) Logout

B 127.0.0.1:389

User DN:

Add access rights: o=ibm,c=us
Subject DN:

*icn:tesﬂ ,0=lbm,c=us
Subject type:
access-id |~

Rights

Add child:
Igrant vl

Delete entry:

-

Security class access rights

| Grantall | | Denyall | | Clearal |

T % |[— SelectAction— -] Go

I Security class | Read ] Write | Search | Compare
] ] ] 3
T - - - -
sensive [ FI[ A S &
I - | - - -
Syslom | el 8 &
restricted | J | J | J | j
[abstract

Attribute access rights

| [ |—— Select Action — j ﬂl

| | Define

| Select | Aftribute | Read | Write | Search | Compare
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Working with ACLs ( Continued )

Tivoli Tivoli Directory Server Web Administration Tool

[2) Introduction B> 127.0.0.1:389

User DN: cn=roc

» (Z3User properties Edit ACL: o=ibm,c=us

Logf

» (31 Server administration Effective ACLs  Non-filtered ACLs

] Proxy administration i
& Effective owners ‘

Non-filtered ACLs ¥ Fiopagate ACLS
Fittered ACLS ‘ Access control list

» (33 Schema management

= {33 Directory management

[ Menage enties Owners ‘ | Add... | Edit.. | | Remove | | Remove all |

#  [—SelectAction— ¥ Go |

Find entries elec ubjec | Subject type
Select | Subject DN Subject ty,
| |

Deleted entries | -{ 4

» (Z3Replication management ‘ C  cn=test1,0=ibm,c=us access-id
» (ZiRealms and templates

» (Z)Users and aroups

[2) Logout

| OK | Cancel
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Working with ACLs ( Continued )

Filtered ACLs

Tivoli Tivoli Directory Server Web Administration Tool

. B 127.0.0.1:389 User DN: cn=roc
[3) Introduction

» (E3User properties Edit ACL: o=ibm,c=us Eogt
» (2] Server administration Effective ACLS | Filtered ACLs

Proxy administrati ;
: S Lot Effective owners ‘
» (3] Schema management :

: Non fitered ACLs ‘ Accumulate filtered ACLs:
~ (&3 Directory management s

[3 Add sty R /& Not specified

@ Msansge entries OWREI'S s TrUE

Find entries  False
@ Deleted enfries

» (ZAReplication management

Access control list

» (Z1Realms and templates || Add.. | Edit... | | Remove | | Remove all | T | |—— Select Action — j Go
» (users and aroups ' Select | Subject DN | Subject type
[ Logout None

gdil

M  Cancel
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Working with ACLs ( Continued )

Owners :

Tivoli Tivoli Directory Server Web Administration Tool

@Entroducﬁon = 127.0.0.1:389 User DN: cn=roc
» (EUser properties Edit ACL: o=ibm,c=us

Loaf

b (33 Server administrafion Effective ACLs | Owners

» Proxy administration )
g Effective owners

» (5] Schema management This entry inherits Owners from default . Adding owners to this entry will override all inherited owners.
Non-filtered ACLs

~ (5 Directory management E——— ¥ Propagate owner

Filtered ACLs

‘ Subject DN: Subject type:
Manage enies Quiners [cn=testt 0=ibm,c=ug | access-id 7| [ Add

@ Add an entry

Find entries

[3 belis eties | Remove | Remove all | T | Select Action—j' Go
» (S3Replication management ' Select | Subject DN | Subject type

|
» (Z]Realms and templates i None
» (ZJUsers and groups of i L4

=

[2) Logout

M C'ance'!-
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Working with ACLs ( Continued )

Tivoli

Tivoli Directory Server Web Administration Tool

[3) Introduction
» (Z]User properties
» (2] Server administration
» (5] Proxy administration
» (2] Schema management
~ (&3 Directory management
@ Add an entry
@ Manage entries
@ Find entries
@ Delated entriss
» (CReplication management
» (C]Realms and templates

» (5] Users and groups

[3) Logout

B 127.0.0.1:389

User DN: cn=roc

Edit ACL: o=ibm,c=us

Logf
Effective ACLs | Owners
Effective owners ‘ ! o s : : : : e
This entry inherits Owners from default . Adding owners to this entry will override all inherited owners.
Nonffered ACLs | .
LU e | Subject DN: Subject type:
Owners ‘ ' |access-id +| | Add |
Remove | Remove all | B

0K | Cancel |

# [ SelectAction— -] Go|

Select | Subject DN | Subject type

O

cn=test1,0=ibm,c=us access-id
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Password Policy

»Password policy is a set of rules that controls how
passwords are used and administered in IBM Tivoli
Directory Server.

» These rules are made to ensure that users change
their passwords periodically, and that the
passwords meet the organization's syntactic
password requirements.

» These rules can also restrict the reuse of old
passwords and ensure that users are locked out
after a defined number of failed bind attempts

> First focus : minimize threat of intruders.
» Second focus : enforce password syntax rules

N I
I :
f e > i
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Multiple password policies

> Tivoli Directory Server 6.0 users had a restriction that

they could only configure a global password policy with
the entry cn=pwdpolicy.

» With the release of TDS 6.1 and onwards , multiple
options are available for password policies.
> Global password policy

> Individual password policy

» Group password policy
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Password Policy Attributes

pwdMinAge

pwdMaxAge
pwdMinLength
pwdExpireWarning
pwdGracelLoginLimit
pwdLockoutDuration
pwdMaxFailure
pwdFailureCountinterval
pwdMustChange
pwdAllowUserChange
pwdSafeModify
passwordMinAlphaChars
passwordMinOtherChars
passwordMaxRepeatedChars
passwordMinDiffChars

VVVVVVVYVYVVYVYYVYVYVYY
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Password policy operational attributes

» pwdChangedTime - Contains the time the password was last changed.

» pwdAccountLockedTime - Contains the time at which the account was locked. If
the account is not locked, this attribute is not present.

» pwdExpirationWarned - Contains the time at which the password expiration
warning was first sent to the client.

> pwdFailureTime - A multi-valued attribute containing the times of previous
consecutive login failures. If the last login was successful, this attribute is not present.

» pwdGraceUseTime - A multi-valued attribute containing the times of the previous
grace logins.

» pwdReset - Contains the value TRUE if the password has been reset and
must be changed by the user. The value is FALSE or not present otherwise.

> ibm-pwdAccountlLocked - Indicates that the account has been
administratively locked.
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Password Policy Configuration-Command line

pash-1.24 1dsldapsearch - cu=root - root -p 3389 -b "cu=pupalicy, co=thmBolicies" objectclass=t | qrep Ihn-pdBolicy
obectclass=1om-pidRolicyExt
10n-pidPolicy=false
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Password Policy Configuration-Command
line(Contd.)

Enabling Group and individual password policy

bash-3.2# 1dsldapmodify -D cn=root -w root -p 3389
dn: cn=pwdpolicy,cn=1bmPolicies

1bm-pwdpolicy:true
1bm-pwdGroupAndIndividualEnabled: true

Operation 0 modifying entry cn=pwdpolicy,cn=ibmPolicies




Password Policy Configuration-Command
line(Contd.)

Define Group Password Policy

bash-3.2# idsldapadd -D cn=rooct —-w root —-p 3389 -k
dn:cn=group pwd policy,cn=ibmPolicies

objectclass: container

objectclass: pwdPolicy

objectclass: ibm-pwdPolicyExXt

objectclass: top

cn:group pwd policy

pwdAttribute: userPassword

pwdGraceLoginLimit: 1

pwdLockoutDuration: 3
pwdMaxFailure: 2
pwdFailureCountInterval: 5
pwdMaxAge: 9599
pwdExXpireWarning: 0
pwdMinLength: 8
pwdLockout: true
pwdAllowUserChange: true
pwdMustChange: false
ibm-pwdpolicy:true

0

Operation 0 adding new entry cn=group pwd policy,cn=ibmPolicies




Password Policy Configuration-Command
line(Contd.)

Define Individual Password Policy

bash-3.2# idsldapadd -D cn=root -w root -p 3389 -k
dn:cn=individuall pwd policy,cn=ibmPolicies
objectclass: container

objectclass: pwdPolicy

objectclass: ibm-pwdPolicyEXt

objectclass: top

cn:individuall pwd policy

pwdAttribute: userPassword

pwdGraceLoginLimit: 3

pwdLockoutDuration: 50

pwdMaxFailure: 3

pwdFailureCountInterval: 7

pwdMaxAge: 500

pwdExXpireWarning: 0
pwdMinLength: 5
pwdLockout: true
pwdAllowUserChange: true
pwdMustChange: false
ibm-pwdpolicy:true

Operation 0 adding new entry cn=individuall pwd policy,cn=ibmPolicies
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Password Policy Configuration-Command
line(Contd.)

Associating an individual password policy with a user.

bash-3.24 1dsldapadd -D cn=root -w root -p 3389 -k

uH.LM—LaEll ,G=lbn,;=La

changetype:modify

add: ibm-pwdIndividualPolicyDN

1bm-pwdIndividualPolicyDN:cn= individuall pwd policy,cn=1bmPolicies

'pﬁrntlln 0 mo |1r~ 104 Hﬂtl‘ cn=userl ,0=1bm, C=us
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Password policy debugging practices

» Operational Attributes on a given user can be listed
using the following ldapsearch command :

idsldapsearch -D <AdminDN> -w <AdminPW> -s base -b
"<UserEntryDN>" objectclass=" +ibmpwdpolicy

» Global Password Policy settings can be listed using
the following ldapsearch command :

idsldapsearch -D <AdminDN> -w <AdminPW> -s base -b
"cn=pwdpolicy,cn=ibmPolicies" objectclass="*
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Password policy debugging practices (Contd.)

» Group / User Password Policies can be listed
using the following Idapsearch command :

idsldapsearch -D <AdminDN> -w <AdminPW> -s sub -b " "
objectclass=ibm-pwd*

> Effective Password Policy on a Given User can
be calculated using the following Idapexop command :

idsldapexop -D <AdminDN> -w <AdminPW> -op effectpwdpolicy -d
"<UserEntryDN>"
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Common Errors and Their Solutions

» Authentication error: Either the user name or
password (or both) is incorrect, or the password has
expired.

»Password policy rule violated: Verify the input given .

» The password policy entry DN of entry is in use and
cannot be renamed or deleted.
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Password policy Configuration- Web
AdminTool

Tiwoli

Tivoli Directory Server Web Administration Tool

| B 9.182.194.90:389

Introduction

Introduction

» [ZdUser properties
- &5 Server administration

Welcome to the IBM Tivoli Directory Server 6.3 Web Administration Tool. This tool enables vou to
manage servers, both locally and remotely.

[ Stastistop/restart server
@ View senver status

[Z] Mi=w cache status Click an item to perform a task.

@ View server capabilities {Root DSE)

[Z] Mansne sswer properties ) Configuration Actions
View Status Manage Server Properties

View Root DSE Manage Security

[ Manage backunirestons

[Z] Mansne cache properties wWiew Logs : Manage Passward Policy
e ot i View Cache Status ! Manage Replication

[5] Mansae connection msoperties

E_ﬂ IManage security properdies Content Management

[5] Manspe password policies
Manage Entries

@ Manane sdministrative groun

[ Manage unique stiributes
@ DE2 instance cwnes

» E3Loas

[E3 Proxy administration

»
» [Z3 Schema management
»

[Z3 Directory management

» (23 Replication management
» (Z3 Realms and templates
[E3Users and groups

[£ Logout
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Password policy Configuration- Web
AdminTool

Tivoli Tiwvoeli Directory Server Web Administration Tool

[&] Introduction - B 9.182.194.90:389
» EAUser properties IManage password policy definition
~ 23 Server administration |Use Edit to edit the password policy attributes.
[5] Start'stopirestart server | Use Wiew to view the current password policy attribute values.

= mee " [Edit. | [view || [7i| # || SelectAction— [v](Go [}
View cache status | T -

-— Select Action —

[(B Miew server capabilities (Roct DSE) Select I Policy name gy Policy ID':E- Eﬂﬂ'_ L
@ Manage server propedties I Aiew
O pwdPolicy cn=ibmpuoli 5
[3] Manage badkupirestone (H | B e N Tablfe Actfiorns —
@ Manage cache properties CGl[ElDSE Table
r_aE‘l Mansge senver connecticns | CGﬂ-ﬁgUre Columns

@ Manages connection properties

[ Manapge security properties
@ hManape password policies

@ Manaspe administrative group
[ Manage unioue stiributes

@ DBEZ2 instance ocwner

» EELogs
=3 Prowxy administration

[E3 Schema management

[E3 Directory management
[E3 Replication management
E3 Realms and templates

¥ ¥ ¥ ¥ ¥ ¥

[E3 Users and groups

[&] Loaout
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Password policy Configuration- Web
AdminTool

Tiwoli Tivoli Directory Server Web Administration Tool

(3 Introduction B 9.182.194.90:389

Policy definition

» (EAUser properties
- (23 Server administration
[3) Stest'stonirestart semver Policy definition

Wiew server status
[£] View server status

Password policy settings 1

] Enabled (ibm-pwdPalicy)

[& Misw cache ststus OUser can change password (pwdAllowUserChange)

[£] View server capabilities (Root DSE)
[Z] Manage server properties

[ Manane bacupirestore

[2] Manage cache properties

[ Manage sesver connedions

User must change password after reset (pwdMustChange)
O User must specify current password while changing (pwdSafeModify)
Password policy start time (ibm-pwdPolicyStartTime)

[5/18/2011 | | [2:56:50 PM | Example: 12:30:00 PM

[£] Manage connedion properties
[ Manage secisity propedies
[£] Manage pessword policies

Password expiration (pwdMaxAge)

@ Manage administrative group

@ Password never expires
O Days 0|

Password minimum age (pwdMinAge)

[ Manage unigue stiributes
[Z) DB2 instance cwner
» (FLoas
» (E3 Proxy administration
» (E32 Schema management
» ([EADirectory management
» ([Z3Replication management

@ Password can be changed anytime
O Days 0|

Expiration warning (pwdExpireWarning)

» [EARealms and templates
@® Never warn

> Days before expiration 0|

» (ZAUsers and groups
[3 Logout
Number of grace logins (pwdGraceLoginLimit)

o Logins

_| | Cancel |

) _Finish
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Password policy Configuration- Web
AdminTool

Tiwoli Tivoli Directory Server Web Administration Tool

| [+ 9.182.194.90:389 User DN:

[4 Introduction

» (Z3 User properties

+ 33 Server administration

Password policy settings 2
[3] Startistopirestart server Policy definition
3] View server status | BEEE ol Mol s R==uiliteiy (11 ockout password when minimum failed bind attempts exceed (pwdlockaut)
| e e 1 Maximum number of failed bind attempts before password lockout (pwdMaxFailure)
[} View server capbilities (Root DSE} o Password

@ Manage server properties
@ Manage badupirestore
@ Mansge cache properties

® Unlimited
O Attempts 0]

Duration for which password authentication is locked (pwdLockoutDuration)

Password policy seftings 3

[ Manage server connections
@ Manage connection properties

|_:B| Manage security properties ® Infinite
|':2| Manage password policies @] | ”. |4

e Duration after which failed bind attempts are flushed (pwdFailureCountinterval)

@ Manage unigue stiributes
@ DB2 instance gwner

@ Infinite
0| 0] [Se

» [(ELoas
» (23 Proxy administration

» (23 Schema management

» (3 Directory management

b (23 Replication management
b (23 Realms and templates

| <Back | Next> |  Finish | Cancel |

» [Z3Users and groups

[3) Logout
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Password policy Configuration- Web
AdminTool

Tivoli Tivoli Directory Server Web Administration Tool

B+ 9.182.194.90:389 User DN:

[ Introduction

» [Z3User properties

+ £ Server administration
@ Startistopirestart server PO"C definition

Password policy settings 3

5] View server stetus e ey o) o ole) TeET=n gl = Minimum number of passwords before reuse (pwdinHistory)
[5) view cache statis 3
D2 222 ! Check password syntax (pwdCheckSyntax)

@ Mansge server properties
@ Manage badwpirestore

E_ﬂ Mansge cache properties
@ Manage server connections

@ Manage connection properties

1 Check syntax (two-way encrypted only)

Check syntax
‘@W{mmm en WalmnLen
0

fa

Mansge security properdies

g s e Minimum number of alphabetic characters (passwordiMinAlphaChars)

@ Mansge sdministrative group —O |

[3) Mansge unioue atfibutes Minimum number of numeric and special characters (passwordMinOtherChars)

@ DBE2 instance owner — Ol

b [ElLogs Maximum number Iof times a character can be used in password (passwordMaxRepeatedChars)
» [Z Proxy administration OJI
» (31 Schema management Minimum number of characters different from previous password (passwordMinDiffChars)
0

» [Z Directory management
Maximum number of consecutive repeated characters

asswordMaxConsecutiveRepeatedChars)
0

. Finish | ' Cancel |

» (3 Replication management
b (3] Realms and templates

» [Z]Users and aroups

Sl | <Back | Next > |
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Password policy Configuration- Web

AdminTool

Tivoli Tivoli Directory Server Web Administration Tool

[& Introduction
» (EAUser properties
~ =3 Server administration
[3) Startistopirestart server
[F] View server status

@ Wiew cache status

@ View serves capabilities (Root DSE)

[Z] Manage serves properdies

@ Manage badwipirestore

@ Manage cache propesties

[ Manage server connedtions
[Z] Manage connedtion properties
@ Manage security properties

@ Manage password policies

[ Manage administrative group

@ Manage unigue attributes
[£] DB2 instance owner
» [(HLogs
» (53 Proxy administration
» (E3 S5chema management
» (53 Directory management
» (E3 Replication management
» (E3Realms and templates
» (E3Users and groups

(5] Logout

B 9.182.194.115:4389

Manage password policy definition
|Use add, edit, copy, view or delete button to manage the password policies.

|Global password policy pravides the basic password policy settings for the whole directory.
|Global password policy is disabled by default and no password policy rules will be enabled.

Mote: Entry "cn=pwdPolicy, cn=ibmpolicies" is the global password policy.

If the multiple password policy is not enabled then the global password policy will be used for evaluating the effective p3
password policies will only be considered if the multiple password policy is enabled.

[ Enable multiple password policy

| Add... | [Edit. | [Copy.]| |[Delete. | |view|| [=| -—Setec:tActlon— M Go ||
 Select | Policy name | Policy location | ibm-pwdPolicy

& | pwdpolicy | cn=ibmpolicies true

Il ™ ST
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Password policy Configuration- Web AdminTool

Enabling Individual Password policy

Tiwoli Tivoli Directory Server Web Administration Tool

[£ Introduction

» (EAUser properties
« &y Server administration
[Z] Start'stopirestart server
@ View serves status
@ View cache status
@ Miew server capabilities (Root DSE)
[£] Mensge server properties
[ Mansge backupirestore
[£] Manage cache properties

[Z] Manage server connections

[£] Mansge connedticn properties

[5] Menage secusity properties

[£] Mensge password policies

[&] Manage administrstive groun

@ Msnsge unigue sttributes
[5] DBZ2 instance cwner
» ELogs
» Proxy administration
» Schema management

» [E3 Directory management

» Replication management

» Realms and templates
» Users and groups

[£ Logout

B 9.182.194.115:4389

Manage password policy definition
|Use add, edit, copy, view or delete button to manage the passwaord policies.

INote: Entry "cn=pwdPolicy, cn=ibmpolicies" is the global password policy.
|Global password policy provides the basic password policy settings for the whole directory
|Global password policy is disabled by default and no passwaord policy rules will be enabled.

[If the multiple password policy is not enabled then the global password policy will be used for evaluating the effecti

password policies will only be considered if the multiple passwaord policy is enabled.
[JEnable multiple password policy

(Edit_| [cCopy | |[Delete | |[view]| |=| 8 | — SelectAction— [v] co ||

| Select | Policy name | Policy location | ibm-pwdPolicy
I 4

[ O] |gwdpo!iw cn=ibmpolicies |true

| ™ T T T
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Password policy Configuration- Web AdminTool

Define individual password policy

Tiwoli Tivoli Directory Server Web Administration Tool

i Mot B 9.182.194.115:4389 User DN: cn
» CHUser properties Policy definition Lol

=3 Server administration

Attribute selection
[& Startstopirestart server
[ View server status Policy location

|-:n::bmpoli-:ies |

[&] Yiew cache status

[J] Wiew server capabilities [Root DSE) Policy name

e ey gg{i“ggs I *lindividual_pwdpaolicy
[ ShleTe 1| Select the atiributes from the table you wish to override from the global password policy
[ Manspe cache properties policy - - z = = 7
e Rl | =1 (B (72| (B | | — Select Action — [~ [ Go | |
[& Manage connection properiics gs;frord Select | Attribute name | Global value | Palicy value
[3) Manags securibe crocanies settings 3 <|
[ Mensge pessword policies | ibm-pwdPolicy true
[&] Mansge adTnlnistat-lve group =l pwdMinAge 0
P O pwamaiage 0
e =] pwdAllowUserChange true
T Proxy sdmiristtation Ll pwdlMustChange true
» (239 Schema management ] pwdSafeModify false
+ (33 pirectory management El ibm-pwdPolicyStartTime 9:40:46 AM
» [Z3 Replication management IST
» E3Realms and templates | pwdExpireWarning 6]
» [EdUsers and aroups ] pwdGraceloginLimit 0]
& Logout =] pwdl ockout false
1 pwdlLockoutDuration ]
Ll pwdlMaxFailure 0
1 pwdFailureCountinterval Q
il pwdCheckSyntax 0
| pwdinHistory 0]
| pwdlMinlLength 0
— o curardldinAlnhoa S hare &
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Tivoli Tivoli Directory Server Web Administration Tool

| B+ 9.182.194.115:4389

Policy definition

[ Introduction

» [(EAUser properties

~ 3 Server administration

Password policy settings 1

[ Stertistopiestert server Policy definition

[3 View serves status + Aftribute selection Enabled (ibm-pwdPalicy)

[ View cache stotus —> Password _m”c seiiings User can change password (pwdAllowUserChange)

R User must change password after reset (pwdMustChange)
[£) Manage server properties

Password policy start time (ibm-pwdPolicyStartTime)

@ Msnage badiupirestore
@ Manage cache properties

51812011 &5 [95046 AM | Example: 12:30:00 PM

@ Msanage server connedtions
@ Manage connection properties
@ Msnage secusity properties

@ Manage pessword policies

@ Msanage administrative group
@ Msansge unigue stiributes

@ DB2 instance cwner

» EiLogs
» (3 Proxy administration

» (53 Schema management

3 Directory management - — < 2
- i~ | | Finish | cancel

» [Z3Replication management

» [Z3Realms and templates
» 3 Users and groups

[ Logout
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Password policy Configuration- Web AdminTool

Tivoli Tivoli Directory Server Web Administration Tool

(3] Introduction

» [EgUser properties
~ 2§ Server administration
[3) Startistopirestart server
@ View server status
@ View cache status
@ View server capabilities (Root DSE)
@ Manage server properties
@ Manage badwpirestore

@ lManage cache propeties

@ Manage server connecticns
@ Manage connection propesties
@ Manage security properties

@ Manage password policies

[£] Manage sdministrative group
[ Manage unique attributes
[5) DB2 instance owner
¢ ALlogs
» [E3 Proxy administration
» (3 Schema management
» (3 Directory management

» [E3 Replication management
» [E3Realms and templates
» [E3Users and groups

Ll oot

B+ D0.182.194.115:4389

Manage password policy definition
Use add, edit, copy, view or delete button to manage the password policies.

Note: Entry "cn=pwdPaolicy, cn=ibmpolicies" is the global password policy.

|Global password policy provides the basic password policy settings for the whole directory.
[Global password policy is disabled by default and no password policy rules will be enabled.

If the multiple password policy is not enabled then the global password policy will be used for evaluating the
password policies will only be considered if the multiple password policy is enabled.

1 Enable multiple password policy

| Add_ | [Edit.| [copy | [Deete. | [view|| (=] o ||—SelectAction— [v][Go]|
| Select | Policy name Policy location | ibm-pwdPuolicy
(i | 3 ]

‘ O  pwdpolicy cn=ibmpaolicies true
© |individual pwdpolicy | cn=ibmpaolicies Itrue

T T LT
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Web Admin Tool

»|BM Tivoli Directory Server Web Administration Tool is
a graphical user interface version of ITDS.

>t is installed on an application server, such as the
embedded version of IBM WebSphere® Application

Server Express® (WAS) included with IBM Tivoli
Directory Server, and administered through a console.

»Servers that have been added to the console can be
managed through the Web Administration Tool without
having to have the tool installed on each server.
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Starting WebSphere Application Server

» To start the Web Administration Tool, we must start the
application server in which it was installed.

»Use one of the following files to start the Web application
server if you are using Embedded WebSphere
Application Server.

On Windows systems,
installpath\idstools\bin\startWebadminApp.bat

On AlX, Linux, and Solaris systems,
installpath/idstools/bin/startWebadminApp

where installpath is the path where you installed Tivoli Directory
Server

w Cn |

e - | -
1% N e

Sy i "

_ -




| IBM Software Group | Tivoli software

Configuration of the Web Admin Tool

After the Web application server is started, you can start
the Web

administration tool by :
From a Web browser, type the following address:

= Qi—_@'bca'mm:121CICl_a'IDS'L-'-.:’el::-App;'IDSjsp_a"Ll::-gin.jsp

'/.(; web admin tool m replication doc [l] hdfc ﬂ support site m info center m hirm D prr stats m CAST

Tivoli Tivoli Directory Server Web Administration Tool

Directory server login

Enter user name and password
LDAP Server Name: [127 0.0 1-389 |

User DN: |

Password: |

Login | Login to Console admin



http://localhost:12100/IDSWebApp/
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Configuration of the Web Admin Tool (Contd.)

The initial default login to the Web Admin console is
“superadmin” with the password “secret”

Tivoli Tivoli Directory Server Web Administration Tool

Console administration login

Enter user id and password

User ID: |5uperadmin

Password: [sessce

Login |
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Configuration of the Web Admin Tool (Contd.)

Tivoli Tivoli Directory Server Web Administration Tool

[£] Introduction Console administration

» [(Z3 Console administration Introduction

wWelcome to the IBM Tivoli Directory Server 6.3 Web Administration Tool. This tool enables you to
’ manage servers, both locally and remotely.

Click an item to perform a task.

[Z] Logout

Console Management

RT—_

—— %W Manage Console Servers

= 2
'-_|- ——— || Manage Console Properties

Tivoli Tivoli Directory Server Web Administration Tool

[ introduction Console administration
» (Z)Console administration Manage console servers
[ Logout | [ Add..| [Edit.| [ Delete || |7 |# @ |— SelectAction— || Go
 Select | Server name | Hostname | Port | Administration port | SSL enabled
I‘ None
S LCELLE
Close [~
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Configuration of the Web Admin Tool (Contd.)

Tivoli Tivoli Directory Server Web Administration Tool

@ Introduction Console administration
» (23 Console administration Add server
[3) Logout |Sewer name (leave blank to use hostname)
Hostname: Port:
127,001 " 380
" Enable SSL encryption

¥ Admin daemon supported

Administration port ¥ 3538

i OK T} Cancel |
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Configuration of the Web Admin Tool (Contd.)

Tivoli  Tivoli Directory Server Web Administration Tool

(3 Introducfion
» (23 Console administrafion

[3 oot

Console administration 7

Logfiles Help]

The directory server 127.0.0.1 that listens on 389 was successfully added to the Web Administration Tool. The directory server is now available
|ﬂ from the Web Administration Tool login panel.

]
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Logging into directory instance via Web Admin
Tool

You will notice now that in the LDAP server name
dropdown menu, the server we added would be visible :

Tivoli Tivoli Directory Server Web Administration Tool

Directory server login

Enter user name and password

LDAP Server Name: [127.0.0.1:389 -
User DN: Icn=root

Password: eece

Login Login to Console admin
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What the ITDS Web Admin Tool looks like?

[5) Introduction
» [ZAUser properties
» (3] Server administration
» (5] Proxy administration
» (3] Schema management
» (3] Directory management
» (Z]Replication management
» (Z]Realms and templates

» (ZUsers and groups

[5) Logout

Tivoli Tivoli Directory Server Web Administration Tool

@® > 127.0.0.1:389

Introduction

Welcome to the IBM Tivoli Directory Server 6.3 Web Administration Tool. This tool enables you
manage servers, both locally and remotely.

Click an item to perform a task.

Monitor

Configuration Actions

Manage Server Properties
Manage Security

| Manage Password Policy
- Manage Replication

= — View Status
= 'W View Root DSE
r View Logs

View Cache Status

Content Management
N

Manage Entries

(C) Copyright International Business Machines Corporation 2002, 2007. All rights reserved.

to

User DN: cn=root ‘353 7
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Managing the console

Changing the console administrator login

Twwoli Tivoli Directory Server Web Administration Tool

Console administration

[3] Introduction
» (53 Console administration Change console administrator login
Change the console administrator's login, then click OK.

@ Change conscle administrator login

[ S pmale exkiveiesin oo Console administrator login:
+:

@ Manage console servers |

| M Gmsole o ses Current password:

+||

a Manage properties for webadmin searches

(3 Logout OK || Cancel
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Managing the console (Contd.)

Changing the console administrator password

Tivoli Tivoli Directory Server Web Administration Tool

@ Introduction Console administration
|' 3 Console administration Change console administrator password
Change console administrator login Change the console administrator's password, then click OK.

Console administrator login:

"t Manage console servers
Current password:
@ Mansge console properties *’i

superadmin

@ Manege properties for webadmin searches

3 Logout i

Confirm new password:
i

| OK || Cancel |
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Managing the console (Contd.)

Manage console servers

Tivoli Tivoli Directory Server Web Administration Tool

@ Introduction Console administration

» & Console administration Manage console servers

@ Change console administrator [ogin

| Add. | Edt.| Deele| T ® | SelectAcion— | Go

@ Change console administrator password

3 ]Selecl | Server name | Hostname | Port | Administration port | SSL enabled
@ Manage console properties -1| J -4 ] -{
127001 127001 389 3538 No

@Manae operties for webadmin searches Ui

[3 Logout
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Managing the console (Contd.)

Manage console properties

Tivoli

[5) Introduction
+ (&3 Console administration
Change conscle administrator login
@ Change conscle administrator password
@ Mansne console servers
ﬁ Mensge conscle properties

@ Manage properties for webadmin searches

[5) Logout

Tivoli Directory Server Web Administration Tool

Console administration

Manage console properties

Component management Component management

B
o

Session properties

To enable components across all servers in the console check the associated boxes below.
SSL key database
Component name

[ User properties

[¥ Server administration

¥ Proxy administration

¥ Schema management
[¥ Directory management
[¥ Replication management

[¥ Realms and templates

[¥ Users and groups

_OK | Cancel
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Managing the console (Contd.)

Manage Console properties (Session properties)

Tivoli Tivoli Directory Server Web Administration Tool

Console administration

@ Introduction

+ {33 Console adminisration Manage console properties

Component management ‘ Session properties

Session properties

o5l key database

@ Change console administrator login

E} Change console administrator password

@ hMenage console senvers

‘ Session time out (minutes):
| 60

ﬁ anage console iies
[

@Manae operties for webadmin searches

[3 Logout
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Managing the console (Contd.)

Manage properties for Web admin searches

Tivoli Tivoli Directory Server Web Administration Tool

[3) Introduction Console administration
+ 3 Console administration Manage properties for webadmin searches
[3) Chenas console sdministrstor login Maximum number of attribute values to be returned for entry
@ Change conscle sdministrator pessword
ML BaE. e ¢ Number of values { 0|
@ Mansge console properties & Unlimited
!é Enage properties for websdmin searches ‘ ._ . ;
aximum number of values to be returned for each attribute
() Logout
¢ Number of values ‘ 0|
@ Unlimited

- OK ‘ ' Cancel |
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Overview of SSL

»The IBM Tivoli Directory Server has the ability to
protect LDAP access by encrypting data with either
Secure Sockets Layer (SSL) security or Transport
Layer Security (TLS) or both.

»When using SSL or TLS to secure LDAP
communications with the IBM Directory, both server
authentication and client authentication are supported.

»To use SSL or TLS you must have GSKit installed on
your system. Before you can use SSL or TLS you
must first use GSKit to create the key database file
and certificates.

_ N s i~ N
R - | s
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Security Goals of SSL

As it relates to the actual data being communicated
» Confidentiality

- Protection from disclosure to unauthorized recipients

> Integrity

- Maintaining the message consistency

> Authenticity

- Assurance of identity of originator of the message
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GSKIT Commands

»gsk8capicmd - a tool that can be used to manage keys,
certificates and certificate requests within a CMS key database. The
tool has all of the functionality that GSKit's existing java command line
tool has except that GSKCapiCmd supports CMS and PKCS11 key
databases. If you are intending to manage key databases other than
CMS or PKCS11 you will need to use the existing java tool.

»gsk8cmd — a command line java based tool that can be used to
manage keys, certificates and certificate requests for various types of
key stores. You must enable gskit to support CMS key databases
before you can use this command to create a CMS key database.

»gsk8ikm — a java based gui tool that can be used to manage keys,
certificates and certificate requests for various types of key stores.
You must enable gskit to support CMS key databases before you can

use this command to create a CMS key database.

N Rl

7. s
S > ]
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Prerequisites

»|TDS version 6.3 must be installed and should be
updated to the latest level

»GSKIT must be installed and should be updated to the
latest supported level

» At minimum one server instance created and
configured.
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Required ITDS Packages on AlX for SSL

In order to configure SSL communication on AlX, you must
have the max_crypto ITDS filesets installed.

Required GSKIT packages on AIX for SSL

You must install both the 64 bit GSKIT packages, gsksa.rte
and gskta.rte.
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Configuring Server Authentication

Configuring Server Authentication using command line
utilities on AlIX 6.1 with ITDS 6.3

» Create a key database using gsk8capicmd
» Create a self-signed certificate using gsk8capicmd
» Command line configuration of server Authentication

» Client configuration

> Verify ssl communication between the Client and Server using
server authentication
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Configuring Server Authentication

Server authentication

For server authentication the IBM Tivoli Directory Server
supplies the client with the IBM Tivoli Directory Server's X.509
certificate during the initial SSL handshake. If the client validates the
server's certificate, then a secure, encrypted communication channel
is established between the IBM Tivoli Directory Server and the client
application.

**Note: For server authentication to work, the IBM Tivoli
Directory Server must have a private key and associated server
certificate in the server's key database file. The client must have the
certificate of the signer of the server's certificate present in the client
key database file, along with all certificates of the signer chain up to a

trusted root.
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Configuring Server Authentication

Create a subdirectory on your server system where
you want to create and store the key database file.

bash-3.2# mkdir keys
bash-3.2# cd keys
bash-3.2# 1s -1

total O

bash-3.2# mkdir serverAuth

pbash-3.2# cd /keys/serverAuth/

bash-3.2#% pwd
/keys/serverBAuth
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Configuring Server Authentication

Generate the CMS key database to be used by the |dap server:

ex: gsk8capicmd —keydb —create —db <keydb name> -pw <keydb password>

- stash

For this example | created a key database called “serverkey.kdb” and gave it

the password “serverpwd”.

hd.h—* 2% cd /keys/serverAuth/

-.._.# Ilw

fkelhﬁﬁerverguth

bash-3.2# gskB8capicmd -keydb

bash-3.2% 1s
total 32

g f

1 root

1 root
1 root
1 root

-create -db serverkey

.kdb -pw serverpwd -stash
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Configuring Server Authentication

Create a default self-signed certificate and add it to the serverkey.kdb
key database.

ex: gsk8capicmd -cert -create -db <keydb name> -pw <keydb
password> -label <certificate label> -dn <distinguished name>
-default_cert <yes | no> -expire <# of days>

% qskBcapicnd -cert -create (b serverkey.kdb -pi serverpud \-label serverlabel -dn "cn=testl, o=bm,c=1n" -default ce
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Configuring Server Authentication

Extract the certificate from the key database in binary der format. We will
use this extracted certificate during the client configuration later on.

ex:gsk8capicmd -cert -extract -db <keydb name> -pw <keydb

password> -label <certificate label> -target <destination file> -format
<format of certificate>

bash-3.2% gskbcapicnd -cert -extract -db serverkey.kdb -pw serverpwd \-label serverlabel -target server.der -format hinary
bash-3.2# 15 -1




Configuring Server Authentication

SSL stanza in the ibmslapd.conf file is by default configured as
follows:

cn=55L, cn=Configuration

S5L

n
n
ibm-slapdSecurePort: 4636

#ibm-slapdSecurity must be one of none/SSL/SSLOnly/TLS/SSLTLS
ibm—-slapdSecurity: none

#ibm—slapdSsliunth must be one of serverfuth/serverClienthuth
ibm-slapdsslauth: serverauth

ibm-slapdSslcertificate: none

ibm-slapdSslCipherSpec: AES

ibm-slapdsSslcipherSpec: AES-128

ibm-slapdSslCcipherSpec: RC4-128-MD5

ibm-slapdSslCipherSpec: RC4-128-SHA

ibm-slapdSslCcipherSpec: TripleDES-168

ibm-slapdsslCcipherSpec: DES-56

ibm-slapdSslcipherSpec: RC4-40-MD5

ibm-slapdSslCipherSpec: RC2Z2-40-MD5
ibm-slapdSslFIPSProcessingMode: false
ibm-slapdSslKeyDatabase: key.kdb
ibm—-slapdSsl1PKCS511AcceleratorMode: none
ibm-s5lapdSs1PKCS11Enabled: false
ibm-slapdsSslPKCSl11Keystorage: false

ibm—slapdSs1PKCS11Lib: libcknfast.so
ibm-slapdSs1PKCS11TokenLabel: none

objectclass: top

objectclass: ibm-slapdConfigEntry

objectclass: ibm-slapdSSL
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Configuring Server Authentication

We have a few options for configuring the SSL portion
of the ibmslapd.conf file.

» Manually edit the ibmslapd.conf
»> Use an idsldapmodify command to update the conf file
» The Web Administration tool

For this example we will use the idsldapmodify option.




Configuring Server Authentication

serverauth.ldif file that contains the update you need to
make using the idsldapmodify command

bash-3.2# cat serverauth.ldif
dn: cn=551L., cn=Configuration
changetype: modify

replace: ibm—slapdsSslhuth
ibm—slapdsSslhauth: serverauth

dn: cn=s51L., cn=Configuration
changetype: modify

replace: ibm-slapdSecurity
ibm—slapdsSecurity: SSL

dn: cn=551., cn=Configuration

changetype: modify

replace: ibm-—slapdSslKeyDatabase

ibm—slapdSslKeyDatabase: /Jhome/dsrdbmOl/keys/serverkey.kdb

dn: cn=5s5L, cn=Configuration
changetype: modify

replace: ibm-slapdsslcCertificate
ibm-slapdSslCertificate: serwverlabel

dn: cn=SssL, cn=Configuration
changetype: modify

replace: ibm—slapdSslKeyvDatabasepw
ibm-slapdsSslKeyDatabasepw: serverpwd
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Configuring Server Authentication

Using the idsldapmodify command to update the
ibmslapd.conf file ( server must be started to run this
command )
bash-3.2¢#

bash-3 0 2389 -D cn=root -w root -1 /keys/serverAuth/serverauth,ldif
5SL, cn=Configuration

Operation 1 modifying entry cn=SSL, cn=Configuration

Operation 2 modifying entry cn=SSL, cn=Configuration

Operation 3 modifying entry cn=55L, cn=Configuration

Operation 4 modifying entry cn=S5L, cn=Configuration




Configuring Server Authentication

SSL stanza in the ibmslapd.conf file is now configured for
ssl communication using server authentication.

dn: cn=sSs5L., cn=Configuration

cn: SS5SL

ibm—slapdSecurePort: 2636

#ibm—-slapdSecurity must be one of none/SSL/SSLOnly/TLS/SSLTLS
ibm—slapdSecurity: SSL

fibm—slapdSslauth must be one of serverfuth/serverClientaAuth
ibm—slapdSslaunth: serwverfAuth

ibm—slapdsslcertificate: serverlabel
ibm-slapdsSslcipherSpec: AES

ibm—slapdSslCipherSpec: AERS—128

ibm—slapdSslCipherSpec: RC4-—-128-MD5

ibm—slapdsslcipherSpec: RCA-128-—-SHA

ibm—-slapdsSslCipherSpec: TripleDES—-168
ibm—slapdsSslCipherSpec: DES—-56

ibm—slapdSslCcipherSpec: RC4—40-—-MD5

ibm—-slapdsslciphersSpec: RCZ—40-MD5
ibm-slapdsSslFIPSProcessingMode: false
ibm—slapdSslKeyDatabase: /home/dsrdbm0l/keys/serverkey.kdb
ibm—slapdSslKeyDatabasepw: {AES256}la7zw]l7/BAS3uRE/wbuLtg==
ibm-slapdsslPKCSllAacceleratorMode: none
ibm—-slapdSsl1PEKECS11Enabled: false
ibm—slapdSs1PECS11Keystorage: false

ibm—slapdsSsl1PKCS11Lib: libcknfast.so
ibm—slapdsSs1lPKCSl1llTokenLabel: none

objectclass: top

objectclass: ibm—slapdConfigEntry

objectclass: ibm—-slapdsSsL
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Configuring Server Authentication

Now that the ibmslapd.conf file is updated with the SSL
configuration, we must restart the server and the
Ibomdiradm.

» ibmslapd —I <instance name> -k
> ibmslapd —I| <instance name> -n

» ibmdiradm —I <instance name> -k

» ibmdiradm —I <instance name>
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Configuring Server Authentication

The next step is to configure our ITDS client. In order
to configure the client we must do the following:

> Create a CMS key database for the C based Idap client.

> Import the server certificate as a signer certificate into the client’s
key database.
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Configuring Server Authentication

On the client system create a subdirectory where you
will create and store the key database file.

hﬁﬁh—?.E# mkdir ssl client
':-|. h -.41._.# 'L r|r|:|. :l.l'_.[lt

bash-3.2




| IBM Software Group | Tivoli :

Configuring Server Authentication

» Generate the key database to be used by C-based
ldap client

gsk7capicmd -keydb -create -db <client keydb name> -pw <client
keydb password>

bash-3.2# cd ssl client/
bash-3.2¢4

bash-3.2# gsk8capicmd -keydb -create -db clientkey.kdb -pw clientpwd
bash-3.2# 15 -1
total 24

system 9:09 clientkey.crl

system clientkey.kdb
system 09 clientkey.rdb




Configuring Server Authentication

Copy over the extracted server certificate from the
server system to the client system.

bash-3.2# cd /keys/serverAuth/
bash-3.2# 15 —al

total 72
Arwxr—-xr—-x
Arwxr—xr—x
—FrW-—r—Fr——
e 3" el L G

root system
root system P
root system ~ server.der
root system 8 : serverauth.1dif
root system = serverkey.crl
root system = serverkey. kdb
root system - serverkey.rdb

1 root system i serverkey.sth
bash-3.2# cp server.der /ssl client/
bash-3.2# cd /ssl client/
bash-3.2# 15 —al
total 48
drwxr—xr—x root system
drwxr-xr-x root system
root system
root system
root system
root system

HoE W

'_I.
[Sa RNy

clientkey.crl
clientkey.kdb
clientkey.rdb
server.der

o OO0 00 W
WD D O ooy M

19
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Configuring Server Authentication

»Add the extracted server certificate into the client key
database file

gsk8capicmd -cert -add -db <client keydb> -pw <client keydb
password> -label <certificate label> -file <extracted server certificate>
-format <format>

bash-3.24 cd /s3] client/
bash-3.24 15 -1

systen
systen
systen ) May
i ol 00t systen 469 May 1

:-l ! ]
[

4
\
L

bash-3.24 qskbcapiend -cert -add -db clientke

i
!
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Configuring Server Authentication

>»You can verify the certificate was added by using the “list”
option of the gsk8capicmd command.

gsk8capicmd -cert -list -db <client keydb> -pw <client keydb password>

bash-3.2% qskcapicmd -cert -1ist -db clientkey.kdb -pw clientpwd
Certificates found

* default, - personal, ! trusted

l serverlabel
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Configuring Server Authentication

»Now we are ready to test the ssl communication
between the client and server.

»0On the client system issue an idsldapsearch command.

idsldapsearch -Z -h <hostname> -p <port> -D <Bind dn> -w <Bind
password> -K <full path to the key database file> -P <keydb password>
-s <scope> -b <base dn> objectclass=*

where

-Z specifies to use a secure ssl connection
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Known Issues :

> idsldapmodify command puts Web Administration
Tool into inconsistent state

If you are logged into the Web Administration Tool and you
change your password using the command line (idsldapmodify
command), the Web Administration Tool changes the server
status to stopped. This occurs because the Web Administration
Tool opens new connections to the server every time it launches
a task. The Web Administration Tool tries to connect to the
server with the old password because it is unaware that the
password has been changed; consequently the connection fails.
You must log out and log back in using the new password.

To avoid this situation, if you have sufficient access authority, use
the User properties -> Change password option to change
your user password when working in the Web Administration
Tool

N
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Known Issues: (Contd.)

> A new user might fail to logon to Web Administration
Tool for the first time, if the password policy is
enabled and pwdMustChange attribute is set.

If the password policy is enabled and “User must change password
after reset (pwdMustChange)” is set on the Password policy settings 1
panel in the Manage password policies wizard, user might not be able
to logon to Web Administration Tool.

To resolve the problem, user can use the Idapchangepwd command
line utility to reset the password and then use the new password to
logon.
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