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Revision History

This section provides information about changes since the original release of this document.

Version Date Short Description

1.0 10/28/2005 This version was sent for trandation into other languages

1.1 11/05/2005 APAR 1Y 74316 Added updating your task library instructions

12 11/09/2005 APAR 1Y 78541 - Changed the NON_TME/GENERIC/WC directory reference to
NON_TME/GENERIC/WC50

13 11/29/2006 APAR 1Y 78866 Added

14 01/26/2006 Added SCO Unixware back to the supported Operating Systems table

15 02/28/2006 APAR 1Y 79980 Added TMF patches required for Solaris 10 to the Framework patches list on page 17

1.6 02/28/2006 Added 4.1.1-TMF-0003 patch as a reguirement when running the GUI rule builder on Solaris

17 03/13/2006 APAR 1Y 81662 Using tar to uncompress the gzip files on Windows 2003

18 07/05/2006 APAR 1Y 85857 (Web Console Install) Added to bullet 5 of Notes under the installation instructions
section

About this fix pack

This section provides general information about this fix pack. Read this entire document before you install this fix pack. Thisreadme
fileis provided in both Adobe Acrobat and HTML formats.

Thisfix pack supersedes all previously released Tivoli Enterprise Console (TEC) 3.9 interim fixes and fix packs. The format of the
TEC fix pack Readme has been updated to supersede all previously released TEC 3.9 Readmes and the TEC 3.9 Release Notes.

New in this fix pack

The section provides information about changes that have been made to the Tivoli Enterprise Console product.
The numbers listed below beginning with "MR" represent Marketing Field Requirement numbers.

Starting with Fix Pack 4 it is possible to automatically update a non-TME (Tivoli Management Enterprise or Tivoli Management
Framework) console to the latest version, after applying 3.9.0-TEC-FP04 to the Ul server. When anon-TME console connects to
the Ul server, and the console detects a compatible Ul server (reference the console version checking documentation), the user is
presented with the option of upgrading the console to the latest version. If the user selects to upgrade, the updates will be
downloaded to a staging directory, verified, and then applied. Upon successful completion of the update, the user will be
prompted to restart the console in order for the updates to take effect. Only Fix Pack 4 and later consoles contain the support
required to automatically update themselves, consoles prior to Fix Pack 4 are incapable of performing the automatic update.
Additionally, the automatic update feature is only available when the Ul Server host name is placed in the "Host Machine” field
of the Consolelog in panel. Updates will not be downloaded if the user inputs the host name of a managed node where the Ul
Server is not installed. Please see the Automatic non-TME console update section for screen shots.

Note: MR0425056855, MR1124033140, MR0411052834

The following Web console preferences are now saved between sessions:

o Statusfilters

0 Severity filters

0 Owner filters

0 Sorting criteriafor columns
The following Web console preferences are not saved between sessions: custom filters and column visibility preferences.
Note: MR0131055314, MR0331043558, MR0324043619, MR0331042822

The non-TME versions of the Windows event |logfile adapter, Simple Network Management Protocol (SNMP) and Hewlett-
Packard (HP) OpenView (OV) adapters are now packaged with an updated version of InstallShield. Please see the TEC 3.9 non-
TME Windows adapter install section for screen shots. This updated version allows for the installation (both standard and silent)
of the adapters on all currently supported versions of Windows (32 & 64-bit). For more information about installing or removing
these adapters, see the Installation Instructions.

Note: MR0627032934

The SNMP event log adapters now support SNMP V2 traps.
Note: MR0131052239, MR0328034444, MR1106023648, MR011304428, MR091302458, MR071601585, MR0124026952
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The IBM Support Assistant (ISA) is now accessible from both the Java and Web versions of the event console and includes a TEC
plug-in. For moreinformation, see the Fix Pack Notes section of this document.
Note: MR0422046655, MR1120024927

There_send_event_conf() predicate has been improved to alow for an increased rate at which events are forwarded from one
event server to another.
Note: MR1028046853

Thisfix pack improves the reliability of event delivery, and prevents the loss of events while stopping the event server. To
improve the reliability of event delivery, we now allow the sender (for example, an adapter) to verify that an active connection is
available before sending the event. These enhancements include new configuration parameters, which are detailed in the
Documentation Updates section.
For an explanation of the new parameters available please see the following section:

New parameters for event delivery reliability

Notes:
e This improvement does not currently pertain to Windows.
e MRO0414043322

The Logging function on Adapter Configuration Facility (ACF) has been improved. See APAR 1Y 68248 for more information.
Note: MR0616053747

The ability to log the Byte position of alogfile being read by the logfile adapter has been added. See defect 180227 for more
information.
Note: MR0622053044

WebSphere Network Deployment tolerance for the TEC web console. See the Installation and Configuration section for more
information.

The following are now supported by thisfix pack: Red Flag Linux 4.0 and 4.1, Solaris 10, Windows 2003 SP1, IBM Websphere
Application Server (WAS) 5.1.1 and 6.0, HP OpenView 7.0 and 7.x (provided as Betafor thisfix pack), Red Hat 4. See the
Installation and Configuration section for a complete listing of supported operating systems, databases, and applications.

Note: MR0511056625, MR0917041047, MR1013045653, MR0705044139

Specifying a script to be initiated from a console custom button can result in an error if the script is not installed on the same
system asthe initiating console. In order to initiate a script from a custom button defined in the console, the script must first be
installed on the same system as the console. For more information regarding the use of custom buttons, refer to page 33 of the
IBM Tivoli Enterprise Console User’s Guide Version 3.9.

Note: MR0822036330

The connect timeout that the Java EIF Sender uses when connecting to the TEC Server has been parameterized in the EIF
configuration file. The new parameter is called "ConnectTimeout". The value is an integer and is interpreted as milliseconds.
Values less than 0 will be ignored. A value of 0 means that the connect timeout isinfinite. This parameter can only be used to
reduce the connect timeout from the operating system value; it cannot be used to extend the timeout beyond the operating system's
connect timeout. If ConnectTimeout is not included in the configuration file, then the operating system's connect timeout will be
used instead.

The ConnectTimeout is only supported when the runtime JRE used with the Java EIF is of version 1.4.x. If the runtime JRE
version is below 1.4.x and ConnectTimeout is specified in the EIF configuration file, then an error will be logged to the EIF log
file indicating that the ConnectTimeout parameter is unsupported. The Java EIF will then use the 1.3.1 java.net.Socket methods to
try to connect. This means that the Operating System timeout will still be used when connecting on a1.3.1 JRE.
The following example will timeout in 2 seconds (assuming the Javaversion is 1.4.x)

ConnectTimeout=2000

Persistence of Sorts and filters has been added to the Web Console. By default persistence is turned on, in order to turn off
persistence do the following:
Create the following JVM Property in the WAS Admin Console (steps follow):
persistSortsAndFilters=false

The following are the steps to follow in order to turn off persistence

1. Logintothe WAS Admin Console. Drill down to
Servers > Application Servers - <server name> - Process Definition - Java Virtual Machine >
Custom Properties
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where <server name> is the name of the server on which you installed the Web Console.
2. In Custom Properties, click the New button.
3. Enter persistSortsAndFilters in the Name field. Enter false in the Value field. Click OK.
4. Savethe WAS Configuration and restart WAS.

When persistence is turned on (by default) then changes are made to the sorting and filtering on an event view, the sorts and
filterswill still be the same after logging out and logging back in to the TEC Web Console.

New in Fix Pack 3

The Tivoli Enterprise Console user interface (Ul) server design has been improved to prevent an incorrect version of the event
console, both Java and Web, from making a connection and corrupting the event database. See Fix Pack Notes below.

The Enterprise Console Ul server has been updated to prevent the connection between an event console and the Ul server from
being closed by a network firewall. See Fix Pack Notes below.

A new BAROC file, ibm_director.baroc, has been included with the default rule base. Thisfile defines the event classes that are
sent by the IBM Director Server and Agent, and is disabled by default. To use thisfile, you must use the wrb -imprbclass
command. The director.baroc file, which defines the event classes for the Tivoli IT Director Server, remains in the default rule
base as before and is a so disabled by default. Contact IBM Director Level 2 support for any issues regarding thesefiles.

The event server binary files have been built using improved optimization for the Linux-S/390 platform.

The SNMP adapter now handles multi-line traps.

A new user preference is available in the Web version of the event console, allowing the user to set their local time zone. Seethe
Documentation Updates section below.

New in Fix Pack 2

Console version now available via Help—~> About menu selection. (1Y51515)
ProcessExistingMsgs configuration file parameter for AS/400 adapter. (1'Y55077)

New -e option to wsetemsg to specify encoding for slot values. (1Y 54892)

New in Fix Pack 1

The non-TME® version of the event console can now be installed on any supported Microsoft Windows® system without using
the installation wizard. For more information, see "Installing the event console using the stand-alone installer” in the
Documentation Updates section.

The triggerMode attribute is a new optional attribute on the resetOnMatch and passthrough rule types. This provides additional
flexibility when selecting which events get sent to the rule actions instead of always sending the first event.

For the passthrough rule, the triggerM ode sending modes perform the foll owing functions when the passthrough rule completes
and sends eventsto its defined actions:

firstEvent

This sending mode sends the trigger event that starts the event sequence and is the default mode.

lastEvent

This sending mode sends the event that completes the event sequence.

allEvents

This sending mode sends all events for the completed event sequence.

For the resetOnMatch rule, the triggerM ode sending modes perform the following function when the resetOnMatch rule timer
expires and sends eventsto its defined actions:

firstEvent

This sending mode sends the trigger event that starts the event sequence and is the default mode.

lastEvent

This sending mode sends the last event that was received during the time window.
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allEvents
This sending mode sends all events that match the event sequence and were received during the time window.

A new EIF API keyword: ReadRetryInterval is used to configure the timeout value that is used by the EIF APl when a partial
event isreceived.
ReadRetryInterval
This keyword specifies the timeout value that is used by the Event Integration Facility API during the reception of partial
events. The default value for this keyword is 120 seconds.
When the EIF sender works with eventsthat are larger than 2 KB, it divides the event into two packets that are delivered on
the socket connection. If the EIF receiver determines that the event is apartial event, it waits for the period of time that is
specified by this keyword before it retrieves the second packet and completes the process. If the second packet is not
received during this period of time, the partial event that was received is discarded and a message is written to the event
delivery tracelog.

The following keywords are available in the EIF configuration file to configure event forwarding to ping the destination server
prior to sending an event:
PingTimeout
The maximum timeout (in seconds) for the ping call to try to access the destination server. If the PingTimeout is not
specified, aping call is not executed by the EIF before calling the socket connect call.

NumberOfPingCalls

The number of times the ping function should be invoked before determining the destination server is available. Due to some
TCP/IP configurations, the very first ping call after the destination server is unplugged can return successfully. The default
value for thiskeyword is 3.

A new version of the wstoptecgw command has been created to stop a TEC gateway that isinstalled on a managed node. The
new version of the wstoptecgw command isinstalled on a managed node and the existing version of the wstoptecgw command
isinstalled on endpoints. The appropriate wstoptecgw command is automatically called when atec_gateway profile is distributed
to either a managed node or to an endpoint. See the addendum to the Command and Task Reference in the Documentation
Updates for more information.
Note: A problem with the TMF prevents the distribution of the tec_gateway.conf profile for TMF, version 4.1 installations. To
prevent this problem, issue the following command before distributing the profile:

In -s SBINDIR/bin/wdiff /usr/local/bin/diff

New in TEC 3.9 Release

This section describes what is new in this release.

HP-UX 10.20 and Windows NTe operating systems are no longer supported, and any reference to these operating systemsin the
documentation is not valid. Although the Windows NT operating system is not supported, as a convenience, the Windows NT
event log adapter is available as part of the Adapter Configuration Facility in release 3.9; and you can distribute the Windows NT
event log adapter to Windows NT endpoints.
Web version of the event console, which you can use to manage events from a Web browser.
Start_Maintenance task, which you can use to inform the event server about computers that are in maintenance mode.
Simplified packaging of the Tivolie Event Integration Facility (EIF). The EIF isno longer an installable component of the TEC
product. Thisfacility isatoolkit that is available on the product images but does not need to be installed. However, the Javadoc
HTML documentation for the EventList class has been inadvertently omitted from the EIF. See this Readme Appendix A,
“Javadoc HTML documentation for the EventList class,” for thisinformation.
TEC gateway can now receive events from non-TME adapters.
Enhancements to state correlation including: — Correlation of events from TME adapters with events from non-TME adapters at
the TEC gateway — Support for customizable actions — New state correlation rules For more information, refer to Part 2 of the
IBM Tivoli Enterprise Console Rule Developer’s Guide.
New default rule base, which includes preconfigured rule sets that provide support for processing common application and
infrastructure events. The rules in the Default rule set provide functions that include the following:
o Causa analysis of network infrastructure and e-business application events based on service impact and dependency
relationships.
o  Scheduling of maintenance windows and discarding of events from systems currently undergoing maintenance.
o Integration with external trouble ticket systems — Heartbeat monitoring and detection of missed heartbeat pulses For
more information, refer to the IBM Tivoli Enterprise Console Rule Set Reference.
Enhancements to unified system and network management including:
o Rulesthat correlate system-related and network-related events, which are based on predefined associations and help in
performing root cause anaysis.
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o Rulesthat understand and automatically process network events.
o Predefined event console and event groups for IBM Tivoli Netviewe events, which you can use to manage these events
immediately.
Optimized event management for key e-business applications including:
o Predefined event consoles and event groups for IBM WebSpheres MQ, IBM DB2e, and IBM WebSphere Application
Server events.
o Rulesbased on predefined associations among the WebSphere MQ, the DB2, and the IBM WebSphere Application
Server applications that help you identify the root cause of a problem.
Predefined event groups for all events in open and acknowledged state and maintenance events that are not closed.
A default event console that is assigned to the root administrator and to which all predefined event groups are assigned.
Improved installation wizard that helps you complete the following tasks:
o Configure an event database. The version 3.8 event database installation wizard has been integrated into the installation
wizard.
o Ingtall the product components. Installation of the Windowse non-Tivoli Java~ version of the event console has been
integrated into the installation wizard.
o Uninstall and upgrade the product components as appropriate.
Enhanced Tivoli Data Warehouse Enablement Pack (WEP) that extracts availability data from the event database for outage
reporting by IBM Tivoli Service Level Advisor. For more information, refer to the IBM Tivoli Enterprise Console Warehouse
Enablement Pack: Implementation Guide.
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Backward compatibility
The following list describes the compatibility issues for the Tivoli Enterprise Console product.

« Thefollowing compatibility issues exist when using mixed versions of TEC components:

o Event servers, user interface (Ul) servers, event consoles, and the Adapter Configuration Facility must be at the
same version. For example, aversion 3.9 event console works with aversion 3.9 Ul server, and aversion 3.9 Ul
server works with aversion 3.9 event server. Using mixed versions of components is not supported, and unexpected
results can occur. Ensure that the Tivoli Enterprise Console components are of the same version.

o Adapters can generaly send events to any currently supported version of the event server, and the event server can
successfully receive the event information. However, compatibility issues exist for sending events from adaptersin
non-English environments.

o Toforward eventsfrom version 3.9 rulesto a version of the event server prior to version 3.9, you must update the
root.baroc file in the prior version to include the fghostname event attribute in the EVENT class, which contains
the fully qualified host name of the machine. Otherwise, these events will fail with a PARSING_FAILED error. Add
the following entry to the attribute list: fghostname STRING; Alternatively, for version 3.7.1, you can apply Fix
Pack 5 (3.7.1-TEC—FPO5) to obtain the update for the fghostname event attribute. For version 3.8, you can apply
Fix Pack 1 (3.8.0-TEC—FP0L) to obtain the update for the fghostname event attribute.

Note: TEC 3.7.1 isno longer supported.

« Because changes have been made to the Default rule base in version 3.9, the version 3.9 rule base does not work with prior
versions of the TEC product. To use the new default rule base and the preconfigured rule sets, you must install version 3.9 of
the TEC product.

« Because of dependencies on changes made to the rulesin version 3.9 of the TEC product, the rules shipped with version 1.2
of the Tivoli Data Warehouse Enablement Pack (WEP) do not work with prior versions of the TEC product. To use the
preconfigured rules that version 1.2 of the WEP provides, you must install version 3.9 of the TEC product.

Product compatibility
The following list describes compatibility issues when using other products with the Tivoli Enterprise Console product.

o When using both the TEC product and the Tivoli Risk Manager (TRM) product, you must install the IBM WebSphere
Application Server (WAYS) product that is provided with the TEC product on a different computer than the TRM Information
Facility to avoid port contention problems.

o When using both the TEC Web Console product and the TRM Web Application product, each application should be
installated on separate computers that are running the Websphere Application Server product that was provided with the TEC
Product in order to avoid port contention problems.

o Theversion of Tivoli Availability Intermediate Manager (AIM) (version 3.7) that is shipped with version 3.9 of the TEC
product is the same version that was shipped with version 3.7.1 and version 3.8 of the TEC product and is provided for
convenience only.

Note: The Tivoli AIM component is no longer supported.

Fix Pack Notes

Read the following notes before installing the fix pack. See the Documentation Updates section for information about changes that
have been made to the documentation.

e IBM Tivoli Enterprise Console Warehouse Enablement Pack (WEP) updates are shipped as a separate downloadable fix pack.
Thefirst of these fix packsis 1.3.0.0-TIV-TEC_WEP-FPO001. Please contact IBM Support for more information.

« Prior to TEC 3.9 Fix Pack 3, incompatible versions of the event console could potentially cause corruption of console definitions
in the event database. In TEC 3.9 Fix Pack 3, the TEC user interface (Ul) server design was improved to prevent incompatible
versions of the event console, both Java and Web, from corrupting console definitions in the event database. A version checking
feature was added, giving the Ul Server the ability to verify that the version of the event console is compatible with the version of
the Ul Server before allowing the console to access the event database. (175577)

WARNING: Any console version prior to TEC 3.9 Fix Pack 3 is incompatible with the TEC 3.9 Fix Pack 3/Fix Pack 4 Ul
Server. Attempting to use an incompatible event console when the version checking feature is disabled or not installed on
the UI Server can result in corruption of the console definitions in the event database.

The version checking featureis controlled by a configuration file, SBINDIR/TME/TEC/.ui_server_config, which is created
during the installation of a TEC 3.9 Fix Pack 3 or later Ul Server. The file includes a parameter named
tec_ui_server_version_checking_enabled. This parameter determines whether the version checking feature is enabled or not.
The default value is true; the feature can be disabled by setting the parameter to false.
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When the version checking feature is disabled on the Ul Server, unpredictable results will occur when using incompatible
versions of the event console. In some cases, the console will display ablank screen; in other cases, the console will appear to
function normally, but may cause corruption of the console definitions in the event database.

When the version checking feature is enabled on the Ul Server, all incompatible versions of the event console, with the exception
of the forthcoming 3.8.0-TEC-FP05 console, will display ablank screen once an operator logs in to the console. The Summary,
Priority and Configuration views will not be available in these consoles, and al wconsole commands will fail. The 3.8.0-TEC-
FPO5 console will display an pop-up error message informing the operator of the incompatibility between the console and the Ul
Server. This version of the console will terminate immediately after the operator acknowledges the message.

The 3.9.0-TEC-FP03 and later event console cannot be used with any version of the Ul Server prior to 3.9.0-TEC-FPO3. If an
operator attempts to connect to a prior version of the Ul Server, a pop-up error message will appear informing the operator of the
incompatibility between the console and the Ul Server. The console will terminate immediately after the operator acknowledges
the message.

In order to facilitate future updating of consolesto levels compatible with the Ul Server, TEC 3.9 Fix Pack 4 introduces an
automatic update mechanism for the Non-TME Console only. Please see the Automatic non-TME console update section for
more information.

Important: For the version checking feature to take effect and work correctly, both the Ul server and console components must
be upgraded to TEC 3.9 Fix Pack 3 or later and then restarted. When the Ul server isinstalled on a managed node, the
tec_ui_server process must be stopped manualy (if it is active) after the upgrade is complete. This can be done by terminating
the process, or restarting the oserv process.

Important: While the version checking feature prevents corruption of the console definitionsin the event database, an issue was
found whereby incompatible event consoles could reset the global console preferences for all operators to the default values even
with the version checking feature enabled (see APAR 1Y 71489). To ensure that incompatible console versions can no longer
overwrite the global console preferences for the Java console or Web console, an administrator with the senior role must do the
following using a 3.9.0-TEC-FP04 or later console.

For the non-TME console, change to the installation directory of the console and do the following steps.
1. Run./wecexport -h <U Server host name> -u <Adm nistrator |ogin nane> -p
<Adm ni strator password> -f ./consol e_export. out
2. Run./wtecinport -h <U Server host nanme> -u <Adm ni strator name> -p
<Admi ni strator password> -f ./consol e_export.out -x r

For the TME console, source the TME environment and do the following steps.
1. Runwt ecexport -h <U Server host nanme> -u <Adm nistrator |ogin name> -p
<Adm ni strator password> -f ./consol e_export. out
2. Runwtecinmport -h <U Server host nane> -u <Admi ni strator nane> -p
<Admi ni strator password> -f ./consol e_export.out -x r

In addition, any new TEC operators MUST be created using a 3.9.0-TEC-FP04 or later console. If new TEC operators are created
using the 3.9.0-TEC-FPO3 console or earlier, the problem described in 1Y71489 will reoccur. Operators may continue using the
3.9.0-TEC-FPO3 console only if their Tivoli role assignments preclude them from accessing the Console Configuration view and
from creating operators using thewconsol e command.

Some network environments implement firewall rules that close idle connections after a specified length of time. 1n some cases,
thisidle timeout period is short enough to close the connection between the event console (Java and Web) and the Ul server. To
prevent this, a new configuration parameter, tec_ui_server_conn_keepalive_interval, has been implemented to maintain an
active connection. This parameter, which islocated in the SBINDIR/TME/TEC/.ui_server_config file, specifiesasleep interval
used by a keep-dlive thread in the Ul server. See the addendum to the Command and Task Reference in the Documentation
Updates below. (175328)

(1Y 61709) When the TEC product is upgraded to version 3.9 in an environment where IBM Tivoli Monitoring for Application
mySAP.comis currently installed, the dependencies for acpep-postemsg are removed but not restored. To restore the acpep-
postemsg dependencies, you must run the SBINDIR/../generic_unix/TME/ABH/sh/sap_dependency.sh script in a sourced
Tivoli environment on the Tivoli server.
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(1Y 64008) The use of control characters, Ctrl-A through Ctrl-E, within arule attribute now generates an error message when the
rule base is compiled and no longer ends with a segmentation fault

Due to updatesin IBM DB2 Version 8.2, aC compiler is no longer needed to install the stored procedures.
Note: Thisonly appliesto IBM TEC Version 3.9 event servers configured to use IBM DB2 Version 8.2.

EIF Reference Guide Update regarding socket transport and BufferEvents configuration option:

In the EIF Reference Guide, thereis an example of a configuration file that should be used to enable the application to receive
events using sockets. In that example, BufferEvents=YES isset. Thisisnot recommended and will cause the application not to
function as expected. This value should always be set to BufferEvents=No on the receiver using socket transport. When
BufferEvents is set to yes, the EIF pulls information from the socket and the event isimmediately placed in the buffer where the
tec_get_event retrievesit. Thismay cause event loss if the buffer grows so large that it wrapsin the buffer file.

The non-TME Windows adapter is now packaged with an updated version of InstallShield. Because of this, it is recommended
that any previous non-TME Windows adapters be uninstalled prior to installing the Fix Pack 4 adapter. Failingto do so
can leave an entry in the list of programs displayed in the Add/Remove Programs window of the Control Panel. Attempting to
uninstall the previous version of the adapter at alater time can result in unexpected behavior. Please see the Windows event log
adapter section for details.

In order to install a product and/or patch through the TMF (Desktop or CL1) on the Windows Server 2003 operating system, with
Service Pack 1 (SP1) installed, the following steps must be followed to modify the Windows configuration options.

Upon installation of Windows 2003 SP1, the "Windows Firewall/Internet Connection Sharing (1CS)" service in Microsoft
Windows Server 2003 must be running. Thiswill allow the "Windows Firewall" to be available through the Windows Control
Panel (Start->Settings->Control Panel). Ensure that the Windows Firewall radio button is set to "Off" or properly configure the
firewall before a TMF installation can be executed.

If the "Windows Firewall/Internet Connection Sharing (ICS)" is not started, and an attempt is made to access the Windows
Firewall, adialog box stating that the service must be running in order to access the option appears and offersto start the service.
This does not mean the Firewall is* Off”. Ensure the service is running to turn the Firewall “ Off” within the control panel.

IBM is pursuing thisissue with Microsoft to better understand the underlining cause and to investigate other solution options.
The following Technote specifies these same details:
IBM - Windows Server 2003 SP1 MAY produce a General Oserv Failure when performing a TMF install

If an oserv processis not configured to run as the root user, a core file may not be generated if the process ends abnormally. To
allow an oserv process to execute as the root user (instead of the default user ‘nobody’), perform the following steps:

obj call $BO om set_id <nethod> {<user>|
(Where $BO is the Behavior Object)

} {<group>|""} [<interp>]

For example to change the user from <blank> to $root_user of the 'subscriber' method, issue the following command:
objcall $BO om set _id subscriber "\$root user" ""
Next, perform the following command:
odadmi n db_sync

This step writes the imdb cache to the object database. To verify that the changes were correctly applied issue the following
command:

obj call $BO om stat <met hod>
To retrieve the behavior object, issue the following commands:

w ookup -ar ResourceType
objcall AODresolve <startup method>

The following example illustrates the steps used to configure the tec_ui_server process.

Determine the startup method by finding the first instance of TecUIServer from the following output:
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odstat |grep -i tecuiserver

Example output:
516 Othdoq done 6 0 10:15:26
1573083731. 1. 635#TecUl Server: : Consol e#val i dat e_oper at or

Using the object ID (OID) value returned above, (also available from the "Wl ookup -ar TecUl Ser ver " command)
determine the behavior OID for the startup method:

obj cal | 1573083731. 1. 635 resol ve val i date_operat or

Example output:
1573083731. 1. 633

Check the SET_USER value:
obj call 1573083731.1.633 om stat vali date_operator
Example output:

CATALOG=
SET_USER=
SET_GROUP=
EXPORT=TRUE
EXECUTE=FALSE
def aul t

Use the method om_set_id to modify the user:
objcall 1573083731.1.633 omset _id validate operator "\$root user" ""

Note the empty string after "\$root_user" indicated by a pair of double quotes. If the om_stat call isrepeated as above, the
output should show "SET_USER=$root_user". For this example, thetec ui_server process must be restarted, if it is active.
The new tec_ui_server process ID will then display the root user as the process owner. (179166)

« IBM Support Assistant
Feature Description
The IBM Support Assistant is an extensible client application that can be displayed in aweb browser on a customer’ s desktop
computer. It isaframework that accepts IBM software product plug-ins to provide customers with self-help, diagnostic tools, and
education information for the product. It will improve customer access to product support information, and will contribute quick
access to ESR tools so that customers can submit PMRs directly from the product. An ISA plug-in has been developed for TEC
as part of Fixpack 4. The TEC Java Console is enabled to launch the ISA in aweb browser window from a menu item on the
Java Console Help menu. The TEC Web Console now provides alink from the welcome page that allows the customer to launch
the ISA application in a new instance of the web browser. The capability of enabling/disabling the ISA launching is also afeature.
For more general information about IBM Support Assistant please refer the product’ s website at:

http://www-306.ibm.com/software/tivoli/solutions/storage/support.html

Installation Instructions:
The IBM Support Assistant application is not shipped with TEC, but is instead available as a separate install image and can be
acquired at:
http://www-1.ibm.com/support/docview.wss?uid=swg21192593
or by following the proper link paths for the IBM Support Assistant homepage
http://www-306.ibm.com/software/tivoli/solutions/storage/support.html

When used with TEC, 1SA must be installed on the same workstation where the TEC Server isinstalled. Thisalowsfor proper
data collection. |SA does not support remote data collection at thistime.

The ISA plug-in that TEC provides will be available as a download from the IBM Support Assistant siteasazip file.

The plug-in is currently available as a tar file in the fix pack image at the following location:
NON_TME\GENERIC\ISA\isa_plugin.tar
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ISA Install_root in the following instructions refers to the directory where the I SA has been installed. The default values for the
ISA_Install_root directory are:

For Windows: C:\Program Files\ BM\IBM Support Assistant
For UNIX Platforms: /opt/| BM/I BM SupportAssistant

Once the TEC plug-in is downloaded perform the following steps to install:

1.) Stop the IBM Support Assistant

2.) Unzip the downloaded product plug-in package in the following directory:
ISA_Ingtall_root/plugins

3.) Restart IBM Support Assistant to see changes.

For further information about product plug-in installation please refer to the page:
http://www-1.ibm.com/support/docview.wss?rs=0&uid=swg21196404

Usage Description
For Windows platforms the ISA isinstalled as an Eclipse application that provides its own user interface using a SWT widget that

contains an internal browser. Therefore the interface can be viewed directly from the server, if desired, on Windows servers. On
UNIX and Linux platformsthe ISA isinstalled as a headless Eclipse application. The | SA application runs continuoudy as a
daemon process and the User interface has to be provided by an external browser.

URL: http://<ISA Server hostname>:<port specified in installation>/ibmsupportassistant

However for al Java Console platforms enable access via the Console Preferences configuration window:

—" Console Preferences x|
Event Retrieval Support Assistant
Date/Time Formatting
& ek Server [¥| Enable Support Assistant
SOl Support Assistant URL
Ui e |http:II<ISA Server hostname= =port specified for I5A install=fibmsupportassistant |

Support Assistant

| OK | |Cam:el| ‘ Help |

Features:

Search

Allows usersto run a search that accesses multiple IBM Support databases and displays resultsin ahierarchical arrangement. In
addition to searching TEC related information, users are also able to search for information on NetView, Risk Manager, and
Tivoli Management Framework.

Education
Allows users to choose learning materials to help them understand the product better. There are several TEC education related
links.

Support
This component is a consolidated list of IBM web links organized by brand and product. TEC has supplied several support links.

Service

A collection utility is provided that collects specified information from the workstation where ISA isinstalled. For use with TEC
Fixpack 4, it must be installed on the same machine asthe TEC server. Theinformation is gathered in ajar file whose file name
isin the format collector yymmdd_hhmm.jar. Contained inthejar filewill be variouslog files and output files generated from
TEC specific commands that TEC has deemed helpful when helping a user debug a problem. The information may vary
depending on the operating system where the data collection is being performed. The jar file will be stored in the

I SA_Install_root/workspace/.metadata
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In order for the Collector to collect data, input fields have been provided to indicate where certain data
islocated on the file system.

- Installation directory refersto the file system location where your Tivoli Enterprise Console product isinstalled.
(Ex. Windows: C:\PROGRA~1\Tivoli UNIX: /opt/Tivali)

- Log files directory refer to the file system location where the log files are created and stored.
(Ex: Windows: C:\tmp UNIX: /tmp)

- The DB Directory is thefile location that is associated with the $DBDIR environment variable. Thisvariableisonly
set and available after setup_env.bat or setup_env.sh have been called.

- The setupenv directory refersto the file system location where the scripts setup_env.bat (Windows) or setup_env.sh(UNIX)
arelocated. (Ex. Windows. CA\WINNT\system32\drivers\etc\Tivoli UNIX: /etc/Tivoli)

- Currently Loaded Rule Base Path is the file system location where the currently loaded rule base can be found. To get
thisinformation simply performed the following:
wrb -Iscurrb returns the name of the rulebase
wrb -Isrb -path <RuleBase>) returns the directory

If TEC Web Consoleisinstalled and data collection needs to be done, the data collection utility that WebSphere has provided
(included in the IBM Support Assistant V2 download) should be used. The TEC data collection utility does not collect
WebSphere specific logs. There is one plug-in for Websphere Application Server (WAS) 5.0/5.1 and one plug-in for WAS
6.0. Customers should use whichever plug-in is appropriate for the WAS in their environment.

The Service component also alows usersto submit a PMR by providing access to the IBM Electronic Service Request (ESR)
tool. The collector  yymmdd_hhmm.jar generated during the data collection step can be attached to the PMR being opened or
modified

Launching Usage Description

Enablement and location specification of the IBM Support Assistant launching from TEC

An option to specify enablement of ISA and specification of the location of ISA on the operator's system has been added to the
TEC Consol€'s preferences. All operators will be able to use this URL to launch | SA with their local browser.

Launching the IBM Support Assistant in TEC Java Console
An additional menu item has been added to the Help Menu in the Java Console. When selected, a browser window will be
launched with the specified ISA URL. If ISA has not been enabled the menu item will be disabled.

Launching the IBM Support Assistant in the TEC Web Console
A link has been added to the bottom of the Welcome Page in the Web Console. When selected, a new browser window will be
launched with the specified ISA URL. If ISA has not been enabled, the link will not appear on the Welcome Page

(1'Y68620) The communication protocol between the Java console and Ul server was extended in TEC 3.9 Fix Pack 4 in order to
address 1Y 68620. Any Ul serversinstalled prior to Fix Pack 4 will not recognize the additions to the protocol. If aJava console
(installed as of Fix Pack 4 or later) connectsto a Ul server that has not been upgraded to Fix Pack 4, messages like the following
will appear in the Ul server log file each time the console opens a new Event Viewer:

ERR Consol eProxy. C. 498: parseMsg - invalid nsg type
ERR Consol eProxy. C. 279: Cient Reader - exception caught parsing nsg: FRAMTEOOL17E Tue
Apr 26 10:41:28 2005 (17): system Problem °Consol eProxy::parseMsg - invalid nsg

type'

These messages do not indicate a serious problem with the Ul server. However, they do indicate that the problem described in
1'Y68620 will remain until both the Java console and the Ul server have been upgraded to Fix Pack 4 or later.
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o (1Y69520) To compilethe EIF SDK with GLIBC version 2.3.x on Red Hat 3, use the compat-glibc package to compile using
older GLIBC libraries or update your EIF library with the provided object file.

Updating your EIF library with the new object file:

EIF SDK now provides ctype_eif 23x.0 (in lib/linux-ix86 and lib/linux-s390) that has been compiled with GLIBC 2.3.x to make
EIF compatible in your environment. To use this, you must substitute it for the object file already in the EIF library using 'ar'.
First remove the old object file:

ar -d <EIF _LIB.a> ctype_eif.o
and then insert the new object file:
ar -r <ElIF _LIB.a> ctype_eif_23x.0
Y ou can now compile using the EIF library without compilation errors.
The older version object file, lib/linux-ix86/ctype_eif.o, is aso provided to allow you to restore it if needed.

Using the Red Hat compatibility library:

Install the compat-glibc package from Red Hat and set the environment variables CPLUS INCLUDE_PATH,
C_INCLUDE_PATH, and LIBRARY_PATH to the compatibility directories (such as /ust/i386-glibc21-linux or /ust/lib/i386-
redhat-linux7). For example:

export CPLUS | NCLUDE PATH=/usr/i 386-glibc21-1inux/include
export C I NCLUDE PATH=/usr/i386-glibc21-1inux/include
export LI BRARY _PATH=/usr/i 386-glibc2l-linux/lib

Compilation will now work using the compatibility libraries.

o  (1'Y55816) Setting the Maximum number of events in Event Viewer option in the general console preferencesto 0 displaysall
events (meeting the filter criteria) in the Event Viewer. If the Event Viewer is configured to display aMaximum Number of
Events that is less than or equal to the original console Maximum number of events in Event Viewer (prior to setting as 0),
then the event viewer preferencesremain in place.

« Event Integration Facility and EIF Return Code Reference
The following table explains the return codes returned for the tec_errno API:

Return Code Return Value Meaning
ED ERR BASE 820 Unable to create primary transport
ED ERR HANDLE ALLOC 821 Unable to allocate a handle
ED _ERR PROCESSES Unable to initialize one of the

822 handle/transport processes

ED ERR CACHE CONTROLLER 823 Unable to open/enable the cache controller
ED_ERR_COMMON_AGENT 824 Unable to initialize the handle
ED_ERR_TRANSPORT LIST 825 Unable to initialize the transport list
ED _ERR TRANSPORT CONTROLLER 826 Unable to initialize the transport controller
ED_ERR VM 827 Unable to initialize the VM
ED_ERR_STATE_CORRELATOR 828 Unable to initialize the state correlator
E BAD_HANDLE 29 Incorrect handle specified
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Return Code Return Value Meaning

E NO_ MEM 32 No memory available for request
E_SCALL 38 System call failed

E IPC_BROKEN 67 | PC shutdown
E_IPC_CORRUPT 73 IPC message distorted

e 1Y48053 When using the state-based correlation engine (SCE) and filtering at the gateway, the following configuration option
should be set in the IBM Tivoli Management Framework event sink configuration file (eventsink.cfg):
MAX- NUM EVENTS- TO- SEND=1
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Installation and Configuration

Tar Files
The fix pack download directory includes the tar files of the different components of the fix pack. Y ou can use these tar files to

download only the parts of the fix pack you want, to save download time and disk space. The readme files are only available in the
top-level directory. A tar file containing al of the components listed below is not available.

List of component files and sizes:

Component Directory File name Size (MB)
TMF install images TME® 3.9.0-TEC-FPO4-TME.tar.gz 356
Installation Assistant INSTALLASSISTANT 3.9.0-TEC-FPO4-INSTALLASSISTANT .tar.gz 185
NLS Language Pack NLS 3.9.0-TEC-FPO4-NL S.tar.gz 12.3
Non-TME files (console NON_TME 3.9.0-TEC-FP0O4-NON_TME-AIX4-R1.tar.gz 521
and adapters)
3.9.0-TEC-FP04-NON_TME-A$400.tar.gz 2.58
3.9.0-TEC-FPO4-NON_TME-EIF.tar.gz 245
3.9.0-TEC-FPO4-NON_TME-GENERIC.tar.gz 227
3.9.0-TEC-FPO4-NON_TME-HPUX10.tar.gz 64.3
3.9.0-TEC-FPO4-NON_TME-LINUX-1X86.tar.gz 55.3
3.9.0-TEC-FPO4-NON_TME-LINUX-S390.tar.gz 11.2
3.9.0-TEC-FPO4-NON_TME-LINUX-PPC.tar.gz 3.52
3.9.0-TEC-FPO4-NON_TME-MIPS-IRIX5.tar.gz 2.56
3.9.0-TEC-FPO4-NON_TME-NW4.tar.gz 211
3.9.0-TEC-FPO4-NON_TME-OSF-AXP.tar.gz 2.66
3.9.0-TEC-FPO4-NON_TME-RELIANT-UNIX .tar.gz 2.50
3.9.0-TEC-FPO4-NON_TME-SOLARIS2.tar.gz 57
3.9.0-TEC-FPO4-NON_TME-SOLARIS2-1X86.tar.gz 243
3.9.0-TEC-FPO4-NON_TME-UW2-1X86.tar.gz 243
3.9.0-TEC-FPO4-NON_TME-W32-1X86.tar.gz 108

Software requirements

IBM Tivoli Enterprise Console Version 3.9.0
IBM Tivoli Management Framework Version 3.7.1, 4.1, or 4.1.1 (dlong with the recommended and/or superseded patches superseded
listed below)
IBM WebSphere Application Server Version 5.0.1, 5.0.2, 5.1.1, or 6.0 (required to install and host the Web console component)
Notes:
1. Pleaserefer to the IBM WebSphere Application Server Getting Started manual for further information regarding the
WebSphere Application Server installation.
2. For information about the IBM WebSphere Application Server prerequisites and supported operating systems, please refer to
the system requirements document, which can be found at the following URL:
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One of the following Web browsers (for the TEC Web Console):
o Microsoft Internet Explorer 6.0 or later
o Mozllal.7x
e MozillaFirefox 1.x
o Netscape 6..2.x (Netscape 7.x and 8.x are not supported)
IBM Tivoli NetView Version 7.1.3 or 7.1.4 (required for the IBM Tivoli NetView product integration functionality)

The following table lists the recommended IBM Tivoli Management Framework patches

IBM Tivoli Management Framework Version Patches
371 3.7.1-TMF -125, 3.7.1-TMF-126, 3.7.1-LCF-0018
41 4.1-TMF-FPO4, 4.1-TMF-0078, 4.1-LCF-024

(4.1-TMF-FPO4 includes 4.1-TMF-0072, 4.1-TMF-0073, and
4.1-L CF-0023)

411 4.1.1-TMF-0003", 4.1.1-TMF-FP03, 4.1.1-TMF-0041%,

4.1.1-TM F-00442, 4.1.1-TMF-0048, 4.1.1-TMF-0049,
4.1.1-TMF-0050, 4.1.1-LCF-024

(4.1.1-TMF-FPO3 includes 4.1.1-TMF-0039, 4.1.1-TMF-0044, and
4.1.1-TMF-0046, 4.1.1-L. CF-0020)

1
Solaris only: 4.1.1-TMF-0003 isrequired for Solaris operating systems when using the GUI rule builder. This framework fix provides libraries for backward
compatibility with applications built on those libraries. More information may be found at this link: http://www-1.ibm.com/support/docview.wss?uid=swg21158648

Solaris 10 only: 4.1.1-TMF-0041 fixes a problem where the installation of Framework 4.1.1 TMRs and managed nodes fails for Solaris 10 machines. No other
patches or fixpacks need to beinstalled prior to the installation of this patch, but 4.1.1-TMF-0044 should be installed immediately on any system wherea TMR or
managed node was created using 4.1.1-TMF-0041. Note that 4.1.1-TMF-0041 should only be used for installations on Solaris 10 TMRs and managed nodes. It
should not be used for any other platforms.

Installation Scenarios Patches

To utilize single port bulk data transfer, BDT 3.7.1-TMF-0097

Installing with Software Installation Services, SIS, V 3.7.1  |3.7.1-SIS-0005

Installing with Software Installation Services, SIS, V 4.1 4.1-SISCLNT-0002, 4.1-SISDEPOT-0002

Supported operating systems
This section lists the operating systems that are supported by this fix pack, for the IBM Tivoli Enterprise Console product.

Supported operating systems for the IBM Tivoli Enterprise Console event server, Ul server, and gateway

TMF Server or Managed Node
Operating Version Architecture Event Server UI Server Gateway
System
AlX 51 X X X
5.1.0.c Power (iSeries, pSeries, X X X
5.2 RS/6000 32 and 64-hit) X X X
5.3 X X X
Solaris' 8 SPARC X X X
9 SPARC X X X
10 SPARC X X X
HP-UX 11i PA-RISC X X X
Red Hat AS21 IA-32 X X X
Enterprise AS3.0 IA-32 X X X
Linux zSeries (31 and 64-hit) X X X
AS4.0 IA-32 X X X
zSeries (31 and 64-bit) X X X
SUSE Linux 8 IA-32 X X X
Enterprise (United Linux 1)
Server (SLES)
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zSeries (31 and 64-bit) X X X
9 IA-32 X X X
zSeries (31 and 64-bit) X X X
Red Flag Linux | 4.0 IA-32 X X X
4.1 IA-32 X X X
Windows” Server 2003 IA-32 X X X
(Standard,
Enterprise and
Datacenter
Editions)
including SP1°
Supported operating systems for the IBM Tivoli Enterprise Console Adapters and Java Console
Operating Version Architecture TMF Stand-alone |HPOV Java Console
System Endpoint Logfile and |NNM 6-4‘}
Logfile and | SNMP NNM 7.x
SNMP
AlIX 51 Power (iSeries, pSeries, X X X
RS/6000 32 and 64-hit)
5.1.0.c X X X
5.2 X X X
53 X X X
HP-UX 11i PA-RISC X X X X
11i V2 |A-64 X X
Irix 6.5.x X X®
NetWare 6.0 X
IA-32
6.5 X
i5/0S (0S/400) |5.2 V5R2 supported AS/400 X
and i Series
53 V5R3 supported iSeries X
Red F 4.0 X X X
X IA-32
41 X X X
Red Hat AS21 IA-32 X X X
Enterprise Linux
IA-64 X X
AS3.0 IA-32 X X X
|A-64 X X
Power (iSeries and
pSeries) X X
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Operating
System

Reliant
SCO UnixWare
Solaris

SUSE Linux
Enterprise Server
(SLES)

Trued
Turbo Linux
Windows

1 . . . .
See notes for APAR 1Y 78866 which require local (nscd or /etc/hosts) name resolution for Solaris.

Version

AS4.0

5.45
711,713
8

10

8 (United Linux)

5.1b
-
XP Professional

Server 2003
Standard,
Enterprise,
Datacenter
Editionsincluding
SP1

2 Windows 2000 is no longer supported
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Architecture

zSeries

[A-32

AMDB64/EMBAT (64-bit)
|A-64

Power (iSeriesand
pSeries)

zSeries

SPARC
IA-32
SPARC
IA-32
SPARC
IA-32
|A-64

Power (iSeries and
pSeries)

zSeries

IA-32

AMDBG4/EMBAT (64-bit)
|A-64

Power (iSeries and
pSeries)

zSeries

[A-32
IA-32

IA-32

AMDG4/EMBAT (64-bit)

|A-64

TMF

Endpoint
Logfile and

SNMP

X

X X X X X X X X X X X X X X

x X X X X X

X X X X X

Stand-alone
Logfile and
SNMP

X X X X

X

HPOV
NNM 6.41
NNM 7.x*

Java Console
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3 SP1 issue with ICS and firewall?
4 . . . .
The event logfile adapter for HP OpenView NNM Versions 7.x has been provided as Beta.

SNMP V2 traps not supported on this platform

Supported databases

The section lists the databases that are supported by this fix pack.

RDBMS Vendor Version
IBM DB2® 8.1 (FP4), 8.2.2 (equivalent to 8.1
FP9), 8.2 FP1
Oracle 9,9 v2, 10gRd 1
Sybase 12.0,125
Microsoft SQL Server 2000
Informix® 94

Notes:

Microsoft SQL Server 7.0 isno longer supported.
IBM Tivoli Enterprise Data Warehouse Version 1.2 support is available as 1.3.0.0-TIV-TEC_WEP-1F0001.

Patches superseded by this fix pack

The following patches are superseded by this fix pack:

3.9.0-TEC-FPO1
3.9.0-TEC-FPO2
3.9.0-TEC-FPO3
3.9.0-TEC-0036LA
3.9.0.3-TEC-0037
3.9.0.0-TEC-0038LA
3.9.0.3-TEC-0039LA

Installation Instructions

Notes:

Before installing this fix pack, make a backup of the current Tivoli environment. For important information regarding the
ability to restore an event server to the pre-fix pack state, refer to the section titled "Uninstallation" before proceeding.
Before installing the JRE component, close any active Java consoles on the system being upgraded. Failing to do so can
prevent the JRE update from completing successfully.
In order to use the Install Assistant with the Red Hat Enterprise Linux 3.0/4.0 for zSeries operating system, the 31-bit version
of the compat-libstdc++ library must be installed. For example, compat-libstdc++-7.2-2.95.3.80.s390.rpm
If Installing on Windows 2003 Server SP1, please see the following Technote before installing:

IBM - Windows Server 2003 SP1 MAY produce a General Oserv Failure when performing a TMF install
1'Y 85857 - The Web Console was updated in this fix pack to support WebSphere versions 5.1 and 6.0, but the Install
Assistant was not updated to support installing these versions of WebSphere. At thistime, the Install Assistant isonly
capable of installing WebSphere 5.0. If you intend to use a WebSphere 5.1\6.0 application server to host the Web Console,
please refer to the documentation provided with WebSphere for instructions on how to install the application server.

Installing this fix pack in a Tivoli environment.

1. Extract the fix pack.
Use the following command on a UNIX® system to extract the contents into atemporary directory. For the purpose of this
example, assume that the variable PATCH points to this temporary directory.

cd S$PATCH
tar -xvf 3.9.0-TEC-FP04.tar

Use the following command on a Windows operating system to extract the contents into atemporary directory. For the purpose of
this example, assume that the variable %PATCH% points to this directory, and X isthe drive |etter where %PATCH% is found.
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$SystemRoot%\system32\drivers\etc\Tivoli\setup env.cmd
X:

> cd %PATCH%

> tar -xvf 3.9.0-TEC-FP04.tar

Note: If you extract the TAR image on a Windows system, the executable file for the TAR utility isin the Tivoli bin/w32-
ix86/tools/tar.exe installation directory.

2. Thefollowing instructions are for using the Software Installation Service (SIS). If you do not use the SIS, go to step 3.
SIS caninstall Tivoli Software products on most hardware platform supported by Tivoli Software; however, there are some
hardware platforms on which SIS cannot run. Refer to the Tivoli Enterprise Installation Guide for the list of platforms on which
SIS canrun. Refer to the Prerequisites section of this document for information about SIS patches.
Y ou must have the install_product and super authorization rolesto install this fix pack.

a) From the Tivoli desktop pull-down menu, click Desktop — Install — Software Installation Service.
b) From the Get Installation Password window, type the installation password.
¢) Inthewindow that contains the Tivoli logo, click Install.
d) From the Install Spreadsheet window, click Select Product.
€) From the Select Product window, click Import Product.
f) Usethefile browser to locate the media for 3.9.0-TEC-FP04, and double-click the PATCHES.LST file.
g) From the Import Product window, select 3.9.0-TEC-FP04, and then click Import.
h) From the Global Progress window, click OK after the file isimported.
i) From the Select Product window, select 3.9.0-TEC-FP04and click OK.
j) Fromthe Install Spreadsheet window, click Select Machine.
k) Select the machines you would liketoinstall 3.9.0-TEC-FP04 on, and click OK.
I) Fromthe Install Spreadsheet window, select the appropriate cells.
NOTE: An X isdisplayed in the cells for the machines on which the 3.9.0-TEC-FP04 fix pack will beinstalled.
Click Install.
From the Installation Algorithm window, select the install algorithm you want to use and click OK. SIS performs  the
installations you requested from the Install Spreadsheet window.
Go to step 4 to complete the installation.
3. Perform the following procedure to install the fix pack using the classic Tivoli installation method.
Note: Theinstall_product and super authorization roles are required to successfully install thisfix pack.
a) From the Tivoli Desktop menu bar, click Desktop — Install — Install Patch to display the Install Patch window.
b) From the Install Patch window, click Select Media to display the File Browser window.
¢) From the File Browser window, type the path to the directory containing the fix pack, $PATCH, in the Path Name field.
d) Click Set Media & Close to return to the Install Patch window.
€) From the Install Patch window, click the name of the fix pack to select it.
f) Select theclientsto install the fix pack on. Fix packs typically need to be installed on the Tivoli server and on each Tivoli
client.
g) Click Install.
4. Thefix pack installation is complete. Restart the event server.

Server installation instructions for the Red Hat Enterprise Linux 3 or later, SUSE Linux Enterprise Server 9 or later, and
Red Flag operating systems

To support Red Hat Enterprise Linux 3 and SUSE Linux Enterprise Server 9, you must follow these instructions or you will

have failures when installing the Server and Ul server portions of Tivoli Enterprise Console:

1. If installing on the Linux environment for zSeries, create a zSeries node using Framework version 4.1.1 with 411-TMF-0001
Note that 4.1.1-TMF-0001 is not aregular patch but instead updates your Framework version 4.1.1 GA image so that you can
create a zSeries Managed Node. Y ou do not need to perform the "Additional Installation Instructions' noted in the 4.1.1-TMF-
0001README because they will be done by the Tivoli Enterprise Console install.

2. Install Tivoli Enterprise Console JRE 3.9 GA only.

Note: If you use the Installation Assistant or SIS, install just the JRE product. Do not select any of the other Tivoli Enterprise
Console products for installation. For more information, please consult the IBM Tivoli Enterprise Console 3.9 Installation Guide
or the Tivoli Management Framework Enterprise Installation Guide.

3. Upgrade Tivoli Enterprise Console JRE to 3.9.0-TEC-FP04

This must be upgraded before any other Tivoli Enterprise Console components are installed on the zSeries machine. Only install

Tivoli Enterprise Console JRE at thistime.

Restart the oserv process

Re-source your environment (setup_env.sh or setup_env.csh)

Install the Tivoli Enterprise Console Server and applications from the 3.9 GA image, and then continue with the upgrade to Tivali

Enterprise Console Fix Pack 4

o gk
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Upgrading the Web console using the Install Assistant

In order to install the Web console upgrade, the current version must first be removed. Follow the steps outlined below to remove the
Web console currently installed, and then install the Web console included with this fix pack. After successfully installing the Web
console, restart the WebSphere Application Server.

Uninstalling the Web console
Y ou can uninstall the Web console using the installation wizard. During this process, you must specify the location of the
WebSphere Application Server product. At the end, the WebSphere Application Server product is stopped and restarted.

Installing the Web console using the installation wizard

The Tivoli Enterprise Console Web console requires WebSphere Application Server, Version 5.0 Base Edition. If you have

aready installed WebSphere Application Server, Version 5.0 Base Edition, specify itslocation during installation. The Web

console must be run on a dedicated WebSphere Application Server environment. If you have not aready installed the WebSphere

Application Server, the installation wizard can help you install this program. The wizard does this by starting the WebSphere

Application Server installation program and providing customized default settings. After the WebSphere Application Server has

been installed, the installation wizard starts the WebSphere Application Server and continues.

Notes:

1. Aspart of the installation process, the installation wizard prompts you to insert the WebSphere Application Server installation
CD. If you are using Windows, the WebSphere Application Server installation program then starts automatically. At this
point, close the WebSphere Application Server installation program, and click OK in the installation wizard. The installation
wizard then starts the WebSphere Application Server installation program as part of its process. Running the WebSphere
Application Server installation program independently may cause confusion and interfere with proper installation of the Web
console.

2. Toimprove performance and to avoid any potential problems with the operation of the Web console, it is recommended that
you do not install the sample applications that are shipped with the WebSphere Application Server.

3. If the WebSphere Application Server has aready been installed and is operating in a secure mode, specify this on the
installation wizard panel and provide the user ID and password for the WebSphere Application Server. For more information
on WebSphere Application Server installation, see the WebSphere Application Server installation documentation.

4. Thefollowing steps can be used to enable UTF-8 encoding on the WebSphere Application Server (WAS) product.
WAS 5.1.1
On the Administrative console, select Servers = Application Servers and select the server to enable for UTF-8
Click Process Definition
Click Java Virtual Machine
Choose Custom Properties near the end of the page
Click New
Enter client.encoding.override in the name field, and enter UTF-8 in the Value field and click OK
Restart the application server.

NoukrwbhpE

WAS 6.0

On the Administrative console, select Servers = Application Servers and select the server to enable for UTF-8
Expand Java and Process Management under Server Infrastructure

Click Process Definition

Click Java Virtual Machine

Chose Custom Properties near the end of the page

Click New

Enter client.encoding.override in the Name field and enter UTF-8 in value field and click OK

Restart the application server

ONoAWNE

After you complete the previous steps, you must then set up the Web console.

WebSphere Network Deployment tolerance for the TEC web console

Theinitia version of the TEC 3.9 Web Console could only be deployed in the WebSphere Application Server in asingle server
environment. If WebSphere Network Deployment environment is already deployed it was not possible to deploy TEC web console as
well.

In TEC 3.9 FP04, the Installation Wizard has been updated to support deploying the TEC Web Console in a WebSphere Network
Deployment environment. The support is limited to tolerance mode only. This means, the TEC Web Console installation will not
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support clustering, failover, or any other extended type of deployment. It isonly intended to allow the ability to install the TEC 3.9
Web Console into asingle application server in a federated node in the WebSphere Network Deployment environment. This requires
that the installation be executed at the physical node machine housing the target application server. If the Web Console needsto be
moved to another physical node, then it must be uninstalled from the existing node and re-installed at the new target node.

When the TEC Web Consoleisinstalled into a federated WebSphere environment, the Web Console application will not start upon
completion of the installation process. The WebSphere Application Server must be manually restarted and the Web console
application will then start up successfully.

Setting up the Web console
As part of installing the Web console, you must set up the Web console so that operators can use the Web console to monitor
events in the event serversin Tivoli regions.

1.

2.

Toadd aTivoli region to the list of Tivoli regions that Web console can operate with, click Add.

Type the host name, port number, user name, and password for the region’s Tivoli Server. The Web console uses this
information to access the event database.

Type the timeout values for the Web console, and click Next. When an operator requests information on events, event
summary, and tasks, the Web console stores thisinformation in caches. With these values, you determine how long this
information remains in the caches before it is deleted. The shorter the timeouts the more up-to-date the information is
but the more the database server and the WebSphere Application Server use resources.

Select the managed nodes. The Web console can be configured to connect to any managed node within that Tivoli

region so that operators defined in that managed node can log on and view events. The installation wizard displays all the
managed nodes for the specified Tivoli server. Select the managed nodes you want the web console to connect to for
connectivity.

By default, the Web console is not configured to operate in SSL mode. If you require SSL for the Web console, you must
configure the WebSphere Application Server to activate SSL. For instructions, refer to the WebSphere Application Server
documentation.

For more information on adding and configuring regions after installation, see IBM Tivoli Enterprise Console User’s Guide.

Upgrading the Web console without using the Install Assistant
It isalso possible to manually update the Web console component. The following instructions outline the steps required.

Note: The Web console can also be updated through the Install Assistant. Instructions for this method are shown abovein the
Installing the Web console using the installation wizard section.

Note: 3.9.0-TEC-FP04 is the first release of the Web console to support WebSphere 5.1.1 and 6.0. Therefore, the 3.9.0-TEC-
FP0O4 version of the Web console must be installed using the Install Assistant in order to run on WebSphere 5.1.1 or 6.0. If you
are upgrading the Web console to 3.9.0-TEC-FP04 on a WebSphere 5.0.x Application Server, follow the instructions below.

1.

2.

Navigate to the NON_TME/GENERIC/WCH0 directory of the fix pack.

Copy tecrimds.jar to the AppServer/TEC directory of the WebSphere Application Server installation, overwriting the
existing file.

Update the TecConsoleEar.ear file from the WebSphere Administrative Console:

a) Inthe panel ontheleft, click the plus sign (+) next to Applications, and then select Enterprise Applications.

b) Inthe panel on theright, check the box next to TecConsoleEAR. Click Update.

c) Check Local path or Server path, depending on where the 3.9.0-TEC-FP04 version of TECConsoleEAR.ear is
located. Enter the path to the 3.9.0-TEC-FP04 version of TECConsoleEAR.ear in the appropriate path field. Click
Next.

d) Atthe"Preparing for the application update”" panel, accept al defaults and click Next.

e) Atstepsi, 2 and 3 of the"Install New Application” panel, accept all defaults and click Next. Please note that none
of the options are checked in step 2, including the TecConsoleWeb option. Thisisthe expected behavior, and there
is no need to select the TecConsoleéWeb option in this step.
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f) At step 4 of the"Install New Application” panel, click Finish.
g) Oncetheapplicationisinstalled, click the "Save to Master Configuration” link.
h) When prompted to "Click the Save button to update the master repository with your changes’, click Save.

4. Usethewinrar utility to extract tecra.rar to the AppServer/InstalledConnectors/tecrarar directory of the WebSphere
Application Server installation, overwriting the existing files and folders.

SSL in the Web console
In order for the Web console to connect to Ul Server/RIM Host managed nodes using SSL, your TME managed node(s) must be
updated with the 4.1.1-TMF-0050 patch as per the instructions in the 4.1.1-TMF-0050 readme.

You will need to set a custom property viayour WAS Admin Console. Login to the Admin Console via Web Browser:

http://hostname: 9090/admin

Select Servers->Application Servers

Click on the Application Server on which the Web Consoleisinstalled i.e. "serverl"
Click on the Configuration Tab if not already selected.

Click on the "Process Definition" link in the "Additional Properties' table.

Click on the "Java Virtual Machine" link in the "Additional Properties' table.

Click on the "Custom Properties’ link in the "Additional Properties' table.

Click on the "New" button to create a property and fill in the Name, Value boxes like so:

Name: javax.net.sdl.trustStore
Value: ${USER_INSTALL_ROOT}/installedConnectors/tecrarar/jcf.jks

Click Apply

Click Save at top of Admin Page

Click Save button

Restart WAS for the new property to take effect.

Localization pack information
Note: Users of this fix pack will no longer see language support in their Java Consoles unless they install the Fix Pack 4
Localization Pack. Please see below for details.

Special installation instructions:

Install the TEC 3.9 FP04 Localization Pack (when available). If you install a pre-FP04 Localization Pack, the
fix will still work but the console will not be translated into any other language but English no matter what you set
the machine locale to. Thisis because the FPO4 console isincompatible with any Localization Pack prior to FPO4.

Localization pack updates included with the 3.9.0-TEC-FP04 fix pack contain separate install images for TM E-based components
and the non-TME Java console in the following directories:

<390TECFP04_DIR>/NLSTME
<390TECFP04_DIR>/NLSINON_TME

Localization pack installation in a Tivoli Management Environment

The updated localization pack for TME-based components must be installed as a patch, not as a product. This requires that the
original Tivoli Enterprise Console, Version 3.9 localization pack for the language that you want to update is already installed.
Install it using the same TME instructions used above for other TME components. Install only the language packs you need.

Localization pack installation for the non-Tivoli Management Environment Java Console
The Ip_setup.jar file contains the InstallShield MultiPlatform installation program. All NLS class and help files areinstalled into
the nls subdirectory. Use the following procedure to install the localization pack into the same location as the non-TME console;

1. Changeto theinstallation file directory: <390TECFP0O4_DIR>/NLS/NON_TME/Setup
2. Issuethe following command:
<TECConsol e_installdir>/jre/bin/java -jar |p_setup.jar
(This uses Java, which isinstalled with the Java console.)
3. Select your non-Tivoli Management Environment console directory and click Next.
4. Select the languages you want to install and click Next.
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5. Confirm the installation information and click Next.
6. Click Finished.

Installing the console and adapter components in a stand-alone (non-Tivoli) environment

Notes:

o Thenon-TME Windows adapter is now packaged with an updated version of InstallShield. Because of this, it is
recommended that any previous non-TME Windows adapters be uninstalled prior to installing the Fix Pack 4
adapter. Failing to do so can leave an entry in the list of programs displayed in the Add/Remove Programs window of the
Control Panel. Attempting to uninstall the previous version of the adapter at alater time can result in unexpected behavior.

o Itispossiblefor extra, unused directoriesto be created when using the Install Shield Wizard to install a non-TME Windows
adapter (both event log and SNMP/HPOV). This can occur when the “Change” option is used to specify the installation
directory, a custom directory name is given, and the “OK” button is pressed. If theinstallation is cancelled, or the adapter is
later removed, any directories created by the Wizard will be removed.

« Intheevent that the InstallShield “repair” option is needed for a non-TME adapter installed on the Windows operating
system, it is possible for corrupt or missing filesto be replaced with standard files containing default configuration settings.
For example, the file tecad_win.conf would contain avalue of “localhost” instead of the host name for the event server
originally specified.

The following instructions are for installing the stand-al one components of this fix pack. These can also be referred to as the non-
TME components (i.e. non-TME adapters, non-TME console).

Windows event log adapter
Toinstall the Windows SNMP or HPOV adapter, perform the following:

C.\<Path_to_install _file>\TEC39W NAdapt er Set up. exe

Thiswill start the Install Shield Wizard, which will provide guidance to complete the installation. Please seethe TEC 3.9
non-TME Windows adapter install section for screen shots. The Wizard will prompt for the installation location, as well as
the connection information for the event server. An option is also available to specify an identifier, if more than one
adapter is going to beinstalled on asingle system. Once the installation completes, a new service called
"TECWINAdapter" isregistered and started. (Restarting the systemis not required.) This serviceisregistered with
Windows to automatically start every time the system starts.

Silent Install
The Windows adapter can also be installed "silently” using InstallShield. In order to install the adapter silently
(without using the InstallShield Wizard), aresponse file must first be created. Thisinitial step does require the use
of the Wizard, however it is possible to use the response file to install the adapter on other systems. To create a
silent installation response file, you must invoke the installation application with the following command:

TEC39W NAdapt er Set up. exe /r /f1"responsefile"
To perform the silent installation on subsequent systems, issue the following:
TEC39W NAdapt er Set up. exe /s /f1"responsefile"

TEC39WINAdapterSetup.exe - name of installation program

Ir - option to generate a response file

/s - indicates thiswill be asilent installation

ff1 - filename indicator pointing to silent install script file
responsefile - full path defining the silent installation response file

For example: c:\temp\WinlInstall Script.iss
Once the installation starts, you proceed through the install ation Wizard, choosing the appropriate options and filling

in the appropriate fields. When the installation completes successfully, arecord file with all the options and settings
selected during installation was been created and placed in the location indicated by the "responsefile” option.
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With the response file, the silent installation can be run on any system with asimilar base setup. Thisimplies that
any system the adapter will be installed on has enough free disk space, and is intended to send events to the same
event server as the originating system.

Windows SNMP/HPOYV adapter

Notes:
« The SNMP event log adapters now support SNMP V2 traps.
« Thetecad snmp.cds file has been updated to capture SNMP v2 specific traps and also counter 64 data.

To ingtall the Windows adapter, perform the following:
C\<Path_to_install _file>\ TEC39SNVMPAdapt er Set up. exe

Thiswill initiate the Install Shield Wizard, which will provide guidance to complete the installation. The Wizard will
prompt for the install ation location, as well as the connection information for the event server. Once the installation
completes, anew service called "TECSNMPAdapter” isregistered and started. (Restarting the system is not required.)
This service isregistered with Windows to automatically start every time the system starts.

Silent Install
The SNMP adapter can aso beinstalled "silently" using InstallShield. In order to install the adapter silently
(without using the Install Shield Wizard), aresponse file must first be created. Thisinitial step does require the use
of the Wizard, however it is possible to use the response file to install the adapter on other systems. To create a
silent installation response file, you must invoke the installation application with the following command:

TEC39SNMPHPOVAdapt er Set up. exe /r /f1"responsefile"

To perform the silent installation on subsequent systems, issue the following:
TEC39SNMPHPOVAdapt er Set up. exe /s /f1"responsefile"

TEC39SNMPHPOV Adapter Setup.exe - name of installation program

Ir - option to generate aresponsefile

/s - indicatesthiswill be asilent installation

/f1 - filename indicator pointing to silent install script file
responsefile - full path defining the silent installation response file

For example: c:\temp\WinlInstall Script.iss

Once the installation starts, you proceed through the installation Wizard, choosing the appropriate options and filling
in the appropriate fields. When the installation completes successfully, arecord file with all the options and settings
selected during installation was been created and placed in the location indicated by the "responsefile” option.

With the response file, the silent installation can be run on any system with asimilar base setup. Thisimplies that

any system the adapter will be installed on has enough free disk space, and is intended to send events to the same
event server as the originating system.

Windows Java console
To install the Java console on a supported Windows operating system, execute the following command to start the
Install Shield Wizard:
%PATCHY NON_TME\ CONSOLE\ WB2- | X86\ set upwi n32. exe

UNIX/Linux logfile adapter
To install the logfile adapter on a supported UNIX/Linux operating system, perform the following:

Extract the file $SPATH/NON_TME/LOGFI LE/$INTERP/LOGFILE.TAR into the installation directory of your choice:
tar —xvf LOGFILE. TAR
Set the TECADHOME environment variable:
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export TECADHOMVE=<installation directory>

Execute the initialization script as follows:
$TECADHOVE/ bi n/tecad_| ogfile.cfg

UNIX/Linux console

To install the Java console on a supported UNIX/Linux operating system, perform the following:

Extract the file $SPATCH/NON_TME/CONSOLE/$INTERP/CONSOLE.TAR into the installation directory of your choice:
tar —xvf CONSCOLE. TAR

Note: Thiswill create adirectory called tec_console in the installation directory.

Start the console as follows:

$I NSTALL_DI RECTORY/ t ec_consol e/t ec_consol e
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New Interfaces

TEC 3.9 non-TME Windows adapter install

The following section shows the progression of the windows displayed during installation of the TEC 3.9 non-TME Windows event
log adapter. This progression will aso be seen when installing the Windows non-TME SNMP or Windows non-TME HPOV adapters.

TEC 3.9 Windows Adapter - InstaliShield Wizard X

Welcome to the Install5hield Wizard for TEC 3.9
Windows Adapter

The InstallShield® Wizard will install TEC 3.9 Windows
Adapter on vour computer. To continue, click Mesxt,

< Back uexb |[ Cancel

TEC 3.9 Windows Adapter, - InstallShield Wizard

Licensze Agreement

Pleaze read the following license agreement canefully.

Licensed M aterialz - Property of [BM s
Copyright [C] Intermational Buzineszs Machines Corporation. 1335, 2007 All rights reserved.
Copyright [C] Metscape Communications Corporation. 1935 All rights reserved,

Copuyright [C] RSA Laboratories, a divizion of BSA Data Security, Ine, 1331 Al rights
reserved.

|nternational License Agreement for Non-waranted Programs
Part 1 - General Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE PROGRAM.
[BM WwWILL LICEMSE THE PROGRAM TO v0OU OMLY IF 0L FIRST ACCEPT THE

TrOLIS SE TS ACEELIER T R SR D T IE AEeE m AL LA A miE e TO T e

W

(#)1 accept the terms of the licenze agreement

()| do not accept the terms of the licenze agreement

< Back " Mest > l[ Cancel ]
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TEC 3.9 Windows Adapter, - InstallShield Wizard

Choose Destination Location

Select folder where zetup will install files.

G Inztall TEC 3.9 % indows Adapler to:

C:\Program Files\IBMATEC 3.9 Windows Adapter

< Back ]MEHH |[ Cancel

Tivoli Enterprise Console 3.% Windows Event Log Adapter Install - Installs... [‘>__<|
YWindows Event Log Adapter D ata Collection

[ ] Usze Identifier Mame far multiple instances. | |

Hastname of TEC Server | localhost |

Liztening Port of TEC Server | Ll |

Adapter Service Startup Type set to Automatic, bo set as Manual uncheck this check box.

[«]i5tart Adapter Service Mow, to start manually later uncheck this check bow!

< Back ] [ Hest > l [ Cancel
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TEC 3.9 Windows Adapter, - InstallShield Wizard

Ready to Install the Program
The wizard iz ready bo begin installation.

Click. Inztall bo begin the ingtallation.

If wou want o review or change any of pour installation settings, chick Back. Click Cancel to exit
the wizard.

< Back ][ Inztall |[ Cancel

TEC 3.9 Windows Adapter, - InstallShield Wizard

Setup Status

TELC 3.9 indows Adapter iz configuring your new zofbware ingtallation.

| nztalling

C:h ABMATEC 3.9%Windows Adapterstecwinhbintpostemsg. exe

Cancel
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TEC 3.9 Windows Adapter, - InstallShield Wizard

A

InztallShield Wizard Complete

The InstallShield ‘\Wizard haz successfully installed TEC 3.9
Windows Adapter. Click Finish to exit the wizard.

[¥]iCheck here to launch the FeadMe file after finishing

Automatic non-TME console update screen shots

It is now possible to automatically update anon-TME (Tivoli Management Enterprise or Tivoli Management Framework) console to
the latest version, after applying 3.9.0-TEC-FP04 to the Ul server. When anon-TME console connects to the Ul server, and the Ul
server detects a compatible consol e (reference the console version checking documentation), the user is presented with the option of
upgrading the console to the latest version. If the user selects to upgrade, the updates will be copied to an update directory, verified,

and then applied. Upon successfully completing, the user will be prompted to restart the console in order for the updates to take

effect. (Note: MR0425056855, MR1124033140, MR0411052834)

When starting the Non-TME TEC Console normally, the login dialog is displayed as below.

&

k=2 Tivoli Management Environment

Host Machineg:
Login As:

Passwiord:

|hustname

|r|:u:|t

Ok

Cancel

Enter the login information and press OK. At this point, the Non-TME Console will perform the Ul Server check for Non-TME

updates and if oneis available for download, the following message will be seen:
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= Moticel x|

ECO21231 An update is available for the Tivoli Enterprise Console. Would you
o like to download the update?

Yes Ho

If No isclicked, the main Console Window opens as it normally would after a successful log in. If Yes is clicked, the updates are
downloaded and a progress bar indicating the status will be displayed:

= Downloading L) x|

tec_console.jar

Once the download is complete, a message indicating the download was successful will be displayed. At that point the console must
be restarted in order for the update to take effect.

ou must restart the console in order for the update to take effect. The console

ECOZ21241: The Tivali Enterprise Console update was downloaded successiully.
o ill nowy be shut down.

OK

At this point the user must click OK. The Console will be shut down and the user must restart it and log in again. The Console will
now be updated to the same level asthe Ul Server. Y ou will see no more update prompts until the next patch containing Non-TME
Console updatesis applied to the Ul Server.

Updating vour task library (1Y66997, 1Y74316)

Thisfix pack does not update your Task Library with thisfix, because some customers modify their Task Library and this update
would overwrite their customizations. The $BINDIR/TME/TEC/tec_tasks.tll file has been updated. To get this fix you must run some
additional steps to update your task library.

Note: If you perform this task on a Linux system, remove all of the spaces between a command line option and its argument for all
wtll commands: For example, the first wtll command would become:
$BINDIR/bin/wtll -r -pTEC-Region -P/bin/cat $BINDIR/TME/TEC/tec_tasks.tll
Note: If you perform this task on a Windows system, replace /bin/cat with cat.exe and /usr/lib/cpp with cpp.exe.

1. If you have not modified your T/EC Taskstask library, run the following command to update the task library with the new
tec_tasksitll file:
$BINDIR/bin/wtll -r -p TEC-Region -P /bin/cat $SBINDIR/TME/TEC/tec_tasks.tll

This deletes all tasks from the T/EC Tasks task library and then recreates them from the tec_taskstll file.

2. If you only added tasks to the T/EC Tasks task library and you have not modified any of the default tasks, do the following:
a. Remove all tasks from T/EC Tasks except for your tasks.
b. Run the following command:
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$SBINDIR/bin/wtll -i -p TEC-Region -P /bin/cat $BINDIR/TME/TEC/tec_tasks.tll
Thisinserts all tasks from the new tec_tasks.tll into the T/EC Tasks Task Library.

3. If you have made modifications to the default tasks in the task library, do the following:
a. Run the following command to dump the tasks:
wll -F /tnp/tll.tar -1 "T/EC Tasks"
b. Extract the tll.tar file. A number of #.default files (which are individual task scripts) and atll file (which isthe task library
definition) are listed.
c. APAR 1Y66997 - Edit thetll file and make the following changes:
Find all lineswith an echo command that end with this:
; print res}'’
and change it to this:
; printf "o%d", res}'’
d. APAR 1Y 74316 - Edit the tll file and make the following changes:
Find the following line:
.smtp_client $2 << _ EOF__
Add thisline right after the above line:
.To: $2
e. After those changes are made, run the following command to reload the modified tll file:
wtll -r -p TEC-Region -P /usr/lib/cpp /tnp/tll

4. If you have connected TMRs, run the following command from each TMR to update the information across regions:
wupdat e -r TaskLi brary <ot her-regi on- nane>

Uninstallation

Restoring an event server to the original pre-fix pack state

In order to uninstall a TEC fix pack, the directory structures must be archived prior to theinitial installation. In the event the
system needs to be restored to the state prior to the fix pack installation this archive can be restored. The following steps can
be used as asimplified example:

Create an archive of the current Tivoli environment. Perform the following from the root directory:
tar -cvf | TEC PRE-FP. TAR DirectoriesWereTivolilslnstalled

Where DirectoriesWhereTivolilsInstalled is your Tivoli installation directories, for example:
/etc/ Tivoli /fusr/local/Tivoli

Extract the archive in order to restore the system to its pre-fix pack state. Perform the following from the root directory:
tar —xvf | TEC PRE- FP. TAR

Note: In aWindows environment perform these steps from a Tivoli bash shell started with instructions similar to the
following:
a) Source the Tivoli environment:
From the command line, run the following script:
%SystemRoot%\system32\drivers\etc\Tivoli\ setup_env.cmd
b) Start the bash shell by typing:
bash

Removing the IBM Tivoli Enterprise Console Windows non-TME event log adapter

The Windows adapter can be removed by selecting "TEC 3.9 Windows Adapter” from the "Add or Remove Programs"
utility, in the Windows Control Panel.

The Windows adapter can also be removed silently. Toinitiate the silent uninstall procedure, invoke the file "uninst.bat."
Use the fully qualified path when invoking this file from the command line. For example:

C:\ >% NSTALL_PATH% uni nst . bat

Removing the IBM Tivoli Enterprise Console Windows non-TME SNMP or HPOV adapter
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The SNMP adapter can be removed by selecting "TEC 3.9 Windows Adapter" from the "Add or Remove Programs” utility,
in the Windows Control Panel.

The SNMP adapter can also be removed silently. To initiate the silent uninstall procedure, invoke the file "uninst.bat.” Use
the fully qualified path when invoking this file from the command line. For example:

C.\ >% NSTALL_PATH% uni nst . bat

The same process is used. However when InstallShield detects an installed adapter, the Wizard takes the user through the

adapter removal steps.

These steps are recorded in the response file and can then be used on similar systems without the need to invoke the Wizard.
Removing the non-TME logfile adapter (installed on any supported UNIX/Linux operating system)

I ssue the following command:
$TECADHOVE/ bi n/ t ecad- r enove- 1 ogfil e. sh

Remove the STECADHOME directory asfollows:
rm —Rf $TECADHOVE

Removing the non-TME Java console installed on the Windows operating system
There are two options to removing the stand-alone console product.
1. Use the “Uninstall” shortcut from the Start = Programs = IBM Tivoli Enterprise Console menu to initiate the uninstall
procedure.
2. Use the “ Add/Remove Programs’ control panel utility to remove the IBM Tivoli Enterprise Console product.

Removing the non-TME Java console installed on any supported UNIX/Linux operating system

Simply remove the directory where the console wasinstalled. For example:
rm—Rf /usr/local/Tivoli/tec_consol e

Fix pack Contents

Known Problems, Limitations, and Workarounds
This section describes known defects in this release of the Tivoli Enterprise Console product. Where applicable and known, suggested
workarounds are identified. Note that this might not be a complete list of defects.

Installation
This section describes problems with installation of the base product and configuration of the event database.

Tivoli Enterprise Console installation and upgrade:
The following problems and workarounds relate to installing or upgrading the base TEC product:

Problem: (IY81662) - On Windows 2003 systems, the Tivoli tar command must be used to uncompress the 3.9.0-TEC-FP04-
TME.tar file before installing the TME portion of the fix pack. Users may use winzip to uncompress the gzip (gz) file which
resultsin atar file, but the tar file must be uncompressed using the Tivoli tar command, not winzip. If winzip is used to uncompress
the tar file then users will see errors during installation of the Ul Server and Console portions of the fix pack.

Workaround: Here is an example session using winzip to uncompress the gzip file and Tivoli tar to uncompress the tar file:
From Winzip:
File->open Archive
then go to the directory that contains 3.9.0-TEC-FPO4-TME.tar.gz
click on Open
the screen says:
Archive contains onefile:
3.9.0-TEC-FPO4-TME.tar
should WinZip decompressiit to atemporary folder and open it?
Click Yes
Thiswill uncompress the gzip file and leave you with 3.9.0-TEC-FPO4-TME.tar
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Y ou must then save the tar file before continuing:
FileManage ArchiveCopy
Select afolder where you would like the 3.9.0-TEC-FP04-TME.tar file to be placed
Click OK
Exit Winzip
open a TME environment window
change directories to the directory that contains the 3.9.0-TEC-FPO4.tar file
Untar the file using the Tivoli tar command to extract the image:
tar -xvf 3.9.0-TEC-FP04.tar

Problem: (176936) The following Java error can occur when using the Install Assistant as described below:

j ava. |l ang. Nul | Poi nt er Excepti on: surfaceData
at sun.awt . wi ndows. W n32Render er. doFi | | Rect (Nati v Met hod)
at sun. awt . wi ndows. Wn32Renderer.fill Rect (Wn32Renderer.java: 168)
at sun.java2d. SunG aphi cs2D. fill Rect (SunG aphi cs2D. j ava: 2146)
at sun.java2d. SunG aphi cs2D. cl ear Rect ( SunG aphi ¢cs2D. j ava: 2193)

This error can occur after any sequence where the Next button is clicked instead of the Finish button (for example, after successfully
installing a component), and then the Cancel button is clicked.
Solution: This error can be safely ignored, and will not affect the product installation.

Problem: The database upgrade from 3.7.1 to 3.8 or 3.9 requires the tablespace definitions to be updated if they are to be system-
managed instead of database-managed. The upgrade process declares the tablespaces to be database-managed only.
Workaround: If your tablespace definitions are to be system-managed, update them prior to upgrading from 3.7.1 to 3.8 or 3.9.

Problem: Importing the IBM Tivoli Monitoring (ITM) BAROC and rule set files (either manually or by using the ITM
dmae_tec_inst.sh script) into the TEC rule base fails if the target rule base contains any of the following BAROC files:

= DB2Agents.baroc

DB2CpuUtilization.baroc

DB2DatabaseStatus.baroc

DB2_Event.baroc

DB2Host Throughput.baroc

DB2InstanceStatus.baroc

itmwas _dm_events.baroc

WebSphere MQ_Channel .baroc

WebSphere MQ_Queue.baroc

=  WebSphere MQ_QueueManager.baroc

This problem can occur because the TEC product ships a subset of the BAROC filesfor the ITM, the IBM Tivoli Monitoring for
Business Integration: WebSphere MQ, the IBM Tivoli Monitoring for Databases; DB2, and the IBM Tivoli Monitoring for Web
Infrastructure: WebSphere Application Server products as part of the default rule base.

Workaround: Before integrating ITM with the TEC product, modify the target rule base. To do this, use the before and after
installation scripts that the TEC product provides. Alternatively, it is possible to manually perform the steps that the before and after
installation scripts perform.

Using the before and after installation scripts
To use the before and after installation scripts to enable ITM to integrate with the TEC product, follow these steps:
1. Copy the pre-installation script, before_install.sh, and the post-installation script, after_install.sh, from the
$BINDIR/TME/TEC/contrib directory to the directory in which the target rule base resides.
2. Runthe pre-installation script from the directory in which the target rule base resides. Enter the following command:

./ before_install.sh target_rul e _base —-ITM

Wheretarget_rule baseisthe name of the rule base to which the ITM BAROC fileswill be imported to.

3. RunthelTM dmae_tec_inst.sh script or manually import the IBM Tivoli Monitoring BAROC and rule set files. For more
information, refer to the IBM Tivoli Monitoring User’s Guide.

4. Run the post-installation script from the directory in which the target rule base resides. Enter the following command:

.lafter_install.sh target_rul e_base —I TM

Manual steps:
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To manually enable ITM to integrate with the TEC product, follow these steps:
1. Create atemporary subdirectory in the directory in which the target rule base resides.
2. |If the ebusiness rule set was imported in the EventServer target of the target rule base, delete this rule base from the
EventServer target.
3. If the ebusiness rule set has been imported into the target rule set:
1. Copy the ebusiness.risfile from the TEC_RULES directory of the target rule base to the temporary subdirectory that
you created in step 1.
2. Deletethe ebusinessrule set from the target rule base.
4, Copy the following BAROC files from the TEC CLASSES directory of the target rule base to the temporary directory:
DB2DatabaseStatus.baroc
DB2CpuUtilization.baroc
DB2Host Throughput.baroc
DB2Agents.baroc
DB2_Event.baroc
DB2InstanceStatus.baroc
itmwas_dm_events.baroc
WebSphere MQ_Queue.baroc
WebSphere MQ_QueueManager.baroc
10 WebSphere MQ_Channel .baroc
5. Deletethe following BAROC files from the target rule base in the following order:
DB2InstanceStatus.baroc
DB2DatabaseStatus.baroc
DB2CpuUtilization.baroc
DB2HostThroughput.baroc
DB2Agents.baroc
DB2 Event.baroc
itmwas_dm_events.baroc
WebSphere MQ_Queue.baroc
WebSphere MQ_QueueManager.baroc
10 WebSphere MQ_Channel .baroc
6. RunthelTM dmae_tec_inst.sh script or manually import the ITM BAROC and rule set files. For more information, refer to
the IBM Tivoli Monitoring User’s Guide.
7. From the temporary directory, import the following BAROC filesinto the target rule base in the following order:
WebSphere MQ_Channel.baroc
WebSphere MQ_QueueManager.baroc
WebSphere MQ_Queue.baroc
itmwas_dm_events.baroc
DB2_Event.baroc
DB2Agents.baroc
DB2Host Throughput.baroc
DB2CpuUtilization.baroc
DB2DatahaseStatus.baroc
10 DB2InstanceStatus.baroc
8. If the ebusiness.risfile existsin the temporary directory, import the ebusiness.risfile into the target rule base and import the
ebusiness rule set into the EventServer target of the target rule base.
9. Compile and load the target rule base.
10. Delete the temporary directory and its contents.
11. Stop and restart the event server.

CoNoU~WNE

CoNooU~wWNE

CoNoU~WNE

Problem: When integrating the ITM for Databases: DB2 product with the TEC product using the ECC_Configure TEC Classestask,
anew rule baseis created. When copying from an existing rule base to create the new rule base, the integration failsif the rule base to
be copied contains any of the following BAROC files:

DB2_Event.baroc

DB2Agents.baroc

DB2Host Throughput.baroc

DB2CpuUtilization.baroc

DB2DatabaseStatus.baroc

DB2InstanceStatus.baroc

This problem can occur because the TEC product ships a subset of the BAROC files for the ITM for Databases: DB2 product as part
of the default rule base.

Workaround: Before integrating the ITM for Databases: DB2 product with the TEC product, modify the rule base to be copied. Use
the before and after installation scripts that the TEC product provides. It is also possible to manually perform the steps that the before
and after installation scripts perform.
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Using the before and after installation scripts To use the before and after installation scripts to enable the ITM for Databases: DB2
product to integrate with the TEC product, follow these steps:
1. If therule base to be copied isthe default rule base, create an interim copy of the default rule base. Thisis required because
the default rule base cannot be modified. Follow these steps:
a. Enter the following command to create a new rule base:

wb —crtrb —path directory Default_copy

Where directory is the directory in which the rule base files are to be created.
b. Enter the following command to copy the Default rule base files into the Default_copy rule base:

wb —cprb —force Default Default_ Copy

2. Copy the pre-installation script, before_install.sh, and the post-installation script, after_install.sh, from the
$BINDIR/TME/TEC/contrib directory to the directory that contains the rule base to be copied.
3. Runthe pre-installation script from the directory that contains the rule base to be copied. Enter the following command:

./ before_install.sh copy_rul e_base —DB2

Where copy_rule_base is the name of the rule base you want to copy.

4. Runthe ECC Configure TEC Classestask to import the ITM for Databases. DB2 BAROC and rule set files. For more
information, refer to the IBM Tivoli Monitoring for Databases. DB2 User’s Guide.

5. Runthe post-installation script from the directory that contains the rule base that was copied. Enter the following command:

.lafter_install.sh target_rul e_base -DB2
Wheretarget_rule baseisthe name of the target rule base.

Manual steps:
To manually enable the ITM for Databases. DB2 product to integrate with the TEC product, follow these steps:
1. If therule base to be copied is the default rule base, create an interim copy of the default rule base. Thisis required because
the default rule base cannot be updated. Follow these steps:
a.  Enter the following command to create a new rule base:

wb —crtrb —path directory Default_copy

Where directory is the directory in which you want to create the rule base files.
b. Enter the following command to copy the Default rule base files in to the Default_copy rule base:

wb —cprb —force Default Default_Copy

2. Create atemporary subdirectory in the directory that contains the rule base to be copied.
3. If the ebusiness rule set was imported in the EventServer target of the target rule base, del ete the ebusiness rule base from the
EventServer target.
4. If the ebusiness rule set has been imported into the rule set to be copied:
a. Copy the ebusiness.risfile from the TEC_RULES directory of the rule base to be copied to the temporary
subdirectory that created in Step 2.
b. Delete the ebusiness rule set from the rule base to be copied.
5. Deletethe foIIowmg BAROC files from the rule base to be copied in the following order:
i. DB2InstanceStatus.baroc
ii. DB2DatabaseStatus.baroc
iii. DB2CpuUtilization.baroc
iv. DB2HostThroughput.baroc
v. DB2Agents.baroc
vi. DB2_Event.baroc
6. RuntheECC Conflgure TEC Classestask to import the ITM for Databases: DB2 BAROC and rule set files. For more
information, refer to the IBM Tivoli Monitori ng for Databases: DB2 User’s Guide.
7. |f the ebusiness.risfile exists in the temporary directory, import the ebusiness.risfile into the target rule base and import the
ebusiness rule set into the EventServer target of the target rule base.
8. Compile and load the target rule base.
9. Delete the temporary directory and its contents.
10. Stop and restart the event server.
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Problem: In version 3.9 of the TEC product, only one console can be assigned to an operator. If upgrading from version 3.6.2 of the
TEC product and have multiple consoles assigned to a single operator, manual intervention is required.

Workaround: After the upgrade process has completed, update the console definitions to assign only one console to one operator.
Note: TEC 3.6.2 isno longer supported.

Problem: When you use Tivoli Risk Manager 4.1 with TEC 3.9, setting the single_port_bdt option with the set_port_range option
might cause the TRM 4.1 installation to fail.
Workaround: Set the single_port_hdt option without the set_port_range option.

Problem: When installing the TEC product from a managed node in aTivoli environment that consists of multiple locales, the output
of the installation process might be corrupted.
Workaround: In aTivoli environment with multiple locales, install the TEC product from the Tivoli server.

Problem: After upgrading the TEC product on RedHat Linux, there is high CPU usage due to the Java Runtime Environment (JRE).
Workaround: Set the environment variable using the following command:
odadm n environ get > /tnp/env. out
Edit the file /tmp/env.out and add the following line:
LD ASSUME KERNEL=2.2.5
odadm n environ set < /tnp/env. out

Problem: The TEC installation wizard does not start on AlX 5.1 systems running with the GB18030 code page. This problemis
because the GB18030 code page causes poor system performance.
Workaround: Install TEC using adifferent code page than GB18030.

Problem: For SUSE and SUSE Linux Enterprise Server (SLES) distributions of Linux, if the compress utility is not installed, problems
may be experienced, such as the rule base not being loaded or the event server not starting due to amissing rule base. TEC requires
the compress utility, and more recent versions of Linux distributions from SuSE do not include the compress utility.

Workaround: Obtain the compress utility from an older level of Linux distributions from SUSE.

Problem: To install the TEC on RedHat Linux, the Linux system must have the compress command installed and available.
Workaround: Check your RedHat Linux documentation for the compress package to install and access the compress command.

Problem: Uninstalling a TEC component fails using the wuninst command if the host where the component was uninstalled contains
both a managed node and an endpoint with the same name.
Workaround: Use the following steps to uninstall a component:

1. Renamethelabdl of the endpoint with the following command:

wep ol d_endpoi nt _| abel set_I| abel new _endpoint _| abel

2. Runthe wuninst command to remove the component.For more information about the wep command, refer to the Tivoli
Management Framework Reference Manual. For more information about using the wuninst command with TEC
components, refer to the IBM Tivoli Enterprise Console Installation Guide.

Problem: Installation of the event server fails without the correct permissions to the temporary directory on the Tivoli server.
Workaround: To install the event server, the file permissions for the temporary directory on the Tivoli server must have both read and
write access by al. For the UNIXe operating system, the tmp subdirectory must have permissions of 777. For Windows, the Everyone
account needs at least read and write permissions for the $DBDIR\tmp directory, and all other users and groups need full control of
the $DBDIR\tmp directory.

Problem: When mounting the TEC, Version 3.9, CD installation images on HP-UX using the mount command or SAM, all file names
end with the ;1 character string. HP-UX does not support the Rock Ridge format with the mount command. In some cases, the
pfs_unmount command might be required to unmount the CD-ROM directory.
Workaround: If you have already mounted a TEC, Version 3.9, installation image CD using the mount command or using SAM, the
CD-ROM must be unmounted with the unmount command before beginning.
1. Ensurethat both the pfs_mountd and the pfsd processes are running. If they are not, start both processes using following
commands:

pfs _mountd &
pfsd &

2. Mount the CD-ROM using the following command:
[ usr/sbin/pfs_nmount /dev/dsk/ CD devi ce nounting point
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Confirm that file names do not end with the ;1 character string.
After completing the installation, you can unmount the CD-ROM using the unmount command. If you are using HP-UX 11
or HP-UX 11i, you can download HP-UX patches to enable Rock Ridge format support using the standard mount command.

For additional information, contact Hewlett-Packard customer support.

Limitation: When using the installation wizard, users must specify atemporary directory to which the installation wizard can copy
filesfor use. Thistemporary directory must not contain a subdirectory named tec39; if it does contain a subdirectory named tec39,
important filesin that subdirectory might be mistakenly deleted. During installation, the installation wizard crestes the tec39
subdirectory under the user-specified directory. The installation wizard then copies severa installation files to that directory and
restarts from that temporary location. When the installation wizard finishes, it removes the tec39 subdirectory.

Event database installation and upgrade
The following problems and workarounds relate to installing or upgrading the event database:

Problem: Migration from version 3.6.2 or version 3.7.1 of TEC to version 3.9 does not drop the existing TEC table space due to
potential conflicts with customer application tables and triggers. For Informixe, Microsoft SQL Server, and Sybase databases, the
migration process does not drop the TEC database system area.
Note: TEC 3.6.2 and 3.7.1 are no longer supported.
Workaround: See the workaround for the appropriate database type.
For a DB2 database:
1. OpenaDB2 command line prompt.
2. At the prompt, enter the following sequence of commands:

db2 connect to tecdb user user_id using password
db2 drop tabl espace tabl espace_nane

Where tecdb is the name of the TEC database, user_id and password are the user 1D and password of a user that has
sufficient system privileges to drop atable space, and tablespace name is the name of the TEC data table space. The
table space name has the form userid_data.

The DB2 database automatically removes the data files and directories that were used by the table space.

For an Informix database:
To drop adevicethat is no longer in use by a database, follow these steps:
1. LogintotheInformix server or client machine asthe Tivoli Enterprise Console RIM user.
2. Enter the following command to list the existing dbspaces and their associated physical files allocations:

onstat -d

3. Enter the following command to remove a dbspace:

onspaces —-d dbspace_nane -y

4. When all the dbspace names have been removed, delete the physical files for each device removed. Refer to Step 2 to
know which physical file was allocated to each device.

For a Microsoft SQL Server database:
No devices need to be deleted. The server deletes any devices and their physical files when a database is dropped.

For an Oracle database:
1. Start SQL*Plus. The user should log on to the TEC database as a user with SY SDBA privilege, such as SYS or
SY STEM. For example:

sql pl us "sys/ password@l D as sysdba"

Where password is the password for the user and SD isthe SID for the database.
2. Determine which data files are being used by the TEC version 3.7 data table space. To do this, enter the following
command:

SELECT file_name FROM dba_data files WHERE t abl espace_nane =
't abl espace_nane’
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Where tablespace_name is the name of the Tivoli Enterprise Console data table space. The table space name has the
form userid_data.
3. Drop the TEC data table space with the following command:

drop tabl espace tabl espace_nane

4, Exit SQL*Plus.
5. If the table space was successfully dropped, delete the files that were listed in Step 2.
Note: The table space must be successfully dropped before deleting the data files.

For a Sybase database: To drop adevice that is no longer in use by a database, follow these steps:
1. Logintoisgl assa
2. Usethesp_helpdevice command to see the names of al logical devices and the physical filesthey reside on. Make a
note of the logical file names and their physical file names. Thisinformation is unavailable after the server is stopped
and restarted in Step 4.
3. Usethesp_dropdevice command followed by thelogical device name to remove the appropriate devices. For example:

sp_dropdevi ce nydevice

Ensure that these devices are no longer in use by any database before removing them.

4. Stop and restart the Sybase server.

5. Deletethe physical files for each device removed. Refer to Step 2 to determine which physical file was allocated to each
device.

Problem: When using the wtdbspace command with a Sybase database, a RIM error may be encountered. RIM trace output might
display an error message similar to the following example:

Sybase Server Error: Msgno 953 Level 11 State 1Page ‘39680’, passed to curunreservedpgs built-in function, is an invalid page
number in database ID ‘10’. The highest page number in this database is ‘39679’

This problem is caused by not removing devices associated with databases that have been dropped. Sybase reuses database IDs. After
a database has been dropped and a new one has been created, the Sybase system tables till contain references to devices and their
associated database I Ds. The Sybase system tables also contain the information about the device pages that exist for a database and the
pages in use by the unremoved devices are outside that range, thereby causing the error.

Workaround: Remove unused devices using the sp_dropdevice devicename Sybase command, stop and restart the Sybase database
server, and delete the physical files associated with each dropped device. For more information about the sp_dropdevice command,
refer to the Sybase documentation.

Problem: The wdbmaint.sh script with the stats option does not run when upgrading an Oracle event database from version 3.6.2 or
3.7.1 to update database statistics. The database is still correctly upgraded.

Workaround: To update the database statistics, manually run the wdbmaint.sh script with the stats option after the database upgrade
has successfully completed.

Note: TEC 3.6.2 and 3.7.1 are no longer supported.

Problem: When using the installation wizard to configure the event database on the UNIX operating system, the password fields
cannot be overwritten by highlighting the text field and then typing a new password.

Workaround: When using the installation wizard to configure the event database on the UNIX operating system, delete the entire
password field using the backspace key or delete key before modifying the field.

Problem: The wtdbclear.pl command loops when the number of events retrieved is greater than the buffer size. The wtdbclear.pl
command retrieves all events that match the SQL where clause instead of retrieving the output in buffer-sized pieces. If the number of
eventsretrieved is greater than the buffer size (default=1000), the wtdbclear.pl command goes into an endless loop.

Workaround: Use the wtdbclear command or change the buffer size to avoid this problem.

Problem: DB2 connectivity fails and wrimtest will receive wrimtest will receive the DB2 error SQL1224N.
NOTE: For performance and reliability, it is recommended that you install the database server on a system separate from the
event server.
Solution: Create aloop back node and a database alias on that node. To do this, use the following steps:
db2 get dbm cfg | grep SVCENAME

Thisreturns an entry similar to: “TCP/IP Service name (SVCENAME) = 50000 (where 50000 is the servicename in this
example). Useyour value in this command:
db2 catalog tcpip node LOOPBACK remote 127.0.0.1 server <servicename>
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Recatal og the database to point back to itself:
db2 catalog db <db_name> as <new_db_name> at node LOOPBACK

Refresh the DB2 cache:
db2 terminate

Change RIM to use the new database name:
wsetrim -d <new_db_name> tec

Use wrimtest —1 tec to confirm the connection now works.

Problem: Event groups cannot filter the “Message” keyword when the event database isinstalled on Informix version 9.4.
Workaround: To work around this problem, use a different column as the key to identify the data needed from the database. This
problem stems from aRIM limitation with this version of Informix. (Searchesfor the datatype‘TEXT' do not work correctly.)

Adapter Configuration Facility upgrade
The following problem and workaround relates to upgrading the Adapter Configuration Facility.

Problem: When upgrading the Adapter Configuration Facility (ACF), adapter configuration profiles (ACPs) do not get upgraded and it
is not possible to work with older versions of the ACPs. Some problems resulting from this situation are as follows:

1. If upgrading from version 3.6.2 of TEC, the existing profiles do not distribute successfully. This problem is caused by the
fact that new binary files are distributed, but the old file setup is still being used. For example, on Solaris systems, the adapter
fails to restart because it cannot find the FMT filg; that is, the adapter islooking in the new location (etc/Cltecad logfile.fmt),
but the fileis still in the old location (etc/tecad logfile.fmt).

2. Tousethe new function, explicitly add it to the ACP. For example, if upgrading from version 3.6.2 of the TEC, the profile
does not contain default entries for filters or prefilters; these must be added in the ACF. Also, the FQDomain and
TransportList keywords are not specified by default in an older profile asthey arein anew profile.

Workaround: To upgrade the ACF, follow these steps:

1. Note changes to the older adapter configuration profile so that they can be added to anew profile later.

2. Distribute a blank adapter configuration profile to remove the old adapter.

3. Upgrade TEC as usual, including the ACF.

4. Create anew profile entry for each new adapter and add the changes noted earlier to the new profile.

5. Distribute the new ACP to each applicable endpoint.

Note: TEC 3.6.2 isno longer supported.

Event consoles
The following problems and workarounds rel ate to event consoles:

Java Console

Problem: (1Y 73643) When you install the Java console on a managed node, the installation can generate an error due to the incorrect
revision level of the TEC JCONSOLE object.
Solution: The following steps can be used to resolve this issue;
Create Tivoli backup of TMRServer and ManagedNodes where the product will beinstalled
1. Issue the following command:
w ookup -r Productlnfo TEC JCONSCLE
2.Using the OID that's returned (number portion only), issue the following command:
idlcall $O D _get_revision
3. This should return avalue of "3.9". If not, change it using the following command:
idlcall $O D _set_revision '"3.9"

Problem: The TMF_SELF variable is no longer used in the console, which can prevent the TroubleTicket.sh script from working
correctly if configured to useit.
Solution: Use the following statement to obtain the user ID associated with the current console executing the script:

objcall 0.0.0 o_get_ principal

Problem: When you perform Task Execution on an event in the Java version of the event console, any trailing spaces contained in an
event dot value are stripped off when the attribute values are passed to the task. (APAR 1Y 70219)
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Problem: Running a non-Tivoli event console on a machine with multiple network interface cards (NICs) can cause problems and
prevent the event console from starting. The problems occur because of the bind order of NICs.
Workaround: Change the bind order of the NICs.

Problem: Operators using Netscape as their default browser on Windows 2000 might see the following error message after clicking
the Information button in the event viewer in the Java version of the event console:

Unable to open "C:\/.tivoli/tec_temp0.htm|*
The following location is shown in the browser window:
file://IC:/ tivolitec_temp0.htmi

A side effect occurs after the message box is displayed on top of the browser window. The focus can be changed from the browser to
the active window, but the error message must be closed before returning to the event console or the event console windows become
blank. Thisisalimitation of Windows and certain versions of Netscape. This problem has been seen occasionally in Netscape, version
4.74 and earlier.

Workaround: Change the default browser to Internet Explorer or upgrade Netscape to a newer version.

Problem: When a Java GUI processis launched in an X Window environment, error messages regarding font conversion, such as the
following may be seen:

Avertissement : Cannot convert string "-jdk-lucida-medium-r-normal--*-120-75-75-p-*-is08859-15" to type FontStruct

* *kkk

Workaround: This message can be ignored because it does not indicate any problemsin the system. Not every X Window server has
every font available. The message indicates that the mismatch of afont has occurred. When afont that is not installed in that particular
X Window environment is requested, the X Window system maps the missing font to one of the fonts that exists in the environment.

Problem: When starting the Java version of the event console, the following Java exception might occur:

GlobalPreferencesBean::loadPreferences( ) caught:

java.io.InvalidClassException:

javax.swing.plaf.basic.BasicLookAndFeel; Local class not compatible:

stream classdesc serialVersionUID=6620516158032857937 local class serialVersionUID=1855300154015691576

This exception occurs after aversion 3.9 event console isinstalled on amachine that previously had aversion 3.7.1 or later event
console installed on it. It might also occur with afirst-time, version 3.9 installation of TEC.

Workaround: This exception can be ignored because it is harmless. This exception does not occur the second time the Java version of
event consoleis started.

Problem: When you use the Java version of the event console with the Netview component, selecting more than 100 Netview events
(event classes beginning with TEC _ITS ) to simultaneously acknowledge or close the events while continuing normal operations
might cause adeadlock situation. A timer is enabled for all events other than Netview events to regul ate processing.

Workaround: Select 100 or fewer event to simultaneously acknowledge or close the events while continuing normal operations. A
counter is displayed in the upper right-hand corner of the event viewer. The counter displays the total number of eventsin the
Working Queue and the number of events currently selected.

Problem: Renaming the NON_TME directory on AlX after installation might cause the following error when starting the Java version
of the event console:

Unable to find xhpi, path used /home/Non_TME_console/tec_console/jre/bin/libxhpi.a
Could not create the Java virtual machine.

Workaround: Run the slibclean command as the root user to clean the AlX caching library information. Then run the tec_console
command.

Problem: On Windows 2000, the login panel might not be displayed on top of existing windows. This problem occurs when switching
windows after running the tec_console command.

Workaround: Minimize or move any windows selected after running the tec_console command. On Windows 2000, do not use the
Show Desktop button, which hides all active windows including the login panel.

Note: Windows 2000 is no longer supported.
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Limitation: When using the Java version of the event console, effect events might not be displayed in the Effect Events area of the
Related Events tab for an event group. This situation can happen when an event group definition does not match the rules definitions.
For example, if an event group is configured to display only open and acknowledged events and your rules close some effect events,
the event group filters out the closed effect events. If you want the event group to include the effect events, modify the event group
definition.

Web Console

Problem: Inability to launch aHTML page using the Information button from a Non-Tivoli event console running on a Solaris 5.8
system when using JRE v1.4 computer and using an alternative Web server.
Workaround: Change the version of Java used by the event console on startup to JRE v1.4.2.

Problem: When using the Task Assistant search facility in the Web version of the event console, the search results might contain a
topic that is listed as—>. Selecting this topic produces the following message:

No Help Available
Workaround: None. Ignore this help topic.

Problem: The following message received when logging into the Web version of the event console does not indicate the cause of the
login failure.

Authentication failed

A login failure can occur for any one of the following reasons:
= Incorrect user ID or password
= Insufficient Tivoli authorization roles
= QOperator is not assigned to the event console
Workaround: An administrator can determine the exact cause of the login failure through IBM WebSphere Application Server

logging.

Problem: When using the Web version of the event console in Netscape 6.2.x, selecting itemsin drop-down lists with the mouse does
not work within the task wizard.

Workaround: The selections can be accessed in adrop-down list using the keyboard in Netscape 6.2.x, or by using Microsoft Internet
Explorer to run the Web version of the event console.

Problem: When displaying a help panel for the first time in the Web version of the event console, the left arrow on the toolbar of the
Task Assistant is active, indicating that you can go back to the previously visited help topic. Because a previous help topic does not
yet exist, the following message is displayed:

No Help Available

Workaround: None.

Limitation: When you use the Web version of the event console, some Web browser controls, such as Refresh are not supported.
Using Web browser controls when you are running the Web version of the event console can cause unpredictabl e results.

Limitation: 1'Y56733 When you manually refresh events in the Web version of the event console, the events might not be refreshed
immediately. This is because the Web version of the event console gets the events from the event cache and is, therefore, refreshed
when the event cache is updated. Assume that the cache interval is set to 5 minutes. When you manually refresh the events in the Web
version of the event console, it can take up to five minutes for the events to be refreshed. The same situation can occur if you set the
automatic timeout to be less than the cache interval. v The supported configuration for a Web browser that is running the Web version
of the event console isto allow cookies. Because preference settings are stored in cookies, allowing cookies enables preferences to
persist across login sessions. Disabling cookies during alogin session of the Web version of the event console is not supported.

Limitation: The IBM WebSphere Application Server product provides URL rewriting as an alternate method of storing session
information in a Web browser. However, URL rewriting does not persist the session information across login sessions. Using URL
rewriting is not supported for the Web version of the event console.

Limitation: Popup blocking software might interfere with the Web version of the event console. For example, some of the operations
of the Web version of the event console start new browser sessions, and popup blocking software might prevent these new sessions

IBM Tivoli Entrerprise Console Version 3.9 Fix Pack 4 Readme 44J_



from starting. When using the Web version of the event console, either ensure that popup blocking software is not running, or consult
the documentation for the popup blocking software to configure the software properly.

Limitation: (180401) The Web console installation (viathe Install Assistant) has been updated to provide limited support for a
WebSphere Network Deployment environment. This support is limited to tolerance mode only, and does not allow for clustering, fail-
over, or any other type of extended environment.

Limitation: (180497) If the RDBMS server is stopped, and the information message indicating this has not been displayed, any
attempt to close an event from the Web console will generate an HTML “Page not found!” error.

Limitation: Unexpected results can occur if the time zone user preference is not set in the Web console.

Limitation: The refresh rate for the event viewer in the Web console is set to a minimum of 5 minutes. Thisinterval cannot be
reduced.

Java and Web Console
These problems may be seen on either the Java or Web console.

Problem: Creating an event group filter with the causing event received attribute does not filter effect events correctly.
Workaround: To create an event group filter to filter effect events, create an event group filter with an SQL constraint. To do this,
follow these steps from the Configuration view of the Java version of the event console;
1. Right-click on the appropriate event group and select Create Filter from the context menu.
2. Inthe Add Event Group Filter window, enter a name and description for the new filter, and then click Add SQL.
3. Inthe Add SQL window, do one of the following to create the filter:
= Tofilter in effect events, enter the following SQL expression:

cause_date_receptn <> 0
= Tofilter events other than effect events, enter the following SQL expression:
cause_date_receptn = 0

Problem: A large number of event group filters (typically 100 or greater depending on the size of the individual filters) defined within
asingle event group in version 3.6.2 of TEC might not migrate to version 3.9. This problem is due to alimitation in the size of the
event group filter in version 3.9 of TEC.

Workaround: Rework the event group filters prior to migrating to version 3.9.

Note: TEC 3.6.2 isno longer supported.

Problem: After upgrading to version 3.9 of the TEC on Tivoli Management Framework (TMF), version 3.7.1, the time received for
events displayed in a Tivoli event console might show as one hour late. This occurs because the time zone environment variable (TZ)
in the TMF oserv process is not synchronized with the TZ variable in the operating system. The time received on the event consoleis
displayed in Greenwich Mean Time (GMT), regardless of the selected time zone. This occurs only when daylight savingstimeisin
effect and only on Tivoli event consoles running on TMF, version 3.7.1. This does not occur on non-Tivoli event consoles.
Workaround: Check the time zone setting using the wtimezone command. If the time displayed is incorrect, manually set the TZ
environment variable for the TMF oserv process. For more information about the wtimezone command, refer to the Tivoli
Management Framework Reference Manual.

Problem: If the version 3.9 upgrade is applied in a Tivoli region that was previously interconnected to another Tivoli region that
already hasversion 3.7.1 or later of TEC installed, and the TaskLibrary resource type has been exchanged, then creating or assigning
operators to event consoles in the other Tivoli region might fail with a message similar to the following example:

com.tivoli.framework.runtime.ExInvObijref, minor code = 28, completion status = No

Workaround: From the Tivoli region where version 3.7.1 or later of TEC was not upgraded, exchange resources with the Tivoli region
where TEC was upgraded, using the following command:

wupdat e —r TaskLi brary regi on

Whereregion isthe Tivoli region in which TEC was upgraded.
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Rules
The following problems and workarounds relate to rules:

Problem: (1Y 69101) Compiling a Rule Base with DBCS stringsin an exec_task or exec_program predicate can fail with this Java
exception:;

j ava. |l ang. Arrayl ndexQut O BoundsExcepti on:
at com oroi nc. text.regex. Perl 5Mat cher. _repeat

Thisis caused by aproblem with athird party regular expression library and cannot be fixed at this time.
Workaround: Move the DBCS string from the format string to the argument list. For example, if thisexec task predicate causes
compilation failure:

exec_task(_ev2,' TASK2',"'-1 "LIB" -h "k2" -a "<DBCS> %"',[_nsg],' NO)
then move the <DBCS> string so the call looks like this:

exec_task(_ev2,' TASK2','-1 "LIB" -h "k2" -a "%" -a "%"',[' <DBCS>', nmsg], ' NO)

Problem: Prolog action names that contain one or more spaces cause a compilation error when tracing is turned on.
Workaround: Do not use spaces in prolog action names.

Problem: TEC version 3.9 added e-business rule setsfor ITM 5.1.1. To take advantage of these rule sets, events must include the
fghostname dot, which contains the fully qualified host name of the machine.

Workaround: Ensure that the ITM 5.1.1 Fix Pack 5 is applied. If using the ITM for Business Integration: WebSphere MQ, the ITM for
Databases: DB2, or the ITM for Web Infrastructure: WebSphere Application Server products, ensure that the latest version of these
productsisinstalled, which includes support for the fghostname event dlot.

Problem: Theal_instances() predicate might return the same event multiple times if the class name is not instantiated.
Workaround: Do not use this version of the predicate:

al | _instances(event: _event of _class _class where attribute_conditions)
Always use this version of the predicate:
al | _instances(event: _event of _class 'Cass_Nane' where attribute_conditions),

Problem: When compiling a prolog rule file that contains more than 70 rules or more than 4000 lines of code, using the wrb -
comprules command with the -trace option does not produce an ERR file when the system finds a syntax error during the processing
of that prolog rulefile.

Workaround: Either disable the -trace option for the prolog rulefile, or put the rulesin multiple prolog rulefiles.

Limitation: Under certain circumstances, compiling arule set containing the netware.rls rule file can generate the following error:
"Trandating to prolog" step of the netware.rls ruleset.
Exceptionin thread "main" java.lang.StackOverflowError
at com.oroinc.text.regex.PerlSMatcher._pushState(Perl5SMatcher.java)
at com.oroinc.text.regex.PerlSMatcher._match(Perl5Matcher.java)
at com.oroinc.text.regex.PerlSMatcher._match(Perl5Matcher.java)
at com.oroinc.text.regex.Perl5Matcher._match(Perl5Matcher.java) ... ...

Note: The specific rule that causes this error is novell_duplicate minor_events.

Adapters
The following problems and workarounds relate to adapters:

Problem: The postzmsg command cannot be used on the HP-UX platform unless event buffering is disabled.
Workaround: To disable event buffering, set the following configuration parameter: Buf ferEvents=NO

Problem: When processing alarge LogSourcesfile, the HP logfile adapter can lock up and stop sending events.
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Solution: This problem is caused by resource issues on the machine and can be alleviated by increasing the nfile parameter using the
SAM tility.

Problem: If you issuethe post znsg command with an invalid argument as opposed to no argument, a different usage statement is
produced.

Workaround: The usage statement displayed after issuing the command with an invalid argument shows an outdated usage, including
the—p <port > parameter. This parameter is no longer supported, and should be ignored. The correct usage information is as
follows:

Usage: postznsg { -S <server> | -f <config file>} [-r <severity>]
[-m <message> ] [<slot_nane=val ue>, ...] <class> <source>

Problem: If you start the logfile adapter with the - s option, the logfile adapter is not put it in the background on the Compag Tru64
operating system.
Workaround: Start the adapter with ‘&' at the end of the command to start it in the background.

Problem: On HPUX 11, postemsg —S <hostname> <CLASS> <SOURCE> caches the event even though nslookup resolves the host
to an IP address. Thisalso happenswith all non-TME EIF adapters. (APAR 1Y 71145)

Solution: This happens on systems with an /etc/nsswitch.conf entry similar to the following, because the system call is exiting when it
failsto find the host listed in /etc/hosts.

hosts: filesdns
There are four ways to make this work:

1. Add [NOTFOUND-=continue] after "files" in nsswitch.conf,:
host s: files [ NOTFOUND=conti nue] dns

2. Add an entry for the hostname to /etc/hosts

3. Usethe P addressinstead of the hostname in the postemsg command:
postemsg —S <IPaddress> <CLASS> <SOURCE>

4. List“dns’ first in nsswitch.conf,:
host s: dns files

Problem: Events from a TME Windows event log adapter might be lost during high event traffic or when sending events from a cache
file.

Workaround: Add the BufferFlushRate and MaxPacketSize keywords to the adapter configuration file so that the adapter bundles the
events that are sent to the gateway. The following example illustrates how to set the BufferFlushRate and MaxPacketSize keywords.

Buf f er Fl ushRat e=1200
MaxPacket Si ze=4000

Problem: When using TEC 3.9 logfile adapters, watching log files that are in UTF-8 format and setting the
NO_UTF8_CONVERSI ON=YES option might corrupt the event information.
Workaround: Ensure that the log files are created in local code page and set the option to: NO_UTF8_ CONVERSI ON=NO

Problem: When installing the HP OpenView adapter, a soft error may be seen, and the adapter might not register correctly with HP
OpenView.

Workaround: To make the HP OpenView adapter functional, manually unregister and reregister the HP OpenView adapter with HP
OpenView by running the following sequence of commands:

ovdel obj /etc/opt/ OV share/tecad_hpov.Irf
ovst op

ovstart

ovaddobj /etc/opt/Ov/ share/tecad_hpov.Irf
ovstart tecad_hpov

Problem: The $T1VOLIHOM E/tec directory is used by the TEC gateway function and is created when the ACF isinstalled on the

managed node machine. If this directory is removed, TEC gateway does not function correctly.

Workaround: Ensure that $T1VOLIHOME/tec directory exists before distributing the TEC gateway profile. If $T1VOLIHOME/tec

directory does not exist, create it manually. By default, $TIVOLIHOME is set to the following depending on the operating system:
= ForUNIX:/etc/ Tivoli
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=  For Windows: %N NDI R% syst enB2\ dri vers\etc\ Tivol i

Problem: Unpredictable results can occur when asyslog or log file that is being monitored includes a message that exceeds 3900
bytes.
Workaround: Limit the total size of the event data to 3900 bytes.

Problem: The OS/2e adapter does not automatically start after distributing it using the ACF.
Workaround: Restart the OS/2 machine to start the adapter.
NOTE: The OS/2 Adapter isno longer supported.

Problem: The format file for the UNIX logfile adapter does not match Solaris Operating Environment, Version 8, syslogd eventsfile.
The format for the Solaris log file changed from Solaris Operating Environment, Version 7, to Version 8. Some adapter format files no
longer match entriesin the system log.

Workaround: Either update the format file as described or set the log message format to Solaris 7 compatibility mode. To set the log
file compatibility mode, add the following entry to the /kernel/dev/log.conf file:

msgi d=0
Restart the syslogd daemon for the changes to take effect.

Problem: Modifying configuration file options stored in adapter configuration profiles on endpoints with the wsetaeenv command
fails. A message similar to the following example is displayed:

FRWTE:0021 Wed Aug 14 17:14:18 2002 (21): operation "_set_acpEnvironment’ not implemented

Workaround: Add or modify configuration file options using the ACF, and then distribute the profiles to endpoints.

Problem: Event strings generated by Windows XP are different from those generated by Windows 2000. This causes the Windows
event log adapter on Windows XP endpoints to only generate events of classNT_Base for al of the Windows XP events that satisfy
the filtering criteria of the adapter. For example, an NT_Performance_Alert class event from a Windows 2000 endpoint isan NT_Base
class event on a Windows XP endpoint.

Workaround: To enable the Windows event log adapter to match Windows XP events with Tivoli Enterprise Console event classes,
modify the tecad win.fmt file (also known as aformat file) to match the specific eventsto be sent to the event server. For more
information on how to generate a new class definition statement (CDS) file after modifying format file, refer to the IBM Tivoli
Enterprise Console Adapters Guide.

Note: Windows NT and 2000 are no longer supported.

Limitation: (1Y71659) Theformat specifier, %s*, will match leading white spaces when the specifier immediately follows a constant
or literal value. For example, the format defined below will match any of the three messages illustrated.

Format:
/Nleading white space matched by %s*
FORMAT NT_Base Test
before company%os* after
slotl $1
END

M essages matched:
bef ore companythis is test nessage after
before conmpany this is test nessage after
before conpany this is test nmessage after

Thefirst message is expected to match, per the definition of the %s* format specifier in the IBM Tivoli Enterprise Console Version
3.9 Adapters Guide. The second and third examples, however, will aso match.

Solution: To prevent undesired messages from matching, modify the format such that the %s* specifier does not immediately follow
aconstant or literal value. For example:

Format:
/Iwhite space matched
FORMAT NT_Base Test
before company %s* after
slotl $1
END
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Message matched:
before conmpany this is test nessage after

Note the white space between the words “company” and “this’ is taken into consideration before the use of the %s* specifier. This
will ensure that only a single space will be matched.

Event Server
Problems related to the TEC Event Server:

Problem: Under certain circumstances, the send_email task on the HP-UX operating system generates the following error:

"Sending message to tecuser@us.ibm.com ...

Who are you?: Not atypewriter

cannot open /no/such/directory/dead.letter: No such file or directory”
Solution: This error occurs due to the user |D associated with the user 'nobody’. Verify the UID is anon-negative value. Contact your
HP-UX system administrator for more information regarding UID values.

Problem: If an event server is configured to use Informix Windows ODBC versions 3.81 or 3.82 (CSDK versions 2.80 or 2.81
respectively) with Informix Dynamic Server (IDS) 9.4.0, the event server will not start.

Workaround: To work around this problem, use the back-level Informix ODBC driver version 3.80, available in the CSDK version
2.70. Using the latest ODBC driver with IDS Version 9.4 will prevent the event server from starting. For more information, and to
check for asolution from RIM, please search the IBM Support web site for internal defect 1771809.

Problem: After you apply 4.1-TMF-0060, it is no longer possible to login to a managed node configured on Red Hat Linux using the
Tivoli Desktop. The oserv log will show the following error:
PAM: pam_acct_ mgmt failed=User account has expired (13) @rconnect: Login failed fot root from host
Workaround: The workaround for this problem is documented in DCF document ID 1182029, and contains the following
information:

Add the following line to the /etc/pam.d/oserv file

account required /lib/security/pamuniXx.so

Limitation: Control charactersin the message of an event cause the event to fail with a PARSING_FAILED error.

Scripts

The following problem and workaround relates to a database maintenance script:

Problem: When using the wtdbclear.pl script to clear the event database, the script failsto complete if the system tmp subdirectory
does not have sufficient space, errors may be seen. Because the wtdbclear.pl script uses the system tmp subdirectory to store table
and data information, this problem can occur when clearing an event database that has a large amount of data.

Workaround: If deleting alarge amount of data from the event database, increase the size of the system tmp subdirectory, or delete the
dataincrementally in smaller amounts.

Troubleshooting tips

The TISDIR environment variable is set by Tivoli software products and points to the code set directory. The code set directory
contains the conversion tables to convert local encoded datato UTF-8 encoded data. If event datais unusable, check the TISDIR
variable and ensure that it is pointing to the correct code set directory. Also ensure that the code set directory has the appropriate
conversion table for the locale. For example, the file named 932 must be in the code set directory for a Windows environment in

Japan.

Check locale environment variables for correct settings.

Software limitations, problems, and workarounds for internationalization issues
This section describes known problems in this release that are related to internationalization issues.
=  When using Netscape 6.2.x, the attributes table of Sample Event Information is not completely translated into the national
language. In the attributes table shown, the top part of the HTML page is trandated into the national language, but the bottom
part of the HTML page is not trandated into the national language. This problem is because of limitations of Netscape 6.2.x
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when dealing with DBCS characters (Japanese, Korean and Chinese). Microsoft Internet Explorer displays the characters
correctly.
=  When the TEC installation wizard is running on the Al X operating system under the Chinese (Traditional) code page,
charactersin bold fonts might be difficult to read. Thisis alimitation of the Java Runtime Environment.
= Thelogfile adapters produce unexpected results when using the German code page IBM-850 on AlX. Do not use code page
IBM-850.
= When using national language support (NLS) keyboard mapping, the user ID and password for the event console is limited to
alphanumeric characters. Do not use non-alphanumeric characters for the user 1D or password.
=  When using the installation wizard to configure the event database, the text in some help windows does not wrap properly at
line end when DBCS and SBCS characters are mixed on the window. For example, when there is an English keyword, the
immediately trailing DBCS text starts on the next line.
=  When using the installation wizard to configure the MS SQL Server event database, the first row of the Unit drop-down list
isintentionally blank.
= When using theinstallation wizard to configure the DB2 event database, the default for the Select the Database Locale field
isUSA, regardless of the locale set for the local machine.
=  When using the installation wizard to configure the MS SQL Server or Oracle event database, on the file group specification
panel, the value Unlimited in the Maximum Size field isintentionally in English.
=  For the Javaversion of the event console, if the tec_help.pl fileis configured to display extended ASCII (hex 128 to 255) or
DBCS characters on Event Information Web pages, these files must be converted into UTF8 format. Do this for the
tec_help.pl file and any supporting HTML files that contain these extended characters. If the tec_help.pl file and the HTML
files are not converted into UTF8 format, displaying event information fails with the following error:
ECO2032E: Failed to receive event information from http://server:port/cqgi-bin/cqi_perl_script
Use the Tivoli Management Framework wiconv utility to convert your filesto the UTF8 format. For example, use a
command similar to the following example:
wi conv -f |1S0B8599 -t UTF8 < tec_hel pORI G pl > tec_hel pUTFS8. pl
In addition, print out this entry as part of the HTML header:
<META HTTP- EQUI V="Cont ent Type" CONTENT="text/htm ; charset=UTF 8">
Doing this ensure that Web browsers use UTF8 encoding to display the Event Information page.

Upgrading from version 3.6.2

This section contains information about changes to the Tivoli Enterprise Console product as of version 3.8 that you should be aware of
if you are upgrading from version 3.6.2 to version 3.9.

Note: TEC 3.6.2 isno longer supported.

Event adapters no longer shipped

The following event adapters are no longer shipped:
= The SPECTRUM adapter for the Cabletron SPECTRUM Enterprise Manager
= The Sun Solstice/SunNet Manager adapter

Tivoli Enterprise Data Warehouse enablement

The Tivoli Enterprise Console product is enabled for the Tivoli Enterprise~ Data Warehouse with a warehouse enablement pack. You
can expect enhancements to the Tivoli Enterprise Console warehouse enablement pack over time. Check with IBM Software Support
or the IBM Passport Advantages program for subsequent enhancements to this component.

Event database configuration using the installation wizard
The following items pertain to configuring the event database using the installation wizard:

Do not generate scriptsto the $BINDIR/TME/TEC/sql directory. If mistakenly attempted to generate them in that directory, a
message similar to the following is issued:

The directory that you specified for the generated scripts directory is the same as $BINDIR/TME/TEC/sql. Specify another
directory.

Specify adifferent directory and generate the script again.

Rule enhancements

Developing rules and managing rule bases is very different in versions later than 3.6.2. If you have developed rules and managed rule
basesin previous versions of TEC, familiarize yourself with the information contained in the IBM Tivoli Enterprise Console Rule
Developer’s Guide.

Prefixes used in proloq file names
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The Tivoli Enterprise Console product previously required the use of the tec_r prefix in Prolog files that were used with the
TECpcomp command or predicates that operated with Prolog files, such as the compile or consult predicates. For version 3.9, filesno
longer need the prefix. If existing files contain the prefix, the prefix is automatically removed when you compile the file. For
additional information about prefixes for Prolog files, refer to the IBM Tivoli Enterprise Console Rule Developer’s Guide.

Upgrading rule bases to version 3.9

For rule bases created for versions 3.6.x, the WIC and the root.baroc files are automatically upgraded when you upgrade to version

3.9. To use the upgraded rule bases, you must recompile and reload them. Rule bases that were created in a3.7.x or later version of the
Tivoli Enterprise Console product do not need to be upgraded.

Deprecated BAROC features
The following items are deprecated in version 3.9 and will not be supported in future releases. When TEC 3.9 rule compiler
encounters any of the deprecated items, a warning message is issued. These are the deprecated items:
= Multiple Class Inheritance Event classes can no longer inherit from more than one superclass. Single class inheritance is not
deprecated.
= Using an event class name as an attribute type Base data types no longer include event class names. Valid base data types are
now enumerated types: INT32, INTEGER, REAL, and STRING.

Changes to the first_instance and all_instances predicates

Thefirst_instance and the all_instances rule language predicates now validate that each attribute referenced in an attribute filter has
been defined in one of the classes listed in the classfilter. That is, to filter on an attribute, the attribute must be defined in the class that
causes the rule to run or in a Super Class that the class inherits from. For example, if the attribute disk is not defined in the event class
Logdfile_Barac, the following use of the first_instance predicateis not valid:

first_instance(event: _dup_event of class 'Logfile Base’ where [ disk: equals '"c:’ ] )

Attribute filters in rules are checked to ensure that the type complexity (SINGLE or LIST_OF) of the attribute in the filter is the same
asthefilter value. For example, the following rule results in a compilation error if the attribute msg is defined asa SINGLE
complexity, whilethe valueisa LIST_OF complexity.

rule: single eq_list: ( event: _event of class _class where [ nsg: equals ['one’, "two',
"three'] ]

action: ( drop_received_event ) ).

Differences in predicate behavior from past releases

Inversion 3.6.x of the TEC, the all_instances and the first_instance rule language predicates return different results from the event
cache when afree class variableis used in the event filter. The returned result depends on whether or not atime window was
specified. If no time window is given, then only events of leaf-node classes are returned. If atime window is specified, then all events
in the cache are returned, including superclass events. In version 3.7 and later, this behavior changed so that the result does not include
superclass events, regardless of whether or not atime window is specified. However, thisisinconsistent with the way event filters
handle free class variables.

This has been corrected in version 3.7.1 and later of the Tivoli Enterprise Console product. Regardless of whether atime window is
specified, when the all_instances or the first_instance rule language predicates are called with afree class variable in the event filter,
al eventsin the event cache are returned. The following sample code returns al events in the event cache.

all _instances(event: _dup_event of class _dup class where [ status: outside ['CLCSED ] ],
_event - 3600 - 3600

The behavior has also changed in these two predicates in the case where the event cache is searched for a superclass. In the following
rule, version 3.6.2 of the Tivoli Enterprise Console product returns child class events of NT_Base and events of classNT_Base (a
superclass).

all _instances(event: _dup_event of class 'NT_Base' where [ status: outside ['CLOSED ] ],
_event - 3600 - 3600

However, if the timewindow _event - 3600 - 3600 is not specified, then only events of leaf-node classes are returned. This has been

changed to return only events of leaf-node classes specified in the event filter, regardless of whether atime window has been
specified.

Defect solutions included with this fix pack
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I'Y 64639

Symptom: When the State Correlation Engine (SCE) terminates, hangs, or becomes unavailable for whatever reason during operation
of the tec_gateway process, the TEC Gateway can no longer send events.

Resolution: A notification event is now sent indicating the SCE is no longer available. The gateway will continue to receive and send
events, but will no longer send eventsto the SCE but will instead send them directly to the TEC Server. See 1Y64639 in the
Documentation Updates section for further information.

I'Y 64697

Symptom: The TEC Server hangs at startup if there are many events in the queued state (for example 20,000 events), and events are
being posted to the TEC Gateway via adapters/wpostzmsg while the server is starting.

Resolution: The event server starts successfully, and the queued events are processed.

1'Y65130
Symptom: Thetec task process can end abnormally when the exec_program() predicate is called.
Resolution: A memory overwrite error has been resolved in the tec_task process.

I'Y 65201
Symptom: When using the create_event_sequence predicate, the 'clears statement conditions are ignored.
Resolution: These conditions are now checked and completed.

1Y 65276

Symptom: When copying arule base to another rule base, any imported data files are not copied.

Resolution: Imported data files are now copied if the rule base targets are copied. See the Documentation Updates section for further
information.

I'Y 66246

Symptom: If the configuration file as denoted in re_send_event_conf(_conf,_event) does not exist, tec_rule CPU usage climbsto
100%. This occurs after alarge number of callsto re send event conf over an extended period of time.

Resolution: An error message is now sent to thetec rule tracefile if the configuration file does not exist, and afailureis returned
before the event is processed by the EIF.

I'Y 66429

Symptom: When re_send_event_conf() is called, a server path entry is added to the server_path attribute list. There are no checksin
place to make sure the list doesn't grow beyond usable lengthsif the event is continually resent.

Resolution: The attribute list is checked to ensure the length does not exceed a usable limit of EventMaxSize which by default is 4096
bytes.

I'Y 66689

Symptom: When upgrading an event database from 3.7.1 to 3.9, with Tivoli Decision Support (TDS) for Event Management installed,
the upgrade may fail due to the existence of a TDS trigger.

Resolution: Using the supplied SQL scripts, the database upgrade can be completed successfully. Seethe Documentation Updates
section for further information.

1Y67193

Symptom: The IBM Tivoli Enterprise Console Version 3.9 Adapters Guide needs clarification regarding the NumEventsToCatchUp
configuration option. Specifically, concerning under what circumstances will an event that has already been processed be re-read by
the adapter.

Resolution: The configuration parameters have been updated in the Adapters Guide. See the Documentation Updates section for
further information.

I'Y 66801
Symptom: (w)chkelass command returns different results than the wrb baroc parser.
Resolution: The results from the (w)chkclass command are identical to the wrb baroc parser.

I'Y 66867

Symptom: Closing alarge number of events (for example 500 or more) that are not in the event cache can result in the status slot for
one or more of the events being set to 16 or another value not defined by the STATUS enumeration in root.baroc.

Resolution: Invalid status values are no longer assigned or stored in the event database.

1'Y66875
Symptom: The line immediately above the adapter entry in the re.shutdown file is deleted.
Resolution: Thislineisno longer deleted.
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I'Y 66997

Symptom: The Start_Maintenance task fails on HPUX with the errors "expr: An integer value was expected” and "expr: Syntax error"
Resolution: The Start_Maintenance task now runs on HPUX without error. See 1Y 66997 in the Installation and Configuration
section for information about updating the task library for this problem.

IY67023
Symptom: The tec_server can have an oserv failure during shutdown
Resolution: Thetec server shuts down correctly.

I'Y67078
Symptom: Unable to set host in maintenance mode after reloading the rule base using the wrb -loadrb -use command.

Resolution: The User will need to run $BINDIR/TME/TEC/wrbupgrade -n <rule base name> to update the designated rule bases
load_templates file. There is no real need to update the rule set files.

1Y67231

Symptom: Failureto initialize state based correlation for the Windows event logfile adapter can lead to an application fault. The fault
occursin the msvert.dll wscanf() function.

Resolution: An appropriate error message is now displayed if the adapter is not initialized correctly.

1Y67272
Symptom: Database errors may be seen if an internal event calls an exec * function and theinternal event is dropped.
Resolution: A ‘“WNG’ message is now logged in the trace file, indicating the event was dropped before the task was executed.

1Y67330

Symptom: wsetemsg does not set the Administrator attribute (slot) when used to update an event's status. Thisis inconsistent with the
behavior of the TEC Console, which always sets the administrator slot when changing the status of an event.

Resolution: The administrator attribute is now set correctly by wsetemsg.

I'Y67395

Symptom: Editing arule using the GUI Rule Builder generates an oserv error on Linux-ix86 which prevents the Rule Edit GUI from
being displayed.

Resolution: The Rule Edit GUI is displayed.

1Y 67422

Symptom: The report generated by the print_event_activity call does not display event activity.

Resolution: Using the update_event_activity call to record event activity was not documented within the event activity calls. The
needed information has been added to the Rule Developer’s Guide. See the Documentation Updates section for further information.

IY67714

Symptom: The option for adding a unique adapter identifier for wsetaddflt, wsetac and waddac does not work for customized default
adapter types.

Resolution: The unique identifier can now be added with these commands.

I'Y67883

Symptom: When FQDomain is set to "Y ES" for the windows logfile adapter, the logfile adapter process can leave process and thread
HANDLE resources open and can eventually exhaust systems capacity for total number of handles. Thiswill happen if normal
hostname resolution via DNS api calls fails in which case the adapter will fall back to executing an nslookup via a spawned command.
Resolution: The spawning of the nslookup command using the CreateProcess() API leaves open 2 process handles which it isthe
callersresponsibility to clean up. We were not cleaning up those handle resources prior to thisfix. With thisfix, if we do resort to
using nslookup for FQDomain resolution, we will now remove the handle resources when we are finished and no longer need them.

1Y 68034

Symptom: The TEC Web Console is slowed when the WebSphere server cannot resolve the hostname of the browser client.
Resolution: Use aWeb Server plug-in rather than the internal WebSphere HTTP transport to access the TEC Web Console. Seethe
Documentation Updates section for further information.

I'Y 68094

Symptom: The AS400 Message adapter does not pick up events after the message queue is deleted. The adapter sends awarning that
the message queue has been deleted, but does not retrieve new messages when the queue is re-created.

Resolution: New messages are now displayed after the notification that the message queue has been deleted.

I'Y 68248
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Symptom: ACF distribution does not always distribute the appropriate adapter/gateway files even though no apparent errors are
logged or displayed.

Resolution: In the event an ACF profile distribution does not complete successfully, an error will now be displayed and logged in the
Icfd.log file. The tracing information has also been improved using a higher level of trace that will yield more detailed error
information in the Icfd.log file.

I'Y 68263

Symptom: The IBM Tivoli Enterprise Console Version 3.9 Rule Developer's Guide lists incorrect information about starting the
Prolog interpreter.

Resolution: The steps listed on page 443 of the Rule Devel oper's Guide have been updated to inform the user to start the interpreter
from the $BIM_PROLOG_DIR/bin directory. Starting the interpreter from another directory, regardless of the SPATH configuration,
canresult in an error. See the Documentation Updates section for further information.

I'Y 68620

Symptom: wconsole -Isconsol eup displays duplicate entries for each event viewer opened by a TEC Java Console. Only one line per
Java Console should be displayed.

Resolution: The correct number of entries are now displayed.

I'Y 68651

Symptom: The commit_set predicate does not function correctly in arule action.

Resolution: The regular expression parsing has been corrected, thus allowing the commit_set predicate to function appropriately as
documented in the IBM Tivoli Enterprise Console Rule Devel oper’s Guide.

I'Y68767
Symptom: When entering Configuration Information in the TEC 3.9 Installation wizard for the Web Console, if the oserv is down on
any of the Managed Nodesin the TMR region, the following error will appear even if a connection to the TMR server can be
established:
"The connection to the Tivoli server failed. To verify the information that you
entered, click CANCEL. O herwise, click OK to proceed using the specified
i nformation."

If OK isclicked, the Web Console will install, but the list of managed nodes that comes up after clicking OK has a potential problem.
The only managed node listed is the one corresponding to the TMR Server. If the Ul Server is on a managed node that is not the TMR
Server the Web Console will be installed but will not allow the user to log in.

Resolution: The error message is no longer displayed, and alist of managed nodes is presented correctly.

IY68778

Symptom: When using the forward_event action to send events from one TEC Server to another, the ConnectionMode conf file
keyword isignored. The conf file used with the forward_event action istec_forward.conf. The connection mode used is always
connection_less. Thisis most easily seen by using the netstat -a command, where a separate connection for each event that was
forwarded is displayed.

Resolution: The ConnectionMode configuration parameter is now used, and the correct results can be seen when issuing the netstat -
a command.

I'Y68970

Symptom: The IBM Tivoli Enterprise Console Version 3.9 Rule Developer's Guide does not show the proper way to use the sprintf()
predicate when more than one _valueislisted.

Resolution: In order to use more than one _value in the sprintf() predicate, enclose the comma-separated list within square brackets
(D). An example has been provided illustrating the correct usage of the sprintf() predicate where more than one _valueislisted. See
the IBM Tivoli Enterprise Console Version 3.9 Rule Developer's Guide section of the Documentation Updates for further
information.

1'Y69101
Symptom: Compiling a Rule Base with DBCS strings in an exec_task or exec_program predicate can fail with the following Java
exception:
j ava. | ang. Arrayl ndexQut Of BoundsExcepti on:
at com oroinc.text.regex. Perl 5Mat cher. repeat
Resolution: Thisis caused by a problem with athird party regular expression library and cannot be fixed at this time. Please see the
Known Problems, Limitations, and Workarounds section for aworkaround.

I'Y 69047
Symptom: A short refresh time such as 1 second in the Event Groups View or Event Viewer List in the console causes increased
utilization of the CPU on the database server where the TEC database is installed.
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Resolution: The IBM Tivoli Enterprise Console Version 3.9 User’s Guide has been updated with a detailed explanation of the factors
which affect CPU utilization on the database server when Event Consoles are used. See the Documentation Updates section for
further information.

I'Y 69520

Symptom: The EIF SDK does not compile with GLIBC version 2.3.x on the Red Hat Enterprise Linux 3 operating system.

Resolution: The Red Hat compat-glibc package must be used to compile with the older GLIBC libraries, or use the updated object file,
ctype eif_23x.0, included with thisfix pack. See the Fix Pack Notes section for more information about using either option.

I'Y 69537
Symptom: Some logfile adapter messages displayed in double-byte character sets appear malformed or unreadable.
Resolution: The UTF-8 conversion code in the adapter has been updated, and the message text is now displayed correctly.

I'Y 69665

Symptom: The error handling for the 'wtdbspace runstats' command does not behave as expected.

Resolution: The wtdbspace command has been updated to display any error messages that are returned by the unlink call and reset the
error handling variables before making the next system call. Additionally, the temporary file names are now generated using the
process ID instead of atime stamp.

1'Y69720

Symptom: After the 12th day of each month the TEC Console receives an 'RDBM S cannot be reached' error when the user attempts to
Acknowledge or Close an event. This occursin an environment where the database server is Microsoft SQL Server (version does not
matter), the locale of the TEC Server and database server is French and the RIM user is configured in Microsoft SQL Server to use
French as the default language.

Resolution: The Console now uses the ODBC standard time format, allowing for correct queries to the database regardless of the
system locale.

1Y 69755

Symptom: Thetec_disp_clt_lock timeout configuration parameter is not documented in IBM Tivoli Enterprise Console Version 3.9
Command and Task Reference documentation.

Resolution: The documentation in the IBM Tivoli Enterprise Console Version 3.9 Command and Task Reference manual bas been
updated to include this configuration parameter. See the Documentation Updates section for further information.

I'Y70219

Symptom: When performing Task Execution on an event in the TEC 3.9 Java Console, any trailing spaces contained in an event slot
value are stripped off when the dlots are passed to the task.

Resolution: The trailing white space characters are correctly preserved in the event attribute.

1'Y 70288
Symptom: tec_rule removes &, % and ! from attribute strings
Resolution: The characters &, % and ! are no longer removed from the attribute strings.

1Y 70481

Symptom: If an operator of the TEC Web Console isa TME Administrator whose name contains a blank, the administrator slot of an
event does not get updated when the operator closes or acknowledges the event.

Resolution: The administrator attribute is now correctly updated.

I'Y 70908

Symptom: Application of 3.9.0-TEC-FPO3 ACF component causes ACP distributionsto fail with timeout errorsif the profiles after
actions (see "Actions' pane for adapter profile configuration) have additional after actions added to the default after actions. The
timeout is due to the acpep process, which runs on the endpoint, failing as a result of the added after actions.

Resolution: Additional trace added for a prior fix led to abuffer overflow when formatting the after actions for printing to trace. The
buffer, which was sufficient for the default after actions, did not correctly allocate enough space for additional after actionsitems.
Buffer allocation for tracing has been corrected to allocate required space.

1Y71136

Symptom: Event filtering documentation is not clear regarding class hierarchy.

Resolution: Filter:Class= statements must list every class and not just parent classes. See the Documentation Updates section for
further information.

1Y71145
Symptom: On HPUX 11, postemsg -S <hostname> <CLASS> <SOURCE> caches the event though nslookup resolves the host to
an |P address.
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Resolution: See the Known Problems, Limitations, and Workarounds section for available solutions.

'Y 71318

Symptom: TEC 3.9 EIF receiver function requires "BufferEvents=NO".

Resolution: SeetheIY71318 in the Tivoli Event Integration Reference Version 3.9 in the Documentation Updates Section for more
configuration information for this parameter and its usage.

1Y 71489
Symptom: The global preferencesfor all TEC operators are reset to the default values if the preferences were last modified by a TEC
3.9 Fix Pack 1, 2, or 3 console when connecting to a 3.9 Fix Pack 3 Ul Server with any of the following consoles:

TEC 3.7.1 Fix Pack 4, 5, or 6

TEC 3.8 Fix Pack 1 or 2

TEC3.9RTM
This occurs regardless of whether or not version checking is enabled on the Ul Server.
Resolution: Global preferences set by a Fix Pack 4 console will not be reset to the default values, provided the special installation
instructions for the APAR are followed. Please see the important note in the Fix Pack Notes section for more information about this
issue as well asrestricting the use of different versions of the console with the Ul server.

1Y 71659

Symptom: The format specifier %s* will match leading white spaces when the specifier immediately follows a constant or literal
value.

Resolution: Thisisalimitation of the %s* format specifier, and is documented in the Known Problems, Limitations, and
Workarounds section of this Readmefile.

1Y 71669
Symptom: Whenthet ec_ui _server_conn_keepal i ve_i nt erval optionisenabled onthe TEC Ul Server, and the Ul
Server Managed Node is TMF version 3.7.1, any console that connects to the Ul Server will display ablank gray screen. The
following exception will appear in the console command window/shell:

comtivoli.framework. runtime. ExObj Adapter mnor code: 17 completed: No
Resolution: When the Managed Node is TMF version 3.7.1, thet ec_ui _server _conn_keepal i ve option will be disabled.
This option is now only available when used with TMF version 4.1 or later.

1Y 71967
Symptom: The TEC event server and logfile adapter does not function on the Solaris 10 operating system.
Resolution: The event server and underlying adapter libraries have been updated to operate on the Solaris 10 operating system.

1Y 72257

Symptom: The description of theexec_t ask_I| ocal () predicate in the IBM Tivoli Enterprise Console Rule Developer’s Guide,
Version 3.9, isincorrect.

Resolution: The file_name argument should be changed to task_name and the description should state it can be run on Managed Nodes
and Endpoints. See the Documentation Updates section for more information.

1Y 72345

Symptom: When stopping/starting the Unix logfile adapters, the wrong lock files could be removed.

Resolution: When shutting down, the logfile adapter checks to make sure the lock files it removes have not been created by a newly
started adapter.

1Y 72347

Symptom: When a machine is rebooted the Unix logfile adapter does not start but the /etc/syslog.conf fileis properly updated. When
init.tecad_logfile calls update_conf to add the appropriate lines to /etc/syslog.conf, the value returned in $?is 1.

Resolution: The adapter startup logic has been corrected and no longer exhibits this behavior.

1Y 72353

Symptom: If the ACP defaults are deleted for a TEC adapter prior to the fix pack installation, the ACF fix pack component
installation does not recreate the ACP Defaults for that adapter type. In this situation the TME Administrator cannot create an ACP
profile entry for that adapter type.

Resolution: If the ACP default values are not available, they are automatically generated.

1Y 72403

Problem: The logfile adapter on Solariswill shutdown if CTRL-C is entered in the same terminal that started the adapter.

Resolution: This problem has been documented as a known problem in the IBM Tivoli Enterprise Console Release Notes Ver. 3.9. See
the Documentation Updates (Release Notes) section for more details.
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1Y 72477

Symptom: An event with a STRING slot containing a left bracket ([ ) will not be loaded into the rules cache during an event server
restart.

Resolution: The event will be properly loaded into the rules cache.

1Y 72489

Symptom: On Windows 2003 Server, the Enhanced Windows Adapter generates greater than 500 kilobytes of 1/O activity every time
it polls for events, even if there are no events available to be processed.

Resolution: If no new events were available in the log since the previous poll, the adapter was unnecessarily overwriting the event ID
and timestamp in the registry with identical values from the previous poll interval. The behavior was changed so that the timestamp is
calculated and the registry values are written only if anew event has been processed from the event log during the current poll.

1Y 72491

Symptom: The IBM Tivoli Enterprise Console Rule Developer’s Guide, Version 3.9, incorrectly shows examples of thef open()
andf cl ose() predicatesin separate actions.

Resolution: Thef open() andf cl ose() predicates should beincluded inthesameact i on in order to keepthe fp variable
within scope. See the Documentation Updates section for more information.

1Y 72690

Symptom: The TEC Windows Adapter cannot send events after areboot if the cachefileis corrupt.

Resolution: The adapter will create abackup of the corrupt cache file, called <cache file_ name>.corrupt, and then create a new cache
filetouse. SeealsolY74177.

1Y 72851

Symptom: Defining a user defined predicate with the same name as an existing built-in predicate causes the tec_server processto fail
upon startup.

Resolution: The IBM Tivoli Enterprise Console Rule Developer's Guide - Appendix A has been updated to mention this problem. See
I'Y 72851 in the Documentation Updates section for details.

1Y 72862
Symptom: On Solaris, "init.tecad_logfile stop <adapter ID>" fails to stop the named adapter under the following conditions:
1) Thelock file for the named adapter has been deleted
and
2) "bin/tecad_logfile -n -c STECADHOME" is greater than 80 characters in length once STECADHOME is expanded for the
named adapter.
Resolution: The “init.tecad_logfile stop <ID>" command now stops the specified adapter when the length of the “bin/tecad_logfile —
n—c $STECADHOME" is greater than 80 characters.

1Y 72983
Symptom: Modifying an event with "re_mark_as modified" in a change rule does not update the event in the database.
Resolution: Events modified with "re_mark_as modified" in a change rule will be updated in the database.

1Y 73012
Symptom: The TEC Web Console displays the following messages as garbled text if the locale of the WebSphere Server and the
locale of the TEC Server differ:
ECO 0001: 0084 - The Tivoli Enterprise Console Server is running.
ECO 0001: 0059 - The Tivoli Enterprise Console Server is not currently running.
ECO 0001: 0322 - The Tivoli Enterprise Console Server is initializing .
Resolution: Updated messages have been provided for the supported NL S languages and now display correctly.

1Y 73092

Symptom: The wtdbspace command fails if the SBINDIR/TME/TEC/sql/db2_runstats script generates any DB2 warning message.
Resolution: The wtdbspace command has been updated to correctly differentiate between DB2 error and warning messages and will
now only fail on error messages.

1Y 73291

Symptom: The Java EIF sendEvent API drops events containing the double quote character “” in the message slot.

Resolution: Slot values containing embedded double quote characters and other specia characters must be enclosed with either single
or double quotes and the embedded double quotes must be properly escaped. See the Documentation Updates section (Tivoli Event
Integration Facility Reference version 3.9) for more information.

1Y 73386
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Symptom: When creating a new Filter in the ACP Configuration panel, if one of the slot names being filtered startswith ‘A’ or 'B', the
Filter will be saved in an invalid format which adapters will ignore at runtime.

Resolution: Filters created in the ACP configuration panel beginning with the letters ‘A’ or ‘B’ are now correctly saved and events
are correctly filtered. NOTE: There was never a problem with slot names beginning with ‘C’ through ‘Z’.

1Y 73563

Symptom: Event extended attributes that do not have a value are not inserted into the event database. These extended attributes can
not be viewed from the Event Console.

Resolution: Documented a method to set extended attributes to a default value. See the Documentation Updates section for more
information.

1Y 73643

Symptom: When installing the Java Console on a managed node, the installation can generate an error due to the incorrect revision
level of the TEC_JCONSOLE object.

Resolution: The steps required to resolve this problem can be found in the Known Limitations and Workarounds section of this
document.

1Y 73727
Symptom: Failure of the ACF after script during fix pack installation stops the installation of ACF.
Resolution: ACF will not fail if errorsin the script are not critical to the installation.

1Y 74177

Symptom: If the cache file of the logfile adapter is corrupted the adapter can no longer send events after being restarted.

Resolution: The adapter will create a backup of the corrupt cachefile, called <cache file_name>.corrupt, then create a new cachefile
to use.

1Y 74244

Symptom: The wtdumprl command can print events improperly and in an inconsistent format when large events are in the Reception
Log.

Resolution: The wtdumprl command output is displayed correctly when the reception log contains large events.

1Y 74316

Symptom: Send_Email task, when run from Windows, does not specify the To: entry. This can result in "undisclosed recipients’
listed instead of avalid address.

Resolution: The Send_Email task has been modified to set the To: entry properly. See1Y74316 in the Installation and
Configuration section for information about updating the task library for this problem.

1Y 74576

Symptom: When anew event is created in an event log that the Windows adapter is monitoring, the adapter generates approximately
500K of 1/0 activity per call to ReadEventL og, regardless of any updates to the event log.

Resolution: The Windows adapter has been updated to use only the necessary amount of 1/0 activity to read the event log data, and
does not generate extraneous /O activity.

1Y 74640

Symptom: The documentation surrounding the upgrading of the Web console component is not accurate with regard to uninstalling
the current Web console components.

Resolution: The Installation Instructions (Upgrading the Web console using the Install Assistant) in the fix pack readmefile
have been updated to show the steps needed to upgrade the Web console using the Install Assistant.

1Y 74714

Symptom: The event server may continue to run when the event database is shutdown.

Resolution: A new configuration parameter, tec_server_dbfail_shutdown, has been created. Setting thisto 'Y ES instructs the server
to shutdown when it fails to connect to the database. See the Documentation Updates section for afull description of the parameter.

1Y 74616

Symptom: User facts and predicates are not created using the user_predicates procedure.

Resolution: Thisonly occurs on Windows environments with new TMF 4.1.1 installations. New instructions have been added to the
user_predicate and compile predicate documentation. See 1Y74616 in the Documentation Updates section for more information.

1Y 74861
Symptom: The rc.shutdown file entries created during an ACP distribution/installation of the SNMP adapter on the Al1X operating
system are not deleted when the adapter is removed via subsequent ACP distribution.
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Resolution: The appropriate entries in the rc.shutdown file are now removed when an adapter is removed by a subsequent ACP
distribution.

1Y 74964
Symptom: If aRIM error occurs while the console is attempting to save the operator's preferences, no error message is displayed.
Resolution: An error message will now be displayed in a pop-up message box.

I'Y 75038

Symptom: After changing the root_user widmap entry for w32-ix86, the server no longer automatically starts when the oserv is
restarted, but it does start with wstartesvr.

Resolution: This problem has been documented as a known problem in the IBM Tivoli Enterprise Console Release Notes Ver. 3.9.
See the Documentation Updates (Release Notes) section for more details.

I'Y 75056

Symptom: The State Correlation Engine drops events that have duplicate attributes defined.

Resolution: The SCE now accept events with duplicate attributes keeping the last value that is provided for an attribute. Thisisalso
how the legacy event server handles duplicate attributes. NOTE: Events should not be sent with duplicate attributes. It is an improper
format and because duplicates are dropped dataislost. Seethe Documentation Updates section for more information.

1Y 75245
Symptom: The UNIX logfile adapter can fail to initialize if the /etc/syslog.conf file does not exist.
Resolution: When the adapter isinitiated with the -s option, it will start when /etc/syslog.conf does not exist.

I'Y 78866

Symptom: On Solaris 8 or later, TEC server processes and/or client commands may core dump if nscd or /etc/hosts not properly
configured due to TMF issue (APAR 1Y 38638).

Resolution: This problem has been documented as a known issue in the IBM Tivoli Enterprise Console Release Notes Ver. 3.9. See
1'Y 78866 in the Documentation Updates (Release Notes) section for more details.

I'Y 79980

Symptom: When TEC isinstalled with framework 4.1.1, the GUI rule builder may get an oserv general failure error
"FRWOGO0003E" if patch 4.1.1-TMF-0003 is not installed.

Resolution: Added patch 4.1.1-TMF-0003 to the recommended patches table on page 17 of the Fix Pack 4 Readmefile. See the
following link for more information on the 4.1.1-TMF-0003 patch: http://www-1.ibm.com/support/docview.wssuid=swg21158648

164889
Symptom: The AS/400 adapter needs its version updated since it still shows V3R6MO0 when customers check the version.
Resolution: The version has been updated to reflect the current TEC version. For thisreleaseit is V3RIMO.

165694

Symptom: When the TEC database contains an empty/null event i.e. an event with all 0 or null values, a NullPointerException is
raised in the TEC Console Event Viewer if the user clicks on any of the show/hide severity toggle buttons. Due to the exception, the
show/hide severity action does not get applied to the eventsin the Event Viewer table.

Resolution: No exception israised in the command window/shell window of the TEC Console. The show/hide severity actionis
applied to the eventsin the Event Viewer table, and the events are filtered as expected based on which severity was toggled.

165770

Symptom: wtdbspace fails with SQL30082N error from a DB2 client with the following error message:
SQL30082N Attenpt to establish connection failed with security reason "17"
(" UNSUPPORTED FUNCTI ON'). SQLSTATE=08001

Resolution: wtdbspace will now recognize this error and prompt for the DB2 user's password.

174886

Symptom: The rules compiler allows class names longer than the maximum of 64 bytes.

Resolution: Due to limitations with the database schema, class names must be no more than 64 bytesin length. The IBM Tivoli
Enterprise Console Version 3.9 Rule Developer’ s Guide has been updated to reflect this. Thisinformation can also be found in the
Documentation Updates section, under defect number 174886.

175948

Symptom: The Java EIF receiver consumes an excessive amount of CPU time when the receiver listens on only one server
address/port and isidle, i.e. a connection is established to the receiver but no events are being sent over the connection.
Resolution: Used a different function in order to determine whether data is available to be read on the connection. If no datais
available, the program returns immediately from that connection without creating a CPU expensive | OException.
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178762

Symptom: After installation of Windows Server 2003 Service Pack 1 (SP1), a"general oserv failure" error may occur when installing
patches and/or products through the Tivoli Management Framework (Desktop or CL1).

Resolution: Modifying configuration options within Windows will alow the correct installation of products and/or patches through the
TMF. Seethe Fix Pack Notes section for more information.

179425

Symptom: Server failover does not work when multiple servers are specified in the ServerL ocation setting when using anon-TME
adapter.

Resolution: Fixed the code to honor multiple servers and to correctly send events to the failover serversif the primary server (the first
one listed in the ServerL ocation parameter) is not responding.

180040

Symptom: The /etc/rc.d/init.d/tec_gwr script becomes corrupted after the gateway is deleted viaan ACP profile. Subsequent
distribution appends to the corrupted "origina" rc file and will then fail to start tec_gwr on reboot.

Resolution: Thefileis deleted completely as it should be when a deleteis done.

180227
Symptom: MR0622053044: Request for logging of logfile byte position in adapter tracing
Resolution: The Logfile Adapter will now log trace information showing the byte location within alogfile that it isreading. Thistrace
will be logged to the UTILS module with a LOW severity, as set through the tecad_logfile.err file. An example trace when reading a
new line from the file /var/adm/proc5.log would be:

/var/fadm/proc5.log: Last byte read=638

/var/fadm/proc5.log: Read 48, last byte read=686

Defect solutions included as of 3.9.0-TEC-FP03

1'Y54436
Symptom: When two Java Console Operators modify event group filters at the same time, only one will saved.
Resolution: Datais now protected so multiple changes can be made at once.

1Y56782

Symptom: When the oserv shuts down, the Console continues running and appears to perform work, though it is not connected to the
TEC server.

Resolution: When the oserv shuts down, adialog is provided to either shutdown the Console or disableit.

1Y56816

Symptom: Java and Web Consoles format slots differently when events are passed to CGlI scripts or tasks.

Resolution: Format differences have been resolved. The slots date reception, cause date reception, last modified time are printed
out as numeric values. The severity slot is printed in string format instead of numeric value (e.g. HARMLESS instead of 20). The
cause_date reception slot isaways fully spelled out instead of the cause_date receptn abbreviation. Newlines and trailing spaces are
properly printed.

IY57076
Symptom: Opening the Configuration View in the Java Console can take along time when many Operators are defined.
Resolution: Performance has been improved when opening this view.

IY57527
Symptom: Netware adapter doesn't work with Netware 6.5
Resolution: Netware adapter now works with Netware 6.5

1Y57643

Symptom: The tecad_logfile.fmt file supplied for linux-86 is not compliant with Red Hat 2.1/3.0.

Resolution: The default logfile format file was changed for linux-ix86 to reflect changesin Red Hat 2.1/3.0 message entries. To pick
up these changes, you need to redistribute the tecad_logfile.cds file.

1'Y57986
Symptom: Need to document Parametersin the .tec_config file.
Resolution: See the Documentation Updates section for a description of the parameters.
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1Y58134
Symptom: Windows adapter has delays when sending large amounts of events from a LogSourcesfile.
Resolution: No delay when there are pending events to send.

1'Y 58245

Symptom: wdbmaint.sh fails against Oracle with "specified index does not exist".

Resolution: When an event server is upgraded from ITEC 3.8 (pre-FP02) to ITEC 3.9 and the event database is configured to use an
Oracle database server, the following command must be executed in order to use the wdbmaint.sh utility:
$SBINDIR/TME/TEC/sql/ora_idx_upgrade.sh

This command updates the database with three missing indexes (introduced in 3.8.0-TEC-FP02) required to reorgani ze the database
viathe wdbmaint.sh utility.

1Y58277
Symptom: The UNIX Logfile Adapter shuts down after running "kill -HUP" when LogSources points to a non-existent directory.
Resolution: After issuing "kill -HUP" the adapter does not shutdown.

1'Y58303

Symptom: The Non-TME lodfile adapter parses differently on 3.8.0-TEC-FPO1 than it does on 3.9.0-TEC-FPO1

Resolution: Documentation has been updated to reflect the reason for the different behaviors. See 1Y58303 in the Adapters Guide
section of the Documentation Updates.

1'Y58867
Symptom: The UNIX Logfile Adapter shuts down on HPUX 11 after running "kill -HUP".
Resolution: After issuing "kill -HUP" the adapter does not shutdown.

I'Y 58868
Symptom: Not allowed to configure task timeout from Java or Web Console.
Resolution: When running a task from the Console, afield is now available to specify the timeout period.

1'Y58910

Symptom: The SNMP Adapter loses events during a burst of traps.

Resolution: Trap bursts are handled better. Because of the nature of UDP, packet delivery is not guaranteed so packet loss is still
possible under extreme |oads.

1'Y58937
Symptom: When alink_effect_to _cause predicate is issued and the cause event is no longer in the rules cache, tec_rule crasheswith a
211 SIGSEGV.
Resolution: tec_rule no longer crasheswhen thisisdone. After installing the fix pack, the TEC_TEMPLATES directory for your Rule
Base must be updated for this change to take effect. To do this, run the following:

/etc/Tivoli/bin/per] SBINDIR/TME/TEC/upg_templates.pl <rule base path> 1

1'Y58951

Symptom: The TEC WEP has atrandlation error for French. The string "closed in 15 to 30 minutes' isimproperly transated to "Ferm
entre 15 30 heures'

Resolution: French text is properly translated.

1'Y59229
Symptom: tec_dispatch crashes when modifying an event in anon-C locale
Resolution: tec_dispatch no longer crashes under these circumstances

1'Y59230
Symptom: When a Task run from the Java Console fails due to a TMF error, the Console does not display the reason for the failure.
Resolution: Java Console provides a better error message.

1'Y 59625

Symptom: Issuing wsighup against a running Windows Adapter service fails with "The service <servicename> is not correctly
running".

Resolution: wsighup works as expected.

1Y59743
Symptom: There_create and re_* _match predicates fail on Linux.
Resolution: These predicates now work on Linux.
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1'Y59888

Symptom: In WEP, EC2 _c05 s030 src_transform fails when the message column in stage_evt_msg contains a string longer than 254
characters.

Resolution: EC2_c05 s030_src_transform does not fail under this condition.

1'Y59889

Symptom: In WEP, EC2 _c05_s030_src_transform fails with an "Error in assignment" error when datais inserted into the wrong
column.

Resolution: EC2_c05 s030_src_transform does not fail under this condition.

1'Y59907
Symptom: Logfile Adapter shutdown updates syslog.conf even when "-s" is specified.
Resolution: Shutting down the Logfile Adapter no longer updates syslog.conf when "-s" is specified.

1Y59911

Symptom: There is no documentation for the SNMP Adapter CDS file keywords PRINTF, SUBSTR, IPNAME, IPADDR, and
FONAME.

Resolution: An update to the IBM Tivoli Enterprise Console Version 3.9 Adapters Guide has been provided explaining the keywords.
The documentation includes examples. Seethe Documentation Updates section below.

1'Y59925

Symptom: Automated Tasks on the Java Console do not execute on Endpoints when the TEC 3.9 Language Pack is installed and the
locale of the Consoleis not English.

Resolution: Automated Tasks now run under these conditions.

I'Y 60354
Symptom: ACF and tec_gateway do not honor SPBDT settings on Linux Managed Nodes.
Resolution: ACF and tec_gateway now follow SPBDT settings.

I'Y 60459

Symptom: When arule in the State Correlation Engine modifies and then forwards an event, the event is not removed from the
persistence store.

Resolution: The event is now removed from the persistence store.

1Y 60461

Symptom: The State Correlation Engine enters suspend mode before the maximum file size for the persistence files has been reached.
Resolution: With persistence enabled, the State Correlation Engine only enters suspend mode when the maximum file size has been
reached.

I'Y 60587

Symptom: tec_gateway distribution fails to a Windows Managed Node when the Administrator account does not exist.

Resolution: If you have renamed your Administrator account on a Windows Managed Node, you must properly set the USER of the
profile before distributing atec_gateway ACF profile. The USER field is set under the "Genera" tab in the profile entry.

Y ou can set this to the name of the new Administrator account or "BuiltinNTAdministrator” to have it automatically determine your
Administrator account.

Y ou can also use awidmap entry, such as"$root_user". This alows you to control the user for al profiles from the widmap interface
and use the same profile for distribution to Windows and UNIX nodes. NOTE: After changing the root_user widmap entry for
Windows, restart your Tivoli Desktop on Windows or you will not be able to create or distribute profiles properly.

If you leave USER as 0, it will default to "Administrator”" on Windows nodes.

I'Y60870
Symptom: The drop_duplicate action always fails in ssimple rule created viathe Gui Rule Builder.
Resolution: The drop_duplicate rule works now.

I'Y 60945
Symptom: With full tracing enabled on the Web Console, the user's password is displayed in plain text.
Resolution: The password is no longer displayed in the trace output.

1Y61472
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Symptom: The Logfile Adapter processes old LogSources files as new files, resending all of its events.
Resolution: Events are not resent.

1Y61623

Symptom: With watch_status=YES set when running a program from the Rule Base, insertion into tec_t_task_rep can fail if the
results are larger than 3467 bytes.

Resolution: Insertion works without failure and the results data is truncated to fit into the table.

1Y 61687
Symptom: Logfile and SNMP adapters on Solaris multi-NIC machines may bind to the wrong network interface.
Resolution: The adapters will bind to the interface that can reach the TEC server.

IY61709

Symptom: Upgrading to ITEC 3.9 in an environment with ITM Application for mySAP.com removes the acpep-postemsg dep-sets,
but does not restore them.

Resolution: Seethe Fix Pack Notes section for complete resolution details.

1'Y61758
Symptom: In TEDW, outage events are not recorded for Multiple Customer Support whenthe EC1 ¢10 ETL1 Processisrun.
Resolution: Outage events are recorded.

1Y61762

Symptom: An Automated Task constraint cannot be edited in the Java Console if the attribute is Class and the operator isIN or NOT
IN.

Resolution: Constraints can be edited now.

1Y62178

Symptom: There is no documentation for the EIF toolkit support for zZ/OS that was shipped starting with 3.9.0-TEC-FPO1.
Resolution: Provide z/OS specific documentation including supported zZ/OS releases. See 1Y62178 in the Documentation Updates
section.

I'Y 62200

Symptom: ENUMERATION: Enum with leading zero compiled with out error, but causes TEC server start failure.

Resolution: Integer data types specified in the ENUMERATION are correctly filtered (when preceded by a zero) prior to compile
time, preventing them from being interpreted as an octal. Thus alowing the event server to start normally.

1Y 62261

Symptom: Clicking on an empty summary chart in the HP-UX version of the TEC 3.9 Java Console causes the Console's
javaprocessto exit abnormally.

Resolution: This problem isaresult of abug in the HotSpot Java Virtual Machine. Therefore, a.hotspot_compiler fileis now created
when the console isinitialized to prevent the HotSpot JVM from stopping the consol e process.

1Y 62270
Symptom: The transform step fails when null values exist in events being extracted from the TEC database.
Resolution: The transform step now handles null values correctly.

1Y 62283

Symptom: After importing console definitions from afile, the user of the TEC 3.9 Java Console is allowed to continue using the
Configuration view without restarting the Console first. This can cause database corruption in the console definitions.

Resolution: A message box now appears instructing the user to restart the console in order for the changes to take effect. In addition,
the configuration view and import menu will be disabled until the console is restarted.

I'Y 62405
Symptom: The event server startup and wtdumper command execute slowly because of oserv method calls.
Resolution: The number of internal method calls has been reduced to improve performance.

I'Y 63086

Symptom: A TEC Java console operator defines an automated task and assigns some hosts for the task to run on, but the hosts no
longer appear in the 'Current Hosts' list when the task is reopened for editing.

Resolution: Thelist of ‘Current Hosts' is correctly displayed when an automated task is reopened for editing. If ahost isno longer a
valid TME host, then the name will not be displayed.

1Y 63136
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Symptom: The logfile adapter can sometimes process old LogSource files as new files, resending all its eventsto event server.
Resolution: The adapter correctly processes LogSource files, preventing old events from being resent.

I'Y 63368

Symptom: The wsetemsg command fails with Error "ECO:0001:1444" when used to modify an event whose event handle or server
handle is greater than 1 digit in length.

Resolution: The wsetemsg command correctly updates the specified event, and the aforementioned error does not occur.

I'Y 63407

Symptom: Tivoli Enterprise Console Version 3.8 adapters are not removed after applying a Tivoli Enterprise Console Version 3.9
adapter.

Resolution: An update to the IBM Tivoli Enterprise Console Version 3.9 Adapters Guide has been provided explaining the procedure
for upgrading or removing apreviously installed adapter. See the Documentation Updates section below.

1Y 63436
Symptom: The following error can occur when running the EC2_c05 s020 src_extract.generic ETL with a Sybase 12.0 database:
CDWEXB087E A general SQL error occurred:
SQL_ERROR. 'Execute Src Select' 2004.10.11 13:03: 34. 669
sql State = HY000, nativeErr = 195, errorMg =
MERANT ODBC Sybase driver SQ. Server
"CAST' is not a recognized built-in function nane.
sql State = 42000, nativeErr = 156, errorhMsg =
MERANT ODBC Sybase driver SQ Server
I ncorrect syntax near the keyword ' AND .
Resolution: The ETL script now executes successfully without generating the error displayed above.

I'Y 63455

Symptom: When modifying the value of a message slot from anormal length (<255) to along length, the long message value is
truncated and placed in the regular msg field in the database. If the length of the original valuein the message dot is modified then
the new value is placed is placed in the msg field in the database but the old value is | eft in the long_msg field in the database. This
leads to confusion as to which value is the correct one.

Resolution: The long message is stored in its entirety, and the correct fields in the database are popul ated.

1Y 63547

Symptom: The operator of the Java Console is unable to open the event viewer for an empty event group from the console's summary
chart. When the label of the empty event group is clicked, the event viewer for the next closest non-empty event group appears.
Resolution: The event viewer for the empty event group is now displayed.

I'Y 63581

Symptom: Format matching of %s* followed by %n does not work correctly after applying 3.9.0-TEC-FP02. The problem occurs if
when %s* tries to match O or 1 strings immediately followed by a %n or newline.

Resolution: Format matching correctly matches %s* when followed by %n or newline.

1Y 63643

Symptom: Simple rule fails to compileif the value for watch_status is enclosed in single quotes as specified in the rule builders guide.
Resolution: Rules compile correctly when the watch_status valueis enclosed in single quotes. Additionally, atask event is created
when the watch_statusvalueis set to YES.

1'Y63716
Symptom: The wsetemsg command fails when using Single Port BDT.
Resolution: The wsetemsg command functions correctly when single port BDT in used.

1Y 63859

Symptom: If auser of the TEC Java Console defines an automated task, one of whose event filters uses an operator other than "Equal
To", the user can no longer log in to the TEC Web Console.

Resolution: The user can now log into the Web console after defining an automated task where the event filter uses an operator other
than “Equal To".

I'Y 63863

Symptom: The postzmsg command usage statement shows ‘-p <port>’, but this option is not in documentation nor defined in the
code.

Resolution: Asthe ‘-p <port>" option was not designed into the postzmsg command, the usage statement has been updated, and no
longer displays this option.
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1Y63871
Symptom: Using the wsetemsg command to set the value of a custom slot can return the following error, specifically when executed
from within a script from arule:
Error::EC0O:0001:0272 No matching classes found
Resolution: The wsetemsg command updates the specified event correctly, and the * No matching classes found’ error does not occur.

I'Y 64008

Symptom: The tec_dispatch process can end abnormally with a segmentation fault (SIGSEGV) when arule modifies a slot value with
acontrol character.

Resolution: The rule base will fail to compile and generate an error message indicating the invalid control character.

1Y 64197
Symptom: The wstartmaint.sh script sets an incorrect start time, one day ahead, when the UTC date is aday behind the local date.
Resolution: The wstartmaint.sh script will correctly adjust the start time in the event the UTC date is a day behind the local date.

I'Y 64202
Symptom: Using a non-TME, connection-less configuration, empty events force connections and cache checks.
Resolution: Empty events are now discarded, preventing unnecessary connections and polling of the cache.

I'Y 64209
Symptom: The tec_rule process ends abnormally with SIGSEGV 211 error while processing an event timer with an ID of zero.
Resolution: Event timer ID’ s are now checked, and an ID of zero is not processed.

I'Y 64449

Symptom: The weonsole command incorrectly displays the error message "The RDBMS can not be reached” when a customer has
corrupted the database by using incompatible versions of the TEC Console in the same environment.

Resolution: An error message is now displayed, indicating an incompatible version of TEC.

1Y 64619
Symptom: When the ETL steps EC2 c05 s010_src_pre extract and then EC2_c05 s020 src_extract are executed against an Oracle
database, the following error can occur:
CDWEXB087E A general SQL error occurred: SQL_ERROR: 'Execute Src
Select' 2004.11.03 16:46:02.265 sgl State = HY 000, nativeErr = 932, errorMsg = [MERANT][ODBC Oracle 8 driver][Oracle
8]ORA-00932: inconsistent datatypes: expected NUMBER got LONG.
Resolution: The scripts have been modified to alow the ETL stepsto execute correctly.

I'Y 64670

Symptom: The 3.9 documentation is unclear and it appears that IBM WebSphere Application Server will run on the operating systems
listed in the Supported Platforms table.

Resolution: See the Installation and Configuration section for information regarding the supported platforms for WebSphere
Application Server.

1Y64774

Symptom: Secondary and subsequent distributions of an ACF profile can delete the first line after the adapter entry in
/ete/re.shutdown file on the AIX operating system.

Resolution: The /etc/rc.shutdown file is updated correctly following a secondary (and subsequent) distribution of an ACF profile.

I'Y 64909

Symptom: If the user of the TEC Web Console attempts to run atask using the 'Run on the host that is named in the event' option, and
the hostname is an Endpoint hostname, then the task will fail to run on the Endpoint. The Web Console displays a return code of O.
Resolution: The Web console will now compare the host name listed in the event with the list of available managed nodes and
endpoints. If the host name matches, the task will execute as expected. If the host name cannot be found, an error message will be
displayed indicating the specified host name is not valid.

I'Y 65092

Symptom: Example of is_clearing_event predicate isincorrect in the IBM Tivoli Enterprise Console Version 3.9 Rules Developers
Guide.

Resolution: An update to the IBM Tivoli Enterprise Console Version 3.9 Rule Builders Guide now describes the correct usage. See
the Documentation Updates section.

'Y 65212
Symptom: If event contains an INTEGER TY PE attribute which doesn’t follow an Integer, Octal, or Hexadecimal
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notation will not be parsed correctly on reception.
Resolution: The documentation in the IBM Tivoli Enterprise Console Version 3.9 Rule Developer's Guide - Appendix B BNF
Grammar for Baroc files now describes the accepted integer type notation. See the Documentation Updates section.

1Y 65221

Symptom: When editing roles for event groups in the TEC Java Console Configuration GUI, if the user selects multiple event groups
from the Assign Event Groups panel and changes the roles, only the first selected event group will haveits roles updated. The rest of
the event groups' roles will remain unchanged.

Resolution: The console has been updated to allow multiple event groups to be updated.

I'Y 65280

Symptom: The logfile adapters resend events after atimeout on the send event upcall and the gateway sends duplicated eventsto the
event server.

Resolution: The adapters no longer experience atimeout on the upcall, and duplicate events are no longer sent.

I'Y 65448

Symptom: The 3.9 Java Console with Fix Pack 2 or 3.9.0-TEC-0024LA applied will only list the first 100 operators if more than 100
operators are defined.

Resolution: The console will now display al operators, even when more than 100 have been defined.

1Y 65472

Symptom: The wtecexport command will exit with ajava.lang.OutOfMemory error on UNIX when exporting the entire configuration
of alarge-scale customer environment.

Resolution: The wtecexport command has been modified to minimize memory consumption, and now completes successfully.

1Y 65478
Symptom: When you use wrmadmin to restart an eif component (for example an eif_receiver or an incident sender) multiple times,
the command appears to hang. If you check the msgHRM .log file, you will see a message similar to the following:
<Message |d="HRMAGO092E" Severity="ERROR">
<Time Millis="1092856694986"> 2004.08.18 15:18:14.986-05:00</Time>
<Component></Component>
<LogText><!/[CDATA[HRMAGO092E Caught exception java.lang.OutOfMemoryError.]]></LogText>
<Source FileName="com.tivoli.RiskManager.Agent.rmaT hreadGroup" Method="public void
uncaughtException(Thread, Throwable)"/>
<TrandationInfo Type="JAVA" Catalog="rmagent_msg"
MsgK ey="HRMAGO0092E"><Param><![CDATA[java.lang.OutOfMemoryError]]|></Param></Trand ationl nfo>
<Principal></Principal >
</Message>
Resolution: The wrmadmin command executes correctly, and the component starts successfully.

'Y 65515

Symptom: When running several wsendresp commands consecutively to send different popup messages to an Administrator's
desktop, some messages may be lost and in their place will be duplicates of another message.

Resolution: The correct number of popup message boxes is displayed, each containing the correct message.

I'Y 65520
Symptom: The weonsole —crtoperator command will fail with the error "ECO2071E - X isnot avalid TME administrator” under the
following conditions:
1. Thetotal number of TME administratorsis greater than 1000
2. Thetotal number of TME administratorsis not evenly divisible by 100
3. If you list al the TME administrators in ascending order by creation time, X isa TME administrator that appears after the
last number evenly divisible by 100 on the list. For example, if there are 1150 total TME admins, wconsole will display the
error message if you try to create an Operator for any TME admin past 1100 on thelist. If, on the other hand, you had exactly
1100 TME admins, the error message would not appear if you tried to create an Operator for any of the admins.
Resolution: The new operator is now created successfully, and the above error does not occur.

'Y 65534

Symptom: When creating a Trouble Ticket (modified to use wsendresp) from an event in the TEC Java Console event viewer, the
wsendresp sent from the trouble ticket program will pop up messages for event viewers that are closed in addition to the currently
open event viewers. Only event viewers that are currently open should pop up messages.

Resolution: The popup messages are now sent to open event viewers only.

'Y 65539
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Symptom: For many new incoming events there is a noticeable time delay in extracting events from Log Sources for Polllnterval
values which are greater then the minimum of 1 second. For the scenario described in this APAR for example, it took 5 1/2 minutes to
go through 100 events with PollInterval of 30 seconds.

Resolution: The LogSources events are processed in a more efficient and timely manner.

I'Y 65557

Symptom: A warning in generated when installing an adapter on SUSE Linux, if a"-pre" file exists in the /etc/init.d directory and a
new adapter isinstalled. (For example, /etc/init.d/tecad logfile-pre)

Resolution: In the event an existing “-pre” file exists on the SUSE system during the installation of an adapter, the “-pre” fileis
removed, allowing for a successful installation (without any warning messages).

I'Y 65620

Symptom: The 3.9 Java Console with Fix pack 2 or 3.9.0-TEC-0024LA applied will return the error message "' operator_name" is not
avalid TEC operator' when a wconsole -Isoperator isissued for avalid operator whose corresponding TME Administrator nameis
past the 100th item in the list of TME Administrators. Also, if awconsole -Isconsole -a isissued for a console to which this operator
is assigned, the operator will not appear in the list of operators assigned to the console.

Resolution: The weonsole command has been updated to handle scenarios where more than 100 administrators are defined.

I'Y 65628

Symptom: TEC 3.8 Java Console overwrites the Console Preferences saved by the TEC 3.9 Java Console and resets them to the
defaults.

Resolution: An update to the IBM Tivoli Enterprise Console Version 3.9 User’s Guide has been provided explaining the loss of
configuration data that can occur when the TEC 3.7.1 or TEC 3.8 Event Consoles are used in a TEC 3.9 environment. See the
Documentation Updates section for more information.

I'Y 65953
Symptom: Need to add documentation for the bo_instance of predicate.
Resolution: Add new description of bo_instance_of predicate. See the Documentation Updates section.

I'Y 66044
Symptom: The tec_gwr files were not included in the 3.9.0-TEC-FP02 package.
Resolution: The fix pack packaging files have been modified to include the tec_gwr adapter files.

I'Y 66169

Symptom: When the wdbmaint.sh isrun against Oracle database fails with error ORA-12154 or ORA-01005.

Resolution: The wdbmaint.sh script has been corrected to use the database server 1D, instead of the database I D, which now allows
for normal operation.

I'Y 66655
Symptom: The line immediately above the adapter entry in the re.shutdown file is deleted.
Resolution: When an adapter is added or removed, the re.shutdown file is modified such that only the corresponding line is modified.

1Y 67845

Symptom: The SCE URL that is generated was incorrect causing the default distribution of the tec_gateway sce profileto yield an
install that doesn't send events.

Resolution: The SCE URL has been corrected.

Defect: 176256
Symptom: The NON-TME Rule Engine function has been deprecated and is not supported.

Defect: 176626

Symptom: The console cannot connect to an event server where set_comm_check is set to TRUE. In addition, when connecting the
console on to an event server where single_port_bdt is set to TRUE, the Summary View shows no events and the following exception
can appear in the trace log:

java.sgl.SQL Exception: Exception the ADR tag " 0x64=application:constructed: pstr"
was expected but "0x02=universal:primitive:integer" was read at
com.tivoli.rim.RIMIterativeSet.next(RIM IterativeSet.java:84)
Resolution: The TME Console can connect.

Defect solutions included as of 3.9.0-TEC-FP(02
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1'Y50864
Symptom: Using rules tracing for extended periods of time causes the event server to stop.
Resolution: A problem with the rule tracing process has been corrected to prevent it from stopping the event server.

1Y51511

Symptom: A Windows non-TME Console silent installation does not update the INSTALL_DIR and JRE_DIR entriesin the console
launch or cli command file. This causes the tec_console.cmd, wconsole.cmd, wtecexport.cmd, and wtecimport.cmd commands to
fail.

Resolution: The INSTALL_DIR and JRE_DIR entriesin the CMD files are now updated correctly.

1'Y51515

Symptom: There is no easy way to determine the version or revision of the TEC product.

Resolution: The version and revision information for the Tivoli Enterprise Console product is now displayed when you click Help —
About.

1Y51534

Symptom: The wsetemsg command does not set the value of aslot if the slot does not already exist in the database.

Resolution: If the slot already existsin the class, the slot is added to the tec t dlots evt table in the database. If the slot does not
exist, aninvalid slot error message is displayed.

1'Y51605
Symptom: An incorrect event count is displayed in the Summary Chart View when one event group contains a large number of events.
Resolution: The correct event count is now displayed.

1'Y51905
Symptom: Fix Pack 1 HP/UX log file adapter uses an incorrect naming convention in the /sbin/init.d file.
Resolution: The correct naming convention is now used.

1'Y52198

Symptom: INT32 slots sent in hexadecimal or octal cause PARSING_FAILED errors for the event.

Resolution: INT32 slots can now be sent in decimal, hexadecimal or octal and they are parsed correctly. In the environment for
exec_task() and exec_program(), INT32 slots are represented in hexadecimal. Forwarding from atask or program now functions
correctly when INT32 dlots are used.

1Y52418
Symptom: When the wdbmaint.sh script is run with an Oracle database, it fails to update the indices due to a misnamed variable.
Resolution: The script runs without generating an error message, and the database indexes are updated correctly.

1Y52701
Symptom: The system requirements for the Web console are not documented.
Resolution: The system requirements are now documented in the Prerequisites section under Installation and Configuration.

1'Y52912
Symptom: Thetec_ui_server process stopsif trace? is enabled.
Resolution: Tracing no longer stops the tec_ui_server process.

1'Y 52986
Symptom: The Event Integration Facility return codes for the tec_errno API are not documented.
Resolution: The return codes for the tec_errno API are documented in the New in Fix Pack 2 section.

1'Y53030
Symptom: Outage durations were stored in Tivoli Enterprise Data Warehouse in seconds rather than in minutes.
Resolution: Outage durations are now stored in Tivoli Enterprise Data Warehouse in minutes.

1Y53185

Symptom: The ServiceUnavailable event group does not display the correct Tivoli NetView events.

Resolution: The wupdnvgroups script is provided to update the ServiceUnavailable event group filter to display the correct Tivoli
NetView events. See the Documentation Updates section.

1'Y53206
Symptom: Thetec_dispatch process stops with a SIGSEGV error during startup when an event is loaded from the event database with
aLIST_OF STRING slot larger than 2048 characters.
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Resolution: Thetec dispatch process continues to run and the extra characters of the slot are truncated and replaced with lipses(...).

1Y53223

Symptom: A memory leak in the tec_rule process was caused when an event created by the generate_event() predicate was dropped
with drop_received_event ().

Resolution: The memory leak in thetec rule process does not occur when an internally generated event is dropped.

1Y53311
Symptom: Rule engine output failsto display viathe Web console the task results for exec_program with the watch status enabled.
Resolution: Rule engine output displays properly for the task results for exec_program with the watch status enabled.

1'Y53841

Symptom: On the Web console, event groups defined to use custom SQL queries with embedded SELECT statements fail to display
with the error message ECOWEV 001E: “ The events cannot be retrieved from the event server database. Refresh the event viewer.”
Resolution: The event viewer now shows the events matching the filter criteria.

1'Y53942
Symptom: On UNIX systems, an oserv failure occurs when a PreFilter with more than 30 characters is specified.
Resolution: Prefilters with more than 30 characters can now be used.

1Y53943

Symptom: The waddac command does not set a PreFilter on a new configuration record when the PreFilter: prefix is not specified.
Resolution: The waddac command now sets a PreFilter on a new configuration record when the PreFilter: prefix is not specified.
Also, the documentation now shows the correct usage of the waddac, wsetac, and wsetaddflt commands. See 1Y53943 in the
Documentation Updates section for more information.

1'Y54050
Symptom: A SIGSEGV error occursin thetec ui_server process when event attributes are changed.
Resolution: Events are now processed without stopping thetec_ui_server process.

1'Y54072
Symptom: The last_modified_time shows the date instead of time stamp on trouble tickets opened from the Web console.
Resolution: The last_maodified_time isnow correctly represented as an integer.

1'Y54074

Symptom: Enhanced adapter identifier names cannot be reused. If they are reused, the distribution is successful; however the service
isnot created or displayed.

Resolution: Enhanced adapter identifier names can now be reused.

1Y54334
Symptom: Nested ACP profiles are not deleted on endpoint adapters.
Resolution: Nested ACP profiles are now deleted on endpoint adapters.

1Y 54345
Symptom: The wpostemsg command core dumps on Solaris systems when the hostname attribute is specified and nscd is not running.
Resolution: The wpostemsg command now correctly sends the event.

1'Y 54407

Symptom: A TEC_Maintenance event was sent specifying a particular machine was in maintenance mode but subsequent events
from that machine were displayed on the console with the status set to OPEN.

Resolution: The documentation now clarifies usage of the maintenance mode rule set. See the Documentation Updates section.

1'Y54432
Symptom: The log file format processor does not parse correctly when a variable contains the delimiter.
Resolution: The processor parses correctly.

1'Y 54504

Symptom: DBCS characters are incorrectly displayed in the Task Choice List window. This happens when you are using the
ButtonL abel and ChoiceFile and the file used by ChoiceFile was created on one machine that has different encoding than the Java
version of the event console . For example, the file was created on a Solaris system using EUC_JP and the Java version of the event
console is using Windows encoding.

Resolution: Edit the tec_console.cmd file on Windows systems or the tec_console file on UNIX systems and change the
TEC_ENCODING environment variable to specify the basic encoding set that you are using on the server.
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I'Y 54505

Symptom: The TME EIF libraries and the non-TME EIF libraries have different behaviors regarding setting the process codeset.
Resolution: The documentation in the Tivoli Event Integration Facility Reference Version 3.9 now reflects the different behaviors. See
the Documentation Updates section.

1'Y54538

Symptom: If two or more events are selected to run atrouble ticket that runs the wsendresp command, the message that is displayed
contains information that pertains only to the last event in the list of selected events and information for the other eventsis not
provided.

Resolution: The event ID is added to the message to ensure that they are unique.

1'Y 54652

Symptom: Attributes of trouble tickets opened from the Web console do not match those of trouble tickets opened from the Java
version of the event console.

Resolution: Trouble tickets opened from the Web console and the Java version of the event console are the same.

1'Y 54892

Symptom: The wsetemsg command does not recognize local encoding for DBCS attribute values.

Resolution: A new -e option specifies the character encoding you are using. See the Documentation Updates section.

Known Problem: Some DBCS strings are not converted properly. Defects 174338 and 174729 have been opened to address this issue
with the conversion libraries.

1'Y 54989
Symptom: The Linux log file adapter appears as 3 separate processes in the output from the ps command.
Resolution: The documentation now indicates that thisis the expected behavior. See the Documentation Updates section.

1'Y 54992

Symptom: When single-port Bulk Data Transfer (BDT) is enabled, the weonsole command encounters an “RDBMS cannot be
reached” error message.

Resolution: The weonsole command compl etes successfully when single-port Bulk Data Transfer (BDT) is enabled.

1'Y55014
Symptom: If the target host is unreachable during atask execution, areturn code of zero is displayed.
Resolution: Task failure will result in areturn code not equal to zero.

I'Y55077
Symptom: When started, the A S/400 adapter sends old events.
Resolution: A new configuration file parameter, ProcessExistingM sgs, has been added to control how the adapter sends events from
the MSG queue. The possible values are:
YES: Send al events from the beginning of the MSG queue
NO: Only send events that have not aready been sent (Default value)
FromAdapterStart: Only send eventsthat arrive in the queue after the adapter starts.

1'Y55303

Symptom: Thetec_ui_server process stops and an oserv error occurs when the wsetemsg command specifies an event console having
an event group with a complex filter longer than 4096 characters.

Resolution: Thetec ui_server process does not stop when the wsetemsg command specifies an event console having an event group
with a complex filter longer than 4096 characters.

I'Y55317
Symptom: The tec_rule process failswith aSIGSEV 211 if thereis a format mismatch within a sprintf statement in arule baserule.
Resolution: The documentation now clarifies this format mismatch. See the Documentation Updates section.

1'Y55329

Symptom: Silent installation for Windows enhanced |ogfile adapters does not work.

Resolution: The setup.iss file can now be configured for a silent installation. See1Y55329 in the Documentation Updates section for
more information.

1'Y55376

Symptom: The “stop adapter” information is added to the end of the rc.shutdown file on AIX systems. If an exit statement occursin
the rc.shutdown file, the stop adapter logic is not run.

Resolution: The stop adapter logic is now placed at the beginning of the rc.shutdown file.
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1'Y55401
Symptom: While monitoring syslog and a LogSourcesfile, the UNIX logfile adapter can stop sending events to the event server.
Resolution: The UNIX logfile adapter does not stop sending events.

1'Y55414

Symptom: The tec_task process ends unexpectedly with a SIGBUS error when alarge number of arguments are passed to the
exec_program predicate.

Resolution: Thetec task process no longer ends unexpectedly with a SIGBUS error when alarge number of arguments are passed to
the exec_program predicate.

1'Y55610
Symptom: The generic tecad_logfile ACP entry does not support new enhanced functions.
Resolution: A new tecad_enh_logfile profile type has been added to support the enhanced functions.

I'Y55708
Symptom: The TWS Connector stops working after installing Tivoli Enterprise Console 3.8 Server Component.
Resolution: TheLD_ASSUME_KERNEL=2.2.5 entry has been removed from the oserv environment for linux-ix86.

1Y55718
Symptom: Tivoli Enterprise Console 3.8 enhanced adapter profiles are not handled as enhanced after upgrade to Version 3.9.
Resolution: Adapter profiles work as expected.

1'Y 55802

Symptom: Reinstallation of the Ul Server component (or a new installation reusing an existing database) fails with a FAILED (soft
error) message for FILE46.PKT.

Resolution: FILE46.PKT now processes without generating an error.

1'Y55816

Symptom: When the Maximum number of events in Event Viewer option is set to 0, in the general console preferences, all events
are displayed in the event viewer.

Resolution: The documentation has been updated. See 1Y 55816 in the Fix Pack Notes section.

1'Y55820
Symptom: Rule processing large fact files causes a Prolog overflow error, resulting in thetec_rule process exiting with exit code 82.
Resolution: The documentation now explains how to set the table expansion preference. See the Documentation Updates section.

1'Y 55824

Symptom: The sender filter of a change rule does not resolve to the Administrator login name.

Resolution: The documentation now clarifies that the returned operator value for a sender filter isthe Administrator name and not the
Administrator login name. See the Documentation Updates section.

1'Y55848

Symptom: When TEC_EXECTASK _DBCS=TRUE is specified in .tec_config, a memory overwrite problem can occur when the
exec_program predicate is called.

Resolution: Memory overwrite no longer occurswhen TEC_EXECTASK_DBCS=TRUE is specified and when exec_program
predicateis called.

1'Y55851

Symptom: The PollConnection option does not function correctly when FILTERMODE=IN is specified, because the zero length
event

is being filtered.

Resolution: All filtering for the PollConnection option isignored when zero length events are sent.

1'Y55909

Symptom: The versions of OpenView supported by the HP OpenView adapter need to be clearly documented.

Resolution: The documentation now explains what versions of OpenView are supported by the HP OpenView adapter. See
Documentation Updates section.

1Y55911

Symptom: The documentation needs to explain how to change the port number used by the Web console.

Resolution: The documentation now explains how to change the port number used by the Web console. See the Documentation
Updates section.
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I'Y55954
Symptom: The non-TME log file adapter does not set TISDIR environment variable.
Resolution: The TISDIR environment variableis set.

1'Y56153
Symptom: The adapter appears to stall and uses over 90% of the CPU usage on Solaris when the nsced process is running.
Resolution: The adapter no longer takes up high CPU usage when nsed is running.

1'Y 56166
Symptom: The Java version of the event console cannot delete automated tasks that had been renamed after they were initially created.
Resolution: The Java version of the event console now del etes automated tasks that had been renamed after they were created.

1'Y56169
Symptom: The UNIX logfile adapters appear to stall after several days of operation.
Resolution: The adapter no longer stalls after several days of operation.

1'Y56178
Symptom: Linesin the class definition statement file for an AS/400 system cannot be longer than 1024 characters.
Resolution: The documentation now reflects this restriction. See the Documentation Updates section.

1'Y56186

Symptom: Thebo_add_at_slotval _beginand bo_add at slotval _end predicates are distorting event data when the event contains alist
of more than three elements.

Resolution: Thebo_add at_slotval_begin and bo_add_at_slotval_end predicates do not distort event data.

1'Y56318

Symptom: A java.lang.ClassCastException: java.lang.String exception is thrown when importing arule set, arule pack, or adata
object into arule base target when a data object had been previously imported.

Resolution: Importing arule set, arule pack, or a data object works properly when a data object had been previously imported.

1'Y 56526
Symptom: The Web console displays times with the incorrect time zone when Daylight Saving Timeisin effect.
Resolution: The correct timeis displayed.

1'Y56536

Symptom: After installing TEC 3.9 Fix Pack 1 sorting by severity and status columns in the Java version of the event console does not
work correctly.

Resolution: Sorting by severity and status columns in the Java version of the event console now works correctly.

I'Y 56560
Symptom: Running the after_install script in $BINDIR/TME/TEC removes the null device (/dev/null).
Resolution: Running the after_install script in SBINDIR/TME/TEC no longer removes the null device (/dev/null).

I'Y 56664

Symptom: Output from wconsole -Isoperator is inconsistent with the console GUI after deleting an administrator who is also an
assigned console user.

Resolution: The user is deleted as expected.

1'Y56699

Symptom: The Web console displays incorrect local time when the computer’ s time zone has a nonzero minute offset from Greenwich
Mean Time (GMT).

Resolution: Timeis displayed correctly.

1Y56728

Symptom: The weonsole CLI running as root on an AlX system returns an error code of 0, indicating success, even when the usage
parameters are incorrect.

Resolution: The wconsole CLI running as root on the A1X system no longer returns an error code of 0 when the usage parameters are
incorrect.

1Y56733

Symptom: The explanation of the manual refresh for the Web console isincorrect.
Resolution: The documentation now includes the correct explanation of the manual refresh of the Web console. See Documentation
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Updates.

1Y56781

Symptom: The initial database selection order of the Java version of the event console is not documented.

Resolution: The documentation now includes the initial database selection order of the Java version of the event console. See
Documentation Updates section.

I'Y 56806
Symptom: A new line character is appended to the end of each BAROC file every timeit is compiled.
Resolution: A new line character is no longer appended to the end of the each BAROC file every timeit is compiled.

1'Y56880

Symptom: When TroubleTicket in the Java version of the event console is executed, the environment variables should be formatted
the same as from the rule base.

Resolution: The TroubleTicket execution output from Java version of the event console matches the rule base.

1'Y56893
Symptom: Sleep is required after tec_put_event for thread switching using the Event Integration Facility SDK.
Resolution: The documentation now clarifies this requirement. See the Documentation Updates section.

1'Y56990

Symptom: If single port bulk data transfer (BDT) is enabled on a managed node, then the users are not able to log on to the Web
console.

Resolution: If single port BDT is enabled on a managed node, then the users can log on to the Web console.

1Y57170

Symptom: While the init.tecad_logfile stop command is running, agrep error occurs. This problem is caused by a non-existent
adapter |D being used in the grep command.

Resolution: While the init.tecad_logfile stop command is running, a grep error no longer occurs.

IY57176

Symptom: Task execution results associated with a cache engine search are not displayed in the Java Console if the received event is
dropped.

Resolution Task execution results associated with a cache engine search are now displayed in the Java Console if the received event is
dropped.

1'Y57206
Symptom: The commit_set predicate is not translated properly if it isnot thelast call in an al_instances or first_instance clause.
Resolution: The commit_set predicate is now trandlated properly.

1Y57226

Symptom: tec adapter installed under mrt directory is not updated during the profile distribution.

Resolution: The adapter binary file installed under the mrt directory ($LCF_BINDIR) is updated and does match the one under
adapters/bin.

IY57519
Symptom: Stopping the event server causes a general oserv error.
Resolution: Stopping the event server no longer causes a general oserv error.

1Y57632

Symptom: With AS/400 Event Integration Facility objects, the event is not sent correctly, and there is no indication as to what
happened to the event.

Resolution: With AS/400 Event Integration Facility objects, the event is sent correctly and makesit to the server.

1'Y57681
Symptom: Starting more than one adapter with the same ID is not prevented.
Resolution: Starting more than one adapter with the same ID is prevented.

1'Y57682
Symptom: The Linux adapter installation script does not generate the rc links correctly for SUSE Linux.
Resolution: The Linux adapter installs correctly for SUSE Linux.

1Y57831
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Symptom: The readme file for Tivoli Enterprise Console Version 3.9.0 Fix Pack 1 did not include instructions for applying the fix for
APAR 1Y53702.
Resolution: Instructions for applying this fix are now provided. See Step 4 of Installation instructions.

1Y57854

Symptom: ECO_c05_s010_extract warehouse process step fails when extracting datafrom aMS-SQL server source database.
Resolution: ECO_c05_s010_extract warehouse process step no longer fails when extracting datafrom aMS-SQL server source
database.

Y57911

Symptom: The tec_task process does not remove all of the files prefixed with tec_t from the /tmp directory.

Resolution: Temporary files are now removed correctly. However, if ascript or task that you wrote does not exit, the files are not
removed until it exits.

1Y57912

Symptom: The erase_global predicate call does not completely erase global variables resulting in memory growth of thetec rule
process.

Resolution: The erase_global predicate call completely erases global variables.

1'Y58075
Symptom: UNIX Logfile Adapter autostart script is not updated when -sis added to the profile after actions.
Resolution: The logfile autostart script is updated and the -s flag is added to it.

1'Y58120

Symptom: The UNIX logfile adapters do not use the syslog system startup script (if present) when they are refreshed or started.
Resolution: The syslog daemon starts the same way it is started upon rebooting the system on which the adapter resides.

The entire change resides in the init.tecad_logfile.

1'Y58136

Symptom: The LogSources configuration keyword is alist of file names separated by commas (,). When afile name includes a
comma, the commaiis parsed as a separator. The intended file path is therefore split at the comma producing an undesirable resullt.
For instance, The file path /tmp/5,6/file.dat results in two names: /tmp/5 and 6/file.dat.

Resolution: The new parsing routine is now capable of reading existing configurations and recognizes quotation marks as starting and
stopping delimiters. Either single quotation marks or double quotation marks can be used. Escape sequences are not recognized. Use
guotation marks before and after a file name that has commas to have it parsed as a single name. Quotation marks need not be used
for file names that do not contain commas. For instance: abc,"de,f",ghi.

1'Y58156
Symptom: bdt_timed_open process fails because the Tivoli Enterprise Console product uses ports outside the specified range.
Resolution: The Tivoli Enterprise Console product uses ports inside the specified range, allowing ports to be blocked.

1'Y58157

Symptom: When the set_force hind setting is enabled, the tec_reception process makes a connection using the physical host name
instead of using the logical host name.

Resolution: When the set_force_bind setting is enabled, the tec_reception process makes a connection using the logical host name.

1'Y58228
Symptom: A logsource that is a symbolic link causes the adapter to exit when thefile that is referenced by that link is deleted.
Resolution: The adapter does not exit when thefile it referencesis del eted.

1'Y 58245

Symptom: The following error occurs when running the genreorg.sh script:
ALTER INDEX tec_asignopcon _idx REBUILD
*

ERROR at line 1:
ORA-01418: specified index does not exist
Explanation: The tec_asignopcon_idx index does not exist for the Oracle database in the TEC 3.8 or TEC 3.8 Fix Pack 1
releases. However, the index does exist in TEC 3.8 Fix Pack 2 release.
Resolution: When upgrading from TEC 3.8 to Tivoli Enterprise Console 3.9 users using an Oracle database must ensure the database
isat TEC 3.8 Fix Pack 2 level.

1'Y58276
Symptom: The server locks up with IPC calls.
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Resolution: A new .tec_config option allows the IPC communication between the TEC processes to be changed from sockets to pipes.
To switch from sockets to pipes, add this entry to your .tec_config file:

tec_i pc_type=Pl PES
Note: This option should only be set at the request of a Tivoli service representative.

1'Y 58306

Symptom: The color scheme algorithm for Java Client Event Viewer puts black text on red background for CRITICAL events, making
it very difficult to read. The text cannot be changed to white except by changing the background from red to dark brown, which is too
similar to FATAL, which has a black background.

Resolution: The text for the UNKNOWN, HARMLESS, CRITICAL and FATAL severities columns and cells now have white text
and the remaining severities have black text.

1Y58371

Symptom: The tecad_logfile.conf file hasa NULL asthe last character in the file, which made it appear to be abinary file to utilities
like grep.

Resolution: tecad_logfile.conf no longer appears to be abinary file to utilities.

1'Y58509

Symptom: Use of the question mark (?) wildcard in the LogSources option of the adapter is not documented.

Resolution: The documentation now includes an explanation of the question mark (?) wildcard. See 1'Y58509 in the Documentation
Updates section.

1'Y58740
Symptom: Windows event logfile adapter does not recognize PreFilter:Log=File Replication Service.
Resolution: The adapter now recognizes PreFilter:Log=File Replication Service and PreFilter:Log=FRS.

1'Y58783
Symptom: tec_dispatch loads more events from the event repository than are needed for the rules cache.
Resolution: tec_dispatch no longer |oads more events from the event repository than are needed for the rules cache.

1'Y58929

Symptom: Automatic console tasks occur multiple times for apparently single events. The console autotask execution is actually
occurring for previously closed events that may or may not have already had task execution take place for that event.
Resolution: Automatic console tasks no longer occur multiple times for apparently single events.

1'Y59125

Symptom: A success message is displayed for each selected event that the Trouble Ticket action was run against. This can be
bothersome if many events are selected.

Resolution: Trouble Ticket success messages can now be turned off for individual operators. From the EventViewer window, click
Edit > Preferences and clear the Display Trouble Ticket success messages check box, which by default is cleared.

1Y59476

Symptom: A file descriptor leaks when the rules cache is cleared. Each time the rules cache fills and is automatically cleared, the
tec_rule process opens afile descriptor and does not close it. This causestec rule tracing to stop if the file descriptor limit for the
processis reached.

Resolution: Only one file descriptor is opened.

1'Y59540

Symptom: Due to network delays or the unplugging of the network cable more events per second are delivered to the Server

from the Gateway than were specified with the EventSendThreshold and BufferFlushRate keywords.

Resolution: The EventSend Threshold and BufferFlushRate keywords properly control the rate at which events are sent from the
Gateway to the Server..

Defect solutions included as of 3.9.0-TEC-FP01

1'Y22158
Symptom: The OS/2 adapter process ID lock fileis not deleted when the tecadini.sh stop command is issued.
Resolution: The adapter unlocks the file when the system shuts down so the file can be deleted.

1'Y 34268
Symptom: Task results are not reported to the tec_dispatch process because the TISDIR environment variable was not set correctly in
the TMF environment.
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Resolution: Thetec task process was modified to report task results to the tec_dispatch process.

1'Y 35199
Symptom: Predicates that contain commit_* preceded by an opening parenthesis do not parse correctly. For example, commit_*(.
Resolution: The rule compiler was modified to allow commit_* predicates to parse correctly.

1Y 36164

Symptom: Rules that use the tec_compile predicate do not successfully compile and run because the tec_compile predicate fails due to
a sub-predicate extension error.

Resolution: Rules using thetec_compile predicate successfully compile and run.

1'Y36538
Symptom: When more than 200 task results are loaded in the event viewer, console performance declines.
Resolution: The database calls were modified to retrieve all events more efficiently.

I'Y 36663

Symptom: When the weonsole command isissued from the command line with a password that is not valid, alogin
window is displayed and an error code is not returned.

Resolution: The weonsole command now exits with a non-zero return code and alogin window is not displayed when a
password that is not valid is specified.

Y37101

Symptom: After opening the Task Execution menu Selected —Task Execution in the event console, only the first 100 task library
entries are displayed.

Resolution: All task library entries are displayed when the task execution menu is opened.

I'Y37108

Symptom: For event consoles running on Windows 2000 systems, if the Ul Server goes down and you start the Event Viewer, a Ul
server error message is displayed. However, if you display a different window and then redisplay the Event Viewer, the Event Viewer
does not respond and the Ul server error message can only be displayed using the Alt and Tab keys. Once the Ul server error message
is displayed, you can click OK and the Event Viewer can be used. NOTE: Windows 2000 is no longer supported.

Resolution: A different method for displaying the Event Viewer and error message is used so that the Event Viewer and error message
can now be displayed.

I'Y 37669
Symptom: Two entries are recorded in the adapter trace file for every event that is sent.
Resolution: Adapter tracing correctly records each event entry.

1Y37772
Symptom: The event console incorrectly displays end-of-line and control characters as small boxes.
Resolution: End-of-line and control characters are now displayed correctly.

I'Y 38047

Symptom: The task execution GUI displays the host names of all eventsinstead of only the endpoints that are specified by the task
library policy.

Resolution: Only the host names of endpoints and managed nodes that are specified by the task library policy are displayed.

I'Y 38500
Symptom: Event server (and oserv) error messages are not displayed in the console summary view or priority view.
Resolution: The appropriate error message is displayed in a pop-up message box when such an event occurs.

1'Y 38591

Symptom: The tec_task process endsincorrectly with asignal 211 and generates a core file when forwarding an event with alarge
server_path slot value to the event server.

Resolution: Events that contain large server_path slot values are successfully forwarded to the event server. If aslot value exceeds the
internal limit, an error message is generated in the tec_rule logfile and the event server continues to function correctly.

1'Y 39339

Symptom: Multiple clearing events that are created by the create clearing_event() predicate cannot be created when the clearing
events have the same event class. Thefirst clearing event is created and subsequent attempts fail.

Resolution: Multiple clearing events that have the same event class can now be created.

1Y 39436
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Symptom: The component specifier %s isincorrectly processed by UNIX logfile adapters.
Resolution: The delimiting character used at the end of a message has been modified to allow the proper processing by the adapter.

1'Y39758

Symptom: On Linux platforms, the syslogd processis started after an adapter is stopped even if it was not running when the adapter
was stopped.

Resolution: The syslogd processis not started if it was not running when the adapter is stopped. The sydogd processis restarted if it
was running when the adapter is stopped.

1'Y 39827
Symptom: The role authorizations of an Event Group can be modified from the console GUI, but the authorizations cannot be updated
from the command line.
Resolution: The role authorizations can now be changed using the command line. For example, assume that an event group is created
with super and senior authorization with the following command:

wconsol e -assigeg -h host -u user -p password -C Consolel -E EGL -r super:senior
The following command will now change the authorization to admin and user:

wconsol e -assigneg -h host -u user -p password -C Consoell -E EGL -r adni n: user

I'Y 40622
Symptom: When a multi-column sort is performed on the Event Viewer, the first event is not sorted.
Resolution: The first column of the event viewer is now sorted correctly.

1'Y41391

Symptom: When the startup parameter is specified for an adapter, syslog is only refreshed after the adapter updates the lock filein the
time frame specified by the startup parameter.

Resolution: The syslog refresh is delayed until the adapter startup is complete and new events are not missed.

1Y 41444
Symptom: The event console does not adjust the Event Date Reception time for daylight savings time when the time zoneis set to
British Summer Time.
Resolution: The event console now supports the Europe/London time zone definition. The TEC_CONSOLE_TZ environment variable
must be set to Europe/L ondon. For example,

TEC_CONSOLE_TZ=Europe/London

Export TEC_CONSOLE_TZ

1Y 41567

Symptom: A memory leak causes the Solaris adapter to end abnormally and generate a core file when reading events from a custom
event source.

Resolution: A memory leak in the adapter was resolved.

'Y 41592
Symptom: For AIX®, when the system is turned off, the operating system stops the adapter without calling a script to stop the adapter.
Resolution: The init.tecad_logfile stop command was added to the /etc/rc.shutdown script.

I'Y41667
Symptom: The logfile adapter encloses the brackets ([]) around a slot that is of the type List_Of _Strings with single quotation marks.
This causes a server parser error.
Resolution: The logfile adapter no longer encloses the brackets with single quotation marks. If you want to enclose the slot between
single quotation marks when it is enclosed with brackets, change the FMT file using the PRINTF statement, for example:
-tnp_nsg $1
nmsg PRINTF("'%'",tnp_nsQ)

1Y 42235

Symptom: The DBCS administrator name isincorrectly displayed in the event console. On Windows systems, the administrator name
field is empty, but on UNIX systems the name is displayed as boxes.

Resolution: The administrator name is now correctly displayed in DBCS environments.

1Y 42237

Symptom: Rule compilation fails with alexical parsing error if the action body in the rule contains afirst_instance() predicate that
containsa")' character as part of a quoted string.

Resolution: Rules using afirst_instance() predicate, containing a‘)’ character, compile correctly.

1Y 42463
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Symptom: The event console does not always start on operating systems that have multiple network adaptersinstalled. It dependson
the order in which they are bound in the operating system.
Resolution: An updated version of JCF is provided to improve the functionality of systems with multiple network adapters.

1Y 42694

Symptom: Events that are received from an AS/400® operating system that contain an opening or closing parenthesis can cause a
PARSING_FAILED error at the event server.

Resolution: The AS/400 adapter now checks for parentheses and encloses the value in quotations marks if a parenthesisis found.

1Y 42754

Symptom: TEC DB eventsthat originate in a Japanese locale are not displayed correctly in the event console.

Resolution: Thetec_dispatch process notifies the Event Integration Facility that an incoming event is already in UTF8 format to
prevent multiple UTF-8 conversions.

1'Y 43235

Symptom: REAL type attributes with locale specific decimal separators might cause the tec_dispatch processto exit with a
segmentation violation.

Resolution: REAL type attribute values must be passed to the TEC Server using the C locale (POSIX)

decimal separator ( . ), but were not processed internally using the C locale. REAL type attributes are now always processed internally
using the C locale

1'Y 43295
Symptom: Rule compilation fails when the rule contains non-English text.
Resolution: The rule parser has been updated to correctly process non-English text in rules.

1'Y43376
Symptom: The adapter format file does not correctly bind messages when using the characters %s*.
Resolution: Parsing now correctly matches when using the characters %s*.

1'Y43702
Symptom: When task choice lists are loaded from an external file, thelist is not displayed in the event console.
Resolution: The event console now correctly loads the task choice lists that are maintained in external files.

1'Y43799

Symptom: The wsetemsg client command allows an event to be set to ACK status multiple times.

Resolution: Setting the event status to ACK multiple timesis no longer permitted by default. Y ou must now use the -f flag to
acknowledge an event that already has a status of ACK.

I'Y 44309

Symptom: A rule base that contained a BAROC event class and an enumeration with the same name compiled and loaded
successfully but prevented the event server from starting.

Resolution: An event class and an enumeration cannot have the same name. The compiler generates an error when there is an attempt
to compile arule base which contains an event class and an enumeration with the same name.

1'Y 44435

Symptom The wtdbclear client command does not detect errors on a Sybase database and failsto clear events.

Resolution: The problem with stored procedures on Sybase was fixed. For this change to take affect, you must reinstall the IBM Tivoli
Enterprise Consol e database using the Installation Wizard (or manually viathe generated scripts).

1Y 44517

Symptom: On HP-UX systems, when rule base tracing is enabled or when the convert_local_time or get_local_time predicates are
caled, a/TMP/KIRKDB.txt fileis created and grows continuously as rules are processed.

Resolution: The debug output was removed from the SBINDIR/TME/TEC/interpreter/lib/unix/UNIXTime.wic file.

I'Y 44577

Symptom: An unnecessary dependency on the TMF DependencyMgr:acpep-ep library causes the libraries to be distributed to
endpoints when the adapter is distributed. Some customers do not want the latest TMF libraries to be distributed because of product
constraints.

Resolution: A compatible version of the librariesis available on the endpoints for TEC adapters. The dependency was removed and
the libraries are no longer distributed along with the adapter.

1Y 44924
Symptom: A RIM error occurs for the TEC_Start event when the IBM Tivoli Enterprise Console product is restarted and the

IBM Tivoli Entrerprise Console Version 3.9 Fix Pack 4 Readme 78J_



add to repeat count predicateis called.
Resolution: This problem occurred because the last_ modified_time value was initialized during event server startup. This value is now
initialized correctly.

1Y 44974
Symptom: The following error message is displayed when selecting Task Execution in the event console even though the oserv
daemon is running:

ECO2069E: The oserv stopped running. Please restart the console after the oserv is
running.
Resolution: Empty task libraries defined in the Tivoli region were not handled correctly. The event console now handles these libraries
correctly and does not display an error message.

I'Y 45167
Symptom: Some characters that are displayed in the graphical rule builder are displayed incorrectly.
Resolution: The characters are now displayed correctly.

I'Y 45644

Symptom Slots parsed by the substr statement for SNMP adapters that exceed the maximum event string length cause a malloc failure
and the event is discarded.

Resolution: A warning message iswritten to the trace file and the event is sent. Slots that exceed the maximum string length are
replaced by an empty string.

I'Y 45756

Symptom: Running the wtdbspace command on HP-UX systems against a Sybase database fails with the following error:

RIM access error -quitting

Resolution: The problem with the wtdbspace command was caused by incorrect number conversion. Numbers are now converted to
the correct format.

I'Y 45807
Symptom: The tec_rule process has continued memory growth when events are forwarded.
Resolution: A problem with temporary allocation not being freed was corrected.

1Y 45915

Symptom: The Windows logfile adapter does not send SAP events.

Resolution: The limitation of 64 substringsin a message is too small for SAP events because SAP events require 91 substrings. The
new limit is 128 substrings.

I'Y 45978

Symptom: Parameters or variables that are passed to the exec_program predicate with slots that contain two backslashes (\\) are
truncated and the two backslashes are removed. This problem occurred with Japanese characters that have the same ASCII code asthe
backslash character: x5C and 5C.

Resolution: The backslashes are retained and the parameter or variable is not truncated.

I'Y 46556

Symptom: Real values are formatted and displayed in exponential notation.

Resolution: The tec_disable_exponential_format configuration setting now allows real numbers to be formatted in either exponential
or floating point format.

1Y 46725

Symptom: Valid events are discarded from the event server dueto PARSING_FAILED errors.

Resolution: The timestamp for incoming events was incorrectly checked against the tec_rule_cache full_history configuration
parameter which caused some events to be discarded. Incoming event timestamps are no longer checked.

1Y46751
Symptom: The error messages displayed in the tec_gateway process trace file are misleading.
Resolution: The error messages have been updated to provide more accurate information.

1Y 46770

Symptom: Pop-up messages in the event console generated by the wsendresp command keep actions from being performed in the
console until the pop-message is closed.

Resolution: The pop-up message attributes were changed and are no longer modal.

1'Y 46800
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Symptom: A segmentation violation can occur when using the EIF tec_put_event() application programming interface (API) call if
connection problems occur during event processing.

Resolution: Extraneous freeing of memory allocation when network problems exist caused the problem. Memory is now only being
freed once.

I'Y 46861

Symptom: When aruleis used that has an outside clause in the classfilter and the tell_err() predicate is used, an error message
similar to the following message is written to the file that is specified in the tell_err() predicate:

*** RUNTIME 404 *** [llegal call : unknown predicate false/O.

Resolution: The error message is no longer written to the log.

1Y 46977

Symptom: Rules compiled without tracing enabled might have parsing errors when comit_rule predicates are used.

Resolution: The rule compiler was handling the backslash (\ ) incorrectly when rules were parsed. Thisled to commit_* predicates
being parsed as part of the string that contained the backslash.

1Y 47079

Symptom: When ConnectionMode=connection_less is specified in the configuration file for the forward_event or
re_send_event_conf predicates, the tec_rule process suspends event processing for up to 4 minutes if the destination server is
unavailable.

Resolution: The PingTimeout and NumberOfPingCalls configuration keywords were added to allow event forwarding to ping the
destination server prior to sending an event. See New in this fix pack (New in Fix Pack 1) for more information.

I'Y 47552

Symptom: When DRV SPEC tracing is enabled for the SNMP logfile adapter, an incorrect v1 trap or any non vl SNMP trap can cause
a segmentation violation.

Resolution: Debug trace processing attempted to print processed SNMP traps even if the SNMP trap was not successfully processed.
Tracing is now performed only if the SNMP trap was successfully processed.

I'Y 47646

Symptom: Non-TME events are lost when the TEC Server that isrunning on a UNIX platform is shut down.

Resolution: Thetec_server process has been modified to prevent event loss during the event server shutdown sequence on a UNIX
platform.

1Y 47708

Symptom: When one or two events are selected and the ACK or CLOSE push buttons are used in the Java® Console GUI, the push
buttons are unavailable for 8 seconds.

Resolution: The buttons are now available for immediate use if only one or two events are selected.

1Y 47948

Symptom: When you run the wtdbspace -T command to limit the display of datato the TEC table spaces, datais not displayed in the
correct order.

Resolution: The variable name was overwritten which created a reference to the wrong table space. This problem has been corrected.

1Y 47983

Symptom: During Linux logfile adapter installation, the syslogd process is blocked when it tries to open a named pipe while running
the S(TECADHOME)/bin/update_conf script.

Resolution: Incorrect usage of pipes on Linux systems caused the syslogd process to be blocked. The init.tecad_logfile startup script
was modified to use named pipes correctly.

I'Y 48053

Symptom: The SCE drops events that are received by the event sink, because they are not formatted correctly.

Resolution: Thetec_gateway process has been modified so that the SCE does not drop events. In addition, a configuration parameter
must be configured. See 1Y 48053 in the Fix Pack Notes section for more information.

I'Y 48227

Symptom: The autostart information for TME adapters on UNIX systems was defined in the rc.nfsfile. For Tivoli Enterprise Console,
Version 3.9, the startup information was moved to the rc.tecad_logfile file; however, the autostart information was not removed from
the rc.nsf file, and error messages are written to the log.

Resolution: The autostart information has been removed from the rc.nsf file.

1Y 48310
Symptom: The logfile format editor does not perform pattern matching consistently.
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Resolution: The logfile format editor now performs pattern matching in a consistent manner.

I'Y 48508
Symptom: A Java exception can be thrown when arule base is compiled as follows:
1. A datafileisimported into arule base target (such asrule_sets EventServer)
2. A rule pack is later imported into the same rule base target, and the rule base pack is positioned after the datafile entry in the
rule base target file.
Resolution: A rule base will now compile correctly when arule pack isimported into the rule base after a datafileisimported into the
rule base target and positioned after the data file entry in the target file.

I'Y 48565

Symptom: The wrb —imptgtdata command fails to import a datafile correctly.

Resolution: The command now imports the data file correctly. See the imptgtdata section of the Documentation Updates for more
information about the —imptgtdata option of the wrb command.

1Y 48723
Symptom: The enumeration ID for custom statuses is displayed in the Hide Status icon.
Resolution: The status is now displayed. Pause the cursor over the icon to display the complete status text.

1'Y 49078
Symptom: The TEC Java EIF libraries block infinitely on TECAgent.sendEvent() call if the cache.dat file is corrupt.
Resolution: The corrupt cache.dat fileis renamed cache.file.corrupt, anew cachefileis created, and the event is sent to the server.

1'Y49270
Symptom: Non-English text isincorrectly displayed in the graphical rule builder Conditions Synopsis and Action Synopsis fields.
Resolution: The non-English text is now displayed correctly.

1'Y 49393
Symptom: The following message is displayed when the non-TME version of the HP OpenView adapter isinstalled in adirectory path
that has a space in one of the directory names. The following error is displayed:
E\TECHPOV\BIN>Files\HP\bin\gen_Irf E:\Program Files\HP
The system cannot find the path specified
E\TECHPOV\BIN>E:\Program\bin\ovaddobj
E:\Program\Irf\tecad_hpov.Irf
The system cannot find the path specified
Resolution: The HP Openview adapter can now beinstalled in a directory path that contains spaces.

I'Y 49600
Symptom: The tec_dispatch process ends abnormally when events are modified using the event console.
Resolution: Events can how be modified without the tec_dispatch ending abnormally.

1Y 49463

Symptom: The wconsole -lsoperator -a command output lists operators that are assigned to consoles, but they are not listed in they
are not listed in the wconsole -Isconsole -a command output.

Resolution: Operators are now listed in the listed in the wconsole -Isconsole -a command output.

1Y49711

Symptom: Thetec_dispatch process ends abnormally if the BAROC parsing of a Tivoli Enterprise Console request message fails.
For example, the problem can occur when dlot attributes are set to areserved word by rules processing.

Resolution: BAROC processing was changed so that reserved words can be used in slot attributes.

I'Y 49757
Symptom: The tec_gateway process uses al of the CPU resources when it flushes a corrupted cachefile.
Resolution: The cache fileis now truncated to reduce CPU utilization.

1'Y50024
Symptom: The adapter * _gencds command is slow to produce a .CDSfile.
Resolution: Command processing was changed to make .CDS file generation faster.

1'Y50115
Symptom: The Java event console can generate the following error when using single port bulk data transfer and the RIM host has a
name that starts with the letter I:

RDBMS cannot be reached
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Resolution: An updated jcf .jar file is now packaged with the Tivoli Enterprise Console product to correct this problem.

I'Y 50466

Symptom: When an empty event is sent to clear the cache file, the empty event is also processed. This null event has not importance
because it is discarded at the tec_gateway level, but it causes an overload in the LCF and gateway Framework level.

Resolution:

1'Y50558
Symptom: The tec_rule process ends abnormally while stopping the event server when several thousand events are cached.
Resolution: The cached events are processed accordingly, and the tec_rule process exits successfully.

1'Y50909
Symptom: The TMF files_transfer function fails when the log file format editor is started in the following environment:
* The ACF isinstalled on a UNIX managed node
e The TMR server isinstalled on a Windows platform
» The event server isinstalled on the UNIX managed node
The following error message is displayed:
FRWTEOQOOZ2E ‘files_transfer' operation error when saving/closing
Resolution: Thelog file format editor is closed correctly and an error is not displayed.

1'Y50978
Symptom: Changes made in an ACP profile are not made to copies of the profile when it is distributed.
Resolution: The changes are made to copies of the profile.

1'Y51105
Symptom: The startup time for an adapter islonger than it was for TEC version 3.6.2 adapter.
Resolution: Processing was changed to improve the time that is required to start an adapter.

1Y51189

Symptom: The wtdbspace command output is not displayed correctly when any of the database table spaces are configured with an
MRT (minimum recovery time) on the DB2® product.

Resolution: The output is now correctly displayed.

1'Y51190

Symptom: The getport_timeout_seconds, getport_timeout_usec, getport_total timeout_seconds, and
getport_total timeout_ usec configuration settings do not function correctly.

Resolution: These configurations are now correctly implemented instead of the system default timeout previously used.

1'Y51376

Symptom: Adapters do not read log files correctly when the LogSources configuration keyword is specified and the file name contains
the question mark (?) pattern matching character.

Resolution: File names specified using pattern matching characters are now found.

1'Y51458

Symptom: IBM Tivoli Risk Manager incident summary events can cause high CPU utilization by the tec_dispatch process due to
superfluous extended slot updates.

Resolution: The extended slots are no longer updated when the data has not changed.

1Y51718

Symptom: The wconsole -lsoperator -a command output lists operators that are assigned to consoles, but they are not listed in the
weconsole -Isconsole -a command output.

Resolution: Operators are now listed in the listed in the wconsole -Isconsole -a command output.

1'Y52041
Symptom: Installation of TEC version 3.9 failswhen TMF version 4.1.1 isinstalled.
Resolution: TEC version 3.9 successfully installson TMF 4.1.1.

1Y52318
Symptom: The Windows adapter prefilter function does not filter based on the event type.
Resolution: The prefilter function on Windows adapters now functions correctly.

1'Y52333
Symptom: Creating operators in the event console can cause other operators to be assigned.
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Resolution: Operators are not unassigned when an operator is assigned.

1Y52367

Symptom: The UNIX adapters can fill up the /tmp file system due to continuous output to the
/tmp/.tivoli/.tecad_logfile.lock.<hostname>.<id> file.

Resolution: Only the PID iswritten to the aforementioned file.

1'Y52425
Symptom: The UNIX log file adapters monitor syslog events regardless of the —S parameter specified in the configuration file.
Resolution: The adapters correctly recognize the -S configuration parameter and monitor or ignore syslog events accordingly.

1'Y52514

Symptom: The Windows adapter does not match event log events. The “%S*” format specifier must be used, however this does not
always map the data to the correct event attributes.

Resolution: The Windows adapter now matches charactersin multi-line events correctly.

1'Y52787

Symptom: The cache is not flushed when the Java Event Integration Facility is disconnected; for example, when a custom adapter
sends an event to the event server and immediately disconnects.

Resolution: The event is sent and the cache is flushed before the Event Integration Facility is disconnected.

I'Y52997
Symptom: Logdfile adapters end abnormally when they are started if the file specified by the LogSources keyword does not exist.
Resolution: The logfile adapters do not end abnormally and an error message that describes the problem is displayed.

1'Y53702

Symptom: When the WebSphere Application Server (WAS) 5.0 FP02 is upgraded to version to 5.0.2, the web console does not
function correctly and an error message is displayed.

Resolution: The back-end web console software has been updated to interact correctly with WAS 5.0.2.

1'Y53153

Symptom: When specifying a LogSource entry, events are left in the syslog pipe file on the Al1X 5.2 operating system.

Resolution: The adapters now use two named pipes, rather than one named pipe and one unnamed pipe. This enables the adapter to
process al of the corresponding events correctly.

1'Y54334
Symptom: Nested ACP profiles are not deleted on endpoint adapters.
Resolution: Nested ACP profiles are now deleted on endpoint adapters.

1'Y54997

Symptom: An adapter can stop sending events while monitoring a L ogSources file when more than one adapter thread attempts to
access the same data at the same time. When this occurs, the cache tail pointer is set to zero.

Resolution: A lock was implemented to prevent more than one thread from accessing the same data at the same time.

1'Y55723

Symptom: When multiple adapters are installed, and one is removed, the corresponding startup script entry (the entry in
/etc/init.d/tecad_logfile) is not updated correctly.

Resolution: The startup script is now updated correctly when an adapter is removed from a multiple adapter environment.

Files Added or Replaced With This Fix Pack

Please see the image report named image.rpt packaged with this fix pack in order to see which binary files are affected.
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Documentation Changes

This section describes organizational changes to the documentation for version 3.9, and it describes important terminology
information.

The following table describes the books that have been renamed in version 3.9 of the Tivoli Enterprise Console product:

Previous book name New book name

IBM Tivoli Enterprise Console Reference Manual IBM Tivoli Enterprise Console Command and Task Referen
IBM Tivoli Enterprise Console Rule Builder’s Guide IBM Tivoli Enterprise Console Rule Developer’s Guide
Tivoli Event Integration Facility User’s Guide Tivoli Event Integration Facility Reference

= ThelBM Tivoli Enterprise Console Rule Set Reference is anew book in thisrelease. It provides reference information about the
Tivoli Enterprise Console rule sets. Rule developers should read this book to understand the functiondity that the Tivoli
Enterprise Console rule sets automatically provide.

=  ThelBM Tivoli Enterprise Console Installation Guide has been completely updated and revised. It now includes chapters on
using the installation wizard and on troubleshooting as well as an appendix describing a sample, step-by-step installation of all
Tivoli Enterprise Console components in a simple working deployment.

= ThelBM Tivoli Enterprise Console User’s Guide has been completely updated and revised. It now includes a chapter specifically
for operators.

= TheonlineHTML reference for TEC isno longer available on the event server host at
$BINDIR/../generic_unix/TME/TEC/BOOK S/HTML/reference.html. The IBM Tivoli Enterprise Console Command and Task
Reference, which is available in both PDF and HTML formats, contains this information.

=  Thefollowing table describes information that has moved to a new location:

Information Previous location New location

Writing rules to correlate events Event Integration Facility Reference | Part 2 of the IBM Tivoli Enterprise

at the adapter or the Tivali Console Rule Developer’s Guide

Enterprise Console gateway

(state correlation) Tivoli

Installing, upgrading, and IBM Tivoli Enterprise Console IBM Tivoli Enterprise Console

uninstalling adapters Installation Guide Adapters Guide

Tivoli Enterprise Console IBM Tivoli Enterprise Console IBM Tivoli Enterprise Console

gateway Adapters Guide User’'s Guide

Event flow IBM Tivoli Enterprise Console IBM Tivoli Enterprise Console
Command and Task Reference User’'s Guide

Adapter Configuration Facility IBM Tivoli Enterprise Console IBM Tivoli Enterprise Console
User’'s Guide Adapters Guide

Logfile format editor IBM Tivoli Enterprise Console IBM Tivoli Enterprise Console
User’'s Guide Adapters Guide

postzmsg, TECAgent, and Tivoli Event Integration Facility IBM Tivoli Enterprise Console

wpostzmsg commands Reference Command and Task Reference

In the documentation, the terms TMEe and non-TME are used primarily in reference to adapters. A TME adapter is an adapter than
runs on either a managed node or an endpoint. A non-TME adapter is an adapter that does not use the Tivoli Management Framework
(managed node or endpoint) to send eventsto the event server. In the adapter configuration file, you set the type of transport
mechanism that an adapter uses to send events to the event server. A TME adapter uses either the endpoint transport (transport type set
to LCF) or the managed node transport (transport type set to TME) to send events. A non-TME adapter uses the socket transport
(transport type set to SOCKET) to send events. The term Tivoli (as opposed to non-Tivoli) is used primarily in reference to the Tivoli
environment, which was formerly known as the Tivoli Management Environmente (TME). Tivoli environment is defined as the Tivoli
applications, based upon the Tivoli Management Framework, that are installed at a specific customer location. In some cases, you
might find that these terms are used synonymously:

— Tivoli and TME

— Non-Tivoli and non-TME
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Documentation Updates

The following information about the Start Maintenance task is available in the online help of the Java version of the event consolein
English only. Thisinformation is provided here to support national languages.
The Start_Maintenance task informs the event server that a host has been put in maintenance mode. Select the event server to inform,
type the name of the host to put in maintenance mode, and specify the duration for the maintenance mode.
To configure the task:
1. Select Start Maintenance from the TEC Taskslist in the Task Execution dialog box. The configuration options for the task
are displayed in the right pane.
2. Intheright pane, type or select values for the following fields:
Event Server’s Name
The event server to inform. Thisisarequired field.

hostname
The fully qualified name of the host to put in maintenance mode. Thisis arequired field. The default for thisfield isan
asterisk. If you do not change this default, al hosts are put in maintenance mode.

Maintenance Owner Information
Optional information, such as an e-mail address or phone number, that you can enter regarding the person who is overseeing
the maintenance for the host.

Maintenance Duration
The number of minutes during which the host isin maintenance mode. Thisis arequired field. The default is 60 minutes.

Time to Start Maintenance

The time at which the host is put in maintenance mode. If you leave thisfield blank, the host is put in maintenance mode
immediately. Specify the timein this format: yyyy mm dd hh mm ss For example, 2003 06 12 23 30 00 indicates that the
host is put in maintenance mode on 12 June 2003 at 23:30:00, or 11:30 p.m.

Assumptions and Prerequisites:
This task assumes that the wpostemsg command is available on the host where the task executes. The wpostemsg command is aways
available on the event server host and endpoints that have an event adapter installed.

Authorization Required:
super, senior, admin, user

Command-Line (CLI):

This task can be run from the command line. This can aso be put a host in maintenance mode by running the wstartmaint.sh shell
script, which resides on the event server. Do not use the wpostemsg command to send a TEC_Maintenance event.

For information about tasks, environment variables available to tasks, and how to configure and run tasks from the command line,
refer to the IBM Tivoli Enterprise Console Command and Task Reference.

Internationalization notes
Theinformation in this section supersedes the information in the Tivoli Enterprise Console library. This section outlines TEC support
for international languages.

Enabling language support
The Tivoli Enterprise Console product is translated into the following languages:
=  German
Spanish
French
[talian
Japanese
Korean
Portuguese (Brazilian)
Chinese (Simplified)
= Chinese (Traditional)
To enable these languages and use the fully-translated event console task windows, install the appropriate language support pack from
the IBM Tivoli Enterprise Console Language Support CD. The appropriate IBM Tivoli Enterprise Console, Version 3.9 language
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support pack must be installed. Multiple language support packs for a single product can be installed. For installation instructions,
refer to the IBM Tivoli Enterprise Console Installation Guide.

Event adapter and event server compatibility

Different versions of event adapters can send their event data to event servers with different character encoding. Additionally,

different versions of event servers expect event data in different character encoding. If combining versions of event adapters and event
servers in anon-English environment, especially a multi-byte character set (MBCS) environment, it isimportant to understand the
compatibility among the various versions of event adapters and event servers.

Note: It isrecommended to keep all components of the Tivoli Enterprise Console product at the most recent version.

The term UTF-8 patch is used to refer to the patches shown in the following table;

Custom applications built with Tivoli Event Integration Facility

For adapters and other applications built with Tivoli Event Integration Facility, the NO_UTF8 CONVERSION keyword specifies
the encoding for the events, configuration file, and any other datainput. The Pre37Server and Pre37ServerEncoding keywords
specify the encoding of the output from Tivoli Event Integration Facility.
For example, when the NO_UTF8_CONVERSION keyword is set to YES and the Pre37Server keyword isset to YES, Tivoli Event
Integration Facility expects event data and its configuration file to use UTF-8 encoding, but it transmits the event to the event server
using DBCS encoding.

Event adapters

Some changes to the event processing for international environments that might require changes to some adapters, their configuration

files, or filters. The following table describes the compatibility between different versions of adapters and event servers.

Settings for internationalization support for non-TME adapters

Adapter Event server Event data stream encoding Comments
version version
380r39: | 3.80r3.9 UTF-8 datais sent. Data can be passed to tasks and programsin
UTF-8 or local encoding. See the IBM
Pre37Server must be set to NO, Tivoli Enterprise Console Rule Developer’s
which isthe default value. Guide for additional information.
NO_UTF8_CONVERSI ON=NO
3.7 UTF-8 datais sent. Data can be passed to tasks and programsin
UTF-8 or local encoding. Seethe IBM
Pre37Server must be set to NO, Tivoli Enterprise Console Rule Developer’s
which isthe default value. Guide for additional information.
3.6, 3.6.1, and UTF-8 datais sent. Data is passed to tasks and programsin
3.6.2 with the UTF-8 encoding.
UTF-8 patches Pre37Server must be set to YES
and Pre37ServerEncoding must
be set to UTF-8.
3.6,3.6.1, and Local encoded datais sent.s Datais passed to tasks and programsin
3.6.2 without the local encoding.
UTF-8 patches Pre37Server must be set to YES
and Pre37ServerEncoding must
be set to the Tivali encoding at
the event server. See the Tivoli
Management Framework User’s
Guide for additional information
about Tivoli text encoding
support.
3.7and 3.7 and later UTF-8 datais sent. Data can be passed to tasks and programsin
3.7.1 UTF-8 or local encoding.

Pre37Server must be set to NO,
which isthe default value.
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3.6, 3.6.1, and UTF-8 datais sent. Datais passed to tasks and programsin
3.6.2with UTF-8 UTF-8 encoding.
patches Pre37Server must be set to YES
and Pre37ServerEncoding must
be set to UTF-8.
3.6,3.6.1, and Local encoded datais sent. Datais passed to tasks and programsin
3.6.2 without UTF- local encoding.
8 patches Pre37Server must be set to YES
and Pre37ServerEncoding must
be set to the Tivoli encoding at
the event server. See the Tivoli
Management Framework User’s
Guide for additional information
about Tivoli text encoding
support.
3.6,3.6.1, | 3.7andlater Not supported. None.
and 3.6.2 3.6, 3.6.1, and UTF-8 datais sent. Datais passed to tasks and programsin
with UTF- | 3.6.2 with UTF-8 UTF-8 encoding.
8 patches | patches
3.6,3.6.1, and Not supported. None.
3.6.2 without UTF-
8 patches
3.6,3.6.1, | 3.7andlater Local encoded datais sent.s Data can be passed to tasks and programsin
and 3.6.2 UTF-8 or local encoding.
without 3.6, 3.6.1, and Not supported. None.
UTF-8 3.6.2with UTF-8
patches patches
3.6,3.6.1, and Local encoded dataiis sent.s Datais passed to tasks and programsin
3.6.2 without UTF- local encoding.
8 patches
Notes:

1. Aninterna inconsistency in the 3.7 and 3.7.1 adapters required users to unconditionally set
NO_UTF8_CONVERSION to YES. Thisworkaround allowed events to correctly reach the event server but
caused encoding mismatches between event data and event filters set in the adapter configuration files. Asa
result, filtering events (using the Filter keyword in the configuration files) based on attributes containing
DBCS or UTF-8 characters would not work. The problem is fixed for the 3.9 event adapters. Set
NO_UTF8_CONVERSION to YES only if the adapter input (events), format file (for logfile adapters), and
configuration file are already encoded in UTF-8 format. If the adapter input, format file (for logfile
adapters), and configuration file are encoded in DBCS, set NO_UTF8_CONVERSION to NO.

2. Non-TME logfile-type adapters shipped with Tivoli Enterprise Console, version 3.7.1, must have the
NO_UTF8_CONVERSION configuration file option set to Y ES because the event data has already been
converted to UTF-8 before being passed to Tivoli Event Integration Facility for forwarding to the event
server. If thisoption isnot set to Y ES, the non-English event data will be unusable because it will have been
converted to UTF-8 encoding twice, once by the adapter and again by Tivoli Event Integration Facility.

3. Loca encoding of adapters and event server must be the same. For example, SJI'S encoded data sent from
an adapter is not supported by an event server set to EUJCP encoding.

TEC 3.6.x and 3.7.x are no longer supported

Non-English data in adapter format files

For logfile-type adapters, non-English characters can be used in aformat string in aformat file. The non-English characters must be
entered in local or UTF-8 encoding. Thisis different than previous versions. The following table summarizes the encoding of
charactersin format files for various versions.

Note: The contents of aformat file should not contain different strings encoded in both local and UTF-8 encoding. Using mixed
encoding in the same file might cause many problems, including mismatches on event filtering, unreadable event contents on event
server, and others.

Version 3.6.2 with UTF-8
patches

Version 3.7 Version 3.7.1 Version 3.8 or 3.9

UTF-8 encoding Local encoding with
patches (see the Tivali
Support Web site for patch

information)

Local encoding Local encodingior UTF-8

1Event data, the configuration file, and the format file must al use the same encoding. If the encoding is DBCS, the
NO_UTF8_CONVERSION keyword must be set to NO (the default setting). If the encoding is UTF-8, the
NO_UTF8 CONVERSION keyword must be set to YES, because all the dataiis already in UTF-8 format.

Note: TEC 3.6.x and 3.7.x are no longer supported
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Non-English data in filters in adapter configuration files

For logfile-type adapters, non-English characters can be used in an attribute filter specification defined by the Filter keyword in an
adapter configuration file. The non-English characters must be entered in local encoding. Thisis different than previous versions. The
following table summarizes the encoding of charactersin configuration files for various versions:

Version 3.6.2 with UTF-8 | Version 3.7 Version 3.7.1 Version 3.8 or 3.9
patches
Not supported Local encoding with Local encoding Local encoding:or UTF-8
patches (see the Tivali
Support Web site for patch
information)
1Event data, the configuration file, and the format file must al use the same encoding. If the encoding is DBCS, the
NO_UTF8_CONVERSION keyword must be set to NO (the default setting). If the encoding is UTF-8, the
NO_UTF8 CONVERSION keyword must be set to YES, because all the dataiis already in UTF-8 format.

To use UTF-8 in event data, complete the following:

1. Customize both the format file and the configuration file in local encode (for example, SJIS)

2. Generate a .cdsfile using logfile_gencds for UNIX

3. If any DBCS characters are used, convert the configuration file, the format file and the .cds file to UTF8 encode.

4. Ensurethe UTF-8 converted format file is copied to /etc/C directory

5. Start the adapter in UTF-8 locale (on aix4-r1 platform, this can be set in LANG and LC_ALL environment variables as
EN_US.UTF-8)

Notes

1. Tomonitor event datain UTF-8 encode the adapter’s configuration file, format file and .cds file must all be set to UTF-8

encode

2. The preceding procedure requires modification for w32-ix86 platform.

IBM Tivoli Published Document Updates

IBM Tivoli Enterprise Console Version 3.9 Adapters Guide

1'Y58303 The following is an addendum to the Format Specifications section of Appendix B.

If the component specifier %s* isused in an adapter format file, whitespace preceding and following the %s* component
specifier will be considered by the adapters when matching messages. Consider the following format specification as an example:

FORMAT Test
%s*[x] Us*
END

To match amessage to this format specification whitespace must occur as follows:
- There must be whitespace directly after the [x] in the log message
- There must be no whitespace between the [x] and the constant immediately preceding the [x] in the message.

Thiswas incorrectly documented in the IBM Tivoli Enterprise Console Version 3.8 Adapters Guide. The problem was resolved in
the TEC 3.8.0 Fix Pack 2 and subsequent releases.

Note: Any whitespace preceding the first non-whitespace character in a message isignored by the adapters.

1Y 63407 The following is an addendum to Chapter 2, “Installing Adapters”

When upgrading an existing version 3.8 adapter to version 3.9 for an endpoint, the version 3.8 adapters can continue to run while
the Adapter Configuration Facility (ACF) is upgrading. After the ACF is upgraded, distributing the Adapter Configuration profile
(ACP) version 3.9 to the endpoints on which the version 3.8 adapters are running causes the following actions to occur:

1.The version 3.8 adapter is stopped

2.The version 3.8 adapter is overwritten by the version 3.9 adapter
3.The version 3.9 adapter is started
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Notes:

1. This processis also true for the enhanced adapters.

2.The migration path described above requires virtually no downtime for
the adapters.

To remove an existing version 3.8 adapter (instead of upgrading it) from an endpoint after ACF version 3.9 has been installed, do
the following:

1. Edit the existing ACF profile that is currently active on the endpoint
2. Remove all entries from the profile and save the profile
3. Distribute the profile to the endpoints. The version 3.8 adapter on the endpoint is stopped and removed

Note: The existing Adapter Configuration Facility profile that is currently active on the endpoint must be used in order for the
empty profile distribution to successfully remove the version 3.8 adapter. Creating a new, empty Adapter Configuration Facility
profile on version 3.9 and distributing it to the endpoint will not remove the version 3.8 adapter.

1Y59911 The following is an addendum to Chapter 9, “SNMP Adapter”. Thisinformation has been added to the section titled “ Class
definition statement file”.

SNMP event example
CLASS Port _Segnenti ng CBT
SELECT
1. ATTR(=, $ENTERPRI SE), VALUE(PREFI X, "1.3.6.1.4.1.52");
2: $SPECI FI C = 258;
3: ATTR(=, "boardl ndex");
4: ATTR(=, "portlndex");
FETCH
1: | PNAVE( $AGENT _ADDR) ;
2: FQNAME( $SAGENT_ADDR, $FQ DOMVAI N) ;
MAP
host name = $F1;
f ghost name = $F2;
boar dl ndex = $V3;
portlndex = $V4;
sub_origin = PRINTF("board %, port %", $V3, $V4);
status = CLOSED,
END

Keywords
IPNAME(ip_addr) - convertsagiven IP addressinto an |P name

IPADDR(ip_name) - converts agiven IP nameinto an IP address

FQNAME(ip_name, domain) - converts a given |P name or address and domain name into afully qualified hostname. The
variable $FQ_DOMAIN (which is set according to the FQDomain keyword in the adapter configuration file) can be used for the
domain. The agorithm used to build the fully qualified name is based on the value of the domain parameter:
1. If the domain is avaue other than "NO", then a check will be done to seeif the input nameis already fully qualified.
2. If the domain is"YES", then the fully qualified name will be determined using gethostbyname(). If that fails, nslookup
will be used on Windows or res_search will be used on UNIX/Linux.
3. If the domain is any other value, the fully qualified name will be created by appending the domain parameter to the
ip_name parameter.

PRINTF - builds an event attribute using a C-style printf() format string. For more information see Appendix C, Class definition
filereference.

SUBSTR - extracts a substring out of an attribute value. For more information see Appendix C, Class definition file reference.

The following is an addendum to Appendix C “ Class definition statement file reference”
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Replace the example in the “FETCH statement” section with the following:

FETCH
1: SUBSTR($V2, 1, 5);

This statement uses the value of the variable $V 2, as assigned from <select_statement> number 2, and assigns the substring
represented by the first four characters of $V2 to the variable $F1.

Replace the “MAP statement” section with the following:
The MAP statement creates the event attributes and associated valuesto be put in the outgoing Tivoli Enterprise Console event.

The MAP segment is composed of one or more <map_statement> expressions. Each <map_statement> has one of the following
formats:

<sl ot _nanme> = <string>;
<sl ot _nanme> = <vari abl e>;
<sl ot _nanme> = PRINTF(<format _string, <varl> ..., <varn>);

<sl ot _nane>
Specifies the name of any event attribute. This should be an event attribute that corresponds to an event attribute defined in the
adapter’ s BAROC file on an event server.

<string>
Any character string.

PRI NTF
Specifies that the value of the event attribute should be created using a C-style printf() format string. Thisformat string supports
only the %s format specifier.

<var >
Can contain either a<string> or a<variable>.

An example of a MAP statement:
MAP
origin = $V2;
host nane = $HOSTNAME;
meg = PRINTF(“The originis %", $V2);

In this example the origin event attribute is given the value of the SELECT statement variable $/2. The hostname event
attribute is given the value of the SHOSTNAME keyword. Assuming the value of the variable $V2is9.17.123.234, the msg
event attribute is given the value The origin is 9.17.123.234.

The output of the MAP statementsisalist of event attribute name and attribute value pairs that are used to generate the outgoing
Tivoli Enterprise Console event that will be sent to the event server.

1'Y67193 The following is an addendum to page 169.

NumEventsToCatchUp
Specifies which event in the Windows event logs that the adapter starts with. This option provides some flexibility if the source
being monitored is new or the adapter has been stopped for an extended period of time. Valid values are as follows:

0 Start with the next event in thelogs. Thisisthe default value.

-1 Start with the oldest event in the logs.

n nrepresents any positive number other than zero (0). Start with the nth event from the most current event in the logs; that is,
start n events back from the most current event in the logs. If n is greater than the number of eventsthat are available, all the
events that are avail able are processed.

If an event has already been processed, it will not be read again unless the value specified is-1.

1Y71136 Thefollowing information is a clarification of the “Event Filtering” section of Chapter 1.

Replace this sentence:
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The class name specified for an event filter entry must match a defined class name; an adapter does not necessarily have
knowledge of the class hierarchy.

with the following:

The class name specified for an event filter entry must match a defined class name and must list every class to be filtered. The

adapter does not have knowledge of the class hierarchy defined by | SA keywords in BAROC files or FOLLOWS keywordsin FMT
files.

For example, assume the FMT fileincludes the following entries:

FORMAT Event Base
FORMAT Event Print_Error FOLLOAS Event Base

If both classes are to be filtered, both must be listed:

Filter: d ass=Event Base
Filter:d ass=Event Print_Error

If you list only the Event Base inthe FMT file, then only the Event Base classwill befiltered. The
Event Print Error classwill not befiltered.

1Y54989 The following information has been added to the “Troubleshooting the UNIX logfile adapter” section of Chapter
10 - UNIX logfile adapter

For Linux: The output of the ps -ef command shows multiple processes for the Linux logfile adapter. This behavior is normal,
and all processes are stopped when the adapter is stopped. Manually stopping any of the processes might cause the adapter to fail
or mafunction.

1Y55909 The following information should be added to the “OpenView” section in Chapter 7 -OpenView adapter
This adapter is delivered for OpenView 6 and 7 for HP-UX, Solaris, and Windows.

Note: The event logfile adapter for the HP OpenView Version 7 and 7.5 platform has been provided as Beta.

1Y56178 The following information has been added to the “ Class definition statement file” section in Chapter 5- AS400
message adapter

Note: The maximum number of characters per line in the CDSfileis 1024.
[Y75056 The following should be considered an addendum to the "Event information and attributes" section of Chapter 1.

An event must never repeat attribute names. If an event arrives at the Server or state correlation engine with repeated attributes,
the last value listed will be kept and previous values will be dropped. Repeated attribute names represent an improper event and
must be modified at the source to avoid having dropped data.

1'Y58509 The following information should be added to the IBM Tivoli Enterprise Console Adapter’s Guide in the Configuration file
section in Chapter 10, “UNIX logfile adapter”:

LogSources
Specifiesthe log files to poll. The complete path to each file must be specified, and file names must be separated by
commas(,,). Within each file name, you can also use an asterisk (*) to represent any sequence of characters, or a question
mark (?) to represent any single character. For example, my1og* would result in polling all log files whose names begin
withmylog , whilemylog??? resultsin polling al log files whose names consist of my 1 og followed by exactly three
characters. The question mark cannot be used to substitute the period between afile name and afile extension. For example,
tofindmylog. txt, specify mylog.???, notmylog????. Thesewildcard characters are supported only within the file
name; the path must be explicitly specified.
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1Y73291 Thefollowing isan addendum to the TEC Event subsection of "Java Language API" in Appendix A on page 66.
A legitimate event string has the following form:
ID SEMICLN (ID =(STRING | VALUE | EMPTY_STRING) SEMICLN )* "END" [CNTRL_A]

The tokens for the event string grammar are explained in detail below:

SEMCLN :=";"

EQUALS : = "="

CNTRL_A := "\ 001"

ID := Any non-empty sequence of characters from the set
az,A-Z,0-9, .-,

containing at least one character from
az,A-Z

STRING := Begins and ends with either single quotes or double quotes. Any embedded quotes that are the same as the quotes
being used to delimit the string must be escaped with the same quote character. For example:

- 'embedded single(")' would be written 'embedded single(™)'

- "embedded double(")" would be written "embedded double("")"

- "embedded single(’)" would be written "embedded single(’)"
The only other restriction on STRING tokens isthat they can't contain the NUL character (\00O") or control-A (\OOL").

VALUE := Any non-empty sequence of characters excluding all ASCII control Characters ("" - "), the space character (" "), the
single quote (""), the equals sign ("="), and the semi-colon (";").

EMPTY _STRING := This token represents an empty string. No quotes are needed for this value.

Thefirst ID token is the class name of the event. The sequence of instances of "ID=(STRING|VALUE);" specify the slot/value
pairs and "END" marks the end of the event. The teminating character "A is optional. Each ID used as a slot name must be unique
with respect to all the other IDs used as slot names and the slot name can't be "END". Before and after any of the tokensin an
event string, there can be an arbitrary amount of whitespace (characters™ ", "\t", "\r", "\n") with one exception. Nothing can
appear after the terminating A if it's present. The following are examples of valid event strings:

C ass1i;
nsg=' enbedded quote ''."' ;
host nane=artem s;

END

G ass2; ENDM"A
G ass3; nsg = theMessage ; END
Cl ass4;

msg='Here''s a new i ne

rest of neg';
END

1Y56192 The following information should be added to the "Regular Expressionsin Filters' section of Chapter 5 - Filtering Events at
the Source. This text should be placed just before the "Note:" in that section.

Syntax of Regular Expressions:

A regular expression is zero or more branches, separated by "|". It matches anything that matches one of the branches.
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A branch is zero or more pieces, concatenated. 1t matches a match for the first, followed by a match for the second, etc.

A pieceisan atom possibly followed by "*", "+", or "?'. An atom followed by "*" matches a sequence of 0 or more matches of
the atom. An atom followed by "+" matches a sequence of 1 or more matches of the atom. An atom followed by "?' matches a
match of the atom, or the null string.

An atom isaregular expression in parentheses (matching a match for the regular expression), arange (see below), "." (matching
any single character), """ (matching the null string at the beginning of the input string), "$" (matching the null string at the end of
the input string), a"\" followed by a single character (matching that character), or a single character with no other significance
(matching that character).

A rangeis aseguence of characters enclosed in brackets "[]". It normally matches any single character from the sequence. If the
seguence begins with "A", it matches any single character not from the rest of the sequence. If two charactersin the sequence are
separated by "-", thisis shorthand for the full list of ASCII characters between them (e.g. "[0-9]" matches any decimal digit). To
include aliteral "]" in the sequence, make it the first character (following apossible "A"). To include aliteral "-", make it the first
or last character.

A sample programis provided in the EIFSDK for testing regular expressions. The sample is provided for each operating system
in the <eifsdk>/bin/$SINTERP directory. The sample name is 'regtest’. A sampleinput file, regtest.data, is also provided.

Note: The regular expression code isasdlightly atered version of code originally written by Henry Spencer
Copyright (c) 1986 by University of Toronto. Not derived from licensed software. Permission is granted to anyone to use this
software for any purpose on any computer system, and to redistribute it freely, subject to the following restrictions:

1. The author is not responsible for the consequences of use of this software, no matter how awful, even if they arise

from defectsinit.
2. The origin of this software must not be misrepresented, either by explicit claim or by omission.
3. Altered versions must be plainly marked as such, and must not be misrepresented as being the original software.
Thefollowing is an addendum to the disconnect() reference of "Java Language API" in Appendix A on page 59.

disconnect(time)

Flushes the cache and then closes any open connection to the event server.

Synopsis
disconnect (max_seconds to_wait)

Arguments
Note: For al values control is returned to the caller as soon as the cache is emptied.

< 0 Wait forever or until the cache is emptied. If the server is down, this routine will not return.

= 0 Send events from the cache while the connection remains up. This could take along time if the cacheislarge.
>= 0 Stop emptying the cache after the specified number of seconds.

Examples
public synchronized void disconnect (int max_seconds_to wait)
1'Y62178 The following is an addendum to Chapter 4 - Building an adapter.

Table 7 Libraries for non-TME adapters developed with Event Integration Facility C API has been updated with the following

entry:
Libraries Provided by Notes
librpclib.a Operating system For adapters on z/OS
Standardz/OS Language Environment
libraries

A new section has been added to the end of the chapter with the title “ Using the Event Integration Facility on z/OS”. This
section will contain the following information:
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The following Event Integration Facility toolkit binaries are unique to z/OS. To use these binaries, you must transfer them to
your Z/OS USS system in binary. Note: These files only support non-TME transport.

o EIFSDK/bin/os390/postzmsgy

o EIFSDK/lib/os390/libteceeif.a

The following Javafiles may also be transferred in binary and used on z/OS. These files are used for both the Java version of the
Event Integration Facility and for State Correlation with the C version.

o EIFSDK/jardevd.jar

EIFSDK/jarg/log.jar

EIFSDK/jars/zce jar

EIFSDK/jars/xerceslmpl-4.2.2.jar

EIFSDK/jars/xml-apis-4.2.2 jar

Note: the EIFSDK directory isfound on the IBM Tivoli Enterprise Console TME New Installations CD or in the directory where
you placed it.

In order to use the C version of the Event Integration Facility on Z/OS the appropriate EBCDIC codeset files (such as IBM-1047)
need to be in the $TI1SDIR/codeset directory. Thiswill alow for UTF-8 conversion to take place. These files can be transferred
(in binary) to a USS directory such as/etc/Tivoli/codeset. To use the codeset, export TISDIR=/etc/Tivoli on your USS system.

The following is an addendum to Chapter 5-Filtering events at the source

Table 10 Library paths and directories for adapters built with the C API has been updated with the following entry:

Operating System and Library Environment Variable Directories
Z/0S: libjvm.so LIBPATH <java path>/bin/classic
<java path>/bin

The following information have been added to the “ Activating state machines’ section in chapter 5.

In order to use State Based Correlation on z/OS, do the following:
1. Your xml rules must be in codepage IBM-037 rather than IBM-1047. To convert afile from IBM-1047 to IBM-037, use
the following command:

iconv -f IBM 1047 -t 1BM 037 filenane > outfile
2. Transfer tecsce.dtd to your US system. Note: tecsce.dtd cannot be in EBCDIC. Therefore, you must do a binary transfer.
3. If JT needsto be disabled, use Javaversion 1.3.1 to do so with the following command:

export JAVA COWPI LER=NONE

1Y71318 Thefollowing is an addendum to Chapter 3 page 13.

Thefollowing is an example of a configuration file that enables the application to receive events using sockets:
Buf f er Event s=NO
Buf Evt Pat h=/t np/ ei f _socket recv. cache
TransportList=t1
t 1Type=SOCKET
t 1Channel s=t _
t _ServerLocation=ny. server.com
t _Port=5151

Note: When the receiver is configured to use sockets, the value of BufferEvents must be set to NO the receiver using socket
transport. When BufferEvents is set to YES, the EIF pulls information from the socket and the event isimmediately placed in the
buffer where thetec_get event retrievesit. This may cause event loss if the buffer grows so large that it wraps in the buffer file.
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1Y54505 The following information has been added to the section documenting how to program the adapter in Chapter 4 -Building
an adapter

When building a TME adapter using the Tivoli Application Development Environment thet ec_cr eat e_handl e API calls
the tis_set _def cs function, which setsthe default code set for other tis calls. When building a non-TME adapter the locale
is set independently of the Event Integration Facility. Calling thet ec_cr eat e_handl e API does not change the locale.

1Y56893 The following information has been added to thet ec_put _event section of Appendix A, “ Application programming
interfaces”

Note: If buffering is enabled in the configuration file, events are placed into a buffer and then sent on a separate thread. If acall to
tec_put event isfollowedby acal tot ec_destr oy handl e, the handle might be destroyed before the event can be
sent. To prevent this from happening usetheed_s| eep utility function aftert ec_put _event to alow time for the event to
be sent. For example:

ed_sleep(0,100);

1'Y67231 The following information is an update to Chapter 5: Filtering events at the source page 33.

Before activating the state based correlator, ensure that the rules have been written based on the information described in the IBM
Tivoli Enterprise Console Rule Developer’s Guide.

Follow this procedure to enable the state based correlation:

1. Moaodify the state correlation keywords in the configuration file. The following code fragment illustrates the use of the
appropriate keywords:

UseSt at eCorr el ati on=YES

# for Windows only

StateCorrel ati onConfi gURL=file:C \tnp\test.xn
#for all other INTERPs

# StateCorrel ationConfigURL=file:///tnp/test.xn

2. Torun state correlation on an adapter place both the XML and DTD filesin the path specified in step 1.

Note: The DTD, tecsce.dtd is the supported type definition for TEC state based correlation and is provided by both the ACF
component ($BINDIR/TME/TEC/default_sm/tecsce.dtd) and the EIF SDK (default_sm/tecsce.dtd).

3. Addthefollowing filesto the CLASSPATH environment for the adapter. This can be done either in the environment from
which the adapter is run or via the adapters configuration file. Thefiles:

e zCEjAr

log.jar
xerceslmpl-4.2.2.jar
xml-apis-4.2.2.jar
evd.jar

are provided with the ACF component ($BINDIR/../generic_unix/ TME/TEC) and the EIF SDK ( jars/*) aswell asthe TME
logfile adapters and the non-TME logfile adapters for AlX, SOLARIS(Sparc), HP/UX and Linux (all supported platforms).
They are also provided for the TME installed Windows logfile adapter.

Note: xercesimpl-4.2.2.jar and xml-apis-4.2.2.jar replaces xerces-3.2.1.jar as of 3.9.0-TEC-FPOL.

Set the CLASSPATH viathe configuration file for the logfile adapters with the PREPEND_CLASSPATH or
APPEND_CLASSPATH keywords. For TME adapters, the jar files are located at:

$TECADHOVE/ . ./../../../generic_unix/ TME/ TEC
and for non-tme:

$TECADHOVE/ j ar s
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Add one of either PREPEND_CLASSPATH or APPEND_CLASSPATH to your configuration file (using the appropriate
path separator, : for unix and ; for windows) using the full path to each of thejar fileslisted above. For example on a Solaris
TME unix logfile adapter:

PREPEND CLASSPATH=$TECADHOVE/../../../../generic_unix/ TVME/ TEC zce.jar:\
$TECADHOVWE/ . ./../../../generic_unix/ TVME/ TEC/ | 0g.jar:\
$TECADHOVE/ . . /. ./../../generic_uni x/ TME/ TEC/ xerceslnpl-4.2.2.jar:\
$TECADHOVE/ . . /../../../generic_unix/ TVME/ TEC xm -apis-4.2.2.jar:\
$TECADHOVE/ . ./ ../ ../ ../ generic_unix/ TME/ TEC evd. j ar

Note: The above would all be on oneline (no "\") and the value of STECADHOME should be expanded. For TME adapters,
it ispossible to use STECADHOME in the ACF "Environment" panel without expanding it and it will be filled in by ACF.

4. For adapters that are built using the C API such asthe TEC logfile adapters, it is necessary to have the library path point to
the javalibrariesin order to use state base correlation via JNI. Thisis documented in the aforementioned "Activating State
Machines' section of the Tivoli Event Integration Facility reference but can aso be effected by the use of either the
PREPEND_JVMPATH or APPEND_JVMPATH configuration file keywords. Aswith the classpath example above, the
appropriate path separator must be used if more than one path and should point to the location where the VM shared library
for thejreislocated. Usingthe Solaris TME UNIX logfile adapter example above assuming that the JRE (Javaruntime) to
be used is located at STECADHOME!../jre, add:

PREPEND_JVMPATH=$TECADHOME/ . . /jre/lib/sparc

Note: See Table 10 in the Tivoli Event Integration Facility reference for other interps. Also note that STECADHOME must
be expanded as with the previous example.

Table 10. Library paths and directories for adapters built with the C API

Operating System and | Environment Variable | Directories

Library

AlIX: libjvm.a LIBPATH /InstalI Dir/bin/aix4-rU/TME/TEC/jre/bin/classic
/Install Dir/bin/aix4-rUTME/TEC/jre/bin

HP-UX: libjvm.dl SHLIB_PATH /Install Dir/bin/hpux10/TME/TEC/jreflib/PA_RISC/classic
/Install Dir/bin/hpux10/TM E/TEC/jre/lib/PA_RISC/

Linux: libjvm.so LD_LIBRARY_PATH | /InstallDir/bin/linux-ix86/TME/TEC/jre/bin/classic
/Instal| Dir/bin/linux-ix86/TM E/TEC/jre/bin

Solaris Operating LD _LIBRARY_PATH | /InstallDir/bin/solaris2/ TME/TEC/jreflib/sparc

Environment: libjvm.so

Windows: libjvm.dll PATH \InstalIDinbin\TME\TEC\jre\bin\classic

Note: Failure to initialize state based correlation for the Windows event logfile adapter can lead to an application fault. The
fault occurs in the msvert.dll wscanf() function.

IBM Tivoli Enterprise Console Version 3.9 Command and Task Reference

The following information is an addendum to Chapter 1

wstoptecgw (managed node version):
The managed node version of the wstoptecgw command is used to stop a Tivoli Enterprise Console gateway that isinstalled
on a managed node. The managed node version of the wstoptecgw command is installed on a managed node and the
endpoint version of the wstoptecgw command isinstalled on endpoints. The appropriate wstoptecgw command is
automatically invoked when atec_gateway profileis distributed to either a managed node or to an endpoint.
The EnableSigTerm keyword is used to determine which version of the command isinstalled. The default valueis
EnableSigTerm =YES, which means the new version of the wstoptecgw command is used when the gateway is installed on
amanaged node.

Syntax:
wstoptecgw
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Description:
The managed node version of the wstoptecgw command stops a Tivoli Enterprise Console gateway that services managed
nodes. The Tivoli Enterprise Console gateway restarts automatically upon receipt of an event, so there is no corresponding
command to start the gateway. This command must be run in the shell sourced on the host (managed node) that contains the
gateway. To get the wstoptecgw command on the shell sourced on the host (managed node) that contains the gateway,
perform the following steps.

1. Ensure that the Adapter Configuration Facility isinstalled on the managed node to act as the Tivoli Enterprise Console
gateway.

2. Create an adapter configuration profile entry for the tec_gateway configuration file and ensure that EnableSigTerm=YES
is specified.

3. Distribute the tec_gateway adapter configuration profile to the managed node. The wstoptecgw command is now installed
in the $BINDIR/bin/ directory on the managed node.

Thefollowing is an update to the -imptgtdata option of the wrb command on page 78:
-imptgtdata data _filetarget rule_base

Imports a supporting data fileinto arule base target. Thisfile must already exist in the TEC_RULES subdirectory, and it is
distributed with the rule base. For example, the following files can be imported:

e Event Integration Facility configuration file

e Prolog fact file

e Prolog datafile

data file
Specifies the name of the file to be imported to the named rule base target. Specify the file name, not the path. The file must
already exist in the TEC_RULES subdirectory.

target
Specifies the name of the rule base target that will receive the imported datafile.

rule_base
Specifies the name of the rule base that contains the target.

The following information is an addendum to the “ Configuration Parameters Appendix.”

The following parameters can be set in the .ui_server_config file, which islocated in the $BINDIR/TME/TEC directory.

Parameter Use Default Value

tec_ui_server_version _checking_enabled Specifies whether or not to verify a TRUE
compatible version of the event console (Java
or Web version) when attempting to connect
tothe Ul server. Thevaluesfor this
parameter are TRUE and FALSE.

tec_ui_server_conn_keepalive interval Specifies sleep interval in minutes used by the  Not applicable.
Ul server keep-alive thread. Thisthread
prevents the unexpected closure of the
connection between the console and the Ul
server when communicating through a
firewall.

1Y57986, 1Y69755, 1Y67023 1Y 74714 The following information is an addendum to the “ Configuration Parameters Appendix.”

The following parameters can be set in the .tec_config file, which islocated in the $BINDIR/TME/TEC directory. The parameters can
be viewed within rulesby using theget _conf i g_par ampredicate. The values specifiedinthet ec_r ecv_agent _port,
tec_disp rule port,andtec_rec_rul e_port parameters should be set greater than 5000 to avoid conflicting with
automatically assigned ports.
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Parameter
tec_recv_agent port

tec_disp_rule port
tec_recv_rul e port

tec_recv_timeout

tec_tnpfile dir

tec_restart_server

tec_rul e_cache_size

tec_rule_cache full _history

tec_rul e_cache_non_cl osed_h

i story

tec_rule_cache_clean_freq

tec _rule_trace

tec_rule trace file

tec_rul e_host

tec_rul e_use_port mapper

tec_rule_mgnt_port
tec_rul e _nport_enabl e | evel
tec_rul e_password
tec_server _dbfail _shutdown

Use

Specifies the port that the tec_reception process
should use to receive events that are sent by
non-TME adapters. This parameter is required
on Windows systems.

Specifies the port used for inter-process
communication for the tec_dispatch process.
Specifies the port used for inter-process
communication for the tec_rule process.
Specifies atimeout, in seconds, for the
tec_reception process when reading events
from a socket. If the tec_reception process
hangs for tec_recv_timeout seconds when
reading an event, it ends the connection and
continues receiving events so that other agents
are not delayed.

Specifies the directory where temporary files
can be created and manipulated. These
temporary files are used when rules writeto a
temporary directory.

Specifies whether the tec_master process
automatically restarts other processes when a
process either ends or loses communication
with the tec_master process. The values for this
parameter are YES and NO.

This parameter is obsolete. Thisis now
specified with the wsetesvrefg command and
viewed with the wisesvrefg command.

This parameter is obsolete. Thisis now
specified with the wsetesvrefg comman d and
viewed with the wlsesvrefg command.

This parameter is obsolete. Thisis now
specified with the wsetesvrefg command and
viewed with the wisesvrefg command.
Specifies the frequency for emptying the rule
engine event cache. The value is specified in
seconds.

This parameter is obsolete. Thisis now
specified with the wsetesvrefg command and
viewed with the wlsesvrefg command.

This parameter is obsolete. Thisis now
specified with the wsetesvrefg command and
viewed with the wlsesvrefg command.
Specifies the host where the rule engine runs.

This parameter is used on al platforms except
Windows to specify whether to register the port
specified by thetec recv_agent port keyword
with the portmapper. If the
tec_recv_agent_port parameter isset to O or is
not specified, the portmapper is used regardless
of thetec_rule use portmapper keyword. The
values for this parameter are yes and no.

This parameter is obsolete.

This parameter is obsolete.

This parameter is obsolete.

Specifies whether the server should shutdown
when it cannot connect to the database. The
values for this parameter are YES and NO. NO
indicates that the server will continue to receive
and process events in the Rule Engine and

Default Value
0 (specifiesthat
portmapper is used)

0 (specifies that
portmapper is used)
0 (specifies that
portmapper is used)
5 (seconds)

The default directory is
$DBDIR.

NO (specifiesthat if the
tec_master process cannot
reach achild process, it
shuts down other
processes)

Not applicable.

Not applicable.

Not applicable.

3600 (seconds which is
one hour).

Not applicable.

Not applicable.

The default is to use the
TMF function
local_host_name().

Not applicable.
Not applicable.
Not applicable.
NO
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reconnect to the database when it becomes
available. New events and modifications
received during thistime will not be updated in
the database. YES indicates that the server
should shutdown when it is not able to connect
to the database.
tec_server_handl e Specifies the numeric identifier for the server. 1
If there are multiple Tivoli Enterprise Console
servers, use this parameter to assign each
unique IDs.
tec_server_portmap_shut down  Specifieswhether tec_server will shutdownthe YES (specifies the event
tec_reception portmapper port when the server  server will shutdown the
shuts down. The values for this parameter are portmapper port at
YES and NO. shutdown)
event _cache_file Specifies the file name of the event cache. This  None
is used to cache incoming events when events
are received faster than they can be processed.
tec_exect ask_dbcs Specifies how slot parameters of type string fase
should be passed to the task engine. If set to
true, slot parameters are converted to the local
code set before the task isrun. If set to false,
the parameters are passed as UTF8.

al ways_expect _utf8 Indicates whether all incoming eventsaretobe  no
in UTF8 format. The values for this parameter
areyes and no.
tec_benchmark_report_period Specifiesthefrequency at which processing 0 (specifies that reports

rates are printed. For moreinformation, seethe  are not generated)
IBM Tivoli Enterprise Console Rule
Developer’s Guide.
tec_benchmar k_sanpl e_peri od  Specifies the time window for which event 0 (specifies that reports
arrival and processing rates are computed. For ~ are not generated)
more information, see the IBM Tivoli
Enterprise Console Rule Developer’s Guide.
tec_disp_clt_lock_timeout Specifies atimeout in seconds for the 30 (Thisvalue can be
tec_ui_server process when an event change increased as necessary)
transaction takes place. If atimeout occurs the
following error message will be written to the
tec_ui_server processlog file:

processServerData() — NACK transend
Thisusualy indicates a client lock timeout.
If this occurs increase the value for
tec_disp_clt_lock_timeout.

After receiving this error the initiating console
will continue to show an updating status (for
example, Acknowledging). Reloading the
events will update the status.

New Parameters for event delivery reliability

The following parameters have been added in order to help improve the reliability of event delivery and prevent the loss of events
while stopping the event server. To improve thereliability of event delivery, an update to the Event Integration Facility (EIF) library
allows the sender (for example, an adapter) to verify an active connection is available before sending the event. These enhancements
include new configuration parameters, which are detailed below.

EIF Sending Process Parameters

Parameter Use Default Value
Respect RTSS NO/YES YES
PORTMAPPER REMEMBER_PORTS NO/YES YES
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Server Port CTS 0-65000,N 5549

EIF Receiving Process Parameters

Parameter Use Default Value
SendRTSS NO/YES YES
Ti meout RTSS 1-65000 120
Cont r ol | edShut down NO/YES YES
Server Port CTS 0-65000,N 5549
Keywords

Respect RTSS

Default YES

YES - stop sendi ng when RTSS
NO — do check for RTSS

PORTMAPPER REMEMBER _PORT
Default YES
YES — try the previous port obtained do not request from portnapper unless
this port fails.
NO — use portnmmpper on every connection

SendRTSS
Default YES
YES - send RTSS “ SHUTDOVW’
NO — do not send RTSS “ SHUTDOW’

Ti meout RTSS
Time (seconds) to wait for all data to be received
Default 120
0O — wait indefinitely
max 3600 (1hr)

Cont r ol | edShut down
Def aul t YES
YES/ NO

Server Port CTS
Simlar to ServerPort but specifies a CTS port for this location. Setting a
ServerPort CTS will enabl e CTS port.
Default <not defined> will not use CTS port
Val ue — <portnunber>, N

Sender
Sender keywords can be set in adapter configuration files and forward.conf.

When using RespectRTSS the sender will check for data available on the socket before sending, when the data available on the
socket isa“SHUTDOWN” message the send will fail to the application. If no datais available then the send will proceed. A
SHUTDOWN" message sent out by the receiver does not indicate that it is done reading, just that it wants the connection to stop
sending data.

By default, a sender that makes multiple calls to send in connection-less mode, and portmapper is used, will try to reuse the port
from the previous connection. The PORTMAPPER_REMEMBER_PORT keyword can disable this so that a request to
portmapper is made every time.

To explain the ServerPortCTS keyword, knowledge of ServerL ocation ServerPort configuration is necessary.
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A comma-separated list of entries for ServerL ocation will configure multiple destinations. The comma-separated list of ports for
ServerPort will match 1:1 with the ServerLocations. Fewer ServerPorts will result in port O for each extralocation. Fewer
locations will yield destinations to localhost on the extra port.

A comma-separated list of ports for ServerPortCTS will match up with ServerPort keyword. An ‘N’ for a port will indicate None
and disable ServerPortCTS forthat destination.

The configuration examples below show how this might work.

Example 1:
ServerPort=5529
SeverPortCTS=5549

Example 2:
ServerPort=5529,8801,8803
SeverPortCTS=5549,9901,9903

A port of N for the CTS port indicates None, port O will indicate portmapper and remaining ports will use the last one used
similar to how ServerL ocation and ports match up.

Example 3:
ServerPort=5529,8801,8803
SeverPortCTS=5549,N,9903

Port 5529 cts 8801
Port 8801 cts None
Port 8803 cts 9903

Omission of keywords for the Sender will yield the following functionality
RespectRTSS=YES
ServerPortCTS=N

Receiver
Receiver keywords are to be set in the .tec_config file and are read by tec reception.

When SendRTSS is enabled the receiver will send a“SHUTDOWN” message to all active connections when in shutdown. The
receiver will continue to read data from sockets until no more data is available, and adapters that choose to ignore the
“SHUTDOWN" message (all previous adapters) may keep this process alive indefinitely. The TimeoutRTSS is the amount of
time to wait before simply closing all connections and discarding datain transit. The EEIF uses a connection pool and cannot
distinguish between a‘well_behaved’ adapter and a chaotic one.

ControlledShutdown tells TEC Reception to use the controlled shutdown when set to YES. When thisis set to NO TEC
Reception will not use the controlled shutdown.

1Y65276 The section on thewr b command has been updated with this information.
The following command copies an existing rule base to another existing rule base.

-cprb [-classes] [-rulesets] [-rul epacks] [-targets] [-delete | overwite] [-force]
sour ce destination
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If any of the -classes, -rulesets, -rulepacks, or -targets arguments are not specified, then the class sets, rule sets, rule packs, rule
base targets, and data files are all copied.

-targets
Copies rule base targets and data files.

The following information has been added to the section documenting the wlsemsg command options.
—k key

This parameter specifies the field sort selection criteria. Events are sorted in ascending order by event_handle, server_handle, and
date _reception. Other values are Administrator, Class, Hostname, I1D, Message, Origin, Repeat_Count, Severity, Source, Status,
Sub_Source and Sub_Origin. The ID field is defined..."

1Y53185 The following information has been added to the section documenting the wupdnvgr oups command options.

wupdnvgroups
Updates the ServiceUnavailable event group required to use the netview.rls rule set.

Syntax
wertnvgroups [ host[: port] user password]

Description
The wupdnvgroups script uses the weonsole command to update the ServiceUnavailableEvents Event group filter for the
ServiceUnavailable event group. This event group contains events from the IBM Tivoli NetView product that indicate that
IBM WebSphere Application Server, DB2, and WebSphere MQ applications are unavailable.

Authorization
senior

Options
host[ : port]
Specifies the name of the host where the event console runs and optionally, the port used by the host. If port 94 is not used,
the port must be specified.

user
Specifies the user name of the administrator. If not specified the ID of the user that is currently logged on is used.

password
Specifies the password of the administrator. This option isrequired if specifying a user.

Note: If operating on an AIX system and logged in as root, explicitly specify the host name, user 1D, and password to prevent the
login window from displaying. Thisis not necessary if logged into an AIX system under any other user ID.

Examples
The following example updates the ServiceUnavailable event group on a system called phizer:

wupdnvgroups phizer.dev.tivoli.com jford my password
See Also
wconsole, wertnvgroups
1'Y53943 The following is an addendum to the section documenting the waddac command options.

—p prefilter
Defines a PreFilter to be placed in the adapter configuration record for the Windows and NetWare adapters.

The log specification must be defined. Optionally, the EventID, the EventType, and the Source specifications can be defined.

The prefilter string must be in the following format:
Attribute=Value ; [Attribute=Value ;Attribute=Value ;...]
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The entire string must be enclosed in single quotation marks (') to prevent the command-line interpreter from reacting to the
semicolons.

To define aprefilter that isinitially in the disabled state, prefix the prefilter string with #reFilter: .

Enabled prefilters can optionally be prefixed with PreFilter:. For example, the following command adds a single,
disabled prefilter record to the profile named winProf.

waddac -p '#ireFilter:Log=Application;’tecad win winProf

Many —p options can be utilized.

1'Y53943 The following information has been added to the section documenting the wsetac command options.

—p prefilter
Defines a prefilter to be placed in the adapter configuration record for the Windows and the NetWare adapters.
The log specification must be defined and optionally, the Eventld, the EventType, and the Source specifications. The prefilter
string must be in the following form:
Attribute=Value ; [Attribute=Value ;Attribute=Value ;...]

The entire string must be enclosed in single quotation marks (') to prevent the command-line interpreter from reacting to the
semicolons.

To create a prefilter that isinitialy in the disabled state, prefix the prefilter string with #reFilter: . Enabled prefilters
can optionally be prefixed with PreFilter:. For example, the following command appends a single, disabled prefilter to
the entry with key 12 of the profile named winProf.

wsetac -p ‘#ireFilter:Log=Application;’12 winProf

Many —p options can be utilized.

1'Y53943 The following information has been added to the section documenting the wsetaddflt command options.

—p prefilter
Defines an event prefilter to be used as the default value for the specified adapter type for the Windows and NetWare
adapters.
The log specification must be defined and optionally, the Eventld, the EventType, and the Source specifications.

The prefilter string must be in the following form:
Attribute=Value ; [Attribute=Value ;Attribute=Value ;...]

The entire string must be enclosed in single quotation marks (') to prevent the command-line interpreter from reacting to the
semicolons.

To create a prefilter that isinitialy in the disabled state, prefix the string with #reFilter:. Enabled prefilters can
optionally be prefixed with PreFilter :. For example, the following command appends a disabled prefilter to the list of
default filter statements for the adapter type tecad_win:

wsetaddflt -a -p ’‘#reFilter:Log=Application;’tecad win

Many —p options can be utilized.
1Y54892 The wsetemsg command description now includes a new option for attribute values being changed. With the new —e

encodi ng option, values are converted from the given code set to UTF-8. If this option is not specified, values are assumed to bein
UTF8 format.

Update to the usage statement:
wsetensg [-t status] [-f] [-r severity] [—e encoding] [attribute=value...] console
event _ID
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—e encodi ng

Specifies the character encoding for attribute values being changed. If this option is not specified, values are assumed to bein
UTF8 format. With this option, values are converted from the given code set to UTF8.

Thefollowing list of basic encoding setsisfor the —e encoding option

Bi g5 Bi g5, Traditional Chinese

Bi g5_HKSCS Bi g5 wi th Hong Kong extensi ons,
Tradi ti onal Chinese

Cp037 USA, Canada (Bilingual, French),
Net herl ands, Portugal, Brazil,
Australia

Cp273 | BM Austria, Gernmany

Cp277 | BM Dennar k, Nor way

Cp278 I BM Fi nl and, Sweden

Cp280 IBMItaly

Cp284 | BM Cat al an/ Spai n, Spani sh Latin
Anerica

Cp285 I BM Uni ted Ki ngdom Ireland

Cp297 | BM France

Cp420 | BM Ar abi c

Cp424 | BM Hebr ew

Cp437 MS-DOS United States, Australia, New
Zeal and, South Africa

Cp500 EBCDI C 500V1

Cp737 PC G eek

Cp775 PC Bal tic

Cp838 I BM Thai | and ext ended SBCS

Cp850 Ms-DOS Latin-1

Cp852 MS- DOS Latin-2

Cp855 IBM Cyrillic

Cp856 | BM Hebr ew

Cp857 | BM Tur ki sh

Cp858 Variant of Cp850 with Euro character

Cp860 M5- DOS Por t uguese

Cp861 M5- DOS | cel andi c

Cp862 PC Hebr ew

Cp863 M5- DOS Canadi an French

Cp864 PC Arabic

Cp865 MS- DOS Nor di ¢

Cp866 M5- DOS Russi an

Cp868 V5- DOS Paki st an

Cp869 | BM Modern Greek

Cp870 I BM Mil tilingual Latin-2

Cp871 I BM | cel and

Cp874 | BM Thai

Cp875 | BM G eek

Cp918 I BM Paki st an ( Urdu)

Cp921 I BM Latvia, Lithuania (AlX, DOS)

Cp922 I BM Estoni a (Al X, DOS)

Cp930 Japanese Kat akana-Kanji mixed with
4370 UDC, superset of 5026

Cp933 Korean M xed with 1880 UDC, superset
of 5029

Cp935 Sinplified Chinese Host mixed with
1880 UDC, superset of 5031

Cp937 Tradi ti onal Chinese Host mixed with
6204 UDC, superset of 5033

Cp939 Japanese Latin Kanji mxed with 4370
UDC, superset of 5035

Cp942 | BM OS/ 2 Japanese, superset of Cp932

Cp942C Vari ant of Cp942

Cp943 | BM OS/ 2 Japanese, superset of Cp932
and Shift-JIS

Cp943C Vari ant of Cp943

Cp948 OS/ 2 Chi nese (Taiwan) superset of
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938

Cp949 PC Kor ean

Cp949C Vari ant of Cp949

Cp950 PC Chi nese (Hong Kong, Tai wan)

Cp964 Al X Chi nese (Tai wan)

Cp970 Al X Kor ean

Cpl1006 I BM Al X Paki stan (Urdu)

Cpl1025 IBM Miltilingual Cyrillic: Bulgaria,
Bosni a, Herzegovi nia, Macedoni a
(FYR)

Cpl026 I BM Latin-5, Turkey

Cpl1046 | BM Arabic - W ndows

Cpl097 IBM Iran (Farsi)/Persian

Cp1098 IBMIran (Farsi)/Persian (PC)

Cpll12 | BM Latvia, Lithuania

Cpll22 | BM Est oni a

Cpl123 I BM Ukr ai ne

Cpll24 I BM Al X Ukrai ne

Cpl1140 Variant of Cp037 with Euro character

Cpli4dl Variant of Cp273 with Euro character

Cpli42 Variant of Cp277 with Euro character

Cpl143 Variant of Cp278 with Euro character

Cpl144 Variant of Cp280 with Euro character

Cpl145 Variant of Cp284 with Euro character

Cpl146 Variant of Cp285 with Euro character

Cpl147 Variant of Cp297 with Euro character

Cpl148 Variant of Cp500 with Euro character

Cpl149 Variant of Cp871 with Euro character

Cpl1250 W ndows Eastern European

Cpl251 W ndows Cyrillic

Cpl1253 W ndows G eek

Cpl254 W ndows Tur ki sh

Cpl1255 W ndows Hebr ew

Cpl256 W ndows Arabic

Cpl257 W ndows Baltic

Cpl258 W ndows Vi et nanese

Cp1381 | BM OS/ 2, DOS People's Republic of
Chi na (PRC)

Cp1383 | BM Al X Peopl e's Republic of China
(PRC)

Cp33722 | BM eucJP - Japanese (superset of
5050)

EUC_CN GB2312, EUC encoding, Sinplified
Chi nese

EUC JP JI'S X 0201, 0208, 0212, EUC
encodi ng, Japanese

EUC_JP_LI NUX JI'S X 0201, 0208, EUC encodi ng,
Japanese

EUC KR KS C 5601, EUC encodi ng, Korean

EUC_TW CNS11643 (Pl ane 1-3), EUC encodi ng,
Tradi ti onal Chinese

GBK GBK Sinplified Chinese

| SC2022CN I SO 2022 CN, Chinese (conversion to
Uni code only)

| SO2022CN_CNS CNS 11643 in |1 SO 2022 CN form
Tradi ti onal Chinese (conversion from
Uni code only)

| SO2022CN_GB GB 2312 in 1SO 2022 CN form
Sinplified Chinese (conversion from
Uni code only)

| SO2022JP JI'S X 0201, 0208 in I SO 2022 form
Japanese

| SO2022KR I SO 2022 KR, Korean

| SC8859_2 | SO 8859-2, Latin al phabet No. 2

| SO8859_3 I SO 8859-3, Latin al phabet No. 3

1 SO8859_4 | SO 8859-4, Latin al phabet No. 4
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1 SO8859_5 I SO 8859-5, Latin/Cyrillic al phabet

| SOB859_6 | SO 8859-6, Latin/Arabic al phabet

| SC8859_7 | SO 8859-7, Latin/ G eek al phabet

1 SC8859 8 I SO 8859-8, Latin/Hebrew al phabet

1 SO8859_9 | SO 8859-9, Latin al phabet No. 5

1 SC8859 13 I SO 8859-13, Latin al phabet No. 7

1 SC8859_15 FDI S I SO 8859-15, Latin al phabet No. 9

JI S0201 JI'S X 0201, Japanese

J1 S0208 JI'S X 0208, Japanese

JI S0212 JI'S X 0212, Japanese

JI SAut oDet ect Det ects and converts from Shift-JIS,
EUC- JP, 1SO 2022 JP (conversion to
Uni code only)

Johab Johab, Korean

KO 8 R KA 8- R, Russi an

MS874 W ndows Thai

V5932 W ndows Japanese

V5936 W ndows Sinplified Chinese

M5949 W ndows Kor ean

MS950 W ndows Traditional Chinese

MacAr abi ¢ Maci nt osh Arabi c

MacCent r al Eur ope Maci nt osh Latin-2

MacCr oati an Maci nt osh Croati an

MacCyrillic Maci nt osh Cyrillic

MacDi ngbat Maci nt osh Di ngbat

MacG eek Maci nt osh G eek

MacHebr ew Maci nt osh Hebrew

Macl cel and Maci nt osh | cel and

MacRoman Maci nt osh Roman

MacRomani a Maci nt osh Romani a

Mac Sy nbol Maci nt osh Synbol

MacThai Maci nt osh Thai

MacTur ki sh Maci nt osh Tur ki sh

MacUkr ai ne Maci nt osh Ukr ai ne

SJIS Shift-JI'S, Japanese

Tl S620 Tl S620, Thai

1'Y 48565 (166960) The - i npt gt dat a option of thewr b command has been updated as follows:

-imptgtdata data filetarget rule_base

Imports a supporting data file into arule base target. This file must already exist in the TEC_RULES subdirectory and will be
distributed with the rule base. For example, the following files can be imported:

Event Integration Facility configuration file

Prolog fact file

Prolog data file

data_file
Specifies the name of the file to be imported to the named rule base target. Specify the file name, not the path. The file must
already exist in the TEC_RULES subdirectory.
target
Specifies the name of the rule base target that receives the imported datafile.
rule_base
Specifies the name of the rule base that contains the target.

IBM Tivoli Enterprise Console Version 3.9 Rule Developer's Guide

1Y65092 Thefollowing isan addendum to Chapter 5 - Correlation Examples page 228.
In the section describing process clearing event rule: The example for is_clearing_event should be:

rule: 'process_clearing_event’: (
event: _clr_ev of _class ' EVENT ,

IBM Tivoli Entrerprise Console Version 3.9 Fix Pack 4 Readme 106



reception_action: 'clear_all _targets’(
is_clearing event(_clr_ev),

all _clear_targets(_clr_ev, _target, 3600, 0),

1Y65212 Thefollowing is an addendum to the Appendix B BNF Grammar for Baroc files
In the section describing Terminals, the description for Integer should be changed to:

INTEGER:
<DEC| MAL_LITERAL> ([|I+||,||_ll])? [u 1n_u 911]([l|0||_||9||]*)+ >
| <H EX_LlTERAL>(["+" ,u_n])? “ O n [u Xu ,n xu]([u On _u 911]([:: on_u 911 ,n an _ufn 'nAn _u Fn)+ >
I <OCTAL_LITERAL>(["+","'"])?“ 0 ” (u On _u 711]*) >

1Y65953 The following should be considered and addendum to “ Chapter 4. Rule language reference’”.

bo_i nstance_of
Backtracking predicate which returns pointer to event with class.

Synopsis

bo_i nstance_of (cl assnane, _evtptr)

--OR--

bo_i nstance_of (cl assnanme, evtptr, attribute value pairs )

Description
Succeeds once for each event that satisfies the specified classname and additional attribute conditionsif they are specified.

Arguments
cl assnane
The name of event class. Needsto be ground.

_evtptr
The returned pointer to event. The argument must be free.

attribute_value_pairs
A list of attribute = value pairs that must be met by an event. Attribute must be ground. The attribute value can be free or
ground.

The following example determines whether duplicate events exist that have the same class name and hostname as the event under

analysis.

rule: drop_dups: (

event: _event of class _class
where [ hostnanme: _hostnane ],
reception_action: (
bo_i nstance_of (_class, _evt, [ hostname = _hostnane ]),
bo_get slotval (_evt, status, _status),
_status \== 'CLCOSED ,

set _event status(_evt,' CLOSED ),
bo _set _slotval (_evt, "admnistrator', 'Rules Engine'),
re_mark_as_mnodified(_evt, )

1Y67422 Thefollowing isacorrection to Chapter 4 -Alphabetic listing of rule language predicates page 174.
Theinit_event_activity Description should end with:

The supporting event activity calls update_event_activity, print_event_activity, and reset_event_activity are needed to
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record, print, and reset recording actions respectively.
Sections 1 and 2 of the predicate usage example has been changed to:

rule: 'TEC Start_setup':

(
event: _event of class 'TEC Start',
reception_action: statistic: (
_rep_freq is 600,
init_event _activity(
"/tnp/event _activity.txt', % Report File
[' TEC Heartbeat', ' TEC Mai ntenance'], % Exclude these cl asses
[ source, hostnane, severity, status], % Reported attributes
5 %
Threshol d

),

% The initial timer for event activity report is associated to a TEC Tick event.
first_instance(event: _ev of _class 'TEC Tick' where []),
set tiner(_ev, _rep_freq, 'Report')

).

% Record all event activity
rule: activity update:

(
event: _event of class 'EVENT',
reception_action: call _update:
(
updat e_event _activity(_event)
)
).
% Timer rule to print event activity report, reset event activity recording, and set
new ti mer.
timer _rule: print_activity:
(
event: _event of class ' TEC Tick',
timer_info: equals 'Report',
timer _duration: _rep_freq,
action: print_and_reset: (
print_event _activity,
reset _event _activity,
set tiner(_event, rep_freq, 'Report')
)
).

The following should be considered a correction for the description section of the “update_event activity” predicate, page 215.
This predicate captures information from an event and storesit internally. The recorded event information is used by the
print_event_activity predicate to print out an event report following the criteria defined by the init_event_activity predicate. Itis
typicaly called in arule that runs on every event
class.

1Y68263 Thefollowing isa correction to Appendix A - Using the Prolog interpreter page 443.

To usetheinterpreter:
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1. Unazip thefiles from the $BINDIR/TME/TEC/interpreter.tar file.
2. Setup the environment with one of the following commands from a bash or supported UNIX shell. This command sets the
environment variable to the root directory of the host on which the rule engine resides.
UNIX:
set Bl M_PROLOG DI R=$BI NDI R/ TME/ TEC
Windows:
export BIM PROLOG DIR=%BINDIR%\TME\TEC
3. Start theinterpreter with the BIMprolog command from the $BIM_PROLOG_DIR/bin directory. (Starting the
interpreter from another directory can result in an error.) Theinterpreter displays the ?- prompt.
4. To exit the interpreter, enter halt. (note the period).

1Y68970 Thefollowing isan addendum to Appendix A page 432.

Examples
The following example shows various uses of the predicate:
_integer is 123,
_real is 12.3,
_string = "Hello, Wrld,
% Assi gn val ues.

sprintf(_stringl, '%’, _string),
% stringl is unified with "Hello, Wrld'.

sprintf(_stringl, "% %', [_string, _string]),
% Not e: When listing nore than one _string value, enclose the conma separated |i st
% wi t hi n square brackets.
% stringl is unified with 'Hello, Wrld. Hello, Wrld.'
1Y 72257 Thefollowing are corrections to the “Rule language predicates” section in Chapter 4.

The header description for exec_t ask() has been changed to:

exec_task
Launches atask from the Task engine

Synopsis. exec_task(_event, task_name, format_string, _arg_list, watch_status)

Description: This predicate launches a task from the Task engine (tec_task process) using wruntask. It can be run on a Managed
Node or Endpoint. The task's completion status can be monitored from the event console. Tasks provided by the Tivoli Enterprise
Console product are described in the IBM Tivoli Enterprise Console Command and Task Reference.

The header description for exec_t ask_| ocal () has been changed to:

exec_task local
Launches atask from the Rule engine

Synopsis. exec_task local(_name, _event, task_name, format_string, _arg_list, watch_status)

Description: This predicate launches a task asynchronously from the Rule engine (tec_rule process) using wruntask. It can be run
on aManaged Node or Endpoint. Tasks provided by the Tivoli Enterprise Console product are described in the IBM Tivoli
Enterprise Console Command and Task Reference.

When the program finishes, aTASK_COMPLETE event is generated if the watch_status argument is set to 'YES. This event
contains details about the task's execution. The TASK_COMPLETE event classis defined in the root.baroc file. A description of
its attributes are as follows:

Thefile_name argument for exec_t ask_| ocal () has been changed to:

task_name
Specifies the name of the task to run.
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1Y72491 Thefollowing are corrections for the specified pages.

Note: Itisimportant to keepthe f open() andf cl ose() predicateswithinthesameacti oninordertokeepthe fp
variable within scope. Based on this, the examples below have been updated.

The example on page 397 now reads:

action: open_file: (
fopen(_fp, '/var/prolog/nt_hosts', "r’),
fclose(_fp)

)

The example on page 419 now reads:

action: wite_data: (
fopen(_fp, '/tnp/eventdata.txt’, a),
printf(_fp, 'Event of class % was cl osed
by %', [_class, _admnistrator]),
fcl ose(_fp)

)

The example on page 421 now reads:

action: open_and_read: (
fopen(_fp, '/var/prolog/tec_r.nt_hosts', 'r’),
read(_fp, _term,
% termis unified with nt_hosts(hntkinne).
fclose(_fp)

)
The example on page 422 now reads:

| oghost action: open_hosts: (
fopen(_fp, '/etc/hosts’, 'r’),
readl n(_fp, _hostsEntry),
% _hostsEntry is unified with
%' 127.0.0.1\tl ocal host\t'.
fclose(_fp)

)
The example on page 441 now reads:

rule: wite: (
event: _event of class _class,
action: wite_assertions: (
fopen(_fp, '/tnp/event.txt’, "w),
wite(_fp, 'Event of class '),
wite(_fp, _class),

wite(_fp, ', '),
wite(_fp, _source),
wite(_fp, ' received.\n"),
fcl ose(_fp)

).
1Y72851 Thefollowing isan addendum to Appendix A. Using Prolog in rules.
When creating a custom predicate a good coding practice is to verify that the custom predicate name is not the same as an existing
predicate either custom or built-in. This can be done by reviewing the documented built-in predicates in the Tivoli Enterprise

Console Rule Developer's Guide and using the flisting predicate to query the Prolog database of the current rule base to seeif a
given predicate name exists. To use the flisting predicate, add an action to arule which evaluatesa"TEC_Start" event:
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rul e: check:

(
event: _event of class ?TEC Start ?,
recepti on_action: check_predicates: (
fopen(_fp, '/tnmp/check _predicate.pro' ,w,
flisting(_fp, 'nmy_predicate')
fclose(_fp)
)
).

If the output file contains an entry for 'my_predicate’, then a predicate with that name exists in the current rule base.

Y 73563 Thefollowing is an addition to the “ Event attribute definitions” page 38.

When the Tivoli Enterprise Console product initially saves an event in the event database, it stores only extended attributes that
have values. Thisimproves performance and reduces the amount of used disk space. As aresult, the extended attributes that are
not inserted into the event database are not displayed when the event class of which they are a member is viewed from the event
console. If you want to see these extended attributes from the event console, you must give them a non-null default value when

they are defined within the event class definition. For example:

TEC_CLASS:
TEC_GAR Event | SA EVENT
DEFI NES {

runti nme_node: GAR_RUN_MODE, def aul t =UNDEFI NED,
t od: STRI NG, def aul t =" undefi ned";
start_time: STRI NG, def aul t =" undefi ned";
destination_|loc: STRI NG def aul t =" undefi ned";
reception_port: | NTEGER, def aul t =0;

upti nme: STRI NG, def aul t =" undefi ned";

source: default = "TEC GAR';
severity: default = HARMESS;
1

END

1'Y55317 The following information has been added to the sections documenting the pri nt f and spri nt f commandsin Appendix
A “Alphabetic listing of built-in predicates and operators”

Note: A format mismatch between a string format specification (%s) and an actual integer or real value can cause the Tivoli
Enterprise Console rule engine (tec_rule) to stop with a SIGSEGV 211 error.
For example:

_integer is 123,
_real is 12.3,

sprintf(_string, ‘Cannot format integer % and real % values as strings’, [_integer,
_real])

1Y55820 The following information has been added to the “Internal table management” section of Chapter 3 - Rule engine
concepts

At run time the rule engine manages global variables and Prolog facts as an internal table in memory. This table is automatically
managed in order to accommodate the necessary data. In some circumstances the, the preferences that control how thistableis
managed might need to be adjusted. When more space is required for additional data the rule engine uses a combination of
garbage collection (removal of obsolete strings) and table expansion to make room. A configurable expansion preference
parameter controls how much the memory management should rely on garbage collection and how much it should rely on
expansion. By default, the expansion preferenceis set to 0, which indicates a maximum preference for garbage collection This
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minimizes memory consumption by reusing existing table space whenever possible. This parameter can be set to any value

between 0 (maximum preference for garbage collection) and 100 (maximum preference for expansion).

Under some circumstances the default value may need to be changed:

« Toincrease execution speed by reducing the reliance on garbage collection. This approach should be used with caution.
Continual expansion causes higher memory consumption and can lead to increased memory swapping, which resultsin
decreased performance.

« If using large fact files or global files and the table overflows because it is not possible to reclaim sufficient space using
garbage collection. When this happens the rule engine exits with an exit code of 82. If error logging is configured with the
tell_err predicate, the log file contains the following message:

*** OVERFLOW 710 ***String table overflow (Fatal)

To change the expansion preference, use arule similar to the following:
rul e: t abl e_change:

(

event: event of class 'TEC Start ',
reception_action: change_expansi on_pref erence:

table(’T ', el00)

) )

This exampl e sets the expansion preference to 100 (maximum preference for expansion). To specify a different value replace 100
with any value between 0 and 100. To ensure that the expansion preference is set before any other files are loaded, make sure this
ruleisthefirst rulelisted in the rule base.

1Y55824 The following information has been added to the “ Change rule filters” section of Chapter 4 - Rule language reference

operator(name)
An administrator from an event console.
Note: operator(name) is the administrator's name, not the administrator's login name.

174886 The following information isan addendum to Chapter 2 - Event class conceptsin the “Event class definitions” section.

Note: Class names must be less than 64 bytes long. Names that are 64 bytes or longer will result in a compilation error.

1Y74616 Thefollowing isan addition Appendix A. Using Prolog in rules page 442

Note: To load predicates and facts from files first ensure that the object dispatcher environment includes the BIM_PROLOG_DIR
environment variable and for Windows environments the SHELL environment variable. See “compile” on page 391 for more
information.

Appendix A. Using Prolog in rules page 391.

Before using the compile predicate, you must set the value of the BIM_PROLOG_DIR environment variable to the value of
$BINDIR/TME/TEC in the environment for the Tivoli Enterprise Console event server’s object dispatcher. For Windows
environments set the SHEL L environment variable to the value of $BINDIR/tools.

1. Fromashell command line, redirect the output from the following odadmin environ get command into afile. See the
following example:

odadm n environ get > /tnp/oserv.env

2. Using atext editor add the BIM_PROLOG_DIR environment variable and set its value to $BINDIR/TME/TEC, where
$BINDIR is the actual value of the $BINDIR environment variable. For Windows environments also add the SHELL
environment variable and set its value to $BINDIR/tool s/bash.exe, where $BINDIR is the actual value of the $BINDIR
environment variable.

For example:
BI M PROLOG DI R=/ ny_i nstal | _dir/bin/w32-ix86/ TME/ TEC
SHELL=/ ny_i nstal | _dir/bin/w32-i x86/t ool s/ bash. exe
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3. Fromashell command line, reset the object dispatcher environment to the information contained in the newly created
and modified temporary file (oserv.env in this example). The following example shows how to do this:
odadm n environ set < /tnp/oserv.env

4. Stop and start the oserv.

IBM Tivoli Enterprise Console Version 3.9 User’s Guide

1Y65628 The following information is an addendum to Chapter 4 -Using the Java Version of the Event Console

Using version 3.7.1 or 3.8 event consolesin aversion 3.9 environment is unsupported and will result in loss of configuration
information. Although a previous version of the event console seems to function properly, it can overwrite configuration data for
al Tivoli Enterprise Console operators even if the operator of the previous version of the event console does not have access to the
Configuration screen. For example, if the event console from version 3.9 Fix Pack 1 or later is used to edit the console preferences,
followed by any version of TEC 3.7.1 event console being started in the version 3.9 environment, it will overwrite the console
preferences and reset them to the default settings for al operators. Any version 3.8 event console prior to Fix Pack 3 that is started
in the version 3.9 environment will also reset the console preferences to the default settings for all operators. This overwrite occurs
every time the previous console versions are started in aversion 3.9 environment after any operator of the 3.9 version event

consol e has modified the console preferences.

When the event server is upgraded to version 3.9 or any new version 3.9 fix pack level, the event consoles for all operators must be
updated to the same level to avoid loss of configuration data.

See the Fix Pack Notes above for specific compatibility information.

1Y69047 Thefollowing is an addendum to the “Customizing an Event Console” section in Chapter 2.

Each installed Event Console retrieves event data directly from the TEC event database. CPU Utilization on the database server
is therefore impacted by the factors listed below.

Minimum refresh times for the Event Viewer and the Event Groups View. Minimum refresh times for event data are
configurable for the event viewer and the Event Groups View under the Event Retrieval section of the event console
Preferences. Minimum refresh times establish the shortest time interval that event data can be retrieved from the database. These
settings apply to all event consoles. An operator may customize the Event Viewer refresh time for his or her event console only,
but is not allowed to set a value below the minimum refresh time. When configuring a minimum refresh time to a short period
(less than 30 seconds), consider that the shorter the refresh time, the more often adatabase query is run to refresh the event
console. CPU utilization on the database server will therefore increase when minimum refresh times are shorter.

The number of active Event Consoles and Event Viewers. Each active event console and each event viewer opened by an
event console will query the event database at to the configured refresh times. Therefore, each active event console has the
potential to raise the CPU usage of the database server. Shortening the refresh times increases the impact.

Maximum number of Events in the Event Viewer. The maximum number of eventsto display in an event viewer is
configurable under the Event Retrieval section of the Console Preferences. This value limits the size of the database query that is
made by an event console each time an event viewer refreshes. The setting appliesto al consoles. An operator may customize the
number of events displayed in the event viewer for his or her event console only, but is not allowed to set avalue higher than the
maximum value defined in the Event Retrieval preferences. Increasing the value of the maximum number of events can result in
increased CPU utilization on the database server. Shortening the event viewer refresh time increases the impact.

1Y68034 Thefollowing isan addendum to the “Tuning the performance of the Web version of the event console” sectionin
Chapter 2.

WebSphere provides an internal HT TP transport system that can serve web applications without aweb server plug-in. Typically
this transport is hosted on port 9080. The TEC Web Console can be accessed viathisinternal HTTP transport at the URL below.

http://computer _name: 9080/ TecConsoleWeb

Where computer_name is the fully-qualified name of the computer where the WebSphere server is running.
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WebSphere does not recommend using the internal transport system in a production environment because the internal transport
lacks the performance available when using aweb server plug-in. WebSphere only recommends using the internal transport
systemin atest or development environment. Performance in the TEC Web Console can be poor if the internal transport systemis
used to access the console. To increase the performance of the TEC Web Console, configure WebSphere to use a Web Server
plug-in such asthe IBM HTTP Server. Instruct console users to access the console via the web server URL instead of the internal
WebSphere transport. For example, use the following URL to access the TEC Web Console via the web server.

http://computer name:80/TecConsoleWeb

Where computer_name is the fully-qualified name of the computer on which the web server is running

If installing the TEC Web Console into a WebSphere environment on which aweb server plug-in is already configured, use the
following procedure to regenerate the web server plug-in configuration after the TEC Web Consoleisinstalled. Do this before
attempting to access the TEC Web Console using the web server.

1. Log in to the WebSphere Administrative Console

2. In the left-hand panel, drill down to Environment --> Update Web Server Plugin. Click the Update Web Server Plugin link
3. Intheright-rand panel, Click the OK button to update the Web Server plug-in configuration file

4. Log out of the WebSphere Administrative Console

5. Restart the web server if it isrunning

The following information is an addendum to Chapter 4 - Using the Web version of the event console, of the IBM Tivoli
Enterprise Console Version 3.9 User’s Guide page 64.

Time zone
Configures the time zone for the web version of the event console. The default valueissetto Det ect from Wb Browser

1Y 75056 Thefollowing isan addendum to the "Events" section of Chapter 1.

An event should never repeat attribute names. If an event arrives at the Server or state correlation engine with repeated attributes,
the last value listed will be kept and previous values will be dropped. Repeated attribute names represent an improper event and
should be modified at the source to avoid dropped data.

[Y55911 The following information has been added to the “ Changing the port for the Web version of the event console” section in
Chapter 2 - Configuring the Tivoli Enterprise Console product

When the Tivoli Enterprise Console product is installed, an administrator can accept the default port number (9080) or change the
port number for the web version of the event console. To change the port number for the web version of the event consol e after
installation follow these steps:

1. From the WebSphere Application Server Administrative Console, navigate to Environment —> Virtual Hosts —> default
host —> Host Aliases. Select the appropriate port (either 9080 or the port that was configured when the Tivoli Enterprise Console
product was installed) and change the port to the new port number.

2. Navigate to Servers —> Application Servers — server_name —> Web Container —> HTTP transports. Select the
appropriate port and change the port to the new port number asin Step 1.

3. Click Save on the taskbar.

4. Stop and restart the WebSphere Application Server for the changes to take effect. For specific information about the IBM
WebSphere Application Server product, refer to the online help in the WebSphere Application Server Administrative Console and
the IBM WebSphere Application Server product documentation, which can be accessed from the WebSphere InfoCenter at:
http://www-3.ibm.com/software/webservers/appserv/library/index.html

1Y56781 Thefollowing information has been added to the “Starting the event console” section of Chapter 4 - Managing events

The event console can be started from the command line in a bash shell or from the Windows task bar. When the event console is
started, the events are ordered by the last modified time.

1Y 64639 - The following information has been added to the “ Configuring the gateway” section of Chapter 5 - Tivoli Enterprise
Console Gateway
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A new parameter named MaxStateCorrelationEngineRestarts iS now available for the tec_gateway.conf configuration file. This
parameter controls the behavior of the TEC Gateway when the State Correlation Engine terminates unexpectedly or becomes
unresponsive. Should such a problem occur, the TEC Gateway will attempt to restart the State Correlation Engine unless the number
of restarts already attempted is greater than or equal to the configured value of MaxStateCorrel ationEngineRestarts. |f the number of
restarts already attempted is greater than or equal to the configured

value of MaxStateCorrelationEngineRestarts, the TEC Gateway will disable State Correlation for all events and will shut down the
State Correlation Engine process (if the processis still running).

The TEC Gateway will continue to process events during the periods when the State Correlation Engine isrestarting or is disabled.
Events received by the gateway during these periods will not undergo state correlation.

The value for MaxStateCorrelationEngineRestarts must be an integer greater than or equal to zero. The default value will be zero.

The TEC Gateway will send a TEC_Notice event to the TEC Server in each of the following cases:

1. A redtart of the State Correlation Process is attempted by the TEC Gateway. The msg dlot of the event will contain the
following:

"Error sending events to the state correlation process. The state correlation process will be restarted.”

2. Anattempt to restart the State Correlation Process is successful. The msg slot of the event will contain the following:
"The state correlation process has failed. State correlation is now disabled.”

3. State Correlation is disabled by the TEC Gateway. The msg dot of the event will contain the following:

"The state correlation process has failed. State correlation is now disabled."

IBM Tivoli Enterprise Console Version 3.9 Installation Guide

Thefollowing is an update to the “ Installing the event console” section on page 40:

Installing the event console using the installation wizard

gkrowpNE

6
7.
8.
9.
1

Click Install, upgrade or uninstall components in a Tivoli environment, and click Next.

After the wizard searches for installed components (it will find none), click Next.

Click Install IBM Tivoli Enterprise Console 3.9 components, and click Next.

Click Event console and then click Next:

If your environment contains more than one managed node, the installation wizard displays several managed nodes to choose
from. However, because this installation is for a single machine, the steps are not displayed. A list of rule setsto be activated
is displayed and they are all selected. To continue without deactivating any rule sets, click Next.

Click Next to continue without changing any of the event server start options.

Click Next to continue without selecting language packs.

Review your selections and then click Next.

Insert the Tivoli Enterprise Console installation CD and click Next.

0. After reviewing the installation messages, click Next. The main installation window is displayed.

Installing the event console using the stand-alone installer

The stand-alone installation of the non-TME event console for Windows systemsis now available with this fix pack. This
provides the ability to install the event console without using the installation wizard.

Run the following command to install the event console without using the installation wizard:
%PATCH%¥NON_TME¥W32-1X86¥setupwin3?2. exe
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1'Y55329 The following information should be added to the IBM Tivoli Enterprise Console Installation Guide for silent installation of
the Windows enhanced |ogfile adapters with an adapter ID. The existing section in the book should be used for adapters that do not

have an adapter ID:

Use the following procedure to configure the setup.issfile for a silent installation:
1. Edit the setup.issfile and modify it as described in the following table.
2. Runthe setup /s command from the Windows InstallWin directory to silently install the adapter.

Value to change

Change to make

[AskDestPath-0]
sZPath=C:\TECWIN

e The TECWIN value to the destination directory

[AskText-0] e Thelocahost value to the name of the host where events are to be
szText=localhost delivered

[AsKText-1] e The0to the port number where the server is configured to listen for
szText=0 events

[DIgOrder] e Addanew DIg3

DIlg0=Welcome-0
Dlgl=AskDestPath-0
Dlg2=AskOptions-0
Dlg3=AskText-0
Dlg4=AskText-1
DIg5=AskYesNo-0
Dlg6=MessageBox-0
Count=7

e Changethe Count valueto 8
e Renumber the other DIg values as follows:

[DIgOrder]
Dlg0=Welcome-0
Dlgl=AskDestPath-0
Dlg2=AskOptions-0
Dlg3=AskText-0
Dlg4=AskText-1
Dlg5=AskText-2
DIg6=AskYesNo-0
Dlg7=MessageBox-0
Count=8

[AskOptions-0] e TheSel valuesasfollows:
Result=1
Sal-0=1 Sel-0=0
Sel-1=0 Sel-1=1
None e Add thefollowing lines after the AskOptions-0 block
e Themyid valueto theidentifier name that you want to use for the
adapter:

[AskText-0]

szText=myid

Result=1
[AskText-0] e AskText-Oto AskText-1
szText=localhost e Thelocalhost to the name of the system where events are to be delivered
[AskText-1] o  AskText-1to AskText-2
szText=0

e |f you are not using the port mapper function, change 0 to the port
number where the server is configured to listen for events.

IBM Tivoli Enterprise Console Version 3.9 Rule Set Reference

1'Y 54407 The following information is an addendum to the IBM Tivoli Enterprise Console Rule Set Reference in the Maintenance

mode rule set (maintenance_mode.rls) section:

During the maintenance window, any events received from the system with the fghostname attribute specified (other than

TEC_Maintenance events) are ignored. These events are either closed or dropped, depending on how the rule set is configured.

IBM Tivoli Enterprise Console Release Notes Ver. 3.9
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I'Y 78866 The following is an addendum to the "Known problems and workarounds" section

Problem: On Solaris 8 or later, TEC server processes and/or client commands may core dump if nscd or /etc/hosts not properly
configured due to TMF issue (APAR 1Y 38638).

Workaround: When running TEC 3.9.0 at any fixpack level on Solaris 8 or later you may get core dumps starting or running
TEC commandsiif the nscd processis not running and loca dns resolution isn't enabled for hostname resol ution of the managed
node where

TEC isinstalled. Thisis the problem documented in TME APAR 1Y 38638 and in Technote 1108249 (see a so related technotes:
1108256, 1107432 and 1143037). Also note that since the underlying problemisin the 3.7.x TME libraries used by TEC,

the actual installed version of TME does not matter since even with TMF 4.1.1, TEC is still linked against the 3.7.1 shared TMF
librariesin order to provide for backwards compatability.

In order to avoid DNS lookup, which causes the core dump, you need to either enable nscd (Name Server Cache Daemon) or
ensure that hostnames for dependent managed nodes are locally resolvable via/etc/hosts and properly configured
/etc/nsswitch.conf.

For nscd:

Ensure that /etc/nscd.conf contains(see technote 1108249):
enable-cache hosts yes

then start the nscd process by running:
[etc/init.d/nscd start

For /etc/hosts:

Add entries for the hostname(s) or ip address(es) of the TEC Server to the /etc/hosts file. Also make sure that /etc/nsswitch.conf
has:

hosts: files.....
and not

hosts. dns ...

1Y 72403 Thefollowing is an addendum to the "Known problems and workarounds" section

Problem: When the adapter is started from within Bourne shell (sh), the logfile adapter on Solaris shuts down if you enter a
CTRL-C in the same terminal that started the adapter.

Workaround: Run the adapter from Korn shell (ksh). If you run it from sh, exit the shell to avoid entering a CTRL-C that might
shutdown the adapter.

1Y75038 The following isan addendum to the "Known problems and workarounds" section

Problem: After changing the root_user widmap entry for w32-ix86, the server no longer automatically starts when the oserv is
restarted, but it does start with wstartesvr.

Workaround: Y ou must delete and recreate the EventServer boot_method. Backup your oserv database before doing this and
contact support if you have any questions or problems. Run these commands from a bash shell on the event server.

BO="objcall 0.0.0 self"

OSERV="obj cal | $BO getattr oserv’

obj call $OSERV boot net hod del et e Event Server

EServer="w ookup -r Event Server Event Server’

obj call $OSERV boot net hod add Event Server $EServer start_server
obj cal | $OSERV boot _net hod |i st

Thislast command should list, among other entries, EventServer.
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Appendix A. Javadoc HTML documentation for the EventList class

This appendix contains the Javadoc HTML documentation for the EventList class.

com.tivoli.zce.engine

Class EventList
java.lang.Object

+--com.tivoli.zce.engine.EventList

public final class EventList

extends java.lang.Object

The EventList class stores an array of Events and keeps track of the last index used

inthisarray.

This implementation uses the ArrayList class which efficiently increases the capacity of the list on demand. For cases where

large numbers of elements are removed from EventList, we provide a mechanism to call ArrayList.trimToSize method

Author:
fer (Metin Feridun)

Constructor Summary

(EventList)((Event) e

vent)

Create EventList with one given event in it

(EventList)(int size)
Create EventList

of specific size

Method Summary

(Event)

(eventAt)(int position)
Get Event at given position in list

int

(length)()
Get maximum size of list.

void

(removeLast)()
Remove last element inthe list

void

(setEventAt)((Event) event, int position)

int

Set Event at given positionin list
(size)()
Get current size of list (index of last element set)

java.lang.String

(toString)()
Return contents of the EventList as a String.

Methods inherited from class java.lang.Object

clone, equals, finalize

, getClass, hashCode, notify, notifyAll, wait

Constructor Detail
EventList

public EventList(int size)
Create EventList of specific size

Parameters:

size - Size of list to be created

EventList
public EventList(

(Event) event)

Create EventList with one given event in it

Parameters:
event-Si

Method Detalil
setEventAt

ngle event contained in thislist

public void setEventAt((Event) event,

int position)
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Set Event at given positionin list

Parameters:
event - Event to be stored in list
position - Position this Event will be stored in list

eventAt
public (Event) eventAt(int position)
Get Event at given position in list

Parameters:

position - Position in list we want to get Event from
Returns:

Event at given position

size
public int size()
Get current size of list (index of last element set)

Returns:
Sizeof list

removelLast
public void removeLast()
Remove last element in the list

length

public int length()
Get maximum size of list. For ArrayList implementation, the value returned by this method is the same as
the number of elementsin the list.

Returns:
Maximum size of list

toString
public java.lang.String toString()
Return contents of the EventList as a String.

Overrides:
toString in classjava.lang.Object
Returns:
String representation of the contents of the EventList

Contacting software support

For problems with any Tivoli product refer to the following IBM Software Support Web site:
http://www.ibm.com/software/sysmgmt/products/support/

To contact software support see the IBM Software Support Guide at the following Web site;
http://techsupport.services.ibm.com/guides/handbook.html

The guide provides information about how to contact IBM Software Support, depending on the severity of the problem being
experienced, and the following information:

1. Registration and eligibility

2. Telephone numbers and e-mail addresses arranged by country location

3. Information required prior to contacting IBM Software Support

Notices
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This information was developed for products and services offered in the U.S.A. IBM might not offer the products, services, or
features discussed in this document in other countries. Consult your local IBM representative for information on the products and
services currently availablein your area. Any referenceto an IBM product, program, or service is not intended to state or imply that
only that IBM product, program, or service might be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The furnishing of this
document does not give you any license to these patents. Y ou can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual Property Department in your country or
send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan

The following paragraph does not apply to the United Kingdom or any other country where such provisions are inconsistent with local
law:

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "ASIS' WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Some states do not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement might not apply
to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the information
herein; these changes will be incorporated in new editions of the publication. IBM may make improvements and/or changesin the
products and/or the programs described in this publication at any time without notice.

Any referencesin thisinformation to non-IBM Web sites are provided for convenience only and do not in any manner serve as an
endorsement of those Web sites. The materials at those Web sites are not part of the materials for this IBM product and use of those
Web sitesis at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without incurring any obligation to
you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of information between
independently created programs and other programs (including this one) and (ii) the mutual use of the information which has been
exchanged, should contact:

IBM Corporation
274A/101

11400 Burnet Road
Austin, TX 78758 U.S.A.

Such information may be available, subject to appropriate terms and conditions, including in some cases payment of afee.

The licensed program described in this document and all licensed material available for it are provided by IBM under terms of the
IBM Customer Agreement, IBM International Program License Agreement or any equivalent agreement between us.

Information concerning non-1BM products was obtained from the suppliers of those products, their published announcements or other
publicly available sources. IBM has not tested those products and cannot confirm the accuracy of performance, compatibility or any
other claims related to non-1BM products. Questions on the capabilities of non-1IBM products should be addressed to the suppliers of
those products.
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All statements regarding IBM's future direction or intent are subject to change or withdrawal without notice, and represent goals and
objectives only.

Trademarks

IBM, the IBM logo, AlX, DB2, Informix, OS/400, Tivali, the Tivoli logo, Tivoli Enterprise Console, TME, WebSphere, and zZ/OS are
trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both.

Microsoft and Windows are registered trademarks of Microsoft Corporation in the United States, other countries, or both.

Javaand all Java-based trademarks and logos are trademarks or registered trademarks of Sun Microsystems, Inc. in the United States,
other countries, or both.

Linux is atrademark of Linux Torvaldsin the United States, other countries, or both.
UNIX isaregistered trademark of The Open Group in the United States and other countries.

Other company, product, and service names may be trademarks or service marks of others.
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