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1 About this publication

The IBM® Tivoli® Netcool® Service Quality Management Center version 4.2.4 solution includes three
modules; IBM Tivoli Business Service Manager version 6.1.1, IBM Tivoli Netcool Service Quality Man-
ager version 4.1.4, and IBM Tivoli Netcool Customer Experience Manager version 4.1.4.

Tivoli Business Service Manager is the integration dashboard for end-to-end service management. It pro-
vides analytics whose primary focusis on the availability of the business service. It allows customers to
quickly navigate to the business impact of events on the performance or availability of a business service,
and more quickly drill down to the root cause of the impact. It provides a dashboard that displays service
impact and service status across business and technology components.

Tivoli Netcool Service Quality Manager alows you to measure and report on aggregate service levels. It
calculates the service quality throughout the service path, aggregating base performance indicators into key
quality indicators (KQIs). Tivoli Netcool Service Quality Manager is the analytics engine for delivered ser-
vice quality calculation and determines performance against pre-determined service-level agreements
(SLAS).

Tivoli Netcool Customer Experience Manager provides a detailed analysis of the experience of an individ-
ual subscriber and correlates this data back to broader service quality trends. It analyzes individual sub-
scriber transactions and compares these transactions to service quality aggregated by service, location, sub-
scriber group, and device type.

This publication provides details on how the individual components within the solution can be integrated to-
gether providing the ability to visualize overall service quality and delivered customer experience in a com-
mon dashboard layer.

It describes how to provision a shared user repository and single sign-on between Tivoli Business Service
Manager and Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager. This
guide also provides the steps to integrate service level eventsinto Tivoli Business Service Manager.

This guide also provides the steps to create custom launches from Tivoli Business Service Manager to Tiv-
oli Netcool Service Quality Manager and Tivoli Netcool Customer Experience Manager. It describes how
service metrics such as KQI and key performance indicators (KPIs) can be displayed in charts in the Tivoli
Business Service Manager dashboards and how external business intelligence reports can be launched from
the dashboards.

1.1 Intended audience
This publication isintended for Tivoli Netcool Service Quality Manager customers.
Readers must be familiar with the following topics:
e IT principles
e |Pnetworking
o UNIX® operating systems



1.2 What this publication contains
This publication contains the following chapters:
e Chapter 2 "Single sign-on configuration”

Provides the steps required to configure a shared user repository and single sign-on between Tivoli
Business Service Manager and Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Ex-
perience Manager.

e Chapter 3 "Event integration"

Provides a description of how SLA and service-level objective (SLO) events can be integrated into
Tivoli Netcool/OMNIBus and from there to Tivoli Business Service Manager.

e Chapter 4 "Tivoli Netcool Service Quality Management Center menu configuration”

Provides a description of how Tivoli Business Service Manager and Tivoli Netcool WebGUI menu
items can be configured to open KQI history charts, BusinessObjects reports or to launch directly to
the Tivoli Netcool Service Quality Manager and Tivoli Netcool Customer Experience Manager user
interface applications.

e Chapter 5"Launching SLA web view"

Provides a description of how the Tivoli Netcool Service Quality Manager SLA web view component
can be launched from Tivoli Business Service Manager dashboards.

e Chapter 6 "Launching Tivoli Netcool Customer Experience Manager"

Provides adescription of how the Tivoli Netcool Customer Experience Manager components can be
launched from Tivoli Business Service Manager dashboards.

e Chapter 7 "Launching KQI history charts and BusinessObjects reports"

Provides a description of how KQI history charts can be displayed and how BusinessObjects reports
can be launched from Tivoli Business Service Manager dashboards.

e Chapter 8 “Launching Resource Viewer”

Provides adescription of how to install and launch the Resource Viewer.

e Chapter 9 "Displaying Tivoli Netcool Service Quality Manager metricsin Tivoli Business Service
Manager dashboards’

Provides a description of how Tivoli Business Service Manager data sources, data fetchers and asso-
ciated rules can be configured in order to display Tivoli Netcool Service Quality metricsin Tivoli
Business Service Manager dashboards.

This publication contains the following appendixes:
e Appendix A "Glossary"

Provides adescription of product terms and acronyms.

1.3 Publications

This section liststhe IBM Tivoli Netcool Service Quality Manager core library publications. It also de-
scribes how to access Tivoli publications online and how to order Tivoli publications.



1.3.1 IBM Tivoli Netcool Service Quality Manager core library

The IBM Tivoli Netcool Service Quality Manager core library contains the following publications:

IBM Tivoli Netcool Service Quality Management Center Integration Guide, SC27-3569-01

Describesthe IBM Tivoli Netcool Service Quality Management Center solution. Provides information
about how to integrate IBM Tivoli Business Service Manager, Tivoli Netcool Service Quality Man-
ager, and Tivoli Netcool Customer Experience Manager in a common dashboard layer.

IBM Tivoli Netcool Service Quality Manager AlX Server Installation Guide, GC23-9847-02

Describes how to install the Tivoli Netcool Service Quality Manager Server system on IBM AIX®
systems.

IBM Tivoli Netcool Service Quality Manager Solaris Server Installation Guide, GC23-9846-02

Describes how to install the Tivoli Netcool Service Quality Manager Server system on Solaris sys-
tems.

IBM Tivoli Netcool Service Quality Manager Client Installation Guide, GC23-9850-02

Describes how to install the Tivoli Netcool Service Quality Manager client.

IBM Tivoli Netcool Service Quality Manager Upgrade Guide, SC23-9842-02

Details how to upgrade from one Tivoli Netcool Service Quality Manager version to another.

IBM Tivoli Netcool Service Quality Manager AlX and Solaris Administration Guide, SC27-3570-01

Provides an overview of the AIX and Solaris Tivoli Netcool Service Quality Manager administrative
tasks including instructions on how to complete the following tasks:

o Starting and stopping Tivoli Netcool Service Quality Manager.

o Running batch processes such as archiving trace files and log files.

o Backing up and restoring the system.
IBM Tivoli Netcool Service Quality Manager Provisioning Service S Guide, SC23-9853-02
Provides information for provisioning the Tivoli Netcool Service Quality Manager system.

IBM Tivoli Netcool Service Quality Manager Customer Experience Manager Provisioning Guide,
SC23-9843-01

Provides information for provisioning the Tivoli Netcool Customer Experience Manager system.

IBM Tivoli Netcool Service Quality Manager Customer Experience Manager Monitoring Guide,
SC23-9482-01

Describes how to use and monitor the Tivoli Netcool Customer Experience Manager feature in Tivoli
Netcool Service Quality Manager.

IBM Tivoli Netcool Service Quality Manager Monitoring Guide, SC23-9103-02

Describes monitoring (Service level agreement (SLA) monitor, Key quality indicator (KQI) analyzer,
alarm monitor, audit manager and SLA Webview applications) in Tivoli Netcool Service Quality
Manager.

IBM Tivoli Netcool Service Quality Manager Configuration Guide, SC23-9102-02



Describes SLA provisioning (parties, SLAS, and SLA templates applications) and Tivoli Netcool Ser-
vice Quality Manager provisioning (services resources, KQI models, and service models applications)
in Tivoli Netcool Service Quality Manager.

e |BM Tivoli Netcool Service Quality Manager BusinessObjects Installation and Configuration Guide,
SC23-9473-02

Provides information on the steps required to install and configure the BusinessObjects server and cli-
ent for use with Tivoli Netcool Service Quality Manager.

e |BM Tivoli Netcool Customer Experience Manager Customer Relationship Management Devel op-
ment Guide, SC23-9857-01

Provides an overview of how to implement Java code to connect a CRM system with the Tivoli Net-
cool Customer Experience Manager product.

e |BM Tivoli Netcool Service Quality Manager Release Notes, GI11-9221-02
Provides information on the Tivoli Netcool Service Quality Manager release contents, platform re-
quirements, installation and upgrade procedures, and known issues.
1.3.2 Accessing terminology online

The IBM Terminology website consolidates the terminology from IBM product libraries in one convenient
location. Y ou can access the Terminology website at
http://www-01.ibm.com/software/gl obali zation/terminol ogy/index.j sp.

1.3.3 Accessing publications online

The product CD contains the publications that are in the product library. The format of the publicationsis
PDF.

IBM posts publications for Tivoli products, as they become available and whenever they are updated, to the
Tivoli Documentation Central website at http://www-01.ibm.com/software/tivoli/documentation.

Note: If you print PDF documents on other than letter-sized paper, set the option in the File > Print win-
dow that allows Adobe® Reader to print letter-sized pages on your local paper.

1.3.4 Ordering publications

Y ou can order many Tivoli publications online at http://www-05.ibm.com/e-
business/linkweb/publications/servlet/pbi.wss.

Y ou can also order by telephone by calling one of these numbers:
¢ Inthe United States: 800-879-2755
e In Canada: 800-426-4968

In other countries, contact your software account representative to order Tivoli publications. To locate the
telephone number of your local representative, perform the following steps:

1. Go to http://www-05.ibm.com/e-busi ness/linkweb/publications/servlet/pbi.wss.

2. Select your country from the list and click Go.

3. Click About thissite in the main panel to see an information page that includes the tel ephone number
of your local representative.



1.4 Tivoli technical training

For Tivali technical training information, refer to the following IBM Tivoli Education website at
http://www-01.ibm.com/software/tivoli/education.

1.5 Tivoli user groups

Tivoli user groups are independent, user-run membership organizations that provide Tivoli users with in-

formation to assist them in the implementation of Tivoli Software solutions. Through these groups, mem-
bers can share information and learn from the knowledge and experience of other Tivoli users. Tivoli user
groups include the following members and groups:

e 23,000+ members
e 144+ groups

Access the link for the Tivoli Users Group at www.tivoli-ug.org.

1.6 Support information
If you have a problem with your IBM software, you want to resolve it quickly. IBM provides the following
ways for you to obtain the support you need:

1.6.1 Online

Access the Tivoli Software Support site at
http://www.ibm.com/support/entry/portal/Overview/Software/Tivoli/Tivoli_brand support_(general)?ibmprd=tivman.

Access the IBM Software Support site at
http://www.ibm.com/support/entry/portal/Open_service request/Software/Software support_(genera).

1.6.2 IBM Support Assistant

The IBM Support Assistant is afree local software serviceability workbench that hel ps you resolve ques-
tions and problems with IBM software products. The Support Assistant provides quick access to support-
related information and serviceability tools for problem determination. To install the Support Assistant
software, go to: http://www-01.ibm.com/software/support/isa/

1.7 Conventions used in this guide

This publication uses several conventions for special terms and actions, operating system-dependent com-
mands and paths, and margin graphics.

1.7.1 Typeface conventions
This publication uses the following typeface conventions:
Bold

¢ L owercase commands and mixed case commands that are otherwise difficult to distinguish from sur-
rounding text.

o Interface controls (check boxes, push buttons, radio buttons, spin buttons, fields, folders, icons, list
boxes, items inside list boxes, multicolumn lists, containers, menu choices, menu names, tabs, prop-
erty sheets), labels (such as Tip: and Operating system consider ations:)

o Keywords and parametersin text.
Italics



Citations (examples: titles of publications, diskettes, and CDs)
Words defined in text (example: anon-switched lineis called a point-to-point line)

Emphasis of words and letters (words as words example: "Use the word that to introduce are-
strictive clause.”; letters as letters example: "The LUN address must start with the letter L.")

New termsin text (except in adefinition list): A view is aframe in aworkspace that contains
data.

Variables and values you must provide (example:...where myname represents...)

Monospace

Examples and code examples.

File names, programming keywords, and other elements that are difficult to distinguish from
surrounding text.

Message text and prompts addressed to the user.
Text that the user must type.
Vaues for arguments or command options.

1.7.2 Operating system-dependent variables and paths

This publication uses the UNIX convention for specifying environment variables and for directory notation.
When using the Windows® command line, replace $variable with %variable¥% for environment variables
and replace each forward slash (/) with abackdash (\) in directory paths. The names of environment vari-
ables are not aways the same in the Windows and UNIX environments. For example, %TEMP% in Win-
dows environmentsis equivalent to STMPDIR in UNIX environments.

Note: If you are using the bash shell on a Windows system, you can use the UNIX conventions.

1.8 Copying examples from this guide

If you copy any examples directly from this guide, you must ensure that you remove any return characters
or other extraneous characters that might be copied with the text. If you do not delete these characters, the
code might not operate correctly.



2 Single sign-on configuration

The IBM® Tivoli® Business Service Manager and IBM Tivoli Netcool® Service Quality Manager/Tivoli
Netcool Customer Experience Manager web-based user interfaces are provided using IBM WebSphere®
based application servers. As aresult, you can configure a shared user repository between Tivoli Business
Service Manager and Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Man-
ager that uses single sign-on (SSO) between the products.

In the single sign-on environment, you can log on to Tivoli Business Service Manager on one computer and
then, using the same browser, access Tivoli Netcool Service Quality Manager or Tivoli Netcool Customer
Experience Manager on a second computer, without logging onto the Tivoli Netcool Service Quality Man-
ager/Tivoli Netcool Customer Experience Manager server. Similarly you can log on to Tivoli Netcool Ser-
vice Quality Manager or Tivoli Netcool Customer Experience Manager on one computer and then, using the
same browser, access Tivoli Business Service Manager without logging on.

This chapter describes how to configure a shared Tivoli Business Service Manager — Tivoli Netcool Service
Quality Manager/Tivoli Netcool Customer Experience Manager user repository and single sign-on.

2.1 Overview

The Tivoli Business Service Manager 6.1.1 and Tivoli Netcool Service Quality Manager/Tivoli Netcool
Customer Experience Manager 4.1.4 products include web-based user interfaces that run in separate Web-
Sphere instances. Tivoli Business Service Manager runs in the IBM Embeddable WebSphere Application
Server program and Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager
runsin the IBM Base WebSphere Application Server program.

Single sign-on between the Tivoli Business Service Manager and Tivoli Netcool Service Quality Man-
ager/Tivoli Netcool Customer Experience Manager products is possible by performing the following con-
figuration tasks:

e Addthe Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager
LDAP repository to the Tivoli Business Service Manager Embeddable WebSphere Application
Server instance (federated user repository).

e Enable single sign-on and domain name configuration.

e Enable the exchange of Lightweight Third-Party Authentication (LTPA) tokens between Tivoli
Business Service Manager and Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer
Experience Manager WebSphere instances.

o Enable certificate exchange between Tivoli Business Service Manager and Tivoli Netcool Service
Quality Manager/Tivoli Netcool Customer Experience Manager WebSphere instances.
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2.2 Prerequisites

To take advantage of support for SSO between Tivoli Business Service Manager and Tivoli Netcool Service
Quality Manager/Tivoli Netcool Customer Experience Manager WebSphere Application Servers, both ap-
plications must meet the following prerequisites and conditions:

>  Servers

o Verify that all servers are configured as part of the same domain name service (DNS) domain.
The WebSphere realm names on each system in the DNS domain are case-sensitive and must
match identically. For adistributed Tivoli Netcool Service Quality Manager installation, com-
plete al configuration outlined in this document on the application server.

o For example, if the DNS domain is specified as mycompany . com, then SSO is effective with
any WebSphere Application Server on ahost that is part of the mycompany . com domain, for
exampl €, a.mycompany.com andb. mycompany.com.

o For example, the Tivoli Business Service Manager and Tivoli Netcool Service Quality Manager
login URLs might be:

= Tivoli Business Service Manager:
https.//serverA.ibm.com:16311/ibm/console/logon.jsp

= Tivoli Netcool Service Quality Manager:
https://serverB.ibm.com:9043/ibm/consol e/logon.jsp

o Inthiscase, both Tivoli Business Service Manager and Tivoli Netcool Service Quality Manager
are part of the “ibm.com” domain.

o Thedomain name settings are described in sections 2.3.3 and 2.3.5.



> User management

o For the combined Tivoli Business Service Manager/Tivoli Netcool Service Quality Man-
ager/Tivoli Netcool Customer Experience Manager system as shown previously, users must ex-
ist in the Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Man-
ager LDAP repository for SSO to work correctly.

» Authentication and credential use

o Usersnormally authenticate using Tivoli Business Service Manager (through Tivoli Integrated
Portal) and subsequently launch into Tivoli Netcool Service Quality Manager or Tivoli Netcool
Customer Experience Manager. However, the Tivoli Netcool Service Quality Manager or Tivoli
Netcool Customer Experience Manager GUI can be launched directly and users are authenti-
cated using the Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience
Manager WebSphere Application Server. In this case if the user subsequently starts the Tivoli
Business Service Manager console (from the same browser), then they will be automatically
logged in.

> Authorization

o Existing Tivoli Business Service Manager and Tivoli Netcool Service Quality Manager/Tivoli
Netcool Customer Experience Manager authorization mechanisms remain in place. The user
must have appropriate roles assigned in both the Tivoli Business Service Manager and Tivoli
Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager systems.

» Certificate management and L TPA tokens

o Signer certificates and L TPA tokens must be exchanged between the Tivoli Business Service
Manager and Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience
Manager systemsin order for SSO to work between those platforms. Thistask is a one-time
configuration task performed by an administrative user.

» Browser configuration

o HTTP cookies must be enabled in browsers because the authentication information that is gen-
erated by the Tivoli Business Service Manager server is transported to the browser in a cookie.
The cookie is used to transfer the authentication information for the user to the server, exempt-
ing the user from entering the authentication information.

2.3 Single sign-on configuration procedure

Important: Before beginning these procedures, back up the following files on your Tivoli Business Service
Manager server:
<TIP_PROFILE HOME>/config/cells/TIPCell/nodes/TIPNode/servers/serverl/server.xml

<TIP PROFILE HOME>/config/cells/TIPCell/security.xml
An example of TTP_PROFILE HOME iS /opt/IBM/tivoli/tipv2/profiles/TIPProfile/.
In addition, back up the following files on your Tivoli Netcool Service Quality Manager/Tivoli Netcool

Customer Experience Manager server:

<WEB-
SPHERE HOME>/AppServer/profiles/isc/config/cells/<hostname>Node0lCell/nodes/<hostname>No
deOl/servers/serverl/server.xml

<WEBSPHERE HOME>/AppServer/profiles/isc/config/cells/<hostname>Node0lCell/security.xml

The following examples show how wEBSPHERE HOME iS Set t0 /appl/IBM/WebSphere and host nameis set to

sherkinzl:




/appl/IBM/WebSphere/AppServer/profiles/isc/config/cells/sherkinz1Node01Cell/nodes/sherki
nzlNodeOl/servers/serverl/server.xml

/appl/IBM/WebSphere/AppServer/profiles/isc/config/cells/sherkinz1Node0lCell/security.xml

2.3.1 Federated LDAP server configuration

1. Logontothe Tivoli Business Service Manager server as an administrative user. Select WebSphere
Administrative Console from the left navigation area under Settings.

File Edit View Favorites Tools Help

iz Favorites | B Tivoli Integrated Portal m B v B 2 @ v Pagev Sofetyv Tooksv @

m Alltasks = Welcome tipadmin Help | Communities | Logout
— Soec cion— 1]

Welcome -7

Integrated Portal

@ Internet | Protected Mode: Off fa v Rk -

Figure 2: WebSphere Administration Console

2. Click Launch WebSphere administrative console



File Edit View Favorites Tools Help

<7 Favorites | 0 TivoliIntegrated Portal

v B v @ v Pagev Sefetyv Toolsv @v

Altasks E Welcome tipadmin Help | Communities | Logout
B0 | wessere e conse] e [
WehSphere Administrative Console
The webSphere administrative console provides access to security and troubleshooting tasks. The button below will launch the WebSphere administrative cansole in a new window.
Logging out from the WebSphere administrative console will also terminate your connection ta this cansole. To avoid lasing your work, you should clase the ather window rather than logging out.
(oo
———

Eone [T

@ Intemet | Protected Mode: Off v R0 v

Figure 3. WebSphere Administration Console launch

3. The WebSphere administrative console will launch. Select Global Security from the left navigation
areaunder Security. The page shown in Figure 4 is displayed.



File Edt View Favontes Tools Help

i Faverites | g8 Integrabed Sohutions Conscle B~ B - @ o- Pager Sfey= T
Integrated Solutions Console  Wekcome tipadmin talp | Legeut “
. oile o o
View: &l tagks v

Global securty Fiald halp
Far field help informaton
Use this panel to configure adminictration and the default application cecurity policy. This cecurity configuration aplies to the ceawity policy for 2l sdminictrative snlect & finld label or kst
functions and is used as & default security policy for user applications. Security Somaing can be defined to ovemide and customize the security policies for user miackar when the help cu

applications, displayed.

Page help
Secunty Confiquration Wizard | Security Configuration Repart Mara information shaut §

Raas
Administrative secsrity Authestication
7 Enabsle admenistrative ——— e;’ AR STICVE UINE Ell.l Bythanti i mechanieme and wxpiration
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& Emvirnemens Kesbarcs and LTPA
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Aytha n n
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Use Jawm 2 smcunty bo restrict appleation accoess to bocal resaurces
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Federabed + | configure.. | [ Setascument |
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Figure 4: Federated repository repository configuration

4. Click Configure.

5. If the Tivoli Business Service Manager user registry has been set to OMNIbus, leave the Realm name
unchanged. In this case a separate change must be made on the Tivoli Netcool Service Quality Man-
ager server as detailed in section. Enabling single sign-on — Tivoli Business Service Manager, step 20.

If the Tivoli Business Service Manager user registry has not been set to OMNIbus, on this page,
changetheRealm name t0 <Tivoli Netcool Service Quality Manager/Tivoli Netcool Cus-
tomer Experience Manager host name>:<LDAP Secure Port>, for example sherkinz1l:1636.

Global security > Federated repositories

By federating repositaries, identities stored in multiple repositories can be managed in & single, virtual realm. The realm can consist of identities in the file-
based repository that is built into the system, in one or more external repositories, or in both the built-in repository and one or more external repositories.

General Properties
# Realm name

sherkinz1:1636

# Primary administrative user name
tipzdmin

Sarver user identity

@ Automatically generated server identity

) server identity that is stored in the repository

Ignore case for zutharization

Figure 5: Realm name



Select Apply and the following window is displayed. Enter the tip administrator password in the

Passwor d and Confirm Password input fields. Click OK. When the Global Security pageisdis-
played again, click Save.

Glohal security e
a8 Messages
ﬂ}-cn-w-s have bean made to your local configuration. You can:
® Syve directly to the master configuration.
& Raviaw changes bafors saving or discarding.

B The server may need to be restarted for these changes to take effect.

Global security > Federated repositories > Administrative user password

When the realm indudes the built-in repository, the primary administrative user account is stored in it. Agply & password

to this account to enable security. After security is enabled; you can manage this account with Users and Groups in the
administrative consols.

Gen rra_ul Propertics

* Password

#* Confirm password

[ox] [[cancel |

Figure 6: Confirmation message
7. Click Save.

8. Onthe Federated Repositories page, click the Manage repositorieslink.



Global security

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm. The realm can consist of identities in the file-
based repository that is built into the system, in one or more external repositories, or in both the built-in repository and one or more external repositories.
General Properties

# Realm name
|sherkinz].: 1636 |

# Primary administrative user name

|tipadmin

Server user identity

Automatically generated server identity

© server identity that is stored in the repository

Ignore case for authorization

Repositories in the realm:

| Add Base entry to Realm.. | | Use built-in repasitory | | Remaove
Eielect| Base Entry | Repository Identifier | Repository Type
¥ou can administer the following resources:
D o=defaultWIMFileBasedRealm InternalFileRepaository ‘ File
Total 1
Additional Properties Related Items
Broperty extension repository Manage repositories

Trusted authentication realms - inbound

Entry mapping repository
Supported entity tvpes

Figure 7: Manage repositories

9. On the next page, click Add.

Global security

Global security > Federated repositories > Manage repositories

Repositories that are configured in the system are listed in the following table. ¥ou can add or delete external repositories.

Preferences

Selectl Repository Identifier & | Repository Type &

You can administer the following resources:

| InternalFileRepository | File

Total 1

Figure 8: Adding a federated LDAP repository



10. Enter the following details and then click Apply.

e Repository identifier: A name for the LDAP server

e Directory type: IBM Tivoli Directory Server (for an IBM AIX LDAP server)
or
Sun ONE (for a Solaris LDAP server)

e Primary hosthame: < LDAP hostname>

o Port: < LDAP port>, usualy 1389

e Binddistinguished name: < LDAP DN>, usuadly “Directory Manager”

e Bind password: < LDAP password>

Global security

Global security > Federated repositories > Manage repositories > sherkinzl-ldap
Specifies the configuration for secure access to a Lightweight Directory Access Protocol (LDAR) repository with optional failover servers.

Ganaral Proparties

# Repository identifier
sherkinzi-ldap |

LDAP server Security
# Directory type Bind distinguished name
IBM Tivoli Directory Server - |EI’|=DiI’EEtDI’y Manager

* Primary host name Port Bind passviord
|sherkinzl.cork.ie.ibm.com 1289 |“Illll
Login properties
Failower server used when primary is not available: |uid

LDAP attribute for Kerberos principal name

Select | Failover Host Name Port
5 Certificate mapping
ens EXACT_DN -
add | Certificate filter
Support referrals to other LDAP servers
ignore - D Require 55L communications

@ Centrally managed
Manage endpsint security canfiguratisns
D use specific 55L alias

MNodeDefaultSSLSettings S5L configuratiens

Additional Properties

Performance

LDAP entity tvpes

Figure 9: LDAP details

The following confirmation message window is displayed. Click Save.

El Messages

&ChEHQEE have been made to your local configuration. ¥ou can:
#® Save directly to the master configuration.
# Review changes before saving or discarding.

M The sarver may need to be restarted for these changes to take effect.

Figure 10: Confirmation message



The following window is displayed.

Global security

Global security > Federated itories > Manage

Repositories that are configured in the system are listed in the following table. You can add or delete external repositories.

Prafarences

Se\en:t‘ Repository Identifier & Repository Type

You can administer the following resources:

InternalFileR epository File
sherkinzi-ldap LDAP:IDS
Total 2

Figure 11: Federated LDAP repository

11. Click Federated repositories.

Global security

Global security & Federated repositories -

Manage repositories

Repositories that are co 2 system are listed in the following table. You can add or delete external repositories.

Preferences

5e|ect| Repository Identifier 2 Repository Type

You can administer the following resources:

InternalFileRepasitory File

sherkinzi-ldap LDAP:IDS

Total 2

Figure 12: Selecting Federated repositories



12. In the following window, click Add Base entry to Realm.

Global security > Federated itories
By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm. The realm can consist of identities in the file-
based repository that is built into the system, in one or more external repositories, or in both the built-in repesitory and one or more external repositories.

General Properties
# Realm name
[Eherkinz1:1636

# Primary administrative user name

|tipadmin

Server user identity

Automatically generated server identity

0 Server identity that is stored in the repository

Ignore case for authorization

Repositories in the realm:

Add Base entry to Realm... Use built-in repositary || Remove
"

Select | Base ERtyY | Repository Identifier | Repository Type

You can administer the following rescurces:

]

Total 1

InternalFileRepositary ‘ File

o=defaultWIMFileBasedRealm

Related Items

Additional Properties
Property extension repositol
Entry mapping repository
Supported entity types

Manage repositories

Trusted suthentication realms - inbound

Figure 13: Adding base entry to realm



13. In both Distinguished name entries, add ou=people, dec=comnitel, de=com as follows:

Global security

Global security > Federated repositories > Repository reference

Specifies a set of identity entries in a repository that are referenced by a base entry into the directory information tree. If multiple repositaries are included in
the same realm, it might be necessary to define zn additional distinguished name that uniquely identifies this set of entries vithin the realm.

General Properties

# Repository

sherkinzi-ldap Add Repository...

# Distinguished name of a base entry that uniquely identifies this st of entries in the realm
ou=People,dc=comnitel,dc=ca

Distinguished name of a base entry in this repository

ou=People,de=comnitel de=ca

ﬁpply‘ ﬂ Resat| Cancel |

Figure 14. Repository reference details

14. Click Apply. When the following window is displayed, click Save.

El Messages

&Changes have bean made to your local configuration. You can:
& Save directly to the master configuration.
# Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effect.

Figure 15: Confirmation message

15. Navigate to Global Security > Federated repositories again. You can view the LDAP repository, as
shown in Figure 14.

Repositories in the realm:

Add Base entry to Realm... Use built-in repository Remowe
Select Base Entry Repository Identifier Repository Type
*You can administer the following rescurces:
|:| o=defaultWIMFilaBasedRealm InternalFileR epository Fila
|:| cu=People de=comnitel,de=com sherkinzl-ldap LDAP:IDS
Total 2

Figure 16: LDAP repository

2.3.2 Configuring LDAP details — Tivoli Directory Server

Note: Thistask appliesonly to a Tivoli Netcool Service Quality Manager or Tivoli Netcool Customer Ex-
perience Manager server running Tivoli Directory Server on an AlX or Solaris system.

1. Logonto Tivoli Business Service Manager as an administrative user and open WebSphere adminis-
trative console > Global Security > Federated repositories (see section 2.3.1 steps 1, 2, 3 and 4).
Click the Repository identifier.



Global security -

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm. The realm can consist of identities in the file-
based repaository that is built into the system, in ane or more external repasitaries, or in both the built-in repository and one or mare extsrnal repositories.

General Properties

# Realm name
|sher|-<inzl:1636 |

# Primary administrative user name
|tipadmin |

Server user identity

@ Automnatically generated server identity

© server identity that is stored in the repository

Ignore case for authorization

Repositories in the realm:

| Add Base entry to Realm... | | Use built-in repository | ‘ Remove
Se\el:t| Basze Entry | Repository Identifier Repository Type
You can administer the following resources:
I:l o=defaultWIMFileBasedRealm InternalFileRepository File
0 ou=People dc=comnitel, dc=com ( sherkinzl-l)p_r LDAP:IDS
o
Total 2

Figure 17: Federated repository



2.

Global security

Global security > Federated repositories > sherkinzi-ldap

In the following window, click L DAP entity types.

Specifies the configuration for secure access to a Lightweight Directory Access Protocol (LDAP) repository with optional failover servers.

General Properties

# Repository identifier

|5her|—cinzl-|dap

LDAP server

# Directory type
IEM Tivoli Directory Server -

# Primary host name Port

|sh erkinzl.cork.ie.ibm.com

Failover server used when primary is not available:

1389

Security

Bind distinguished name
|cr1=Dire-|:tury Manager |

Bind password

Login properties

||.|id |

LDAP attribute for Kerberos principal name

5e|ect| Failover Host Name | Port

krbPrincipalName

None

Certificate mapping

Add| | |

Support referrals to other LDAFR servers
ignore -

Additional Properties

EXACT_DN -

Certificate filter

D Regquire S5L communications

@ Centrally managed
Manage endpoint security cenfiguratiens
D use specific S5L alias

NodeDefaultS5LSettings

Performance

LDAP enti

definition

Figure 18: LDAP entity types

3. Inthefollowing window, click Group.
Global security

Global security > Federated repositories > sherkinzi-ldap > LDAP entity types

UUse this page to list entity types that are supported by the member repositories or to select an entity type to view or change its configuration properties.

Preferences

Entity Type &

Object Classes J;

You can administer the following resources:

=
Group }

groupOfNames

CrgContainer

organization;organizationalUnit;domain;container

PersonAccount

inetQrgPerson

Total 2

Figure 19: Group

4.

Object classes:
Search bases:

In the Group definition enter the following information, and click Apply.

ibm-dynamicGroup
ou=Groups, dc=comnitel,dc=com;
ou=People,dc=comnitel,dc=com

S5L configurations




Global security

Global security > Federated repositories > leapl-ldap > LDAP entity types > Group
Use this page to list entity types that are supperted by the member repositories or to select an entity type to view or change its configuration properties,

General Properties

7=

+ Entity type
Group

+ Object classes

|ihm-d\fnamicGruup |

Search bases

|c|u=Grc|ups,dc=cc|mnitel,dc=cc|m;uu=PEup|E,dc=cumnite|,dc=cum |

Search filter

|App|\|r| |Reset| | Cancel

Figure 20: Group definition

5. Click Save when the following window opens.

EH Messages

&Changes have been made to your local configuration. You can:
#* Save directly to the master configuration.
# FReview changes before saving or discarding.

M The server may neead to be restarted for these changes to take effect.

Figure 21: Confirmation message



6. Open Global Security > Federated repositories, or repeat the steps detailed in Step 1 and click the
Repository identifier.

Global security FE

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual rezlm. The realm can consist of identities in the file-
based repository that is built into the system, in one or more external repositories, or in both the built-in repository and one or more external repositories.
General Properties

# Realm name

sherkinz1:1636

# Primary administrative user name
tipadmin

Server user identity

@ Automatically generated server identity

() Server identity that is stored in the repositary

Ignore case for authorization

Repositories in the realm:

I Add Base entry to Realm... || Use built-in repository || Remove ‘
3e\ed:‘ Base Entry | Repository Identifier Repository Type
You can administer the following resources:
I:l o=defaultWIMFileBasedRealm InternalFileRepositary File
B ou=People dc=comnitel,dc=com ( sherkinzi-| )E LDAP:IDS
e,

Total 2

Figure 22: Federated repository



7. Inthefollowing page, click Group attribute definition.

Global security

Global security > Federated repositories > sherkinzi-ldap

Specifies the configuration for secure access to a Lightweight Directory Access Protocol (LDAP) repository with optional failover servers.
General Properties

# Repository identifie-
sherkinz1-ldap |

LDAP server

# Directory type
IEM Tivali Directory Server

Security

Bind distinguished name
- |cn=Directury Manager |

# Primary host name Port Bind password
sherkinzi.cork.ie.ibm.com 1389 |

Login properties
|uid |

Failover server used when primary is not available:

LDAP attribute for Kerberos principal name
krbPrincipallame
5e|ed:| Failover Host Name | Port
Certificate mapping
Men= EXACT_DM -

| | | Certificate filter

Support referrals to other LDAP servers

ignore W D Require 55L communications

Centrally managed
Manage endpoint security configurations
@ use specific S5L alias

NodeDefaultS5LSettings 55L configurations

Additional Properties

Eerformance

Group attribute definition

Figure 23: Group attribute definition



8. Inthefollowing window, click Dynamic member attributes.

Global security FE

Global security > Federated repositories > sherkinzi-ldap > Group attribute definition

Use this page to specify the name of the group membership attribute. Every Lightweight Directory Access Protocol (LDAP) entry indudes this attribute to
indicate the groups to which this entry belongs.

General Properties

Name of group membership attribute

Additional Properties

Member attributes

Scope of group membership attribute

@ Direct - Contains only immediate members of the group without members of subgroups

Nested - Contains direct members and members nested within subgroups of this group

(_'All - Contains all direct, nested, and dynamic members

|Apply| | Reset| | Cancal

Figure 24: Dynamic member attributes

9. Inthefollowing window, click New.

Global security 7=

Global security > Federated repositories > cobhl-ldap > Group attribute definition > Dynamic member attributes
Use this page to manage Lightweight Directory Access Protocol (LDAP) dynamic member attributes.

[ Preferences

)

5e|eu:t| Name 2 Object Class
None
Total O

Figure 25: Adding dynamic member attribute

10. In the dynamic member attribute screen, enter the following information and click Apply.

Name of dynamic member attribute: memberURL
Dynamic object class: ibm-dynamicGroup

Global security

Global security > Federated repositories > sherkinzi-ldap > Group attribute definition > Dynamic member attributes > New
Use this page to manage Lightweight Directory Access Protocol (LDAR) dynamic member attributes.
General Properties

# Name of dynamic member attribute
|memberURL

Dynamic object class
|ibm-dynamicGruup|

|Apply| | Resetl | Cancel




Figure 26: Dynamic member attribute

11.  When the following window is displayed, click Save.

EH Messages

&Changes have bean made to your local configuration. You can:
® Save directly to the master configuration.
#* Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effect.

Figure 27: Confirmation message

2.3.3 Configuring LDAP details — Sun ONE Directory Server

Note: Thistask appliesonly to a Tivoli Netcool Service Quality Manager or Tivoli Netcool Customer Ex-
perience Manager server running on a Solaris system.

1. Logonto Tivoli Business Service Manager as an administrative user and open WebSphere adminis-
trative console > Global Security > Federated repositories (see section 2.3.1 steps 1,2, 3 and 4) and
click the Repository identifier.

Global security wE

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm. The realm can consist of identities in the file-
based repository that is built into the system, in one or more external repositories, or in both the built-in repository and one or more external repositories.

Genaral Properties

# Realm name

sherkinz1:1636

# Primary administrative user name
tipadmin

Server user identity

@ Automnatically generated server identity

© server identity that is stored in the repositary

Ignore case for authorization

Repositories in the realm:

| Add Base entry to Realm.., Use built-in repasitary Remaove

Select| Base Entry Repository Identifier Repository Type

You can administer the following resources:

D o=defaultWIMFileBasedRealm InternalFileRepository File
D ou=People, de=comnitel.dc=com sherkinzi-ldap LDAP:1D5
Total 2

Figure 28: Federated repository

2. Inthefollowing window, click L DAP entity types.



(Global security

T E
Global security > Federated repositories > sherkinz1-ldap
Specifies the configuration for secure access to a Lightweight Directory Access Protocol (LDAP) repository with optional failover servers.
General Properties
#* Repository identifier
sherkinzi-ldap |
LDAP server Security
# Directory type Bind distinguished name
IEM Tivoli Directory Server - |cr1=Directury Manager |
# Primary host name Port Bind password
|sher|-cinzl.curk.ie.ibm.cum | i383 |'""" |
Lagin properties
Failover server used when primary is not available: |uid |
- LDAP attribute for Kerberos principal name
krbPrincipalName
Select| Failover Host Name | Port
7 Certificate mapping
ons EXACT_DN -
I | | Certificate filter
Support referrals to other LDAP servers
ignore I:l Require 55L communications
@ Centrally managad
M d security configurations
(D Use specific SSL alias
NodeDefault55LSettings SS5L configurations
Additional Properties
Figure 29: LDAP entity types
3. Inthefollowing window, click Group.
Global security FE

Global security > Federated repositories > sherkinzi-ldap > LDAP entity types

Use this page to list entity types that are supported by the member repositories or to select an entity type to view or change its configuration properties.

Preferences

T

Entity Type &

Object Classes

You can administer the following resources:

)

groupOfilames

OrgContainer

organization:organizationalUnit;domain:container

PersonAccount

inetOrgPerson

Total 3

Figure 30: Group

4. Inthe Group definition, enter the following information and click Apply.

Object classes:
Search bases:

groupOfUniqueNames
ou=Groups, dc=comnitel,dc=com;

ou=People,dc=comnitel,dc=com



(Global security

Global security > Federated repositories > leapl-ldap > LDAP entity types > Group
Use this page to list entity types that are supperted by the member repositories or to select an entity type to view or change its configuration properties,

General Properties

+ Entity type
|Group |

# Object classes
|gruupOﬂJniqueNames| |

Search bases
|c|u=Grc|ups,dc=cun1nitel..dc=cum;uu=PEup|E,dc=cc|rnnite|..dc=cum |

Search filter

IAppIyI |RESE‘t| | Cancel

Figure 31: Group definition
5. When the following window opens, click Save.

EH Messages

&Changes have been made to your local configuration. You can:
#* Save directly to the master configuration.
# FReview changes before saving or discarding.

M The server may neead to be restarted for these changes to take effect.

Figure 32: Confirmation message



2.3.4 Enabling single sign-on — Tivoli Business Service Manager
Complete the following steps to enable single sign-on for Tivoli Business Service Manager.

1. Open Global Security, expand Web security, and click single sign-on (SSO).

Global security =

Global security

Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all administrative
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security policies for user
applications.

| Security Configuration Wizard | Security Configuration Report

Administrative security Authentication

Enable administrative security Administrative user roles Authentication mechanisms and expiration
Administrative group roles @ LToA

Administrative authentication

Kerberos and LTPA

Application security Kerberos configuration

Enzble application security

7) SWAM (deprecated): No authenticated communication between servers

Authentication cache settings

Java 2 security B Web security

Single sign-on (S50

I:l Use Java 2 security to restrict application access to local resources

Warn if applications are granted custom permissions
Restrict access to resource authentication data ——

Trust association

User account repository RMI/IIOP security
Current realm definition Java Authentication and Authorization Service

Federated repositories
X o Use realm-qualified user names
Available realm definitions

Federated repositeries - Configure... Set as current |

Security domains
External authorization providers
Custom properties

Apply Resat

Figure 33: Web security

2. Inthesingle sign-on (SSO) window, ensure that Enabled is checked and then enter the name of the
domain shared by the Tivoli Business Service Manager and Tivoli Netcool Service Quality Man-
ager/Tivoli Netcool Customer Experience Manager servers. Click Apply when done.

Global security rE

Global security > Single sign-on (550)
Specifies the configuration wvalues for single sign-on.

General Propertias
Enabled

I:l Requires 55L

Domain name

|ibm.c0m
I:l Interoperability Mode

Web inbound security attribute propagation

Applyl % Reset Cancel




Figure 34: Single sign-on configuration

3. When the following window opens, click Save.

EH Messages

&-Changes have been made to your local configuration. You can:
# Save directly to the master configuration.
® Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effect.

Figure 35: Confirmation message

4. Open Global Security and click LTPA.

Global security

Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all administrative

functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security policies for user
applications.

| Security Configuration Wizard | Security Configuration Report

Administrative security

Authentication

Enable administrative security " Administrative user roles.
Ad strative group roles
Administrative suthentication

mechanisms and expiration

Kerberos and LTPA

Application security Kerberos configuration

Enable application security ) SWAM (deprecated): No authenticated communication between servers

Authentication cache settings

Java 2 securi \ .
ty Web security
[ use 1ava 2 security to restrict application access to local resources

RMI/IIOP security
Warn if applications are granted custom permissions

F.estrict access to resource authentication data Java Authentication and Authorization Service

Use realm-gqualified user names
User account repository

Current realm definition

Federated repositories Security domains

External authorization providers
Available realm definitions -
Custom properties

Federated repositories - Configure... Set as current

Apply Reset

Figure 36: LTPA

5. Enter anew password in the Cross-cell single sign-on section, enter afile name and password, then
click the Export keys button.



Global security FE

Global security > LTPA
Encrypts authentication infermation so that the application server can send the data from one server to another in a secure manner. The encryption of
authentication information that is exchanged between servers involves the LTPA mechanism.

Key generation
Authentication data is encrypted and decrypted by using keys that are kept in one or more key stores.

Key set group

NodelTRAKeySetGroup w Generate keys

Key set groups

LTPA timeout
LTPA timeout value for farwarded credentials between servers

1440 minutes

Cross-cell single sign-on
Single sign-on across cells can be provided by sharing keys and passwords. To share the keys and password, log on to one cell, specify a key file,
and click Export keys. Then, log on to the other cell, specify the key file, and click Import keys.

# Password

* Confirm password

Fully qualified key file name
|.-"app|_."IBM_-"|-ce',r5

Import keys Export keys

App|y| ﬂ Reset| Cancel |

Figure 37: Cross-cell single sign-on

6. Thefollowing window is displayed:

H Messages
[} The keys were successfully exported to the file fappl/IBM/keys.

Figure 38: Confirmation message

7. The generated key file must be transferred from the Tivoli Business Service Manager server to the
Tivoli Netcool Service Quality Manager or Tivoli Netcool Customer Experience Manager server
whereit isimported into the WebSphere instance (step 5 in section 2.3.5).

8. Addthe Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager
signer certificate to the Tivoli Business Service Manager (portal or Tivoli Integration Portal) local
trust store. Expand Security, then click SSL certificate and key management.
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551 certificate and key management

551 configurations

The Secure Sockets Layer (55L) protocol provides secure communications between Related Items

remote server processes or endpoints. S5L security can be used for establishing

communications inbound to and outbound from an endpaint. To establish secure SEL configurations
:i?':l;gli.lnrlicatiunsr a certificate and an S5L configuration must be specified for the Dynamic outbound

endpoint S5L
In previous versions of this product, it was nacessary to manually configure each configurations
endpoint for Secure Sockets Layer (SSL). In this version, you can define a single
configuration for the entire application-serving environment. This capability enables
you to centrally manage secure communications. In addition, trust zones can be
established in multiple node environments by overriding the default, cell-level S5L Key sats
configuration.

Key stores and
certificatas

Key set groups
If you hawve migrated a secured environment to this version using the migration

utilities, the old Secure Sockets Layer (55L) configurations are restored for the Key managers
warious endpoints. However, it is necessary for you to re-configure S5SL to take

i o Trust a
advantage of the centralized managemeant capability. TUSt Mansgers

Configuration settings CF-‘I'tifiE_EItE
Authority (CA
Manage endpoint security configurations clignt

configurations
Manage certificate expiration

I:l Use the United States Federal Information Processing Standard (FIPS)

algorithms. Note: This option requires the TLS handshake protocol, which some
browsers do not enable by default.

Dynamically update the run time when SSL cenfiguration changes occur

Reset

Figure 39: SSL certificate and key management

9. Click Key storesand certificates. In the following window, click NodeDefaultTrustStore.

SSL certificate and key management e

551 certificate and key management > Key stores and certificates

Defines keystore types, incuding cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystore usages
55L keystores -

Preferences

MNew|| Delete | Change password... | Exchange signers... |

5e|ect| Name 2 | Description X | Management Scope Path :

You can administer the following resources:

D NodeDefaultKeyStare Default key store for (cell):TIPCell: ${CONFIG_ROOT}/cells/TIPCell/nodes/ TIPNode/key.p12
TIFNode (node):TIPNode
|:|< ocdeDefaultTrustStore Default trust store for (cell):TIPCell: £{CONFIG_ROOT} cells/TIPCell/nodes/TIPNode/trust.p12
e TIPNode (node): TIPNode
Total 2

Figure 40: NodeDefaultTrustStore

10. Inthiswindow, click Signer certificates.




S5L certificate and key management FE

55L certificate and key management > Key stores and certificates > NodeDefaultTrustStore
Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

fromel Lot Additional Properties
e Si rtificat:
5 algner cerfificates
|NodeDeFau|tTru=tStore igner certificates
Persolsr eettricates

Description .
[Default trust store for TIPNode Personal certificate requests

Custom properties

Management scope
|(:e|l):TIPCeII:(node):TIPNode

Path
|${CON FIG_ROOT}/ cells/TIPCell/nodes/TIPNode/trust.p12

# Password

Type
PKC512 -

I:l Read only
I:l Initialize at startup

Enable cryptographic operations on hardware device

Applyl ﬂ Reset Cancel

Figure 41: Signer certificates

11. In the Signer certificates window, click Retrieve from port.

S5L certificate and key management =

551 certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates

Manages signer certificates in key stores.

Preferences

Add|| Delete || Extract (_ Retrieve from port )

=G

5e|ect| Alias 2 | Issued to Fingerprint (SHA Digest) Expiration

You can administer the following resources:

B datapower OU=Root CA, O="DataPower AS:BAIA4:B5:BC: 26: 2F:5D: 2A:80:93: CA:BAIF4:31:05:F2: 54:14:17 | Valid from 11-
Tachnolagy. Inc.", C=US Jun-2002 to
06-Jun-2023.

D root CN=nc048163.tivlab.raleigh.ibm.com, | 9A:43:BF:EB:5C:C8:09:FC: 33 :EE:EE:CA:ESEF:92:3E:4C:79:60:46 | Valid from 23-
OU=Root Certificate, QU=TIPCell, Sep-2012 to
OU=TIPNode, O=IBM, C=US 20-5ep-2027.
Total 2

Figure 42: Retrieve from port

12. In the Retrieve from port window, enter the host name of the Tivoli Netcool Service Quality Man-
ager or Tivoli Netcool Customer Experience Manager server and set the port, usually to 9043. Enter
an alias name for the Tivoli Netcool Service Quality Manager server and click Retrieve signer in-
formation.



The port number can be retrieved by searching for wsporT in the following Tivoli Netcool Service
Quality Manager/Tivoli Netcool Customer Experience Manager file:

$WMCROOT/conf/environmenLforeanme

# grep WSPORT /appl/sa/conf/environment/default.properties
comnitel.env.WSPORT=9043

SSL certificate and key management FE

551 certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates > Retrieve from port
Makes a test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the server during the handshake.
General Properties

# Host
|sh erkinzi.cork.ie.ibm.com

# Port
[043]

S5L configuration for cutbound connection
NodeDefaultS5LSettings

# Alias

| Retrieve signer information I

App|y| % Reseat Cancel |

Figure 43: Retrieve signer information



13. Enter an appropriate alias and click Apply in the following window.

S5L certificate and key management rE

551 certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates > Retrieve from port

Makes a test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the server during the handshake.

General Properties

# Host
|Eher|—cinzl.cor|—c.ie.ibm.com

# Port
[s0az

55L configuration for outbound connection
NodeDefaultS5LSattings -

* Alias

| Retrieve signer information I

Retrieved signer information

Serial number
24169588729158500 |

Issued to
'a=zher|-cinzl..:c:r|-c.ie.i|:m.:c:r|'lr O=IBM, C=US |

Issued by
CN=sherkinzl.cork.ie.ibm.com, O=IBM, C=US |

Fingerprint {SHA digest]
FA:5A:04:98:20:84:F2;A0:65:95:87:B0:08:A6:96:CC;40:FB: 34:F3 |

validity period
[27-Mar-2026 |

Apply | oK Reset Cancel

Figure 44: Signer example

14. Click Save when the following message is displayed:

E Messages

&Changes have been made to your local configuration. You can:
® Sazve directly to the master configuration.
# Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effact.

Figure 45: Confirmation message

2.3.5 Enabling single sign-on — Tivoli Netcool Service Quality Manager/Tivoli Net-
cool Customer Experience Manager

1. Thefirst step of enabling SSO for the Tivoli Netcool Service Quality Manager/Tivoli Netcool Cus-
tomer Experience Manager is to temporarily enable security tasks in the Tivoli Netcool Service Qual-
ity Manager/Tivoli Netcool Customer Experience Manager 1SC console. To temporarily enable secu-
rity tasks in the | SC console, compl ete the following steps on the Tivoli Netcool Service Quality
Manager/Tivoli Netcool Customer Experience server:

Create abackup of the following file:



<WEBSPHERE HOME>/AppServer/systemApps/isclite.ear/config/navigation.xml, for exam-
ple:

/appl/IBM/WebSphere/AppServer/systemApps/isclite.ear/config/navigation.xml

Edit the file and remove the comment block, and then restart the | SC console.

Remove the following lines:

<!-- START OF COMMENT BLOCK
END OF COMMENT BLOCK -->

Stop / start SLA Web View WebSphere instance:

On Solaris systems (as user root):
# svcadm disable wp-sa

# svcadm enable wp-sa

On AlX systems (as user root):
# /etc/rc.d/init.d/wpsa stop

# /etc/rc.d/init.d/wpsa start

2. Logonto the Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager
Web console as an administrative user (usualy ‘swvadm’), expand Security, and click Secure ad-
ministration, applications and infrastructure. Expand Web security and click Single sign-on
(SS0).

® complataly sarured wnan sdminitration is restricted. The applcations and the infrastnaturs That suppars the
are awcured.

Asthentsstion

Bl Systam sdministration

p— Uss domain-gualifed ussr names

B Manitaring and Tuaing

B Treublashosciag

B Service intepravan [ Speifies the settings for Web authentication. |

H ucer
B Sarvice Quality Mansger
) Cussomar Exparinace Mansgunsnt Suthaaucation machassamy 4od waivatisn

Esnungl agharizgniza pravigars
CUMRR RIS




Figure 46: Secure administration, applications, and infrastructure

In the SSO window, ensure that Enabled is checked and then enter the name of the domain shared by
the Tivoli Business Service Manager and Tivoli Netcool Service Quality Manager/Tivoli Netcool

Customer Experience Manager servers and click Apply.

Sacurs administration, applications, and infrastructurs > single sign-en (S50}

Spacifisn the ronfiguraticn valuse far mingls migrron.

Canfiguration

General Properties
¥l Enablad

[ aequires 50

Defmain mama
[iom.cam

*! Interoperability Mode

[#] wet inbound security attribute propagation

Aophy ﬂ Reset | Cancel |

Figure 47: Single sign-on general properties
When the following window opens, click Save.

El Messages
&Changes have bean made to your local configuration. You can:

& Save directly to the master configuration.

# Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effect
Figure 48: Confirmation message

Import LTPA keys: Expand Security, and click Secure administration, applicationsand infra-

structure.



Secura administration, applicatiens, &

Sacurs ad ministration, applicationg, and infrastructurs > single sign-on (S50

Sp=sifien tha configuration valuss far singls sign-cn.

Canfiguration

General Properties

Enablad

[ aequires 550

Demain name
[iom.cam

[nteroperability Mode

Web inbound security attribute propagation

I.ug_ply| ﬂ Hl!l!‘tl '!.'.nn“ll

Figure 49: Secure administration, applications, and infrastructure

6. Click Authentication mechanisms and expiration.

Secur:

nistration, applications, and infrastructure ?

Secure administration, applications, and infrastructure

The application serving environment is completaly secured when administration is restricted. The applications and the infrastructure that supports the
administration and applications alse are secured,

Configuration

Administrative security Authentication

Enable administrative security Use domain-qualified user namas
F Web security

Application security General settings
single sign-on (5501

Trust association
RMI/IIOP security

Enable application security

Specifies the settings for Web authentication, }

Java 2 security

Java Authentication and Authorization Service

Use Java 2 security to restrict application access to
local resources.

Warn if applications are granted custom

permissions

Restrict access ta resource authentication data Esternal autharizztion providers

Custom properties
User account repository

Current realm definition
Standalone LDAP ragistry

Available realm definitions

Standalone LDAP registry

Figure 50: Authentication mechanisms and expiration



7. Enter the password in the Cross-cell single sign-on section, enter the file name (already transferred
from Tivoli Business Service Manager platform in step 7 of section 1.1.1), and click the Import keys
button.

Secure administration, applications, and infrastructure wE

Secure administration, applications, and infrastructure > Authentication mechanisms and expiration

Em:r‘,!pts authentication information so that the application server can send the data from one server to another in 2 secure
nnnnnn The encryption of authentication information that is exchanged between servers involves the LTPA machanism.

Configuration

Key generation
Authentication data is encrypted and decrypted by using keys that are kept in one or more key stores.

Key set group

Hodel TPAKeySatGroup | % Generate keys

Key set groups

Authentication expiration
Authenticstion information parsists in the system for = limitad amount of time befors it expires and must
be refreshed.

Authentication cache timeout

10 minutes |0 seconds

Timeout value for forvarded credentials between servers
120 | minutes

Crass-cell single sign-on
Single sign-on across cells can be provided by sharing keys and passwords. To share the keys and
password, log on to one cell. spacify a key file. and dlick Export keys. Then, log on to the other cell. specify
the key file, and click Import keys.

# Password

Fully qualified key file name
fappl/1BM/lays Exvnrt keys

[ use SWAM-nc authenticated communication between servars

Apply | [OK| [ Reset | | Cancel

Figure 51: Cross-cell single sign-on

8. Click Apply and then click Save when the following message is displayed:

= Messages
[} the keays ware successfully imported from the file Jappl/IEM/keays.

&Changes have been made to your local configuration. You can:
® Save directly to the master configuration.
# Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effact.

Figure 52: Confirmation message

9. Expand Security, and click Secure administration, applications and infrastructure

10. Click Authentication mechanisms and expiration

11. Export the Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager
LTPA keysto alocal file on the Tivoli Netcool Service Quality Manager server.



12. Enter a password in the Cross-cell single sign-on section, enter a password and file name, then click
the Export keys button.

|Secure administration, applications, and infrastructure 7=

Secure admi ications, and i > icati isms and

Key generation
Authantication data is encryptad and decrypted by using keys that are kept in one or more key stores
Key set group

NodeLTPAKeySetGroup |V Generate keys

Kev setgroups

expires and must

ully qualifi -
/appl/ IEM/keys| Import keys& Export keys >

[ use 5WAM-no authenticated communication betwesn servers

Apply | [0k| [Reset | [ Cancel

Figure 53: Exporting LTPA keys

13. Thefollowing window opens:

El Messages
[} The keys were successfully exported to the file fappl/IBM/kays.

Figure 54: Confirmation message

14. The generated key file must be transferred from the Tivoli Netcool Service Quality Manager/Tivoli
Netcool Customer Experience Manager server to the Tivoli Business Service Manager server. Follow
steps 15 to 17 to import the key file, then proceed with step 18 on the Tivoli Netcool Service Quality
Manager/Tivoli Netcool Customer Experience Manager server.

15. Perform step 4 from the section Enabling single sign-on - Tivoli Business Service Manager to open
the LTPA configuration page for the Tivoli Business Service Manager server.

16. Enter the keystore password set in step 12 above.
17. Click Import keysto import the keystore exported in step 12.
18. Add the Tivoli Business Service Manager signer certificate to Tivoli Netcool Service Quality Man-

ager/Tivoli Netcool Customer Experience Manager local trust store. Expand Secur ity, and click SSL
certificate and key management.
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Figure 55: SSL certificate and key management

19. Click Key stores and certificates. In the following window, click NodeDefaultTrustStore.

S5L certificate and key management WE

551 certificate and key management > Key stores and certificates

Defines KeyStore types, including cryptography. RACF(R), CMS, Java(TM)], and all TrustStore types.
Preferences

| Delete | | Exchange signers... |

Path &
F NodeDefaultkeyStore ${CONFIG_ROOT} cells/thomondNodediCell/nodes/thomondNodaed1/key.pi2
D < NodeDefsultTrustStore ${CONFIG_ROOT}/ cells/thomondNoded1Cell/nodes/thomondMode01/trust.p12
D Nodel TPAKeys £{CONFIG_ROOT} cells/thomondNodeO1Cell/nodes/thomondiode01/Itpa.jeceks

Total 2

Figure 56: NodeDefaultTrustStore

20. Inthefollowing window, click Signer certificates.



SSL certificate and key management vE

S5L certificate and key = Key stores and certificates > NodeDefaultTrustStore

Defines KeyStore types, induding cryptography. RACF(R), CMS, Java(TM), and all TrustStore types.

Configuration

General Properties

Additional Properties

Name _ —
[NodeDef=ultTrustStors |

Personsl certificates

Path
5{CONFIG_ROOT}/cells/thomandNede01Cell/nodes/themandNodel1/trust.p12

Personal certificate
reguests

Custom properties

Change password
Confirm password
Type

Read only

Initizlize at startup

Enzble cryptographic operations on hardware device

Apply | [0K] [Reset | [ Cancel

Figure 57: Signer certificates

21. Inthe Signer certificates window, click Retrieve from port.

551 certificate and key management vE

551 certificate and key t > Key stores and certificates > NodeDefaultTrustStore > Signer certificates

Manages signer certificates in key stores.

Preferences

Add| | Delete | | Extract Retrieve from port |

Bl

Select| Alias 2 Issued to 2 Fingerprint (SHA digast] Expiration 2
D default CN=thomond.cork.ie.ibm.com, | EB:B7:5B:11:A4:5C:BE:5F:E0:47:8B:72:35:14:62:99:0D:55:49:BF | Valid from 19
Q=IBM, C=US June 2008 to
16 June
2023.
D dummydientsigner CH=jclient, OU=5WG, O=IBM, | 0B:3F:C%:E0:70:54:58:F7:FD:81:80:70:83:A6:D0:92:38:7A:54:CD | Valid from 30
C=us July 2002 to
13 October
2021.
D saca CN=SA CA, OU=Architecture, E6:65:02:2D:58:84:A1:43:B7:E0:23:F0:7D:8B:85:B2:F8:E8:B4:7A | Valid from 19
O=Vallent Technologies Inc.. June 2008 to
L=Cork, 5T=Cork, C=IE 18 June
2018.

D dummyserversigner CN=jserver, OU=SWG, O=IBM, | FB:38:FE:E6:CF:89:BA:01:67:8F:C2:30:74:84:E2:40:2C:B4:B5:65 | Valid from 30
C=Us July 2003 to
13 October
2021.

Total 4
Figure 58: Retrieve from port

22. In the Retrieve from port window, enter the host name of the Tivoli Business Service Manager server
(Tivoli Integrated Portal Dashboard server) and set the port, usually to 16322. Enter an alias name for
the Tivoli Business Service Manager server and click Retrieve signer information.

The port number can be retrieved by searching for
“CSIV2 SSL MUTUALAUTH LISTENER ADDRESS” inthe serverindex.xml filethat islocated in
the following directory:



<TBSM INSTALL>/tipv2/profiles/TIPProfile/config/cells/TIPCell/nodes/TIPNode

551 certificate and key management

VE

55L certificate and key management > Key stores and certificates > Node DefaultTrustStore > Signer certificates >
Retrieve from port

Mzkes = test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the server during the
handshake.

Configuration

General Properties

# Host
|asl—ceatun.curl—c.ie.ibm.:um |

# Port
[18322) |

SSL cenfiguration for cutbound connection
NodeDefault55L5ettings .
#* Alias
|as|—ceatun |

| Retrieve signer information |

|Apply| | Resetl | Cancel |

Figure 59: Retrieve signer information

23. Click Apply in the following window.
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Figure 60: Signer certificate

24. Click Save when the following message is displayed:



25.

26.

27.

EH Messages
[} the keys were successfully imported from the file /appl/IEM/keys.

&Changes have been made to your local configuration. You can:
# Save directly to the master configuration.
# Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effact.

Figure 61: Confirmation message

If the Tivoli Business Service Manager has been configured with an OMNIBus system as the user
registry (as mentioned in section 2.3.1), then perform the following steps:

Edit the following file and update the realm value:

<WEB-

SPHERE HOME>/AppServer/profiles/isc/config/cells/<HOSTNAME>Node(0lCell/secur
ity.xml

example:

/appl/IBM/WebSphere/AppServer/profiles/isc/config/cells/sherkinzlNode0lCell
/security.xml

Change the realm value from

realm="<HOSTNAME>:l636",exaﬂme realm="sherkinzl:1636"
to

realm="TIPRealm"

Ensure that the Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Man-
ager server configuration contains the fully qualified domain name for the environment variable
WSHOST. WSHOST should point to the fully qualified hostname of TNSQM WebSphere host. Check
the following file on the application server:
SWMCROOT/conf/environment/default.properties

Contains something like the following
comnitel.env.WSHOST=sherkinzl.cork.ie.ibm.com

Thefinal step isto disable tasksin the Tivoli Netcool Service Quality Manager/Tivoli Netcool Cus-
tomer Experience Manager | SC console;

Restore your backup of the following file:

<WEBSPHERE_HOME>/AppServer/systemApps/isclite.ear/config/navigation.xml,ﬂN
example:

/appl/IBM/WebSphere/AppServer/systemApps/isclite.ear/config/navigation.xml



The restore results in the following lines being added back into the file:

<!-- START OF COMMENT BLOCK
END OF COMMENT BLOCK —-->

28. Restart the WebSphere instances.

To activate al changes, the Tivoli Business Service Manager server (dashboard instance) and Tivoli Netcool

Service Quality Manager/Tivoli Netcool Customer Experience Manager server must be shut down and re-
started.

Tivoli Business Service Manager:
See the Tivoli Business Service Manager Administrators Guide - “ Operating the TBSM Data and Dashboard
servers’ available from the IBM Tivoli Business Service Manager Information Center at

http://pic.dhe.ibm.com/infocenter/tivihel p/v3r1/index.jsp?topic=%2Fcom.ibm.tivoli.itbsm.doc_6.1%2Fwelcome.htm

Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager:

On Solaris systems (as user root):
# svcadm disable wp-sa
# svcadm enable wp-sa

On AlX systems (as user root):
# /etc/rc.d/init.d/wpsa stop
# /etc/rc.d/init.d/wpsa start



2.4 Setting up Tivoli Business Service Manager roles

Use the following procedure to set up Tivoli Business Service Manager roles for Tivoli Netcool Service Qual-
ity Manager/Tivoli Netcool Customer Experience Manager users.

Note: The following screens show an example role configuration. Y ou must decide for your particular instal-
lation which Tivoli Integrated Portal roles you want to allow Tivoli Netcool Service Quality Manager/Tivoli
Netcool Customer Experience Manager users to have access to. See the “Configuring users, groups, and
roles’ section in the Tivoli Business Service Manager Administrators Guide available from the IBM Tivoli
Business Service Manager Information Center at:

http://pic.dhe.ibm.com/infocenter/tivihel p/v3r1/index.jsp?topic=%2Fcom.ibm.tivali.itbsm.doc_6.1%2Fwelcome.htm

1. Logonto Tivoli Business Service Manager as an administrative user, expand Users and Groups, and
click Manage Users.

Tivolii| Wiew: FIEHES v Welcome tipadmin Help | Communities | Logout
HE ‘Tl — Select Action — v

Welcome -l ?

Integrated Portal

S Mmmge-arothe
Settings

Administration

Availability

Reporting

System Configuration
Troubleshooting and Support

Figure 62: Manage Users

2. If afederated LDAP repository is aready configured in tandem with the Tivoli Netcool Service Qual-
ity Manager system, you can skip the user creation process and proceed immediately to step 4. Oth-
erwise, click Create.



WIM User Management

Search for Users

Search by _ *Search for +Mazximum results
Userld = [+ 1100

Page 1 of 1 Taotal: 0

-l ?

3. Enter aTivoli Netcool Service Quality Manager user name and complete any other required fields,
then click Create.

WIM User Management

Create a User

#User ID
Imcaleer

Group Membership

#Last name
|J |McAIeer

*First name

E-mail
|

+Password

# Confirm password
I.-n.-n.-o.-

4

4. Click User Roles. Enter aTivoli Netcool Service Quality Manager user name under User ID and
click Search.

J User Roles l

User Roles

Use this page to manage roles for users. You can search users and add/remaove roles for a selected user,

Available Users

b e

Relsted Tasks +

Assign roles to a selected user,

First name: Last name:

E-mail:

User ID:

|mcaleerd }

Murnber of results to display:
20

=)

@@

-

Active users anly: =

Logatt

Select User 1D

~ Active ~  First Name ~ Last Marne -~ Roles
Hone

»

[ |

[0

| 2

Total: 0




5. Select the user displayed in the search result table.

J User Roles |I + ‘

Use this page to manage roles for users. You zan search users and add/remove roles for a selected user,

Available Users

| Related Tasks =
L — |

Assign roles to a selected user,

First name:
i
mcaleer

Mumber of results to display:
20 -

Search |

Select User ID

Last name:

E-mail:

Active users only: [

o Bchive

Not Active

~ First Marne

3

11l

~ Ruoles ~ E-mail -

(3

Total: 1
6. Multiple-select the Tivoli Integrated Portal roles you want to alow this Tivoli Netcool Service Qual-
ity Manager/Tivoli Netcool Customer Experience Manager user to have access to.
User Roles - 7
User Roles - mcaleer | Related Tasks = !

Available Roles

LEl]

Select Roles
[¥] administrator
¥l chartadministrator
¥ chartCreatar
7] chartWiewer
¥] configuratar
] impactAdminUser
¥] impactFullaccessUser
@ impactOpWiewlser
¥] impactUlDataProviderlser

|}

Cancel ] | Reset |

[

»

Total: 47 Selected: 47




Figure 63: Adding roles for a user

7. Click Save.

User Roles
User Roles mcaleer

Available Roles

-l ?

| Related Tasks +

BE
Select Roles
¥ administrator
[#]  chartadministrator
|| chartCrestor
= chartWiewer
[#]  configurator
[#]  impactadminUser
& impactfFull AccessUser
i) impactOpiiewlser

I} impactUIDataProviderUser

ancel Reset

e

m

2

Total: 47 Selected: 47

Figure 64: Save User Roles

2.5 Adding Tivoli Business Service Manager to Application Discoverer

A link to the Tivoli Business Service Manager can also be added to the Tivoli Netcool Service Quality Man-

ager Application Discoverer by performing the following steps:

Edit the following file as user saserver onthe Tivoli Netcool Service Quality Manager core server:

SWMCROOT/tomcat/Jjnlp/list.xml

and add the following entry to the <web-pages> section:

<web-page url="https://<TBSM Hostname>:<TBSM Port>/ibm/console/logon.jsp"

title="TBSM Portal"/>

for example:

<web-page url="https://serverl.ibm.com:16311/ibm/console/logon.jsp" ti-

tle="Tivoli Business Service Manager"/>



3 Event integration

This chapter describes how events generated by the IBM® Tivoli® Netcool® Service Quality Manager and
Tivoli Netcool Customer Experience Manager can be integrated in Tivoli Netcool/OMNIBus. The events
can then be mapped to services configured in the Tivoli Business Service Manager.

3.1 Prerequisites

The Simple Network Management Protocol (SNMP) protocol (SNMP V1 traps) must be allowed (firewall
policy) between the Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager
host and the Tivoli Netcool/OMNIBus SNMP TRAPD probe. The following are the Tivoli Net-
cool/OMNIBuUs prerequisites:

. Tivoli Netcool/OMNIBus v7.x, including SNMP probe (mttrapd probe)
. Tivoli Netcool/OMNIBus Knowledge Library v1.x or later

Tivoli Netcool/OMNIBus Knowledge Library

Theinstallation of the Tivoli Netcool/OMNIBus Knowledge Library, version 1.x or later, is a prerequisite to
the integration of the Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Man-
ager alarmsinto Tivoli Netcool/OMNIBus. Tivoli Netcool/Knowledge Library (NcKL) is available for
download from Passport Advantage.

The Tivoli Netcool/OMNIBus Knowledge Library is acollection of probe rules files written to a common
standard, and provides support for event correlation and causal analysis for the Tivoli Netcool product suite.
A set of Tivoli Netcool/OMNIBus Knowledge Library compatible rules files are provided as part of thisin-
tegration and these files allow Tivoli Netcool/OMNIBusto correctly process Tivoli Netcool Service Quality
Manager/Tivoli Netcool Customer Experience Manager SNMP traps.

3.2 SNMP traps

The Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager are capable of
generating a number of distinct SNMP traps.

Tivoli Netcool Service Quality Manager can generate the following traps:
e Service-level agreement (SLA) alarms
e Service-level objective (SLO) aarms
e Adapter darms

Tivoli Netcool Customer Experience Manager can generate the following traps:



e Service Level Objective (SLO) aarms

e Adapter darms

3.2.1 Tivoli Netcool/OMNIBus Alert.Status and trigger updates

Tivoli Netcool/OMNIBus tracks alert information in a high-performance, in-memory database and presents
information of interest to specific users through individually configurable filters and views.

An dert is created when Tivoli Netcool/OMNIBuUS receives an event, alarm, message, or data item. Each alert
comprises fields of information held in arow of the Tivoli Netcool/lOMNIBus alerts.status table.

Tivoli Netcool/OMNIBus automation functions can perform intelligent processing on managed alerts. Trig-
gers form the basis of the Tivoli Netcool/OMNIBus automation subsystem. Triggers automaticaly fire (exe-
cute atrigger action) when Tivoli Netcool/OMNIBus detects an incident associated with atrigger. In atrigger,
you can execute structured query language (SQL) commands and call proceduresin response to the change.
Every trigger belongs to atrigger group, which is acollection of related triggers.

The preferred deployment of Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience
Manager expands the Tivoli Netcool/OMNIBuUS a1erts. statuStable in the OMNIBus data store.

Table 1: Alerts.Status columns added by Tivoli Netcool Service Quality Manager SLA/SLO

Alert.Status column Data type Description
TNSQM_SLA varchar(127)  [The name/label for aSLA
TNSQM_SQMSLO varchar(127)  [The name/label for an SQM SLO
TNSQM KQT varchar(127)  [The name of a KQI model, example Acc_Gb_CELL_AttachSR_Rmean
TNSQM_KQIValue varchar(32)  [The computed value of the KQI, example 34.5
TNSQM_ResourceType varchar(127)  [The name of aresource type, example Enterprise
TNSQM Resource varchar(127)  [The name of aresource instance in URL encoded format
TNSQM_ResourceName varchar(127)  [The name of aresource instance, example UPS
TNSQM RuleCondition varchar(32)  [Therulesapplied for an SLA assessment
TNSQM RuleName varchar(127)  |The rule name for an SLO assessment
The schedule when an SLA assessment is applied (for example, peak/off
TNSQM_Schedule varchar(32)  |peak and so on.)
TNSQM_StartTime varchar(127)  [The start time of the SLA assessment period
TNSQM_EndTime varchar(127)  [The end time of the SLA assessment period
INSQM AlarmRaiseTime time The time at which the alarm was raised

TNSQM AlarmRaiseString

\varchar(32)

The time at which the alarm was raised expressed in readable form.




Alert.Status column Data type Description
The textual description of the alarm. Currently this alert statusis always
TNSQM AdditionalText varchar(127) empty.
TNSQM Accuracy varchar(32) The accuracy of the KQI associated with the contract (percentage)
TNSQM_GI varchar(32)  [The geographical information of this KQI, example AWS/NorthEast
'The name of the service element which contains the KQI causing the
TNSQM ServiceElement varchar(127)  |violation
TNSQM User \varchar(127) [The user that acknowledged the alarm
TNSQM _Rolluplevel varchar(127) [Therollup level of the KQI causing the SLA violation
TNSQM_PrevSeverity int The previous severity of the alarm before this alarm arrived
TNSQM PrevKQIValue varchar(32)  [The previous KQI vaue before this alarm arrived
TNSQM_Clause varchar(127)  [The name of the evaluated SLA Clausein URL encoded format
TNSQM_ClauseName varchar(127)  [The name of the evaluated SLA Clause
'The hostname of the Tivoli Netcool Service Quality Manager core plat-
TNSQM Node \varchar(127) [form
The port at which the Tivoli Netcool Service Quality Manager SLA Web
TNSQM Port varchar(32)  |View application is available, 9043 by default
. The KQI weight associated with the KQI value that caused the SLA
TNSQM Weight varchar(128) |dlarm
TNSQOM WeightUnit varchar(128)  [The unit of the associated KQI weight

TNSQM RuleID

\varchar(128)

The SLO rule ID that resulted in an SLO alarm.




Table 2: Alerts.Status columns added by Tivoli Netcool Customer Experience Manager SLO

Alert.Status column Data type Description
The name or label of the Tivoli Netcool Customer
TNCEM_SLO varchar(127) Experience Manager SLO.
The customer ID that isfilled if the SLO is associ-
TNCEM_CustomerID varchar(127) ated with a customer
The customer group ID that isfilled if the SLOis
TNCEM_CustomerGrouplD varchar(127) associated with a customer group
TNCEM_PartyName varchar(127) Reserved for future use.
The name of the customer group if the SLO is asso-
TNCEM_CustomerGroupName varchar(127) ciated to a customer group
The type of the customer, for example, IMSI, EIP,
BESPIN of the customer that is associated with the
TNCEM CustomerType vatha(lZD SLO
The type of the customer group, for example, IMSI,
EIP, BESPIN of the customer that is associated with
TNCEM CustomerGroupType vatha(lzn theSLO
TNCEM_KPIName varchar(127) The KPI that the SLO SNMP is associated with
TNCEM_KPIMetricName varchar(127) The metric of the associated KPI
TNCEM_KPIValue varchar(32) The value of the KPI when it changes state
_ . The aggregation period of the KPI, for example,
TNCEM_aAggregationPeriod varchar(127) hourly, daily, weekly
The threshold that is associated with the SLO (viola-
TNCEM_Threshold varchar(127) tion, warning or clear)
The time at which the SLO SNMP trap was raised
. . (the time on the Tivoli Netcool Customer Experience
TNCEM RaiseTime varchar(127) Manager server)
TNCEM_Time varchar(32) The time at which the trap was sent
TNCEM_AlarmType varchar(32) The SNMP alarm type, for example, SLO alarm
The probable cause of the SNMP trap, for example,
TNCEM_ProbableCause varchar(127) threshold crossed
o Thisaert iscurrently not being used but is available
TNCEM_AdditionalText varchar(127) for future use
TNCEM_RuleCondition varchar(127) The rule that is associated with the KPI
TNCEM_StartTime varchar(32) The start time of the SLO assessment period
TNCEM_EndTime varchar(32) The end time of the SL O assessment period
The specific problem, for example, SLO clause vio-
TNCEM SpecificProblem vacha(lZD |ated

TNCEM_ServiceName

varchar(127)

Thisaert statusiis currently not being used but is
available for future use




Alert.Status column Data type Description

Thisaert statusis currently not being used but is

TNCEM AcknowledgementStatus varchar(127) available for future use

Thisaert iscurrently not being used but is available
TNCEM_AcknowledgedBy varchar(127) for future use
TNCEM_PrevSeverity Int The previous severity of the SLO
TNCEM_PrevKPIValue varchar(32) The previous KPI value when the SLO was violated

This attribute is only filled when the customer or
customer group has only one device associated with
it. In this case the device name represents the name
of the device that the SLO isviolated against spe-
TNCEM DeviceName varchar(127) cifically

This attribute is only filled when the customer or
customer group has only one device associated with
it. In this case the manufacturer name represents the
manufacturer of the device that the SLO isviolated

TNCEM_DeviceManufacturer vacha(lZ?) agdna.

Thisaert statusis currently not being used but is
TNCEM User varchar(127) available for future use
TNCEM_ContextName varchar(127) The context hame associated with the SLO

The hostname of the Tivoli Netcool Customer Ex-
TNCEM_HttpHost varchar(127) perience Manager core platform

The port at which the Tivoli Netcool Customer Ex-
perience Manager web application is available, 9043
TNCEM_HttpPort varchar(32) by default

TNCEM_KpiUnit varchar(32) The unit associated with the KPl model

The following examples show how some of these columns might be populated using a Tivoli Netcool Service
Quality Manager SLA violation alarm and Tivoli Netcool Customer Experience Manager SLO violation
alarm:

Table 3: Tivoli Netcool Service Quality Manager SLA violation alarm example

Tivoli Netcool Service Quality Manager column Example
TNSQM SLA SOC_IPVPN VPN
TNSQM KQI IPVPN PM VPN Latency
TNSQM KQIValue 38.857
TNSQM ResourceType VPN
TNSQM Resource DataVPN
TNSQM RuleCondition value > 20.0




TNSQM Schedule

Peak

TNSQM StartTime

Tue Jan 15 18:30:00
GMT 2008

Tue Jan 15 18:45:00

TNSQM EndTime GMT 2008
TNSQM Accuracy 100
TNSQM ServiceElement VPN
TNSQM RollupLevel VPN
TNSQM PrevKQIValue 32.154

Table 4: Tivoli Netcool Customer Experience Manager SLO violation alarm example

Tivoli Netcool Customer Experience Manager col-

umn Example
Test mcid ip address cus-
TNCEM_SLO tomer
TNCEM CustomerID 192.168.1.5

TNCEM CustomerName

EIP Customer 2

TNCEM CustomerType

EIP

TNCEM KPIName

EIP:Attach Counters

TNCEM KPIMetricName

Attach attempts

TNCEM KPIValue

63.0

TNCEM AggregationPeriod

15 minutes

TNCEM Threshold 0.0
TNCEM Severity 1
TNCEM RaiseTime 1273152902

TNCEM Time

Thu May 06 14:35:02 IST
2010

TNCEM AlarmType

Quality of Service Alarm

TNCEM ProbableCause

Threshold Crossed

TNCEM RuleCondition

Value>0.0

TNCEM StartTime

Thu May 06 14:00:00 IST




Tivoli Netcool Customer Experience Manager col-
umn Example

2010

Thu May 06 14:15:00 IST

TNCEM EndTime 2010

TNCEM SpecificProblem SLO Clause Violated
TNCEM PrevSeverity 5

TNCEM PrevKPIValue 0

In addition the probe rules files will populate standard OMNIBus columns like the following:

e Node

e Service

e Customer

o AlertGroup
o Alertkey

e Summary

The default OMNIbus configuration has set sizes for these columns (for example 64 characters for the Node
field). If very long names are used in Tivoli Netcool Service Quality Manager items like SLA name or SLO
name, then the datain some of the OMNIBus columns maybe truncated accordingly.

3.2.1.1 Updating the OMNIbus configuration

Note: commands should be executed as the user that installed the TBSM system.

To add the new columnsto the alerts. status table from acommand prompt run the accompanying
add_tnsam.sql and add_tncen. sql Scripts using one of the following platform-dependent, case-sensitive
commands. The script files are available in the SWMCROOT /conf/omnibus directory on the Tivoli Netcool
Service Quality Manager/Tivoli Netcool Customer Experience Manager platform and should be copied to the
TBSM data server (or related OMNIbus server if oneis configured).

Operating sys-
tem Required entry

UNIX $OWNI HOVE/ bi n/ nco_sqgl -server <object server nane> -user
<username> -password <password> < <path to file>/<fil ename>. sql

Example usage:

$OWNI HOVE/ bi n/ nco_sql —server NCOVS —user root —password password
< /[ appl /add_t nsgm sql

$OWNI HOVE/ bi n/ nco_sql —server NCOVS —user root —password password
< /[ appl/add_t ncem sql




Windows type <path to file>\<filenane>.sql | %%NCHOVE% bi n\redi st\i sql

Example usage:
-S NCOVB -U root -P password

-S NCOVE -U root -P password

Where:

-S <object server name> -U <user nane> -P <password>

type C\add_tnsgm sgl | 9NCHOVE% bi n\redist\isql

type C\add_tncem sqgl | 9NCHOVE% bi n\redist\isql

e soMNTHOME represents the installation location of Tivoli Netcool/OMNIBus v7.x on UNIX systems.
e 3OMNIHOMES representstheinstallation location of Tivoli Netcool/OMNIBusv7.x on Windows sys-

tems.

e objectserver name represents the name assigned to your ObjectServer.

e username andpassword are your ObjectServer Iogin details

e path to file isthedirectory path to the files extracted in the previous section

Note that if the NCOMS password is not set, then a set of quotes (*”) should be used to indicate ablank pass-

word.

The scripts also create trigger groups and triggers. For example, the tnsqm update fields on dedup trigger
updates the following fields on deduplication (duplicate event detection) for Tivoli Netcool Service Quality

Manager events:
Severity;
Summary;
Acknowledged;
TNSQM KQIValue;
TNSQM StartTime;
TNSQM EndTime;
TNSQM Accuracy;
TNSQM RuleCondition;

TNSQM User;

also

- TNSQM PrevSeverity iSSet to the previous severity value.
- TNSQM PrevKQIValue iSSet tothe previous TnsoM KoTvalue.

The following output is displayed when the nco_sq1 command is executed:

(0 rows affected)
(0 rows affected)
(0 rows affected)



3.3 Tivoli Netcool/OMNIbus Knowledge Library rule file
configuration

3.3.1 Tivoli Netcool Service Quality Manager events

OMNIbus Knowledge Library version 2.x and 3.x rules file can be found at the following Tivoli Netcool Ser-
vice Quality Manager locations:

SWMCROOT/conf/omnibus/tnsqm/nckl2/rules
SWMCROOT/conf/omnibus/tnsqm/nckl3/rules

Integration of the Tivoli Netcool Service Quality Manager-specific rulesfile differs, depending on a cus-
tomer’ s deployment of Tivoli Netcool/OMNIBus Knowledge Library probe rulesfiles. The rules files must be
incorporated within the rest of the customer’s Netcool framework.

The rule incorporation requires updates to the following files:

${NC RULES HOME}/snmptrap.rules
${NC_RULES HOME}/include-snmptrap/ibm/ibm-preclass.snmptrap.lookup

3.3.1.1 Updating the proberulefile configuration

1. First copy the following files:

ibm-TNSQM-MIB.adv.include.snmptrap.rules
1ibm-TNSQM-MIB. include.snmptrap.lookup
ibm-TNSQM-MIB. include.snmptrap.rules
1bm-TNSQM-MIB. sev.snmptrap.lookup
ibm-TNSQM-MIB.user.include.snmptrap.rules

to the following directory:
${NC_RULES HOME}/include-snmptrap/ibm

Note that the Tivoli Netcool Service Quality Manager rules may exist in this directory should be
overwritten. Also the existing files are installed as read only when using NcK L3.x so the user will
need to change permissions on them before installing the Tivoli Netcool Service Quality Manager
4.1 Arulesfiles:

# cd ${NC_RULES HOME}/include-snmptrap/ibm
# chmod +w ibm-TNSQM-MIB*

2. Addthe requi red statements to the $NC_RULES HOME/snmptrap.rules file.

e Firstly set write permissions on the file:
chmod +w $NC_RULES HOME/snmptrap.rules



e Then add the following lines to the start of thefile:
# declare the resources array

array resources;

3. Addthefollowing linesto the end of the section “lookup table includes’:

include "$NC_RULES HOME/include-snmptrap/ibm/ibm-TNSQM-MIB.include.snmptrap.lookup”

4. Add the following lines to the section “Enter rules files Includes’:

include "$NC RULES HOME/include-snmptrap/ibm/ibm-TNSQM-MIB.include.snmptrap.rules"”

5. Inthe section commented “Enter ‘ Severity’ lookup..” , add the entry for Tivoli Netcool Service Qual-
ity Manager:

table ibm-TNSQM-MIB sev = "$NC RULES HOME/include-snmptrap/ibm/ibm-TNSQM-
MIB.sev.snmptrap.lookup"

default = {"Unknown","Unknown", "Unknown"}

The following rule sets are included by the main rulesfile (ibm-TnsoM-
MIB.include.snmptrap.rulesy

e ibm-TNSQM-MIB.adv.include.snmptrap.rules

e ibm-TNSQM-MIB.user.include.snmptrap.rules

The ibm-TNSQM-MIB.adv.include.snmptrap.rules file contains some standard Netcool Knowledge
Library mappings. Make any user customizations within the user include file (i om-TNsQM-
MIB.user.include.snmptrap.rules). Infuture upgrades, you can then chooseto retain your exist-
ing user include files, removing the need for updating the new files with any current customizations.

6. Add snmptrap.lookup entries:

e Maodify the following file:
${NC_RULES HOME}/include-snmptrap/ibmvibm-preclass.snmptrap.lookup
e First, set write permissions for thefile:
chmod +w $NC_RULES HOME/include-snmptrap/ibm/ibm-preclass.snmptrap.lookup
e Addthefollowingitems:
{"SNMPTRAP-ibm-TNSQM-MIB-slaAlarm_cleared","4"},
{"SNMPTRAP-ibm-TNSQM-MIB-slaAlarm_indeterminate","0"},



{"SNMPTRAP-ibm- TNSQM-MIB-slaAlarm _critical","0"},
{"SNMPTRAP-ibm-TNSQM-MIB-slaAlarm_major","0"},
{"SNMPTRAP-ibm-TNSQM-MIB-slaAlarm_minor","0"},
{"SNMPTRAP-ibm-TNSQM-MIB-slaAlarm _warning","0"},
{"SNMPTRAP-ibm-TNSQM-MIB-slaAlarm_unknown","0"},

{" SNMPTRAP-ibm- TNSQM-MIB-sloAlarm cleared","4"},
{"SNMPTRAP-ibm-TNSQM-MIB-sloAlarm _indeterminate"," 0"},
{"SNMPTRAP-ibm- TNSQM-MIB-sloAlarm _critical","0"},

{" SNMPTRAP-ibm-TNSQM-MIB-sloAlarm_major","0"},
{"SNMPTRAP-ibm- TNSQM-MIB-sloAlarm_minor","0"},

{" SNMPTRAP-ibm-TNSQM-MIB-sloAlarm _warning","0"},
{"SNMPTRAP-ibm-TNSQM-MIB-sloAlarm_unknown","0"},

{" SNMPTRAP-ibm- TNSQM-MI B-adapter Alarm _cleared","4"},
{"SNMPTRAP-ibm-TNSQM-MIB-adapter Alarm_indeterminate","0"},
{" SNMPTRAP-ibm-TNSQM-MIB-adapter Alarm _critical","0"},
{" SNMPTRAP-ibm-TNSQM-MIB-adapter Alarm_major","0"},

{" SNMPTRAP-ibm- TNSQM-MIB-adapter Alarm_minor","0"},
{"SNMPTRAP-ibm- TNSQM-MIB-adapter Alarm_warning","0"},
{"SNMPTRAP-ibm-TNSQM-MI B-adapter Alarm_unknown","0"}

After these changes have been made, then the Tivoli Netcool/OMNIBuUs trap probe must be restarted. See the
“ Probe and Gateway Guide” available from the IBM Tivoli Netcool/OMNIBus Information Center at

http://publib.boul der.ibm.com/infocenter/tivihel p/v8r 1/index.jsp?topi c=/com.ibm.tivoli.nam.doc/welcome _ob.htm

3.3.2 Tivoli Netcool Customer Experience Manager Events

Tivoli Netcool Customer Experience Manager trap rulesfiles are installed in a similar manner to Tivoli Net-
cool Service Quality Manager. Therulesfiles are added to the Tivoli Netcool/OMNIBus Knowledge Library
configuration as follows.

Therulesfile can be found at the following Tivoli Netcool Customer Experience Manager locations:

SWMCROOT/conf/omnibus/tncem/nckl2/rules
SWMCROOT/conf/omnibus/tncem/nckl3/rules

Integration of the Tivoli Netcool Customer Experience Manager-specific rules file differs, depending on a
customer’ s deployment of Netcool probe rulesfiles. The rulesfiles must be incorporated within the rest of the
customer’ s Netcool framework.

Rules incorporation requires updates to the following files:



${NC_RULES HOME}/snmptrap.rules
$S{NC_RULES HOME}/include-snmptrap/ibm/ibm-preclass.snmptrap.lookup

3.3.21 Updating the proberulefile configuration

1. First copy the following files:

ibm-TNCEM-MIB.adv.include.snmptrap.rules
ibm-TNCEM-MIB. include.snmptrap.lookup
ibm-TNCEM-MIB. include.snmptrap.rules
1bm-TNCEM-MIB.sev.snmptrap.lookup
ibm-TNCEM-MIB.user.include.snmptrap.rules

To the following directory:
${NC_RULES HOME}/include-snmptrap/ibm

Existing Tivoli Netcool Service Quality Manager rules may exist in this directory should be overwrit-
ten. Also the existing files are installed as read only when using NcKL3.x so the user will need to
change permissions on them before installing the Tivoli Netcool Service Quality Manager 4.1.4 rules
files:

# cd ${NC_RULES HOME}/include-snmptrap/ibm
# chmod +w ibm-TNCEM-MIB*

2. Add the required include statements to the snc_RULES_HOME/snmptrap. rules file.

Add the following lines to the section “lookup table includes’:

include "$NC_RULES HOME/include-snmptrap/ibm/ibm- TNCEM-MI B.include.snmptrap.lookup"

Add the following lines to the section “Enter rulesfiles Includes’:

include "$NC_RULES HOME/include-snmptrap/ibm/ibm-TNCEM-MIB.include.snmptrap.rules"

In the section commented “ Enter ‘ Severity’ lookup...” ,add the entry for Tivoli Netcool Customer Ex-
perience Manager:

table ibm-TNCEM-MIB sev = "$NC RULES HOME/include-snmptrap/ibm/ibm-TNCEM-
MIB.sev.snmptrap.lookup"

default = {"Unknown","Unknown", "Unknown"}

The following rule sets are included in the main rules file (ibm-TNCEM-MIB. include. snmptrap.rules):

ibm-TNCEM-MIB.adv.include.snmptrap.rules

ibm-TNCEM-MIB.user.include.snmptrap.rules



The ibm-TNCEM-MIB.adv.include.snmptrap.rules file contains some standard Netcool Knowledge Li-
brary mappings. Make any user customizations within the user include file (i bn-TNCEM-
MIB.user.include.snmptrap.rules). Infuture upgrades, you can then choose to retain your existing
user include files, removing the need for updating the new files with any current customizations.

3. Add snmptrap.lookup entries:

e Entries are added by modifying the following file:
${NC_RULES HOME}/include-snmptrap/ibm/ibm:-preclass.snmptrap.lookup
e Set write permissions for thefile:
chmod +w $NC_RULES HOME/include-snmptrap/ibm/ibm-preclass.snmptrap.lookup
e Addthefollowing entries to thefile:
{"SNMPTRAP-ibm-TNCEM-MIB-sloAlarm_cleared","4"},
{"SNMPTRAP-ibm- TNCEM-MIB-sloAlarm_indeterminate”,"0"},
{"SNMPTRAP-ibm-TNCEM-MIB-sloAlarm_critical","0"},
{" SNMPTRAP-ibm-TNCEM-MIB-sloAlarm_major","0"},
{" SNMPTRAP-ibm-TNCEM-MIB-sloAlarm_minor","0"},
{"SNMPTRAP-ibm-TNCEM-MIB-sloAlarm_warning","0"},
{"SNMPTRAP-ibm- TNCEM-MIB-doAlarm_unknown","0"}

After these changes are made, the Tivoli Netcool/OMNIbus trap probe must be restarted. See the “ Probe and
Gateway Guide” available from the IBM Tivoli Netcool / OMNIBus Information Center at

http://publib.boulder.ibm.com/infocenter/tivihel p/v8r1/index.jsp?topi c=/com.ibm.tivoli.nam.doc/welcome _ob.htm

3.3.3 Alert Key Details

The Netcool OMNIBus AlertKey field contains a descriptive key which indicates the object instance refer-
enced by the alarm. This field isimportant for proper correlation of events by the related OMNIBus automa:
tions. The AlertKey field is set as follows:

Tivoli Netcool Service Quality Manager SLA event:

$slaName + " " + S$kgiName + " " + S$customerName + " " + SresourceType + " " + Sresource-
Name

Tivoli Netcool Service Quality Manager SLO event:
$sgmSloRuleID +" " + $sgmSloResourceName
Tivoli Netcool Customer Experience Manager SO event:

$cemSloName + " " + $ScemKpiName + " " + ScemKpiMetricName + " " + $cemAggregationID + " "
+ $cemContextName



If the combination of these fields exceeds the maximum allowed, then the following type of error messages
will be logged by the Tivoli Netcool Service Quality Manager 0ss process:

09:16:36,137 [SnmpPublisher:Queue] WARN @.slm.oss - 0100: Max Alert Key Size exceeded. The
size of the alert key in the SLA-trap is 317 and cannot be greater than 255. Please con-

sult Tivoli Netcool Service Quality Manager documentation for further information and sup-
port.

In this case the Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager re-
source names (for example SLA name, SLO name) should be adjusted accordingly.

3.3.4 Enabling Customer Experience Manager SNMP Events

To enable delivery of SNMP events, verify that the Customer Experience Manager SLO Engineis
configured to dispatch SNMP notifications. The following file:

SWMCROOT/conf/service/cem/s o/engine.properties
Should contain avalid SNMP configuration, for example:

do.snmp.trap.manager.1=cobh2.cork.ie.ibm.com/10162/public
do.snmp.trap.version.1=1
slo.snmp.trap.notification.event.stateChange.1=true



4 Tivoli Netcool Service Quality Management
Center menu configuration

IMPORTANT:

This chapter outlines general IBM® Tivoli® Business Service Manager and Tivoli Netcool® WebGUI
mechanisms for menu configuration and launch integration.

Tivoli Netcool Service Quality Management Center menu and launch configurations are detailed in later
chapters of this guide and refer back to specific sectionsin this chapter. The user should read this chapter
first to become familiar with the menu and launch configuration mechanisms.

4.1 Tivoli Business Service Manager menu configuration
The environment variable TBSM DATA SERVER HOME is used in this section.

On Windows® Tivoli Business Service Manager systems, system environment variables are set by default.
On UNIX® systems, setup scripts are included in the Tivoli Business Service Manager home directory.
These scripts set al the system environment variables. Y ou can either run the setup script that applies to the
servers that you have installed or when using this documentation, you can substitute your actual directory
for the directory given. If you have installed both the Dashboard server and the Data server, you must run
both scripts. When you run the scripts, you must source them by preceding their names with a dot character
and a space so that the variables are set in your login shell.

The locations of these setup scripts on UNIX systems are as follows:
Sinstalldirectory/tbsm/bin/setupTBSMData.sh for the Data server

$installdirectory/tbsm/bin/setupTBSMDash.sh for the Dashboard server
where installdirectory is the directory in which you installed the server.

The default directory is/opt/IBM/tivoli and here is an example of sourcing these files:
# cd /opt/IBM/tivoli/tbsm/bin
# . setupTBSMData.sh

# . setupTBSMDash.sh
To create launch items to support launching from Tivoli Business Service Manager portlets to the Tivoli

Netcool Service Quality Manager or Tivoli Netcool Customer Experience Manager products, the following
processes are required:



e Create or select the templates and services that the customized launch applies to.

e Add service attributes to these templates that can be used to construct parameterized URLs and
support launch-in-context

e Create acustomized view definition that allows you to map personalized actions.

e Edit customized view definition to add custom launch URL and specifications. These launch ac-
tions are added to the right-click menus displayed in the Service Editor or Service Viewer port-
lets. Changes to the view definition do not affect the right-click menu that is displayed in the Ser-
vice Tree Navigation portlet.

e If the custom launch URL uses attributes from the service model to pass instance information to
the launched Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Man-
ager application, you will be required to enable the usage of those attributes in the view definition.

e Advanced techniques that involve manual editing of certain XML files, enable custom launch ac-
tions to be added to the right-click menus displayed in the Service Tree.

To follow instructions in this guide you must be already logged on to the Tivoli Business Service Manager
dashboard server console with auser ID that has arole of tbsmAdminUser so that you can access the Ser-
vice Administration page.

4.1.1 Adding service attributes to service templates

If a custom launch URL will be required to pass service instance information via parameterized URLS, new
service attributes to hold this information first need to be defined for the service templates. The service attrib-
ute values then need to be set for each service instance based on these templates.

The steps to add the required service attributes to support launching from Tivoli Business Service Manager
portlets to the Tivoli Netcool Service Quality Manager or Tivoli Netcool Customer Experience Manager are
asfollows:

1. From the Administration menu, select Service Configuration. Within the Service Configuration
view in the Service Navigation portlet, select Templates from the drop down menu and select the
template. The Template Properties are displayed in the Service Editor window.
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Figure 65: Service template attribute definition

Click on the ‘New Parameter’ button to add a new row for each new service attribute. The following ser-
vice attributes are required :

kgihistory page id
customer name
sla name

sla clause name
slo name
resource_name
model name
rollup level
start

end

period
periodText
include kgi data
targetURL



The meaning and choice of values for these attributes will be described in later sections when they are refer-
enced in the construction of the parameterizer launch URLS.

4.1.2 Creating a custom view definition

Tivoli Business Service Manager 6.1.1 includes various view definitions that allow you to control the visual
content that the Service Editor or Service Viewer portlet displays. The view definition also defines the actions
as options on the right-click menu. Y ou can review the settings for any of the view definitions that arein-
cluded in the software, but you cannot use the console to edit them. However, you can easily make a custom
view definition based on any other existing definition, which allows edits, so that you can change settings
when you want to.

This section describes how to create a M yRelationships page, which is a custom view definition based on the
Relationships view definition, or the default view that the Service Viewer opens with.

If you need any additional help, see the IBM Tivoli Business Service Manager Service Configuration Guide
chapter on “ Custom view definitions’ available from the IBM Tivoli Business Service Manager Information
Center at:

http://pic.dhe.ibm.conminfocenter/tivihel p/v3rl/index.j sp?topi c=%2Fcom.ibm.tivoli.itbsm.doc _6.1%2Fwelcome.htm

. From the Administration menu, select Service Administration. Within the Service Administration view in
the Service Navigation portlet, select Services from the drop down menu and then click anodein the Service
Tree. The Service Editor window is displayed.
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Figure 66: View definitions selection

2. If you do not see the current view definition listed in menu selection field (Item 2), click the View menu
item (Item 1), scroll over the Toolbars option, and enable the View Definition choice. Relationshipsis the
default view definition, but if it is not selected, use the menu to open the list of available view definitions
and select Relationships. The Service Viewer reloaded, changing the view shown. When the view change
iscomplete, click the Edit View Definition button (Item 3).



3. TheEdit View Definition window opens showing the setting for the Relationships view. Click the Save
as New button on the bottom of the screen. A window opens where you can typein MyRelationships as
the name of the new custom view definition you want to create. This new definition includes the same set-
tings as the Relationships view.

Save As New x

FName: _.|"1VRE|atI“DI'IShi|.:I§

| ok || cancel

Figure 67: View definition creation

4. When you click OK, the Service Editor refreshes the visual display in Viewer and uses MyRelationships
asthe view definition. The view definition looks identical to what was shown for Relationships because
you have not yet changed any settings.

4.1.3 Exporting a custom view definition to XML for editing

Once created, the customer view definition must be exported to an XML file for further editing. Copy the
custom view definition XML file from the TBSM database to atemporary directory by typing the following
at aprompt, command where <ViewDefName> is the view definition that you want to edit e.g. MyRe1la-
tionships and <temp> isatemporary file system directory:

$TBSM_HOME/XMLtoolkit/bin/getArtifact.sh -name ViewDefinition_<ViewDefName>.xml -category
viewdefinition -directory <temp>

Provide the appropriate credentials when prompted (TBSM DB2 instance username and password)



4.1.4 Enabling service attribute data for launch actions

In addition to action configuration settings, view definition files also configure which service attributes are
available for actions. Y ou can find which service attributes are available for a specific service by viewing
the service in the Service Editor portlet and opening the Edit Service xxxx tab. Scroll down and select the
Additional tab to view the attributes. These attributes will contain data that can be used to form part of the
launch URL (such as parameter data) or to set conditions to determine whether an action is applicable for a
specific service. If an action is not applicable, it can be disabled so the user cannot select it. By default, all
the attributes defined in templates are unavailable for actions. Y ou must enable the attributes that you want
to include in your custom launch actions. Enabled attribute datais kept in memory for the client model of
the Service View for every service instance, only enable the attributes you want to use. Do not enable every
attribute defined in templates.

The following example shows a service ‘ SLO’ with some additional attributes that can be used when con-
figuring parameterized URL launch configurations to the Tivoli Netcool Service Quality Manager/Tivoli
Netcool Customer Experience Manager application:

Service Editor =|.2

Wiew Service 'SLO- Edit Service "5LO-'

B &

Service Mame: * S5LO

Description:

[Plain text or HTML permitted)
Service Level:  Standard w

Display Mame: SLO-

m

Maintenance Schedule:  [none] Edit Mew...

Invalidate

Ternplates Identification Fields Cependents Additional Security ISM Configuration

»

model_narme PDP_3G_Utilization_UMTS_Cn_G
period 20160
periodText 2 weeks
resource_name GGESM3
rallup_level ggsn

zla_clauze_name DUMMY_PARAM

m

sla_name DUMMY_PARAM
slo_name A-5LO
start DUMMY_PARAM

4 T 4

Figure 68: Sample service attributes

The meaning and choice of values for these attributes will be described in later sections when they are being
referenced in the construction of the parameterizer launch URLS.

This section guides you in enabling the service attributes to be used for parameterized URL launch actions to
the Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer Experience Manager application. If you
need any additional help, see the “ Custom launch integration” section in the “Launching to and from applica-



tions’ chapter of the IBM Tivoli Business Service Manager Customization Guide available from the IBM Tiv-
oli Business Service Manager Information Center at:

http://pic.dhe.ibm.com/infocenter/tivihel p/v3rl/index.jsp?topi c=%2Fcom.ibm.tivoli.itbsm.doc _6.1%2Fwelcome.htm

4.1.4.1 Stepsto enable service attributesin a custom view definition

1.In atext editor, open the custom view definition file (exampleViewDefinitioniMyRelationships . xml)
and find the block of fieldToPassToModelExpr XML statements within an outer dataTypeMapping
XML element like the following statements:

<dataTypeMapping dataTypeName="..">

<fieldToPassToModelExpr
modelField="PrimaryTagName">PrimaryTagName</fieldToPassToModelExpr>

<fieldToPassToModelExpr modelField="level">0</fieldToPassToModelExpr>

</dataTypeMapping>

2. Addthefollowing statements after the last fie1dTorPassToModelExpr field and before the
</dataTypeMapping> tag:
<fieldToPassToModelExpr modelField="sla name">sla name</fieldToPassToModelExpr>

<fieldToPassToModelExpr
modelField="customer name">customer name</fieldToPassToModelExpr>

<fieldToPassToModelExpr
modelField="model name">model name</fieldToPassToModelExpr>

<fieldToPassToModelExpr modelField="slo name">slo name</fieldToPassToModelExpr>

<fieldToPassToModelExpr
modelField="sla clause name">sla clause name</fieldToPassToModelExpr>

<fieldToPassToModelExpr
modelField="resource name">resource name</fieldToPassToModelExpr>

<fieldToPassToModelExpr
modelField="rollup level">rollup level</fieldToPassToModelExpr>

<fieldToPassToModelExpr
modelField="include kgi data">include kqgi data</fieldToPassToModelExpr>

<fieldToPassToModelExpr modelField="start">start</fieldToPassToModelExpr>
<fieldToPassToModelExpr modelField="end">end</fieldToPassToModelExpr>
<fieldToPassToModelExpr modelField="period">period</fieldToPassToModelExpr>

<fieldToPassToModelExpr
modelField="kgihistory page id">kgihistory page id</fieldToPassToModelExpr>

3. Saveand exit the text editor.
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Creating launch actions

Using the custom view definition you created in the previous section, you can now edit the associated ac-
tions and add additional items to launch Tivoli Netcool Service Quality Manager/Tivoli Netcool Customer
Experience Manager views. The actions you change can be associated with a specific template so that only
the services that use the template see the actions you add or change. Y ou can a so select to have the actions
you change reflected in every template.

To start your edit session for actions:

1

5.

Reopen the Service Viewer portlet (open the Service Administration page, select Services for the
navigation view, and click any service).

Select the MyRelationships custom view definition.

After it has finished reloading, click the Edit View Definition button again that shows the editable
settings for the MyRelationships view.

Click the Actions tab. The following window is displayed:

Edit View Definition: MyRelationships

General Visuals Actions
Global Action Configuration

/Action: |Add New Child Wizard)| Edit || New
Template Action Configuration
Use the list to select the template you want to configure actions for. Select "DefaultTag" from the list

to configure the default actions used for all templates that have not been configured. Templates with
an (*) already have actions set.

Service Template: DefaultTag (*)

Single Click: Show Service Details
Double Click: Service Affecting Events (Table)
Right click menu options:

2 &0 ®

Action

Help || Save As New... || Apply || OK || Cancel

Figure 69: Action creation

Click the New button and define new launch actions with parameters like the ones in the following
list, then click OK.

Name: <Action Name>

Display Name: <Display name for the action to appear in pop-up menu>



Description: <A detailed description for the action>

URL: <The URL to be opened — this can reference attributes>
Frame: <The name of aframe to be opened>
For example:
Name: ShowServiceQuality
Display Name: Show Service Quality (TNSQM)
Description: Launch Tivoli Netcool Service Quality Manager SLA Web View
URL:

https.//<Node>:<Port>/ibm/consol e/xL aunch.do?pagel D=com.ibm.sa.slaweb.navigati
onElementA& paramParty=__customer_name__&paramSLA=__dla name__ & param
Clause=__da clause name & paramResource=__resource_name

Frame: tnsgmwindow

Note: Detailed examples for Tivoli Netcool Service Quality Management Center integrations are
covered in later chapters.

6. Indicate either a specific service template to work with, or that you can operate on defaults set for
all templates. The pop-up window is updated to show the current actions for your selection.

7. Click the New button under the Right Click menu options header. Thiswill add anew action at the
bottom of the right-click menu option table. Change the default value of the action to your new
launch action.

8. Click OK to save your changes and return to the Service Viewer.



Edit View Definition: MyRelationships

General Visuals Actions
Global Action Configuration

Action: | Add New Child Wizard =

Template Action Configuration

Use the list to select the template you want to configure actions for. Select "DefaultTag” from the list
to configure the default actions used for all templates that have not been configured. Templates with
an (*) already have actions set.

Service Template: DefaultTag (*) v | Clear
Single Click: Show Service Details b
Double Click: Service Affecting Events (Table) h

Right click menu options:

BEldJX

Re-Center View from Selected Instance ||~
Children (Submenu) -
Edit Member Templates (Submenu) ~ (W
Show (Submenu) hd
Launch to (Submenu) ~1|%
Maintenance (Submenu) -
‘Shuw Service Quality (TNSQM)| ‘ - | o

| Save As New... || Apply || Cancel |

Figure 70: Setting up launch on a specific template

9. If you right-click any service shown in the viewer (Ford in the example), the new action is displayed
at the bottom of the menu.

Service Editor 32
View Service "'Customers’ Edit Service 'Custorners'
Fils Edit View | %

|2i@0 Jkjekaan
MyRelationships >l 6‘&‘ Down EE} UpEEH@

[*]

1= 0
Customers

B

Ford

Edit Service Instance

Re-Center View fram Selected Instance
Children

L Fol Edit Member Templates

\ﬂ Show

Status refresh in 29 seconds

Launch to

- v v v

Maintenance window tools
Show Service Quality (TNSQM)

Figure 71: Launch actions shown on selective services



4.1.6 Conditionally enabling and disabling a launch action

In the previous section, you created a launch action for Tivoli Netcool Service Quality Manager and associ-
ated it with a specific service template. It is also possible to create such alaunch action, associate it with all
templates, and then use a conditional expression to enable the launch menu item based on the presence or
absence of a particular attribute.

To achieve this, you must manually edit the action definition file. When you create an action, a new action
definition file is created in the TBSM database. Y ou can edit the action definition file XML directly to add
tags that enable the actions only when a conditional expression is met.

The names of al defined actions can be retrieved using the following command :

STBSM HOME/XMLtoolkit/bin/listArtifact.sh -c menuactions

1. Copy the menu action configuration file from the TBSM database to a temporary directory, by typing the
following at the command prompt :

STBSM_HOME/XMLtoolkit/bin/getArtifact.sh -name <Action Name>.xml -category menuactions
-subcategory action -directory <temp>

Provide the appropriate credentials when prompted.

2. Inatext editor, open the xml file and locate the launch action in the XML definition, for example:
<openURLAction description=" Show Service Quality (TNSQM)" displayName="Show Service
Quality (TNSQM)" enableDisableExpression="" name="ShowServiceQuality" permissionCheck-
erClassName="com.micromuse.sla.map.AVCheckRADInstancePermissionsImpl" roleRe-
quired="tbsmViewService" target="tnsgmwindow" visibleIn-

GUI="true"> 1IBM Tivoli Netcool Service Quality Manager sourceContactInfo
IBM Tivoli Netcool Service Quality Manager sourceToken </openURLAction>

3. TheenablebisableExpression tag can be used to add a conditiona expression that determines whether
the action is enabled (the user can select it from the right-click menu) or disabled (visible but non-
selectable). For example, the value of the enablenisableExpression atribute could be defined so asto
only enable the action for SLAs for a specific customer and then save thefile:

enableDisableExpression = "' customer name ' = 'Customerl'"

4. To copy the updated xml fileinto the TBSM database, at a command prompt type:

$TBSM_HOME/XMLtoolkit/bin/putArtifact.sh -name <temp>/<Action Name>.xml -category
menuactions -subcategory action

Provide the appropriate credentials when prompted.

4.1.7 Extending a custom launch beyond a custom view

In al the preceding examples, you created a custom launch within a custom view definition and used the View
Definition Editor to define and edit the new launch action. This technigue works well, but has the following
limitations:

e Thenew launch actions are visible only when you obtain the right-click menu from the Service
Viewer portlet. If you right-click the same service in the Service Tree within the Service Navigator
portlet, the customized launch actions do not show up.

e You cannot insert anew custom launch action in an existing submenu. Y ou must insert the new action
at the top level of the right-click menu. The Tivoli Business Service Manager program has a L aunch
to submenu that currently contains the launches to other products or applications. Some users prefer



to see al launches in that submenu rather than as separate items that can be interspersed with other
non-launch custom actions.

e You must create a copy of any existing view definition your users use. Add the custom launch to each
of those copies because your view definitions cannot be edited online. Y ou must switch to those views
when launching or changing the default view to automatically use one of the custom views.

Y ou can avoid these limitations by directly editing the XML filesthat control action behavior. Directly edit-

ing the XML files was briefly referenced earlier in this guide when conditional enablement of launch actions
was defined. Now you can learn about more changes you can manually make to alter your right-click menus
in both the Service Viewer and Service Tree portlets.

4.1.8 Displaying a new launch action in the Launch to submenu

By editing the IntegrationTools.xml submenu action definition file you can display a custom launch action
in the Launch to submenu shown in both the Service Viewer and Service Navigator portlets. To edit
the IntegrationTools.xml file:

1. To copy the IntegrationTools.xml menu action configuration file from the TBSM database to atem-
porary directory, at acommand prompt type:
$TBSM HOME/XMLtoolkit/bin/getArtifact.sh -name IntegrationTools.xml -category

menuactions -subcategory submenuaction -directory <temp>

Provide the appropriate credentials when prompted.

2. Inatext editor, open the IntegrationTools.xml file and locate the nextAction tagsin the XML defi-
nition:
<!-- 0ld Menu Items -->
<nextAction name="ShowManagedSystem"/>

<nextAction name="SoaLaunch"/>
<nextAction name="ShowHOPViewLocal"/>
<nextAction name="ShowHOPViewRemote" />
<nextAction name="ShowPhysicalTopology"/>

<nextAction name="ShowChangeHistory"/>

<nextAction name="ShowCIDetails"/>
<nextAction name="ShowOpenServiceRequest"/>
<nextAction name="ShowViewIncidents"/>
<nextAction name="ShowOpenProcessRequest"/>
<nextAction name="ShowViewChanges"/>
name="TPCLaunch" />

<!-- End: 0ld Menu Items -->right

<nextAction

Add anew nextaction tag and usethe actionname Of the new launch action for the name field. Put
it relative to the existing nextAction tags in the order that you want to see it on the submenu, for ex-
ample:

<nextAction name="Show Service Quality (TNSQM)"/>

In this example, you want to move the “ Show Service Quality (TNSQM)” launch to the launch
submenu. Y ou want to keep the portal-rel ated launches together so you add the Tivoli Netcool Ser-
vice Quality Manager launch after the current portal launch for managed systems.

To copy the updated IntegrationTools.xml file into the TBSM database, at a command prompt type:
$TBSM_ HOME/XMLtoolkit/bin/putArtifact.sh -name <temp>/IntegrationTools.xml -



category menuactions -subcategory submenuaction

Provide the appropriate credentials when prompted.

4.1.9 Displaying a new launch action in the standard views

It is possible to retain anew launch action on the top level of the right-click menu or keep it restricted to a
specific template, but still have it available on the view definitions included with the Tivoli Business Service
Manager product (and not a custom view definition).

419.1 Stepsto makeLaunch Actionsapplicableto all templates

1. In atext editor, open the custom view definition XML file (example ViewDefini-
tion_MyRelationships.xml) and search for the action name of the new launch option. Look for
this launch option within an XML section like this one:

<templateMapping primaryTemplateName="DefaultTag">
<expandCollapseTemplate>false</expandCollapseTemplate>
<expandCollapselnitiallyTemplate>true</expandCollapseInitiallyTemplate>
<groupingField>PrimaryTagName</groupingField>

<indicatorMapping visualRepresentation="RADPrototype"/>

<actionMapping actionName="SingleClickedOnService" clickType="~singleClicked"/>
<actionMapping actionName="ShowRawEventsTableView" clickType="~doubleClicked"/>
<actionMapping actionName="ShowServiceQuality" clickType="~popupMenu"/>

</templateMapping>

The pefaultTag Value for the primaryremplatename indicates these actions are the default for all
templates. Copy the actionMapping Statements for the new launch option(s).

2. For each standard view where you wish add the custom launch action, export the standard view
definition XML file from the TBSM database to atemporary directory by typing the following at
aprompt, command where <viewbe rname> iS the view definition that you want to edit and <temp>
isthe location on your system that you use as a temporary file system directory.

$TBSM HOME/XMLtoolkit/bin/getArtifact.sh -name ViewDefinition <ViewDefName>.xml -
category viewdefinition -directory <temp>

3. Toload each updated standard view definition XML file into the TBSM database, at a command
prompt type:

STBSM HOME/XMLtoolkit/bin/putArtifact.sh -name <temp>/ViewDefinition <ViewDefName>.xml
-category viewdefinition

Provide the appropriate credentials when prompted.

4,1.9.2 Stepsto make Launch actions applicable to a specific template

1. Inatext editor, open the custom view definition XML file and search for the actionName of the custom
launch action. It islocated within an XML section similar to the following section where
the primary TemplateName is the name of the template you associated the launch with:

<templateMapping primaryTemplateName="Customer">



2.

<actionMapping actionName="SingleClickedOnService" clickType="~singleClicked"/>
<actionMapping actionName="ShowRawEventsTableView" clickType="~doubleClicked"/>
<actionMapping actionName="ShowServicelnstanceEditor" clickType="~popupMenu"/>
<actionMapping actionName="InstantiateOneHopServiceMap" clickType="~popupMenu"/>
<actionMapping actionName="ChooseChildrenTool" clickType="~popupMenu"/>
<actionMapping actionName="ShowMemberTemplates" clickType="~popupMenu"/>
<actionMapping actionName="ViewTools" clickType="~popupMenu"/>

<actionMapping actionName="IntegrationTools" clickType="~popupMenu'"/>
<actionMapping actionName="MaintTools" clickType="~popupMenu"/>

<actionMapping actionName="ShowServiceQuality" clickType="~popupMenu"/>

</templateMapping>

If thisisyour first time creating actions tied to this specific template, you must copy the entire template-
Mapping definition block. Open each standard view definition file, locate the pefaultTag templateMap-
ping definition block, and add the new block after the default. If you have already added actions to this
specific template, the standard view definition file should already contain the templateMapping definition
block for that template. Add the new actionMapping Statements to the block in the order you want them
shown in the right-click menu.

4.1.10 Displaying a new launch action in the service navigator

This section describes how to use a new launch action within the Service Navigator portlet when accessing a
servicein the service tree view. In section 4.1.8 “ Displaying a new launch action in the “Launch to” sub-
menu,” you saw that including the new launch action within the Launch To submenu provides alaunch
from the service tree.

Use the following steps to aso provide alaunch from the service tree for new launch actions that are on the
top level on the menu and are not within a submenu. However this technique does not limit an action to a
specific template. If your action depends on attribute data that is unavailable on all services, be sureto add
conditional enablebisableExpression tags to the action definition to check for the presence of the re-
quired attributes.

1. To edit theServicel nstance.xml tree template definition file, copy the Servicel nstance.xml tree template
configuration file from the TBSM database to atemporary directory; at acommand prompt type:

$TBIM_HOME/XMLtoolkit/bin/getArtifact.sh -name Servicel nstance.xml -category treetemplate -
directory <temp>
Provide the appropriate credentials when prompted.
2. In atext editor, open the Servicel nstance.xml file and locate the actionMapping tagsin the XML
definition:
<actionMapping clickType="~popupMenu" actionName="ShowServicelInstanceEditor"/>
<actionMapping clickType="~popupMenu" actionName="InstantiateOneHopServiceMap"/>
<actionMapping clickType="~popupMenu" actionName="ChooseChildrenTool"/>
<actionMapping clickType="~popupMenu" actionName="ShowMemberTemplates"/>
<actionMapping clickType="~popupMenu" actionName="ViewTools"/>
<actionMapping clickType="~popupMenu" actionName="IntegrationTools"/>

<actionMapping clickType="~popupMenu" actionName="MaintTools"/>



3. Add anew actionMapping tag for the custom launch action that you want to display on the menu. Locate
it relative to the existing items in the order that you want it displayed. For example, the following adds
the Show Service Quality (TNSQM) action after the M aintenance submenu.
<actionMapping clickType="~popupMenu" actionName="ShowServicelInstanceEditor"/>
<actionMapping clickType="~popupMenu" actionName="InstantiateOneHopServiceMap"/>
<actionMapping clickType="~popupMenu" actionName="ChooseChildrenTool"/>
<actionMapping clickType="~popupMenu" actionName="ShowMemberTemplates"/>
<actionMapping clickType="~popupMenu" actionName="ViewTools"/>
<actionMapping clickType="~popupMenu" actionName="IntegrationTools"/>

<actionMapping clickType="~popupMenu" actionName="MaintTools"/>

<actionMapping clickType="~popupMenu" actionName="ShowServiceQuality"/>

4. To copy the updated Servicelnstance.xml file into the TBSM database, at a command prompt type:

$TBSM HOME/XMLtoolkit/bin/putArtifact.sh -name <temp>/Servicelnstance.xml -category
treetemplate

Provide the appropriate credentials when prompted.

4.1.11 Importing the updated custom view definition from XML

The updated customer view definition XML file must be imported to the TBSM database by executing the
following command :

$TBSM HOVE/ XMt ool ki t/ bi n/ put Artifact.sh -name <temp>/ViewDefinition <ViewDefName>.xml
-category viewdefinition

Provide the appropriate credentials when prompted (TBSM DB2 instance username and password)

4.1.12 Reinitialising the Dashboard server Ul canvas

To reinitialize the view definitions on the Dashboard server, at a command prompt enter the following com-
mands :

cd $TBSM_HOME/bin

rad reinitcanvas <TIP username> <TIP password>

4.1.13 Troubleshooting

If you have alaunch action with attributes and you see that the URL launch includesa‘NULL’ value where
you expect an attribute value, check for the following information:

Does the specific service contain the attribute and does it have a non-null value?

Does the view definition file for the view you use have a fie1dToPassToModelExpr tag that enables the at-
tribute? | s the attribute name identical to your action URL and identical to the attribute name in the tem-
plate?

Have you reinitialized the Ul canvas components on the Dashboard server ?




4.2 WebGUI menu configuration

1. Loginto the Tivoli Business Service Manager system and choose Administration > Event Manage-
ment Tools > Tool Creation.

2. Sdect the Create Tool button:

Tivoli. Alltasks |=]

= J Tool Creation ‘I -

Welcome
My Startup Pages
Users and Groups

Settings
[=) Administration ( \j ‘ ) @ U‘:‘age

am'ﬁﬂwre(dge
=] Event Management Tools deacknowledge To create a new tool, click Create
Filters delete Delete Tool,
g groupassign
- LaunchTBSM
LaunchTEP
Menu Configuration LocalPing
e LocalTelnet
prioritise
CGI Registry PromptedPing
Event Database Query PromptedTelnet
. X . Remotering
Service Configuration SuppressEscalate
Service Administration takeownership
Tracepath

Availability

Reporting

System Configuration
Troubleshooting and Support

4| |userassian

Figure 72: Tool Creation page

3. Fill thefields asrequired. Specific URL details for Tivoli Netcool Service Quality Management Center
integration items are given in later chapters. The following example shows an SLA Web View menu item.
Click Save.

Name: LaunchSLAWeb
Type: Script
Script Commands:

var node encodeURIComponent (" {@TNSQM Node}") ;
var port encodeURIComponent (" {@TNSQM Port}");
var party = encodeURIComponent ("{@Customer}");
var sla = encodeURIComponent ("{@TNSQM SLA}");

var clause = encodeURIComponent ("{@TNSQM ClauseName}");
var resource = encodeURIComponent ("{@TNSQM Resource}");
var url = "https://"™ + node + ":" + port +

"/ibm/console/xLaunch.do?pageID=com.ibm.sa.slaweb.navigationElementA";

url = url + "g&paramParty=" + party + "&paramSLA=" + sla + "&paramClause=" +
clause + "&paramResource=" + resource;



var sgmWindow = window.open (url) ;
if (sgmWindow. focus) {
sgqmWindow. focus () ;

When the WebGUI tool is being created, the access criteria can be set such that the menu item will be
grayed out for specific users or events. The following example shows how the access criteria can be set so
that the menu item isonly availableif a Tivoli Netcool Service Quality Manager SLA Violation event is
selected.

Access Criteria

Groun Class

Available: Selected:

SCOMZ007 - 5 ce Assure SLA Wiolation
SDEE

Secure Computing
Servelec Limited

Service Assure alarm forw
Service Assure CEM Alarm
Service Assure KQI State
SErviceon_access
Siemens @vantage Comm T

m

i W

Figure 73: Launch SLA web tool
4. From thetaskslist, choose Administration > Event Management Tools > Menu Configuration.

5. Choosethe alerts menu and select M odify.
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Figure 74: Alerts menu

Select tool from the drop-down menu under Available items.

From the list on the | eft side, select the new tool (LaunchSL AWeb in this example) and click the > ar-

row. This step adds the new tool to thelist of Current itemson the right.

MName: Label: Mnemonic:
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Figure 75: Menu Editor

8. Sdect the LaunchSLAWeb item and click the rename button:

9. Inthediaog box, enter new text, for example Show Service Quality (TNSQM) for the Label and click

Save.

Mame: LaunchSLAWeb
Label: |Sh|:|w Service Qual
Mnemonic: <none> -
ShortCut: |

’ Save ] ’ Cancel ]

Figure 76: Renaming a menu
10. Click Save in the Menu Editor dialog box.

11. Validate the new menu item by opening the WebGUI Active Event List. Select an appropriate event and

select the new menu item (Show Service Quality (TNSQM) in this example) from the alerts pop-up
menu:
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Figure 77: WebGUI Active Event List menu



5 Launching SLA Web View

The information in this chapter describes how to configure launch items from IBM® Tivoli® Business Ser-
vice Manager and Tivoli Netcool® WebGUI to the Tivoli Netcool Service Quality Manager SLA Web
View application.

5.1 SLA Web view launch parameters

The Tivoli Netcool Service Quality Manager SLA Web View accepts context information in the URL that is
used to open the view.

Theroot URL that must be opened is as follows:

https://<Node>:<Port>/ibm/console/xLaunch.do?pagelD=com. ibm.sa.slaweb.navigationElementA

For example:

https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pagelD=com.ibm.sa.slaweb.n
avigationElementA

In addition, the following are the options available when passing context to the URL :

Customer:

&paramParty=<Customer>

For example:
https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pageID=com.ibm.sa.sla
web.navigationElementA&paramParty=BMW

Customer and SLA:

&paramParty=<Customer>&paramSLA=<SLA>

For example:
https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pagelD=com.ibm.sa.sla
web.navigationElementA&paramParty=BMW&paramSLA=BMW VPN SLA

Customer, SLA, and clause:

&paramParty=<Customer>&paramSLA=<SLA>&paramClause=<Clause>

For example:
https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pagelD=com.ibm.sa.sla
web.navigationElementA&paramParty=BMW&paramSLA=BMW VPN SLA&paramClause=Enterprise J
itter

Customer, SLA, clause, and resour ce:

&paramParty=<Customer>&paramSLA=<SLA>&paramClause=<Clause>&paramResource=<Resource>

For example:
https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pageID=com.ibm.sa.sla
web.navigationElementA&paramParty=BMW&paramSLA=BMW VPN SLA&paramClause=VPN Jitter&p
aramResource=DataVPN

Note: The SLA Web View can be launched without any context from the root URL :




https://<Node>:<Port>/ibm/console/xLaunch.do?pageID=com.ibm.sa.slaweb.navigationElementA

If context is being passed based on the preceding definitions, then al items must be passed correctly. For
example, if resour ce is being specified, then the related customer, SLA, and clause must also be specified.

5.2 Tivoli Business Service Manager menu configuration

Follow the steps outlined in section 4.1, using the following values when defining the launch action :

Name: ShowServiceQuality

Display Name: Show Service Quality (TNSQM)

Description: Launch Tivoli Netcool Service Quality Manager SLA Web View
URL:

https.//<Node>:<Port>/ibm/consol e/xL aunch.do?pagel D=com.ibm.sa.slaweb.navigati
onElementA& paramParty=__customer_name _&paramSLA=__dla name__ & paramCl
ause=__dla clause hame & paramResource=__resource_name__

Frame: tnsgmwindow

5.3 WebGUI menu configuration

Follow the steps outlined in section 4.1. Complete the fields as shown in the following table and click Save.

Name: LaunchSLAWeb

Type: script

Script Commands:

var
var
var
var
var
var

node encodeURIComponent (" {@TNSQM Node}") ;

port encodeURIComponent (" {@TNSQM Port}");

party = encodeURIComponent ("{C@Customer}");

sla = encodeURIComponent ("{@TNSQM SLA}");

clause = encodeURIComponent ("{@TNSQM ClauseName}") ;
resource = encodeURIComponent ("{Q@TNSQM Resource}");

party = encodeURIComponent (party);

var

url = "https://" + node + ":" + port +

"/ibm/console/xLaunch.do?pageID=com.ibm.sa.slaweb.navigationElementA";

url = url + "g&paramParty=" + party + "&paramSLA=" + sla + "&paramClause=" +
clause + "&paramResource=" + resource;
var sgmWindow = window.open (url) ;

if (sgmWindow. focus) {

}

sgmWindow. focus () ;



6 Launching Tivoli Netcool Customer
Experience Manager

Theinformation in this chapter describes how to configure launch items from IBM® Tivoli® Business Ser-
vice Manager and Tivoli Netcool® WebGUI to the Tivoli Netcool Customer Experience Manager applica
tion.

6.1 Tivoli Netcool Customer Experience Manager launch parameters

The Tivoli Netcool Customer Experience Manager accepts context information in the URL that is used to
openitsviews.

Theroot URL that must be opened is as follows:
https://<Node>:<Port>/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem.cemcellularportlet.

navigationElementA

For example:
https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pageID=com.ibm.sa.cem.ce
mcellularportlet.navigationElementA

6.1.1 Launching the welcome view:

The user can choose to launch the main Tivoli Netcool Customer Experience Manager welcome page with-
out any context. Thisis achieved by opening the root URL with an additional parameter:

&paramView=Welcome

For example:
https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pageID=com.ibm.sa.cem.ce
mcellularportlet.navigationElementA&paramView=Welcome

6.1.2 Launching analysis views

Additional context information can be passed when opening a Tivoli Netcool Customer Experience Man-
ager analysis view providing entity search metadata is defined appropriately. Authors of Customer Relation-
ship Management (CRM) plug-in modules must provide accompanying customer metadata, which is used
by the Tivoli Netcool Customer Experience Manager anaysis user interface. See the IBM Tivoli Netcool
Customer Experience Manager Customer Relationship Management Devel opment Guide for full details.

http://publib.boulder.ibm.com/infocenter /tivihel p/v8r 1/topic/com.ibm.netcool sgm.doc/TNCEM v4.1.4 CRM Development Guide.pdf

CRM module authors define 1icrarameter hints which are intended for use by the launch-in-context
mechanism. CRM information about entities (customer, customer group, device, and so on) is defined by
metadata typically defined in the following files:

SWMCROOT/conf/service/cem/repository/cellular-repository.xml



SWMCROOT/conf/service/cem/repository/cellular-customer.xml
CRM information is also defined by metadata in associated filesin the
$WMCROOT/conf/service/cem/repository/entities di rectory.

The metadata for a given entity defines various attributes such as properties, key properties, associations,
and search parameters. Here are some extracts from a sample customer definition withthe 1icrarameter
hintsin bold:
<entity name="Customer" extends="AbstractEntity">
<displayname>label.entity.customer</displayname>
<smallicon>images/customer.png</smallicon>
<properties>
<property name="name" displayname="label.property.customer.name"
type="java.lang.String"
key="true"
isLabel="true">
<rendering-hint name="ordinal" wvalue="0"/>
</property>

<search>
<param>
<name>name</name>
<displayname>label.searchparam.customer.name</displayname>
<type>java.lang.String</type>
<rendering-hint name="ordinal" wvalue="1"/>
<renderi ng- hi nt nanme="licParaneter”
val ue="par amCust orrer Nang"/ >
</param>
<param>
<name>IMSI</name>
<displayname>label.property.customer.imsi</displayname>
<type>java.lang.String</type>
<rendering-hint name="ordinal" wvalue="2"/>
<renderi ng- hi nt nanme="licParaneter"”
val ue="par amCust oner | Of par anCust onmer Type=I MsI ] "/ >
</param>

</search>
</entity>

The 1icrarameter hint has the following two formats:

(1) Basic mapping: provide the URL parameter name (case sensitive)
Example:

<rendering-hint name="licParameter" value="paramCustomerGroupID"/>

(2) Constrained mapping: provide the URL parameter name, followed by a comma-separated list of con-
straints between sguare brackets. Each constraint is of the form parameterName=parametervalue.
Example:

<rendering-hint name="licParameter"

value="paramCustomer| D[ paramCustomerType=IMSI]"/>



Launching a customer analysis view:
Using the following 1icrarameter rendering hint the user can choose to launch the main Tivoli Netcool
Customer Experience Manager analysis view for an individual customer, passing the customer ID and type
as context. If the customer cannot be found, the user is redirected to the main Tivoli Netcool Customer Ex-
perience Management customer search page.
Example:
<rendering-hint name="licParameter"
value="paramCustomerID|[paramCustomerType=IMSI]" />

The associated launch URL parameters are as follows:
& paramCustomer| D=<Customer |D>
& paramCustomer Type=IM S|

In this example, both parameters must be specified in the launch URL.:
e paramCustomerType represents the type of the customer, for example, IMSI, BESPIN, or IP address.
e paramCustomerID iSthe unique ID of the customer for a particular customer type.
Example:
https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem

.cemcellularportlet.navigationElementA&paramCustomerType=IMSI&paramCustomerID=55555
00016

Launching a customer group analysisview

Using the following 1icprarameter rendering hints the user can choose to launch the main Tivoli Netcool
Customer Experience Manager analysis view for a customer group, passing the customer group ID or cus-
tomer group name as context. If the customer group cannot be found, then the user is redirected to the main
Tivoli Netcool Customer Experience Manager customer group search page.

Example:

<rendering-hint name="licParameter" value="paramCustomerGroupID"/>

<rendering-hint name="licParameter" value="paramCustomerGroupName"/>

The associated launch URL parameters are

&paramCustomerGroupName=<Customer Group Name>

or
&paramCustomerGroupID=<Customer Group ID>

In this case either one or both of the parameters can be specified in the launch URL.
e paramCustomerGroupName represents the name of the customer group
e paramCustomerGroupID iSthe|D of the customer group
Examples:

https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem
.cemcellularportlet.navigationElementA&paramCustomerGroupName=IBM

https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem
.cemcellularportlet.navigationElementA&paramCustomerGroupID=3



Launching a device view

Using the following 1icrarameter rendering hints the user can choose to launch the main Tivoli Netcool
Customer Experience Manager analysis view for a device, passing device name or manufacturer as context.
If the device or manufacturer cannot be found, then the user is redirected to the main Tivoli Netcool Cus-
tomer Experience Manager device search page.

Example:

<rendering-hint name="licParameter" value="paramDeviceName"/>

<rendering-hint name="licParameter" value="paramDeviceManufacturer"/>

The associated launch URL parameters are

&paramDeviceName=<Device Name>

or

&paramDeviceManufacturer=<Device Manufacturer>
In this case either one or both of the parameters can be specified in the launch URL.

Example:

https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem.ce
mcellularportlet.navigationElementA&paramDeviceName=N95&paramDeviceManufacturer=ACME

Note: A CRM plug-in may provide a search capability using a unique identifier and in addition search ca-
pabilities on one or more non-unique identifiers. If aunique identifier is specified in alaunch URL then the
other non-unique identifiers are ignored.

For exampleif the CRM plug-in supports aunique identifier called IMS| and a non-unique identifier called
Customer Name and the following URL is specified:

paramCustomerId=12345&paramCustomerType=IMSI&paramCustomerName=John Doe

then the customer with IMSI=12345 shall be returned, regardless of their name.

6.1.3 Launching search views

The Tivoli Netcool Customer Experience Manager search views can be opened as default instead of the
analysis views. The customer, customer group, or device search views can be opened.
A search view is opened as default by including the sparamview parameter in the launch URL:

&paramView=<Customer | CustomerGroup | Device>

For example:

https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem
.cemcellularportlet.navigationElementA&paramView=Customer

In addition appropriate customer, customer group or device context information can be passed to the search
view. The context definition is similar to that for the analysis view detailed in section 6.1.2. In this case the
licparameter rendering hints must be defined within a search block in the CRM metadata definition.



For example based on the following customer group CRM search metadata:

<search>

<param>
<name>name</name>
<displayname>label.searchparam.customergroup.name</displayname>
<type>java.lang.String</type>
<rendering-hint name="ordinal" value="0"/>
<rendering-hint name="licParameter" value="paramCustomerGroupName"/>

</param>

<param advanced="true">
<name>memberName</name>
<displayname>label.searchparam.customergroup.memberName</displayname>
<type>java.lang.String</type>
<rendering-hint name="ordinal" value="1"/>

</param>

</search>

The following URL opens the customer group search view for the “IBM” customer group:

https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem.
cemcellularport-

let.navigationElementA&paramView=CustomerGroup&paramCustomerGroupName=IBM

6.2 SLO monitor launch parameters

The Tivoli Netcool Customer Experience Manager accepts context information in the URL that is used to
open its service-level object (SLO) monitor view. The root URL that must be opened is as follows:

https://<Node>:<Port>/ibm/console/xLaunch.do?pageID=com.ibm.sa.cem.slomonitorportlet.n
avigationElementA

For example:

https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pageID=com.ibm.sa.cem.sl
omonitorportlet.navigationElementA

In addition, the following are the options avail able when passing context to the URL :
SLO name;

&paramSLO=<Context/SLO Name>
Example:

https://sherkinzl.cork.ie.ibm.com:9043/ibm/console/xLaunch.do?pageID=com.ibm.sa.cem.sl
omonitorportlet.navigationElementA&paramSLO=contextName/SL0O123

6.3 Tivoli Business Service Manager menu configuration

Follow the steps outlined in section 4.1, using the following examples to create alaunch action for each re-
quired Tivoli Netcool Customer Experience Manager launch scenario. The examples are based on sample
‘rendering hints’, defined in the CRM data. These examples might differ depending on the actual CRM im-
plementation. The launch URLs must be altered accordingly.



Name:

Display Name:

Description:
URL:

Frame:

Name:

Display Name:

Description:
URL:

Frame:

Name:

Display Name:

Description:
URL:

Frame:

Name:

Display Name:

Description:
URL:

Frame:

LaunchTNCEM CustomerView
Show Customer Experience Manager (TNCEM) Customer View

Launch Tivoli Netcool Customer Experience Manager Customer View

https://<hostname>:<port>/ibm/consol e/xL aunch.do?pagel D=com.ibm.sa.cem.
cemcellularportlet.navigationElementA & paramCustomer Ty pe=IM Sl & paramC
ustomerl D=<customer_imsi>

tnsgmwindow

LaunchTNCEM CustomerGroupView
Show Customer Experience Manager (TNCEM) Customer Group View

Launch Tivoli Netcool Customer Experience Manager Customer Group View

https://<hostname>:<port>/ibm/consol e/xL aunch.do?pagel D=com.ibm.sa.cem.
cemcellularportlet.navigationElementA & paramCustomerGroupName=<group_
name>

tnsgmwindow

LaunchTNCEM DeviceView
Show Customer Experience Manager (TNCEM) Device View

Launch Tivoli Netcool Customer Experience Manager Device View

https://<hostname>:<port>/ibm/consol e/xL aunch.do?pagel D=com.ibm.sa.ce
m.cemcellularportlet.navigationElementA& paramDeviceName=<device_name
>& paramDeviceM anufacturer=<manufacturer_name>

tnsgmwindow

LaunchTNCEM SLOMonitorView
Show Customer Experience Manager (TNCEM) SLO Monitor View

Launch Tivoli Netcool Customer Experience Manager SLO Monitor View

https.//<hostname>:<port>/ibm/consol e/xL aunch.do?pagel D=com.ibm.sa.ce
m.slomonitorportlet.navigationElementA& paramSL O=<do_context>/<slo_na
me>

tnsgmwindow



6.4 WebGUI menu configuration

As detailed in section 6.1.2 context information can be passed when opening a Tivoli Netcool Customer Ex-
perience Manager analysis view providing entity search metadatais defined appropriately.

To create Netcool WebGUI menu items for launching Tivoli Netcool Customer Experience Manager, follow
the steps outlined in section 1.1. Complete the fields as shown in following example tables and click Save.

The following are examples, based on sample ‘rendering hints’, defined in the CRM data. These examples
might differ depending on the actual CRM implementation. The launch URL s must be atered accordingly.

Note: If copying and pasting the script examples below care must be taken to ensure that no new line de-
liminators are introduced due to wrapping of the text onto a new line.

Name: LaunchTNCEMCustomerView

Rendering Hint (example): <rendering-hint name="licParameter"
value="paramCustomerID[paramCustomerType=IMSI]" />

Type: Script

URL(example):

var customerId = encodeURIComponent ("{@TNCEM CustomerID}");
var customerType = encodeURIComponent ("{@TNCEM CustomerType}");

var url
="https://<hostname>:<port>/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem.cemcel
lularportlet.navigationElementA&paramCustomerID=" + customerId +
"g¢paramCustomerType=" + customerType;

var cemWindow = window.open (url);
if (cemWindow. focus) {
cemWindow. focus () ;

}

To add a menu item for launching to a customer group analysis view, add the following syntax:

Name: LaunchTNCEMCustomerGroupView

Rendering Hint (example):

<rendering-hint name="licParameter" value="paramCustomerGroupID"/>
<rendering-hint name="licParameter" value="paramCustomerGroupName"/>
Type: Script

URL(example):

var groupName = encodeURIComponent ("{Q@TNCEM CustomerGroupName}") ;
var groupld = encodeURIComponent ("{Q@TNCEM CustomerGroupID}");

var url
="https://<hostname>:<port>/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem.cemcel
lularportlet.navigationElementA&paramCustomerGroupName=" + groupName +

"&paramCustomerGroupID=" + groupld;



1

2.

var cemWindow = window.open (url);
if (cemWindow. focus) {
cemWindow. focus () ;

}

To add a menu item for launching to adevice analysis view, add the following syntax:

Name: LaunchTNCEMDeviceView

Rendering Hint (example):

<rendering-hint name="licParameter"
value="paramDeviceName" />

<rendering-hint name="licParameter"
value="paramDeviceManufacturer"/>

Type: Script

URL (example):

var deviceName = encodeURIComponent (" {@TNCEM DeviceName}") ;

var manufacturer = encodeURIComponent ("{@TNCEM DeviceManufacturer}");

var url =
"https://<hostname>:<port>/ibm/console/xLaunch.do?pagelD=com.ibm.sa.cem.cemcell
ularportlet.navigationElementA&paramDeviceName=" + deviceName +
"&parambDeviceManufacturer=" + manufacturer;

var cemWindow = window.open (url) ;
if (cemWindow. focus) {
cemWindow. focus () ;

}

To add amenu item for launching to the SLO monitor view, add the following syntax:

Name: LaunchTNCEMSLOMonitorView

Type: Script

URL.:

var sloName = encodeURIComponent ("{Q@TNCEM SLO}");

var contextName = encodeURIComponent ("{Q@TNCEM ContextName}");
var url

="https://<hostname>:<port>/ibm/console/xLaunch.do?pageID=com.ibm.sa.cem.slomon
itorportlet.navigationElementA&paramSLO=" + contextName + "/" + sloName;

var cemWindow = window.open (url);
if (cemWindow. focus) {
cemWindow. focus () ;

}
Additional Notes;

In al casesthe <host name> and <por t > parameters must be set to the values used by the Tivoli Netcool
Customer Experience Manager server, for example, https://sherkinzl.cork.ie.ibm.com:9043

The “encodeURIComponent” JavaScript function is used in the sample URL scripts to deal with special
characters in the event fields, for example a group name might contain a‘# character. The “encodeURI-
Component” function performs a URL encoding of the parameter value making it usablein alaunch URL.



Thetest “if(cemwindow.focus)” attempts to bring the launched browser window to the foreground on
browsers that support this functionality.

If an attempt is made to launch to Tivoli Netcool Customer Experience Manager with an invalid context,
for example a customer that does not exist, then an error message appears at the bottom of the screen to
sy

Launch In Context failed. See flash log for details.

The following tech note from Adobe explains how to access the appropriate flash log:
http://kb2.adobe.com/cps/403/kb403009.html




7 Launching KQI history charts and
BusinessObjects reports

The information in this chapter describes how key quality indicator (KQI) history charts and BusinessOb-
jects reports can be displayed in IBM® Tivoli® Netcool® Service Quality Management Center dashboards.
The Tivoli Netcool Service Quality Manager release 4.1.4 contains an application that can be installed into
an existing Tivoli Business Service Manager environment.

The application provides an embedded chart and supporting components that will access the Tivoli Netcool
Service Quality Manager database. KQI datawill be retrieved and displayed in achart on a Tivoli Integrated
Portal page. This page can then be linked to existing Tivoli Business Service Manager dashboards.

In addition menu items can be added to both Tivoli Business Service Manager and Tivoli Netcool WebGUI
that will launch external BusinessObjects reports. Context will be passed from the Tivoli Business Service
Manager and Tivoli Netcool WebGUI applications to the external BusinessObjects reporting system.

7.1 Installation

7.1.1 Preparing for installation

7.1.1.1 Copy required files

The following files must be copied from the Tivoli Netcool Service Quality Manager system to alocation on
the Tivoli Business Service Manager dashboard and data servers. All files must be copied to the same target
directory on each server. These files should be copied so that they are readable by the user that installed the
origina Tivoli Business Service Manager system.

If you have asingle server containing both the Tivoli Business Service Manager dashboard and data servers,
then copy both sets of filesinto a single directory on that server.

Tivoli Business Service Manager Data Server:
1. Aninstall script:

o For UNIX or Linux Tivoli Business Service Manager systems copy the following file:
SWMCROOT/admin/core-conf/install/scripts/configure nsbound



o For aWindows Server Tivoli Business Service Manager system copy the following file:
$WMCROOT/admin/core-conf/install/scripts/configure nsbound.bat

2. Chart design files:
o SWMCROOT/birt/reports/kgihistory-chart.rptdesign
o SWMCROOT/birt/reports/slokgihistory-chart.rptdesign

Tivoli Business Service Manager Dashboard Server:

1. Aninstall script:

o For UNIX or Linux Tivoli Business Service Manager systems copy the following file:
SWMCROOT/admin/core-conf/install/scripts/configure nsbound

o For aWindows Server Tivoli Business Service Manager system copy the following file:
$WMCROOT/admin/core-conf/install/scripts/configure nsbound.bat

2. A jar file containing supporting code:
o For aTivoli Netcool Service Quality Manager system running on an AlX system copy fol-
lowing file:
SWMCROOT /birt/plugins/aix64-
ppc/com.ibm.tnsgm.reports.kgihistory.odadriver.jar

o ForaTivoli Netcool Service Quality Manager system running on a Solaris system copy the
following file:
SWMCROOT/birt/plugins/solaris_sparc/com.ibm.tnsqgm.reports.kgihistory.
odadriver.jar

3. A report launcher web archivefile (war file):
o $WMCROOT/isc/module/report launcher.war

4. A shared library web archivefile (war file):
O $WMCROOT/isc/module/tbsm shared library.war

7.1.1.2 Configuring security

Two signer certificates used by the Tivoli Netcool Service Quality Manager server must be added to the Tivoli
Business Service Manager server. The entry specified by WSPORT will already have been installed if single
sign-on has been enabled (see section 1.1.1). In this case only the second signer certificate specified by .oap-
sporT in the following procedure needs to be configured. See step 11 for further details.

1. Logontothe Tivoli Business Service Manager server as an administrative user. Select WebSphere Ad-
ministrative Console from the |eft navigation area under Settings.
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Figure 78: Open WebSphere Administrative Console

2. Click Launch WebSphere administrative console
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The WebSphere administrative console provides aceess to security and troubleshaoting tasks. The buttan belaw will launch the WebSphers administrative console in  new window

Logging out from the WebSphere administrative console will also terminate your connection to this console. To avoid losing your work, you should close the other window rather than lgging out.

e
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Done € Intemet | Protected Mode: Off & v Ruwox v




3. Click Security > SSL certificate and key management. Then click Key stores and certificates.

Cell=TIPCell, Profile=T]

View: Alltasks +

pr— ertificate and key management
Se
B Security 55L certificate and key management
Global securi
5L certiicate and key management
Users and Groups sst
Troubleshoating The Secure Sackets Layer (S5L) protocol provid: between remot processes or endpoints. SSL Related Items
security can be used for establishing communications inbound to and outbound from an endpoint, To esteblish secure
communications, a cartficata and an SSL configuration must be spacified for the andpoint. SSL configqurations
In pravious varsions of this product, it was necassary te manually configure sach andpoint for Secura Sockets Layer (SSL). In Dynamic outbound
this version, you can define a singls for the entire appl iing envi This eapability enables you to endpoint S5L
centrally manage secure communications. In addition, trust zones can be established in multiple node environments by configurations

overriding the default, cell-level SSL configuration. Kay stores an

If you have migrated a secured environment to this version using the migration utilities, the old Secure Sockets Layer (S5L) gertficates
configurations ara restored for the various andpoints. However, it is nacessary for you to ra-configure SSL to take advantags of Key sets
the centralized management capabilty.

Key set aroups
« on settings

Key mansgsrs
Manaqe endpoint security configurations Trust managers
Manage certificate expiration Certificste Authority (CA
client configurstions

7] Use the United States Federal Information Processing Standard (FIPS) algorithms. Note: This option requires the TLS
handshake protocol, which some brovsers do not enable by default,

Dynamically update the run time when SSL configuration changes occur

4. Click NodeDefaultTrustStore.

SSL certificate and key management

S5L certil

icate and key management > Dynamic outbound endpoint SSL configurations > Key stores and certificataes
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Figure 79: NodeDefaultTrustStore

5. Inthiswindow, click Signer certificates.
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Figure 80 Signer certificates

6. Inthe Signer certificates window, click Retrieve from port.

551 certificate and key management W=
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Figure 81 Retrieve from port

7. Inthe Retrieve from port window, enter the host name of the Tivoli Netcool Service Quality Manager or
Tivoli Netcool Customer Experience Manager server and set the port, usually to 9043.



The port number can be retrieved by searching for wsport in the following Tivoli Netcool Service Quality
Manager/Tivoli Netcool Customer Experience Manager file:

$WMCROOT/conf/environment, for example
# grep WSPORT /appl/sa/conf/environment/default.properties
comnitel.env.WSPORT=9043

Enter an alias name for the Tivoli Netcool Service Quality Manager server and click Retrieve signer in-

formation.

551 certificate and key management vE

551 certificate and key management > Dynamic outbound endpoint 551 configurations > Key stores and certificates >
NodeDefaultTrustStore > Signer certificates > Retrieve from port

Mzkes a test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the server during the
handshake.

Configuration

General Properties

# Host
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# Port
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55L configuration for outbound connection
| NodeDefaultS5LSettings [il

#* Alias
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Figure 82: Retrieve signer information

Click Apply in the following window.
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10.

11.

12.

Figure 83: Signer example

Click Save when the following message is displayed:

El Messages

&Changes have bean made to your local configuration. You can:
® Save directly to the master configuration.
# Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effect.

Figure 84: Confirmation message

Repeat steps 1-8 but for Step 5 use noapsport instead of the wsporT.

The port number can be retrieved by searching for Loarsport in the following Tivoli Netcool Service Qual-
ity Manager/Tivoli Netcool Customer Experience Manager file:

SWMCROOT/conf/environment, for example

# grep LDAPSPORT /appl/sa/conf/environment/default.properties
comnitel.env.L DAPSPORT =1636

Note that in step 6 anew alias name should be supplied for this entry.

To activate all changes, the Tivoli Business Service Manager server (dashboard instance) server must be
shut down and restarted.

Tivoli Business Service Manager:
See the Tivoli Business Service Manager Administrators Guide - “ Operating the TBSM Data and
Dashboard servers’ available from the IBM Tivoli Business Service Manager Information Center at

http://pic.dhe.ibm.com/infocenter/tivihel p/v3r1/index.jsp?topic=%2Fcom.ibm.tivoli.itbsm.doc_6.1%2Fwelcome.htm

7.1.2 Installing the KQI history chart and Report Launcher on Tivoli Business Service

Manager

Theinstall script must be run asthe user that installed the original Tivoli Business Service Manager system.
Thisisanon-root user on UNIX® systems. The installation script will ask the user for several pieces of infor-
mation. These are:

1

2.
3.

The location of the Tivoli Integrated Portal installation into which to install the chart. Thisistypically the
value of the environment variable TIP_ HOME.

The Tivoali Integrated Portal profile name. Thisistypically TIPProfile.

The Tivoli Business Service Manager profile name. Thisistypically TBSMProfile.

The Tivoli Integrated Portal Administrator username. Thisis the username used to administer the Tivoli
Integrated Portal installation, for example: tipadmin.

The Tivoli Integrated Portal Administrator password. Thisis the password used to administer the Tivoli
Integrated Portal installation.

The location of the jar file copied from Step 3in Section 7.1.1.

The location of the chart files copied from Step 2 in Section 7.1.1.



The script will install the charts and report launcher components and restart Tivoli Integrated Portal. The script
logs information to files with names like configure_nsbound.12345.1og in the sT1P_HOME/10gs/tnsgmlogs di-
rectory.

Important: If you have hosted the Tivoli Business Service Manager data and dashboard servers on separate
platforms, then you must run the installation script on both platforms.

7.1.21 Pre-installation steps

Before running the configuration script referenced in the following steps, edit the <configure_nsbound
script, substituting meaningful valuesfor
the following variables, which are by default set to dummy values::

SA USER=--SA USER--
SQM_HOST=--SQM_HOST--
LDAPHOST=--LDAPHOST--
WASHOST=--WASHOST--
LDAPSPORT=--LDAPSPORT--
LDAPROOT="--LDAPROOT--"
SQMLDAP_PASSAD=--SQMLDAP_PASSAD--
ISC_PORT=--ISC_PORT

Note: If you are unsure of which values should be used. you should contact the TNSQM system
administrator.

Note: The --somLpar_passwp-- variable which is the encrypted saserver LDAP password can be
obtained by running the following command as saserver on the Tivoli Netcool Service Quality Man-
ager application or consolidated server:

$ grep credentials ${WMCROOT}/conf/Idap/default.properties

7.1.2.2 To start installation on Windows server platform

To install the charts and report launcher components on a Tivoli Business Service Manager Windows® server
system open a command prompt and change to the directory to which the batch file (configure nsbound.bat,
see Step 1 in Section 7.1.1) was copied. Execute the following command as the user that originally installed
Tivoli Business Service Manager:

# configure nsbound.bat



7.1.2.3 To start theinstallation on a platform other than Windows

To install the charts and report launcher components on a Tivoli Business Service Manager system other than a
Windows server open a shell and change to the directory to which the script file (configure nsbound, See Step
1in Section 7.1.1) was copied.

Note: Before running the script, source the TBSM environment scripts — thiswill allow the script config-
ure nsbound t0 populate the prompts with default values . Also ensure that the script has execute permissions
for the user that originally installed Tivoli Business Service Manager.

Execute the script as the user that originally installed Tivoli Business Service Manager with:

# chmod +x configure nsbound
# ./configure nsbound -install shared library
# ./configure nsbound

7.1.24 Ingtallation prompts

Accept the defaults presented for each prompt, where appropriate.

7.1.25 Installation information

As part of theinstallation adirectory called tnsqmlogs will be created inside the 10gs directory in the Tivoli
Integrated Portal installation directory (specified in Step 1, Section 7.1.2). The installation will log information
here. The amount of information logged can be changed by editing the property comnitel.log.level in
$WMCROOT/conf/logging/default.properties.user inthe Tivoli Netcool Service Quality Manager
configuration. See the IBM Tivoli Netcool Service Quality Manager AlX and Solaris System Administration
Guide for full details of how to do this.

7.1.3 Uploading the charts to portal pages

The KQI history charts delivered with Tivoli Netcool Service Quality Manager can be added to aTivoli Inte-
grated Portal page. This section describes how to create a new portal page and add aKQI history chart to that
page for subsequent launch from other portlets.

Note: Two charts are supplied. Thefirst chart (kgihistory-chart.rptdesign) should be used to plot the KQI his-
tory for an SLA clause or the KQI history for aresource.

The second chart (slokgihistory-chart.rptdesign) should be used to plot the KQI history associated with a Tiv-
oli Netcool Service Quality Manager service level objective (SLO).

1. Asauser with appropriate privileges, log in to the Tivoli Business Service Manager. Select Pages from
the left-hand navigation area under Settings. The page shown in Figure 85 is displayed.

2. Click the New Page button. In the Page Settings form, enter a name (for example KQI History) for the
chart, and select alocation for the chart. From the Page L ayout list, select Classic. Click OK.



3. Onthe next page, scroll through the various components presented. Select TBSM Charting (or equiva
lent) and click OK.

Pages KOQI History |
| Page Settings | Show Wires Canc
Choose a Portlet SBDv?

Select the portlet content to add. To leave the portlet windows empty, select the Leave portlet window blank option.

Service Mavigation
Service Tree
Service Viewer
Systemn Information for Tivoli Netcool/OMMIbus Wweb GUI
Table Wiew
@  TBSM Charting

, TBSM System Status
Time Window Analyzer

,  Tool Creation
Urgent Services
User Preferences for Tivoli Metcoal/OMMIbus Web GUT
User Roles

Wiews

b
Total: 67

] Leave partlet window blank

oK |

Figure 85: Select TBSM Charting component

4. Inthe Charting window presented, select IBM Chartsfrom the Chart Sourceslist.
5. Select TBSM ChartService from the list presented. Click Next.

6. Select TBSM Shipped Chartsfrom the Groups drop-down list. A list of installed charts should ap-
pear. Select kqihistory-chart from the list and click Finish.

7. Sincethis KQI history chart is normally opened with context from another portlet, an error dialog simi-
lar to the following will appear when the chart isfirst uploaded to the page. This error can beignored by
clicking OK.
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Figure 86: Error dialog

Click the Publish button =  and choose “ Share Preferences’ from the drop-down. A dialog will appear
showing a“ Save Complete” message. Click OK in this dialog. The same error dialog that appeared in step
7 will again be displayed and can be ignored by clicking OK.

8. Click Saveto save the page to a suitable location. The same error dialog that appeared in step 7 will
again be displayed and can be ignored by clicking OK.

9. Navigate back to the Pages portlet as described in step 1.
10. Locate the new charting portlet page saved in step 9. Click on the charting portlet page name and a page

similar to that below will be displayed. The page unique name should be noted asit will be used in a
subsequent section to configure alaunch menu, for example:

com.ibm.isclite.admin.PortletPicker.navigationElement.pagel ayoutA.modified. 1278439001531
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Figure 87: Page properties

11. Create asecond page by repeating steps two to eight, except that in step 6 you should select okgihis-
tory-chart from the list of available charts. Note that the error dialog detailed in steps 7 and 9 will oc-
cur again and can be ignored.

7.1.4 Updating Tivoli Business Service Manager and WebGUI menu items

Asdetailed in section 4.1 new “action” menu items can be added to the standard Tivoli Business Service
Manager context sensitive menus. For example when anew action is created for a specific view definition (a

Tivoli Business Service Manager service viewer component) then an XML definition describing the action is
created and inserted into the TBSM database.

In the following section menu items to open a new Tivoli Integrated Portal page containing a KQI history
chart and to launch BusinessObjects reports are added.

Similarly section 1.1 describes how new menu items can be added to the WebGUI Active Event List. The fol-
lowing sections of this chapter detail how WebGUI menu items can be added in order to launch KQI history
charts and BusinessObjects reports from the Active Event List.

7.2 KQI history chart configuration and usage

7.2.1 Opening KQI history chart from Tivoli Business Service Manager Service Tree



This section describes how to add anew “KQI History” menu item to the existing Tivoli Business Service Man-
ager launch menu. This menu item should itself contain a number of sub-menu items for different time periods:

Show »

KQI History F 1 Hour

Launch to 2 Hours
1Day
2Days

1Week

Figure 88: KQI History menu

1. Create Launch Actions for the periods depicted above using the procedure detailed in the section
Creating Launch Actions. Update any of the values used in the example Action URL here, such as period
and periodText, using the parameter descriptions given below for reference.

Note: If copying and pasting the script examples below care must be taken to ensure that no new line
deliminators are introduced due to wrapping of the text onto anew line.

Complete the various action attributes as follows:
Action Name: ShowK QIHistory<Period>, for example ShowK QIHistoryOneHour
Action Display Name: Action label, for example 1 Hour, 1 Week or Weeks

Action Description:  Description of action
Action URL:

{
"portletPagelD": "__kqihistory page id_",,
"sendToSelf": "false”,
"portletNamespace": "__ portletNamespace ",

"iscNamespace": *__iscNamespace ",

"launchType": "PORTAL_PAGE",

"parameters’: [
{ "name": "customer_name", "value": " __customer_name "},
{"name": "da_name", "value": " _da name_ "},
{"name": "da_clause name", "value": " __da clause hame "},
{"name": "do_name", "value": " _do_name_ "},
{"name": "model_name", "value': " __model_name "},
{ "name": "resource_name", "value": " __resource_name__ "},

{"name": "resource_type", "value": " _resource_type "},



{"name": "rollup_level", "value": "__rollup_level__ "},
{"name": "dtart", "value": *__start__ "},

{"name": "end", "value": "__end__ "},

{"name": "period", "value": "60"},

{"name": "periodText", "value': "1 hour"},

{"name": "include_kqi_data", "value": "__include kqi_data "},
{"name": "targetURL", "value": "__targetURL__ "}

]

Action Frame javascript:new parent.TBSM executeCMSAction( URL ) ;

The portletPagel D (*__kqgihistory_page id_ " in the example above) refers to a parameter which is

passed from the currently selected item in the Tivoli Business Service Manager service tree or service
viewer via substitution variable references.

The value of this parameter in the corresponding service instance should be set to the page unigue name
according to the pages created in section 7.1.1. It should refer to the page containing the kqihistory-
chart for an SLA clause or KQI. It should refer to the page containing the slokgihistory-chart for an
SLO.

Create a Submenu Action labeled KQI Tools, which defines the submenu which contains launch ac-
tions for the various periods. Create afile, koiTools.xm1 at atemporary location on the filesystem.
Each of the actions defined in step 1 is referenced as anextaction €lement as shown in the following
example:

<?2xml version="1.0" encoding="UTF-8"?>

<dynamicSubMenuAction name = "KQITools" displayName = "KQI History" description = "View KQI
information about selected instance.” roleRequired = "tbsmViewService" permissionChecker Class-
Name="com.micromuse.sla.map.AVCheckRADI nstancePer missionsl mpl">

<nextAction name = " ShowKQIHistoryOneHour"/>
<nextAction name = " ShowKQIHistoryTwoHours"/>
<nextAction name = " ShowKQIHistoryOneDay"/>
<nextAction name = " ShowKQIHistoryTwoDays'/>
<nextAction name = " ShowKQIHistoryOneWeek" />
<nextAction name = " ShowKQIHistoryTwoWeeks'/>
<nextAction name = " ShowKQIHistoryFour\Weeks'/>

</dynamicSubMenuAction>



To copy thefileinto the TBSM database, execute the following command:
$TBSM HOME/XMLtoolkit/bin/putArtifact.sh -n <temp>/KQITools.xml -c menuactions -s ac-
tion

Provide the appropriate credentials when prompted.

To make this menu available in your view definition, first copy the view definition from the
TBSM database to atemporary location on the filesystem:

STBSM HOME/XMLtoolkit/getArtifact.sh -name ViewDefinition <ViewDefName>.xml -category
viewdefinition -directory <temp>

Provide the appropriate credentials when prompted.

Locate alist of actionMapping elements within the view definition XML file, then added an

entry for the KQITools menu as follows:
<actionMapping actionName="Show Service Quality (TNSQM)" clickType="~popupMenu"/>
<actionMapping actionName="KQITools" clickType="~popupMenu"/>

To copy the update file into the TBSM database, execute the following command:
STBSM_HOME/XMLtoolkit/bin/putArtifact.sh -n <temp>/ViewDefinition <ViewDefName>.xml
-c viewdefinition

Provide the appropriate credentials when prompted.

To reinitialize the custom launch actions on the Dashboard server, at acommand prompt type:
cd $TBSM HOME/bin

rad_reinitcanvas <TIP_ username> <TIP_ password>

The sample entry opens a new portal page which contains the new KQI history chart. The chart accepts a
number of parameters which are passed from the currently selected item in the Tivoli Business Service Man-
ager service tree or service viewer via substitution variable references. See section 4.1 for more details.

Parameter Description

customer name "ot ! The name of the provider party associated with the SLA in the Tiv-
oli Netcool Service Quality Manager system.

sla_name "™ ! The SLA namein the Tivoli Netcool Service Quality Manager sys-
tem.

sla_clause name "™ ! The SLA clause namein the Tivoli Netcool Service Quality Man-
ager system.

slo_name "' ! The SLO name in the Tivoli Netcool Service Quality Manager sys-
tem.

model name "% ! The KQI model name (not the KQI friendly name, for example:
AttachDur_Gb_CellArea PP instead of “ Average Attach Dura-
tion”).

resource name A semi-colon separated resource list, for example: for asimple re-
source type this could be “SGSN_34", for ahierarchical resource
type this could be “USA;West;Atlanta;Cell_123".




rollup level (optional) | Therolluplevel, for example: for ahierarchical resource type like
Location (Nation / Region / Market / Ared), this could be “Market”.
For a composite resource type where more than one dimension is
being specified, then a comma separated list should be specified,
for example: “Enterprise, SGSN”.

If this parameter is not specified, then the default rollup level de-
fined in the KQI model will be used.

start (optional) Yot ? A start time for the KQI history chart, specifed as DD-MM-YYYY
HH:MM.

end (optional) Mot ? An end time for the KQI history chart, specifed as DD-MM-YYYY
HH:MM.

period (optional) Mt ? A time period for the KQI history chart (in minutes)

periodText (optional) An optional string that will be displayed in the chart indicating the
period for which the chart is displaying data, for example:. “last 2
hours”.

include_kgi data (op- Include un-assessed KQI valuesin the chart (only relevant if afull

tional) customer_name, sla_name and sla_clause_name has been specified

—see note 1 below). This parameter can be set to “true” to include
the un-assessed KQI vauesor false to exclude them.
targetURL (optional) ™' | A URL that can belaunched from the KQI history chart

3

Note: The KQI history chart can be opened using one of three methods:

(1) SLA Clause Name

In this case the associated party name and SLA name must be specified along with the SLA clause hame and KQI
model_name The SLO name should be set to “DUMMY _PARAM”.

(2) SLO Definition

In this case the SLO name and KQI model_name must be specified. The party name, SLA name and SLA clause name
should be set to “DUMMY _PARAM".

(3) KQI Model Definition

In this case only the KQI model name should be populated. The party name, SLA name, SLA clause name and SLO
name should be set to “DUMMY_PARAM”.

Note: The time period for the chart can be specified using one of two methods:

(1) Start/End Time




In this case the start and end fields should be specified. The period parameter should be set to “DUMMY _PARAM”.

(2) Time Period

In this case a specified period in minutes must be specified, for example: “60” for the last 60 minutes. The start and end
parameters should be set to “DUMMY_PARAM”.

Note: Setting targetURL to launch default Business Objects report

In order to launch the default Business Objects report for aresource directly from the KQI history chart, then set the tar-
getURL additional attribute in your service model as follows:

https.//[<TBSM_hostname>:<TBSM_port>/ibm/report_launcher/TNSQM ReportServliet?model_name=<KQl_MODEL _
NAME>& resource_name=<TNSQM_RESOURCE_NAME>&rollup_level=<TNSQM_ROLLUP_LEVEL>

For example targetURL could be set to the following to launch the default Business Objects report for the resource
“Cheap CallsLtd. - MVNO" and the KQI “MSPdpActSR_Gb_Enterprise PP":

https://serverl.ibm.com:16311/ibm/report_launcher/TNSQM ReportServliet?model_name=M SPdpActSR_Gb_Enterprise
_PP& resource_name=Cheap Calls Ltd. - MVNO&rollup_level=CallType

7.2.2 Opening KQI history chart from WebGUI Active Event List

Asdetailed in section 1.1 amenu item can be added to the WebGUI Active Event List which will allow the
user to select an event and launch a KQI history chart for the context specified by the event. The KQI history
chart can be opened from both SLA events and SL O events generated by the Tivoli Netcool Service Quality
Manger.

Follow the steps outlined in section 1.1. Fill the fields asin the following table and click Save. Note that the
NavigationNode needs to contain areference to the portal pages containing the KQI history charts as de-
scribed in section 7.1.1, for example:

Note: If copying and pasting the script example below care must be taken to ensure that no new line delimina-
tors are introduced due to wrapping of the text onto a new line.

Name: LaunchKQIHistorylHour
Type: script
Script Command:

var navigation node = null;
var customer name = null;
var sla name = null;



var sla clause name = null;
var slo name = "{@TNSQM SQMSLO}";

if (!slo _name) {

navigation node =
"com.ibm.isclite.admin.PortletPicker.navigationElement.pagelayoutA.modified.12819
48848802";

customer name = "{@Customer}";

sla name = "{@TNSQM SLA}";

sla clause name = "{QTNSQM ClauseName}";

slo name = "DUMMY PARAM";

} else {

navigation node =
"com.ibm.isclite.admin.PortletPicker.navigationElement.pagelayoutA.modified.12820
33551036";

customer name = "DUMMY PARAM";

sla name = "DUMMY PARAM";

sla clause name = "DUMMY PARAM";

}

var model name = "{@TNSQM KQI}";

var resource name = "{(@TNSQM ResourceName}";
var rollup level= "{Q@TNSQM RollupLevel}";
var period = "60";

var periodText = "last hour";

var ml = encodeURIComponent (model name) ;
var rl encodeURIComponent (resource name) ;
var 11 encodeURIComponent (rollup level);

var targetURL = "https:// <TBSM
server>:16311/ibm/report launcher/TNSQMReportServlet?model name=" + ml +
"&resource name=" + rl + "&rollup level=" + 11 + "&period=" + period;

var eventObject =

{

'name': 'http://ibm.com/isclite#launchPage’,
'NavigationNode': navigation node,
'pagelInstanceRef': 'null',

'switchPage': 'true',

'customer name': customer name,

'sla name': sla name,

'sla clause name': sla clause name,

'slo name': slo name,

'resource name' : resource_name,

'model name': model name,

'rollup level': rollup level,
'period': period,
'periodText': periodText,
'targetURL': targetURL

}i

{$appletparam.portletNamespace}sendPortletEvent ( eventObject );



Select the following Access Criteria classes:

Access Criteria

Groupg Class

Available:

AAS Generic

Aastra CWVX

Acme Packet - Net-Net
ADC Metrica NFR

ADIR Technologies

Adlex Inc.

Adtran

ADWA AG Optical Networki
Agilent

-

Selected:

=

<<

Service Assure alarm forwarg
Service Assure KQI State C
EEREREEEWER Service Assure alarm

=
=

Repeat this process for each item you want to add to the KQI history menu in WebGUI, altering the period (in
minutes) and periodText (period description) variable for each menu item.

7.2.3 Opening KQI history chart directly from Tivoli Integrated Portal

The chart can aso be opened directly from the Tivoli Integrated Portal menus. In this case the user must supply
all required parameters. Click the page you created from section 7.1.2. An error like the one below will appear
dueto the lack of required parameters.

Error - KQI History

TIPCHOOOGE

-~
An error occurred while collecting data for
the chart, check the web service data
@ source. : Cannot execute the statement.
ODAKQI-0053 : If period parameter not
specified both start and end parameters

must be specified :

s

Figure 85: Chart err

or dialog

1. Click OK and then expand the chart controls by clicking the button highlighted below.



J kgi install...

History

Figure 89 : Chart menu
2. Click the Preferences button highlighted below.

J kqgi install... |

KQI History

@8 E e & w7

Figure 90 : Preferences button

3. A window like the one below will appear. Select the Parameter stab, enter the required parameters (see
Section 7.2.1 for an overview of each parameter) and click OK



Preferences

General

Options i—
@ ‘When available, use parameter values passed via context from other

portlets
Always use the default parameter values

statt

end
sla_clauze_name
sla_name

TESCUICE Natme

QK Cancel

Figure 91: Chart parameters

7.3 Uninstalling the KQI history chart and Report Launcher on Tivoli
Business Service Manager

The uninstall script must be run as the user that installed the original Tivoli Business Service Manager system.
Thisisanon-root user on UNIX systems. The uninstallation script will ask the user for several pieces of infor-
mation. These are;

1) Thelocation of the Tivoli Integrated Portal installation into which to install the chart. Thisistypicaly
the value of the environment variable T1p_HoME.

2) TheTivoli Integrated Portal profile name. Thisistypically T1pprofile.

3) TheTivoli Business Service Manager profile name. Thisistypically Tesuprofile.

4) TheTivoli Integrated Portal Administrator username. Thisis the username used to administer the Tivoli
Integrated Portal installation, for example: tipadmin.

5) TheTivoli Integrated Portal Administrator password. Thisis the password used to administer the Tiv-
oli Integrated Portal installation.

The script will uninstall the charts and report launcher components and restart Tivoli Integrated Portal. The
script logs information to files with names like configure_nsbound.12345.log in the sT1p_HOME/1logs/tnsqgm
directory.

Important: If you have hosted the Tivoli Business Service Manager data and dashboard servers on separate
platforms, then you must run the uninstallation script on both platforms,




7.3.1.1 To start uninstallation on Windows server platform

To uninstall the charts and report launcher components on a Tivoli Business Service Manager Windows server
system open a command prompt and change to the directory to which the batch file (configure nsbound.bat,
see Step 1 in Section 7.1.1) was copied. Execute the following command as the user that originally installed
Tivoli Business Service Manager :

# configure nsbound.bat -remove

When prompted to remove KQI History charts, enter Y.

7.3.1.2 To start the uninstallation on a platform other than Windows

To uninstall the charts and report launcher components on a Tivoli Business Service Manager system other than
aWindows server open a shell and change to the directory to which the script file (configure nsbound, see
Step 1in Section 7.1.1) was copied. Execute it as the user that originally installed Tivoli Business Service Man-
ager with:

# ./configure nsbound -remove
# ./configure nsbound -remove shared library

When prompted to remove KQI History charts, enter Y.

7.3.1.3 Installation information

As part of the uninstallation adirectory called tnsqmiogs will be updated inside the 10gs directory in the Tiv-
oli Integrated Porta installation directory (specified in Step 1, Section 7.1.2). The uninstall will log information
here. The amount of information logged can be changed by editing the property comnitel.log.level in
$WMCROOT/conf/logging/default.properties.user inthe Tivoli Netcool Service Quality Manager
configuration. See the IBM Tivoli Netcool Service Quality Manager AlX and Solaris System Administration
Guide for full details of how to do this.

Once the uninstallation is complete, then any Tivoli Business Service Manager pages referencing these charts
should be updated or deleted.

7.4 Additional Notes

SLO Rule Processing

If an SLO is created with two or more rules with equal priority that are evaluated against the same set of re-
sources, then when abatch of input dataiis processed, two or more data points will exist for each resource (a
data point will exist for each rule per resource). This means that when the SLO history chart is opened, multiple
data points will be displayed in the chart for each time period where the SL O was eval uated.

Changing saserver LDAP password



If the saserver LDAP password is changed on the Tivoli Netcool Service Quality Manager core server (viathe
update Idap_password command), then the password change must be manually propagated to the report
launcher component on the Tivoli Business Service Manager dashboard server. Thisis achieved viathe follow-

ing steps:

1. Display the new encrypted saserver LDAP password on the Tivoli Netcool Service Quality Manager
core server by running the following command as user saserver:

#grep credentials ${WMCROOT}/conf/ldap/default.properties
A linelike the following will be displayed:
java.naming.security.credentials=QAESQ:54F37930938A0557E7A7EFCF3D010DBC

2. Onthe Tivoli Business Service Manager dashboard server edit the configure_nsbound (or config-
ure_nsbound.bat script for a Windows platform). See section 7.1 for details of the location of thisfile.
Replace the encrypted password with the new value. Search for aline like the following linein the file
and replace the value with the new value displayed in step 1.

SQMLDAP PASSWD=@AES@:1E87D72B20881ED1E492C4880B61175F
Save the updated configure _nsbound file (or configure_nsbound.bat for a Windows platform).

3. Uninstall and re-install the KQI history charts and report launcher components as described in this
chapter, i.e. run the following commands:

UNIX:
# configure nsbound —-remove
# configure nsbound
Windows:
# configure nsbound.bat -remove
# configure nsbound.bat

See sections 7.1 and 7.3 for further details.

7.5 Business Objects Report Configuration

7.5.1 Launching a BusinessObjects report from Tivoli Business Service Manager ser-
vice tree

This section describes how to add a new menu item to the existing Tivoli Business Service Manager

launch menu:
[1] cABTGHF1 <o ) = 0
[} cacHesse KL Histary ¥ Ei o
ﬂ] CAGRA0DT Launch to P Show Service Quality (TNSQM)
ﬂ] EDJHMLO éShu:uw Service Report (BO XI) ;
ED FGHDKE7S Show Customer Experience (TMCEM)

ED HAGFGDES Show Trouble Ticket (TSRM)



Figure 92: Launch BusinessObjects Menu

Create an action which will be used to launch Service Reports, following the procedure detailed in the
section Creating Launch Actions. Update any of the values used in the example Action URL here as

appropriate.

Note: If copying and pasting the script examples below care must be taken to ensure that no new line
deliminators are introduced due to wrapping of the text onto anew line.

Complete the various action attributes as follows:

Action Name: ShowServiceReport
Action Display Name:  Show Service Report (BO XI1)
Action Description: Description of action
Action URL:
{"uri": "dojo.require('dojo.string');var endDate = new Date();var startDate =
new Date();startDate.setTime (endDate.getTime() - period );var start =

dojo.string.pad (startDate.getDate(), 2) + '/' + dojo.string.pad((startDate.getMonth ()
+ 1), 2) + '/' + startDate.getFullYear () !
dojo.string.pad(startDate.getHours (), 2)
dojo.string.pad(startDate.getMinutes(),
dojo.string.pad(startDate.getSeconds (),
dojo.string.pad(endDate.getDate (), 2) +
1), 2) + '/' + endDate.getFullYear () + '
':'" + dojo.string.pad(endDate.getMinutes (
dojo.string.pad(endDate.getSeconds (),

2) ;dojo.registerModulePath ('com.ibm.tivoli.unitas"','/ibm/report launcher/js/modules/c
om/ibm/tivoli/unitas') ;dojo.require ('com.ibm.tivoli.unitas.js.widget.reportSelectorDi
alog.ReportSelectorDialog') ;var dialogArgs = { dialogWidth: '400',dialogHeight:

+ +
A
2) + "'+
2);var end =
'/' + dojo.string.pad((endDate.getMonth () +

' + dojo.string.pad(endDate.getHours (), 2) +
), 2) + '":' +

'450', model name: ' model name ',resource name: ' resource name ',rollup level:

' rollup level ',start: ' start ',end:

' end ',frameSrc:'/ibm/report launcher/boreports/boReports.jsp',autoHeight:16};var
popup = new
com.ibm.tivoli.unitas.js.widget.reportSelectorDialog.ReportSelectorDialog(dialogArgs)
;popup.show () ;", "sendToSelf": "false", "launchType": "JavaScript"}

Action Frame: javascript:new parent.TBSM executeCMSAction( URL );

The report launcher accepts anumber of parameters which are passed from the currently selected item
in the Tivoli Business Service Manager service tree or service viewer via substitution variable refer-
ences. These references are the attribute name with a double underscore appended before and after the
name, suchas__attributeName . Seesection 4.1 for more details.

In this example, the KQI name used by the report launcher is passed from the Tivoli Business Service
Manager serviceinstanceviathe” resource name " additional attribute and the KQI model name
viathe“__model_name_ " additional attribute. These must be changed according to your particular
service configuration.

These parameters are detailed in atable below.



2. Copy the IntegrationTools.xml menu action configuration file from the TBSM database to your tem-
porary file directory, at acommand prompt type::

$TBSM_HOME/XMLtoolkit/bin/getArtifact.sh -name IntegrationTool s.xml -category menuactions -
subcategory submenuaction -directory <temp>

Provide the appropriate credentials when prompted.

3. Inatext editor, open the IntegrationTools.xml file and locate the nextAction tags in the XML defini-
tion:

<nextAction name="ShowManagedSystem"/>
<nextAction name="SoaLaunch"/>

<nextAction name="ShowHOPViewLocal"/>
<nextAction name="ShowHOPViewRemote" />
<nextAction name="ShowPhysicalTopology"/>
<nextAction name="ShowChangeHistory"/>
<nextAction name="ShowCIDetails"/>
<nextAction name="ShowOpenServiceRequest"/>
<nextAction name="ShowViewIncidents"/>
<nextAction name="ShowOpenProcessRequest"/>
<nextAction name="ShowViewChanges"/>

<nextAction name="TPCLaunch"/>

4. Add anew nextAction tag and use the actionName of the new launch action, ShowServiceReport, for
the name field. Put it relative to the existing nextAction tags in the order that you want to see it on the
submenu.

5. To copy the updated IntegrationTools.xml file into the TBSM database, at a command prompt type:

$TBSM_HOME/XMLtoolkit/bin/putArtifact.sh -name <temp>/IntegrationTools.xml -category menuac-
tions -subcategory submenuaFction

Provide the appropriate credentials when prompted.

6. To reinitialize the custom launch actions on the Dashboard server, at a command prompt type:
cd $TBSM_HOME/bin

rad_reinitcanvas <TIP_username> <TIP_password>

Parameter Description

model name The KQI model name (not the KQI friendly name, for exam-
ple: AttachDur_Gb_CellArea PP instead of “ Average Attach
Duration”).




resource name (op- A semi-colon separated resource list, for example: for asim-

tional) ple resource type this could be “SGSN_34", for a hierarchical
resource type this could be “USA;West;Atlanta;Cell 123",

start (optional) A start time for the KQI history chart, the date format used
must match that of the Business Objects server.

end (optional) An end time for the KQI history chart, the date format used
must match that of the Business Objects server.

7.5.2 Opening a BusinessObjects report from WebGUI Active Event List

Asdetailed in section 1.1 amenu item can be added to the WebGUI Active Event List which allows you to
select an event and launch a BusinessObjects report for the context specified by the event. The BusinessOb-
jects report can be opened from both SLA events and SLO events generated by the Tivoli Netcool Service
Quality Manger. The following is an example of a menu item that passes start and end times to the Business
Objects report. In this example, the end time is set to the current time and the start time is set to one hour pre-
viously. Similar menu items can be added for other durations, for example, 1 day, 1 week and so on, by ad-
justing the start time variable in the script. To change the start time variable in the script replace the 3600000
milliseconds value.

Follow the steps outlined in section 1.1. Fill the fields as in the following sample and click Save.

Note: If copying and pasting the script example below care must be taken to ensure that no new line delimina-
tors are introduced due to wrapping of the text onto anew line

Name: LaunchBOReportlHour
Type.: Script
Script Commands:

dojo.require('dojo.string');

var endDate = new Date ()

var startDate = new Date();

startDate.setTime (endDate.getTime () - 3600000) ;

var start = dojo.string.pad(startDate.getDate(), 2) + "/" + dojo.string.pad((sta
rtDate.getMonth() + 1), 2) + "/" + startDate.getFullYear() + " " + dojo.string.p
ad(startDate.getHours (), 2) + ":" + dojo.string.pad(startDate.getMinutes(), 2) + ":"
+ dojo.string.pad(startDate.getSeconds (), 2);

var end = dojo.string.pad(endDate.getDate(), 2) + "/" + dojo.string.pad((endDate
.getMonth () + 1), 2) + "/"™ + endDate.getFullYear() + " " + dojo.string.pad (endDa
te.getHours (), 2) + ":" + dojo.string.pad(endDate.getMinutes(), 2) + ":" +
dojo.string.pad(endDate.getSeconds (), 2);

var model name = "{@TNSQM KQI}";
var resource name = "{Q@TNSQM ResourceName}";
var rollup level = "{@TNSQM RollupLevel}";

dojo.registerModulePath ('com.ibm.tivoli.unitas"','/ibm/report launcher/js/modules
/com/ibm/tivoli/unitas');
dojo.require('com.ibm.tivoli.unitas.js.widget.reportSelectorDialog.ReportSelecto
rDialog');

var dialogArgs = { dialogWidth: '400',dialogHeight: '400',model name:model name,



re-
source name:resource name,rollup level:rollup level,start:start,end:end, frameSrc:'/ib
m/report launcher/boreports/boReports.]

sp',autoHeight:16};

var popup = new com.ibm.tivoli.unitas.]js.widget.reportSelectorDialog.ReportSelec
torDialog(dialogArgs) ;

popup.show () ;

Note: In the example, the dates are defined in European format (dd/mm/yyyy HH:mm:ss). If required, these
can be defined in US format (mm/dd/yyyy HH:mm:ss).

Select the following Access Criteria classes:

Access Criteria

Group Class

Available: Salected:

AAL Generic o Service Assure alarm forwarg
Aastra CWX = Service Assure CEM Alarms
Acme Packet - Net-Net = Service Assure KQI State Ch

Service Assure SLA Violation

ADC Metrica NFR
ADIR Technologies

Adlex Inc.

Adtran -
ADvaA AG Optical Netwaorlki
Agilent 5 £




8 Launching Resource Viewer

8.1 Preparing for installation
Complete the following stepsto install the Resource Viewer on Tivoli Business Service Manager.

8.1.1 Copy required files

The following files must be copied from the IBM® Tivoli® Netcool® Service Quaity Manager system to a
location on the Tivoli Business Service Manager Dashboard server. . These files should be copied so that they
are readable by the user that installed the original Tivoli Business Service Manager system.

Tivoli Business Service Manager Dashboard Server:

1. Aninstall script:
o For UNIX or Linux Tivoli Business Service Manager systems copy the following file:
SWMCROOT/admin/core-conf/install/scripts/configure nsbound

o For aWindows Server Tivoli Business Service Manager system copy the following file:
$WMCROOT/admin/core-conf/install/scripts/configure nsbound.bat

2. A resource viewer web archive file (war file):
O $WMCROOT/isc/module/resource viewer.war

8.1.2 Gather required information

When installing the Resource Viewer, the installation script prompts you for the values of several configura-
tion variables. These are used to populate servlet initialization parameters in the application's web deploy-
ment descriptor. Before running the installation script, determine the appropriate values for these variables.

The prompts are as follows:

o Enter the SLA KQI History chart page unigue name
This is the unique page name assigned to the service-level agreement (SLA) key quality in-
dictator (KQI) History Chart. See Section 7.1.3, step 10, for details on where this unique
name is defined. This valueis saved to the application's deployment descriptor as the value of
the initialization parameter s1a.kgi.history.navnode.

o Enterthe SLO KQI History chart page unique name
Thisis the unique page name assigned to the service-level objective (SLO) KQI History
Chart. See Section 7.1.3, step 10, for details on where this unique name is defined. Thisvalue
is saved to the application's deployment descriptor as the value of the initialization parameter
slo.kgi.history.navnode.



o

o

o

Enter the Report Launcher context root

This is the context root of the Report Launcher web application. Unless the application's con-
text root has been manually changed to a value other than the default, accept the default
value, /ibm/report launcher. Thisvalueis saved to the application's deployment de-
scriptor as the value of the initialization parameter report.context.root.

Enter the Report Launcher target URL
Thisisthe URL at which the ReportServlet has been deployed as part of the Report Launcher
installation. The URL is used by the Resource Viewer Portlet to open the Report Launcher
dialog, and as such must have the format given below.

<proto-
col>://<host>:<port>/<contextpath>/<servletname>?model name={0}&amp;r
esource name={l}&amp;rollup level={2}&amp;period={3}

Theinstallation script will suggest a default value using the default values configured by the
Report Launcher installation script, configure nsbound, €g.

https://<hostname>:16311/ibm/report launcher/TNSQMReportServlet?model
_name={0}&amp; resource name={l}&amp;rollup level={2}&amp;period={3}

Thisvalue is saved to the application’'s deployment descriptor as the value of the initialization
parameter report.target.url.

Enter the AEL Alarm date format
This parameter describes the date format used to represent datesin Active Event List events.
The default provided by the installation script iSEEE MMM d HH:mm:ss z yyyy. This
value is saved to the application's deployment descriptor as the value of the initialization pa-
rameter alarm.date. format.

8.2 Installing the Resource Viewer on Tivoli Business Service Manager

Theinstall script must be run as the same user that installed the original Tivoli Business Service Manager sys-
tem. Thisisanon-root user on UNIX® systems. The installation script will ask the user for the following

information:

1. Thelocation of the Tivoli Integrated Portal installation into which to install the chart. Thisistypically
the value of the environment variable T1p_HowME.

2. TheTivoli Integrated Portal profile name. Thisistypicaly Tipprofile.

3. TheTivoli Business Service Manager profile name. Thisistypically TesMprofile.

4. TheTivoli Integrated Portal administrator username. Thisis the username used to administer the Tiv-
oli Integrated Portal installation, for example: tipadmin.

5. TheTivoli Integrated Portal Administrator password. This is the password used to administer the Tiv-
oli Integrated Portal installation.

6. The various prompts described in section 8.1.1.



The script will install the Resource Viewer component and restart Tivoli Integrated Portal. The script logsin-

formation to files inthe sT1p_HOME/logs/tnsamlogs directory. For example, config-
ure nsbound.12345.1og

Toinstall the Resource Viewer component on a Tivoli Business Service Manager system, open ashell and
change to the directory to which the script file (configure nsbound) was copied.

Note: The script must have execute permissions for the user that originaly installed Tivoli Business Service
Manager.

Execute the script as the user that originally installed Tivoli Business Service Manager:
1. Update the the data server and dash server:
# ./opt/IBM/tivoli/tbsm/bin/setupTBSMData.sh
2. # chmod +x configure nsbound

3. # ./configure nsbound -install resource viewer

8.2.1 Installation information

Aspart of theinstallation adirectory caled tnsqmiogs will be created inside the 10gs directory in the Tivoli
Integrated Portal installation directory (specified in Step 1, Section 8.1.2). The installation will log informa-
tion here. The amount of information logged can be changed by editing the property comnitel.log.level in
SWMCROOT/conf/logging/default.properties.user inthe Tivoli Netcool Service Quality Manager
configuration. For more information, see the IBM Tivoli Netcool Service Quality Manager AlX and Solaris
System Administration Guide.

8.3 Configuring Resource Viewer launch from WebTop Active Event List

Asdetailed in section 4.2 of this document, a menu item can be added to the WebTop Active Event List which
allows you to select an event and launch a view containing associated resources for the selected SLA Clause
or SLO event.

Table 5: Parameters required by the Resource Viewer Portlet

Parameter Description
model_name KQI Model name. This parameter is always passed.
sla name SLA name. This parameter is passed when launching in the

context of an SLA.

sla_clause name SLA clause name. This parameter is passed when launching
in the context of an SLA.

slo_name SLO name. This parameter is passed when launching in the
context of an SLA.




startTime Event start time. Used only for launches from the WebTop
Active Event list.

endTime Event end time. Used only for launches from the WebTop
Active Event list.

When set to “true’, will only show latest assessment values
associated with aresource. When unset or set to “false”’, the

showLatest parameters startTime and endTime must be defined.

include kqi data This parameter is passed from the resource viewer to
SLA/SLO KQI History charts when launching a chart from a
resource. For adescription of this parameter, see Section
7.2.1.

To launch from the active event list for the period associated with a given event, follow the steps outlined in
the document referenced above, defining the launch action as follow. Fill the fields as in the following table
and click “Save.”

Note: If copying and pasting the script example below care must be taken to ensure that no new line delimi-
nators are introduced due to wrapping of the text onto anew line

Name LaunchResourceViewer
Type Script
Script var model name = "{QTNSQM KQI}";

var startTime = encodeURIComponent ("{Q@TNSQOM StartTime}");
var endTime = encodeURIComponent ("{Q@TNSQOM EndTime}");

var slo name = "{@TNSQM SQMSLO}";
var customer name = null;

var sla name = null;

var sla clause name = null;

var showLatest = "false";

var include kqi data = "false";

if (!slo_name) {
customer name = "{@Customer}";
sla name = "{@TNSQM SLA}";
sla clause name = "{Q@TNSQM Clause}";




customer name = encodeURIComponent (customer name) ;
sla name = encodeURIComponent (sla name) ;
sla clause name = encodeURIComponent (sla clause name);

} else {

slo name = encodeURIComponent (slo name) ;
}
model name = encodeURIComponent (model name) ;

var eventObject =

{

'name': 'http://ibm.com/isclite#launchPage’,
'NavigationNode':
"com.ibm.sa.sgm.tbsm.resourceviewer.navigationElement.FirstPo
rtlet",

'pagelInstanceRef': 'null',

'switchPage': 'true',

'customer name': customer name,

'sla name': sla name,

'sla _clause name': sla clause name,

'slo name': slo name,

'model name': model name,

'startTime': startTime,

'endTime': endTime,
'include kgi data': include_ kgi data,
'showLatest': showLatest

}i

{Sappletparam.portletNamespace}sendPortletEvent (eventObject) ;

To launch from the active event list and display only the most recent clause assessment values, set the pa-
rameter showLatest t0 “true”, asdetailed in the following example:

Note: If copying and pasting the script example below care must be taken to ensure that no new line delimi-
nators are introduced due to wrapping of the text onto anew line

Name LaunchResourceViewerLatest

Type Script

Scﬂpt var model name = "{@TNSQM KQI}";
var slo name = "{@TNSQM SQMSLO}";
var customer name = null;

var sla name = null;

var sla clause name = null;

var showLatest = "true";

if (!slo_name) {
customer name = "{@Customer}";
sla name = "{@TNSQM SLA}";
sla clause name = "{Q@TNSQM Clause}";

customer name = encodeURIComponent (customer name) ;
sla name = encodeURIComponent (sla name) ;
sla clause name = encodeURIComponent (sla clause name) ;




} else {
slo name = encodeURIComponent (slo name) ;

}

model name = encodeURIComponent (model name) ;
var eventObject =

{

'name': 'http://ibm.com/isclite#launchPage’,
'NavigationNode':
"com.ibm.sa.sgm.tbsm.resourceviewer.navigationElement.FirstPo
rtlet",

'pageInstanceRef': 'null',

'switchPage': 'true',

'customer name': customer name,

'sla name': sla name,

'sla _clause name': sla clause name,

'slo name': slo_name,

'model name': model name,

'showLatest': showLatest

i

{Sappletparam.portletNamespace}sendPortletEvent (eventObject) ;

8.4 Configuring Resource Viewer launch from TBSM Service Tree

Asdetailed in section 4.1, new “action” menu items can be added to the standard Tivoli Business Service
Manager context sensitive menu. The following launch action can be used to open a portal page containing
the Resource Viewer ;

<openURLAction description="Launch Resource Viewer"
displayName="Launch Resource Viewer"
enableDisableExpression=""'_model name ' != 'NULL'"
name="LaunchresourceViewer" permissionCheckerClass-
Name="com.micromuse.sla.map.AVCheckRADInstanceP ermissionsImpl"
roleRequired="ncw_user"
target="javascript:new parent.TBSM executeCMSAction( URL );"
visibleInGUI="true">
{

"portletPageID":
"com.ibm.sa.sgm.tbsm.resourceviewer.navigationElement.FirstPortlet",
"sendToSelf": "false",
"portletNamespace": " portletNamespace ",
"iscNamespace": " iscNamespace ",
"launchType": "PORTAL PAGE",
"parameters": [
{ "name": "customer name", "value": " customer name "},
{ "name": "sla name", "value": " sla name "},
{ "name": "sla clause name", "value": " sla clause name "},
{ "name": "slo name", "value": " slo name "},
{

"name": "model name", "value": " model name "},



{ "name": "showLatest", "value": "true"},
{ "name": "include kgi data", "value": "true"}

]

}
</openURLAction>

8.5 Uninstalling the Resource Viewer on Tivoli Business Service Man-
ager

8.5.1 Overview

The uninstall script must be run as the user that installed the original Tivoli Business Service Manager system.
Thisisanon-root user on UNIX systems. The uninstall script will ask the user for several pieces of informa-
tion. These are:

1. Thelocation of the Tivoli Integrated Portal installation into which to install the chart. Thisistypically
the value of the environment variable Ttp_HowmE.

2. TheTivoli Integrated Portal profile name. Thisistypicaly T1pprofile.

3. TheTivoli Business Service Manager profile name. Thisistypically TesMprofile.

4. TheTivoli Integrated Portal Administrator username. Thisis the username used to administer the
Tivoli Integrated Portal installation, for example: tipadmin.

5. TheTivoli Integrated Portal Administrator password. Thisis the password used to administer the
Tivoli Integrated Portal installation.

The script will uninstall the resource viewer component and restart Tivoli Integrated Portal. The script logs
information to files with names like configure_nsbound.12345.1og inthe $sT1P_HOME/1ogs/tnsqm directory.

8.5.2 Procedure

To uninstall the Resource Viewer component on a Tivoli Business Service Manager system, open a shell and
change to the directory to which the script file (configure nsbound, See Step 1 in Section 7.1.1) was copied.
Execute it as the user that originally installed Tivoli Business Service Manager with:

# ./configure nsbound -remove resource viewer

8.5.2.1 Installation information

As part of the uninstallation adirectory called tnsgmlogs will be updated insidethe 1ogs directory in the
Tivoli Integrated Portal installation directory (specified in Step 1, Section 7.1.2). The uninstall will log infor-
mation here. The amount of information logged can be changed by editing the property comnitel.log.level
in $WMCROOT/conf/logging/default.properties.user intheTivoli Netcool Service Quallty Manager
configuration. See the IBM Tivoli Netcool Service Quality Manager AlX and Solaris System Administration
Guide for full details of how to do this.



9 Displaying Tivoli Netcool Service
Quality Manager metrics in Tivoli
Business Service Manager dashboards

This chapter describes the steps needed to customize a|BM® Tivoli® Business Service Manager service
tree to include Service Quality Manager metrics such as key quality indicator (KQI) values from IBM Tivoli
Netcool® Service Quality Manager.

The metrics will be retrieved from Tivoli Netcool Service Quality Manager using Tivoli Business Service
Manager data fetchers. Data fetchers can be configured to query adata source at intervals and then provide
the data returned from the query to Tivoli Business Service Manager for use in determining the status of a
service.

The incoming rules and the numeric formularulesin Tivoli Business Service Manager will filter and format
the data retrieved from data fetchers. Finaly, the service treein Tivoli Business Service Manager will map
the filtered and formatted data to individual servicesin the service tree.
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Figure 93: Tivoli Netcool Service Quality Manager metrics (availability and usage) in a service tree

Tivoli Netcool Service Quality Manager metrics can be included in Tivoli Business Service Manager service
trees by performing the following tasks:

1. Create adatasource.

2. Create adatafetcher.

3. Create an incoming rule for a service template.

4. Create anumeric formularule for a service template.
5

Configure a service tree.



9.1 Creating a data source

A data source provides connection information to an external source of data (for example, arelationa data-
base) that contains information which affects the status of servicesin your service model.

Before creating a data source, copy the necessary Oracle JDBC drivers from the Tivoli Netcool Service
Quality Manager server to the Tivoli Business Service Manager server. Perform the following steps:

1. Copy thefollowing files from $WMCROOT/lib/tp on the Tivoli Netcool Service Quality Manager
server to atemporary location on the Tivoli Business Service Manager server:

oraclecharsetsjar
oraclecharsets10.jar
oraclejdbc.jar
oraclejdbcl0.jar

2. Stop the Tivoli Business Service Manager server.
3. Copy the IDBC driver files referenced in step 1 to $TBSM HOME/tbsm/dsalib
4. Restart the Tivoli Business Service Manager server.

The SQL type and the connection information must be specified for a data source. In the case of a Tivoli Net-
cool Service Quality Manager metric, Oracle is the SQL type and the database connection information such as
username, password, hostname, port and SID will be specified.

Example:
SQL Type: Oracle
Data Source Name; sadb
Username: saserver
Password: Saserver0l
Hostname: sherkinzl.cork.ie.ibm.com
Port: 1521
SID: sadb

9.2 Creating a data fetcher

Data fetchers query a data source periodically and then provide the data returned from the query to Tivoli
Business Service Manager for use in determining the status of a service.

The query interval and the query expression shall be specified for a data fetcher. In the case of Tivoli Netcool
Service Quality Manager metrics, the query which returns the latest KQI values for a particular resource type
will be specified.

Example:

SELECT resourcetype.userlabel, kgimode.modelname, kgivalue.value, kgivalue.endtime
FROM sa hst kgivalue kgivalue, sa hst kgimodel kgimode, nc enterprise resourcetype
WHERE kgivalue.modelpkuid = kgimode.modelpkuid



AND kgimode.modelname IN (
SELECT modelname
FROM (
SELECT modelname, resourcetype fk FROM sa kqgi simplemodel
UNION
SELECT modelname, resourcetype fk FROM sa kgi combmodel
)
WHERE resourcetype fk = (SELECT pkuid FROM sa res restype WHERE userlabel = 'En-
terprise’)
)
AND kgivalue.residl = resourcetype.enterprise id
AND kgimode.MODIFYORDELDATE is null
AND kgivalue.endtime = (
SELECT max (kgivalue2.endtime)
FROM sa hst kgivalue kgivalue2
WHERE kgivalue2.modelpkuid = kgivalue.modelpkuid
AND kgivalue2.residl = kgivalue.residl

Thisisthe query for the latest KQI values for resource type ‘ Enterprise’.
Here is a sample of the output of this query:

& View Data: sadb - Mozilla Firefox =JIOJES
(h_'] ‘ https: ffaskeaton.cork.ie.ibm.com: 16316 /ibm/slafrad/databrowser ViewData, faces?jsfid=1249909009672_viewdata
: =
First number of rows returned: |20 = Refresh
ENDTIME | MODELNAME | userLaBEL| VALUE | [m]
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_Latency BMW 5 [
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_lUsage BMW 178.7109375
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_Packetloss BMW 0.01639344262295083
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_~Availability BMW 1
2009-08-10 14:08:00.0 IPVPN_PM_Enterprice_Downtime BMW o]
2009-08-10 14:08:00.0 IPVFN_PM_Enterprise_litter BMW o
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_Latency ACME 5
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_lUsage ACME 239.0625
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_Packetloss ACME 0.019607843137254943
2009-08-10 14:08:00.0 IPVPN_PM_Enterprice_Availability ACME 1
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_Downtime ACME o]
2009-08-10 14:08:00.0 IFVFPN_FM_Enterprise_litter ACME 5
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_Latency Ford 5
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_lUsage Ford 128.41796875
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_Packetloss Ford 0.011406844106463884
2009-08-10 14:08:00.0 IPVFPN_PM_Enterprise_Availability Ford 1 I |
2009-08-10 14:08:00.0 IPVPN_PM_Enterprise_Downtime Ford 0 ™|
TAAN OO AN 440000 A TILIMAL P Crdmemeiens T Crmwed c =
Close
Daone askeaton.cork.ie.ibm.com: 16316 |} #

Figure 94: Sample data fetcher output

In order to obtain the latest KQI values for different type of resource then replace ‘nc_enterprise’ with another
resource type table name and ‘ Enterprise’ with the new resource type name.

For instance, use ‘nc_vpnlink’ as resource type table name and ‘VpnLink’ as resource type name in order to
obtain the latest KQI values for ‘VpnLink’ resource type.

The following query returns alist of available resource type name and resource type table name pairs:

SELECT restype.userlabel, rollupLabels.instance tablename
FROM SA RES RESTYPE restype, SA RES ROLLUP LABELS rollupLabels



WHERE restype.userlabel = rollupLabels.name

The following is an example Tivoli Business Service Manager radshell command to create a data fetcher for a
Tivoli Netcool Service Quality Manager ‘ Enterprise’ resource type:

createDataFetcher ("VPNEnterprise Metrics",

60000,

300000,

5,

-1,

-1,

"sadb",

"SELECT resourcetype.userlabel, kgimode.modelname,
kgivalue.value, TO_CHAR (kgivalue.endtime, 'MM/DD HH24:Mi') AS endtime FR
OM sa hst kgivalue kgivalue, sa hst kgimodel kgimode, nc enterprise resourcetype
WHERE kgivalue.modelpkuid = kgimode.modelpkuid AND kgimode.

modelname IN ( SELECT modelname FROM ( SELECT modelname, resourcetype fk FROM
sa_kgi simplemodel UNION SELECT modelname, resourcetype fk

FROM sa kgi combmodel ) WHERE resourcetype fk = (SELECT pkuid FROM sa res restype
WHERE userlabel = 'Enterprise') ) AND kgivalue.residl =
resourcetype.enterprise id AND kgimode.MODIFYORDELDATE is null AND
kgivalue.endtime = ( SELECT max (kgivalue2.endtime) FROM sa hst kgivalue

kgivalue2 WHERE kgivalue2.modelpkuid = kgivalue.modelpkuid AND kgivalue2.residl
= kgivalue.residl )",
false,
false,

nn);

In this example the query runs every minute. Note that in this query, the ‘endtime’ value is formatted using the
“TO_CHAR” SQL syntax.

See Tivoli Business Service Manager documentation for full radshell command syntax. Thisis available from
the IBM Tivoli Business Service Manager Information Center at

http://pic.dhe.ibm.com/infocenter/tivihel p/v3r1/index.jsp?topic=%2Fcom.ibm.tivoli.itbsm.doc_6.1%2Fwelcome.htm

9.3 Creating an incoming status rule for a service template

Incoming status rules are sets of conditions that allow Tivoli Business Service Manager to obtain general or
detailed status parameters from field values in incoming ObjectServer events or other data such as data fetch-
ers.

The data feed and the data filtering information shall be specified for an incoming status rule. In the case of a
Tivoli Netcool Service Quality Manager metric, a data fetcher will be used as a data feed and a resource name
and KQI name will be used as data filtering information.

Based on the previous data fetcher example (section 9.2), we can create an incoming status rule based on a
numeric value:

Rule Name: JitterVaueRule
Data Feed: VPNEnterprise_Metrics
Available Instance Name Fields: USERLABEL

Available Filter Fields: MODELNAME



Filter Expression: MODELNAME = IPVPN_PM_Enterprise_Jitter
Output Expression: VALUE

This configuration uses a data fetcher which returns the latest KQI values for the ‘ Enterprise’ resource type,
and filters the values by the model name ‘IPVPN_PM_Enterprise Jitter’.

Thefollowing is an example of a Tivoli Business Service Manager radshell command to create such anin-
coming status rule for a new template called * Company’:

createTemplate (
"Company",

"cloud svg.gif"

) i
setTemplateDescription (
"Company",

"test template"

)

addNewRawAttribute ("Company",

"JitterValueRule",
new String[] { "Default Class(0)" 1},
new String[] { "USERLABEL" },

1,
"VPNEnterprise Metrics" );

addRawAttributeThresholdSet ("Company",
"JittervValueRule",
"VALUE",
null,
new String[] { "MODELNAME" 1},
new String[] { "=" },
new String[] { "IPVPN PM Enterprise Jitter" },
0

In this example the column “USERLABEL” returned by the data fetcher is used to match against the service
instance namein Tivoli Business Service Manager. For example, if the data fetcher returns rows with USER-
LABEL vauesof ‘ACME’ and ‘XY Z’, then instances of the Company template must exist with names
‘ACME' and‘XYZ'.

See Tivoli Business Service Manager documentation for full radshell command syntax. Thisis available from
the IBM Tivoli Business Service Manager Information Center at

http://pic.dhe.ibm.comVinfocenter/tivihel p/v3rl/index.jsp2topi c=%2Fcom.ibm.tivoli.itbsm.doc _6.1%2Fwelcome.htm

9.4 Create anumeric formula rule for a service template

Tivoli Business Service Manager uses numerical formula rules to combine rule-output values of different
types within the same service instance. These output values can be generated by incoming numerical status
rules or by numerical aggregation rules.

The expression shall be specified for anumerical formularule. In the case of Tivoli Netcool Service Quality
Manager metric, an expression will be specified to format an output value.



Example based on previous incoming status rule (section 9.3):

Rule Name: JitterVaue
Expression: float(int(JitterVaueRule.V aue* 1000)/1000)

This configuration formats the value returned by ‘ JitterVaueRule’ to three decimal places.

Thefollowing is an example of a Tivoli Business Service Manager radshell command to create such anu-
meric formularule for atemplate called * Company’:

addInternalAttributeToTemplate ("Company",
"JitterValue",
"float (int (JitterValueRule.Value*1000)/1000)",
null,
null,
null,
null );

See Tivoli Business Service Manager documentation for full radshell command syntax. Thisis available from
the IBM Tivoli Business Service Manager Information Center at

http://pic.dhe.ibm.com/infocenter/tivihel p/v3r1/index.jsptopic=%2Fcom.ibm.tivoli.itbsm.doc _6.1%2Fwelcome.htm

9.5 Configure a service tree

Tivoli Business Service Manager lets you modify and add the columns in custom trees in both Service Navi-
gation and Service Tree portlets.

New columns shall be added and rules will be mapped to the columns for a service tree. In the case of Tivali
Netcool Service Quality Manager metrics, columns for the Tivoli Netcool Service Quality Manager metrics
will be added to atree template and the columns will then be mapped to numeric formularules.

Y ou can aso format the display value with the ‘ Edit Policy’ option associated with the tree template editor.

Tree template policy example:

VALUE = value;

if (columnName like '.*Jitter.*') {

if (value > 15) {VALUE '<font color="red">' + value + ' ms' + '</font>';}

if (value > 10) {VALUE '<font color="#FF6600">' + value + ' ms' + '</font>';}
(

if (value <= 10) {VALUE '<font color="green">' + value + ' ms' + '</font>';}
}

This configuration appends the unit ‘ ms’ to the value in ‘ Jitter’ columns and changes the font color depending
on the value of the columns.

Note: If copying and pasting these examples care must be taken to ensure that no new line deliminators are
introduced due to wrapping of the text onto anew line.




9.6 Examples

This section provides concrete examples on how to include Tivoli Netcool Service Quality Manager metrics
for the IPVPN service in the Tivoli Business Service Manager service tree with the Tivoli Business Service
Manager graphical user interface.

The IPVPN service moduleisinstalled on the Tivoli Netcool Service Quality Manager server, and service
templates and service instances are configured in Tivoli Business Service Manager dashboards.

The required service templates are:
e Enterprise: aservice template which is associated with Enterprise resource type
e VPN: aservice template which is associates with VPN resource type

References are made to these templates in the following examples, so they should be created if they do not
aready exist. See Tivoli Business Service Manager documentation for examples of how templates and ser-
vices can be created. Thisis available from the IBM Tivoli Business Service Manager Information Center at:

http://pic.dhe.ibm.comVinfocenter/tivihel p/v3rl/index.jsp2topi c=%2Fcom.ibm.tivoli.itbsm.doc _6.1%2Fwelcome.htm

9.6.1 Example 1: IPVPN Jitter metric for Enterprise resource type

In this example, a service tree with the Enterprise resource will be customized in order to include a Tivoli
Netcool Service Quality Manager metric, in this case the “1PVPN_Enterprise Jitter” key quality indicator
from the IPVPN service module. It will result in the following portlet being displayed.
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Figure 95: IPVPN Enterprise Jitter metric example

Task 1. Creating a data source

Create a data source which pointsto the Tivoli Netcool Service Quality Manager Oracle database.

1. Select Administration—> Service Administration.

2. Inthe Service Navigation portlet, select Data from a drop-down menu.

3. Inthe Service Navigation portlet, select Create New Data Sour ce.

4. Inthe New DataSourcetab, enter the following:
SQL Type: Oracle
Data Source Name: sadb
Username: <Username>, for example:. saserver
Password: <Password>, for example: saserverOl
Hostname: <Hostname>, for example: sherkinzl.cork.ie.ibm.com
Port: 1521
SID: sadb

Disable Data Source Fail Over: Tick the check box to disable data source failover



5.
6.

Test connection to validate the connection.
If the connection is successful, click Save in the New DataSour ce tab.

7. A new entry isdisplayed in alist of data sources.

Service Navigation
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Figure 96: Tivoli Business Service Manager data source

Task 2: Creating a data fetcher

Create a data fetcher which retrieves the latest KQI values for the * Enterprise’ resource type.

APWNPE

5.
6.

Select Administration - Service Administration.

In the Service Navigation portlet, select Data Fetcher from a drop-down menu.
In the Service Navigation portlet, select Create New Data Fetcher.

Inthe New Data Fetcher tab, enter the following:

Data Fetcher Name: VPNEnterprise_Metrics

Type: SQL

Minimum Interval Between Fetches: 60

Maximum Interval Between Fetches: 300

Fetcher Interval Multiplier: 5
Data Source: sadb
SQL Query:

SELECT resourcetype.userlabel, kgimode.modelname, kgivalue.value, kgivalue.endtime
FROM sa hst kgivalue kgivalue, sa hst kgimodel kgimode, nc enterprise resourcetype
WHERE kgivalue.modelpkuid = kgimode.modelpkuid
AND kgimode.modelname IN (
SELECT modelname
FROM (
SELECT modelname, resourcetype fk FROM sa kgi simplemodel
UNION
SELECT modelname, resourcetype fk FROM sa kgi combmodel
)

WHERE resourcetype fk = (SELECT pkuid FROM sa res restype WHERE userlabel = 'En-
terprise’')
)
AND kgivalue.residl = resourcetype.enterprise id

AND kgimode.MODIFYORDELDATE is null
AND kgivalue.endtime = (
SELECT max (kgivalue2.endtime)
FROM sa hst kgivalue kgivalue2
WHERE kgivalue2.modelpkuid = kgivalue.modelpkuid
AND kgivalue2.residl = kgivalue.residl
)

Select View from View Data to vdidate the query.
If theretrieval of datais successful, click Save in the New Data Fetcher tab.



7.

A new entry isdisplayed in alist of datafetchers.
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Figure 97: Tivoli Business Service Manager data fetcher

Task 3: Create an incoming statusrule

Create an incoming status rule with avaue for the ‘' IPVPN_PM_Enterprise_Jitter’ KQI based on the data
fetcher created in the previous task.

PN

o

Select Administration 2 Service Administration.
In the Service Navigation portlet, select Templates from a drop-down menu.
Select the Enter prise template (if one does not exist, then it must be created).
In the Service Editor portlet, select the Edit template tab.
Ml
In Rulestab, select ' = Incoming Status Rule. Thiswill open Select Incoming Status Rule Type
window.
In the Select |ncoming Status Rule Type window, select the following:

Rule type: Based on aNumeric Value

In the Edit Incoming Status Rule window, enter the following:

Rule Name: JitterValueRule

Data Feed: VPNEnterprise Metrics

Available Instance Name Fields: USERLABEL

Available Filter Fields: MODELNAME

Filter Expression: MODELNAME =IPVPN_PM_Enterprise Jitter

Output Expression: VALUE



Select the fields that TESM will use to filter incoming events or other data before
processing this rule:

Available Filter Fields: Selected Filter Fields:
ENDTIME EI MODELNAME
USERLABEL
VALUE EI

[ Advanced Filter
MCDELNAME = w IPVPN_PM_Enterprise_

Enter an expression that TESM will use to determine the output value for this rule. The
expression can be either the name of a field or a statement in the TBSM expression
syntax. You can use the field list to select fields defined in the data feed.*

VALUE ENDTIME v

Figure 98: Tivoli Business Service Manager incoming rule configuration

8. Select Preview data... to preview the data. Thiswill open View Data window.

9. Vadlidate the preview data contains entitieswith MODELNAME ‘IPVPN_PM _Enterprise_Jitter’
only and click Close.

10. Click OK inthe Edit Incoming Status Rule window to save your rule.

11. A new entry isdisplayed in alist of rules.

=1 Hr i | status: B | Children: & &2 ;,Dpﬁ,';tt?m‘ &=

select: [ Twpe | Rule Mame Rul

Data Fetcher: WRMERterprise_Metrics
- B  JittervalueRule —
‘ = Metric Used: WALUE

Figure 99: Tivoli Business Service Manager incoming status rule
12. Click the Save button H to save your updated template.

Task 4: Creating a numerical formularule

Create anumerical formula rule which formats a value given by the incoming status rule created in the previ-
ous task.

Select Administration - Service Administration.

In the Service Navigation portlet, select Templates from a drop-down menu.
Select the Enter prise template.

In the Service Editor portlet, select the Edit template tab.

In the Rules tab, select ‘5?5':‘3: Create Numerical Formula Rule.
In the Edit Numerical For mula Rule window, enter the following:

ou rowbdpE

Rule Name: JitterValue
Expression: float (int(JitterValueRule.Vaue* 1000)/1000)

7. Click OK to savetherule.
8. A new entry isdisplayedin alist of rules.
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Figure 100: Tivoli Business Service Manager numeric formula

9.

Click the Save button H to save your updated template.

Task 5: Customizing a servicetree

Customize a service tree of your choice to include ‘Jitter’ value for services associated with the ‘ Enterprise’

resource type.

1. Select Administration = Service Administration.

2. Inthe Service Navigation portlet, select Services from the drop-down menu.

3. Inthe Service Navigation portlet, select Tree Template Editor.

4. Inthe Tree Template Editor window, select atemplate of your choice (anew template can be cre-
ated if required)

5. Inthe Column Configuration section, click Add new Tree Column, and enter the following:
Column Name: Jitter

6. Inthe Service Template Selection section, add the Enter prise template into Selected Templates
from Available Templates.

7. Inthe Service Template Rule mapping section, select atemplate Enterprise for Active Template,
select the following in the * @JitterValue' row.
Column Display Name: Jitter

8. A new entry isdisplayed in alist of attributes.

1
‘ r @littervalue Jitear ] |
1

Figure 101: Tivoli Business Service Manager a service tree column and rule mapping

Click the Edit policy to add an edit policy, enter the following:

VALUE = value;

if (columnName like '.*Jitter.*') {

if (value > 15) {VALUE '<font color="red">' + value + ' ms' + '</font>';}
if (value > 10) {VALUE '<font color="#FF6600">' + value + ' ms' + '</font>';}
if (value <= 10) {VALUE '<font color="green">' + value + ' ms' + '</font>';}

}
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Policy Name: GetTreeColumnValue

VALUE = wvalue; -~
if (columnName like '.*Jitter.*')

[VALUE = '<font cocleor="green™>' + wvalue + ' ms' + "</font>';

if (value > 15) [VALUE = "<fonf r="red">" + value + ' ms' + '</font>';}

if (value > 10) [VALUE = '<fon r="gFF§600">" + walue + ' ma' + '</font>':
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Figure 102: Tivoli Business Service Manager service template edit policy
10. Click the Save button H to save your updated policy.
Task 6: Validating the KQI valuein the service tree portlet

Validates Tivoli Netcool Service Quality Manager metric ‘ Jitter’ associated to services associated with ‘En-
terprise’ resource type.

1. Select Availability = Service Availability.

2. Inthe Service Tree portlet, select Edit options (icon on top-right of Service Tree portlet frame) >
Personalize, click on the View tab and select the service template name you customized in the previ-
ous task.

3. Click OK to savethe preference.

4. A new servicetreeisdisplayed with an extra column Jitter and values for each service instance asso-
ciated with *Enterprise’ resource type.

9.7 Example 2: IPVPN latency metric for the Enterprise resource type

In this example, a service tree with the Enterprise resource will be customized in order to include the Tivoli
Netcool Service Quality Manager metric, in this case “1PVPN_Enterprise _ Latency” KQI from the IPVPN
service module. It will result in the following portal page being displayed.
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Figure 103: IPVPN Enterprise latency metric example

Task 1: Creating a data source

Skip thistask if you followed task 1 in example 1.

Task 2: Create a data fetcher

Skip thistask if you followed task 2 in example 1.

Task 3: Create an incoming statusrule

Repeat exact steps 1 to 6 intask 3 in example 1, and then follow the steps below:

1. Inthe Edit Incoming Status Rule window, enter the following:



Rule Name: LatencyVaueRule

Data Feed: VPNEnNterprise_Metrics

Available Instance Name Fields: USERLABEL

Available Filter Fields: MODELNAME

Filter Expression: MODELNAME =IPVPN_PM_Enterprise_Latency
Output Expression: VALUE

Select Preview data... to preview the data. Thiswill open View Data window.
Validate the preview data contains entities with MODELNAME
IPVPN_PM_Enterprise Latency’only and click Close,

4. Click OK inthe Edit Incoming Status Rule window to save your rule.

wnN

5. Click the Save button H to save your updated template.
6. A new entry isdisplayedin alist of rules.

Task 4: Creating a numerical formularule
Repeat the steps 1 to 5 in task 4 in example 1, and then follow the steps bel ow:

1. IntheEdit Numerical Formula Rule window, enter the following:

Rule Name: LatencyVaue
Expression: float (int(LatencyVaueRule.Vaue* 1000)/1000)

Click OK to savetherule.

Click the Save button H to save your updated template.
A new entry isdisplayed in alist of rules.

ou AwWN

Task 5: Customizing a servicetree
Repeat the steps 1 to 4 in task 5 in example 1, and then follow the steps bel ow:
1. Inthe Column Configuration section, click Add new Tree Column, and enter the following:
Column Name: Latency
2. Inthe Service Template Selection section, add Enter prise template into Selected Templates from
Available Templates.
3. Inthe Service Template Rule mapping section, select atemplate Enterprise for Active Template,
select the following in ' @L atencyValue' row.

Column Display Name: Latency

4. A new entry isdisplayed in alist of attributes.
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Figure 104: Tivoli Business Service Manager a service tree column and rule mapping

5. Click Edit policy to add an edit policy, append the following:

if (columnName like '.*Latency.*') {

if (value > 15) {VALUE '<font color="red">' + value + ' ms' + '</font>';}

if (value > 10) {VALUE '<font color="#FF6600">' + value + ' ms' + '</font>';}
if (value <= 10) {VALUE '<font color="green">' + value + ' ms' + '</font>';}

}
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Policy Name: |GetTreeColumnValue

VALUE = wvalue;
if (columnName like '.*Jitter.*') |

if (wvalue > 15) [VALUE = '"<font color="red">' + wvalue + " ms' + '</font>';}
if (wvalue > 10) [VALUE = '<font color="#FFEE00">' + walue + ' m3' + '</font>';}
if (wvalue <= 10) [VALUE = '<font color="green">' + velue + ' m3' + "</ font>":]

if (columnName like '.*Latency.*') |

if (wvalue > 15) [VALUE = '<font color="red">' + wvalue + " ms' + '</font>';}
if (value > 10) [VALUE = '<font color="4FFE600">' + walue + ' m3' + '</font>';}
if (wvalue <= 10) [VALUE = '<font color="green">' + velue + ' m3' + "</font>';]

Figure 105: Tivoli Business Service Manager service template edit policy
6. Click the Save button H to save your updated policy.
Task 6: Validating the KQI valuein the service tree portlet

This task validates Tivoli Netcool Service Quality Manager metric ‘ Latency’ associated to services associated
with the ‘Enterprise’ resource type.

1. Select Availability = Service Availability.

2. Inthe Service Tree portlet, select Edit options (icon on top-right of Service Tree portlet frame) >
Personalize, click on the View tab and select the service template name you customized in the previ-
ous task.

3. Click OK to savethe preference.

4. A new servicetreeisdisplayed with an extra column ‘Latency’ and values for each service instance
associated with ‘ Enterprise’ resource type.

9.8 Example 3: IPVPN latency metric for the VPN resource type

In this example, a service tree with the VPN resource will be customized in order to include Tivoli Netcool
Service Quality Manager metric, inthiscase “IPVPN_VPN_ Latency” KQI from the IPVPN service module.
It will result in the following portal page being displayed.
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Figure 106: IPVPN VPN latency metric example

Task 1: Creating a data source

Skip thistask if you followed task 1 in example 1.

Task 2: Creating a data fetcher

Repeat the steps 1 to 3 in task 2 in example 1, and then follow the steps bel ow:

1. Inthe New Data Fetcher tab, enter the following:

Data Fetcher Name: VPN_Metrics
Type: SQL
Minimum Interval Between Fetches: 60

Maximum Interval Between Fetches: 300

Fetcher Interval Multiplier: 5

Data Source: sadb

SQL Query:

SELECT resourcetype.userlabel, kgimode.modelname, kgivalue.value, kgivalue.endtime

FROM sa hst kgivalue kgivalue, sa hst kgimodel kgimode, nc vpn resourcetype
WHERE kgivalue.modelpkuid = kgimode.modelpkuid
AND kgimode.modelname IN (
SELECT modelname
FROM (
SELECT modelname, resourcetype fk FROM sa kgi simplemodel
UNION
SELECT modelname, resourcetype fk FROM sa kgi combmodel
)

WHERE resourcetype fk = (SELECT pkuid FROM sa res restype WHERE userlabel
'VPN')
)
AND kgivalue.residl = resourcetype.vpn id

AND kgimode.MODIFYORDELDATE is null

AND kgivalue.endtime = (

SELECT max (kgivalue2.endtime)

FROM sa hst kgivalue kgivalue2

WHERE kgivalue2.modelpkuid = kgivalue.modelpkuid
AND kgivalue2.residl = kgivalue.residl

)i

2. Select View from View Data to validate the query.

3. |If theretrieval of datais successful, click Savein the New Data Fetcher tab.
4. Youwill seeanew entry in alist of datafetchers.

Task 3: Creating an incoming statusrule



Repeat exact steps 1 to 2 in task 3 in example 1, and then follow the steps below:

1. Select aservice VPN template node.

Repeat exact steps4 to 6in task 3 in example 1, and then follow the steps below:

1
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In the Edit Incoming Status Rule window, enter the following:

Rule Name: LatencyValueRule

Data Feed: VPN_Metrics

Available Instance Name Fields: USERLABEL

Available Filter Fidds: MODELNAME

Filter Expression: MODELNAME = IPVPN_PM_VPN_Latency
Output Expression: VALUE

Select Preview data... to preview the data. Thiswill open View Datawindow.

Validate the preview data contains entities with MODELNAME IPVPN_PM_VPN_Latency only and
click Close.

Click OK to savetherule.

Click the Save button H to save your updated template.
A new entry isdisplayed in alist of rules.

Task 4: Creating a numerical formularule

Repeat exact steps 1 to 2 intask 4 in example 1, and then follow the steps below:

1

Select aservice VPN template node.

Repeat exact steps 4 to 5intask 4 in example 1, and then follow the steps below:

1

2.

3.
4.

In the Edit Numerical For mula Rule window, enter the following:

Rule Name: LatencyVaue
Expression: float (int(LatencyVaueRule.Value* 1000)/1000)

Click OK’ to savetherule.

Click the Save button H to save your updated template.
A new entry isdisplayed in alist of rules.

Task 5: Customizing a servicetree

Repeat the steps 1 to 4 in task 5 in example 1, and then follow the steps below:

1

In the Column Configuration section, click Add new Tree Column, and enter the following:

Column Name: Latency



6.

In the Service Template Selection section, add VPN template into Selected Templates from Available
Templates.

In the Service Template Rule mapping section, select atemplate VPN for Active Template, select the
followingin ‘@LatencyVaue' row.

Column Display Name: Latency

A new entry isdisplayed in alist of attributes.
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Figure 107: Tivoli Business Service Manager a service tree column and rule mapping

Click Edit policy to add an edit policy, append the following:

Skip the following if the step 5 in task 5 in example 2 is already done.

if (columnName like '.*Latency.*') {

if (value > 15) {VALUE = '<font color="red">' + value + ' ms' + '</font>';}

if (value > 10) {VALUE '<font color="#FF6600">' + value + ' ms' + '</font>';}
(

if =
}

value <= 10) {VALUE '<font color="green">' + value + ' ms' + '</font>';}
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Policy Name: | GetTreeColumnValue

VALUE = value;

if (columnMeme like '.*Jitter.*') |

if (wvalue > 15) [VALUE = '<font color="red">' + wvalue + " ms' + '</font>';}
if (walue > 10) [VALUE = '«<font color="#FFEE00">' + wvalue + ' ma' + "</font>";}
if (wvalue <= 10) [VALUE = '<font color="green">' + velue + ' m3' + "</font>';]

if (columnName like '.*Latency.*') |

if (wvalue > 15) [VALUE = '<font color="red">' + wvalue + " ms' + '</font>';}
if (value > 10) [VALUE = '<font color="4FFE600">' + walue + ' m3' + '</font>';}
if (wvalue <= 10) [VALUE = '<font color="green">' + velue + ' m3' + "</font>';]

Figure 108: Tivoli Business Service Manager service template edit policy

Click the Save button H to save your updated policy.

Task 6: Validating the KQI valuein the service tree portlet

This task validates the Tivoli Netcool Service Quality Manager metric ‘ Latency’ associated to services associ-
ated with the ‘ VPN’ resource type.

1
2.

Select Availability = Service Availability.

In the Service Tree portlet, select Edit options (icon on top-right of Service Tree portlet frame) >
Personalize, click on the View tab and select the service template name you customized in the previ-
ous task.

Click OK to save the preference.



4. You will see anew service tree with an extra column L atency and values for each service instance as-
sociated with the ‘ VPN’ resource type.






Appendix A: Glossary

This glossary includes terms and definitions for Tivoli Netcool Service Quality Manager.
The following cross-references are used in this glossary:

o Seerefersyou from aterm to a preferred synonym, or from an acronym or abbreviation to the de-
fined full form.

e Seeadsorefersyouto arelated or contrasting term.

To view glossaries for other IBM products, go to http://www-
01.ibm.com/software/globalizati on/terminology/index.jsp.

A

Advanced Function Presentation (AFP)
A set of licensed programs, together with user applications, that use the all-points-addressable concept to
print data on awide variety of printers or to display data on various display devices. AFP includes creating,
formatting, archiving, retrieving, viewing, distributing, and printing information.

Advanced I nteractive Executive (Al X)
A UNIX operating system developed by IBM that is designed and optimized to run on POWER microproc-
essor-based hardware such as servers, workstations, and blades.

AFP
See Advanced Function Presentation.

AlX
See Advanced I nter active Executive.

American National Standards Institute (ANSI)
A private, nonprofit organization whose membership includes private companies, U.S. government agen-
cies, and professional, technical, trade, labor, and consumer organizations. ANSI coordinates the develop-
ment of voluntary consensus standards in the U.S.

ANS|
See American National Standards I nstitute.

API
See application programming interface.

application programming interface (API)
An interface that allows an application program that is written in a high-level language to use specific data
or functions of the operating system or another program.

ARB
See arbitrate primitive signal.

arbitrate primitive signal (ARB)




A primitive signal that is transmitted as the fill word by aloop port (L_port) to indicate that the L_port is
arbitrating to access to the loop. See also arbitrated loop.
arbitrated loop
(1) For fibre-channel connections, atopology that enables the interconnection of a set of nodes.
(2) A shared fibre-channel transport, operating at 100 MBps, or more, that is structured as aloop and supports
up to 126 devices and one fabric attachment. A port must successfully arbitrate before a circuit can be estab-
lished. See also arbitrate primitive signal, switched fabric, Network Time Protocol (NTP)
A protocol that synchronizes the clocks of computersin a network.
node loop port.
array
(1) A structure that contains an ordered collection of data elementsin which each element can be referenced
by itsordinal position in the collection. All elementsin an array have the same data type.
(2) An arrangement of datain one or more dimensions, such as alist, table, or multidimensional arrange-
ment of items.
(3) An arrangement of related hard-disk-drive modules that have been assigned to a group.
(4) In programming languages, an aggregate that consists of data objects, with identical attributes, each of
which can be uniquely referenced by subscripting. See also vector, scalar.
(5) In EGL, a structure item that has an occurs value greater than one. If an array has a subordinate structure
item that also has an occurs value greater than one, the subordinate structure item declares an array with an
additional dimension.
(6) A number of items stored together, which a user can quickly retrieve by supplying the correct index.
(7) An ordered collection, or group, of physical devices (disk drive modules) that are used to define logical
volumes (LVOLS) or devices. Inthe ESS, an array is agroup of disks designated by the user to be managed
with a Redundant Array of Independent Disks (RAID). See d'so Redundant Array of Independent Disks.

B

Base Control Program (BCP)
A program that provides essential services for the MV S and z/OS operating systems. The program includes
functions that manage system resources. These functions include input/output, dispatch units of work, and
the Z/OS UNIX System Services kernel. See also M ultiple Virtual Storage, Z/OS.

BCP
See Base Control Program.

breach value
The value at which aservice level objective (SLO) is considered as not being met. A service level agree-
ment (SLA) violation occurs if abreach value for one or more of its SLOs is exceeded. See also service-
level objective.

C
CA

See certificate authority.
CA certificate
See certificate authority certificate.
CD-ROM
See compact-disc read-only memory.
central processing unit (CPU)
The part of acomputer that includes the circuits that control the interpretation and running of instructions.
certificate authority (CA)



A trusted third-party organization or company that issues the digital certificates used to create digital signa-
tures and public-private key pairs. The certificate authority verifies the identity of the individuals who are
granted the unique certificate.
certificate authority certificate (CA certificate)
In computer security, adigital document that identifies an organization that issues certificates.
checksum protection
(1) A function that protects data stored in an auxiliary storage pool from being lost because of the failure of
asingle disk. When checksum protection isin effect and adisk failure occurs, the system automatically re-
constructs the data when the system program is loaded after the device isrepaired. See also device parity
protection, mirrored protection.
(2) In TCP/IP, the sum of a group of data associated with the group and used for error checking purposes.
CICS
An IBM licensed program that provides online transaction-processing services and management for busi-
ness applications.
Circuit
In fibre-channel technology, an established communication path between two ports, which consists of two
virtual circuits capable of transmitting in opposite directions. See also Lightweight Third Party Authentica-
tion (LTPA)
(1) An authentication framework that allows single sign-on across a set of web servers that falls within an
Internet domain.
(2) A protocol that uses cryptography to support security in adistributed environment.
Link.
CLI
See command-lineinterface.
CMS
See content management system (CMS)
content management system (CM S)
System designed to help businesses manage and distribute content from diverse sources.
comma delimited file
A file whose records contain fields that are separated by a comma.
command-lineinterface (CLI)
A type of computer interface in which the input command is a string of text characters. See also Copy Ser-
vices command-lineinterface.
compact-disc read-only memory (CD-ROM)
High-capacity read-only memory in the form of an optically read compact disc.
Copy ServicesCLI
See Copy Services command-line interface.
Copy Services command-lineinterface (Copy Services CLI)
Software that invokes ESS Copy Services functions from the command-line interface (CLI) of hosts that are
attached to the ESS. See a'so command-line interface.
count key data (CKD)
(1) In mainframe computing, a data-record format employing self-defining record formats in which each re-
cord is represented by up to three fields; a count field identifying the record and specifying its format, an
optional key field that can be used to identify the data area contents, and an optional datafield that typically
contains the user data. See also data record.
(2) An ESA/390 architecture for a direct access storage device (DASD) logical device that specifies the
format of and access mechanisms for the logical data units on the device. The logical data unit isatrack that
can contain one or more records, each consisting of a count field, an optional key field, and an optiona data
field. See also custom volume.
count-key-data storage
See §/390 storage.



CPU
See central processing unit.
CRM
See Customer Relationship M anagement.
CsvV file
A comma-separated value text file, commonly used to exchange files between database systems that use dif-
ferent formats. Sometimes called comma-delimited files, CSV files can be imported into RequisitePro.
custom volume
A volume in count-key-data (CK D) format that is not a standard volume, which means that it does not nec-
essarily present the same number of cylinders and capacity to its assigned logical control unit, as provided
by one of the standard S/390 volume types. See also count key data, standard volume, interleave.
Customer Relationship M anagement (CRM)
A collection of methods for managing customer relationships.

D

DA
See device adapter.

DAP
See directory access protocol.

DASD
See direct access storage device.

database (DB)
A collection of interrelated or independent data items that are stored together to serve one or more applica-
tions.

data cir cuit-terminating equipment (DCE)
The equipment that provides signal conversion and coding between the data terminal equipment (DTE) and
the line. The DCE provides all the functions required to establish, maintain, and end a connection.

data communication equipment (DCE)
A devicethat establishes, maintains, and terminates a session on a network. It can aso convert signals for
transmission. It istypically the modem.

Data Definition Language (DDL)
A language for describing data and its relationships in a database. See also Data M anipulation Language.

datalink control (DLC)
A set of rules used by nodes on adatalink (such asan SDLC link or atoken ring) to accomplish an orderly
exchange of information.

data link control protocol (DLCP)
The protocol layer used by nodes on adata link to accomplish an orderly exchange of information.

Data Manipulation Language (DML)
A subset of SQL statements that is used to manipulate data. Most applications primarily use DML SQL
statements, which are supported by the DB2 Connect program. SELECT, INSERT, UPDATE, and DE-
LETE statements are similar across the IBM relational database products. See also database, Structured
Query Language.

datarecord
The basic unit of /390 and zSeries storage on an ESS, also known as a count-key-data (CK D) record. See
also index record, count key data, fixed-block architecture, track.

data terminal equipment (DTE)
(1) In OSl, aphysical node on a network.
(2) A device on adatalink that sends and receives data, and provides data communications control func-
tions according to protocols.



(3) A communications device that is the source or destination of signals on a network. It istypically ater-
minal or computer.
DB
See database.
DB2
A family of IBM licensed programs for relational database management.
DBCS
See double-byte character set.
DCE
(1) See Distributed Computing Environment.
(2) See data communication equipment.
(3) See data circuit-ter minating equipment.
DDL
See Data Definition Language.
DDM
See distributed data management.
device adapter (DA)
A physical component of the ESS that provides communication between the clusters and the storage de-
vices. Multiple DAs are connected to the clusters in such away that any cluster can access storage device
through multiple paths, providing fault tolerance and enhanced availability. See also SSA adapter, loop.
device parity protection
A function that protects data stored on a disk-unit subsystem from being lost because of the failure of asin-
gle disk unit in the subsystem. When a disk-unit subsystem has device parity protection and one of the disk
units in the subsystem fails, the subsystem continues to run. The disk-unit subsystem reconstructs the data
after the disk unit isrepaired or replaced. See aso checksum protection, mirrored protection, Redundant
Array of Independent Disks.
direct access storage device (DASD)
A devicethat alows storage to be directly accessed, such asadisk drive. See al'so random access memory.
directory access protocol (DAP)
In OSl, the X.500 protocol that a directory user agent uses to obtain directory information from a remote di-
rectory system agent.
disk unit
A sedled container that holds the read and write heads, the magnetic disks, and the actuators. See also
random access memory.
Distributed Computing Environment (DCE)
In network computing, a set of services and tools that supports the creation, use, and maintenance of distrib-
uted applications across heterogeneous operating systems and networks.
distributed data management (DDM)
A function of the operating system that allows an application program or user on one system to use database
files stored on remote systems. The systems must be connected by a communications network, and the re-
mote systems must also be using DDM.
Distributed FileM anager
An implementation of target (server) support as defined by distributed data management (DDM). DDM
permits systems in an extended enterprise that have DDM source (client) capability to accessfile dataon a
target MV S system. See also extended enterprise, source, tar get.
DLC
(1) Seedatalink contral.
(2) Seedata link control protocol.
DML
See Data Manipulation Language.
DNS



See domain name system.
domain name
In Internet communications, a name of a host system. A domain name consists of a sequence of subnames
that are separated by a delimiter character, for example, www.example.com. See also domain name sys-
tem.
domain name system (DNYS)
The distributed database system used to map domain names to | P addresses. See a'so domain name.
double-byte character set (DBCS)
A set of charactersin which each character is represented by two bytes. These character sets are commonly
used by national languages, such as Japanese and Chinese, that have more symbols than can be represented
by asingle byte.
DTE
See data terminal equipment.

E

EGL
See EGL.

Enterprise Generation Language (EGL)
A high-level language that allows developers to focus on business logic as they create complex business ap-
plications for deployment in any of several environments, including the web. The language simplifies data-
base and message-queue access, as well as the use of Java EE.

Enter prise Systems Architecture (ESA)
A hardware architecture that reduces the effort required for managing data sets and extends addressability
for system, subsystem, and application functions.

Enterprise Systems Architecture/390 (ESA/390)
An IBM architecture for mainframe computers and peripherals. Processor systems that follow the ESA/390
architecture include the ES/9000 family. See also z/Ar chitecture.

ESA
See Enterprise Systems Ar chitecture.

ESA/390
See Enterprise Systems Ar chitectur e/390.

ESS (TotalStorage Enter prise Storage Server)
See |BM TotalStorage Enter prise Storage Server.

ETS
See European Telecommunications Standards I nstitute.

European Telecommunications Standards I nstitute (ETSI)
A European organization founded in 1988 and responsible for the establishment of technical telecommuni-
cations standards. It produces European Telecoms Standards (ETS) for its membership, which consists of
network operators, PTT manufacturers, users, and research institutes. Some of these functions used to be
performed by the Commission of European Post and Telegraph. ETSI is similar in function to the Interna-
tional Telecommunication Union. See aso I nternational Telecommunication Union.

extended enterprise
A heterogeneous computing environment that often includes both centralized hosts and distributed worksta-
tions connected in a network. Gateways within the extended enterprise provide connectionsto local area
networks (LANS). These LANS can serve any computing system architecture. See also Distributed File-
M anager.

Extensible Markup Language (XML)
A standard metalanguage for defining markup languages that is based on Standard Generalized Markup
Language (SGML).



F

fabricloop port (FL_port)
A loop-capabl e fabric port that is used to connect node loop ports (NL_ports) to the switch in aloop con-
figuration. See also fabric port, Fx_port.

fabric port (F_port)
An access point that is part of afibre-channel fabric. An F_port on a fibre-channel fabric connectsto a
node's node port (N_port). See also fabric loop port, Fx_port.

Faces component
One of acollection of user interface components (such asinput fields) and data components (representing
data such as records in a database) that can be dragged to a Faces JSP file and then bound to each other to
build a dynamic Web project. See also JavaServer Faces.

Faces JSP file
A filethat represents a page in a dynamic Web project and contains JavaServer Faces Ul and data compo-
nents. See also JavaServer Faces.

FBA
Seefixed-block ar chitecture.

FC
Seefibre channel.

FCP
See Fibre Channel Protocol.

fibre channel (FC)
A technology for transmitting data between computer devices. It is especially suited for attaching computer
servers to shared storage devices and for interconnecting storage controllers and drives. See also fixed-
block device.

Fibre Channel Protocol (FCP)
The serial SCSI command protocol used on fibre-channel networks.

File Transfer Protocol (FTP)
In TCP/IP, an application layer protocol that uses TCP and Telnet services to transfer bulk-data files be-
tween machines or hosts.

fixed-block architecture (FBA)
An architecture for alogical device that specifies the format of and access mechanisms for the logical data
units on the device. Thelogical data unit isablock. All blocks on the device are the same size (fixed size).
The subsystem can access them independently. See also data record.

fixed-block device
An architecture for alogical device that specifies the format of the logical data units on the device. The
logical dataunit isablock. All blocks on the device are the same size (fixed size); the subsystem can access
them independently. Thisformat is required for the logical data units for host systems that attach with a
Small Computer System Interface (SCSI) or fibre-channd interface using Fibre Channel Protocol (FCP).
See also Small Computer System Interface, fibre channel.

FTP
See File Transfer Protocol.

Fx_port
A fabric port that can operate as either afabric port (F_port) or fabric loop port (FL_port). See also fabric
port, fabric loop port.

G

gateway
(1) A device or program used to connect networks or systems with different network architectures.
(2) An entity that operates above the link layer and converts, when required, the interface and protocol used
by one network into those used by another distinct network.



(3) Software that provides services between the endpoints and the rest of the Tivoli environment.
(4) A component of aVoice over Internet Protocol that provides a bridge between Vol P and circuit-
switched environments.
(5) A middleware component that bridges Internet and intranet environments during Web service invoca-
tions.
(6) A ground-based link to a mobile satellite service network.
(7) An exit point from Partner Gateway that is used by Partner Gateway to deliver documents to a back-end
system or atrading partner.

GDDM

See global sign-on (GSO)
A flexible single sign-on solution that enables the user to provide aternative user names and passwords to
the back-end Web application server. Global sign-on grants users access to the computing resources they are
authorized to use -- through a single login. Designed for large enterprises consisting of multiple systems and
applications within heterogeneous, distributed computing environments, GSO eliminates the need for users
to manage multiple user names and passwords. See also single sign-on.
Graphical Data Display Manager.

global sign-on (GSO)
A flexible single sign-on solution that enables the user to provide alternative user names and passwords to
the back-end Web application server. Global sign-on grants users access to the computing resources they are
authorized to use -- through a single login. Designed for large enterprises consisting of multiple systems and
applications within heterogeneous, distributed computing environments, GSO eliminates the need for users
to manage multiple user names and passwords. See also single sign-on.

Graphical Data Display Manager (GDDM)
An IBM computer-graphics system that defines and displays text and graphics for output on a display or
printer. See also presentation graphics routines.

graphical user interface (GUI)
A type of computer interface that presents a visual metaphor of areal-world scene, often of a desktop, by
combining high-resolution graphics, pointing devices, menu bars and other menus, overlapping windows,
icons and the object-action relationship.

GSO
See global sign-on.

GUI
See graphical user interface.

H

HATS
See Host Access Transformation Services.

HBA
See host bus adapter.

home addr ess
A field at the beginning of atrack that contains information that identifies the physical track and its associa-
tion with acylinder. See also track.

Host Access Transformation Services (HATS)
An IBM software set of tools that provides Web-based access to 3270 and 5250-based applications and data
Sources.

host bus adapter (HBA)
Aninterface card that connects a host bus, such as a peripheral component interconnect (PCl) bus, to the
storage area network.

HTML
See Hypertext Markup Language.



Hypertext Markup Language (HTML)
A markup language that conforms to the Standard Generalized Markup Language (SGML) standard and
was designed primarily to support the online display of textual and graphical information, including hyper-
text links.

IBM TotalStorage Enterprise Storage Server (ESS, Total Storage Enter prise Storage Server)
A member of the Seascape product family of storage servers and attached storage devices (disk drive mod-
ules). The ESS provides for high-performance, fault-tolerant storage and management of enterprise data,
providing access through multiple concurrent operating systems and communication protocols. High per-
formance is provided by multiple symmetrical multiprocessors, integrated caching, RAID support for the
disk drive modules, and disk access through a high-speed serial storage architecture (SSA) interface.

IDDU
See interactive data definition utility.

IETF
See Internet Engineering Task Force.

IMS
See I nformation Management System.

index record
In the Virtual Storage Access Method (VSAM), acollection of index entries that isretrieved and stored asa
group. See also data record.

Information Management System (IMS)
Any of several system environments available with a database manager and transaction processing that are
capable of managing complex databases and terminal networks.

initiator
(1) Therole of anode using the two-phase commit protocol when its local transaction program issues a
commit operation that begins the two-phase commit flows. The initiator is the root node of atransaction
program network. See also responder .
(2) In OSI Communications Subsystem, the application entity that starts an application association.
(3) The part of an operating system that reads and processes control statements from the system input de-
vice.
(4) The system component that originates an 1/O command over an /O bus or network. 1/0O adapters and
network interface cards are typical initiators. See also tar get.
(5) In Small Computer System Interface (SCSI) technology, the part of a host computer that communicates
with its attached targets. See also SCSI device.

input/output (1/0)
Pertaining to adevice, process, channel, or communication path involved in datainput, data output, or both.

interactive data definition utility (IDDU)
A function of the operating system that can be used to externally define the characteristics of data and the
contents of files.

interleave
To automatically create two striped partitions across the drivesin a RAID-5 array, both of which use the
count-key-data (CKD) record format. See also custom volume.

International Organization for Standardization (I SO)
An international body charged with creating standards to facilitate the exchange of goods and services as
well as cooperation in intellectual, scientific, technological, and economic activity.

International Telecommunication Union (1 TU)
A United Nations treaty agency whose mission is to ensure that all nations have access to telecommunice-
tion services. The ITU works closely with all standards organizations to form an international uniform stan-
dards system for communication. It comprises three branches: telecommunications standardization, tele-



communications development, and radiocommunication. See also European Telecommunications Stan-
dards|nstitute.

Internet Engineering Task Force (IETF)
The task force of the Internet Architecture Board (IAB) that is responsible for solving the short-term engi-
neering needs of the Internet. The IETF consists of numerous working groups, each focused on a particular
problem. Specifications proposed as standards typically undergo a period of development and review before
they are adopted as standards.

Internet Protocol (1P)
A protocol that routes data through a network or interconnected networks. This protocol acts as an interme-
diary between the higher protocol layers and the physica network. See also Transmission Control Proto-
col.

/O
See input/output.

IP
See Internet Protocol.

iSCSI
The encapsulation and transfer of the SCSI command set and data over IP networks. See a'so Small Com-
puter System Interface.

SO
See International Organization for Standardization.

ITU
See International Telecommunication Union.

J

Java EE
See Java Platform, Enterprise Edition.

Java Message Service (JM S)
An application programming interface that provides Java language functions for handling messages.

Java Platform, Enterprise Edition (Java EE)
An environment for developing and deploying enterprise applications, defined by Sun Microsystems Inc.
The Java EE platform consists of a set of services, application programming interfaces (APIs), and protocols
that provide the functionality for developing multitiered, Web-based applications. (Sun)

JavaServer Faces (JSF)
A framework for building Web-based user interfacesin Java. Web developers can build applications by
placing reusable Ul components on a page, connecting the components to an application data source, and
wiring client eventsto server event handlers. See also JavaServer Pages, Faces component, Faces JSP
file.

JavaServer Pages (JSP)
A server-side scripting technology that enables Java code to be dynamically embedded within Web pages
(HTML files) and run when the page is served, in order to return dynamic content to a client. See also JSP
file, JSP page, JavaServer Faces.

Java virtual machine (JVM)
A software implementation of a processor that runs compiled Java code (applets and applications).

JMS
See Java M essage Service.

JSF
See JavaServer Faces.

JSP
See JavaServer Pages.

JSP file



A scripted HTML file that has a .jsp extension and allows for the inclusion of dynamic content in Web
pages. A JSP file can be directly requested as a URL, called by a servlet, or called from withinan HTML
page. See also JavaServer Pages, JSP page.

JSP page
A text-based document using fixed template data and JSP elements that describes how to process a request
to create aresponse. (Sun) See also JavaServer Pages, JSP file.

JVM
See Java virtual machine.

K

key performanceindicator (KPI)
A quantifiable measure designed to track one of the critical success factors of a business process.
key quality indicator (KQI)
A quantifiable measure designed to track one of the quality factors of a business process.
KPI
See key performance indicator.
KQI
See key quality indicator.

L

LAN
See local area network.

LDAP
See Lightweight Directory Access Protocol.

Lightweight Directory Access Protocol (L DAP)
An open protocol that uses TCP/IP to provide access to directories that support an X.500 model and that
does not incur the resource requirements of the more complex X.500 Directory Access Protocol (DAP). For
example, LDAP can be used to locate people, organizations, and other resourcesin an Internet or intranet
directory.

Lightweight Third Party Authentication (L TPA)
(1) An authentication framework that allows single sign-on across a set of web serversthat falls within an
Internet domain.
(2) A protocol that uses cryptography to support security in adistributed environment.

Link
(1) A connection that provides the physical transfer of datafrom one node to another.
(2) In afile system, a connection between a directory and an object. The link is established when the object
is created.
(3) In hypertext, an author-defined association between two information nodes.
(4) In SNA, the combination of the link connection (the transmission medium) and two link stations (one at
each end of the link connection).
(5) In TCP/IP, aterm for acommunicationsline. A TCP/IP link may share the use of a communicationsline
with SNA.
(6) In afile system, a connection between an i-node and one or more file names associated with it.
(7) In data communication, a transmission medium and data link control (DLC) component that together
transmit data between adjacent nodes.
(8) A line or arrow that connects activitiesin aprocess. A link passes information between activities and de-
termines the order in which they run.
(9) A directional relationship between two items: the parent and the child. Y ou can use a set of links to
model one-to-many associations. See also reference.



(10) Anicon that provides direct access from one Notes document, view, or database (the source object) to
any other document, view, or database (the target object). Notes opens the target object without closing the
source object that was branched from.
(112) In fibre-channel technology, two unidirectional fibers carrying data in opposite directions, along with
their associated transmitters and receivers. See also cir culit.
(12) In an IMS multisystem environment, the connection between two systems. See also physical link and
logical link.
(13) In IDDU, to connect a database file on disk with afile definition in adata dictionary. See aso unlink.
(14) To interconnect items of data or portions of one or more computer programs, for example, the linking
of object programs by alinkage editor or the linking of data items by pointers.

local area network (LAN)
A network that connects several devicesin alimited area (such as a single building or campus) and that can
be connected to alarger network.

logical link
In amultisystem environment, the means by which a physical link isrelated to the transactions and termi-
nals that can use that physical link. See also physical link.

logical unit (LU)
(1) An access point through which a user or application program accesses the SNA network to communicate
with another user or application program.
(2) A unit of linear measurement. For example, in Mixed Object Document Content Architecture
(MO:DCA) and AFP data streams, the following measurements are used: 1 L-unit = /1440 inch, 1 L-unit =
1/240 inch.
(3) In open systems, alogical disk drive.
(4) A device or controller to which Small Computer System Interface (SCSI) commands are addressed, such
asavirtual disk (VDisk) or managed disk (MDisk).

logical unit number (LUN)
In the Small Computer System Interface (SCSI) standard, a unique identifier used to differentiate devices,
each of whichisalogical unit (LU).

logical volume(LV, LVOL)
(1) A collection of physical partitions organized into logical partitions, al contained in a single volume
group. Logical volumes are expandable and can span severa physical volumesin avolume group.
(2) The combined space on all volumes for either the database or the recovery log. The database is one logi-
cal volume and the recovery log is one logical volume.
(3) The storage medium associated with a single logical unit (LU). An LVOL typically resides on one or
more storage devices.

loop
(1) A connectivity topology that connects a series of systems or expansion units together. Signals can travel
in either direction for optimized performance. Redundancy is provided to each unit by treating the connec-
tion as a string when afailure occurs somewhere in the loop.
(2) A sequence of instructions performed repeatedly.
(3) A closed unidirectional signal path connecting input and output devicesto a system.
(4) A configuration of devices connected to the fabric by way of afabric loop port (FL_port) interface card.
(5) The physical connection between a pair of device adaptersin the ESS. See also device adapter.

LTPA
See Lightweight Third Party Authentication.

LU
See logical unit.

LUN
See logical unit number.

LV
See logical volume.



LVOL
See logical volume.

M

M anagement Information Base (M1B)
(1) Inthe Simple Network Management Protocol (SNMP), a database of objects that can be queried or set
by a network management system.
(2) A definition for management information that specifies the information available from a host or gateway
and the operations allowed.

managed disk (M Disk, mdisk)
A Small Computer System Interface (SCSI) logical unit (LU) that a Redundant Array of Independent Disks
(RAID) controller provides and a cluster manages. The MDisk is not visible to host systems on the storage
areanetwork (SAN).

M Disk
See managed disk.

mdisk
See managed disk.

metric
(1) A measurement type. Each resource that can be monitored for performance, availability, reliability, and
other attributes has one or more metrics about which data can be collected. Sample metrics include the
amount of RAM on a PC, the number of help desk calls made by a customer, and the mean time to failure
for a hardware device. See also service-level abjective.
(2) A holder for information, usually a business performance measurement, in a monitoring context.

MIB
See Management Infor mation Base.

mirrored protection
A function that protects data by duplicating all disk datain an auxiliary storage pool (ASP) to another disk
unit (mirrored unit) in the same ASP. If adisk failure occurs, the system keeps running, using the opera-
tional mirrored unit of the mirrored pair until the disk unit is repaired or replaced. See also checksum pro-
tection, device parity protection.

Mixed Object Document Content Architecture (MO:DCA)
(1) An IBM-architected, device-independent data stream for interchanging documents.
(2) The architecture that provides a single interface definition allowing objects from different products to be
interchanged so that the data can be edited, presented, or manipulated by processes of varying characteris-
tics and intent.

MO:DCA
See Mixed Object Document Content Architecture.

Multiple Virtual Storage (MVS)
An IBM operating system that accesses multiple address spaces in virtual storage. See also Base Control
Program.

MVS
See Multiple Virtual Storage.

N

Network Time Protocol (NTP)
A protocol that synchronizes the clocks of computersin a network.

node loop port (NL_port)
A port specific to Fibre Channel Arbitrated Loop (FC-AL). An NL_port has the same functional, logical,
and message handling capability as anode port (N_port), but connects to an arbitrated loop rather than to a
fabric. In some implementations, ports can function either as N_ports or as NL_ports depending on the net-



work to which they are connected. An NL_port must replicate frames and pass them on when in passive
loop mode. See also arbitrated loop, Nx_port.
node port (N_port)
A port that connects a node to a fabric or to another node. An N_port connects to a fabric port (F_port) or to
the N_port of another node. An N_port handles creation, detection, and flow of message units to and from
the connected systems. N_ports are end points in point-to-point links. See also Nx_port.
NL_port
See Network Time Protocol (NTP)
A protocol that synchronizes the clocks of computersin a network.
node loop port.
NTP
See Network Time Protocol.
N_port
See node port.
Nx_port
A node port that can operate as either a node port (N_port) or node loop port (NL_port). See also Network
Time Protocol (NTP)
A protocol that synchronizes the clocks of computersin a network.
node loop port, node port.

@)
OLAP

See online analytical processing.
OLTP

See onlinetransaction processing.

onlineanalytical processing (OLAP)
The process of collecting data from one or many sources; transforming and analyzing the consolidated data
quickly and interactively; and examining the results across different dimensions of the data by looking for
patterns, trends, and exceptions within complex relationships of that data.

onlinetransaction processing (OLTP)
A type of interactive application in which requests submitted by users are processed as soon as they are re-
ceived. Results are returned to the requester in arelatively short period of time.

open systems inter connection (OSl)
The interconnection of open systemsin accordance with standards of the International Organization for
Standardization (1SO) for the exchange of information.

Operations Support System (0OSS)
Systems used by telecommunications service providers to provide network support.

osl
See open systems inter connection.

0SS
See Operations Support System.

P
PDF

See Portable Document Format.
PCI

See Peripheral Component Interconnect.
PCI-X

See Peripheral Component | nterconnect-X.
Peripheral Component Interconnect (PCl)



A local bus that provides a high-speed data path between the processor and attached devices. See also
Peripheral Component | nterconnect-X.

Peripheral Component I nter connect-X (PCI-X)
An enhancement to the Peripheral Component Interconnect (PCI) architecture. PCI-X enhances the Periph-
eral Component Interconnect (PCl) standard by doubling the throughput capability and providing additional
adapter-performance options while maintaining backward compatibility with PCl adapters. See also
Peripheral Component I nter connect.

physical link
The actua hardware connection between two systems. See also logical link.

PGA
See program global area.

PGR
See presentation graphicsroutines.

pointer
(1) A dataelement or variable that holds the address of a data object or afunction. See also scalar.
(2) The symbol shown on adisplay or window that a user can move with a pointing device, such asa
mouse.
(3) Seereference.

point-to-point
(1) Pertaining to data transmission between two locations without the use of any intermediate display station
or computer.
(2) Pertaining to a style of messaging application in which the sending application knows the destination of
the message.
(3) A fibre-channel topology that employs direct links between each pair of communicating entities. See
also switched fabric.

Portable Document Format (PDF)
A standard specified by Adobe Systems, Incorporated, for the electronic distribution of documents. PDF
files are compact; can be distributed globally via e-mail, the Web, intranets, or CD-ROM; and can be
viewed with the Acrobat Reader.

presentation graphicsroutines (PGR)

A group of routines within the operating system that allows business charts to be defined and displayed pro-

cedurally through function routines. See also global sign-on (GSO)
A flexible single sign-on solution that enables the user to provide alternative user names and passwords to
the back-end Web application server. Global sign-on grants users access to the computing resources they are
authorized to use -- through a single login. Designed for large enterprises consisting of multiple systems and
applications within heterogeneous, distributed computing environments, GSO eliminates the need for users
to manage multiple user names and passwords. See also single sign-on.
Graphical Data Display Manager .

program global area (PGA)
The memory region that stores data and control information for a server process.

R
RAID
See Redundant Array of Independent Disks.
RAM
Seerandom access memory.
random access memory (RAM)
Computer memory in which any storage location can be accessed directly. See also disk unit.
Redundant Array of Independent Disks (RAID)



A collection of two or more physical disk drivesthat present to the host an image of one or more logical
disk drives. In the event of a physical device failure, the data can be read or regenerated from the other disk
drivesin the array due to data redundancy. See also device parity protection, Serial Storage Ar chitec-
ture, array.
reference
(1) InVisualAge RPG, information from a physical source file that may be extracted at build time. Any
changes made to the original source must be recompiled to reflect the changes at run time.
(2) Single direction, one-to-one association between aroot or child component and another root component.
See also Lightweight Third Party Authentication (L TPA)
(1) An authentication framework that allows single sign-on across a set of web serversthat falls within an
Internet domain.
(2) A protocol that uses cryptography to support security in adistributed environment.
Link.
(3) Logical names defined in the application deployment descriptor that are used to locate external resources
for enterprise applications. At deployment, the references are bound to the physical location of the resource
in the target operational environment.
(4) A named dot within a classifier that facilitates navigation to other classifiers.
(5) A pointer to another instance that defines the role and scope of an object in an association.
Report Program Generator (RPG)
A programming language designed for writing application programs for business data processing require-
ments. The application programs range from report writing and inquiry programs to applications such as
payroll, order entry, and production planning.
responder
(1) In OSI Communications Subsystem, the application entity that accepts an application association. See
alsoinitiator.
(2) A key server that is asked to establish adynamic virtual private network (VPN) connection between two
endpoints.
(3) In distributed queuing, a program that replies to network connection requests from another system.
RPG
See Report Program Generator.

S
S/390
IBM enterprise servers based on Enterprise Systems Architecture/390 (ESA/390).The S/390 has been super-
seded by the IBM zSeries.
S/390 storage
Storage arrays and logical volumes (LVOLs) that are connected to $/390 servers. S/390 storage sometimes
also includes zSeries storage. See also zSeries storage.
SAN
(1) See system area network.
(2) See storage ar ea network.
SAP
See Service Advertising Protocol.
SAPMON
See Service Advertising Protocol Monitoring.
scalar
(1) Pertaining to a single data item.
(2) A type of program object that contains either string or numeric data. It provides the byte string it is
mapped to with representation and operational characteristics. See also pointer.
(3) An arithmetic object, an enumerated object, or a pointer to an object.



(4) A quantity characterized by asingle value. See also array, vector.

SCbus

See SID
See system identifier.
Signal Computing bus.

SCSA
See Signal Computing System Architecture.

SCSl
See Small Computer System Interface.

SCSI device
A product, such asadrive or adapter, connected to a host through an 1/0 interface using the Small Com-
puter System Interface (SCSI) protocol. A SCSI deviceis either aninitiator or atarget. See also Small
Computer System Interface, initiator.

SDLC
See Synchronous Data Link Control.

Seascape ar chitecture
A storage system architecture developed by IBM for open-systems servers, and S/390 and zSeries host sys-
tems. It provides storage solutions that integrate software, storage management, and technology for disk,
tape, and optical storage.

Secure Sockets Layer (SSL)
A security protocol that provides communication privacy. With SSL, client/server applications can commu-
nicate in away that is designed to prevent eavesdropping, tampering, and message forgery.

Serial Storage Architecture (SSA)
An American National Standards Institute (ANSI) standard, implemented by I1BM, for a high-speed serial
interface that provides point-to-point connection for peripherals, such as storage arrays. See also
Redundant Array of Independent Disks, spatial reuse, SSA adapter.

Service Advertising Protocol (SAP)
A protocol that allows service providing nodes, such asfile server and print server, to advertise their ser-
vices so that clients can access the services. SAP also provides for responding to a user for a given type of
service. Thisinformation is delivered through the use of the Internetwork Packet Exchange (IPX) protocol.
A SAP packet contains sets of service entry information.

Service Advertising Protocol Monitoring (SAPM ON)
A monitoring process that provides information about available network resources and services.

service-level agreement (SLA)
A contract between a customer and a service provider that specifies the expectations for the level of service
with respect to availability, performance, and other measurable objectives. See also service-level objective.

service-level objective (SLO)
A specification of ametric property that is associated with both threshold values for peak and off-peak
hoursin a schedule and a guaranteed level of service that is defined in a service level agreement (SLA). See
also service-level agreement, metric, breach value.

SGA
See system global area.

SGML

See SSO
See single sign-on.
Standard Generalized Markup Language.

SID
See system identifier.

Signal Computing bus (SCbus)
A time division multiplexed (TDM) hardware bus originated by Dialogic to interconnect different vendors
computer telephony adapters. Specified as part of Signal Computing System Architecture (SCSA).



Signal Computing System Architecture (SCSA)
An architecture defined by Dialogic to support interoperability of software and hardware components de-
veloped by different vendors in the computer telephony industry.

Simple Network Management Protocol (SNMP)
A set of protocols for monitoring systems and devices in complex networks. Information about managed
devicesis defined and stored in a Management Information Base (MIB).

single sign-on (SSO)
An authentication process in which a user can access more than one system or application by entering asin-
gle user ID and password. See also global sign-on.

sink
A port that takes voice data from the SCBus. See also source.

SLA
See service-level agreement.

SLO
See service-level objective.

Small Computer System Interface (SCSI)
(1) An ANSI-standard electronic interface that allows personal computers to communicate with peripheral
hardware, such as disk drives, tape drives, CD-ROM drives, printers, and scanners faster and more flexibly
than previous interfaces. See also iISCSI, fixed-block device, SCSI device.
(2) A standard hardware interface that enables a variety of peripheral devicesto communicate with one an-
other. See also tar get.

SNA

See system global area (SGA)
A group of shared memory areas that are dedicated to database programs and RAM, which are an Oraclein-
stance.

system identifier (SID)
A number that identifies a cellular network in an area.
Systems Network Ar chitecture.

SNMP
See Simple Network Management Protocol.

source
(1) InVisualAge RPG, apart that can notify target parts whenever the state of the source part changes. A
source part can have multiple targets.
(2) A system, aprogram within a system, or a device that makes a request to atarget.
(3) A resource, such as ahogt, that is being monitored by an event adapter.

(4) A port that places voice data on the SCBus. See also single sign-on (SSO)
An authentication process in which a user can access more than one system or application by entering asin-
gle user ID and password. See also global sign-on.
sink.
(5) The markup-language pertaining to files that define a HATS project or one of its resources. Also the
name of afolder contained in each HATS project.
(6) In distributed data management (DDM), the platform that originates arequest for remote data. See also
Distributed FileM anager, tar get.

spatial reuse
A feature of Serial Storage Architecture (SSA) that enables a device adapter (DA) loop to support many si-
multaneous read/write operations. See also Serial Storage Architecture.

SQL
See Structured Query Language.

SSA
See Serial Storage Architecture.

SSA adapter



A physical adapter based on Serial Storage Architecture (SSA). SSA adapters connect disk drive modules
(DDMs) to ESS clusters. See also Serial Storage Architecture, device adapter.

SSL
See Secure Sockets L ayer.

SSO
See single sign-on.

Standard Generalized Markup Language (SGML)
A standard metalanguage for defining markup languages that is based on the 1SO 8879 standard. SGML fo-
cuses on structuring information rather than presenting information; it separates the structure and content
from the presentation. It also facilitates the interchange of documents across an el ectronic medium.

standard volume
A volume that emulates one of several S/390 volume types, such as the 3390-2, 3390-3, 3390-9, 3390-2
(3380-track mode), or 3390-3 (3380-track mode). A standard volume presents the same number of cylinders
and capacity to the host as the native S/390-volume type of the same name presents. See also custom
volume.

storage ar ea network (SAN)
A dedicated storage network tailored to a specific environment, combining servers, systems, storage prod-
ucts, networking products, software, and services.

Structured Query Language (SQL)
A standardized language for defining and manipulating data in arelational database. See also Data M a-
nipulation Language.

switched fabric
(1) A Fibre Channel topology that provides the underlying structure to interconnect multiple nodes and pro-
vides the necessary switching functions to support communication among multiple nodes. See also
arbitrated loop, point-to-paint.
(2) The physical or logical mapping of the location of networking components or nodes within a network.
Common network topologies include bus, ring, star, and tree.

Synchronous Data Link Control (SDLC)
A protocol for managing synchronous information transfer over a data link connection.

system area network (SAN)
The connectivity of multiple systems with the characteristic of high-performance communications and thus
an implied short distance between nodes in the network.

system global area (SGA)
A group of shared memory areas that are dedicated to database programs and RAM, which are an Oracle in-
stance.

system identifier (SID)
A number that identifies a cellular network in an area.

Systems Networ k Architecture (SNA)
The description of the logical structure, formats, protocols, and operational sequences for transmitting in-
formation through and controlling the configuration and operation of networks.

T
tar get
(1) The program or system to which arequest for files or processing is sent.
(2) In VisualAge RPG, apart that receives a target event from a source part whenever the state of the source
part changes.
(3) In SEU, aline command, such as B (Before) or A (After), that specifies the destination for other line
commands such as C (Copy) or M (Move).
(4) The destination for an action or operation.



(5) A collection of logical units (LUs) that are directly addressable on the network. The target corresponds
to the server in a client-server model.
(6) A storage device on a fibre-channel network.
(7) In distributed data management (DDM), the platform that fulfills a request for remote data. A target is
also known as a server. See also Distributed FileM anager, source.
(8) A Small Computer System Interface (SCSI) device that acts as a subordinate to an initiator and consists
of a set of one or more logical units (LUs), each with an assigned logical unit number (LUN). The LUson
the target are typically 1/0 devices. A SCSI target is analogous to an /390 control unit; a SCSI initiator is
analogous to an $/390 channel; and a SCSI LU is analogous to an S/390 device. See also Small Computer
System Interface, initiator.
(9) A value that a Key Performance Indicator (KPI) should achieve, such as"300" or "5 days."
TCP
See Transmission Control Protocol.
TCP/IP
See Transmission Control Protocol/lnternet Protocol.
Telnet
In TCP/IP, aprotocol that provides remote-terminal connection service. Telnet enables users of one host to
log on to aremote host and interact as if they were directly attached terminal users of that host.
TotalStorage Enterprise Storage Server (ESS)
See ESS.
track
(1) A circular path on the surface of adisk or diskette on which information is magnetically recorded and
from which recorded information is read.
(2) A unit of storage on a count-key-data (CKD) device that can be formatted to contain a number of data
records. See also data record, track-descriptor record, home address.
track-descriptor record
A special record on atrack that follows the home address. The control program uses the track-descriptor re-
cord to maintain certain information about the track. The record has a count field with akey length of zero,
adatalength of 8, and arecord number of 0. Thisrecord is sometimes referred to as RO. See also track.
Transmission Control Protocol (TCP)
A communication protocol used in the Internet and in any network that follows the Internet Engineering
Task Force (IETF) standards for internetwork protocol. TCP provides areliable host-to-host protocol in
packet-switched communication networks and in interconnected systems of such networks. See aso
Internet Protocol.
Transmission Control Protocol/Internet Protocol (TCP/IP)
An industry-standard, nonproprietary set of communication protocols that provides reliable end-to-end con-
nections between applications over interconnected networks of different types.

U
ul
See user interface.
UNIX
A highly portable operating system that features multiprogramming in a multiuser environment. The UNIX
operating system was originally developed for use on minicomputers, but was adapted for mainframes and
microcomputers. The Al X operating system is IBM's implementation of the UNIX operating system.
unlink
In IDDU, to remove the association between a database file on disk and afile definition in adata dictionary.
See also Lightweight Third Party Authentication (LTPA)
(1) An authentication framework that allows single sign-on across a set of web serversthat falls within an
Internet domain.



(2) A protocol that uses cryptography to support security in adistributed environment.
Link.

Uniform Resource L ocator (URL)
The unique address of an information resource that is accessible in a network such as the Internet. The URL
includes the abbreviated name of the protocol used to access the information resource and the information
used by the protocol to locate the information resource.

user interface (Ul)
The hardware, or software, or both that enables a user to interact with a system, program, or device.

\%

virtual disk (VDisk)
(1) In CICS/VSE, arange of up to two gigabytes of contiguous virtual storage addresses that a program can
use as workspace. Although the virtual disk existsin storage, it appears as areal FBA disk deviceto the user
program. All I/O operations directed to avirtual disk are intercepted and the data to be written to, or read
from, the disk is moved to or from a data space. Like a data space, avirtual disk can hold only user data; it
does not contain shared areas, system data or programs. Unlike an address space or a data space, data is not
directly addressable on avirtual disk. To manipulate dataon avirtual disk, the program has to perform I/O
operations.
(2) A device that host systems attached to the storage area network (SAN) recognize as a Small Computer
System Interface (SCSI) disk.

VDisk
Seevirtual disk.

vector
(1) Inthe GDDM function, adirected line segment, which is a straight line between two points.
(2) In SNA, adata structure containing three fields; alength field that specifies the length of the vector in
which it is contained, an identifier or type field, and avalue field. The value field may contain subvectors.
(3) An array of one dimension.
(4) A linearly ordered collection of scalars of the same type. Each scalar is said to be an element of the vec-
tor. Seeadso array, scalar.

virtual private network (VPN)
An extension of a company's intranet over the existing framework of either a public or private network. A
VPN ensures that the data that is sent between the two endpoints of its connection remains secure.

Virtual Storage Access Method (VSAM)
An access method for direct or sequential processing of fixed-length and variable-length records on disk de-
vices. Therecordsin aVSAM data set or file can be organized in logical sequence by akey field (key se-
guence), in the physical sequence in which they are written on the data set or file (entry sequence), or by
relative-record number.

Virtual Storage Extended (VSE)
A system that consists of a basic operating system (V SE/Advanced Functions), and any IBM supplied and
user-written programs required to meet the data processing needs of a user. V SE and the hardware that it
controls form a complete computing system. Its current version is called VSE/ESA.

Voice over Internet Protocol (VolP)
Sending telephony voice over Internet Protocol (1P) data connections rather than existing dedicated voice
networks, switching and transmission egquipment.

Vol P

See Voice over |nternet Protocol.
VPN

Seevirtual private network.
VSAM

Seevirtual private network (VPN)



An extension of acompany's intranet over the existing framework of either a public or private network. A
VPN ensures that the data that is sent between the two endpoints of its connection remains secure.
Virtual Storage Access Method.

VSE
See Virtual Storage Extended.

X
X.500

The directory services standard of ITU, SO, and |EC.
XML

See Extensible Markup L anguage.

Z
Z/Architecture
An IBM architecture for mainframe computers and peripherals. The zSeries family of servers uses the
z/Architecture. It is the successor to the S/390 and 9672 family of servers. See also Enterprise Systems
Ar chitectur e/390.
Z/OS
An IBM mainframe operating system that uses 64-bit real storage. See also Base Control Program.
zSeries
IBM enterprise servers based on z/Architecture.
ZSeries storage
Storage arrays and logical volumes (LVOLS) that are defined in the ESS as connected to zSeries servers.
See also count-key-data storage.



Notices

IBM may not offer the products, services, or features discussed in this document in all countries. Consult
your local IBM representative for information on the products and services currently available in your area.
Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product, program, or service that
does not infringe any IBM intellectual property right may be used instead. However, it is the user's respon-
sibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document.
The furnishing of this document does not grant you any license to these patents. Y ou can send license in-
quiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk NY 10504-1785
USA.

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual Property De-
partment in your country or send inquiries, in writing, to:

Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan Ltd.

1623-14, Shimotsuruma, Y amato-shi
Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or any other country where such provisions
areinconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION PRO-
VIDES THISPUBLICATION “AS1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states
do not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement

may not apply to you.

Thisinformation could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication. IBM
may make improvements and/or changes in the product(s) and/or the program(s) described in this publica-
tion at any time without notice.

Any references in thisinformation to non-IBM websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of the
materials for this IBM product and use of those websitesis at your own risk.



IBM may use or distribute any of the information you supply in any way it believes appropriate without in-
curring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the ex-
change of information between independently created programs and other programs (including this one) and
(i) the mutual use of the information which has been exchanged, should contact:

IBM Corporation

5300 Cork Airport Business Park
Kinsale Road

Cork

Ireland.

Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of afee.

The licensed program described in this document and all licensed material available for it are provided by
IBM under terms of the IBM Customer Agreement, IBM International Program License Agreement or any
equivalent agreement between us.

Information concerning non-IBM products was obtained from the suppliers of those products, their pub-
lished announcements or other publicly available sources. IBM has not tested those products and cannot
confirm the accuracy of performance, compatibility or any other claims related to non-IBM products. Ques-
tions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to the names and addresses used by an actual business
enterpriseis entirely coincidental.

If you are viewing this information softcopy, the photographs and color illustrations may not appear.
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Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business Ma-
chines Corp., registered in many jurisdictions worldwide. Other product and service names might be trade-
marks of IBM or other companies. A current list of IBM trademarks is available on the web at “ Copyright
and trademark information” at www.ibm.com/legal/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of
Adobe Systems Incorporated in the United States, and/or other countries.

Javaand all Java-based trademarks and logos are trademarks of Sun Microsystems, Inc. in the United States,
other countries, or both.
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Java
COMPATIBLE
Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the
United States, other countries, or both.

UNIX isaregistered trademark of The Open Group in the United States and other countries.

Other company, product or service names may be trademarks or service marks of others.
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