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Notices

The following paragraph does not apply in any country where such provisions are inconsistent
with local law.

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION
"AS I1S" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE.

Some states do not allow disclaimer of express or implied warranties in certain transactions,
therefore this statement may not apply to you.

References in this publication to IBM products, programs, or services do not imply that IBM
intends to make these available in all countries in which IBM operates.

Any reference to an IBM licensed program or other IBM product in this publication is not
intended to state or imply that only IBM's program or other product may be used. Any
functionally equivalent program that does not infringe any of the intellectual property rights
may be used instead of the IBM product.

Evaluation and verification of operation in conjunction with other products, except those
expressly designated by IBM, is the user's responsibility.

IBM may have patents or pending patent applications covering subject matter in this
document. The furnishing of this document does not give you any license to these patents.
You can send license inquiries, in writing, to the IBM Director of Licensing, IBM Corporation,
500 Columbus Avenue, Thornwood, New York 10594, USA.

The information contained in this document has not be submitted to any formal IBM test and
is distributed AS-IS. The use of the information or the implementation of any of these
techniques is a customer responsibility and depends on the customer's ability to evaluate and
integrate them into the customer's operational environment. While each item has been
reviewed by IBM for accuracy in a specific situation, there is no guarantee that the same or
similar results will be obtained elsewhere. Customers attempting to adapt these techniques
to their own environments do so at their own risk.

Trademarks and service marks

The following terms, used in this publication, are trademarks of the IBM Corporation in the
United States or other countries or both:

* |IBM

* MQSeries

* MQSeries Integrator

* MQSI

* AIX

®* SecureWay Directory

The following terms are trademarks of other companies:

e Windows NT, Visual Studio Microsoft Corporation

e Sun Solaris Sun Corporation
e HP-UX Hewlett-Packard Company
e Linux Developed under the GNU General Public License
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Preface

This document describes an MQSeries Integrator V2 plug-in node that takes parameters from
the node properties and the input message, performs a Lightweight Directory Access Protocol
(LDAP) search using those parameters, and constructs an output message which is a copy of
the input message enriched with the LDAP search results.

This plug-in node offers an alternative for accessing a database to retrieve read-only data. It
can be imagined that some information that the broker needs for formatting and/or routing of
messages can be found in an LDAP directory instead of a database. The LDAP node gives
access to such a directory from within an MQSeries Integrator V2 message flow.

Versions are supplied for use in the Microsoft Windows, AlX, Sun Solaris, Linux (on Intel) and
HP-UX environments along with source code and documentation.

Vii
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Installing the plug-in node

SupportPac contents

The supplied zip file should be unzipped in a temporary directory. The following files and sub-
directories will be created:

/source

LdapPlugin.c
LdapPlugin.h
CrtDll.bat creates LdapPlugin.dll with debugging off
CrtDebugDll.bat creates LdapPlugin.dll with debugging on

INT

LdapPlugln.lil

LdapPlugin
LdapPlugin.wdp
LdapPluginNode.properties

JAIX
LdapPlugln.lil
makefile.ldap
/SUN
LdapPlugln.lil
makefile.ldap
/Linux86
LdapPlugln.lil
makefile.ldap
/HPUX
LdapPlugln.lil
makefile.ldap
license2.txt
ia08.pdf

Prerequisites

This SupportPac provides a plug-in node to be used with the IBM MQSeries Integrator
Version 2.0.1 and above. This node was tested using the IBM eNetwork LDAP Directory
Server Version 2.1, but it should also work with other LDAP servers.

Required software:

e The products required by IBM MQSeries Integrator Version 2.0.1 and above.

e The SecureWay Directory Client V2.1 and above (NT, AIX, Sun Solaris and HP-UX)*
e OpenLDAP V2.0 (Linux on Intel)

! The NT, AIX and HP-UX nodes were tested using the IBM SecureWay Directory Client V3.
The Sun Solaris version was tested with IBM eNetwork LDAP Directory Client V2.1
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If any changes are to be made to the plug-in node on NT, AlX, Sun Solaris and HP-UX, an
appropriate C compiler is required together with the IBM SecureWay Directory Client SDK
available at:

http://www.ibm.com/software/network/directory

If any changes are to be made to the plug-in node on Linux (on Intel), an appropriate C
compiler is required together with the OpenLDAP Client SDK available at:

http://www.openldap.org/software/download/ (Linux for Intel)

Supported Platforms

This SupportPac has been developed and tested in a Microsoft Windows NT, AIX and HP-
UX environment with IBM SecureWay Directory Client V3. The Sun Solaris version has been
developed and tested with IBM eNetwork LDAP Directory Client Version 2.1. The Linux (on
Intel) has been developed and tested with OpenLDAP V2 (openldap-stable-20010524.tgz).

Installing the plug-in node on broker system

The plug-in ‘lil' file can be installed by copying or moving the appropriate file to the following
directory:

*  <mgsi_root>\bin (Windows)

* <mgsi_root>/lil (AIX)

*  <mgsi_root>/lil (Sun Solaris)

* <mgsi_root>/lil (Linux on Intel)
e <mgsi_root>/lil (HP-UX)

You must stop and restart the broker to enable it to detect the existence of the new ‘lil".

Integrating the plug-in node into the Windows Control Center
The necessary files for integrating the plug-in into the Windows Control Center are provided in
the /NT directory.

Use the following table to copy the files to their correct location. These locations should
already exist providing you have deployed at least one message flow. Append your <MQSI
V2 root install path> to the Copy to location value.

Use the following to replace the placeholders:

<hostname> - TCP/IP hosthame

<CM QMName> - Configuration Manager's queue manager name
Filename Copy to location

LdapPlugin \Tool\repository\private\<hostname>\<CM QMName>\MessageProcessingNodeType
LdapPlugln.wdp \Tool\repository\private\<hostname>\<CM QMName>\MessageProcessingNodeType

LdapPlugln.properties  \Tool\com\ibm\ivm\mgitool\extensions
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Defining the node to the configuration repository

When you have installed the files in the appropriate directories, as described in the previous
section, you must make these definitions available to the Control Center.

1.

Start the Control Center. The user ID you are using must be a member of the MQSeries
Integrator group mgbrdevt. You are recommended to use the superuser IBMMQSIZ2 to
complete this task®. This causes your new node to be locked under the same user ID as
all the supplied IBM primitive nodes. If you do not use this user ID, the definition files in
the configuration repository might be accidentally locked, and therefore open to
unauthorized update.

Select the Message Flows view.

Select an existing Message Flow Category, or create a new one.

Right-click the selected category, and select Add->Message Flow.

A list box is displayed showing all existing IBM-supplied primitive nodes and any defined
message flows you have installed following the instructions provided.

Select the message flow (the node).

This node now appears within the message flow category you selected in the tree view in
the left-hand pane.

Select your new node, and right-click. Select Check In.

Right-click again, and select Lock. Then right-click again and select Check In for a
second time. After this check, the interface and *.wdp definition files disappear from the
local directory and go into the shared repository, where they are available to all users of
the Control Center. However, user can only use this new node if they have installed the
additional files (icons, properties files, and so on) on their own system.

2 You must take care if you change logon IDs to complete this task. Changing logon IDs can effect the operation of
the Configuration Manager's queue manager if it is on this system, but not running as a Windows NT service. See
the MQSeries Integrator Administration Guide for more information about queue manager operation (Chapter 2) and
the superuser IBMMQSI2 (Chapter 4).
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Using the plug-in node

Description

The plug-in node takes parameters from the node properties and the input message,
performs an LDAP search using those parameters, and constructs an output message which
is a copy of the input message enriched with the LDAP search results.

Plug-in node terminals

Terminal Description
In The input terminal that accepts a message for processing by the node
Out The output terminal that outputs the new message with the LDAP

search results

Failure The output terminal which the message is routed if failure is detected
during processing the message.

Plug-in node properties

These properties are displayed when you right click a LdapPlugln node entry in the Message
Flow Types pane, and click Properties. The values displayed are the default properties for
this instance of the node. They cannot be edited when displayed from the Message Flow
Types pane.

Server

Hostname or TCP/IP address of the LDAP server. This attribute is mandatory and it must
be checked that a TCP/IP connection exists with this server.

Port
LDAP TCP/IP port. The default value is “389".

BindDN
The LDAP DN that will be used in the bind. If no DN is supplied no authentication is done.

Password

The LDAP password, corresponding to the DN, that will be used in the bind. Leave this
blank if no DN is used.

SearchbaseElement

The name of the element in the input message tree that contains the value of the LDAP
search base. The default value is "Root.LDAP.Searchbase”.

FilterElement
The name of the element in the input message tree that contains the value of the LDAP

filter. The default value is "Root.LDAP.Filter".

SearchResultsRoot



MQSeries Integrator — LDAP Plug-In

The name of the element in the output message tree that must act as the root of the
subtree containing the LDAP search results. The default value is “Root.LDAP.Results”.

Searchbase

The default value of the LDAP search base if no search base value can be found in the
message.

Filter

The default value of the LDAP filter if no filter value can be found in the message. The
default value for this attribute is “cn=*".

Resulting output message

The output message that will be produced by the LDAP plug-in node is a copy of the input
message plus a subtree containing the LDAP search results. The root SearchResultsRoot of
this tree is determined by the corresponding attribute of the node, as described above. For
every LDAP entry an element SearchResultsRoot.“Entry” is created. For every attribute of an
entry with name Attribute an element SearchResultsRoot.“Entry”. Attribute is created. For
every value of the attribute an element SearchResultsRoot.“Entry”.Attribute.“Value” is
created, which contains the actual value.
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Compiling the plug-in node
Windows NT

To compile the source of the plug-in node, the following command can be used together with
Microsoft Visual C++ V6.0.

cl /VERBGCSE /LD /MI /1"C:\Program Fi |l es\| BM LDAP\i ncl ude" LdapPlugln.c -link /DLL
i mbdf pl g.lib /LIBPATH: "c:\ PROGRA~1\| BM LDAP\ | i b" Idap.lib

Rename the dll file to a lil file after compiling.

If tracing of the node is required, the following command should be used instead.

cl /DDEBUG / VERBCSE /LD /MI /1" C:\Program Fi | es\| BM LDAP\i ncl ude" LdapPl ugln.c -Ilink
/DLL i nmbdfpl g.lib /LIBPATH: "c:\ PROGRA~1\| BM LDAP\|i b" |dap.lib

If tracing is enabled, trace information like the following will be written to the file
“C:\temp\LdapDebug.txt” every time a message passes.
kkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkkkhkhkkkkhkkkkkkkkkk*x*%

* Node "LdapPl ugln" for MXeries Integrator V2.0 for Wndows NT *

LR R R R R R R R R R R

Node attri butes:

LdapServer "nl ngss03"

LdapPort " 389"

LdapBi ndDN "cn=root, o=ibmus, c=us"
LdapPasswor d "root"

LdapSear chbaseEl erment
LdapFi | t er El enent

"Root . XML. Message. LdapSear chbase"
"Root . XML. Message. LdapFi Il ter"
LdapSear chResul t sRoot "Root . XML. Message. LdapResul t s"
LdapSear chbase "o=i bmus, c=us"
LdapFilter = "cn=*"
Start navigating to LdapSearchbaseEl enent
Next El enent Nane = XML
Next El enent Nane = Message
Next El enent Nane = LdapSear chbase
Updat ed LdapSear chbase = "o=i bm.us, c=us
Start navigating to LdapFilterEl ement

Next El enent Nane = XM
Next El enent Nane = Message
Next El enent Nane = LdapFilter

Updat ed LdapFilter = "cn=Ro*"
Start navigating to LdapSearchResul t sRoot
Next El enent Nane = XM
Next El enent Nane Message
Next El enent Nane LdapResul ts
Entry:
At t ri but eName=<obj ect cl ass>
Attribut eVal ue=<or gani zat i onal Per son>
Attribut eName=<cn>
Attri but eVal ue=<Ron Edwar ds>
Attri but eName=<sn>
Attri but eVal ue=<Edwar ds>
At t ri but eName=<t el ephonenunber >
Attri but eVal ue=<1- 812- 855- 4021>
At tri but eName=<i nt er nati onal i sdnnunber >
Attri but eVal ue=<755-4021>
At t ri but eName=<f acsi m | et el ephonenunber >
Attribut eVal ue=<1-812- 855- 5454>
AttributeNanme=<title>
Attri but eVal ue=<DEPT TECH>
Attri but eName=<seeal so>
AttributeVal ue=<cn=Cynt hi a Fl owers, ou=Home Entertai nnent, ou=Austin, o=IBM.US,

c=Us>
At t ri but eName=<post al code>
Attribut eVal ue=<4601>
Attri but eName=<t el exnunber >
Attri buteVal ue=<1-812-474-3783>
Entry:
At t ri but eName=<obj ect cl ass>
Attribut eVal ue=<or gani zati onal Per son>
At tri but eName=<cn>
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Attri but eval ue=<Robert Dean>
Attribut eName=<sn>
Attribut eVal ue=<Dean>
At t ri but eName=<t el ephonenunber >
Attribut eval ue=<1-812- 855-5703>
At tribut eName=<i nt ernati onal i sdnnunber >
Attribut eVal ue=<755-5703>
At t ri but eName=<f acsi m | et el ephonenunber >
Attri but eval ue=<1-812- 855-5704>
Attribut eVal ue=<755-5704>
At t ri but eName=<post al code>
Attribut eval ue=<1701>
At tri but eNane=<seeal so>
AttributeVal ue=<cn=Maria Garcia, ou=ln Flight Systems, ou=Austin, o=|BMUS,
c=US>
Propagating to termnal "out"
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AlX

To compile the source of the plug-in node, the following makefile can be used.

DEFI NES = -DAI X -qcpl uscnt
CcC =xlc_r
MQSI ROOT = [ home/ mynmdvl / ngsi v2
L DAPROOT = /[ hone/ mgndvl / | dap
all: LdapPl ugln. lil
LdapPl ugln.lil: LdapPl ugl n. o
$(CC) -bM SRE -bexpal |l -bnoentry -o LdapPlugln.lil -L
$(MBIROOT) /1ib -L $(LDAPROOT) -1 ldap -1 inbdfplg $(DEFINES) LdapPl ugln.o

LdapPl ugl n. o:  LdapPl ugl n. c LdapPl ugln. h
$(CCO -1 $(LDAPROOT) -1 $(MXSIROOT)/include -I
$( MBI ROOT) /i ncl ude/ plugin -c¢ LdapPl ugln.c

Sun Solaris

To compile the source of the plug-in node, the following makefile can be used.

DEFI NES = -DSUN -xCC

cC = cc

M| ROOT = [ opt/ ngsi

M| SAMPLE = $( M| ROOT) / sanpl e/ pl ugi n

MSI | NCLUDE = -1 $(MEBI ROOT) /i ncl ude -1$( MBI ROOT) /i ncl ude/ plugi n -1 $( MXSI SAVPLE)
L DAPROOT = /opt/1BM dapc

all: LdapPl ugln. lil

LdapPl ugl n.o:  LdapPl ugl n.c LdapPl ugln.h
$(CC) -nmt -1. $(MXBIINCLUDE) -c LdapPl ugln.c $(DEFI NES)

Bi pSanpPl ugi nUtil.o:  $(MXI SAMPLE)/ Bi pSanpPl ugi nUtil.c
$( MBI SAMPLE) / Bi pSanpPl ugi nUil.h

$(CC) -nt -1. $(MSIINCLUDE) -c
$( MQSI SAMPLE) / Bi pSanmpPl ugi nUti | . c $( DEFI NES)

LdapPlugln.lil: LdapPl ugl n. o Bi pSanpPl ugi nUtil .o
$(CC -G -0 LdapPluglin.lil -L $(MXSIROOT)/lib -L $(LDAPROOT) -1 Idap -I
i mbdf pl g LdapPl ugl n. o Bi pSanpPl ugi nUtil .o

Linux (on Intel)

To compile the source of the plug-in node, the following makefile can be used.

DEFI NES = - DLI NUX

cC = gcc

M| ROOT = [ opt/ ngsi

M| SAMPLE = $( M| ROOT) / sanpl e/ pl ugi n

MSI | NCLUDE = -1 $(MXEI ROOT) /i ncl ude -1$(MIEI ROOT) /i ncl ude/ pl ugi n -1 $( MBI SAMPLE)
all: LdapPl ugln. lil

LdapPl ugl n. o:  LdapPl ugl n.c LdapPl ugln.h
$(CC) -I/usr/ldap/include -1. $(MXSIINCLUDE) -c LdapPl ugln.c $(DEFI NES)

Bi pSanpPl ugi nUtil.o:  $(MXI SAMPLE)/ Bi pSanpPl ugi nUtil.c
$( MBI SAMPLE) / Bi pSanpPl ugi nUtil.h

$(CC -I. $(MXBIINCLUDE) -c $(MXEI SAMPLE) / Bi pSanpPl ugi nUtil.c
$( DEFI NES)
LdapPl ugln.lil: LdapPl ugl n. o Bi pSanpPl ugi nUtil.o
Id -shared -o LdapPlugln.lil -1 Idap -1 Iber -lresolv -L
$(MBIROOT)/1ib -1 inbdfplg LdapPl ugln.o Bi pSanpPl uginUtil.o
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HP-UX
To compile the source of the plug-in node, the following makefile can be used.

DEFI NES = - DHPUX +z

CcC = cc

MSI ROOT = /opt/ ngsi

M| SAMPLE = $( M| ROCT) / sanpl e/ pl ugi n

MSI | NCLUDE = -1 $(MXEI ROOT) /i ncl ude -1 $(MXBI ROOT) /i ncl ude/ plugi n -1 $( MXSI SAMPLE)
L DAPROOT = / Devel opnent/ avv/ | dap/ | dapadt

all: LdapPl ugln. lil

LdapPl ugl n. o: LdapPl ugl n. ¢ LdapPl ugln. h

$(CCO) -I. -1$(LDAPROOT)/include -1$(MXBI ROOT)/incl ude -
I $( MBI ROOT) /i ncl ude/ pl ugi n -c¢ LdapPl ugl n. ¢ $( DEFI NES)

Bi pSanpPl ugi nUtil . o: $( MBI SAMPLE) / Bi pSanpPl ugi nUtil.c
$( MBI SAMPLE) / Bi pSanpPl ugi nUtil . h

$(CO -1. $(MXBIINCLUDE) -c $( MBI SAMPLE)/ Bi pSanpPl ugi nUtil.c
$( DEFI NES)
LdapPl ugln.lil: LdapPl ugl n. o Bi pSanpPl ugi nUtil.o

Id -b -0 LdapPlugln.lil -L $(MBIROOT)/Iib -L $(LDAPRCOT)/Iib -1
I dap -1 inbdfplg LdapPl ugln.o Bi pSanmpPluginUtil.o
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Example using the plug-in node

At the server with hostname “nimqgss03” an IBM eNetwork LDAP Directory Server Version 2.1
was installed and configured with default settings. Sample data was loaded into the directory.

An MQSI V2.0 sample flow was created with an MQInput, an LDAP and an MQOutput node.
The LDAP node was configured with the following parameters.

Server nimgss03

Port 389

BindDN cn=root, o=ibm_us, c=us

Password root

SearchbaseElement Root.XML.Message.LdapSearchbase
FilterElement Root.XML.Message.LdapFilter
SearchResultsRoot  Root.XML.Message.LdapResults
Searchbase o=ibm_us, c=us

Filter cn=*

After deploying the following XML message was sent to the flow.

<Message>
<LdapSear chbase>o=i bm us, c=us</LdapSear chbase>
<LdapFi | t er >cn=Ro* </ LdapFi | t er >

</ Message>

10
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The XML output message was the following (extra spaces and end-of-lines are included to
improve readability).

<Message>
<LdapSear chbase>o0=i bm us, c=us</LdapSear chbase>
<LdapFi | t er >cn=Ro* </ LdapFi | t er >
<LdapResul t s>
<Entry>
<obj ect cl ass>
<Val ue>or gani zat i onal Per son</ Val ue>
</ obj ect cl ass>
<cn>
<Val ue>Ron Edwar ds</ Val ue>
</ cn>
<sn>
<Val ue>Edwar ds</ Val ue>
</ sn>
<t el ephonenunber >
<Val ue>1- 812- 855- 4021</ Val ue>
</ t el ephonenunber >
<i nternational i sdnnunber >
<Val ue>755-4021</ Val ue>
</internationalisdnnunber>
<facsi m | et el ephonenunber >
<Val ue>1- 812- 855- 5454</ Val ue>
</ facsi m | et el ephonenunber >
<title>
<Val ue>DEPT TECH</ Val ue>
</[title>
<seeal so>
<Val ue>cn=Cynt hi a Fl owers, ou=Hone Entertai nnent, ou=Austin, o=IBM US
c=US</ Val ue>
</ seeal so>
<post al code>
<Val ue>4601</ Val ue>
</ post al code>
<t el exnunber >
<Val ue>1- 812- 474- 3783</ Val ue>
</t el exnunber >
</ Entry>
<Entry>
<obj ect cl ass>
<Val ue>or gani zat i onal Per son</ Val ue>
</ obj ect cl ass>
<cn>
<Val ue>Robert Dean</ Val ue>
</ cn>
<sn>
<Val ue>Dean</ Val ue>
</ sn>
<t el ephonenunber >
<Val ue>1- 812- 855- 5703</ Val ue>
</ t el ephonenunber >
<i nternational i sdnnunber >
<Val ue>755- 5703</ Val ue>
</internationalisdnnunber>
<facsi m | et el ephonenunber >
<Val ue>1- 812- 855- 5704</ Val ue>
<Val ue>755- 5704</ Val ue>
</ facsim | et el ephonenunber >
<post al code>
<Val ue>1701</ Val ue>
</ post al code>
<seeal so>
<Val ue>cn=Maria Garcia, ou=ln Flight Systens, ou=Austin, o=lBM US
c=USs</ Val ue>
</ seeal so>
</ Entry>
</ LdapResul t s>
</ Message>

End of Document
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