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Advanced Threats

Sophisticated, targeted attacks designed to
gain continuous access to critical
information are increasing in severity and
occurrence

Advanced Persistent Threats
Stealth Bots Targeted Attacks

Designer Malware Zero-days

Mobile Computing

Securing employee-owned devices and
connectivity to corporate applications are
top of mind as CIOs broaden support for

LS L

& Windows Phone
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Cloud Computing

Cloud security is a key concern as
customers rethink how IT resources are
designed, deployed and consumed

, . // -
/-’ IBMSmartCloud \x N
( ‘/ G)lesforce . /
N B vmware ) =
----_----/\-\"\-\-.___ m——

Regulation and Compliance

Regulatory and compliance pressures are
mounting as companies store more data
and can become susceptible to audit

failures
>k v €

F'Sarbanes—OxlleX
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Results from IBM cloud computing engagements ‘

Increasing Test provisioning Weeks Minutes
speeq a.lr.]d Change management Months Days/hours
flexibility
Release management Weeks Minutes
Service access  Administered Self-service
Standardization Complex Reuse/share
Metering/billing Fixed cost Variable cost
Reducing Server/storage utilization 10-20% 70-90%
costs Payback period Years Months

URCE: Based on IBM and client experience
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Private cloud Public cloud
Amazon EC
Development Cloud MS Office 365
Testing Cloud IBM Lotus Live
Desktop Cloud IBM Smart Cloud Enterprise Plus
Factory Cloud

Tend Micro Anti-virus
_ _ PC Home Stores
IT infrastructure is becoming Cloud e-Invoice Cloud

Business service is already Cloud
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70%

30% more pressing than
closest challenge or barrier
> toimplementation

40%
37%

B4%

32%

25%
12%

Concemns ahoutthe  Concerns about Concems about
security of cloud  access to information information
computing solutions govemnance
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Difficulty measuring Concems about the Lack of clear strategy Business leaders are Employe&s are not

ROI of cloud
solutions

ability of cloud or helpfromkey not receptive to cloud receptive to cloud
computing solutions vendors in adapting computing soluions computing solutions
to meet enterprise  their applications to
andfor industry cloud computing
standards platforms

2012 Cloud Computing — Key Trends and Future Effects — IDG
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Manage the registration and control the access of
thousands or even millions of Cloud users in a cost-
effective way

Ensure the safety and privacy of critical enterprise
data in Cloud environments without disrupting
operations

Provide secure access to applications in the Cloud

Manage patch requirements for virtualized systems

Provide protection against network threat and
vulnerabilities in the Cloud

Protect virtual machines

Achieve visibility and transparency in Cloud
environments to find advanced threats and meet
regulatory and compliance requirements
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= Discover where sensitive data resides

Understand, define
policy

» Classify and define data types
= Define policies and metrics

= Encrypt, redact and mask virtualized databases

Secure and protect = De-identify confidential data in non-production
environments

= Monitor virtualized databases and enforce review of
policy exceptions

= Automate and centralize the controls needed for
auditing and compliance (e.g., SOX, PCI)

=  Assess database vulnerabilities

Actively monitor and
audit

= Automate reporting customized for different

Establish regulations to demonstrate compliance in the Cloud
compliance and

security intelligence [ia Integrate data activity monitoring with security

information and event management (SIEM)

The IBM Technical Summit
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New complexities Before Virtualization After Virtualization I
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Web Server Host Desktop Web Application
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Applications
A
0s

= |ncreased infrastructure
layers to manage and protect

= Dynamic relocation of VMs
Applications

= Multiple operating systems
and applications per server

= Elimination of physical
boundaries between systems .

= Manually tracking software
and configurations of VMs

Hypervisor

N B e &N

= Hyperviser is attack vector * 1:1 ratio of OSs » 1:Many ratio of OSs and

and applications applications per server
per server - Additional layer to manage and
secure

* There have been 100 vulnerabilities disclosed across all of VMware’s
virtualization products since 1999.*

* 57% of the vulnerabilities discovered in VMware products are remotely
accessible, while 46% are high risk vulnerabilities.*

iInnovate<v v
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IBM Research and Papers

= Special research concentration in cloud security, including
white Papers, Redbooks, Solution Brief — Cloud Security

IBM X-Force

= Proactive counter intelligence and public education
http://www.ibm.com/security/xforce/

IBM Institute for Advanced Security
=  Cloud Security Zone and Blog (Link)

Customer Case Study

= EXA Corporation creates a secure and resilient private cloud
(Link)

Other Links:

= |IBM Media series — SEI Cloud Security (Link)

= External IBM.COM : IBM Security Solutions (Link)

= External IBM.COM : IBM SmartCloud- security (Link)
= |IBM SmartCloud security video (Link)

Innovate2013
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Cloud computing
White paper
Novembar 2002

IBM Point of View:
Security and Cloud Computing

[ Redpaper

Cloud Security Guidance
1BM \dations for tha

Introduction to cloud cc

Cloud Security
Who do you trust?

Safeguarding the cloud
with IBM Security
solutions

Maintain visibility and control with proven security
solutions for pubitc, private and bybrid douds

AWARDS
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WINNER

Honored inthe U.S.

IBM Best Cloud
Computing
Security



http://www.ibm.com/common/ssi/cgi-bin/ssialias?subtype=SP&infotype=PM&appname=SWGE_WG_WG_USEN&htmlfid=WGS03002USEN&attachment=WGS03002USEN.PDF
http://www.ibm.com/common/ssi/cgi-bin/ssialias?subtype=SP&infotype=PM&appname=SWGE_WG_WG_USEN&htmlfid=WGS03002USEN&attachment=WGS03002USEN.PDF
http://www.ibm.com/common/ssi/cgi-bin/ssialias?subtype=SP&infotype=PM&appname=SWGE_WG_WG_USEN&htmlfid=WGS03002USEN&attachment=WGS03002USEN.PDF
http://www.ibm.com/common/ssi/cgi-bin/ssialias?subtype=SP&infotype=PM&appname=SWGE_WG_WG_USEN&htmlfid=WGS03002USEN&attachment=WGS03002USEN.PDF
http://www.ibm.com/security/xforce/
http://instituteforadvancedsecurity.com/topics/cloud-security/default.aspx
http://www-01.ibm.com/software/success/cssdb.nsf/CS/LWIS-8VRLVY?OpenDocument=&Site=default&cty=en_us
http://w3.tap.ibm.com/medialibrary/search?displayMediaSet=0&qt=sei+cloud+security&narrow_filter=summary
http://www.ibm.com/security
http://www.ibm.com/cloud-computing/us/en/security.html
http://www.youtube.com/watch?v=zoDeXDfMrkU&feature=plcp
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Mobile/Wireless/Cloud
Employees

34%

employees in 2012 are mobile
(Source: IDC¥)

Client/Server

Mobile Applications

Host/Mainframe Security 85 billion
mobile applications will be
8X downloaded in 2012
increase in security risk (Source: IDC)

driven by proliferation of
mobile data and devices

“Consumerisation of IT”

Unified Communications (UC)

78% 62%

individual-liable (BYOD?*) devices used for
of multinational corporations plan to adopt business, compared to 38% corporate-liable
mobile UC by 2015, including mobile video in 2012

streaming and conferencing (Source: IDCY)
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Malware

g

» Malware existed in various forms (viruses, worms,
Trojans, spyware) has been constantly increasing.

» 25,000 mobile malware apps were identified as of the
second quarter of 2012--a 417 percent rise from the
first quarter. (Trend)

CUMULATIVE ANDROID MALWARE INCREASE

* No platform is immune.
Malicious applications on
increase in all app stores

» “Zeus for Mobile”

* First large scale mobile
botnet in 1Q2012 - :
RootStrap (symantec) e Wb B b e e

Communication

* SMS toll fraud continues as one of primary
exploited areas

» Bluetooth is an exploited vector because a device
in a discoverable mode can be easily discovered
and lured to accept a malicious connection request.

« “Man in the middle” attacks have been
demonstrated to be possible with several platforms
using Wi-Fi links.

* Phishing or pharming attacks can leverage multiple
channels: email, SMS, MSS, and voice

HnHnmovdlecv io
The IBM Technical Summit
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Loss and Theft ”H

» A survey of consumer users found that one out of
every three users has ever lost a mobile device.

» 2011 study - 36 percent of consumers in the United
States have either lost their mobile phone or had it
stolen. (Symantec)

* The major benefits of mobile devices (size and
portability) unfortunately come with the big risk of
losing sensitive data that has to be accepted but can
be mitigated.

* Cell phone theft in New York City jumped from eight
percent of robberies 10 years ago to more than 40
percent today (CBS News)

OS vulnerability based attacks

* Mobile OS vulnerabilities continue to be discovered at
significant rates

* Always on and connected, mobile device is a prime target
for hit-and-run network-based attacks and exploiting zero-
day vulnerabilities.

Total Mobile Operating System
Vulnerabilities
2006 - 2012 1H (projected)
200
150 &_
100 N—
5 +——— N

O T T T T T 1
2006 2007 2008 2009 2010 2011 2012
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Mobile Security Strategy and Life Cycle Management

m Network and Server Mobile App

Security
Intelligence,

Analytics &
GRC
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g Endpoint Identify and Access Application Security
T Management Management IBM Security AppScan

- IBM .Endpoint Manager for IBM Security Access Integration Security
g Mobile Manager IBM WebSphere DataPower
Q Data Security IBM Websphere Datapower . .

£ IBM Mobile Device - Manage Application
s e Monitor and IBM Worklight

I Y Protection

> Data Loss Protect. IBM Qradar

= Application Security Connection Security

3 IBM Worklight IBM Mobile Lotus Connect

)]

=

o

' 3 Internet
Q) Windows Phone . I ntl'anet

=
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Zettabytes .. Terabytes

Store
Management
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Traditional data sources
(ERP, CRM, databases, etc.)

Operators Applications
Languages IOrchestration Prioritization

Source Data from every source
(Web, sensor, data, network, social, RFID, media)
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Client
application
programs
running here

¢ InfoSphere
Guardium
S-TAP

TCP/IP
@ i g
1 St InfoSp_here R T
Clients Guardium
collector
InfoSphere
Guardium
reports
Hadoop Cluster
~N
MapReduce
tasks/HBase/Hive
Queries run here
\ J
Innovate2013

The IBM Technical Summit
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For example: hbase createTable you only see 2 commands
in hbase report but all the other messages will be here

Hadoop - Full Message Details report

Start Date: 2012-09-06 09:11:46 End Dats:
Aliazes: OFF Mezzage Detailz: LIKE %hbase-%
SERVER_IP: LIKE %
Server DB
Timestamp Client IP Server IP User
Type

Name
2012-08- - c
08 11:23:31.0 HADOOP 9.70.145.1139.70.145.113HBASE
2012-09- - .
08 11:23:31.0 HADOOP 9.70.145.1139.70.145.113
2012-09- - c
08 11:23:31.0 HADOOP 9.70.145.1139.70.145.113HBASE
2012-08- - -
08 11:23:31.0 HADOOP 9.70.145.1135.70.145.113HBASE
2012-09- - -
08 11:23:31.0 HADOOP 9.70.145.1139.70.145.113HBASE
2012-09- - -
08 11:23:31.0 HADOOP 9.70.145.1139.70.145.113HBASE
2012-08- - -
08 11:23:31.0 HADOOP 9.70.145.1135.70.145.113HBASE
2012-09- - -
06 11:23:31.0 HADOOP 9.70.145.1139.70.145.113HBASE
2012-09- - -
08 11:23:31.0 HADOOP 9.70.145.1139.70.145.113HBASE
2012-09- - -
08 11-23:31.0 HADOOP 9.70.145.1139.70.145.117

Harkoop - Excaption Raport

Start Date: 2012-09-07 19:5%:567 End Date:
Aliazes:  OFF

Exception  Server
Timestamp Type
2012-09-

101201350

2012-09-11 11:58:57
Exceptionho: LIKE %

server P ClientIP

HADOOPS.70.145.1838.70.144 2035VORUGA M

Innovate2013

The IBM Technical Summit

2012-09-07 12:11:46

Exception Description

HADOOP PROTOBUF CLENT PROGRAM =t
v

HADOOP CL[%IT PROGRAM

/
HADQOP PROTOBUF CLIENT PF‘.UGRAM@
1
HADOOP PROTOBUF CLIENT F‘RDGRAM{—VE:

"
HADQOP PROTOBUF CLIENT F‘RDGRAMS—“L

"
HADQOOP PROTOBUF CLIENT PRUGRN“{_VE;H

omplete’ gtruct 2={ztruct:1="'hbaze/nbaze-H4/ tmp/ tableinfo 0000000001°,
EDUCE_1513337435_9 struct:3={struct.1="BP-243274971-9.70.145.113-1344287 392934,
=27225 varint:4=517}} struct:3="org.apache hadoop. hdfz protocol. ClientProtocol, varint: £4=1}
Name="hbaze-H4' key="15_ROOT value="falze' key="IS_META",
="BLOOMFILTER' value="NONE' key="REPLICATION_SCOPE’,
10N value="NONE'" key="VERSIONS" value="3" key=TTL' value="2147483547"
ue="0" key="BLOCKSIZE" value="65535" key="IN_MEMORY" value="falze", key="BLOCKCACHE" value="trus"}
ct1="rename’ gtruct:2={ztruct:1="/hbaze/hbaze-H4/ tmp/ tableinfo 0000000001°, struct:2="hbaze/hbase-
017%,struct: 3="org.apache.hadoop hdfz.protecol. ClientProtocol, varint. 4=1}
truct:1="mkdirz’ struct:2={ztruct:1=hbaze/hbaze-H4/3b32d%d23a1d5cas86c3b4%deBc50321°, =truct2=
-3=1},struct: 3="org.apache.hadoop hdfs. pretocol ClientProtocol, warint:4=1}
{struct1="getFilelnfo’ struct:2={struct.1="'hbase/hbaze-H4/3b32d9d23a1d8cadesc3b4BdedcS0321/ logsT,
he hadoop. hdfz protocol ClientProtocol varint4=1%
& {struct: 1="mkdirz", struct: 2={ztruct 1="thbaze/hbaze-H4/3b32d5%d23a1d6cab86c3b49deS 50321/ logs', struct:2=
arint:3=1} struct: 3="org.apache.hadoop.hdfz. pretecol.ClientProtocol, varint4=1}

HADOOP PROTOBUF CLENT PRDGRAM—W age {ztruct:1 ='getFiIeInfu:l'.5truu:_1:2={5truu:1:l1 ='.n'h_ba_safhbase-H#?:bSZdBdZBﬂ d5caf8bcibdddedcs0321/. 0ldlogsT,

=truc pache.hadoop.hdfz.protocol. ClientProtocel varint4=1}

_ Wi zage {struct. 1="mkdirs’ struct:2={ztruct: 1="hbase/hbase-H4/3b32d5d23a 1d5cat36c3b49dedca0321/ oldlogs’, struct2=
REETH RRETEEUF ELET F‘RD'Bﬂ"ckrd{'.farin 3}, varint:3=1} struct: 3="org.apache.hadoop hdfz protocol ClientProtocol, varint: 4=1}

_ WG ezzage {struct 1="create’ struct:2={ztruct: 1="hbase/hbaze-H4/3b32d5d23a1d5ca686c3b49de5c50321/ lIngeihlog. 1 346545011093,
HADQOP PROTOBUF CLIENT PROGRAMstruct] fvarint:1=493} struct: 3="DFSClient_NONMAPREDUCE_1513337435_9" varint:4=3,

warint:§ £0 warint:8=3 varint: 7=87 108364} struct: 3="org.apache hadoop.hdfz protocol ClientProtocol, varint4=1}

_ HBASE multifregionMame="META. 1" regionName="#%
HADQOP CLIENT PROGRAM 02 Shbasze-H4,,1346845011024.3b32d9d23a1d6ca686c3b48deBch0321.

TFFFFFFF ")

__HOFS mkdirz(path="uzer/zvoruga’ permizzionhask=483)

SQL string that caused the Exception

dBi1.-0
Database Error Text Countpf
— Exceptions

AccezzControl Exception 1

No permission to create
directory
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Data Sources Real-time Processing Security Operations
«  Security Devices *Focus on HOT, real-time data » Detailed security metrics
. *Event normalization + Activity & event graphs

Server and Host Logs

* Incident management

* Network and Virtual Activity AL UIS el el E

*Data enrichment

. e Compliance reportin
+ Database Activity P porting

» Application Activity

* Vulnerability and Config Data Big Data Security Workbench

* Threat Intelligence Feeds

N _ Big Data Warehouse Big Data Analytics
» User Activity and Behavior and Eorensics
. Web, Blogs, & Social Activity Storage for HOT, Warm & cold data . _ |
_ _ *Unstructured and structured *Advanced visuals and interaction
* Business Transactions o ) . . .
*Distributed infrastructure *Predictive and decision modeling

* Unstructured data (e.g. Email)

*Preserves raw data *Ad hoc and historical queries

*Scalable platform *Transaction and geo analysis

i

u m a § H sLarge-scale *Custom reports and dashboards
' — - “machine learning *Pluggable Ul
¢ D \, 4
@ . L 't' | *Hadoop-based «Collaborative W,
| - S0 backend sharing tools B A NS

AR AN

Sore & Process 1 Anayze
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Real-time Processing Security Operations

Data Sources

—:_‘_—z-h,
> QRadar Security QRadar Console \.“’ = T s
> Intelligence Platform (Web interface) T
Security and Infrastructure I A - Watch List =
» Custom Rules

Data Sources
Big Data Warehouse Big Data Analytics
and Forensics

Stealth Bots
i v |
———

Worms, Trojans
@ Targeted Aftacks | |

Designer Malware -
External Threat
Intelligence Feeds

g G Hadoop Store S
~e « Raw Data ., 90
® oo %, I

(e
N L_ij i2 Intelllgence e (RO
: I Analysis ——&“*s

InfoSphere

InfoSphere
BigSheets \'

Biglnsights

U f i)
Relational Store h

Email, Web, Blogs,
and Social Activity * High-value Information

Collect Store & Process y. .
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GEEﬁE@Aiﬁﬁiﬂﬁj End'tO'End Securlty .
Information Event correlation,
real-time alert, compliance

Process Model:F& 34

B
P IRATEREEELESR ech Architecture: #5
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How to do ESES ZERE. BEIZEEECE
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Servers & Mainframes _ )
Event Correlation

Network & Virtual Activi sLogs gaap 1 ation
*Flows +Geo Location

Database Activity _ ) I YW Offense Identificati®
Activity Baselining & Anomaly -Credibility .l
Application Activity. _ ) Detection .R::::.:g
*User Activity
Configuration Info _) -Database Activity °
«Application Activity ’
Network Activity /I

B ESR(E

Users & IdenfTifies — '
Suspected Inmdents
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Professional Services
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IBM Security Framework

Governance, Risk and Compliance

‘@% Security Intelligence
= and Analytics

Advanced Security
and Threat Research

__ Software and Appliances
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Cloud and Managed Services

Big Data
Security

Mobile
Security

Cloud
Security
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