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Data at scale Data in many forms Data in motion

Terabytes to Structured, unstructured, Analysis of streaming data
to enable decisions within

petabytes of data text, multimedia -
fractions of a second

Data uncertainty

Veracity
Managing the reliability and predictability

of inherently imprecise data types
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* Who can access?? ol

« What can be accessed??

* When to access??
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IBM" InfoSphere” Guardium'
Polcy Bulder Manage Members for Selected Group U
Access Rule Definition Group Name Hadoop Usens
Rule #4 of pelicy Hadoop Policy Group Type | USERS v‘ Moddy Group Type
Description Sensitve files Log only Group Sub Type Hadoop Unen
Category Cla Category Moddy C“WY |
0 severie | GropMembers  Fier[ 1O 7
[ cuentie Tkreeide
[ client uac
et Pricl. andioe
08 Type ¥
D $vo. Name NGO GIOUD | e _‘_'J &
| | 08 Name o\ or Geoup v}ﬁ
8nr Group | Hadoop Uses w8
Client IP/S1c App /08 User/Server 1P/ v ]/
WO GO e v &
Rule fires when  woces v
user notin known T vd
user group ¥/ Group | Senyitive Madoop Otjects ; v/ &]
accesses objects in TBM‘ o Guardium‘ﬂ : P
sensitive objects P
Manage Members for Selected Group

group

App Event Exists | |  Event ippe
App Event Values Text

Group Name Sensitive Hadoop Ob,ects
Group Type | OBJECTS

Category
Numeric Dal
Masking Patien Group Members  Filter
R ¥ user jeredtcardpath
Minimum Count |0 Reset Interval (| S ——
Juser/svoruga/ssnpath
Quarantine for 0 minutes  Records
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Risk VA . NBAD : SIEM
Assessment (Vulnerability (Network Behavijor
Assessment) Anomaly Detectipn)

L

Configuration Audit
Firewall Audit
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Offense 2862 @ Summary .At'tal:kaa @ Targets [Bﬂategmip_ﬁ Annctations Bl Networks D Events
Magnitude Relevance
m— P——
Descrinti 1Cy - Internal - Clear Text Application Usage Event in 1 cateac
P containing Compliance Policy Violation - QRadar Classify Flow g
Attacker/Src | 1010312, BLLL =101~ = oo P L g =RV O Start 2009-09-29 15:09:C
Target(s)/Dest| 10.101.3.30 (Accounting Fileserver) Duration Os
Network(s) IT.Senver.main Assigned to [Mot assigned
Hotes PCl Violation Use Cas¢ PCI DSS gpecifies that insecure protocols may not be used. This scenario der
identify such activity. In RIS onense the system has captured cleartext netwaork activity (telnet and FTP) £
Y
[ ]
G : [PCI vI M G Acti v |_ Hide | ive R Search R
Toup: E : I:I lanage Groups | clions ide Inactive Reports | I {= °
=43 Compliance ¥
L L3 comr — It Name Group | ®
FISMA Traffic (Manthly) PCl
SOX Weskly Sucoeo Radar g GLBA 1 Changes (Monthly) PCI
[+ GSX-Memo22
. 1Z) to Internet (Monthl PCI
-3 HIPAA } (Mentnly -
-El NERC oo
lf) PCI
Tl | 3 from Untrusted Segments (Manthly) | PCI
5.2 - Malware PCI
6.6 - Attacks against Public Facing Applications or Services (Monthly) | PCI
10.2 - User Accounts Additions by Admin (Weekly) PCI
6.6 - Attacks against Public Facing Applications or Senvices (Weekly) | PCI
5.2 - Malware or Virus Clean Failed PCI, Security

8 20007F# (R E S BRI -
T S £ PR B
SOX, HIPAA, NERC CIP, FISMA ,
UK GCSx and GLBA..Z

Z1COBIT , PCI,

Innovate2013

The IBM Technical Summit



S Sm
~

TRFW FAE EhL o B R ER
DAAS [5] Y F J58 BL T ) 2R PR 0 AL s e 25 Al 5 2 S

| Offense 3063 [8] Summary i Attackers (E) Targets [ Categories Annctations Bl Networks [1)] Events Flows Rules Actions ¥ ) Print 9|

Maagnitude Relevance | o | Severity | g8 |Credibi|it¥ | 3
I:E:EI:SIE?EEX{:JI Fa}{jl\?tztriglePdrszz :]:;ted by Recon {—I—‘,ﬁ’:/ﬁ*ili%&/—

Description preceded by EXDIOIT.I'.I'-('IEIIWEII'E Events Across Multiple _m ‘ 7K - {—I Event count 1428 events in 3 categories
preceded by Recon - External - Potential Metwork Scan P‘\:}

Attacker/Src | 202.153.48 68 a Start 2009-09-29 16:05:01 ’

Target(s)Dest| Local (717 Duration 1m 32s

Network(s) | Multiple (3} Assigned to Mot assigned w%waﬂ%
Vulnerability Correlation Use Case lllustrates a - ' _ ey 512 with 1DS alerts An attacker originating from China (20 g the

IEE Conficker worm exploit (CVE 2003-4250). The fi {-H“‘ELJ\{EB’(E/J
Attacker Summary g Details K

Magnitude User Karen
Description 202.153.48.66 Asset Name Unknown
Vulnerabilities o MAC / Unknown
Location China Asset \lalohl o
; i3
BAEA 2R A

Top 5 Categories (=) Categaries

Name | Magnitude Local Target Count Last Event
Buffer Overflow :_LF& E — 8 o 09-29 16:06:33
Misc Exploit VA% 7r< 3 3 TN = e
Metwork Sweep Z}E 716 1417 %TJ‘ [: %Bﬁ{r‘/ y ﬁB@

A &
Top 5 Local Targets () Targets / \
IPIDHNS Hame / Mag... Vulnerable Chained User MAC Location N Weight

Windows AD Server n / Unknown Mo Unknown Unknown main
10.101.3.3 Unknown Mo Unknown Unknown main 0
10.101.2.4 Unknown Mo Linknown {? main 0
DC106 Yes Mo Admmmi RE § 5’*3i7|‘ﬁ¥ﬂ§,m£ main 10
10.101.3.11 Unknown Mo DCAdmin I main ]

Top 10 Events [ Events

Event Name Magnitude Log Source Category Destination Dst Port Time
Misc Exploit- Event CRE — — — Custom Rule Engine-8 :: gradar-vm Misc Exploit 10.101.3.15 445 09-29 16:06:33
METBIOS-DG SMB v4 srwsve MetrpPathCo S Snort@ 10.1.1.5 -“Z& 10.101.3.10 445 09-29 16:06:28
METBIOS-DG SMB v4 srvsvc NetrpPathCo —] e El0 1 1 5 *H E%Hyﬁﬁ’j * 10.101.3.15 445 09-29 16:06:33
Misc Exploit - Event CRE Custom Rule Enginm 10101313 445 09-29 16:06:31
Metwork Sweep - QRadar Classify Flow - Flow Classification Engine-5 = 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow - Flow Classification Engine-5 2 gradar-vm Metwork Sweep 10.101.3.15 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 : gradar-vim Metwork Sweep 10.101.3.10 445 09-29 16:05.01
Metwork Sweep - QRadar Classify Flow - Flow Classification Engine-5 : gradar-vm Metwork Sweep 10.101.3.158 445 09-29 16:05.01
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Use case: Detecting Insider Fraud &

. N Magnitude | ————— II:":"

Potentlal Data LOSS ‘ Description ,ﬁemial Data Loss/Theft Deteded\ |||

Mta{:kerrSr{:\ 10.103.14.139 (dhcp-workstation-103. L 139 acme.org)
Who? What? Where? ’ 014 130

arget(s)/Dest| LoCAtSRemale (1) "

Network(s) Multiple (3}

Not Data Loss Prevention Use Case. Demonstrates QRadar DL

otes authentication ...

P
Who?
hAn internal user

What?

Suspicious Pattern Deted

10.103.14.139

Custom Rule Engine-8 : gradar-vn MNiA

Suspicious Pattern Detected

Remote Access Login Fal

10.103.14.139

Custom Rule Engine-& . gradar-vn| M/A

Event Name . Log Sou Uni Count I.Islt:r!lame Cat Uni Count
ven {Unique Count) ©0g Source (Unique Count) { c:::;;a egory (Unique L | __—
O | Authentication Failed 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | Multiple (2} Misc LogiW
B | Misc Login Succeeded | 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scoft /mn Succeeded
B | DELETE failed 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scotit System Action Deny
B | SELECT succeeded 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scoft System Action Allow
B | Misc Logout 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scotit Misc Logout
O
]

Remote Access Login Failed

Mavigate >
Information g
Resolver Actions g

THNC Recommendation

1
DMS Lookup
OIS Lookup
Port Scan
Asset Profile
Search Events
Search Flows

QRadar Has Completed Your Request

Go to APNIC results

E) [Querying whois. arin net]
[whois arin.net]

OrgName:  Google Inc.

OrelD:  GOGL

kOracle data

Where?

LGmaiI

Threat detection in the post-perimeter world

User anomaly detection and application level visibility are critical
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Drill-down \\EIE ENE-HFHP2P.BitTorrent T#; , (EFHKNEHEE

/60.248.21.184/console/gradar, / lar

Welcome, admin [logout]

Log Activity

O
Network Activity

(QRada

Sp

Ay

@

System Time: 02:48 | Preferences

Sesrch.. ¥ Quick Searches ¥ Y Add Filter | Save Criteria [ Ssve Resuls gl Cancel . False Positive Rules ¥ Actions ¥ [Quick Filter.. (7] |
85,028,582,221 ]
834,716,483 80,000,000,000
1124 602,470 70,000,000,000
60,000,000,000
1,296,367,034
50,000,000,000
1,957,613,034 §5,928,582,221 40,000,000,000] s
12,473,517,084 30,000,000,0004
1B,925,048,240 20,000,000,0004
30,760,265,636 10,000,000,0004
ol
D Legend O Legend
[ other M MailsMTP W web. Misc M DataTransfer WindowsFileSharing [ other [ 1ail SMTP W web Misc Ml DataTransfer WindowsFieSharing
M vzt Secureweb [ rzp.BitTorrent | Mizc.Syslog ] Web.Application. Misc O Web.Image.JPEG W wieb SecureWeb [Jrzr.sitTorrent | Misc. Syslog .‘NED.ADDHCEUUH.MISC Jweb. Image.JPEG e
M Misc Kerberos M visc Kerberos 1
[Hide Charts)
Source E—— Destination L
S Source IP {Unique Network Destination IP Deshnapon Network Source Bytes | Destination Total Bytes Soue Qesinahon L]
Application N N Port {Unigque N Packets Packets Packets Count
Count) {Unique {Unigue Count) Count) {Unigue {Sum) Bytes { Sum) {Sum) - (sum) (sum) (sum)
Count) Count)
other Multiple (2 138) Multiple (3} Multiple (11 301} Multiple (63 ... | Multiple (5} 60 571 055 849 25 357 526 37( 85 928 582 22 79249 928 68 143 690| 147 393618 1471948 |
Mail. SMTP Multiple {11 307) Multiple (2 Multiple (249 Multiple (2 Multiple (2 6 044 503 452 24 715762 184 30 760 265 63 19 625 274 23 550 542 43175816 49 104
Web.Misc Multiple (2 569} Multiple (2} Multiple (5 377} Multiple (36) | other 2478765 076 16 447 183 17 158 925 945 24! 11625 124| 14955747 26 580871 460 643
DataTransfer.WindowsFileSharing Multiple (197} Multiple (3) Multiple (16} Multiple (3) Multiple (4) 10 224 664 989 2 248 852 095| 12473517 08 8399 123 6536 476 14 935599 112738
Web.SecureWeb Multiple (270} Multiple (2} Multiple (1 795) Multiple (42) | Multiple (2} 1439 880 436| 3 699 175 255 5139 064 691 4974 674 5304 742 10 369 416 1210943
BitTorrent Multiple (4 other Multipl Multiple other
Misc.Syslog Multiple (2) other Multiple (3 514 other 1957 612 830 204| 1957 613 034 8914 695 3 8914 698 7 363
Web.Application.Misc Multiple (443) other Multiple (541} Multiple (2) other 165 977 423| 1130389 611) 1296 367 034 632532 882 151 1514 683 28 241
Web.Image.JPEG Multiple {805} other Multiple (1 058) Multiple (2} other 68 525 987 | 1056 076 483 1124 602 470 572679 824 489 1397 168 35 369
Misc.Kerberos Multiple (14) other Multiple (7) Multiple (5) other 543772230 2900944 253 834716483 1045 268 996 985 2042253 64 982
Web.Application.OctetStream Multiple (64 other Multiple (125) 20 other 20 116 466| 779955876 800072342 284 516 530 052 814 568 1091
Web.Video.Misc Multiple (17 other Multiple (45) 20 other 16 297 682| 595778 280| 612075962 236 994 410 203 647 197 168
Authentication LDAP ulilgle (5) other Multiple (& ultlgle (3) other 338225232 263184898 601410130 956 223 797 707 1753930 132122
—— _ e = SIS S ——— S === == =555
N £ = ﬁ: %
. ) HiE > :II = - 115
~ \ \\‘ =
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Big Data Security Solution -

Yel low

Data Sources Real-time Processing
> QRadar Security
> Intelligence Platform
Security and Infrastructure A - Watch List
Data Sources « Custom Rules

Designer Malware
InfoSphere

External Threat Biglnsights

QRadar Console
(Web interface)

Security Operations

Big Data Analytics

and Forensics

InfoSphere
BigSheets

Intelligence Feeds

N IS ‘
vV &

Email, Web, Blogs,
and Social Activity

Collect Store & Process

Steath Bol Big Data Warehouse
Worms, Trojans
Targeted Attacks

Relational Store
* High-value Informatlon
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Where IBM stands (IBM Security) ]
s
)

Figuoe 1. Magic Ouadrant for Security Ifiormation and Event Manasgement - —
Figure 2 Forrester Wave™: Database Auditing And Real-Time Protection, Q211
challengers leaders )
~ ~ Risky Strong
Bets  Contenders Performers Leaders
4 Strong |
' A N\ Tne Forrester vave
McAlee Go online to download
® Sph the Forrester Wave tool
. for more detalled product
._*3 - EMC-RSA® o evaluations, feature
& " Nt e comparisons, and
% SotarWinds— 8
= | Symaniec— customizable rankings.
o Semagg e
2 T Trustwave Current M““@
ot Sraiie el qs“‘ L offering
« EAQ Networks o * AsenVault
. EventTracker
\ J
: Sy 5 Market presence
niche players visionaries T<D>
. @ .
Weak
completeness of vision F——ypr
Weak Strategy ———— Strong
As of May 2003
Source: Forrester Research, Inc.
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© Copyright IBM Corporation 2012. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided
AS IS without warranty of any kind, express or implied. IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, these
materials. Nothing contained in these materials is intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or
licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software. References in these materials to IBM
products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or capabilities referenced
in these materials may change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to future
product or feature availability in any way. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper
access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated or can result in damage to or
misuse of your systems, including to attack others. No IT system or product should be considered completely secure and no single product or security measure can
be completely effective in preventing improper access. IBM systems and products are designed to be part of a comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM DOES NOT WARRANT THAT
SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.



