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INTERCONNECTED

People and systems interact
in entirely new ways

INSTRUMENTED

Measure, sense and see the
exact condition of everything

INTELLIGENT
Processes & assets respond
guickly and accurately
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Transitioning to Smarter, more Deploying Smarter Physical Enabling enterprise mobility Doubling down on application
flexible IT infrastructures Infrastructures digital technologies and instrumented endpoints and data security & protection
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1.2 zettabytes | 350 million

Data: BYOD:
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Strategy & Design Services
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IBM Endpoint Manager, part of the IBM Mobile Foundation el
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IT manages risks by maintaining control points

«/ Control the Device
— Enterprises provide all equipment

«/ Control the Complexity

E..
— Small set of supported platforms / models L?
Windows /

Q/” Control the OS
— Operating systems configured, managed, and updated by IT Cla

Microsoft: Wy J-

«/ Control the Apps Office

— IT controls which apps are allowed and the configuration L‘}b‘e CITRIX

« Control the Network -
— Network traffic controlled with proxies and web filters ‘
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With BYOD, IT loses control

=<

¥ control the Device

— Employees bring personal devices (BYOD)
* Control the Complexity

— Many different combinations of devices and OSes (-V\
¥ control the 0S S

— OS version and upgrades managed by carriers, OEMs, users

x Control the Apps|
— Apps updated automatically by App Stores and users

* Control the Network
— Devices connect through 3G/4G, WiFi,
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- Advanced management on iOS through Apple’s APls

- Agent based management/ server communication
Android Y —
Windows Phone

- Email-based management through Exchange
(ActiveSync) and Lotus Traveler (IBMSync)

I0S *  Symbian

Android - BlackBerry OS 10
Windows Phone + BlackBerry Playbook
Windows Mobile

Symbian
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Apple iIOS
Google Android

Nokia Symbian
Windows Phone
Blackberry
Nokia Symbian
Windows Mobile
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“ITE)REZ M - Android Fragmentation in 2013
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= OS " RERE « Device Wipe
provisioning " WEBUR o EALE
Patchi - [ERHEXEH « Jailbreak/Root
Mzr%tmg = #EERRE (VPN/Email/Wifi) detection

; « Enterprise App
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= Power Mgmt S store

= Anti-Virus NG « Self-service
Mgmt - HANERRES portal

" JREARRETR

% - AoMHE

- YIELPHE
\@‘ S
)
g
Innovate2013

The IBM Technical Summit

L/
\@/

L

| [TTTLL

I-

[y
I"I

[l

|||



7B B — .
()

9 TN B
e /\,‘ ﬁ‘é ﬁ:ﬂ ”-r
ﬁ“ HEE H A (2

, TE55)

Ci6) A BB TR L
» FEHTR (VPN / WiFi) == | CRZInEEH TR
- EFHFER (app store) v s N NI
- Enterprise Apps VPN / WiFi Corporate | «# B4 & &} 7 1 &
Network
Access
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iCloud
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. Secured by
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Endpoint Manager for
Mobile Devices
q -ﬂﬁ%ﬁé@%%ﬁ%
ENEH HE ax G RN

R R Pt

NET A A
o (EEE )OS = N N
L B 3 LT S (VPNWIF) VPN /WiFi Corporate | *T& M2 ] 22 4t JE R 23

" SRS (App store or Network | 7] 4, BLE, MEFHAEStIE
&) Encryption Enabled Access ’fTﬁ ﬂx

t

B U RS g 5 R B RE

| {%E; A] AT I v A PR

iiiéL iCloud

=——S8ync

iTunes

e Sync
Innovate2013
, The IBM Technical Summit
S



MamaeE, —IHEREHEUR i

How do | ensure the security of mobile devices as they access more and more e

sensitive systems?

il Verizon Q & 92% [mm}p

. B OMEAHIEE WG I E e
. A5 CISH AR 12:25

. RARERE O REEGE. SR
S WIFiZse . iCould 525

. BEEWG. EWYsE. B, B B o
BB A5 R, 0 B A iR o

o BKEEIEAZ B fET 2 O A B L
L E R R 2 AT

Thursday, February 9
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Multiple user communication and alert methods,
including Google Cloud Messaging (GCM),
enables users to be part of the security solution.
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- Busingss Productivity
Thursday, February 9 Business [T I IBM Lotus Motes (> Evernote
IEM Lotus 4.1.9
Evernote Upgrade
Productivily
g Productivity w° n Keynote L) * New York Times ‘Top 10 Must-Have App’,
= Appla Winner: TechCrunch Crunchies, Mashable

Awards and the Webbys. %

s Mobile Client Travel
= There are new applications T 2 Travel “ ¥ 'Ta:!;_, - Triplt - Travel Organizer & Evernote is an easy-to-use, free app that
available for you to install Tripht helps you remember everything across all of
the devices you use. Stay organized, save
Productily your ideas and improve productivity. Evernote
Evernote ﬂ lets you take notes, capture photos, create to-
Everndla do lists, record voice reminders--and makes

these notes completely searchable, whether
you are at home, at work, or on the go.

Key Features:
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Oh! BYOD~ i

NOW HAND OVER THE
NON—STANDARD
CELL PHONE YOU KEEP
IN THE ELAST,
YOUR UNDERPANTS.

MY ONLY HOPE
FOR PRODUCTIVITY
IS TO SMUGGLE IN
MY HOME LAPTOP

scottadams@aol.com

52308 ©2008Scott Adams, Inc./Dist. by UFS, Inc.

www.dilbert.com
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EXTENSIONS

* \/oice/SMS ¢ File
e |dentity e Connect

----------------------------------------

DIVIDE AND OS
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How do | deal with the business mandate that employees be allowed to "Bring Your
Own Device"?
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Manage and secure only the apps and data inside
the enterprise container, leaving users free to
control the personal side of their device with
Enterproid Divide.
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IBM Mobile Enterprlse Services for Managed Mobility

Managed service for iOS, Blackberry, Android, and Windows Mobile smartphones,
tablets, and ruggedized devices

Client Challenge

Key Capabilities

IBM recommends, installs, confi gures and manages the mobile devices
and mobile infrastructure on an ongoing basis
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Patch
Management

-

Power
Management

¢

Lifecycle
Management

5

Core
Protection

Bendigo Bank 121 A INfi4 & &
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Software Use
Analysis

Server
Automation
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Mobile
Devices
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IBM Endpoint Manager for Mobile Devices i
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Client Challenge

Key Capabilities

Desktop / laptop / Mobile Purpose-specific
server endpoint endpoint endpoint
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ﬂ Virtual Activity -------==i==

Config/Change Info - ------

ﬂ Application Activity - - - = -~ =

Category

Credibility

Severity

Sources

Asset

Discovery
Active Rules Corelation
Vulnerability
Assessment

Network User P
Application
Behavior
Activity Context

Offense > 1

Passive
Vulnerability
Assessment

Geo Location

Statistical UsarLogs v

1
1
1
Correlation !
Il
1

SUSPECTED INCIDENTS

Most Accurate &

Intelligence Actionable Insight
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