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Variety 
Use more types of data 

Velocity 
Use data more quickly 

Volume 
Use greater amounts of data 

Veracity 
Use uncertain data 

“We have for the first time an 

economy based on a key resource 

[Information] that is not only 

renewable, but self-generating. 
 

Running out of it is not a 

problem, but drowning in 

it is.” 

 
- John Naisbitt 

Big Data – The Next Natural Resource 
Need to leverage more information more quickly to deliver better, more timely 

insights and better business outcomes 



What Is                                   ? 

Financial Risk 
 
Operational Risk 
 
Financial Crimes 
 
IT Risk & Security 

Smarter Riskis all about delivering trusted, 
context-rich intelligence that provides a holistic 
view of risk and uncertainty across 
organizational silos, when it is needed to 
support business decisions that maximize value 
for the enterprise. 
 

Across-IBM initiativeto bring to the market a 
single,unified visionto the market on IBM’s 
commitment toenterprise risk 
managementacross risk types. 
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What does a Big Data platform do? 

Analyze Information in Motion 

large volume data bursts & ad-hoc 
analysis 

Analyze a Variety of Information  

Novel analytics on a broad set of mixed 
information that could not be analyzed 
before 

Discover & Experiment 

Ad-hoc analytics, data 
discovery & experimentation 

Analyze Extreme Volumes of 
Information 

Manage & analyze high volumes of 
structured, relational data 

Manage & Plan 

Enforce data structure, integrity and 
control to ensure consistency for 
repeatable queries   

Extract insights from a largevolume of data, including a widevariety of 

types, with highvelocity 

風
險
數
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Credit Risk 

simulation through time 

 

Market Risk  

simulation through time 

 

Integrated market and credit risk requires a common framework 

Valuation 

Time 

Valuation 

Time 

Foreign 

exchange rates 

Equity values 

Spreads 

Interest Rates 

Commodity 

prices 

Value  

Mark-to-Future 

Netting and collateral 

 

Example risk factors 

Market valuations 

impact Credit risks … 
Credit risks are mitigated by netting and 

collateral because both help to reduce the 

amount a bank can lose in the event of a 

counterparty default 

風險數據 信用風險和市場風險的交叉資料， 頭寸，評級，抵押品，等 

類比分析
模型 

動態時間，風險因數的多維度類比和模型分析類比 



Inception CVA Pricing 

Credit System Product System Collateral System 

Analysis Pre-Deal Risk Data 
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Margin calls, 

Return on capital 

Check 
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Deal-time Decision Support 
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即時的交易和相關的市場，信用風險資訊是CVA計量的基礎； 

同時也是交易員對交易盈利，限額和組合管理決策的根據 

風險數據 

風險計量 

即時 
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Foundational Data 

Domains 

• Products - Securities 

and Financial 

Instruments 

• Counterparty - Clients, 

Counterparties, and 

Issuers 

• Hierarchies - the web of 

relationships throughout 

the financial markets 

 

A graphical view of one of the 

world’s leading financial 

institutions 

交易對手信用風險(an example) 

Do we 

remember 

AIG? 

Why are 

regulators 

afraid of GSFI 

Group 

Can we cut it 

off 

When… 



 

 

Small Business Banking 

& Merchant Services 

Lending 

Leasing 

Insurance 

Credit  Cards 

 

Risk Analytics 

Investment Risk 

Credit Risk 

 - Creditor Default 

 - Credit Ratings 

 - Credit Limits 

Counter Party Risk 

Operational Risk 

  - Failed Trades 

Market Risk 

AML 

Fraud Detection 

Securities Master 

Markets 

Traders 

Legal Entity 

Customer 

Issues 

Issuers 

 Counter Party 

Involved Party 

Brokers 

Dealers 

Products/Offerings 

Assets/Collaterals 

Credit Derivatives 

Credit Ratings 

Individual Ratings 

Security Ratings 

Loss given default (LGD) 

Exposure 

Probability Of Default 

Netting Agreements 

Geographic domain 

Legal domain 

Rules of Compliance 

Rates (interest) 

Foreign Exchange 

Exchanges 

Risk Ratings 

Tax Rates 

Insurance 

 Regulatory Compliance 

Geo, National, Regional 

Basel II, SOX, Tax 

Surveillance 

Reporting 

Compliance 

Order, Quote, Bid 

Market-Street Side 

Employee Code of Ethics/Trading 

 Markets & Investment 

Performance Reporting 

Asset/Portfolio Management 

Capital Markets 

Brokerage 

Exchange Specialist 

 

Fund Management 
Personal Banking 

Lending 

Leasing 

Insurance 

Credit  Cards 

Corporate and Institutional 

Banking 

Foreign Exchange 

Custody 

Real Time Transaction Data Flows 

Banking Transactions – Insurance – Lending – Credit - etc 

Trades -Life Of A Trade - Fails, Cancels, Rebooks -Holdings 

Profit and Loss –Hedging – FX - Repo 

Hierarchy 

Management 

Data Architecture 

& Data Integration Model 

Legal 

Entity 

Hierarchy 



Build SME 360 views from social media data for credit risk evaluation 

Entity  
Integration 

Entity 

Resolution 

Data Mapping 

and Fusion 

Entity 

Extraction 

Sentiment  

Analysis 

Information 
Extraction 

Census Data 

Public Data 

sba.go

v 

Social Media 

Web logs 

Web Data 

Private Data 

Reviews 

News 

usaspending.gov 

Social Media 

SME Profiles 

D&B E-informa Hoovers 

Helping banks develop better risk profiles of SME customers and prospects 

using data from public data, social media data and market data. 

• Better understanding of exposure to various types of risk :  

Financial, Reputation, Legal and Market Risk 

• Augmenting existing credit risk models with social media SME profiles 

Big Data Use Cases – SME Credit Risk 



Example Analysis: Integrating SME information across multiple sources 

Education and experience information needs 

to be extracted and integrated 

Address information needs to be resolved 

across multiple sources 

Big Data Use Cases – SME Credit Risk 



Comprehensive view of publicly traded companies and related people 

based on regulatory filings 

Annual 
Report 

Loan Agreement 

Proxy Statement Insider Transaction 

Counterparty Relationships 

Loan Exposure 

Company 

Person 

Extract Integrate 

Over 2200 financial companies 

Over 32000 key officials 

in financial companies 

Over 1 Million documents 

   2005              2010 

Filing 

timeline 

SEC/FDIC Filings of 

Financial Companies(SIC 

Codes 6000- 6799) 
(Forms 10-K,8-k, 10-Q, DEF 14A, 

3/4/5, 13F, SC 13D SC 13 G 

FDIC Call Reports) 

Big Data Use Cases – Institutional Credit Risk 



0
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Exposure 

(in billions)

Lehman

Brothers

Bear

Stearns

Merrill

Lynch

Goldman

Sachs

 

Mortgages, Mortgage-backed & Asset Backed 

security exposure

Q4 2006 Q1 2007 Q2 2007 Q3 2007 Q4 2007

  
 

More stable portfolio for 
Goldman during same time 
period 

10-Q Reports from several quarters 

Lehman Brothers 

Significant increase in 
Lehman’s exposure between 
Q4 2006 and Q3 2007 

Goldman Sachs 

Merrill Lynch 

Bear Stearns 

Example Qualitative Insight : Providing insights into a bank’s exposure to various 
securities (e.g., MBS/ABS) 

Big Data Use Cases – Counterparty Credit Risk 



CIT Group Fair Value Assets
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Goldman Sachs Fair Value Assets
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Netting
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10-Q Reports from several quarters 

Notice the 

Level 3 

distribution 

for Lehman 

and CIT 

group 

Example Qualitative Insight : Providing Insights into fair valuation of a bank’s 
assets and liabilities by categories 

Big Data Use Cases – Counterparty Credit Risk 



Real-time 
FPGA-based 

applications near 

market feeds 

Near Real-time 
Analytic tasks are 

often time-critical 

supporting trading 

desks –“real-time” 

risk applications 

Batch 
Long-running 

Exchange/ECNs 

Data Feeds 

Big Data 
Diverse sources of 

structured/unstructured 

data  - RDBMS, DFS 

(HDFS,GPFS), 

In-memory caches etc.. 

Data Intensive Workloads Compute Intensive Workloads 

Algorithmic trading / HFT /“Black-box”/“Robo-trading” 

Orders 

Program 

Trading 
Arbitrage 

Trend 

Following 

Exotics , 

Derivative 

Pricing 

Sentiment 

Analysis 

Counterparty 

Risk, CVA 

CRM Anti-money 

Laundering 

(AML) 

“Real-

time“ 

Market 

Risk 

Simulation 

Credit 

scoring 

ETL 

Incremental 

Modeling 

Fraud 

Detection 

Incremental 

Modeling 

Forex 

Mining of 

Unstructured 

Data 

Sensitivity 

Analysis 

Model 

Backtesting 

Regulatory 

Reporting 

Scenario 

Generation 

CEP 
Protocol 

Conversion 

Deeper 

Counterparty 

Modeling 

New product 

Modeling 

FX IR Equities 

Big Data Use Cases – Platform vs Big Data 
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Reporting 

• Credit , Market, 

Operational Risk 

RWA 

• Liquidity & IRR 

• Capital Reports 

Sources 

Investment 

Income 

Loans 

CDOs 

FX 

New Products 

Risk Services 

 

Data Services 

Data Quality 

Stress Test 

Scenarios 

Counterparties 

Models 

Trading Data 

Banking Data 

Data Pooling 

Inputs 

Data Framework 

DataWarehouse 

Bank 

Other Instruments 

Trading 

Reference Data 

Rates Cust 

Prod Org 

GL Data 

Dim Bals 

Adj 

Market Risk 

Collateral Mgmt 

Credit Risk 

Regulatory Capital 

ALM/Liquidity Risk 

Middle Office 

Front Office 

Compliance 

Treasury 

Credit Risk 

PFE/Exposures 

VaR/PV01/Greeks 

Basel III,  Dodd 

Frank 

Basel III, OSFI,FSA 

UK, Dodd Frank 

Funding 

Behavioral Analysis 

Real-time CVA 

Calculation 

Incremental 

PFE/Limits 

Departments 

• Central Risk 

Dashboard 

• Balance Sheet 

Planning 

• Strategic Finance 

• ICAAP 

Capital 

Computation 

Rules 

Big Data Risk Architecture 
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The Algorithmics solutions 

a critical part of IBM’s Risk Management Solution and… 
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Trusted Risk Information 

Warehouse 

Consolidated 

RiskData 

Results 

Datamart 
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Operational Systems 

Strategic 

GRC 

Consulting 

Implement- 

ation 

Services 

Operational 

Change 

Management 

Services 
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Integration 

Services 

Risk Analytics* GRC Management* 
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Capital Analytics 

Data Aggregation and Monitoring* 
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SIEM  Labs 

IBM Security Solutions 

Lines of 

Business 

Retail 

Capital 

Markets 

Commercial 

Lending 

Insurance 

Asset 

Services 

Wealth 

Management 

* Representative Solutions 



IBM 全面的風險計量解決方案 

Credit Life Cycle Mngt 

 

 

 

 

Net income and cost 

analysis 

Net Margin 

FTP, CVA, LVA, 

Profitability analysis 

Scenario analysis 

Funding liquidity analysis 

Liquidity stress testing 

LCR, NSFR, Haircut, 

Buffers, CBC, Survival 

Horizon 

Regulatory reporting 

整合的市場與信用風險(IMCR) 

Risk & Control Self Assesments 

Internal Loss Event Data 

Key Risk Indicators 

Structured Scenarios 

Sarbanes-Oxley 

Credit Exposure Calculation 

Simulated PFE exposures 

Pre-deal limit checking 

Trade Restrictions & Rules 

Intra-day Excess Management 

CVA Calculation 

Unilateraland bilateral 

Pre-deal incremental CVA 

CVA sensitivities 

操作風險(OP) 

Customer Centric 

Consolidated Limits & Exposure 

Covenant Monitoring 

Relationship Profitability 

信貸流程管理 （CLM） 

抵押品管理(CM) 資產負債&流動性(ALM/LR) 

 

 

 

風險戰略性業務規劃(ASBP) 

Pricing 

Sensitivities 

VaR 

Stress Testing 

Visualize current status quo 

across the bank’s structure  

 

Impact analysis on capital and 

profitability of lending policies,  

portfolios/business lines 

 

 

Optimize for RAROC and 

capital consumption 

Economic Value 

 

 

 

 

The effect from integrated 

stress testing on Reg. Cap. Ec. 

Value, Credit and Liquidity 

 

 

Origination, Modification & Renewal; Master Limit & Facility Management; Litigants Management; Credit Data Management 

Regulatory Capital（RWA） 
Economic Capital（EC） 
VaR, CaR 

資本管理 （RWA和EC） 
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