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各行業都的營運秘密資料，如：製程流程與參數、財務資料、員工個人資
料、客戶個人資料…。而且從外部入侵或在內部盜取都可能發生

*客戶負有識別及解釋並遵守和其業務相關的法律或規範之責任. 

IBM 並不保證透過其提供之服務或產品即代表其可以符合法律之要求.

行業別 營運秘密 個人資料

科技及製造業
製程流程與參數、設計資訊、未公
開產品規格、軟體原始碼、營運及
業務、財務、人事資訊

雇員個人資訊

金融行業
交易資訊、未公開營運資訊、業務、
財務、人事資訊

雇員個人資訊、客戶個人資訊、信
用卡或帳戶資訊

醫療行業
實驗數據、業務、財務、人事資訊 雇員個人資訊、病患個人資訊、病

歷資訊、健康檢查資訊

教育行業
研究報告、業務、財務、人事資訊 教職員資訊、學生及家長個人資訊、

學生學習紀錄

政府及軍事
軍事機密資訊、內部調查資料、未
公開規劃、稅務資訊、情報資訊

國民、市民資訊、個人稅務及財務
資訊、

零售行業
交易資訊、未公開營運資訊、業務、
財務、人事資訊

會員資訊、信用卡或帳戶資訊
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市場調查揭示資料安全最大隱患來自於企業內部!!!

• 59%的受訪者承認離職後會帶走公司的資料；

• 79%的受訪者表示是在未經前雇主允許的情況下帶走公司資訊；

• 64%被員工帶走的資訊來自電子郵件；

• 被帶走的信息中有39%為客戶資訊，例如客戶聯絡方式；而有35%

是員工資訊。

• 24%的員工在離職後仍然可以登錄公司的網路存取訊號；其中有

35%的人在離職一周後仍然擁有這個許可權。

摘自:賽門鐵克與隱私及資訊管理調查機構(Ponemon Institute)共同發佈了一份以2008年離職員工為研
究物件的調查報告
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資料外洩的來源…
Database Servers = Vast Majority 
of Compromised Records

“Although much angst and 

security funding is given to 

offline data, mobile devices, 

and end-user systems, these 

assets are simply not a major 

point of compromise.” 

Online data = 99.9% of all 

compromised records

http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf

2009 Data Breach Report from Verizon Business RISK Team

http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf
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6
6

哪些是我們必須要收集的DAM資料

6

 80 / 20 法則

 20% 稽核人員關心的
– 與身分證ID相關資訊
– 以身分證ID查詢筆數、內容…等
– Base line建立後發現得異常Pattern

– 系統登入、登出資訊
– 高權限使用者之行為
– 敏感性資料之存取
– 對稽核資料Drill down分析
– 系統資安強化之具體計畫與報告

 80% 不需監控的資料有哪些?

– 每日執行的批次作業
– 每日正常運行且無人為介入之程式作業
– 由某些特定IP進入資料庫存取且不會有資料
外洩疑慮之作業
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從DAM系統中可以得到的訊息(與案例説明)

• 誰正在對資料庫進行疑似異常的更動?

• 某些未經過授權的資料變更是在何時進行的?

• DBA或外包廠商對資料庫做了什麼更動?

• 已經發生了多少錯誤的登入紀錄?

• 誰正在擷取敏感性資料?

• 哪些資料正在被哪個網路節點存取?

• 哪些資料正在被哪個應用程式存取?

• 正在進行的資料存取使以什麼方式在進行的?

• 比對資料存取的時間, 是否有哪些可疑的模式?

• 資料庫正在產生什麼錯誤訊息?

• 誰在何時對資料庫進行疑似資料隱碼攻擊?
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完整的資料庫安全生命週期
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資料庫活動監控解決方案類型(與優劣概述)

• DB Audit Trial (資料庫原生記錄)

• Port Mirroring (網路封包鏡像)

• Agent/Driver (資料庫本機端程序)

9
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為何資料庫原生記錄(Native Logging)不適用

• 影響資料庫效能

• Which table, from which IP, using which command, which program, …

• 非獨立作業 – 可以很容易被DBA關閉

• 跨資料庫平台會有不一致的稽核策略 (增加複雜度)

• 無法提供主動式的即時安全警示 (review logs every 3 months?)

• 在連接池(connection pooling)的環境無法確認應用程式端的使用者
(PeopleSoft, SAP, Oracle Financials, etc.) – potential fraud

• 須具有大量稽核資料儲存需求

• 在篩選稽核資料時，須撰寫程式

• 在產生符規的稽核報表時，須撰寫程式
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成套裝置(Appliance) 與其它的解決方案有何不同之處?

• 即時安全警示與阻絕

– 主動防護企業資訊

• 安全的稽核資料庫 (獨立作業)

• 詳盡的網路層級資訊

– Client IP, OS login ID, source application, etc.

• 最小效能影響

• 不須變更資料庫或應用程式設定

• 具跨平台和企業層級的解決方案

– 具稽核資料的彙總與正規化

– 集中式的策略定義與執行能力
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資安政策可以從三種不同的規則去制定

SQL Query

Result Set

Database Server

Database

Exception (ie. Invalid table)

There are three types of rules: 

1. An access rule (存取控制) applies to client requests

2. An extrusion rule (產出規則) evaluates data returned by the server

3. An exception rule (例外規則) evaluates exceptions returned by the 

server

1

2

3
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可以細化資安政策之及時性的警示

Application 

Server

10.10.9.244

Database 

Server

10.10.9.56
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DBUser1

偵測終端用戶的身份

14

•問題：在三層式的架構下，應用系統伺

服器是使用“連接池”中的 DB User 來使
用資料庫中的資料。所以從DBA的角度上
，無法得知真正的使用者 AP User。

•需求：可以得到 AP User 與所執行的

SQL指令間的關聯

– Major enterprise applications (Oracle 

EBS, PeopleSoft, SAP, Siebel, 

Business Objects, Cognos…) and 

– Custom applications (WebSphere….)

Application 

Server
Database 

Server

Joe Marc

DBUser1

DBUser1

DBUser1
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自動化的簽核與請示流程以滿足合規需求
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“DBMS software does not protect data from administrators, so DBAs today have the ability to 

view or steal confidential data stored in a database.” Forrester, “Database Security: Market Overview,”  Feb. 2009

阻斷不被授權的存取

Session Terminated

Hold SQL

Connection terminated

Policy Violation:
Drop Connection (or 

Quarantine User )

Privileged 
Users

Issues SQL

Check Policy
On Appliance

Oracle, 
DB2, SQL 

Server, etc.

Application Servers

Outsourced DBA

Production 

Traffic

資料庫系統無法阻絕管理者的違
法存取，所以DBA常常可以去查
詢或是竊取機密性的資料。
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異質資料庫系統的支援

17

Supported Platforms  Supported Versions

Oracle 8i, 9i, 10g (r1, r2), 11g, 11gR2

Oracle (ASO, SSL) 9i,10g (r1,r2), 11g

Microsoft SQL Server 2000, 2003, 2008

Microsoft SharePoint 2007, 2010

IBM DB2 (Linux, Unix, Linux for System z) 9.1, 9.5, 9.7

IBM DB2 for z/OS 7, 8, 9

IBM DB2 (Windows) 9.1, 9.2, 9.5, 9.7

IBM DB2 for iSeries V5R2, V5R3, V5R4, V6R1

IBM Informix 7, 9, 10,11, 11.5

Oracle MySQL and MySQL Cluster 4.1, 5.0, 5.1

Sybase ASE 12, 15, 15.5

Sybase IQ 12.6, 15

Teradata 6.x, 12,13

Netezza 4.5

PostgreSQL 8
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弱點評估與配置變更管理

• 基於產業的測試標準 (DISA STIG & CIS Benchmark)

• 可以進行客制化
– Via custom scripts, SQL queries, environment variables, etc.

• 整合性的測試以確保能涵蓋完整的使用環境
– Database settings

– Operating system

– Observed behavior

Database 
User Activity

OS Tier
(Windows, 

Solaris, AIX, HP-

UX, Linux)

Tests

• Permissions

• Roles

• Configurations

• Versions

• Custom tests

• Configuration files

• Environment variables

• Registry settings

• Custom tests

DB Tier
(Oracle, SQL Server, 

DB2, Informix, Sybase, 
MySQL)
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與您現有的系統架構完全整合

SIEM

(Tivoli, EnVision, etc.)

Directory Services

(Active Directory, LDAP, etc.)

Long Term Storage

(EMC Centera, IBM TSM

FTP, SCP, etc.) Application Servers

(Oracle EBS, SAP, Siebel, 

Cognos, PeopleSoft, WebSphere, etc.)

Vulnerability 

Standards

(CVE , STIG,

CIS Benchmark)

Software Deployment

(Tivoli, RPM, 

Native Distributions)

SNMP Dashboards

(Tivoli, HP OpenView, etc.)

Sensitive
Data

- ---- - - - -

-

xxx-xx-xxxx

- - - - - - -

Change Ticketing Systems

- Remedy, Peregrine, etc

Send Alerts

(CEF,  CSV,

syslog)

McAfee

(EPO)

Authentication

(RSA SecurID, RADIUS, 

Kerberos)

Data Leak & 

Data Classification
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獨立性、安全性與不可否認性

Collector

C-OS

Audit Raw Data

C-RDB

C-AP

PC-W/S (Auditor)

BrowserDB Server

Agent/Driver

OS

RDBMS

1. Agent/Driver 需要DB 
Server OS 的 root 權限，
才能進行安裝、啓動、
停止。

2. Agent/Driver 與 C-AP的
資料傳輸是經過加密處
理，無法破解。

1. 用戶沒有C-OS的root權限，只有cli 帳號，用以執行C-AP

的系統設定。C-OS只有開通特定的TCP ports。
2. 用戶沒有C-RDB的任何帳號。用戶無法透過C-AP以外的

程式進入C-RDB對資料進行任何的存取。
3. 用戶以C-AP的admin管理C-AP，以accessmgr創建Audit 

User。
4. Auditor Users 使用被賦予的功能，進行資料庫稽核作業。
5. 稽核報表的產生過程中，無法進行任何内容的調整。
6. Audit Raw Data經過加密處理，無法破解。
7. Collector 的Audit-Raw-Data可以歸檔到Aggregator。歸檔

的資料也是經過加密處理，無法破解。

1. C-AP與Browser的資料傳
輸是加密處理，無法破
解。

Aggregator

A-OS

Aggregated Data

A-RDB

A-AP

Switch Mirror Ports



©  2010  IBM Corporation21

DAM 之負載平衡與高可用度

DB Server 1

S-Tap

Collector 1

Audit Data

DB Server 2

S-Tap

Collector 2

Audit Data

Collector 3

Audit Data

Normal

Load

Balance

Load

Balance 

+

High

Availability

DB Server 3

S-Tap

Collector 4

Audit Data

Collector 5

Audit Data
High

Availability DB Server 3

S-Tap

Collector 4

Audit Data

Collector 5

Audit Data

DB Server 4

S-Tap

Collector 6

Audit Data

Collector 7

Audit Data

DB Server 4

S-Tap

Collector 6

Audit Data

Collector 7

Audit Data
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“Dominance in this space”

#1 Scores for Current Offering, 

Architecture & Product Strategy

“5-Star Ratings: Easy 

installation, sophisticated 

reporting, strong policy-

based security.”

“Enterprise-class data security 

product that should be on every 

organization's radar."

“Top of DBEP Class”

“Practically every feature you'll 

need to lock down sensitive 

data.“

2007 Editor's Choice 

Award in "Auditing and 

Compliance"

“Guardium is ahead of the 

pack and gaining 

speed.”

“Most Powerful 

Compliance Regulations 

Tools ... Ever"

“Guardium is ahead of 

the pack and gaining 

speed.”

Guardium通過行業專家的驗證
Validated by Industry Experts
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Highest Overall Score for Current Offering, Corporate & Product Strategy

• “Dominance in this space.”

• “A Leader across the board.”

• “Leadership in supporting large 

heterogeneous environments,… 

high performance and 

scalability, simplifying 

administration …and real-time 

database protection."

• “Strong road map ahead with 

more innovation and features.”

The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of 

Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is 

plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not 

endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available 

resources. Opinions reflect judgment at the time and are subject to change.

Source: “The Forrester Wave™: Enterprise Database Auditing 

and Real-Time Protection
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全球領導企業均採用Guardium

• 5 of the top 5 global banks

• 2 of the top 3 global retailers

• 3 of the top 5 global insurers

• 2 of the world’s favorite beverage brands

• The most recognized name in PCs

• 15 of the world’s leading telcos

• Top government agencies

• Top 3 auto maker

• #1 dedicated security company

• Leading energy suppliers

• Major health care providers

• Media & entertainment brands
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合規的工作
The Compliance Mandate

規定要求
CobiT

(SOX)
PCI 

DSS
HIPAA

CMS 

ARS
GLBA

ISO 

27002
NERC

NIST

800-53 

(FISMA)

1.查詢敏感性資料
(Successful/Failed SELECTs)

     

2.改變表定義(DDL)
(Create/Drop/Alter Tables, etc.)

      

3.資料操作 (DML)
(Insert, Update, Delete)

  

4.例外操作
(Failed logins, SQL errors, etc.)

       

5.授權變更(DCL)
(GRANT, REVOKE)

       

DDL = Data Definition Language (aka schema changes)

DML = Data Manipulation Language (data value changes)

DCL = Data Control Language
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S-TAP

S-TAP

Internet

Collector
Central Manager & 

Aggregation

Collector
S-GATERemote Locations & 

Outsourcers

S-TAP

Z-TAP

z/OS

Finance

HR
Collector

Off-shore

可擴展的多層次架構
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Guardium支援完整的資料庫安全生命週期

Critical 

Data

Infrastructure

Audit

&

Report

Assess

&

Harden

Discover

&

Classify

Monitor 

& 

Enforce  
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Thank You!
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Backup Slide
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3 Types of Rules

SQL Query

Result Set

Database Server

Database

Exception (ie. Invalid table)

There are three types of rules: 

1. An access rule applies to client requests

2. An extrusion rule evaluates data returned by the server

3. An exception rule evaluates exceptions returned by the server

1

2

3
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Policies
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1. Access Policy – Very Granular to Meet Customer Requirements

Which Databases

Which Users

Which Fields

Which Tables

Which SQL Commands

Which Servers

• What Action?

• Allow, Log, Log Full Details, Log 

full Details with Values

• Alert, Ignore, Terminate
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2. Extrusion Rule - Monitor the Results Set For SSN Data

This is the results set to the query 

“select * from customer where customerID < 9”
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2. Extrusion Definition to Alert on Unauthorized Results Set

• Monitor 10.10.9.248

• SQL Server database

• Not user Bill

• Social Security numbers

– ([0-9]{3}-[0-9]{2})-[0-9]{4}  will 
match the pattern for a Social 
Security Number xxx-xx-xxxx

– Everything between the        “(“ 
and “)” will be masked out so 
no sensitive data will be stored 
for reporting purposes

• Send Alert per match
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Joe Created a View and Then Tried to Extract Data
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Joe Created a View and Then Tried to Extract Data

SSN Results Set 

that we are 

interested in

SQL Query 

Masked Extrusion Values ([0-9]{3}-[0-9]{2})-[0-9]{4} 
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3. Policy Exception Rule

• Policy Exceptions

– Failed logins

– SQL Errors

– etc
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3. Policy Exception Rule - Preventing Attacks

Rogue users know 

what they’re looking 

for, but...

SQL injection leads 

to SQL errors!

Guardium: 100% visibility with real-time alerts …

They don’t always 

know where to find it!

Brute force attacks 

result in failed 

logins!
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Identify failed login attempts 

using the application 

account!

Exception Policies With Real-Time Alerts

Take Action:  

Send alert via email, 

SYSLOG, SNMP or 

custom Java class

Focus on production DB 

servers
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Enforcement Configuration Options

S-TAP

SQL

Check Policy

On Collector

Partial results set

Policy Violation

Drop Connection

No latency

Connection

Terminated

Critical business

Application servers

S-TAP Terminate – No Latency, limits risk

Database

Server

Database

SQL

Hold SQL

Check Policy

On Collector

Policy Violation

Drop Connection

Connection terminated

Prevent DBA’s from 

accessing sensitive data

S-GATE Terminate– High security, some latency
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Vulnerability Assessment Report

Historical Progress or 

Regression

Overall Score

Detailed Scoring Matrix

Filter control for 

easy use
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Vulnerability Assessment Example
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Integration with Security Infrastructure 
Send Policy Violation to SIEM

SIEM Vendor Schema
Src, Dst, log field, action, vulnerability 
level, priority 

Guardium 
SIEM Templates for mapping
Src, Dst, log field, action, vulnerability 
level, priority 

Mapping

Guardium

SIEM Vendors
Tivoli, ArcSight, CA, 
EnVision, LogLogic, SenSage, 
etc
-FW
-Windows
-Unix
-Cisco
-AV
-IDS
-Etc

Transport - Syslog, CEF, SNMP, csv,etc Send Security Event to 

SIEM
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TCIM Raw Event

Policy Violation Sent to ArcSight

Raw Event to 

be Parsed
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Connection Terminated – Sent Event to SIEM


