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Three Never-ending Battles

1. Humans will always make mistakes
2. System and application vulnerabilities continue to emerge

3. Malware detection will always lag

l—®— ) (52 —-

Malware Fraud/Impersonate Money Lost
Execution Data

Social Engineering Vulnerability

Phishing Exploit Infection _ _
Exfiltration
SECURITY r |
Gameover ZeuS adds nasty trick [

CYPIO L eypercrime Losses Top $400 Billion

By Richard Chi - -

_ Worldwide, Study C1~im-
By Jeremy Kirk . .

Mo, June 03, 2014 Cybercrime worries and

WIS osts on the rise
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Malware injection of these fields
created by criminals
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|SelectAccount x|

| Select Form
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Need Help?
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User is prompted to

enter credit card
Mobile Malware

injection of fake page

Lo6aBuTb KapTy

BeeauTe faHHbIe KPeAUTHOW KapThl, KOTOPYIO
| XOTUTE UCMONb30BaTb B Google Kowenbke.
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VIsA
Ho6aBuTb KapTy

4444 3333 22221111
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Criminals
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An organization’s most sensitive or
business critical information.

Average enterprise’s 2%
critical data is less than

Today, many organizations are not aware ‘
of what their Crown Jewel information is, Value of publicly traded corporatlons

where it resides, who has access to it, estimated to be intellectual property
Or hOW |t |S protected Source: U.S. President’s 2006 Economic

Report to Congress

Possessing information about Crown

Jewels is necessary in order to determine

whether adequate controls are in place. Crown Jewel Examples
Enterprise Executive

 Acquisition and
divestiture plans

-Crown.Jewel protection.is.dependent............
upon having access to vital information * Intellectual property

in order to apply proper controls. « Top-secret plans

and formulas * Executive and board

deliberations
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Sltalmsusmﬂans i i =

PEIP”S l I] l = Discover, Classify and Rank identify the most critical
HIPAA B"Sl WB 3 3 digital assets — the organization “crown jewels” — in
v 2 C1ETUECLStOMer Dot structured and unstructured repositories; repeat scans
Rt £ umum mﬁﬁualm . .
r\ it = Controls Assessment identify and rank threats,

review access privileges, and controls that are in place

Data Security Architecture create a data security
strategy and architecture for both structured and
unstructured environments

Discover,
Classify and
Rank
Controls
Assessment

Encryption & DLP employ encryption and DLP
technologies to protect the most valuable assets, the
“crown jewels”

Data Security
Architecture

Encryption &
Monitoring

Monitoring review monitoring metrics to ensure
continued protection of “crown jewels” and adequacy

, : , . of controls due to evolving threats
Business Risk Visualization

Dashboard Business Risk Visualization Dashboard to provide
visual representation of risks to Critical Data assets
and potential exposure of intellectual property (I1P)

© 2015 IBM Corporation



IBI\/I FZBRAFANREET EZ R IEEA
REERPEULIRREER/ZORIREER

#% IBM Critical
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DEFINE DISCOVER

Data Protection Program

BASELINE SECURE

What are the
“crown jewels”?

What is required to
protect critical data?

Where are they?
How are they used?

107
001
1007010

@ How to plan, design,
and implement?

[Tl

- Determine data * Understand data » Establish baseline * Plan and prioritize .
protection objectives lifecycle and requirements technical and

* Define “Crown environment « Assess current data SIENESSIENE
Jewels™ « Perform iterative security processes [asloianans

« Develop discovery, analysis and controls » Design and
organizational data and classification . Determine gaps implement solutions .

that protects critical
data, enables
access and aligns
to business growth
objectives

model / taxonomy and identify

e Obtain stakeholder solutions

consensus

Supported by:
Robust Consulting Method | Industry-specific Data Models | Global Consulting Expertise | IBM Data Security Research

IBM Guardium, StoredIQ, DLP and other leading data protection technologies

4————_/

MONITOR

_ What to consider

operationally?

Determine metrics
and process for
monitoring,
response, and
communications

Continue to evolve
and adapt to
changes

Revalidate and
improve program
effectiveness

' © 2015 IBM Corporation



wn B AR R RB IR I PRV Z R

REEFIRINER

BT AEILNEE
Behawor Based
Prevention

====7= ')/
EESSTS. O

© 2015 IBM Corporation



EEZDITICHNESZAZTE

\ They want their

ApPpPS

.| They need their
Content

« Over 1M different apps managed Nearly 40% of customers push Secure Content

to Devices and Users
« 100,000+ apps in Enterprise * Intranet (40%)
App Stores . S_harePomt (30%)
» File Shares (30%)
* Most ag:tive customers have Mobile Content Management (MCM)
200+ different apps IS growing quickly!
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: Over the Network :
At the Device and Enterprise For the Mobile App

Manage device Secure Access Secure Application

Set appropriate security policies ° Properly identify mobile users and Utilize secure coding practices ¢
Register « Compliance « Wipe * devices * Allow or deny access Identify application vulnerabilities *
Lock Connectivity Update applications

Secure Data Monitor & Protect Integrate Securely

Data separation « Leakage ¢ Identify and stop mobile threats ° Secure connectivity to enterprise
Encryption Log network access, events, and applications and services
Application Security anomalies o Manage Applications
Offline authentication ¢ Secure Connectivity Manage applications and enterprise
Application level controls Secure Connectivity from devices app store

Enterprise
EEEw Internet EEEEEEEEEEEENEN IIIIIIII‘I,tFaI.F]IeEIIIIIIIIII'
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Tom Victor
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Ramy

Consultant

//Knn

Executive
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Ken\\

Tech Sales
Lisa
Client Rep
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Mobile Mobile Mobile Mobile
Never Optional Enhanced Primary
Voice only Core collaboration apps: Mobile Optional plus: HiElltE [SnlnerEss) o ves

Productivity apps & print,
role enablement apps
(e.g., Sales = CRM, FMS,
forecasting tool, etc)

File Sync / Backup,

Core enterprise apps

(w3 Intranet, Mgr tools,
Expense & Time Reporting,
etc.)

Email/Calendar/Contacts,
User never users  Connections, SameTime
mobile devices

for IBM data

IBM or User IBM funded

funded

User funded
(BYOD)

Funding Capability segments
&

models
[joml]

=
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-mm. Enterprise Applications

Personal and

(S and Cloud Services
-
Security Intelligence : A
Identity & Access ) -~
Application Security - -
EEEEEEE Content Security . "

e . Identity, Frau

R ccuTty and Data Protection

Device Securlty Content Security Application Security | ldentity & Access

Provision, manage and Secure enterprise content Develop secure, vulnerability Secure access and
secure Corporate and sharing and segregate free, hardened and risk aware | transactions for customers,
BYOD devices enterprise and personal data | applications partners and employees
IBM MobileFirst IBM Security AppScan, Arxan Application IBM Security Access Manager
Protect (MaaS360) Protection, IBM Trusteer Mobile SDK for Mobile, IBM Trusteer Pinpoint

Security Intelligence

A unified architecture for integrating mobile security information and event management (SIEM), log management, anomaly
detection, and configuration and vulnerability management

IBM QRadar Security Intelligence Platform

© 2015 IBM Corporation
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LEGACY APPROACH
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Anti-Virus
Focus: What it is

HE EN 0 HE EE H
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Files & Signatures (1000000s)

IBM Security Trusteer Rapport

IBM focuses on what matters

Focus: What it does : :
Crime Logic

* Focuseson

I | I I
what the O P e B 0..
malware e

Exploit Infect Hook Inject

Access

Theft
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Delivery Exploitation Malware Malware Execution and Establish Data
of weaponized of app vulnerability  delivery persistency malicious access communication exfiltration
content to content channels
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Endless Endless Endless

Many Many

Mali
files

Destinations
(C&C traffic

Weaponized Cious

content

Unpatched Maligiou

(IPS, andiero—day (antivirus, el bt detection)
sandbox) \inerabilities whitelisting) activities
(patching) (HIPs)

v Advanced
Strategic Malware Strategic Strategic
Chokepoint R IEVention Chokepoint Chokepoint

Endpoint
Vulnerability

Reporting

Credential
Protection

Exploit;Chain LLockdownifo Malicious

| il icatif
Dfsrtigtior) Javal Communicaticy

y. Slociine 4

Attack Progression >
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Comprehensive platform for fraud detection and prevention

(= = Clientless Fraud Prevention
__% Cybercrimgjﬁ « Trusteer Pinpoint Criminal Detection

Evidence-based detection of account takeover attempts

» Trusteer Pinpoint Malware Detection

from hundreds mons of endpoints Real-time malware detection

* Trusteer Mobile Risk Engine
Detects mobile-fraud risks from compromised end user

O and criminal-owned devices
Trustéeqr I_’in{)oint Trusﬁelr Pinpoint MTLl!;st‘i:'r . . .
Detection Detection Engine Endpoint Security

( Clientless Fraud Prevention ) » Trusteer Rapport

Prevents and removes financial malware

and detects phishing attacks

Trusteer Trusteer Trusteer * Trusteer Mobile SDK
Rapport L e mmmmtiClle EroWERy Embedded security library for native apps

g Endpoint Security that detects compromised / vulnerable devices

Retail Consumer Commercial

DD « Trusteer Mobile Browser
Risk-based analysis of mobile web access
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security

© Copyright IBM Corporation 2015. All rights reserved. The information contained in these materials is provided for informational purposes

only, and is provided AS IS without warranty of any kind, express or implied. 1BM shall not be responsible for any damages arising out of the use

of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor shall have the effect of, creating any.

warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement

governing the use of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in

all countries in which IBM operates. Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole
discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability inany
way. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United \]
States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.
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