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The world is getting smarter
More instrumented, interconnected, intelligent

Smart traffic  

systems 

Smart water 

management 

Smart energy 

grids
Smart 

healthcare

Smart food 

systems 
Intelligent     

oil field 

technologies 

Smart 

regions

Smart 

weather 

Smart 

countries

Smart supply 

chains 

Smart 

cities

Smart

retail
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Think about the workloads that enable intelligent 
traffic systems …

Weather, Local News, 

Major Events and Other 

Relevant Informational 

sources

Integrate processes and 

people in an agile fashion

Traffic Flow Prediction

Analytic workload system 

looking for patterns in large 

volume of real-time and 

historical data

Electronic Toll Collection

Transaction processing 

systems (OLTP) linked to 

bank accounts and credit 

cards needing high integrity 

and availability

Smarter Planet solutions have diverse 

workloads
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Hardware system is get more POWERful

2001
180 nm

2004
130 nm

2007
65 nm

2010
45 nm

POWER7™
4 threads/core
8 cores/chip

32 sockets/server

1024 threads

POWER6™
2 threads/core
2 cores/chip

32 sockets/server

128 threads

POWER5™
2 threads/core
2 cores/chip

32 sockets/server

128 threads

POWER4™
1 thread/core
2 cores/chip

16 sockets/server

32 threads

T
h
re
ad

s
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Smarter software running on powerful machine

No Brute Force
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A Technical Introduction to DB2 pureScale
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Customers’ needs for 24x7 OLTP system

� High Availability

� Linear scale-out capability

� Load balances

� Application Transparent
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What were available on the market?

� Key technology ( and problems )

�Data Mastering 

� Each data block mastered by one node

�Cache Fusion 

�Global Lock Manager

�Heavy communication between DB nodes

� Bad scalability ( 1 + 1 << 2 ) 

�Application Partitioning to increase scalability 

� NOT Application transparent

�Data Re-mastering during fail over

� System freeze, NOT zero-downtime

Oracle RAC

Sybase Cluster
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Where does DB2 PureScale come from?

� Everyone recognizes DB2 for z/OS as the 

“Gold” standard for scalability and high 
availability

� Why?

� The Coupling Facility!!

� Centralized locking, centralized buffer pool 

deliver superior scalability and superior 

availability

�The entire environment on z/OS uses the 
Coupling Facility

� CICS, MQ, IMS, Workload Management, and 

more
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DB2 pureScale Architecture

Leverages the global lock 
and memory manager 
technology from z/OS

Automatic workload balancing

Shared Data

InfiniBand network & DB2 
Cluster Services

Cluster of DB2 nodes 
running on Power servers

Integrated Cluster 
Manager
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Key Technologies and benifits
� Centralized Locking and Caching

�As the cluster grows, DB2 maintains one place to go for locking information and shared 

pages

�Optimized for very high speed access

� DB2 pureScale uses Remote Direct Memory Access (RDMA) to communicate with 

the powerHA pureScale server

� No IP socket calls, no interrupts, no context switching

� Results

�Near Linear Scalability ( 1 + 1 => 2 ) 

�Constant awareness of what each 

member is doing

� If one member fails, no need to block 

I/O from other members

� Recovery runs at memory speeds Group Buffer 
Pool

CF

Group Lock
Manager

Member 3Member 2Member 1
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Cluster Interconnect

DB2 pureScale : Technology Overview

Single Database View

Clients

Database

Log Log Log Log

Shared Storage Access

CS CS CSCS

CS CS

CS

Member Member Member Member

Primary2nd-ary

DB2 engine runs on several host computers
� Co-operate with each other to provide coherent access to the 

database from any member

Data sharing architecture
� Shared access to database

� Members write to their own logs

� Logs accessible from another host (used during recovery)

PowerHA pureScale technology
� Efficient global locking and buffer management

� Synchronous duplexing to secondary ensures availability

Low latency, high speed interconnect
� Special optimizations provide significant advantages on RDMA-

capable interconnects (eg. Infiniband)

Clients connect anywhere,…
… see single database
� Clients connect into any member

� Automatic load balancing and client reroute may change 
underlying physical member to which client is connected

Integrated cluster services
� Failure detection, recovery automation, cluster file system

� In partnership with STG and Tivoli
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32 Members 

Over 95% 

Scalability

64 Members 

91% Scalability

88 Members 

87% Scalability

112 Members 

81% Scalability

The Result Scalability

Number of Members in the Cluster

16 Members 

Over 95% 

Scalability

2, 4 and 8 

Members 

Over 95% 

Scalability
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Application Transparency

Take advantage of extra capacity instantly

� No need to modify your application code

� No need to tune your database infrastructure

Your developers don’t even need to know more nodes are being added

Your DBAs can add capacity without re-tuning or re-testing
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Application Servers 
and
DB2 Clients

Recover Instantaneously From Node Failure

� Protect from infrastructure 

related outages

�Redistribute workload to 
surviving nodes 
immediately

�Completely redundant 
architecture

�Recover in-flight 
transactions on failing node 
in as little as 15 seconds 
including detection 
of the problem
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Minimize the Impact of Planned Outages

Identify MemberDo Maintenance
Bring node 
back online

� Keep your system up

�During OS fixes

�HW updates

�Administration
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DB2 pureScale

Learn how DB2 pureScale can help you reduce the risk and cost 
of meeting changing business demands 

� Unlimited Capacity

� Buy only what you need, add capacity as your needs 

grow

� Application Transparency

� Avoid the risk and cost of 

application changes

� Continuous Availability

� Deliver uninterrupted access to your data with consistent 

performance
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個資外洩問題不斷個資外洩問題不斷個資外洩問題不斷個資外洩問題不斷，，，，並顯示內部人員問題和外界的入侵同等嚴重並顯示內部人員問題和外界的入侵同等嚴重並顯示內部人員問題和外界的入侵同等嚴重並顯示內部人員問題和外界的入侵同等嚴重

19191919 *Source: *Source: *Source: *Source: 新浪網新浪網新浪網新浪網*Source: *Source: *Source: *Source: 蘋果日報蘋果日報蘋果日報蘋果日報

*Source: *Source: *Source: *Source: 聯合報聯合報聯合報聯合報

*Source: *Source: *Source: *Source: 自由時報自由時報自由時報自由時報

盜賣資料盜賣資料盜賣資料盜賣資料

盜賣資料盜賣資料盜賣資料盜賣資料
未知原因未知原因未知原因未知原因

系統入侵系統入侵系統入侵系統入侵

內部管控內部管控內部管控內部管控????
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您的企業是否常面臨到下面問題您的企業是否常面臨到下面問題您的企業是否常面臨到下面問題您的企業是否常面臨到下面問題

� Internal threats

�Identify unauthorized 

changes 

�Prevent data leakage

� External threats

�Prevent theft

� Compliance

�Simplify processes

�Reduce costs
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Enterprise Database Security and Monitoring

� Who is changing database schemas or dropping tables? 

� When are there any unauthorized source programs changing data?

� What are DBAs or outsourced staff doing to the databases?

� How many failed login attempts have occurred?

� Who is extracting credit card data?

� What data is being accessed from which network node?

� What data is being accessed by which application?

� How is data being accessed?

� What are the access patterns based on time of day?

� What database errors are being generated?

� What is the exposure to sensitive objects?

� When is someone attempting an SQL injection attack?
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Why RDBMS’s native audit does not work?

� 影響資料庫效能

� 非獨立作業–可以很容易被DBA關閉

� 不同廠牌資料庫稽核功能不一致

� 無法主動提供式即時安全警示

� 在 Connection Pooling 的環境無法確認應用程式端的使用者

� 須儲存大量稽核資料

� 須撰寫程式以篩選稽核資料時

� 須撰寫程式以產生稽核報表
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Guardium 提供下列解決方案

� Real-time database activity monitoring (DAM)

�主動地偵測與發現出未經授權認可，或可疑的資料庫存取活動。

� Auditing and compliance solutions

�各項資料隱私安全處理方法的導入，能更簡易地符合各項法規，如SOX(美國
沙賓法安 Sarbanes-Oxley)，PCI-DSS (支付卡產業資料安全標準 Payment 

Card Industry Data Security Standard)。

� Change control solutions

�預防未經授權者在資料庫結構上、資料數值、特定者使用權、及系統設定上
作變更。

� Vulnerability management solutions

�在弱點安全控管上的判讀及解決方案。

� Database leak prevention

�找出敏感資料及資料庫造成威脅的安全缺口，並加以防護。
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Guardium Solutions
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• 非侵入性非侵入性非侵入性非侵入性
• DBMSDBMSDBMSDBMS獨立性獨立性獨立性獨立性

• 最小的系統影響最小的系統影響最小的系統影響最小的系統影響
• 無需透過資料庫日誌和審計無需透過資料庫日誌和審計無需透過資料庫日誌和審計無需透過資料庫日誌和審計

• 細緻精密的策略與監控細緻精密的策略與監控細緻精密的策略與監控細緻精密的策略與監控
• Who, What, When, Who, What, When, Who, What, When, Who, What, When, hoWhoWhoWhoW, Where, Where, Where, Where

• 即時警示即時警示即時警示即時警示
• 全面的活動監控包含本地端的存取全面的活動監控包含本地端的存取全面的活動監控包含本地端的存取全面的活動監控包含本地端的存取

Case StudyCase StudyCase StudyCase StudyTOTOTOTO----BEBEBEBE
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SSSS----TAPTAPTAPTAP

SSSS----TAPTAPTAPTAP

InternetInternetInternetInternet

CollectorCollectorCollectorCollector
Central Manager & Central Manager & Central Manager & Central Manager & 

AggregationAggregationAggregationAggregation

CollectorCollectorCollectorCollector
SSSS----GATEGATEGATEGATERemote Locations & Remote Locations & Remote Locations & Remote Locations & 

OutsourcersOutsourcersOutsourcersOutsourcers

SSSS----TAPTAPTAPTAP

ZZZZ----TAPTAPTAPTAP

z/OSz/OSz/OSz/OS

FinanceFinanceFinanceFinance

HRHRHRHR CollectorCollectorCollectorCollector

OffOffOffOff----shoreshoreshoreshore

可擴展的多層次架構
Case StudyCase StudyCase StudyCase StudyTOTOTOTO----BEBEBEBE
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詳盡的稽核項目詳盡的稽核項目詳盡的稽核項目詳盡的稽核項目
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All SQL traffic contextually analyzed & filtered in realAll SQL traffic contextually analyzed & filtered in realAll SQL traffic contextually analyzed & filtered in realAll SQL traffic contextually analyzed & filtered in real----time to provide specific time to provide specific time to provide specific time to provide specific 
information required by auditorsinformation required by auditorsinformation required by auditorsinformation required by auditors

Client IPClient IPClient IPClient IP
Client host nameClient host nameClient host nameClient host name

Domain loginDomain loginDomain loginDomain login
Client OSClient OSClient OSClient OS

MACMACMACMAC
TTLTTLTTLTTL

OriginOriginOriginOrigin
Failed loginsFailed loginsFailed loginsFailed logins

Server IPServer IPServer IPServer IP
Server portServer portServer portServer port

Server nameServer nameServer nameServer name
SessionSessionSessionSession

SQL patternsSQL patternsSQL patternsSQL patterns
Network protocolNetwork protocolNetwork protocolNetwork protocol

Server OSServer OSServer OSServer OS
TimestampTimestampTimestampTimestamp

Access programsAccess programsAccess programsAccess programs
App User IDApp User IDApp User IDApp User ID

ALL SQL commandsALL SQL commandsALL SQL commandsALL SQL commands
FieldsFieldsFieldsFields

ObjectsObjectsObjectsObjects
VerbsVerbsVerbsVerbs
DDLDDLDDLDDL
DMLDMLDMLDML
DCLDCLDCLDCL

DB user nameDB user nameDB user nameDB user name
DB versionDB versionDB versionDB version

DB typeDB typeDB typeDB type
DB protocolDB protocolDB protocolDB protocol

OriginOriginOriginOrigin
DB errorsDB errorsDB errorsDB errors
SELECTsSELECTsSELECTsSELECTs

Case StudyCase StudyCase StudyCase StudyTOTOTOTO----BEBEBEBE
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• 紀錄針對Employee表格所下達的所有DML指令。
Security Policy - Sample Access Rule
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Security Policy - Sample Exception Rule

• SQL指令產生錯誤訊息時，發出警訊並記錄所有資料。
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Company 

Confidentia

Company ConfidentialCompany Confidential

Security Policy - Sample Extrusion Rule

• 當SQL查詢結果含有疑似身份證字號的資料時，紀錄所有詳細資訊。
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Policy Exception Rule - Preventing Attacks

Rogue users know what 
they’re looking for, but...

SQL injection leads 

to SQL errorsSQL errors!

Guardium: 100% visibility with real-time alerts …

They don’t always know 
where to find it!

Brute force attacks 

result in failed loginsfailed logins!



31

弱點偵測弱點偵測弱點偵測弱點偵測

� Evaluate your system’s security strength and compare with industry best 

practices

�Computer Internet Security (CIS), Security Technical Implementation Guide (STIG), ..

� Broad range of probings/testings

�Privileges

� Object usage rights, Privilege grants to DBAs and users, ..

�Authentications

� Password policies, empty password, remote login parameters, ..

�Configuration

� Max failed login, not allow system table updates, SYSADM_GROUPS, ..

�Behavior

� Excessive after-hours logins, login failures, execution of privilege commands, ..

�File permission 

� DB home directories, configuration files, registry/environment variables, ..
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Vulnerability Assessment Example

Historical Progress or 
Regression

Overall Score

Detailed Scoring Matrix

Filter control for 
easy use
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No latency

S-TAP Terminate principle

� Policy could terminate based on:

� SQL command

� Command will hit the database

� Data Extrusion

� Returned data/results set

SQL

Check Policy
On Collector

Partial results set

Policy Violation
Drop Connection

Connection
Terminated

Critical business
Application servers

S-TAP Terminate – No Latency, limit risk

Database
Server

S-TAP
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S-Gate Terminate Overview

Hold SQL

Check Policy
On Collector

Policy Violation
Drop Connection

Connection terminated

Connections

Critical business
Application servers

S-Gate Attach

Selectively put 
connections through 
firewall

1

S-Gate Terminate

Terminate  
unauthorized actions

2

2

1

Authorized
SQL

S-TAP

SQL Command


