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Tivoli 1SS Real
WebSphere Secure, Server

LELEL S Protection, Virtual Guardium

Server Protection

Tivoli Compliance Insight Manager




Information Management

b R 8y RR...
Database Servers = Vast Majority
of Compromised Records

% of Records Breached (2009)

Database
servers = - =18.95%
75% .

All other sources

POS systems
=6%

Laptops &
backup tapes
= only 0.05%

2009 Data Breach Report from Verizon Business RISK Team

Online data = 99.9% of all
compromised records

Figure 25. Asset classes by percent of breaches (black) and records (red)

End-User Systems 17%/0.01%
Offline Data [ 2%/ 0.04%

Networks & Devices | 0% / 0%

“Although much angst and
security funding is given to
offline data, mobile devices,
and end-user systems, these
assets are simply not a major
point of compromise.”
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Real-Time Database Monitoring

Application Servers
[ ORACLE]
Database Servers oL
[EEZ——;:; DB2 ] [ Server ]
Sy [ [ERADATA ]
o SYBASE | N
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Guardium Host Based Probes : [Informﬁ(']
(S-TAP) Guardium Collectors
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Real-time database activity monitoring (DAM)
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Auditing and compliance solutions
- BERBETE  REBAHELR DAL AN RS 0G S LA
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#2412 2 Payment Card Industry Data Security Standard) -

Change control solutions
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Vuinerability management solutions
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Validated by Industry Experts

r N

ChannelWeb =]

“Dominance in this space” “Most Powerful
#1 Scores for Current Offering, ' =t '
Architecture & Product Strateg

“5-Star Ratings: Easy
installation, sophisticated
reporting, strong policy-
based security.”

ardiUFRTEIANES of the

“Guardium is ahead of the

pack and gaininpac RrséﬁVﬂzﬁeéjnTh g 'WINNER &=

~F
the 4'5 £ gx:J

speed.” data.” s =
shee L 190 =
4 'm O N
CURITY'
2007 Editor's Choice ‘Enterorise-class dat " B “Thade

product that should be on every

Compliance” N .
organization's radar.

© 2010 IBM Corporation
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FORRESTER
Highest Overall Score for Current Offering, Corporate & Product Strategy
IE;E Contenders Peff[:)?:'—ln?au Leaders
B : : : ., SIT'}EI Guardium [+ |
. Dominance in this space. Imperva_ - |
Tizor Systems «
 “A Leader across the board.” mﬂhﬂﬂnkﬂmt?)
RippleTech =
« “Leadership in supporting large M Consul O =
heterogeneous environments, ... U
high performance and e Gyl
scalability, simplifying BMDB2 AVE S o
administration ...and real-time I,_{‘"”
database protection.” Sybase(s) \—/Merosen
(+)IBM DB2
e  “Strong road map ahead with M—-a"“itp"“e“‘e
more innovation and features.” SISl b R ENENCCR ESTHEEation
Weak

Weak Strategy - Strong

Source: “The Forrester Wave™: Enterprise Database Auditing

The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of . .
and Real-Time Protection

Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is
plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not

endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available
resources. Opinions reflect judgment at the time and are sub/ect to change.

8o
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* 5 of the top 5 global banks * Top government agencies

e 2 of the top 3 global retailers * Top 3 auto maker

* 3 of the top 5 global insurers * #1 dedicated security company
e 2 of the world’s favorite beverage brands ¢ Leading energy suppliers

* The most recognized name in PCs * Major health care providers

* 15 of the world’s leading telcos * Media & entertainment brands
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The Compliance Mandate

. NIST
- CobiT PCI CMS ISO
;ﬂ‘ ;t _g_ ;k (SOX) DSS HIPAA ARS GLBA 27002 NERC 800-53
(FISMA)
1. 808 B v v v v v v
(Successful/Failed SELECTS)
2.2 % % & #£(DDL) v v v v v v v
(Create/Drop/Alter Tables, etc.)
3. & 4%k 4E (DML) v v v

(Insert, Update, Delete)

4 15] 9 ¥R AF v v v v v v v v
(Failed logins, SQL errors, etc.)

5.4%4# % % (DCL) v v v v v v v v
(GRANT, REVOKE)

DDL = Data Definition Language (aka schema changes)
DML = Data Manipulation Language (data value changes)
DCL = Data Control Language

© 2010 IBM Corporation
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All SQL traffic contextually analyzed & filtered in real-time to provide
specific information required by auditors

®
-
— =

@ . F
Client IP Server IP ALL SQL commands
Client host name  Server port Fields
Domain login Server name Objects
Client OS Session Verbs
MAC SQL patterns DDL
TTL Network protocol DML
Origin Server OS DCL
Failed logins Timestamp DB user name
Access programs DB version
App User ID DB type
DB protocol
Origin
DB errors

SELECTs

© 2010 IBM Corporation
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Internet Collector
i :
gL .
- |
N :
Remote Locations & '.'_I';l \
Outsourcers o oy

Central Manager &
Aggregation

Finance

Guardium

AN IBM COMPANY
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« Prevent SQL injection attacks

« Monitor & block privileged users
» Detect application-layer fraud Monitor
» Enforce change controls &

» Real-time alerts

» Forensics data mining EnfOI‘C

» SIEM integration

. Critical
Data

i Infrastructure

» Discover & classify
sensitive data

« Continuously update
security policies

» Discover embedded
malware & logic bombs

+ Automated & centralized controls

+ Preconfigured policies/reports

"« Preconfigured tests based

Cross-DBMS audit repository

+ Sign-off management
« Long-term retention

+ No database changes or
performance impact

J

-
* Assess database
vulnerabilities
« Configuration auditing
« Behavioral vulnerabilities

on best practices standards
(STIG, CIS)

Guardium

AN IBM COMPANY

© 2010 IBM Corporation
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Directory Services SIEM SNMP Dashboards
(Active Directory, LDAP, etc.) (Tivoli, EnVision, etc.) (Tivoli, HP OpenView, etc.)

Change Ticketing Systems
- Remedy, Peregrine, etc

Send Alerts ' i
o o]
Authentication yslog e

(RSA SecurlD, RADIUS,

Kerberos)

Vulnerability
3 Standards
(CVE, STIG,
CIS Benchmark)
— Data Leak &
Sensitive Data Classification

D &

McAfee
(EPO)

Software Deployment
(Tivoli, RPM,
Native Distributions)

4
.
¥

Long Term Storage

(EMC Centera, IBM TSM
FTP, SCP, etc.) Application Servers

(Oracle EBS, SAP, Siebel,

Cognos, PeopleSoft, WebSphere, etc.)

© 2010 IBM Corporation
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Guardium 1§14 ¥ 3k

o BRRRAE TR E R R
— Enforce change controls & access controls for critical systems

— Across entire application & database infrastructure
— Oracle, SQL Server, IBM DB2 & Informix, Sybase, MySQL, Teradata
— SAP, Oracle Financials, PeopleSoft, Siebel, Business Obijects, ...

o HWimtEEHRE
— Automate & centralize internal controls
— Across heterogeneous & distributed environments
— Rapidly troubleshoot performance issues & application errors

— Highly-scalable platform proven in most demanding data center environments
worldwide

c ABELEAHREEIZFS
— Non-invasive architecture

— No changes requwed to appllcatlons or databases

_ © 2010 IBM Corporation
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Database Activity Monitoring (DAM)
Supported Platforms

Supported Platforms Supported Versions

Oracle

Microsoft SQL Server

IBM DB2 UBD (Windows, Unix, z/Linux)
IBM DB2 for z/OS

IBM DB2 UBD for iSeries (AS/400)

IBM Informix

MySQL

Sybase ASE

Sybase 1Q

Teradata

8i, 9i, 10g (r1, r2), 119, 11i
2000, 2005, 2008
8.0,8.2,9.1,9.5,9.7
7,8,9,95

V5R2, V5R3, V5R4, V6R1
7,8,9,10,11

4.1,5.0, 5.1

12,15

12.6

6.01, 6.02

© 2010 IBM Corporation
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Thank You!

Data Management
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