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Cloud computing to
replace traditional IT:
Asia survey

by Enterprise Innovation staff

While many are still apprehensive about et Platform as a
the cloud, the majority of attendees during | service?
a recent conference on cloud computing
: : _ Infra as a
said they foresee a shift to cloud comput- ]
: ; - service?
”l__!l-[ ‘-”-“| away I i 'E|.||||II||.!.;|| r'||||'|'[:'||'«.lL i
IT — over the next [ive years. e Appication

Over two-thirds (68%) of the 100
delegates surveyed are even more op-
timistic regarding the uptake of cloud
technologies, expecting to see wide-
spread adoption of cloud comput-

as a service?

Service as a
Service?!

ing services amongst Asian
enterprises within the next
three years. Furthermore,
66% of respondents say that
their company 1s planning
to implement a cloud-com-




The Wonders of Cloud Computing
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“The Network is the computer?!”’ “The Internet Is The Cloud” (or vice versa?!)

Client-server Architecture? <-> Private Cloud? Virtualization? <-> What's Where?! Thin Client?!
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Globalization and Globally Available Resources
- Instrumented, Interconnected, Intelligent * Web 2.0

Billions of mobile
devices accessing the

Access to streams of
information in the Real
Time

New
Possibilities..

Mew Forms of Collaboration ITS ALL ABOUT SOFTWARE.’ ”
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CLOUD COMPUTING SECURITY CONSIDERATIONS

= Confidentiality: Data exposure & leakage
= Integrity: Data compromise
= Availability: Reliability of service, business continuity

= Reduced Ability to Demonstrate Compliance:
* Reduced Ability to Manage the Security Environment:
= Storage and Backup, disaster recover

Can the provider segregate and protect individual groups of data within the remote,
distributed shared environment?

PER GARTNER
= Firewalls & IPS etc to prevent network/infra hacking attacks * Implement and maintain a security program.
) ] o + Build and maintain a secure cloud
» Standard “perimeter defense” is still first and foremost! infrastructure.
. . * Ensure confidential data protection.
= Viruses, worms, trojans, malware, bots ... « Implement strong access and identity
. .. . management.
= ldentity and access management, user provisioning « Establish application and environment
S . provisioning.
» Authentication & Encryption * Implement a governance and audit
= Availability — prevent againt Denial of Service management program. N
* Implement a vulnerability and intrusion
- pr H . management program.
Vigilant monitoring, S..E.M. + Maintain environment testing and validation., s
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Security from the Cloud
Smart Business Security Services delivered

from the IBM Cloud
From the Cloud — IBM Security Operations Centers

*Managed Web =X-Force Threat
Analysis Service

: =Vulnerability
Management  and Email Security
Service Service
Cloud based Monitoring and
management

Subscription
service

Protection against spam, worms, Customized security
viruses, spyware, adware, and intelligence based on threat
offensive content information from X-Force
research and development !

i P
Proactive discovery and

remediation of vulnerabilities
team

Offsite management of logs and
events from IPS’s, Firewalls and OSs
To the Customer — Offloading Security Tasks on the Ground
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The Myth: “Our Site Is Safe”

We Have Firewalls We Audit It Once a
and IPS in Place Quarter with Pen Testers
Port 80 & 443 are open Applications are constantly
for the right reasons changing

We Use Network
Vulnerability Scanners

Neglect the security of the
software on the network/web
server

We Use SSL Encryption

Only protects data between
site and user not the web
application itself
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MEATENEZF E?
@ NEWS-Eom httpu/inews.cnet.com/@301-107

4 Veb site harbors threat s

PC maker

Pasted by Joris Ewvers
it iz not=zuch a Good Friday for Computsr.

The main YWeb =ite of the Taiwaneze hardware maker, known for ﬁmrﬂnded PC= angd motfr
been rigged by hackers to =erve up malicious software that altemptz to exploit a critical Windows

expertz =aid Friday.

The attackers added an invizible frame, a so-called iframe, to the front page nfthem';um Wel
the =ite, a victim'z browszer will silently connect to another Web site that tries to install a maliciouz

“We've just confirmed multiple reporis ﬂbuut”.cum. a very well known hardware manufactur
compromised,” a regearcher with Kaspersky Lab wrote on the company’s Yiruzlizt. com site.
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Student school-notes exchange site easily hackable
ﬁ % E ﬁ by anyone familiar with web application development
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WORST CREDIT CARD IDENTITY THEFT CASE - - DONE BY A SOFTWARE ATTACK!
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Website flaw lets hackers access iPad user’s data

SAN FRANCISCO — A group of
hackers said on Wednesday that it
had obtained the email addresses
of 114,000 owners of 3G Apple
iPads, including those of military
personnel, business executives
and public figures, by exploiting
a security hole on the website of
American telecommunications
company AT&L

The group, which calls itself
Goatse Security, also obtained the
identification number contained in
the SIM cards of the iPads used to
communicate over AT&T s network,
known as an ICC-1D.

AT&T acknowledged the
breach, but the company sought

to minimise 1ts importance,

The hackers exploited an in-
secure way that AT&T's website
would prompt iPad users when
they tried to log into their AT&T
accounts through the devices.

The site would supply users’
email addresses, to make log-ins
easier, based on the 1CC-1D,

The company said that it had
by Tuesday turned off the fea-
ture on its website that allowed
the group to find the email ad-
dresses. Apple did not respond
to a request for comment.

Experts said I[CC-1D
numbers could, in the right
hands, be used to get other
information, like an iPad's
location. The breach “should be
worrying people a lot," said Mr
Nick DePetrillo, an independ-
ent security consultant,

1D numbers could be used to

pinpoint an iPad's location. A+

Mt Michael Kleeman, a
communications network ex-
pert at the University of Cali-
fornia, said AT&T should never
have stored the information on
a publicly accessible website,
But he added that the damage
was likely to be limited.

“Wou could in theory find
put where the device 1s,”
he said. “But to do that, you
would have to gain access o
very secure databases that are
not generally connected to the
public Internet.” AGENLIES
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Cloud Computing Security — The Soft Spot

- Application Security Issues

Applications can be CRASHED to reveal
source, logic, script or infrastructure
information that can give a hacker
intelligence

Applications can be COMPROMISED to make
it provide unauthorised entry access or
unauthorised access to read, copy or
manipulate data stores, or reveal information
that it otherwise would not.

» Eg. Parameter tampering, cookie poisoning

Applications can be HIJACKED to make it
perform its tasks but for an authorised user,
or send data to an unauthorised recipient,
etc.

» Eg. Cross-site Scripting, SQL Injection

April 5, 2010 3:32 PM PDT

Exploits not needed to attack via PDF files

by Elinor Millz A o con

77 (3 23

-PRE Worm,Demo - No JavaScript Required gomms

4, B

e

Javascript is Disabled in Acrobat Reader

. open "empty.pdf", just a normal POF file.
- wverify JavaScript 1s Disabled

. open evil "ownit.pdf”
- Prompted by Acrobat Reader, we control displa
- must click Through to work
. Reopen “Emﬂty.pdf“
- PDF has been modified with Launch object dire
user to sudosecure.net

ALL DONE!

Jeremy Conway created a video to =how how hiz POF hack works.




£} 500 Internal Server Error - Mezilla Firefox

Blz Edt Yew G Scokmads Jock el -
R = A IR, e rr————————— =] @ oo [[GL# sppeds prippines
Mem... | “Fsau. | Hes. | How | Howe | Mo | Moo | Howe | Hwe | Howe | Hwoe | Howe | Hose | Hose | Hoee | Hose | Hoee | Hse | Hwe 500, | B

S00 Internal Server Error

java. lang.NullPainterException
at FlestWatch.fwcontrol doGes (fuconteol . javar3a)
at javax.servlet.hoop. Hoocpdervler.2ervice (HoopServlet. java: 740)
at jowvax.servlet.hotp.HotplServlet.secvice (HotpSeovwlet . Javac 853 )
at com.evermind[Crazle Application Server Contalnera for JZEE 10g [9.0.%.2.0)] .2erver.htop.SercvletRegueatlispatcher . invoke (ServletRegqueatiapatchet . Jav
at com.ewvermind[Oracsle Application Serwver Containsrs for JEZEE 10g [2.0.4.2.0) ] .secver.htep.ServlstBequesti=patcher. forvacdInternal (FervilecReque=sthiapa
st com.evermind[Oracle Application Server Containeras for JZEE 10g (9.0.4.2.0)] .secver.htocp.HtopReguestHandler . procesaRequest (HotpRequeatHand ler . Java: 79
af com.evermind[Cracle Applieation Jerwver Containere for JEEE 109 [9.0.4.2.00] .server.heep. LIPRequestHandler .. fun ( AJPRequescHandler . jawa: 208)
at com.evermind[Oracle Application Server Contailners for J2ZEE 10g (9.0.%.2.0)] .secver.htop. MPRequestHandler . cun (AJFRequestHandler. javaz 125)

at com.ewvermind[Oracle Appllcation Jerver Contalners for JEZEE 10¢ [9.0.%.2.0)].util.ReleasableResour cePooledExecutor Ao Ker . tun {Re leasak leRegsonccePog

at jawva. lang. Thread.rcun(Thread. javsa: 5342)

These are real examples — hackers

Love these error message pages ...

| o

start] [@ 500 Internal Serve.. B 5 DOS | &1 hilippine airlines .. OB 912 aM




f~ Rumtime Error - Windows Internet Explorer : : -iﬂlﬂ

El‘_yt’f - Ig_. h':lr:n:,rf:'«'a'-.'.'.m:rm_ferrnrsfﬂﬂ‘..aspx?aﬁpxerrurpa'.h-In'_?fehul‘:.aspx j |‘f_‘£||g| I |..ﬂ_|"|
Fie Edit View Favorites Tools Help Q- 3,0 minutes saved

w & | s | Comeeee. | T . | @rometra x| [ 8 (e Groo - @-[R]-5 0
=

Server Error in '/' Application.

Runtime Error

Ce=cripbion: A aophestion emir oooumsd on Ine sener, Tie ourrend Susiom <ormir sflings Sor ks apolication prevend Bne gelalls OF e apadicson: Srnor TRoen 27 viswea
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+1-~ web, Config Configuration Fite --»

acpet T rat Tan
<z yEhem, ek
acustonErrors modes Remotednly” /=
= /EVSTET, walx
/et igurations»

Naske=: Tre cusment #ra0r page 7o ane seeing can be repbced by scasiom emor page &y modiing Te el ERedlsect” aSrins of Be appiication’s <cusbmrmors:= confipuration g B pole i 2 cusiom ermor mace US1L

<lem WEb, Config ConFiguration Fila =ax

agont igarat fonz
<5 VST, al» ; :
sosTOErrers mode="0n" Gafaulthedirect="myCusTorpage. N /=
</system wabs
«/configuratims

Why is your debug tool shown to the world?

=
= T i -




/= Procedure 'ca r_Get_JobOpeningsKeyword'" expects parameter "@type’, which was not supplied. - Windows Internet Explorer

=181
ﬁ:_/]' - IE, http:/resources S r pozresr_job_openingaspx j I?’g! |;_'C_| IGcn:g!E SGP |£_i?|
File Edit View Favorites Tools Help
T:Ii’ "-'ﬁ’ gF‘rDcedure 'car_Get_JobOpeningsKeyword' expects p... | | i ﬁ
Server Error in '/care Tkt e e "
s =

Procedure ‘car_Get JobOpeningsKeyword' expects parameter '@type’, which was not supplied.

Description: An unhandled exception occurred during the execution of the current web request. Pleaze review the stack trace for more information about the srror and where it originated in the code.

Exception Details: System.Data.SqlClient. SglException: Procedure 'car_Get_JobOpeningzKeyword” expects parameter ‘@type’, which was not zupplisd.

Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and
location of the exception can be ddentified using the exception stack trace below.

Stack Trace:

[5glException: Procedure 'car_Get_JohdpeningsKeyword' expects parameter '@type', which was not supplied.]
Career.Career. Select_JobOpeningsBvword(5tring strDBEConn, String strkeyword)
Career. careers_job_opening. BindGrid()

Career. careers_job_opening. Page_Load{Object sender. Eventirgs &)
System.wWeb. UL.Control .OnLoad(Eventirgs &) +&7

System. Web. UL.Control. LoadRecursive() +35
System.wWeh. UI.Page. ProcessRequestMain() +750

Version Information: Microsoft MET Framework Version:1.1.4222 2300; 43P NET Wersion:1.1.4322 2200

More information to entice a would-be hacker?!
=

T T T T T @ mtermet [®R1w00% - 4

i
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/"~ Soya bean stall explosion injures six - Windows Internet Explorer

Fie- Edit View Favorites Tools Help

57 Favorites Egl v.| &8 Asia.... |

@ LG

usesa  \WIIN ONE ARENA PHONE aDAY!  ARENA
KM3aoo

Sign up for RBS
Platinum Card

TERMS AND CONDITIONS APPLY

Bookmark us | About us | Advertise | Login | Register

Message from webpage _xl

1 While attempting to load module “com.mavenlab, sph.vbintegration, vEIritegration3”, property "user.agent” was set to the unexpected value
LA i i : . ; : ; :

Allowed values: geckngeckol 8,ie5,opera;safari




Pt i L buyssd, comErrar, jspfods mag_cods =NWORID=127 10567 1115288mar =

International Service for Renewal of Paper-mailed Magazine Subscription

CDSE!;Ba\I’ An error has occurred.

A Hearst Compapiy

Error Description:

java.lang.NullPointerException at
com.cds.nm.gemini.parsers.GiftsRequestParser.geiParameter|GiltsRequestParser.javalCompiled Code)) at
com.cds.nm.gemini.servlets. GeminiBase Servlet.bulldErrorURL{GeminiBase Serviet.java{Compiled Code)) at
com.cds.nm.gemini.servlets.GeminiBase Servliet.processEmmor{GeminiBase Serviet.java|Compiled Code)) at
com.cds.nm.gemini.serviets.GeminiBase Servlet.processErmor|GeminiBase Serviet. javalCompiled Code)) at
com.cds.nm.gemini.serviets. GiftCard Serviet.doPost{GiftCard Serviet.java: 160]) at
com.cds.nm.gemini.serviets. GiftCard Serviet. doGet(GitCard Serviet. java:68) at

javax.serviet.http.Hitp Servlet.service|Http Servlietjava|Compiled Code)) at
com.cds.nm.gemini.serviets.session. Hop Serviet.service(Hip Servlet.javalCompiled Codel) at
com.cds.nm.gemini.servlets. GeminiBase Servlet.service{GeminiBase Serviet.javalCompiled Code)) at
javax.serviet.hitp. Hitp Servietservice{Htp Serviet.java|Compiled Code)) at

com.ibm.ws.webcontainer.sarvlel. ServletWrapper.service| ServlietWrapper. javal{Compiled Code)) at
com.ibm.ows.webcontainer.servlet. ServletWrapper.service(ServletWrapper. java(Compiled Code)) at
com.ibm.ws.webcontainer.filter WebAppFilterChain.doFilken(WebAppFilterChain.java{Compiled Code)) at
com.ibm.ws.webcontainer.filter.\WebAppFilterChain. _doFilter(WebAppFilterChain.javalCompiled Code)) at
com.ibm.ows webcontainer.servler. ServletWrapper.handleRequest ServietWrapper java|Compiled Code)) at
com.ibm.ws.webcontainer.servlet.Cache ServletWrapper.handleRequest|Cache ServlietWrapper. java(Compiled
Code)) at com.ibm.ws.webcontainer.\WebContainer.handleRequest{WebContainer.javalCompiled Code)) at
com.ibm.ws.webcontainer.channel. WCChannelLink.ready(WCChannelLink.java(Compiled Code]} at

com.ibm.ws. hitp.channel.inbound.impl.HitplnboundLink.handleDiscrimination(HttplnboundLink.javalCompiled
Code)) at

com.ibm.ows. hip.channelinbound. impl.HuplnboundLink. handleNewInformation(HitplnboundLink. java|Compiled
Code)) at

Co m.I]hm.m.hEtp.::hannal.in bound.impl.HttplCLReadCallback.complete(HtplCLReadCallback.javalCompiled Code))
at

com.ibm.ws.ssl.channel.impl. §5LR=ad ServiceContext$ 5 5SLReadCompletedCallback.complete| S SLRead ServiceConte xt. jz
Code)] at com.ibm.ws.tep.channelimpl.WorkQueuveManager.requestComplete(WorkQueuellanager. java(Compiled
Code)) at com.ibm.ws.wcp.channal.impl.WorkQueueManager.attemptiO(WorkQueueManager.javalCompiled Coda])
at com.ibm.ws.tcp.channel.impl. WorkQueuveManager.workerBun{WorkJueueManager.java{Compiled Code)) at
com.ibm.ws.tcp.channelimpl.WorkQueneManagerfWorker.run(WorkQueueManager.javalCompiled Code)) at
com.ibm.ws.util. ThreadPool3Worker.run({ThreadPool.java{Compiled Code])




» directory traversal atts to read arbitrary files on web servers, such as SSL private keys and password files

2] hitp:/ fweb.ebay.co.uk/ My . e

&1

& . ¥ 4 Buy Sell MyeBay Communi
.co.uk Welcome! Sign in or register

- Advanced Search

Categories v | Shops | eBay Motors @ Safe

Home = Business Centre = Changes in 2008 = Changes to Pricing

# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loca
localhost =1 localhostd.localdomainé localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-ma
Production database vip 10.3.164.17 PRODDB.ebaydevelopment.co.uk PRODDE # Serverfarm - BDM 10.3.166.11 eby-pr-

wb1l ebaydevelopment.co.uk eby-pr-wbll 10.3.166.12 eby-pr-wbl2.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-f
wb13 ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-whld.ebaydevelopment.co.uk eby-pr-wbld 10.3.166.15 eby-f
whb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wb16.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-
whb17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-f
wb21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wh22 ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - et
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wb3
10.3.166.33 eby-pr-wb33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wb3
# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.locs
localhost @1 localhostS.localdomaing localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-mz
Production database vip 10.3.164.17 PRODDEB.ebaydevelopment.co.uk PRODDE # Serverfarm - BDON 10.3.166.11 eby-pr-

whb11l.ebaydevelopment.co.uk eby-pr-wb11 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-|
whb13.ebaydevelopment.co.uk eby-pr-wbl13 10.3.166.14 eby-pr-wbl4.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-;
whb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wbl6.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-;
wh17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-whb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-{
whb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-|
wh21.ebaydevelopment.co.uk eby-pr-wbh21 10.3.166.22 eby-pr-wb22 ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - el
10.3.166.31 eby-pr-wb31. eba}fdevelopment Co.uk ebj,r pr-wb31 10 3. 155 32 eby-pr-wb32. eba}fdevelnpment co.uk ebj,f-pr -whs




Real Example: Online Travel Reservation Portal

v

DIE| HBSE 2T10 ] - = = By, ale E E DIOTE [ |
@q' = v | & || *r|| X ol-
W |r5 Hotel Reservation Cnline = Transacton ... | | - B m= ~ rPage ¥ L Took ¥ 7

My
Hotel Reservation Online Change the reserID to 2001200
Dear MR G am,

As aresult of your resenvation 20031958

atthe hotel Le Meridien / Jakarta / Indonesia

for 2 nights (from Jan 23 2007 to Jan 25 2007)

we processed a credit card transaction on Jan 15, 2007.
The credit card transaction was successful.

The details of your transaction are as follows:

Reservation number: 20031959
Card Holder Name: Sam |
CreditDebit Card: xoo-000-000-2196
Expiration Date: 06/2007

Amount: 240.00 3GD

Date: Jan 15, 2007

sileq == [

Yau
ease note that this is not an invoice. An invoicewgll be issued 10 days after your check-out date.
You can get vour invoice following this link.

We hope you will have a nice stay at this hotel !
We are looking forward to making a new resenvation for you !
With our thanks,

Dione L¢ € Internet H100% -




Real Example . Parameter Tampering

Reading another user’s transaction — insufficient authorization

ntal M 0 L) = 0 ) §d §# 10 = = = g L] o
é » |8 https Y www, _ecapt phpfreseD=2001200&email=1 vi @4 X R~
W ﬁHoteI servation Online - Transaction . | & - B - @ - [5Page v & Toos v 3

M
Hotel Reservation Online Another customer’s transaction

slip is revealed, including the
email address

Dliear Me———— | st

As aresult of your reservation 2001200

at the hotel Nikko Resort And Spa/ Bali / Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006) I
we processed a credit card transaction on Jan 03, 2006.

The credit card transaction was successful.

The details of your transaction are as follows:

Resenvation number: 2001200

Card Holder Wame: Justin Femmmmm—m—pm,
CreditDebit Card: xoo-oo-o0-4688
Expiration Date: 08/2007

Amount 506.61 USD

Date: Jan 03, 2006

Billed as: HAED———

You can print this transaction slip
at this is not an iInyome:
You can get your invoice following this Iir\ﬂ_ﬁ)

We hope you will rave a nice stay at this hote! !
We are looking forward to making a new reservation for you !
With our thanks,

iqvoice will be issued 10 days after your check-out date.

hitps: /A I/ oicc phpreser ID=2001200&email= IR @hotmal cor [# & Internet 4000, -




| Parameter Tampering Reading another user’s

W oW | B Hotel Reservation Cnline - Invoice 200, .. tn -

The same customer invoice

that reveals the address and
| contact number

To I . ustin

Company

Address 23 I - stralia
Fhone 1

o

RECEIPT/ TAX INVOICE #2001200
Date Jan 30 2006

Description Nights Rate Amount

Booking reference 2001200 at hotel :
Mikko Resort And Spa / Bali/ Indonesia

Period :
From Jan 18 2006 to Jan 23 2006 (5 night(s))

Ccean View Roomn, Breakfast Included 5 138 690.00 ALUD
2 adult(s), 0 child{ren), 0 infant(s)

TOTAL AMOUNT 506.61 USD

]
Card Holder Mame

CreditDebit Card

Expiration Date

The Payment, billed as |INIEIEIGINGNGNGNNEEEEEEEEEEEEEEEEEEEEEEEEEEEEE - - r=coived by credit card, on Jan 03, 2006, to our account from

Justin IE——
00000004688
0812007

We hope you had a nice stay at this hotel !
We are looking forward to making a new resernvation for you ! Boolean Logic7’
With our thanks, 7

b
Come

(8| & Internet o '+~'100%' =
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A Sample Of The ‘low hanging fruits'...

:

Shell RV - Debug files and
=
Command LT Test pages
Execution
Listing
HTTF’?esponse 502 sl -
Splittin = g Pathi Traversal
‘) »
in Parameters

A=Al
ISEDES Injection R
Server Side l ) : Fhishing
Includes | File Upload [pseaia

\ =] \'i" -
Foison NulliByie Administration YRS
reclirgetion)

Buffe ‘.I

ad

LOAR Irizetion) SQL Injection

- |
Cross Site m
Scripting J jraversall weblogic

10 YUrdE Issues ‘ ‘ =t ormat Strings
b
HrJHﬁﬁ

|\;\II”

ISSUES




chéca=XGoi=speliresnum=08&spel=1

= II_@ ‘ﬂ_x | Live Search

File Edit

View

Favorites Tools  Help

5.7 Favorites

Tou

‘YouTube - application hacking

B - ~ Page~ Safety~ Took-

)
Yuu T“he |appli|:atinn hacking

= Search options

Search Browse

iPhene application hack

Allison Sheridan of the NogillaCast Podcast hosted at podfeet.com shows off the
App: Tapp. application ingtaller for the iPhone. Her favorite tw

27,965 views

by nesillacast = Z'years ago

Hacking Internet Banking Applications
Source: video.hitb.org The general public gentiment iz that the banks, having
always been the guardians of our money, are expert at safeguarding ...

by pefim  2vyears ago | 19,386 views

Paypal Free Money Application Hack Faypal Ultimate 2010 Fully
the more info button to see download and info: savethisdocument.com Keywords
account maple hack adventure quest hack cs hack Extra Tags Extra Tags ...

by MargeryKinerzcgt 3 monthzagoe 111 views

How Hack Facebook Application
Download file: bigdocument.com how to hack the Web Sudoku application on '
Facebook All you need iz a web browzer that can uze uzer zeripte (mozt ...

by DeonteDlerek = 2 monthe ago 207 views

Hack This Site Application 2 [HD][HD|

Watch in HD. In thiz tutorial | will show ou how to complete hackthizsite.org
application challenge 2. Comment, Rate, Subzcribe! Wireshark: www ...
316 views

by th3computeradmin = 3 months ago

iRebel Prizerebel Hacking Application PART 1 (HD)[HD|

Upload

Tonz1702w | Sign Out

“application hacking” results 1 - 20 of about 3,090

Featured Videos

Twitter Hacked by Iranian Cyber
SUBSCRIBE! bit.hy #eersis Tygrept thig!
tinwurl. com Twitter wag ...

by Tobuscus & monihs ago

49,272 views

Expose For The iPhone/iFod
ipod "ipod touch™ touch jailbreak jailbroken
ironman3333as ...

10 months ago
3,637 views

iPod Touch as a fully functional

or 2omthing. The next thing would be FOR
SOMEONE TO CREATE AN APPLI...

by skeetrozauce 2 years ago

18,936 views

PHF Tutorials: SQAL Injection (FPart
tutorial tuteriale help me learn learning
lezzon lezzons teach teachin..

by phpacademy 1 year ago

27,898 views

Change homescreen and
Add ue on facebook at
v.facebook.com ..iphone 3gs £.0

29

T T s
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*g%'l‘ﬁ; E‘::ZHE‘; 5‘2::

—,
vﬂu Tuhe Ise:unng the sdic | Saarch Browse | Uplead TonziToz = Sign Ol

Securing the SDLC: A Business Perspective
I5C2TV 15 videos (=] | Subscibe

tans

Software Development Life
Cycle [SDLC]

by Eima

The Devedepars Side of
Secuning Software
By ISCZT

1,381 views

=
Yﬂu Tube Iappllcﬂlon socunty anthony | Saarch Browse | Upload : - Sign Out

Why web application security is important

questexhk 48 videos [¥]  Subscribe

& Application Security
amentals pt &

box

8

plication Secunty in

(TR TR R il o challznging
Bonal
15CITY o 14, ;
Fird out what hackers are now facusing on in this wodd of Srewalls and ant e Software Testing vs. Software
1 Quality Azsurance
- vachaol
chlike | |G zaveto ™ OB C Share 17

u.'vha%ngkes,gﬁ_rrent web security ion securty
' 5 alitions

practices useless?

questexhk io F 'E' 192 =
Arithony Lim continues he discussion around web application s&cunty, how had VIEWS

Owasps034 Pan? - LOTUS
MOTES AMND DOMING WEE

ES

chlike | |G saveto ¥ =) Share <Embed= | | &
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ST ERETA LITH®E?

= Because they know you have firewalls
» So its not very convenient to attack the network anymore
» But they still want to attack ‘cos they still want to steal data ...

= Because firewalls do not protect against app attacks!

» So the hackers are having a field day!
» Very few people are actively aware of application security issues

Because web sites have a large footprint

» No need to worry anymore about cumbersome IP addresses

= Because they can!

» It is difficult or impossible to write a comprehensively robust application

= Developers do not normally code defensively
= Developers think differently from hackers
= Developers have increasingly long and sophisticated applications, and often can be short on resources,
knowledge or experience
= |t is a nightmare to manually QA the application o ﬂ




Innovate The Rational Sofware Conference

Singapore

2-%1 4-|- JZ-I;_:}TE Eik ﬁ‘% % E ;:='- llﬁ‘l ? Vercados

wril|

Do more

with less
Today I’'m being asked to:

%00,000
* Deliver product faster (a lot faster!) - Fast R ines
* Increase product innovation . Good B¥
* Improve quality

-

- Reduce cost - Cheap B H
* Deliver a secure product:(?) -> Choose 2 only

OUR GOAL TS TO LIRITE
BUGFREE SOFTWARE.
T'LL PAY A TEN-DOLLAR
BONUS FOR EVERY BUG
YOU FIND AND FIX.

1 HOPE T™M GONNA
THLS WRITE ME A
DRIVES NEW SUV
THE RIGHT ~ THIS AFTER-
BEHAVIOR.  NOON!

5. Adims E-mall: SCOTTADAMS®AOL.COM

ifi3 © 1995 United Festure Syndicate, Inc.(NYC)
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Top 10 OWASP Critical Web Application

Security Issues '09 WwWWw.owasp.org
. 2010

1 Unvalidated Input

1 Injection
2 Broken Access Control 2 Cross-Site Scripting (XSS)
3 Broken Authentication and 3 Broken Authentication and Session

Session Management Management
4 Cross Site Scripting Flaws 4 Insecure Direct Object References
5 Buffer Overflows 5 Cross-Site Request Forgery (CSRF)
6 Injection Flaws 6 Security Misconfiguration
, 7 Insecure Cryptographic Storage

7 Improper Error Handling

8 Failure to Restrict URL Access
8 | St

nsectlre storage 9 Insufficient Transport Layer Protection

9 Denial of Service 10 Unvalidated Redirects and Forwards

10 Insecure Configuration Management ﬂ
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WHY DO WE HAVE APPLICATION SECURITY ISSUES?

= IT security solutions and professionals are normally from
the network /infrastructure /sysadmin side

» They usually have little or no experience in application development

» And developers typically don’t know or don’t care about security
or networking

= Most companies today still do not have an application
security QA policy or resource

» IT security staff are focused on other things and are swarmed
= App Sec is their job but they don’t understand it and don’t want to deal with it
= Developers think its not their job or problem to have security in coding
= People who outsource expect the 3 party to security-QA for them
= |tis currently still not “cultural” for developers to write code defensively

Back then coding was
done by engineers ..

Then came Y2K .. ﬂ
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SECURITY TESTING IS PART OF SDLC QUALITY TESTING

iiﬂ}-"“— Collaborative Application Lifecycle Management

SDLC Quality Assurance

Quality Dashboard

ms u Test Management and Execution g
Management & - Management

’ Create ’ Build ’ Manage ’ Report ’
’ Plan ’ Tests ’ Test Lab ’ Results ’ open Platform

(

[[LL

Best Practice Processes

E

TEAM SERVER

homegrown
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' You need a professional solution to

'|dentify Vulnerabilities
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win RICh Report Options

44 Regulatory Compliance Standards, for Executive, Security, Developers.

Detailed Findings

Vulnerable URL: hitp/fake/fake.aspx
Total of 2 findings in this URL

X . -
Severity: High Advizory & Fix Rect

Vulnerable URL: hiip:/fakeffake.aspx (parameter -

Remediation:
Sanitize user input

Variant 1 of 4 [ID=2416]

This teat variant was constructad from the or

* Set parameter 'uid's value to ="==scrip
20mayte20be%20used ) =/script="

* Set parameter 'uid's value to "="==scrip
20may%20be¥20used ) =/script="

Request:

GET /bank/login.aspxfuid=:"=><script=aler

20used’ J«/script=&passw=Demol2 34dx=L5y= H

Cookie: ASP.MET_SessionId=3bg3jsupvfrjfo

Hest: bern

Accept: /%

AcCcept-Language: en-us

User-Agent: Mozilla/s4.0 {(compatible; MSI
referar: hIIﬂ4+_hE___ﬂﬂﬂi_lﬂglﬂ+l;pl

Variant 2 of 4 [ID=2413]

Thiz teat variant was constructed from the or

* Set parameter 'uid's value to "="=<=scrip
20may%20be¥20used ) =/script="

* Sef parameter 'uid's value to ="==scrip
20may%20be¥20used ) =/script="

Requesi:

FET Fremml Memmem =D e T e e e o T

ELSTE :yy
o

I

iy
spate | wre fiﬁfrﬁaﬂ’i e

AR | pmest |

# -
BEBE : [2=ER =]
BIELAER : [2% =]

(Tl = i g
TS LRR F

[~ #E5—& [R5 URL] ZiEnA AR

F A ¥EEAE

[F&iTiE (EEwt)
o (%2088
= %=
OEREE
[ iR EAE
[ £ EIfE + famEnch
(=&
o [Esfnie B
[] BET
[ TZEE
[JFHF
[] i
o [ EREEs
[ FEFIEt URL
[ 5eript 28
[k is i
mEL
[ Javaicript
[ Cookie



m And Most Important :

& AppScan 7.5 Demo

Actionable Fix Recommendations

an 1.scan - Watchfire App5Scan

Eile  Edit  Yiew

View

a

Security Issues

)

Remediation Tasks

Application Data

Scan  Tools Hel

D@ - (’Q °Scanv L Stop Eﬂh

m My Application (532
=- \-i hitp://dema te

----- default.asp

----- subscribe
----- subscribe
----- survey_qu
-2 admin (1)
-0 bank (40)
-1 images (1)

= Visited URLs 108/108

| Completed Tes

0 BEE | wss O BERER | =EE]

@ =5, Scripting

e EEITEE

{4 = wv w

—¥
Asp.Het
J2EE

PHP
« BRSh o A B -

HERE T ERERAE - T LIERFRE IREEEERE B 2LAEERERITTENERE -
AP imied EA-TEE  EEEM T LEEREE » F130 : F/ JavaScript=

HEIEETAERE webh EREIFER AR SR AR EFFEETHEE -
[1] LER 4L

[2] AL EHEREY (38R © PR HTTP BHRESEERRE String)

[3] M RE
[4] fE{ R B
[5] M ETE
5] TR AL
[7] Cookie 1&
o] LITTE (A
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Eﬂﬂ Compliance Scan Results
|

{5 unique issues detected across 49 sections of the requlation:

Section No. of lssues

1. Implement Internet Protocol {IP) masquerading to prevent your internal address from 4
being translated and revealed on the Internet.
(Requirement 1.5)

2. Do not use vendor-supplied defaults for system passwords and other security 19

parameters.
(Requirement 2)

3. Always change the vendor-supplied defaults before yvou install a system on the network. 13
(Requirement 2.1)

4. Develop configuration standards for all system components. Make sure these standards 16
address all known security vulnerabilities and industry best practices.
(Requirement 2.2)

5. Disable allunnecessary and insecure services and protocols. 13
(Requirement 2.2 2)

6. Configure system security parameters to prevent misuse. 13
(Requirement 2.2 _3)

7. FRemove all unnecessary functionality, such as scripts, drivers, features, subsystems, file 16
systems.
(Requirement 2.2 4)

8. Encrypt all non-console administrative access. Use technologies such as S5H, VPN, or 3
SSUTLS for web-based management and other non-console administrative access.
(Requirement 2.3)

9. This section applies to hosting providers only — Hosting providers must protect each 56

entity’s hosted environment and data.
(Requirement 2.4)

10. This section applies to hosting providers only — Protect each entity's (that is @ merchant, 17
service provider, or other entity) and ensure that each entity only has access to own
cardholder data environment
(Requirement A.1.1)
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Enterprise Software QA Solution — Dashboards and Metrics

The Rational Software

1#| R eport Pack Summary (Test Admin)
| =¥ Personal Banking
Tl HRaU e

_ Jim (Analyst) | Help | Support | About | Log Out
. ILELLLETS AppScan. Enterprise Edition
Training Jobs & Reports | Administration
Jobs & Reports > Acme Hackme = Analysts
Folders @ | Analysts - Graphical B T @
I Create... IEdit I Delete - Last Updated: 3/11/2007 12:56:50 PM
=] Acme Hackme - Details Graphical
-] Analysts =
50 Frank Report Pack: |P.II Report Packs 7| | Apply I
C&ID Jim Issue Severity History Issue Management History
= Developers
i-{Z] Admin All Report Packs All Report Packs
7 Andrew 5000 E High 8000 = Fixed
Medium In Prograss
{1 chris A JLow 7000 B Recpened
L-[2 Jennifer 4000 [ Information I Open
6000 [ Active
(@ Templates 3000 vA 5000
\ 4000 M/\
Current
2000 3000 Active:
2875
2000
| 1000 S iy =
' ‘ vd 1000
1] 1]
Jan24  Feb17 Mar14  Apr07  May D2 Jan24  Feb17  Mar14  Apr07  May 02
Issue Severity by Report Pack WASC Threat Classification
Total | All Report Packs
o 2000 4000 6000 2000 12000
T —— [ information [ Low S Medium  EHHigh
e
Recently Viewed Support
| %Analysts On-Demand Services =
= - b
Lg Apphv..?hons . Stare |
= Security Issues (Investment Banking) B Authentication B ammand Exscufian i
18| Report Pack summary (Investment Bankd Main Website [ Authorization I Information Disclosure L
@ Sarbanes-Oxley Act (SOX) (Investment | I Client-side Attacks B Logical Attacks |
@ Activity Log (Test Admin) . Intranet L
21 i
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AppScan - CQTM & RQM Integration, also with RTC

gl 2 dl e dl ; . 5 O O . rSe K d | = [r5e DdCe e d L] »
File Edit Mavigate Search Project ClearQuest Watchfire Tomcat Runm  Window Help
Ci-EHE -8 -2F-R- 9  REB Q-8 iR @ -3 0 e-d B 4@ h
i “y
ClearQuest Mavigator (EE Test Manager - Pla... &3 localhost_rev2.scan_1180471626035_COTM X =08
- ik z - —
8-% E ¢ 0| TestLog s e - 9| B E|[HEE
EII:I Asset Registries R 7
: Elj;'g Assetl ; e : £
EII:I Test Flans = — = + Watchfire App5Scan Regression Results
o E-fiE TR —
|_=| % [~ message
EIE, Tg‘- ] message Show in AppScan Update Baseline
[ ScanTest
: & App w (=] message Wiew Delta Analysis Report
: : o Jb CrainTest =3
< i |l g message
) - message
Planning E}(ecuhonl = message p— Properti
o "y
E Console &3 Properties =8 [~] message
= g P |
roperties
ClearQuest ] message P
—_:_|“ @'—E g E r:ﬁ - E message = Mame Value
e TS P T IO T — [~ message ] baseFileMame Vicconboy-xpl 24, .. A
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Building security & compliance into the SDLC - further back

Software Development Life Cycle

Coding Build QA Security Production
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Software Security Testing Technologies

Static Code Analysis = Whitebox

- Looking at the code for security issues
(code-level scanning)

Code
integrity

Static Complete

Dynamic Analysis = Blackbox Analysis B L

- Sending tests to a functioning
application

Relationship with:
-Other apps, o/s
-Middleware, infra
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Application Development Security Testing Domains

BLACK BOX 24§ WHITE BOX B3 55

IBM Rational Appscan Standard Edition IBM Rational Appscan Source Edition

Dynamic APPLICATION Analysis Static CODE Analysis

Good for security folks who are not Good for developers who are not
experienced in application development experienced in security

Don't need to worry about code Provides learning for developers

Good for interim audit of half-written

Simulates real-world exploit attack
code

Can test for more than just HTTP /HTML
code - eg. C, C++, C#, Perl, Codefusion,
Javascript ...

Tests for relation between App and
other apps, O/S, middleware, network

Like IPS, checks for "unknown" threats Like Firewall, checks for "known" threats
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= Two approaches to web application security scanning

= Black-box - Automates attacker actions
= White-box - Automates code auditing

= Challenges and issue coverage are different
= Complete solution — involve more people in the organization

= QObjective — build the knowledge, minimize future errors & risks

Black Box White Box

AppScan AppScan
Standard Ed. Source Ed.
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IBM Secure Engineering Initiative

Provides structure,
execution and accountability ommon
for software and solution
development projects DeveloPment

il
F o

.
=

Continually improve the
security characteristics of
software offerings through

Key Performance Indicators
Process

L ecure ontinuous
Guidelines and best ) ] . -~ -~
practices for secure Engineering Security Builds and Maintains trusted
software in design, relationships with suppliers,
development and \_ Framework Improvement J distribution channels,
deployment import/export and customer
b - Supply Chain Security " support
.

IBM develops products and solutions for sale.
IBM develops and operates solutions and services for its own internal use.
IBM develops and operates solutions and services on behalf of customers.
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Introducing IBM Secure by Design

Automate security testing early & often throughout the development lifecycle

= |dentify and remediating vulnerabilities throughout
the application and/or product lifecycle

= Experience a 70% reduction in remediation costs m]-l‘
by implementing a pro-active, automated approach .

_ _ _ _ _ Deliver New Innovate Reduce
= Avoid repercussions from failed compliance audits services Faster ~Securely Costs

Secure Collaborative Lifecycle Management

REQUIREMENTS CODE BUILD QA PRE-PRODUCTION PRODUCTION
_ B — e
| = == =
Sef:urity ¢ Security testing at Automate security Incorporate security ~ Security oversight & Ongoing security
retg#:)elg;:g S the source testing at build into testing audit monitoring

Automated security testing at every stage of the development lifecycle

'—
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Delivering new Secure by Design tools and frameworks

Implement security best practices and tools
into each phase of the lifecycle

Best-in-Class

. _ o Secure Testing Tools
= A proven security blueprint for building

and deploying secure software in both Tesi\ & Vulnerat;i/ity
application and manufactured product Education  #SSESSENE . Security
) & Awareness Requirements
scenarios
Incident
Response E S_ecure_
= Enables on time, on budget delivery of F?grl:::\?vgrr‘l? =
secure software via automated source Project Risk -
code testing Planning Assessment :\

Documentation

= Manage the proliferation of portal and
Web applications with more scalable,

hiah “Utilizing IBM's leading AppScan family of application security solutions has proven to be
g L of SIgn/f/cant value to our customers in reducing their overall risk and demonstrating compliance.’
PUI Iviniial 1ivo IUUIILILy aliu dauvuuooo
- Joey Peloquin, Director, Application Security, Fishnet Securi
management P
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Conclusion:
SECURITY BY APPLICATION DEVELOPMENT QUALITY

* The Application Must Defend Itself

» Firewalls & IPS etc cannot stop an application attack

= Application Security must be strategic, not ad hoc or afterthought
= Both security and development teams need to be in harmony

= Need to move application security testing back into development
(code & build) stages of cycle

= Need professional, world-class automated scanning, reporting &
remediation tools, backed by comprehensive top R&D.

= Future integration with other security solutions eg requirements,
network

Lower Compliance & Security Costs by:

* Ensuring Security Quality in the Application up front

* Not having to do a lot of rework after production
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http://lwww. youtube com/watch?v=LbKalJz TaLY

IBM Hackers

nekko88 17 videos (¥  Subscribe
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