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Platform as a 
service?

Infra as a 
service?

Appication
as a service?

Service as a 
Service?!



The premiere software and product delivery event.
June 6–10 Orlando, Florida

The Wonders of Cloud Computing

PC         Laptop / Netbook Thin Client         Mobile Device

Client-server Architecture? <-> Private Cloud?     Virtualization?    <->  What’s Where?!  Thin Client?!

“The Network is the computer?!” “The Internet Is The Cloud” (or vice versa?!)



Globalization and Globally Available Resources

- Instrumented, Interconnected, Intelligent

Access to streams of 
information in the Real 

Time

Billions of mobile 
devices accessing the 

Web

New 
Possibilities..

Welcome to THE SMARTER PLANET

* Web 2.0

• SOA

• CLOUD

ITS ALL ABOUT SOFTWARE!



CLOUD COMPUTING SECURITY CONSIDERATIONS
Confidentiality: Data exposure & leakage
Integrity: Data compromise
Availability: Reliability of service, business continuity

Reduced Ability to Demonstrate Compliance:
Reduced Ability to Manage the Security Environment:
Storage and Backup, disaster recover

Can the provider segregate and protect individual groups of data within the remote, 
distributed shared environment?

Firewalls & IPS etc to prevent network/infra hacking attacks
Standard “perimeter defense” is still first and foremost!

Viruses, worms, trojans, malware, bots …
Identity and access management, user provisioning

Authentication & Encryption

Availability – prevent againt Denial of Service
Vigilant monitoring, S.I.E.M.

PER GARTNER

• Implement and maintain a security program.
• Build and maintain a secure cloud 
infrastructure.
• Ensure confidential data protection.
• Implement strong access and identity 
management.
• Establish application and environment 
provisioning.
• Implement a governance and audit 
management program.
• Implement a vulnerability and intrusion 
management program.
• Maintain environment testing and validation.



Security from the Cloud
Smart Business Security Services delivered 
from the IBM Cloud

Security Event 
and Log 

Management

Vulnerability 
Management 

Service

Managed Web 
and Email Security 

Service

X-Force Threat 
Analysis Service

From the Cloud – IBM Security Operations Centers

To the Customer – Offloading Security Tasks on the Ground

Offsite management of logs and 
events from IPS’s, Firewalls and OSs

Proactive discovery and 
remediation of vulnerabilities

Protection against spam, worms, 
viruses, spyware, adware, and 

offensive content

Subscription 
service

Monitoring and 
managementCloud based

Customized security 
intelligence based on threat 
information from X-Force 

research and development 
team

1 2 3 4



We Use Network 
Vulnerability Scanners
Neglect the security of the 

software on the network/web 
server

We Use Network 
Vulnerability Scanners
Neglect the security of the 

software on the network/web 
server

The Myth: “Our Site Is Safe”

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing

We Use SSL Encryption
Only protects data between 
site and user not the web 

application itself

We Use SSL Encryption
Only protects data between 
site and user not the web 

application itself
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那 麼 為 什 麼 外 面 還 有 鬼 ?
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來源：自由時報 2008.11.14

Another case of malware on web site
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Student school-notes exchange site easily hackable
by anyone familiar with web application development
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WORST CREDIT CARD IDENTITY THEFT CASE - - DONE BY A SOFTWARE ATTACK!

STRAITS TIMES SINGAPORE 19AUG09





Cloud Computing Security – The Soft Spot
- Application Security Issues

Applications can be CRASHED to reveal 
source, logic, script or infrastructure 
information that can give a hacker 
intelligence

Applications can be COMPROMISED to make 
it provide unauthorised entry access or 
unauthorised access to read, copy or 
manipulate data stores, or reveal information 
that it otherwise would not.

Eg. Parameter tampering, cookie poisoning

Applications can be HIJACKED to make it 
perform its tasks but for an authorised user, 
or send data to an unauthorised recipient, 
etc. 

Eg. Cross-site Scripting, SQL Injection



These are real examples – hackers

Love these error message pages …



Why is your debug tool shown to the world?



More information to entice a would-be hacker?!





International Service for Renewal of Paper-mailed Magazine Subscription





Real Example: Online Travel Reservation Portal

Change the reserID to 2001200



Real Example : Parameter Tampering
Reading another user’s transaction – insufficient authorization

Another customer’s transaction 
slip is revealed, including the 
email address



Parameter Tampering Reading another user’s invoice

The same customer invoice 
that reveals the address and 
contact number

Boolean Logic?!



Email SpoofingEmail SpoofingEmail Spoofing

Shell 
Command 
Execution

Shell Shell 
Command Command 
ExecutionExecution

Server Side 
Includes

Server Side Server Side 
IncludesIncludes

XPath 
Injection
XPath XPath 

InjectionInjection

HTTP Response 
Splitting

HTTP Response HTTP Response 
SplittingSplitting

Backup FilesBackup FilesBackup Files

Insecure HTTP 
Methods

Insecure HTTP Insecure HTTP 
MethodsMethodsSOAP Web 

Services 
Issues

SOAP Web SOAP Web 
Services Services 
IssuesIssues

Path Traversal 
in Parameters

Path Traversal Path Traversal 
in Parametersin Parameters

Blind 
SQL 

Injection

Blind Blind 
SQL SQL 

InjectionInjection

SQL InjectionSQL InjectionSQL Injection

Format StringsFormat StringsFormat Strings

LDAP InjectionLDAP InjectionLDAP Injection

Phishing 
Through 

URL 
redirection

Phishing Phishing 
Through Through 

URL URL 
redirectionredirection

Debug files and 
Test pages

Debug files and Debug files and 
Test pagesTest pagesHTTP PUT 

Defacement
HTTP PUT HTTP PUT 

DefacementDefacement

Poison Null BytePoison Null BytePoison Null Byte

MS FrontPage 
Issues

MS FrontPage MS FrontPage 
IssuesIssues

Buffer OverflowsBuffer OverflowsBuffer Overflows

Directory 
Listing

Directory Directory 
ListingListing

Administration 
Pages

Administration Administration 
PagesPages

A Sample Of The ‘low hanging fruits’...

File UploadFile UploadFile Upload

Cross Site 
Scripting

Cross Site Cross Site 
ScriptingScripting Path 

Traversal 
in URL

Path Path 
Traversal Traversal 

in URLin URL

Microsoft IIS 
Issues

Microsoft IIS Microsoft IIS 
IssuesIssues

Apache HTTPd
Issues

Apache Apache HTTPdHTTPd
IssuesIssues

BEA 
WebLogic

Issues

BEA BEA 
WebLogicWebLogic

IssuesIssuesOracle iAS
Issues

Oracle Oracle iASiAS
IssuesIssues

SUN iPlanet
Issues

SUN SUN iPlanetiPlanet
IssuesIssues

ColdFusion 
Issues

ColdFusion ColdFusion 
IssuesIssues

PHP 
Issues
PHP PHP 

IssuesIssues

Cookie Poisoning 
SQL Injection

Cookie Poisoning Cookie Poisoning 
SQL InjectionSQL Injection

Tomcat 
Issues

Tomcat Tomcat 
IssuesIssuesPrivacy IssuesPrivacy IssuesPrivacy Issues Credentials 

Enumeration
Credentials Credentials 

EnumerationEnumeration

VALIDATE 
INPUT



不 要 在 家 嘗 試, 啊!



不要害怕，這裡是救援



為 什 麼 黑 客 可 以 打 軟 體 ?
Because they know you have firewalls

So its not very convenient to attack the network anymore
But they still want to attack ‘cos they still want to steal data …

Because firewalls do not protect against app attacks!
So the hackers are having a field day!
Very few people are actively aware of application security issues

Because web sites have a large footprint
No need to worry anymore about cumbersome IP addresses

Because they can!
It is difficult or impossible to write a comprehensively robust application

Developers do not normally code defensively

Developers think differently from hackers

Developers have increasingly long and sophisticated applications, and often can be short on resources, 
knowledge or experience

It is a nightmare to manually QA the application



為 什 麼 軟 體 會 有 漏 洞 ?
Today I’m being asked to:
• Deliver product faster (a lot faster!)
• Increase product innovation
• Improve quality
• Reduce cost
• Deliver a secure product (?)

• Fast 快

• Good 好

• Cheap 便宜

-> Choose 2 only

Singapore  
Mercedes

Do more 
with less

200,000 
lines

，，



Top 10 OWASP Critical Web Application 
Security Issues ’09           www.owasp.org

1  Unvalidated Input

2  Broken Access Control

3 Broken Authentication and 

Session Management

4  Cross Site Scripting Flaws

5  Buffer Overflows

6  Injection Flaws

7  Improper Error Handling

8  Insecure Storage

9  Denial of Service

10 Insecure Configuration Management

2010
1  Injection

2  Cross-Site Scripting (XSS)

3 Broken Authentication and Session 

Management

4  Insecure Direct Object References

5  Cross-Site Request Forgery (CSRF)

6  Security Misconfiguration

7  Insecure Cryptographic Storage

8  Failure to Restrict URL Access

9 Insufficient Transport Layer Protection

10 Unvalidated Redirects and Forwards



WHY DO WE HAVE APPLICATION SECURITY ISSUES?

IT security solutions and professionals are normally from 
the network /infrastructure /sysadmin side

They usually have little or no experience in application development

And developers typically don’t know or don’t care about security 
or networking

Most companies today still do not have an application 
security QA policy or resource

IT security staff are focused on other things and are swarmed
App Sec is their job but they don’t understand it and don’t want to deal with it
Developers think its not their job or problem to have security in coding
People who outsource expect the 3rd party to security-QA for them
It is currently still not “cultural” for developers to write code defensively

Back then coding was 
done by engineers …
Then came Y2K …
Dotcom boom … etc



SECURITY TESTING IS PART OF SDLC QUALITY TESTING

TEAM SERVER

Manage
Test Lab

Create
Plan

Build
Tests

Report
Results

Collaborative Application Lifecycle Management

Functional
Testing Performance

Testing
Web Service

Quality
Code

Quality

Security and
Compliance

Test Management and Execution 

SDLC Quality Assurance
Quality Dashboard

Open Lifecycle Service Integrations

Defect
Management

Requirements
Management

Best Practice Processes

homegrown

Open Platform

Java
System z, iSAP

.NET



You need a professional solution to

Identify Vulnerabilities



With Rich Report Options
44 Regulatory Compliance Standards, for Executive, Security, Developers.



And Most Important :

Actionable Fix Recommendations





37

Enterprise Software QA Solution – Dashboards and Metrics 



AppScan - CQTM & RQM Integration, also with RTC



Building security & compliance into the SDLC – further back

Build

Developers

Software Development Life CycleSoftware Development Life Cycle

Developers

Developers

Coding QA Security Production

Enable Security 
to effectively 
drive 
remediation into 
development

Provides Developers and Testers 
with expertise on detection and 

remediation ability

Ensure 
vulnerabilities 
are addressed 
before 
applications 
are put into 
production



Software Security Testing Technologies

Static Code Analysis = Whitebox
- Looking at the code for security issues 
(code-level scanning)

Dynamic Analysis = Blackbox
- Sending tests to a functioning 
application

Total PotentialTotal Potential
Security IssuesSecurity Issues

DynamicDynamic
AnalysisAnalysis

StaticStatic
AnalysisAnalysis

Complete Complete 
CoverageCoverage

Code 
integrity

Relationship with:
-Other apps, o/s
-Middleware, infra



Like Firewall, checks for "known" threatsLike IPS, checks for "unknown" threats

Can test for more than just HTTP /HTML 
code - eg. C, C++, C#, Perl, Codefusion, 
Javascript …

Tests for relation between App and 
other apps, O/S, middleware, network

Good for interim audit of half-written 
codeSimulates real-world exploit attack

Provides learning for developersDon't need to worry about code

Good for developers who are not 
experienced in security

Good for security folks who are not 
experienced in application development

Static CODE AnalysisDynamic APPLICATION Analysis

WHITE BOX 白箱
IBM Rational Appscan Source Edition

BLACK BOX  黑箱
IBM Rational Appscan Standard Edition

Application Development Security Testing Domains



Two approaches to web application security scanning
Black-box - Automates attacker actions
White-box  - Automates code auditing

Challenges and issue coverage are different

Complete solution – involve more people in the organization
Objective – build the knowledge, minimize future errors & risks

Black Box White Box

AppScan
Standard Ed.

AppScan
Enterprise Ed.

AppScan
Source Ed.
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Guidelines and best 
practices for secure 
software in design, 
development and 

deployment

Provides structure, 
execution and accountability 

for software and solution 
development projects

IBM develops products and solutions for sale.
IBM develops and operates solutions and services for its own internal use.
IBM develops and operates solutions and services on behalf of customers.

Supply Chain Security

Secure
Engineering
Framework

Continually improve the 
security characteristics of 
software offerings through 

Key Performance Indicators

Continuous
Security

Improvement

Common
Development

Process

Builds and Maintains trusted 
relationships with suppliers, 

distribution channels, 
import/export and customer 

support

IBM Secure Engineering Initiative

Link to Security Engineering Framework: http://www.redbooks.ibm.com/redpieces/abstracts/redp4641.html?Open



Introducing IBM Secure by Design

Reduce 
Costs

Innovate
Securely 

Automate security testing early & often throughout the development lifecycle

Identify and remediating vulnerabilities throughout  
the application and/or product lifecycle

Experience a 70% reduction in remediation costs 
by implementing a pro-active, automated approach

Avoid repercussions from failed compliance audits 
Deliver New 

Services Faster

REQUIREMENTS CODE BUILD PRE-PRODUCTION PRODUCTIONQA

Secure Collaborative Lifecycle Management

Security 
requirements 

templates

Security testing at 
the source

Automate security 
testing at build

Ongoing security 
monitoring

Incorporate security 
into testing

Security oversight & 
audit

Automated security testing at every stage of the development lifecycle



Delivering new Secure by Design tools and frameworks

Implement security best practices and tools 
into each phase of the lifecycle 

A proven security blueprint for building 
and deploying secure software in both 
application and manufactured product 
scenarios

Enables on time, on budget delivery of 
secure software via automated source 
code testing

Manage the proliferation of portal and 
Web applications with more scalable, 
high 
performance identity and access 
management

“Utilizing IBM's leading AppScan family of application security solutions has proven to be 
of significant value to our customers in reducing their overall risk and demonstrating compliance.”

- Joey Peloquin, Director, Application Security, Fishnet Security

Secure
Engineering
Framework

Security
Requirements

Education
& Awareness

Project
Planning

Documentation

Test & Vulnerability
Assessment

Risk
Assessment

Incident
Response

Secure
Coding

Best-in-Class
Secure Testing Tools



Conclusion:
SECURITY  BY APPLICATION DEVELOPMENT QUALITY

The Application Must Defend Itself
Firewalls & IPS etc cannot stop an application attack

Application Security must be strategic, not ad hoc or afterthought

Both security and development teams need to be in harmony

Need to move application security testing back into development 
(code & build) stages of cycle

Need professional, world-class automated scanning, reporting & 
remediation tools, backed by comprehensive top R&D.

Future integration with other security solutions eg requirements, 
network

Lower Compliance & Security Costs by:

• Ensuring Security Quality in the Application up front

• Not having to do a lot of  rework after production



http://www.youtube.com/watch?v=LbKaJz_TaLY
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