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Business Change is Coming…If not Already Here
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Enterprises are Undergoing Dynamic Transformations

The Organization’s Cyber Perimeter is Being Blurred…It can no longer be assumed



Attackers are Getting Sophisticated 
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Greater Business Demand for Security Intelligence
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Defend the 
Brand

Mitigate Fraud

Safeguard Trust 
Relationships

Maintain 
Compliance with 

Government 
Regulations

Avoid Loss of 
Intellectual 
Property
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Extensive Data 
Sources

Deep 
Intelligence

Exceptionally Accurate and 
Actionable Insight+ =

Event Correlation

Activity Baselining & Anomaly 

Detection

 Logs

 Flows
 IP Reputation

 Geo Location

 User Activity

 Database Activity

 Application Activity

 Network Activity

Database Activity

Servers & Hosts

User Activity

Vulnerability Info

Configuration Info

Offense Identification

 Credibility

 Severity

 Relevance

Security Devices

Network & Virtual Activity

Application Activity

High Priority Offenses

Security Intelligence: integrating data across silos to 

create actionable information 



Motivating the Need for Big Data & Advanced Analytics 

to Amplify Security Intelligence
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Biggest Bank Heist in History Nets $45Million
All without setting foot in a Bank…

CYBER ESPIONAGE VIA SOCIAL NETWORKING SITES

TARGET: US DOD OFFICIALS

Hidden Malware Steals 3000 Confidential Documents 
– Japanese Ministry



Designing a Purpose Built Security Intelligence 

Solution with Big Data & Advanced Analytics
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Distilling

Enrichment of Raw Data to Assess 

Security Relevance

Build up a knowledgebase of threat 

models

Rich Portfolio of Analytics to Distill 

Information
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Major employee sites

Customer fulfillment

Manufacturing 

Employee Service Centers

IBM Research Centers

IBM Internal Data Centers

 2,000-plus major sites

 170-plus countries

 400,000-plus employees

 About 200,000-plus 

contractors

IBM has one of the largest, most complex internal IT infrastructures in the world

 800,000-plus traditional endpoints

 About 50 percent of employees 

are mobile

IBM’s approach to Cyber Security is based upon what 

we learn protecting our own multi-national enterprise 

and that of thousands of customers around the world
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Prediction & Prevention Reaction & Remediation

SIEM  Log Management 

Incident Response

Network Anomaly Detection  Packet Forensics 

Database Activity Monitoring

Data Loss Prevention 

Risk Management  Vulnerability Management

Configuration Monitoring

IBM X-Force® Threat Intelligence 

Compliance Management

Reporting and Scorecards

What are the external 

and internal threats?

Are we configured

to protect against 

these threats?

What is 

happening 

right now?

What was the 

impact?

Our solutions address the full security intelligence 

timeline
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IBM’s history with security intelligence in unmatched in the 

industry

1994 2000 2006 2013

• IBM manages 

individual customer 

SIEM 

environments

• Internet Security 

Services (ISS) 

formed

• IBM launches 

Managed Security 

Services

• MSS launches 

Realtime Event 

Distribution 

Infrastructure (REDI)

• 2004 ISS launches Cloud 

based SIEM

• 2005 IBM launches 

Managed SIEM – ArcSight

• 2006 IBM acquires ISS and 

IBM migrates 450 

outsourcing customers to 

MSS/ISS

• 2010 IBM launches Cloud SIEM 

with PCI support, IP Reputation 

and Suspicious Host Reporting

• 2012 IBM launches standard 

Managed SIEM

• 2012 IBM buys Q1

• 2013 QRadar adds Big Data

IBM has over 20 years in security outsourcing and 10 years experience in security log management and event 

correlation using various platforms & solutions



NEW! 

Early Access Program: Getting Started on Your Security 

Intelligence with Big Data Journey
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Designing Big 

Data Security 

Intelligence

Initial Briefing 

and Problem 

Definition

Requirements 

& Solution 

Workshop

Pilot/ POC/ 

Prototype 

Development

Project 

Evaluation & 

Phased 

Expansion



Take Action Now!
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Visit the website

Watch the video

Read the white paper

Read the thought pieces

– What is Your Organization’s Security IQ?

– What You Need to Know About Security Intelligence with Big Data

Develop a richer understanding of big data

– Understanding Big Data eBook

– Harness the Power of Big Data eBook

Download some collateral

– Security Intelligence white paper

– QRadar SIEM data sheet

– InfoSphere BigInsights data sheet

Curious about how your organization can join the Early Access Program?

Connect with the Speakers! 

http://www.ibm.com/security/solution/intelligence-big-data/
https://www.youtube.com/watch?v=k84vLXPDhgA
http://www.ibm.com/common/ssi/cgi-bin/ssialias?subtype=WH&infotype=SA&appname=SWGE_WG_WG_USEN&htmlfid=WGW03020USEN&attachment=WGW03020USEN.PDF
http://securityintelligence.com/what-is-your-organizations-security-iq/
http://securityintelligence.com/security-intelligence-with-big-data-what-you-need-to-know/
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=sw-infomgt&S_PKG=500016891&S_CMP=is_bdebook1_smtweet
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=sw-infomgt&S_PKG=ov8257&S_TACT=109HF53W&S_CMP=is_bdebook3_whatsnew
http://www.ibm.com/common/ssi/cgi-bin/ssialias?subtype=WH&infotype=SA&appname=SWGE_WG_WG_USEN&htmlfid=WGW03018USEN&attachment=WGW03018USEN.PDF
http://www.ibm.com/common/ssi/cgi-bin/ssialias?subtype=SP&infotype=PM&appname=SWGE_WG_WG_USEN&htmlfid=WGD03021USEN&attachment=WGD03021USEN.PDF
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=sw-infomgt&S_PKG=500018645&S_CMP=is_bdds2_bda


Thank You!


