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Categories of Cloud Computing Risks

Reliability

High availability will be a key
concern. IT departments will
worry about a loss of service
should outages occur. Mission
critical applications may not run
in the cloud without strong

Data Security availability guarantees.

Migrating workloads to a shared
network and compute
infrastructure increases the
potential for unauthorized
exposure. Authentication and
access technologies become
increasingly important.

Compliance Security Management
Complying with SOX, HIPAA and Providers must supply easy
other regulations may prohibit the controls to manage firewall and
use of clouds for some security settings for
applications. Comprehensive applications and runtime
auditing capabilities are essential. environments in the cloud.
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Gartner reports on security risks of cloud computin g

Privileged User Access

Data Segregation SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

Data Recovery @ e wowenmy |

Investigative Support

@ APPLICATION AND PROCESS |
RegUIatory Compllance @ NETWORK, SERVER AND END POINT |
Data Locati on @ PHYSICAL INFRASTRUGTURE |

Disaster Recovery

Gartner: Assessing the Security Risks of Cloud Computing, June 2008
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Security
Framework

Describes the business
landscape of security

Coarse grained

IBM Cloud
Security Guidance

i@ Redpaper
Secure Cloud Guid

Describes the
technology landscape

IBM Capalbilities &
Offerings to Help

()

Catalogues of products,
services and solutions

Fine grained
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User
Management
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User access,
business logic to
applications.
Separation of
administrative and
user roles in a cloud
environment

Cloud Identity
Federation

e ey

Single access method
for users into cloud
and traditional
applications

People and Identity 3

Summary: User life cycle management, access
management and single sign-on solution that
manages the difficulty of executing security
policies across a wide range of Web and
application resources.

Service Systems Computing
Management Management Infrastructure

Cloud Use Case: Validation and processing of
user identity information. Addresses the need of
authentication of users to the cloud ecosphere.

Systems  Storage

‘ Network
Deployment Scenario: Positioned at Application .‘
Server to authenticate access to back end and m
management functions.

Federated Identity

Summary: Federation enables trust between

SOA-based initiatives by Connecting users to 3 Party Service  Systems and Image  Computing
services across business domains and helps Cloud Management ~ Management Infrastructure
enterprises strengthen and automate user access g g
rights.
Cloud Use Case: Validation and processing of FED

. . 3 Systems  Storage
user identity information. Addresses the need of
authentication of users to the cloud ecosphere. g

Network

Deployment Scenario: Positioned at Application
Server to authenticate access to back end and
management functions.
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Audit

¥ S
.
Managing shared
data resources
within a multi-tenant
environment

Data
Encryption

Secure storage and
recovery of data
stored remotely in
the cloud

Data and Information £

Summary: How can I reduce the cost and pain

associated with tracking and controlling who touched Requestor Service  Systemsand Image  Computing

what data when ‘ Management Management Infrastructure
e . \

Cloud Use Case: Application isolation, OS '\ B

containers, encrypted storage, VLANs and other \

isolation technologies provide a secure multi- \

tenant infrastructure. Requestor Systems Storage

Deployment Scenario: At the systems, storage, Network

and networking layers of the cloud.

Data security at rest

Summary: Provides a cost-effective way to meet legal

discovery, hold and retention requirements. Assures

data is available to the right people, at the right time Private

& Data Protection and prevention of Data Loss or Data Cloud -

Leakage i
4
;’ [

Cloud Use Case: Remote data protection to : ! q
provide business continuity and resiliency to it iﬁi:—
customer datacenters and private clouds. it

Deployment Scenario: Automatically backs up
data to secure cloud data centers via your existing
network.

Enterprise Data Center
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Network , Server, and Endpoint B

Summary: Reduce cost and a secure computing
environment that minimizes the potential risk posed by

Enterprise ; ; ; or "
Security security threats. OS level policy compliance . A Systems Security
Power 1B Sys tems
Cloud Use Case: Flexible policy management, > Softare Seour
‘ web threat protection, application control, OS gl Y
. sy
security. il - -
Security for existing ty il | .
IT infrastructure as it . . i Network Security
extends to the cloud Deployment Scenario: In the traditional i l
enterprise IT environment. il Security Services

nﬂqﬂ

Virtualised Security

Summary: broadest set of virtualization

Virtualization capabilities platforms are built with security as a Sanvica Requastor Sewice Systemsandimage  Computing
Securl requirement, not an afterthought. Virtual Management  Management Infrastructura
Fity appliances, strengthen defenses by eliminating % pTTEEES
o 5 \
P ' additional threats. % ] i
o I i
Security for pools of Cloud Use Case: Security of the virtualization : 1
high performance stack - enabling flexible, rapid provisioning across | Systems Storage :
virtualized resources heterogeneous servers and hypervisors. Senvica Provider | i@" 1
: I ."‘i'}-r"

' 1.&: % Virtual Metwork ,.
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Vulnerability

>

Vulnerability and
compliance checking
of cloud applications

Investigative
Support

-

Ability to inspect and
audit a cloud
provider’s logs and
records

Application and Process Q

Vulnerability Assessment Services

Summary: Tests for common Web application
vulnerabilities including SQL-Injection, Cross-Site Computing
Scripting and Buffer Overflow. Performs siness Applications Infrastructure
automated scans to identify OSes, apps, and their
respective vulnerabilities.

Application Scanning

ﬂ SEEN Systems  Storage

Host U

‘l\w K / Network

Cloud Use Case: External or internal testing of
cloud applications and their hosted infrastructure.

Vulnerablllty Scanning
Deployment Scenario: Internal testing and
remote security services.

Security Information & Event Management Service (SI  EM) & Detection/Prevention Services

Summary: Security Information & Event
Management Service enables corporations to
compile event and log files from network

applications and operating systems, as well as W' B

Computing Infrastructure

security technologies, into one seamless platform. —
' < NN

Systems  Storage Network Apps

Cloud Use Case: Improves the speed of
conducting security investigation and archives
forensically-sound data, admissible as evidence in
a court of law, for a period of up to seven years.

SIEM

Deployment Scenario: Remote

Optimising the

Woerld's Infrastructure




—

—Enterprise Single Sign-On Marketscope — Strong Positive (September 2009)

—User Provisioning Magic Quadrant (September 2009)

—Security Information & Event Management Magic Quadrant (May 2009)
G a r t n E r EE —Web Access Management Magic Quadrant (November 2008)

—Managed Security Services Providers, North America Magic Quadrant (April

2009)

—Managed Security Service Providers, Europe Marketscope — Strong Positive
(May 2008)

—Managed Security Service Providers, APAC Marketscope - Strong Positive
(May 2008)

. * —Risk Consulting Services Wave (March 2009)
FORRESTER —Managed Security Services Wave (October 2007)
—#1 Identity & Access Management (2008)
IDC —#1 Identity Management Provider (2007)
#1 —#1 Security & Vulnerability Management Software Worldwide (2007)

—#1 Vulnerability Assessment Software Worldwide (2007)
—#1 Application Vulnerability Assessment Software Worldwide (2007)

FROST & SULLIVAN

—Managed Security Services (2008, 2009)

—North American Network Security Infrastructure Protection Company of the
Year (2008, 2009)

—North American Video Surveillance Software Developer Company of the
Year (2008, 2009)

—#1 Vulnerability Assessment Provider (2006, 2007, 2008)
—IDS/IPS Market Leader (2007)
—Global Application Security Product Line Strateg

Award (2008).
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Gartner reports on security risks of cloud computin g

Privileged User Access
Data Segregation
Data Recovery

Investigative Support

Regulatory Compliance

Data Location

Disaster Recovery

PCTY

...that map directly to the IBM Security Framework.

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

PEOPLE AND IDENTITY

DATA AND INFORMATION

APPLICATION AND PROCESS

NETWORK, SERVER AND END POINT

PHYSICAL INFRASTRUCTURE

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software
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IBM Security Framework

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT — 15,000 researchers, developers and SMEs
AND COMPLIANCE on security initiatives
@ PEOPLE AND IDENTITY | — 3,000+ security & risk management
patents

@ DATA AND INFORMATION | — 40+ years of proven syfcess sé w t

zSeries environment

Q Lol LIV Dl e 253 \ — Already managin@more B security
&

event®p lients

@ NETWORK, SERVER AND END POINT | | o i
\% im

H WINNER
Work| SeCu I'Ity IBM Corporation

@ PHYSICAL INFRASTRUCTURE |

Common Policy, Event Handling and * _sorting

Professional

services
— _W AWARDS
EEE T —
Security acquisitions: ,NTEGRNET
g EﬂﬁECEMI:IUATE-"WHtCHﬁRE' @) OUNCE [—ABS wGuardjyﬁr_Q" %ﬂm gl:'gl'l{léll\il;

: consul ‘\
access360/ > o 8 campany DASCOM 7{) DATAPOWER

A Better Way To
Manage Access Rights
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IBM Security portfolio

GRC ) Security Governance and Compliance
@ = Services
- = Products F",I»‘. Pri;\//ilgar?:;eﬁleemcity Identity Management

Access
Management

Messaging
Security
Data Masking

Web
Application

Data Data L oss Prevention

Securi
urity Encryption and Key

Lifecycle Management

IBM Security Fi rk -mai itori
urity Framewo E-mail Database Monitoring and

Securi :
SECURITY GMMWME% MANAGEMENT ty PrOtectIOﬂ

e@ Application Security

Common Policy, Event Handling and Reporting

App Vulnerability
Scanning

App Source Code
Scanning

Firewall

SOA Security

Access and Entitlement
Management

Threat Assessment,
Mitigation, and
Management

Vulnerability Assessment Mainframe

Security
Web/URL Filtering

Intrusion
Prevention
System

Physical Security

Security Events

and Logs Virtual System Security
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U.S. Air Force Selects IBM to Design and Demonstrat e Mission-Oriented Cloud
Architecture for Cyber Security (Feb 04, 2010)
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Advanced cyber security and

| | Achieving new levels
analytics technologies capable

of situation awareness

of protecting sensitive national

Real time processing of sensors, monitors,
data and devices

MOCA is Mission Oriented CLOUD Architecture Enhanced security, policy management, and
compliance management



IBM Secure Cloud Core
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Pre-integrated Cloud,
Analytics and Cyber
Security Technologies
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Technology Base

SECURE

v

IBM Cloud
Security Guidance

Cloud Security Best
Practices

O

LOUD

Secure Cloud
Customization

()

Services engagement to
implement Cyber Security
Approach

Country-specific Cyber
Policies and Patterns
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SeCurity in the Cloud Who can do this better than IBM  ?

-

v

g Tivoli. § Information Management §
Smart Planet
WebSphere. Rational. Lotus. Dynamic Infrastructure

(# INTERNET SECURITY SYSTEM®™
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The King, the Dragon and the Secure Cloud

ibm.comy/software/Tivoli @ oo
Ibm.com/ibm/cloud/

1
% .f’

smater % Cloud computing
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