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About Trusteer 
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APTs and Targeted Attacks 
The Tool of Choice: Exploits and Advanced Malware 

 The Entry Point: 

–
 

 

 The Means: 

–

–

–
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Vulnerability disclosures leveled 

out in 2013, but attackers have 

60% of the exploits 

target vulnerabilities 

that have been 

publicly known for 

over 12 months!!! 
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Do you patch applications? 

5 

Source: Ponemon 
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The Threat Lifecycle 

Exploit Chain Data Exfiltration 

Data Exfiltration 

Prevention 

Exploit Chain 

Disruption 
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Controlling Strategic Chokepoints  
To break the threat lifecycle 

#
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Attack Progression 

Weaponized 

Content: 

Endless  

(IPS, 

Sandbox) 

Unpatched 

and zero-day 

vulnerabilities: 

 Many  

(Patching) 

Ways to 

deliver and 

infect: 

Hundreds 

Malicious Files: 

 Endless 

(AV, Whitelisting)  

Ways to establish 

communication 

channels: 

Hundreds 

Destinations

: 

 Endless 

(C&C traffic 

detection)  

Strategic 

Chokepoint 

Strategic 

Chokepoint 

Malicious 

Behavior: 

 Many 

(HIPs) 

Data exfiltration Exploit Chain 
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Frame 2 Exploit Chain Disruption: 
Stateful Application Control 

Weaponized 
Content 

File 
System 

Exploit 

When unknown application states are created Apex stops the file delivery. 

Trusteer Apex 
breaks the malware 

delivery  
mechanism 

User 
Initiated 

Application State 

App 
Update 
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Evasion #1: 
Compromise 

Application Process 

Looks Like 
Legitimate 

Communication 

Evasion #2:  
Communicate 

Over Legitimate 
Websites 

Direct 
Communication is 

Highly Visible 

Data Exfiltration Prevention: 
Block Malicious External Communication 

External 
Network 

Information 
stealing malware 

Block suspicious executables that attempt to compromise other applications 
or open malicious communication channels 

2 
Exfiltration 
Prevention 

1 
Exfiltration 
Prevention 

Direct User 
Download 

Pre-existing  
Infection 
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Key 
Logging 

Corporate Credentials Protection 
Prevent Credentials Theft 

10 

 
 

Phishing Using Corp PWD 
on Public Sites 

****** 

WWW WWW Grabbing 
credentials 

from 
websites 

Grabbing 
credentials 
from users’ 

machine 

Password 
Protection 

Keystrokes 
Obfuscation 
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Trusteer Apex: 3 Security Layers 

 



© 2014 IBM Corporation 

IBM Security Systems 

12 

A few words about Java 

A powerful yet dangerous application: 

 
Did you know that… 

 

Java is installed on ~85% 

of the desktop computers. 
Google Analytics 
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… combined with a presence in 

every enterprise makes Java the 

for exploits. 

explosive growth of  

… 
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Most successful Java exploits are , exploiting 

vulnerabilities related to the  and 

bypassing native OS-level protections. 

 Difficult to defend 

 Gain unrestricted privileges 

 Bypass native OS-level protections 

 

 Buffer Overflow 

 Illegal memory use 

 Use-after-free 



© 2014 IBM Corporation 

IBM Security Systems 

15 

Java Execution Should be Monitored and Controlled 

 Prevent Exploitation of both Native and Applicative Vulnerabilities 

 

 Execution of Java code on the endpoint must be restricted 

–Fine grained control is needed 

 

 Oracle’s solution: Allow execution of signed JARs  

–Not good enough 

 

 

../../../Users/danat/Desktop/Demos/java_before_no_narration.mp4
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Questions? 
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Connect with IBM X-Force Research & Development 
 

@ibmxforceand  @ibmsecurityFollow us at  

force-www.SecurityIntelligence.com/xForce Security Insights blog at -X 

 

Download IBM X-Force Threat Intelligence Reports 
http://www.ibm.com/security/xforce/ 

 

http://www.twitter.com/
http://www.twitter.com/ibmxforce
http://www.twitter.com/ibmsecurity
http://blogs.iss.net/
http://www.securityintelligence.com/x-force
http://www.securityintelligence.com/x-force
http://www.securityintelligence.com/x-force
http://www.ibm.com/security/xforce/
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www.ibm.com/security 
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