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IBM X-Force Report - Need for intelligent detection and response
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Perimeter defenses are not enough against today’s kill chain
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The annual cost of cyber-crime in the U.S. 

now stands at $11.6 million per 
organization, up 26 percent from 2012. 

Source:  “2013 Cost of Cyber-Crime Study”, Ponemon Institute

Cost of cyber-crime is increasing
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Attackers spend an estimated 243 days on a victim’s 
network before they are discovered1.

Once they have been discovered, it takes 32 days on 
average to resolve a cyber-attack, up from 24 days (33%) in 
20122. 

Total time from attack to resolution:  275 days

Sources:  1Mandiant M-Trends 2013 Report: Attack the Security Gap,
22013 Cost of Cyber-Crime Study”, Ponemon Institute, 

And Breach Duration is Increasing
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Nearly two-thirds (63%) of organizations learn 
they are breached from an external source.

38% of targets were attacked again once the 
original incident was remediated

Source:  Mandiant M-Trends 2013 Report - Attack the Security Gap

Making detection and response more important than ever 
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Why are attackers so successful?  

Escalating Threats Increasing Complexity Resource Constraints

• Increasingly sophisticated 
attack methods

• Disappearing perimeters

• Accelerating number of 
security  breaches

• Constantly changing 
infrastructure

• Too many products from 
multiple vendors; costly 
to configure and manage

• Inadequate and ineffective 
tools

• Security teams struggling with 
lack of skills and staff

• Too much data with limited 
human resources to manage 
it all

Spear Phishing

Persistence

Backdoors

Designer Malware

Sorry, no applicants found

ITSecurityJobs.com
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Self-Assessment:  On a day-to-day basis, where is your organization?

Proficient
Proactive
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Reactive

Proficient

Basic

Optim
ized

• Basic
‒ Log management
‒ Compliance
‒ Vulnerability scans

• Proficient
‒ Security information and 

event management
‒ Network flow monitoring
‒ Vulnerability management
‒ Configuration and risk 

management
• Optimized

‒ Defined processes 
‒ Incident investigation
‒ Proactive remediation
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Prevention - Predict and prioritize 
security weaknesses

– Gather threat intelligence information
– Manage vulnerabilities and risks
– Augment vulnerability scan data with  

context for optimized prioritization
– Manage device configurations 

(firewalls, switches, routers, IPS/IDS)

Best Practices – Intelligent Detection and Optimized Response

Detect deviations from normal to 
identify malicious activity

– Establish baseline behaviors
– Monitor and investigate anomalies

Rapidly investigate incidents when 
they occur

– Quickly and easily trace step-by-
step actions of an attacker (forensic 
analysis)

– Uncover the root cause of a breach, 
remediate, take corrective and 
preventative action

Real-time reaction to exploits
– Correlate logs, events, network flows, 

identities, assets, vulnerabilities, 
configurations and add context

– Use automated solutions to make data 
actionable by existing staff

1
1
1

2

1
3
1

4

Security covers a range of activities – integration across technologies is required
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What was
the impact?

What is happening
right now?

Are we configured
to protect against 

these threats?

What are the external
and internal threats?

Security Intelligence - Insights across the event timeline

Security Intelligence
The actionable information derived from the analysis
of security-relevant data available to an organization

• Gain visibility over the organization’s 
security posture and identity security gaps

• Detect deviations from the norm 
that indicate early warnings of APTs

• Prioritize vulnerabilities to optimize 
remediation processes and close critical 
exposures before exploit

• Automatically detect threats with prioritized 
workflow to quickly analyze impact

• Gather full situational awareness 
through advanced security analytics

• Leverage results to drive 
proactive remediation  

Exploit Remediation

REACTION / REMEDIATION PHASE

Post-ExploitVulnerability Pre-Exploit

PREDICTION / PREVENTION PHASE
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      Security Information and Event Management

Servers and mainframes

Network and virtual activity

Application activity

Data activity

Configuration information

Vulnerabilities and threats

Users and identities

Global threat intelligence 
powered by IBM X-Force

Security devices

Extensive Data Sources …Suspected Incidents

• Automated data collection, 
asset discovery and profiling

• Automated, real-time, 
and integrated analytics

• Massive data reduction

• Activity baselining
and anomaly detection

• Out-of-the box rules 
and templates

Embedded Intelligence

True Offenses

Automated 
Offense

Identification
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What was 
the attack?

Who was 
responsible
?

How many 
targets 
involved?

Was it 
successful
?

Where do I 
find them?

Are any 
of them 
vulnerable?

Single console for intelligent detection and optimized response

How valuable 
are the targets 
to the business?

Where is all 
the evidence?
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Network Flow Analytics

§ Network traffic doesn’t lie.  Attackers can stop logging and erase their tracks, but can’t cut 
off the network (flow data)
– Deep packet inspection for Layer 7 flow data
– Pivoting, drill-down and data mining on flow sources for advanced detection and forensics

Providing visibility into attacker communications to detect anomalies
that might otherwise get missed
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Anomaly detection
§ Flexible anomaly detection capabilities identify meaningful discrepancies by rule, threshold, 

or deviation from normal range

“Information security is becoming a big data and analytics problem. 
...Some of the most sophisticated attacks can only be found with detailed

activity monitoring to determine meaningful deviations from ‘normal’ behavior.”
Neil MacDonald, Gartner, June 2012

Reports traffic from an IP address known to be in a country that does not have remote access right. 
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Identity and Access Management Integration with SIEM

• Identity and Access Management event logs offer
rich insights into actual users and their roles

• IAM integration with SIEM provides detection of 
break-ins tied to actual users & roles
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Identity and Access Management with SIEM Use Case

An attacker steals system administrator 
login credentials then grants increased 
permissions to invalid user

Privileged Identity Management sends
SIEM details of the privilege escalation

Security analyst views a recording that 
shows compromised administrator granting 
a user rights outside of the formal process

Security analyst revokes compromised account access
to prevent further malicious action

SIEM notifies security analyst 2

3

1
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Extending Security Intelligence to Incident Forensic Investigations

Servers and mainframes

Network and virtual activity

Application activity

Data activity

Configuration information

Vulnerabilities and threats

Users and identities

Global threat intelligence

Security devices

• Automated data 
collection and
asset 
discovery

• Real-time, 
and integrated 
analytics

• Massive data 
reduction

• Anomaly 
detection

Incident  
Forensics

• Full PCAP 
Forensics

• Detailed 
Incident 
Meta-Data 
Evidence

• Reconstructio
n of content 
and incident 
activity

SIEM

Offenses 
Identified
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Customer Challenges in Employing Network Forensics

Critical gaps exist in available forensics and threat mitigation offerings to recover from an incident

Dependency on specialized skills to conduct 
detailed investigations

Difficulty identifying true incidents hidden in 
mounds of data

Disparate tools with limited intelligence inhibit 
productivity and efficacy in analysing incidents ?

Security teams must reduce the time to detect and respond to 
threats. Confusion and wasted time aid the attacker.
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Tells you exactly when 
an incident occurred

Delivers intelligence to guide 
forensics investigations

Merges powerful forensics 
capability with simplicity

Next generation network forensics: know what happened, fast

Leverage Security Information and Event Management to optimize the process of 
investigating and gathering evidence on advanced attacks and data breaches

• Visually construct threat actor relationships
• Builds detailed user and application profiles across 

multiple IDs

• Full packet capture for complete session reconstruction
• Unified view of all flow, user, event, and forensic 

information
• Retrace activity in chronological order

• Discovers true offenses and prioritizes forensics 
investigations

• Enables search-driven data exploration to return 
detailed, multi-level results in seconds
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From session data analysis yielding 
basic application insights 

Improved Network Security

To full visualization of extended 
relationships and embedded content
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Better clarity into entities and identities

From standard asset identity 
information

To rich visualizations of digital 
impressions showing extended 
relationships

EMAIL

VoIP

Chat Social

Web

Network
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Helps IT Security teams 

IBM Confidential

Use intuition more 
than technical 
training

2

1

3

Visualize digital 
impressions of 
attackers

Prevent re-occurrance 
of successful breach
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Client example: An international energy company reduces billions 
of events per day to find those that should be investigated

An international energy firm analyzes

2 billion
events per day to find

20-25
potential offenses to investigate

Business challenge
§ Reducing huge number of events to find the ones that need to be investigated
§ Automating the process of analyzing security data

Solutions (SIEM, Flow Analysis, Risk Management)
Combined analysis of historical data with real-time alerts to gain a ‘big picture’ view and uncover 
patterns of unusual activity humans miss and immediately block suspected traffic

Optimize threat analysis
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Client example: A financial information provider hardens defenses 
against threats and fraud

financial information provider tracks

250  activity baselines

Business challenge
§ Detect wide range of security threats affecting public-facing Web applications
§ Help identify subtle changes in user behavior that could indicate fraud or misuse
§ Exceed ISO 27001 standard

Solutions (SIEM, Flow Analysis, X-Force, Network IPS)
Combine analysis of historical data with real-time alerts to gain a ‘big picture’ view and uncover 
patterns of unusual activity humans miss and immediately block suspected traffic

Optimize risk management

and saved

50-80%  
on staffing versus alternative solutions
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AUTOMATION

INTEGRATION

Summary:  Security Intelligence for Detection and Response

Security Intelligence

Correlation, analysis and massive data reduction

Driving simplicity and accelerating time-to-value

Unified architecture delivered in a single console 

INTELLIGENCE
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Learn more about IBM Security Intelligence

Download our new X-Force Report

Visit our Website

Read new blog posts: securityintelligence.com

Follow us on Twitter:  @ibmsecurity

Review our new Incident Forensics announcement 

http://www-03.ibm.com/security/xforce/
http://www-03.ibm.com/software/products/us/en/subcategory/SWI60
http://securityintelligence.com/
http://www.twitter.com/ibmsecurity
http://www.twitter.com/ibmsecurity
http://www-03.ibm.com/security/announcement/qradar_if/
http://www-03.ibm.com/security/vulnerability/?lnk=usmerch


© 2014 IBM Corporation

IBM Security Systems

27  

Questions?
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www.ibm.com/security
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