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Legal focus:

Data Rights/Privacy/Security

Intellectual Property

IT and outsourcing

Corporate (M&A/ Investment /Strategic 

Alliances/ Exits /Corporate Governance)

Employment 

Litigation 

Market focus:
“UK IT law firm of the year 2010”

    (Global Legal Experts, Oct 2010)
Top UK specialist firm – FT Law 50

    (FT Innovative Lawyers, Oct 2010)

Introduction - Kemp Little LLP
A sample of the range of our clients includes:
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Spot the Difference?

Lost Laptop A Lost Laptop B



The Difference
• Lost Laptop A

– Front page news articles
– ICO Published Undertaking and Fine
– Undertaking to improve ICO policies and agree to ICO Audit
– System changed – laptops encrypted – remote deletion software installed
– Laptop policy introduced
– Customers informed and credit checks paid for
– All Customer security details changed
– Lost 15% of customers
– IT Security Manager fired

• Lost Laptop B?



Overview



Information Management
• Information is a key asset of every 

business
• Technology has developed so fast that it 

can do most of what we want it  
• Revolutionised our ability to access, 

create, store, search and communicate 
information

• The battle now is to control and exploit 
information to best effect

• Information Management is in its infancy 
and lagging behind technological 
development

“the stone age was marked by man's clever use of 
crude tools; the information age, to date, has been 
marked by man's crude use of clever tools”



Amount of digital data…
• 2011 amount of global digital data 

estimated = 1.2 ZB 
• 2020 amount of global digital data = 35 ZB
• Zettabyte = 1,000,000,000,000,000,000,000 

bytes = 10007 = 1021  

• Storage requirements for all human speech 
ever spoken = 42 ZB if digitized as 16 kHz 
16-bit audio

• 85% held by businesses
• Average company keeps 60% more data 

each year 



Storing up trouble
• Many organisations keep everything

– Often bad habits rather than a corporate strategy
– Lack of control over data

• “Do not want to lose anything”
• “Difficult to filter information”
• “Easier to keep everything”

“PATHOLOGICAL HOARDING DISORDER”

The acquisition of and failure to discard possessions that are useless or of limited value 
due to a fear of losing things perceived to be important.



Security Risks attached to Data
• 88% of companies experienced data loss in last 12 months
• 53% business laptop users carry confidential company information and 65% of those 

don’t take protect the data
• Average cost of significant data breach estimated to be £4.5m per breach
• Estimated 67% of ex-employees take data to leverage a new job
• 514 million people affected by data loss since 2007



Data Loss/Theft (i) Employee accident



Data Loss/Theft (ii) “Malicious” Employee 



Data Loss/Theft (iii) Outsourced Supplier 



Data Loss/Theft (iv) Malicious “acts”



Data Loss/Theft (v) Competitor Theft



Information: good, bad and…
• Information is:

– increasingly available and accessible
– can be more efficiently and easily stored and used
– of increasing value and importance

• Increasing number and severity of data losses/thefts
• Increasing media coverage and awareness
• Increasing amounts of law/regulation/fines and litigation
• Bad PR and can lose business
• An issue which is rising up board agendas



The Information Management Act?

Trade 
Mark

Data 
Protection

Competition

Common Law
Tax Act

Contract

Freedom of 

Information

    
E-privacy  

Directive 
Official Secrets

Confidence

Regulation

Patents

CopyrightDatabase Rights

DDA



Law and Information Management - Commercial Perspective 
1. Security/confidentiality obligations

2. What information can/must be stored

3. Exploitation of information

4. Who has a right to access information

5. Third party dealings – employees, customers, suppliers + intra-group



Security/Confidentiality: Protections (i) Computer Misuse Act 
1990

• Unauthorised access to computer material – 2 years + fine
• Unauthorised access with intent to commit or facilitate commission of further offences – 5 

years + fine
• Unauthorised modification of computer material – 10 years + fine

– Interpreted widely – e.g. “guessing a password”
– Vicarious liability



Security/Confidentiality: Protections (ii) Theft
• Theft of property e.g. laptop but.. 
• Oxford v Moss [1979] 
• Engineering student studying at Liverpool University
• Took exam paper but intended to return it  
• Only “taking” knowledge of contents  
• Not theft of “property” under the Theft Act



Security/Confidentiality: Protections (iii) Confidentiality
• Common law 
• Confidential in nature – “necessary quality of confidence” not in public domain
• Disclosed in circumstance importing an obligation of confidence 

"reasonable man standing in the shoes of the recipient of the information would have realised 
that upon reasonable grounds the information was being given to him in confidence“  

• Employee – and ex-employee cases 
• Enforceable against the recipient or any subsequent third party recipient of such 

information, even where such third party had no knowledge of its confidential nature



Security/Confidentiality: Protections (iv) Contract
• Metered access – right to set the agenda
• Imposition of clear security/confidentiality obligations at every stage via contract:

– Licence/Usage Clauses - set out only what may be done in detail – and exactly what 
security standards apply - reserve all other rights

– Compliance with laws and regulation e.g. DPA

– Compliance with policies

– Change management

– Audit rights

– Reporting of loss
• If breached -  right to terminate and sue for damages
• Can impose other contractual consequences



Security/Confidentiality: Obligations (i) DPA – Principle 7 
• Principle 7 

“appropriate technical and organisational measures shall be taken against unauthorised 
or unlawful processing of personal data and against accidental loss or destruction of, or 
damage to, personal data” 

• Subjective depending on type of business and sensitivity of information
• Organisational measures
• Staff
• Physical security



Security/Confidentiality: Obligations (i) DPA – Principle 7 

•C
omputer Security

– Not ‘state of the art’ technology - take cost into account.  Must be appropriate for the 
harm that could result and nature of the information. 

– Anti-hacking software and procedures
– Encryption of customer data in portable media
– Applicable IT standards “keeping up to date” 
– Practical measures and security standards

•I
SO standards– e.g. ISO 27000 / BS 7799 (BS 10012 – Data Protection)

– Reviewing and set clear internal standards



Security/Confidentiality: Obligations (i) DPA – Principle 7 

•G
reater policing and penalties: £500,000

– e.g. - ICO 8 Feb 2011 - Ealing Council and Hounslow Councils fined - unencrypted 
laptop theft

– Published undertaking to the ICO

“
I hope all organisations that handle personal information will make sure their houses are in 
order – otherwise they too may have to learn the hard way.”

•F
ollowing the incident, both councils contacted affected individuals. Both authorities have also 
put significantly improved policies in place for information security and have agreed to 
consider an audit by the ICO

•I
CO guidance recommends that “serious” data security breaches are notified



Security/Confidentiality: Obligations (ii) Regulator – e.g. FSA

• FSA Principle 3 – “A firm must take reasonable care to organise and control its affairs 
responsibly and effectively, with adequate risk management systems”

• FSA Principle 2 – “A firm must conduct its business with due skill, care and diligence”
• E.g.s of data security breaches in Financial Services:

– 2010 Zurich Insurance: £2.275,000 – loss of 46,000 policy details
– 2009 HSBC (various): £3,185,000 – unencrypted customer details sent in post 
– 2007 Norwich Union:  £1,260,000 – telephone customer ID system enabled fraud
– 2007  Nationwide: £980,000 – poor systems in relation to lost laptop 



Security/Confidentiality: Obligations (iii) Industry Specific – PCI DSS Rules

• PCI DSS includes 12 requirements for any business that stores, processes or transmits 
payment card data

• The 12 requirements include:
– Not to store Sensitive Authentication Data
– Secure Network
– Protect Cardholder Data
– Maintain Vulnerability Management Program
– Strong Access Control Measures
– Monitor and Test Network



Legal Recap
• Generic Legal Protections -  some protection  but only useful once the horse has bolted…

• Legal Security obligations – generic obligations to keep data secure and some specific 
obligations

• Compliance Answer  - No “silver bullet” 

– Take charge of the problem by actively reviewing and assessing the risks

– Develop clear strategy and policies for managing data

– Multi-faceted approach: 

• Contractual/legal

• IT security/solutions

• Practical policies and procedures

– Impose the standards/policies via contract on employees, customers, suppliers
 + intra-group 

– Review, update, police, train and enforce

 



Must have policies
• Comprehensive review of all information and applicable policies:

– document retention policy
– document storage policies – e.g. email archiving
– employee HR/policy
– communications policy (phone, email, internet etc)
– privacy policy
– terms and conditions
– back-up/disaster recovery policy

“Not having the information you need when you need it leaves you wanting.  Not 
knowing where to look for it leaves you powerless”

Lois Horowitz



Advantage of Policies
• Make it an employee/supplier issue wherever possible:

– written documents that explains practical day-to-day procedures and rules for use of 
the data (including communications, storage, passwords, access, home working etc etc)

– provided to all employees/suppliers who have to sign and comply with them (part of 
employment / outsourcing contract)

– will reduce the real risk of a leak occurring
– will increase chances of compliance with laws and regulation
– will reduce liability
– significantly improves PR damage



Policy Tips
• Management buy-in, approval and support
• Write clear and simple user friendly policies
• Identifying the benefits
• Clear objectives
• Include all business areas
• Make policies accessible – Intranet
• Allocate sufficient resources

– Appoint local department members responsible for implementation
– Provide training
– Regular checks and updates
– Appoint a data loss response team and strategy

• Do not underestimate the task!



Example of a Practical Solution
Problem:
Transfer of employee data to third party supplier - RISK
•Potential breach of data protection legislation
•Reputational damage if data is disclosed
•Possibility of employee dissatisfaction due to data loss
Solution:
•Use masking software to hide personal data
•Ensure contract has adequate data security obligations and protections
Result:  
•Risk reduced, compliance increased – supplier issue not company problem



Information  Management - Strategy
• Identify what to keep
• Keep what is needed – securely and enable 

its exploitation to the fullest
• Delete what isn’t needed
• Increase compliance and business 

efficiency, reduce risk and cost
• Ensure all contractual/policy terms 

accurately reflect strategy
• Police your compliance

“Information is not knowledge.” 

“Everything should be as simple as it is, 
but not simpler.”

“The hardest thing to understand in the 
world is the income tax.”
Albert Einstein



Paul Hinton
Commercial technology partner
Kemp Little LLP
paul.hinton@kemplittle.com  
Tel. +44 (0) 20 7710 1623

Ivor Drake
Commercial technology solicitor
Kemp Little LLP
ivor.drake@kemplittle.com  
Tel. +44 (0) 20 7710 1607 www.kemplittle.com 

For more information:
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