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Growing security challenges driving the need for
access management

*Data Protection and Secure Collaboration
— Growing risk of Intellectual Property Theft L
— Need to control access to critical data p—
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o | | T [N
*Application Security and IT Compliance v N~ 2
— Increasing regulations requires secure access 2 Vidd18
control (e.g. PCI, ITAR, HIPAA) S apren
— Need to demonstrate that only right people have ..,.,- ' yu/ _1.
access to right resources , = <" /AR
‘.ku /, JH.

*Service Transformation & IT Cost

— Reducing cost of business applications and
services rollout (SOA, SaaS/Cloud)

— Need to manage and change user access control
without modifying applications or web services
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Rethinking RISK
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The need for a common way of doing things?

* A single, standardised approach to Application Security
brings:
— Centralised control and management;
— Improved visibility and audit;
— Consistent controls across applications; and
— Reduced maintenance — security is now outside of your application.

* Which means:
— Reduced cost;
— Tighter security; and
— Faster, more agile deployment of new business services.
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Real world requirements

“We need to secure our on-line banking platform, we want
strong security controls to manage access to multiple
systems.”

“We want to roll out anew portal for schools—we want a
centralised security service and single sign-on across
applications.”

“*We're going through a major merger, we have lots of
applications with different security systems —we want asingle
security layer which sitsin front of these applications... We
don’'t have time to re-write security across applications.”
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More real world requirements

“We want to revisit all of our web applicationsto use asingle,
authoritative source for customer data. We need to address a
major audit point with strong authentication and we don’t have
bandwidth to modify every application.”

“We want a single system to manage application access across
our diverse production, test and development environments.”

“We need to be faster to market. We need arepeatable solution
for strong authentication that can be implemented and tailored
quickly and easily for new services.”
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Common Architecture Model

Business Applications

User Repositories

Now consider the
challenges
associated with
audit, maintenance
and introducing

new security

controls...
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Centralised Architecture Model

User Access

We now have

simplified
management, and an
c?ntrallsed infrastructure to
maintenance, a support new
smgle(:j.pom(‘; of = services (including
audit an Cloud and Saa$).
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We now have a common way of doing things...

* A single, standardised approach to Application Security:
— Centralised control and management;
— Improved visibility and audit;
— Consistent controls across applications; and
— Reduced maintenance — security is now outside of your application.

* Which means:
— Reduced cost;
— Tighter security; and
— Faster, more agile deployment of new business services.
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What are our customer’s saying?

“Having to manage access and security for

each application separately was proving

to be extremely time consuming and

negating some of the savings we had

made ... Pirean delivered a solution that

allows us to rein in those costs and deploy

new applications quickly without

generating more management overheads “Our work with Pirean is helping us deliver

for the IT department.” a new focus on web service that enables

us to better interact with our partners and
Bill Rafferty, development manager at City customers in an environment where
University London, security and speed to market are

absolutely paramount...”

lan Chapple, Director of IT Strategy &
Architecture for Aviva UK
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