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Trademark Statement

« IBM and the IBM logo are trademarks of International Business Machines Corporation,
registered in many jurisdictions. Other marks may be trademarks or registered trademarks
of their respective owners.

» Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.

« Java and all Java-based trademarks and logos are trademarks or registered trademarks of
Oracle and/or its affiliates.

« Other company, product and service names may be trademarks, registered marks or service
marks of their respective owners.

» References in this publication to IBM products and services do not imply that IBM intends to
make them available in all countries in which IBM operates.
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Mobile ... a new frontier of business growth

= Mobile B2C

* Increase customer
satisfaction by enabling
banking, insurance, and
trading anywhere,
anytime

* Reach customers in new
ways through mobile
applications, SMS, email

= Mobile B2E & B2B

* Enable field employees for
increased productivity

- Greater efficiency and
accuracy in supply chain
operations

« Exchange business
information with partners

securely

= Mobile M2M

- Enable the exchange of
data and events between
businesses and machines

* Internet of Things - sensor
events feeding information
and driving a smarter
planet

© 2012 IBM Corporation
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Mobile is a prelude to The Internet of Things

Digital society
Sustainable world

Personal
mobile
Inflection
points
Global

1875 1900

THINGS 50 billion

PEOPLE 5 billion

PLACES 1 billion

1925 1950 1975 2000

source: Ericsson AB, Infrastructure Innovation - Can the Challenge be met? " Sept 2010
6

2025
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Mobile Apps — your options

1. Develop and operate in-house
= Typical choice for B2E apps
= Some organizations are using this approach for B2C apps
2. Outsource development and/or operations
= Use specialist web or mobile development company
= Sometimes a spin-out from the main enterprise
3. Web APIs
= Apps are developed, owned and operated by independent enterprises
= Often branded by the third parties
= Interface to systems of record is provided by public APIs

- Mobile is different:

l?”“j » Transformational business models

Business .
 Faster lifecycles

Enterprise Systems

» More iterative
] 7
"

IT 3 party
Develope

7 © 2012 1BM Corporation
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User requirements for mobile solutions and what they mean for you

User expectations vs. Enterprise constraints

- High expectations of usability, appearance and

. Short and focused interactions, interruptions are

- Must be usable when out of wireless coverage
. Context awareness is the differentiator to provide

. Offer all features provided on other channels, but

behavior

common

the services the customer needs

adapted to the mobile needs

Mobile does not necessarily mean on the go, it

means always with me

Highly fragmented set of devices and platforms
Evolves fast, frequent releases and updates

Mobile is more than just apps

Mobile Solution

—
A~ e S

Concept ~  Backend

Integration

Processes

Development Distribution

Usability Compliance

Security Legal
Maintenance

Decisions
Test

© 2012 IBM Corporation
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Mobile is challenging

= Bring Your Own Device (BYOD)
Is forcing companies to support a range of devices.

= Mobile Developmentis more challenging than traditional Web App
Development:

—Which smartphone? Which tablet? Which form factor?
*=> i0S, Android, Blackberry, Windows Phone
*—> All of the above..
— Skills?
*=> Web or native apps? Java or Objective C? Or other?
— Maintenance?
*—> Separate software stacks for each major OS
*—> Separate applications for each major OS
*=> How do | keep software current?
— Security?
*=> Encryption? Authentication?
*=> Response to stolen/lost devices?
— Management?
*=> How do | provide support and service?

— Enterprise Integration?
*=> How do | build cross-channel app?
= Meanwhile, IT budgets are shrinking.

9
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Techniques for Creating Exceptional Mobile Experiences

Browser Based, Web Applications

« Accessible over the internet without need to
download software

= Uses device browser to display content

Hybrid — Both Web and Native
Components

= Native looking applications which utilize the browser
interface to deliver content

= Provide the ability to use native device features
without writing code for each device

Native

= Able to make use of phone's native features such
as camera, GPS, accelerometer, calendar, etc..

= Supports the richest of user experiences (e.g.,
gaming applications)

10 © 2012 1BM Corporation
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What to consider: Native, Web, Hybrid

11

« Easy to develop and

* manage

*  Only browser
specifics

ﬁ

Compromise

Depending on functionality of

Development environment

High Performance
Best Usability
Always limited to

%fc devic

Mobile Application Runtime Environment

.~ Mobile Application

Application Container
- Web Browser (Web Apps)
- PhoneGap (Mybrid Apps)
- None (Native Apps)

Device Operating System
-10s

Device Features
- Camera
-GPS
- Network
- Local Data
- Tolephony

Web Application

Desktop and mobile
using open web (HTML,
JavaScript) client
programming models

Limited to no device-
specific functionality

Characteristics

Mobile Web Application

Mobile only using open
web (HTML5, JavaScript)
client programming
models

Off-line
capabilities

Hybrid Mobile Applic.

Mobile only, app runs on
device leveraging open
web (HTML5, JS) via
JavaScript bridge

Native device capabilities
(GPS, camera, contacts)
Mimic native appearance

Native Mobile Applic.

Mobile only, developed
using native languages or
transcode to native via
MAP tools

Native appearance and
device capabilities,
performance

Mobile Browser Execution

Traditional Trade-offs
(without MEAP/MAP)

AppStore download and install

Paortaojlity (eross-caviaa raifse)

Vintan:znes Gost (FG0)

Ridgnass of Vaoila Prasaniaiion /[ Sarvieas
s
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IBM Strategy Addresses IBM Client Mobile Initiatives

Build & Connect

Build mobile apps

Connect to, and run backend
systems in support of mobile

Extend & Transform

Extend existing business
capabilities to mobile devices

Transform the business by
creating new opportunities

Manage & Secure

Manage mobile devices and apps
Secure my mobile business

© 2012 IBM Corporation
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IBM Worklight components

@ Worklight Server.

Client-side > >
App Resources
[ 2 2 2 S S 2 2 O O 2 e Backend
€4 Update Integration
Mobile
Web Apps
" Unified Push
Notifications

Stats Aggregation

Platform
Proprietary
Notification

@ Device' Runtime

IBM Worklight Studio IBM Worklight Console

@ Worklight

e Security & Authentication

» Back-end Data Integration

e Post-deployment control
and Diagnostics

Applications are developed in HTML and Javascript
Adapters are developed in Javascript, and can use XSLT for transformation

Application Code

© 2012 IBM Corporation




Mobile Messaging

IBM Worklight Studio

ann = Java - Worklight Demo/apps/DemoApp/common/DemoApp.html - Eclipse - /Users/gregtruty/Documents/works pace/W
Glnlas =8 B Qr H G B v G oL
= Fackage Explor " =0 || application-descriptor.oml application-descriptor xml d| Demospp hitm
=k = rOEBR B\m)| Deviee: Standard = | Sk
» T Whabiag - |DOCTYPE hbsls
¥ FPWorklight Deme Demonstration chimlz
= adaprers - ™ ™
¥ (= apps * w anete chorset="utr-8" />
) et nome="viemport” content="wid
¥ i DamoAnp Information About Us <title=Denchpp< el 4
¥ = common Tink rele ®shorben 0 ® e e
el FMCLLWL [can L= 1
*=css . k rel="omple-touch-ftcon” href=
Lo Worklight
F =08 @ ur Ig k rel="stylesheat” href="c58/T
| Demodpp.himl An IBM* company k rel="styleshest” hraf="c587)
» B iphone k rel="stylesheet” href="cssh
* = lega Welcome to IMPACT

1 apolication-descrigt
B L DemangirationApp
* = appi-backup
= hin
[l
F = Worklight DemoDemonstratic

15

This iz a demanstration to showcase the flexibility of
IEM Worklight v5.0

We hope you enjoy it. Check us out at
hitp www.worklight.com

Design Sowrce | Split

. Problems @ livades [, Declaration Bl consale 1 ml..uqc.ﬂ
‘Woridight Console
[Z812-34-29 108:14:19] Ervirorment "1Phone’ wos creckted.

sre= "8 fquery-1. 7.1

i,

pt sSro="JsSquery. nodt [e-1.1

by onload="NL.Client. init{})®

v dato-role="poge”

Ld="

L= "pargel "=

For demonstrotion purposes, y
@ = DPLoCK
b = blue
e = white
d = grey
& = yellow
v deta-theme="g" data-role=

[Z&1Z-34-29 108:14:19] Ervirorment "Androtd phones ond tablets® was created.

[2812-34-20 108:14:19] Ervirorment "BlackBerry' woid created.

Integrated Development
Environment
(Eclipse Plug-in)

Application development
using native and/or familiar
web technologies:

« HTML5

« CSS3

« JavaScript

Integrated device SDKs
allow direct access from
within the IDE to emulators
and code debugging
utilities

© 2012 IBM Corporation
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Single Shared Codebase

bt §

New Warklight Environment puty /Documents /workspace
$

e ity £9 & | Worklight Environment &
v . - X ' Create application folders for ﬁiw emAranments I | Com m on Code placed
I8 Package Explocer R Task L | 5 Outlin 83 . . .
.  Eo J— S - in primary file
> 2“""0"9 | Application/Component DemonstrationAps : ;’vlﬂm is not available.
¥ 5P Worklight Demo
oy o Environment optimization
¥ {5 DemoApp lle . . 0
¥ - Demonstationapp | B #rone code is maintained
:L‘\v cor:mon .lm
L ‘::plincmon-dexv-oh | G Android phones and tablets Separate Iy
» | apps-backup B eiackzerry
v ‘ :": O Windows Prone
— Desktop
© Windows 7 and Vista
::::,:‘MW {& DemonstrationApp
Web B P i android
{8 iCoogle Pﬂblackherr\rh‘-
L. Embedded web page ¥ [=- common
I semE o P (=-css
P [=-images
‘?‘ Cancel Fanlak P E?Js
= @ DemonstrationApp.html
DemonstrationApp - Worklight Dema/apps h- . |F| hﬂﬂ e
» (= legal
[ application-descriptor.xmil
b = apps-backup
b ki
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Preview In browser

J Mobsile Browses Sienulator |+ |

o — E — . -
| | [} Iecalbast-HOBOS MabdeBrawserSimulatoe indes. bt we hpnge = Y IAR2 PR2Fl aral st 24 RO EN%D Fdomin 152 Fhamse. heml AdewicraFilePath & e~ Coogle ) | [ﬂ' !
e ——

Mobile Browser Simulator

The Mobie Brovwser Simulsor displaya mobie web paes in 8 variely of mabie broweer 2ikes and shapsas.

Wiahpaga: | hiipciiacalhost S0R0GemaAhama mml Go Ackd Daveins « Boale Al ODeuicas:  Physicsl cevice sas ‘Calbrana Fryneal Sinal| [ Enabia Lsamagant Satiching FronaGap

Pnanaiap

| Apple Phone 4 - Ereaae [ 8 RIM Blacknsmy 8580 Slome ~ [ b Aotaa | 5 HIC Evod = ko Aotaa | 5

v Demioe
v Evenls

Mobille Banking ‘Motiss Banking
Chooae Your Aobwity

b ACnElnEsT
¥ Bamery
¢ Damam IT Account Overviow

Mabika Baridng

Chooes Your Activity

ERl Account Overview

- s n y
- EI Apply For & Loan O Anoount Crosnrie

v Compass
v Canlacs Im Apply For & Loan
¢ Fin

v Qeciacation
b Mada

E&l Apply For A Loan

b Motwark

Perform device specific tests in the Mobile Browser Simulator: supports Cordova and
IBM Worklight client API
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IBM Worklight components

‘@Worklight Server,

PEPP PP PP D Client-side
'RERERREERREE App Resources

Direct Update

Platform : Web Apps |

Proprietary Unified Push

Notification _ .
Notifications Authentication

Aus

[
0
o+

©

(eT0]

(]

S

(eT0]

(eT0]
<<

(%]
i)

©
o+
(Va)

@ worklight

e Security & Authentication
» Back-end Data Integration
e Post-deployment control

and Diagnostics Worklight Studio Worklight Console

Application Code




® Worklight

Worklight Adapters
= Adapters are invoked from mobile applications using HTTP/JSON
— This makes Worklight adapters easy to test using web browsers
= Worklight has built-in interfaces that adapters can use (HTTP, SQL and Cast Iron)
— Worklight has client-side JavaScript APIs so that applications can invoke services

= Adapters provide the glue between Worklight and back-end applications
— Likewise, server-side JavaScript APIs are available to implement procedures (adapters)

Mobile Messaging
— Provides the extensibility mechanism for Worklight to call out to back-end systems

WebSphere Message Broker

Worklight
Policy T
Enforcameant e
—E=—} :
WebSphama Extrama
Scala Cacha

Mobile Devices
[ .......
Mossage
Brokar Point
(PEP)

* bAobile I_
Application Adagiter
JavaScript
Procedures l
Policy
© 2012 IBM Corporation

Procedurs
Handbars

Decision
Point
®POP) |

REST
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Adapter Benefits

Universality
Supports multiple integration technologies and back-end information systems
Read-only as well and Transactional Capabilities
Adapters support read-only and transactional access modes to back-end
systems
Fast Development
Use simple XML syntax and easily configured with JavaScript API
Security
Use of flexible authentication facilities to create connections with back-end
systems
Adapters offer control over the identity of the connected user
Scalability

Adapters can reduce the number of transactions on back-end systems by using

cache to store retrieved back-end data

Transparency
Data retrieved from back-end applications is exposed in a uniform manner
regardless of the adapter type

© 2012 IBM Corporation
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Mobile App

Cast Iron demo integration topology

Cast Iron Cloud
T

Cast Iron

-l

22

|

Private

ud
. T

Clo

WebSphere.

Message Broker

S

PeopleSoft.

© 2012 IBM Corporatiol
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Mobile Messaging

IBM WebSphere Cast Iron and IBM Mobile Foundation

Premise Applicationsin Days

" -

/
i-->'./ Ap|;3lilglajt?ons y
1 - J

¢=mmm—m- WebSphere Cast [ron ™= == mm mm I Packaged
Cloud Integration Enterprise

i
| Apps

Apps
built on
Worklight

SAP, Siebel
PeopleSoft
Sage

Etc. Eara

= Rapid connectivity to hundreds of Cloud and On premise applications

— Real-time data feeds from hundreds of enterprise applications to Mobile apps built on Worklight
= Simple configuration, not coding approach
— Eliminates need to custom code Mobile integration scenarios

= Optimized for Worklight integration scenarios
— Worklight connector to seamlessly communicate with Cast Iron

23 © 2012 IBM Corporation
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Using IBM WebSphere Cast Iron to access ERP applications

cenario: wor

Mobile

Apps
built on
Worklight

Nl

1) User
action

2) Cust, data
request

7) cust.
data
EEEEER

I

(-

Worklight
Server

3) cust. data

request

= (JSON/HTTP)
g B fFEEEEEEENERN
= O

0N o

S < 6) Cus. data
5| @SONHTTR)
> @)

Worklight TIP

(

IBM
WebSphere
Cast Iron

ApplIcation makes request 10 enterprise data
IBM Mobile Foundation

Force.com

Connectors

4) cust. data
request

IIIIII»E

5) cust. data :

Lum , salesForce
|

&

TIIEEE - SAP
. W o
BAPI |
"amn |t'-— \\\J

= Request from Mobile app for customer data from SAP & salesforce

1) User invokes action on Mobile application to request data

2) Mobile application on client device communicates with Worklight Server

3) IBM Worklight Server invokes its WL Cast Iron connector to send customer data request to IBM WebSphere Cast Iron — JSON/HTTP (Rest)

4) IBM WebSphere Cast Iron TIP receives request (JSON) & invokes connectivity with salesforce.com and SAP to extract customer data

" Response from IBM WebSphere Cast Iron

5) TIP transforms the data based on requested fields

6) TIP converts XML data into JSON format and sends to IBM W orklight Server via HTTP (Rest)

7) IBM Worklight Server delivers data to Mobile application on the device

24

Nl
@ /

© 2012 IBM Corporation



Mobile Messaging

WebAPI

IBM Cast Iron Web API is a ‘software as a service’ offering that enables
companies to rapidly create new web APIs, socialize the web APIs in various
communities, and manage web APIs.

Getting Started with Web API Don't Show Again

Weicome o Web API. The following outlings all of the 1asks that Web AP! can heip you with. How do you want to gel slarted?

To access this Getling Started page at any time, access the user menu top-nght and click Show Getling Started

4

Create Socialize Manage

Create new APIs in hours by assembling data Socialize these APls to customers, partners and With built-n dashbeards, you can manage
from multiple backend systems and Cloud communities of developers and gain instant serace lavels, set quotas, establish controls,
apphications using a configuration, not coding adoption setup secunty policies, manage communities
approach and analyze trends

Defing and Implement APis Customize & Publish Developer Portal Analyze AP Trafic

https://www.webapi.castiron.com

25 © 2012 IBM Corporation
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WebAPI
Developer Communities -
€ ﬂg' = ‘!‘P'_ _
\ e (l . o
\g \ Developer Portal

Cast Iéon Live
Web AP! Services

Enterprise
Boundary

s L

Business API Insnghtmww

« Up and running in minutes
* Proxy to existing services

« Rapidly assemble new APIs
« Documentation of APIs

« Full analytics

« Rate limiting

» Developer portal

« Caching and flood control

API Management

API Assembly

&b

There is a trend to use API
Management for exposing data
internal to the enterprise,

It is not just about making your data
public

© 2012 IBM Corporation
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IBM WebSphere Message Broker and IBM Worklight

Client-side Server-side
App Resources Application Code

Direct Update .
JSON Translation
Mobile e
Web Apps Authentication

Unified Push :
Notifications Adapter Library

Stats Aggregation

= Four new patterns shipped in IBM WebSphere Message Broker 8.0.0.1
— Expose Microsoft .Net application as a mobile service
— Mobile enable any enterprise service
— Controlled REST style access to a Resource (with caching option)
— Push Notification (IBM WebSphere MQ to IBM Worklight)

27 © 2012 IBM Corporation
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Pattern 1 - Expose a Microsoft .NET application as a mobile service

= Simple to configure — Drag and
drop .NET assembly and enter
Worklight adapter details

g — Pattern does all the
hard work in less than a minute,
generating...

— A Web service implementation
exposing desired operations

—An adapter ready for deployment
to IBM Worklight Server

— A sample mobile application for
easy testing

* Optimised for small screen
mobile devices; easy to add
extra environments for iOS,
Android and many more!

28

Configure Microsoft .NET Service

Configure Microsoft JNET service
Configure your NET msssrmbly that the pervioe rmokes.

Assembly fle name: D WAME S fPferkingderlication.dl
Azsembly Informaton
Clags name: BariongAppicaton B etalfank

Methods on the dass that the service will invole:

el s Pl Abstract Sanse Public Private Return Type
[+] Getbalance ™ Yes . .

Trarafersoney Mo e O New Worklight Environment
FrndMssngAccount Mo fes

[ okt | Worklight Environment

H ‘o Create appication foiders for rew envircoments.

Project name @ MyBank_TestAppication
Appication name : | TestAppication
Create foiders for:
Moble

] B phoee

[ & Android phones and tablets

[ B sackgerry
2012 [ QO Windows Pheoe

l Lastupdated at
d / Workiight integration adapter D n #ad
(¢
Connectraty Tipe

HTTP
Protocol hitp

locathost

faise
rMoney, FindMissingAccount

Hide cetalls A

© 2012 IBM Corporation
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Pattern 2 - Mobile enable ANY enterprise service

= As few as 2 Clicks!

Application Development

—_ nght_click On any enterprlse SGfVlce = [E AddressBockService

A - . PR
F&% Service Desaiption

(MQ, Database, Web service, CICS, 8 b ter »
IMS, etc...)

— Left-click to create mobile service
with default options
Add Bookmark...
= Pattern supports —
— Choose operations to be available to Refesn

mob”e applicaﬂons Create Mobile Service |

— Enable auditing of service requests
~Interface =ES
Worklight Mobile Service X C:;T:'aﬁm P E—

Configure Worklight service

@ workli ht Mamespace | http://addressbook. com/
Select the operations that will be configured for your Workdight service g

An IBM® company vOperations LD #PE
Service Information

Operations and their parameters

Service name: |AddressBookService P Refresh Message Type Name Type

) ) ) ) ) 47 saveAddress

Select the web service operations that the Worklight service will invoke:
E¥] Person Person PersonType

Operation M Input Type N Output I [o! ?
@ b o e T LIRS L [ SaveAddressResponse | SaveAddressResponse boolean

% SaveAddress 1 Person [ SaveAddressResponse Mo

# Findaddress B Name 1% Address No 42 FindAddress
[ Name Mame string
[E» Address Address AddressType

[ select Al ] [ [ Clear all ] FindAddressFault FindAddressFault FindAddressFaultType

29 © 2012 IBM Corporation
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Pattern 3 - Allow mobile apps controlled access to enterprise data

H B 5P K4

= Simple to enable mobile applications SAPIPR  Gpppequen  SAP Reply
to Crea_te, Read, Update and Delete yem———— X
enterprlse data Find and Discover Services ::L
o M essag e B ro ker has exce| I ent :’l-?eiii.c:a:rIIE:Linﬂ:EEGSLE:Zsnterprise syskem, create a query by pressing "Edit Query” and n...JJ
Support fOI' a Wlde range Of Objectks discoverad by guery: Objects ko be imported:
enterprise applications (SAP, w40 7z
Slebel ! J D EdWardS’ Peop I eSOft B %--;@L_‘FD_iscover Doc From System (fitered) | 0/ mATIAZDS
----- @
etc.) 1 @ marwasoe
— Pattern generates Worklight adapter " o
and stubs for implementing CRUD O S
Operat|0ns """ E@x' MATMAS_BAPIOL
. . . . B i e (D) MATMAS _MASS_BAPIOL
» Quickly configure security policy to s

authorize and authenticate access via
external LDAP provider

Security Policy Enforcement

LDAP connection * | Idap:/flocalhost: 389 |

= One click to cache read resources : :
in IBM WebSphere Extreme Scale s [ .

— High performing data access Lopp eadrs GO b [ cromris ou-groups o bm.am |
crucial for large volumes of mobile e oeg e | |
devices i group |cn=mqbrkrs,ou=groups,o=ibm.com :

LDAP writer group member |

30 © 2012 IBM Corporation
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Pattern 4 - Push notification to mobile apps from within the enterprise

D)

= IBM Worklight supports asynchronous S il o
push notifications to mobile — ) B
applications S
. Auto-update apps 7] m Colxt 6

— e.g. to deliver out of band messages Horgdete Ko Scoums W et

. Update over Wi-Fionly  — Worklight - Roadma... Tomorrow, 8:00 AM

Such aS Speclal offers ‘ ! Web'exandconlerenceca//r‘nloins:de
= Pattern to rapidly enable enterprise Auto-add shorteuts o |ER Cotteton ot
services to send notifications SRty T iR

C |e dar searc h h iS to I‘y Final Reminder Webinar Dec 8: Windo\l\;sm

—e.g. MQ, SAP, Database, Medical = Worklight
system, etc...

— Generates Web service and o
Worklight adapter to deliver wdopter descapton [aright s otfeaton adae
notifications to mobile applications HealthcareAppointments
Paulrsd Mame
TimeOfAppointment
PhysicianMame
Service name | notifications |
Elpsagll-exsupport for query
Motification queue name * | NTEY |
30

Server address * | http:/localhost: 7800 |
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Connecting using more than just HTTP?

= The HTTP standard revolutionized how
people consume data
— A single simple model: Send a request,
read the response

— Available via any tablet, laptop, phone, PC
etc. ideal for requesting data from a known

source
* Mobile user sending or requesting info

= BUT when a mobile user submits a
transaction or distribution needs to be
optimized across MANY users.... an event-
oriented paradigm can be a game changer:

— Publishing information one to many \| w

— Listening for events whenever they
happen

— Distributing minimal packets of data in
huge volumes

— Pushing information over unreliable
networks

33 © 2012 IBM Corporation
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Key challenges for Mobile apps

-, Volume (cost) of data being transmitted
(especially in M2M with limited data

plans)

i Power consumption (battery powered
devices)

i Responsiveness (near-real time delivery
of information)

j Reliable delivery over fragile connections

> Security and privacy
=) Scalability

34
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Mobile message exchange patterns — beyond simple request/response

IWOTKIBHT ‘

I\/IQTT
MQ or appliance

O-—:@“‘E’y.&z

Reliable
asynchronous
transactions

User submits a transaction. One or more
responses may come back over time.

MQTT provides reliability and store/forward of requests
and responses if needed — reducing the amount of
application code

Continuous update

Server-side data is “streamed” to the device

Small MQTT header size reduces battery consumption

of realtime and used to update the Ul. In most cases and network traffic. One->many publish/subscribe
information this is only required when the app is in the reduces load on application

foreground
Notification Sending alert or other informational Avoidance of polling reduces battery consumption and

message to the device. The app may or may
not be running at the time.

network traffic. Store/forward of important notifications
if app/device is not contactable

Server-initiated
request

Server-side application initiates a dialog with
the user (e.g. to query suspicious credit card
transaction)

Avoidance of polling reduces battery consumption and
network traffic. Store/forward of request if app/device
IS not contactable

Collection of data
from device

Data sent to the server coming either from
User Interface, of from onboard sensors or

from devices attached to the phone

Small MQTT header size reduces battery consumption
and network traffic. Store/forward of messages.
One->many publish/subscribe

35
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How do we attach Mobile devices? The Smarter Planet Protocol

= WebSphere MQ Telemetry Transport (MQTT)

— Messaging optimized for mobile, smart sensors and telemetry devices
— Enables intelligent decision-making based on remote real-world events
— Remote resource management of static or moving assets, people, locations

= An open standard with Industry leadership & mindshare _:@ paho

e MQTT Protocol and client code contributed to open source effort

* see MQTT.org and Eclipse Paho ) m
PP —— . . . A MQTT

e allows development communities to provide further client code & device support

intelligent ] interconnected instrumented

/ S .:J_%L”%
H logistics  homes operamns stores oﬁshore
Ileadquarkers MaQ d b l I I

Sensois meters controlfers i scada
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Mobile Messaging

MQ and Workllght @ Worklight Server;

— HTTP Client-side SQL or HTTP
App Resources Application Code
Direct ]
Update JSON Translation
Mobile
Platform Web Apps Authentication
Proprietary /

Notification APNS or W
‘ GCM Notifications Adapters

Messaging Server (MQ)

Stats Aggregation

MQ

' Worklight Studio
MQTT clients augment Worklight capabilities: H

 Reliable messaging that conserves battery = e —
power and reduces network traffic :
+ Alternative to using Google Cloud Messaging
for notification

« Client loads into Worklight Studio for AppDev -

@ Device Runtime

m PhoneGap

@ worklight

Application Code

* Security & Authentication

* Back-end Data Integration Worklight Server provides security, app “'
e ment contrel management, stats gathering, as today MQTT client

MQTT client

37 © 2012 IBM Corporation



Mobile Messaging

Pipeline — the need for scalable communications

o

Monitoring %

h, ( )
- temp, pressure... — E O Central
Control = Systems

- valves...

Billing

I\/Iaintenanc®

SCADA

Proprietary polling protocol

- 4000 devices integrated, need to add 8000 more BUT:
» Satellite network saturated due to polling of device
* VALMET system CPU at 100%
* Other applications needed access to data ("SCADA prison")
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Mobile Messaging

Enter MOQTT

Billing

{ mEnm
f
20 Field

Devices to 1 -

Concentrator = pub sub
Message Broker

Enterprise Messaging

ability for whole pipeline!
Network traffic much lower - events pushed to/from devices and report by exception
Network cost reduced

Lower CPU utilization

Broken out of the SCADA prison — data accessible to other applications
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Mobile Messaging

MQTT: Key Features

‘ (OE]

« Open published spec designed for the « Minimized on-the-wire format
world of “devices” « Smallest possible packet size is 2 bytes
« MQTT client code (C and Java) donated * No application message headers
to the Eclipse "Paho" M2M project « Reduced complexity/footprint

« Clients: C=50Kb; Java=100Kb

Reliable Simple

« Three qualities of service: « Simple / minimal pub/sub messaging
0 — at most once delivery semantics
1 — assured delivery but may be duplicated « Asynchronous (“push”) delivery
2 —once and once only delivery « Simple set of verbs -- connect, publish,
 In-built constructs to support loss of subscribe and disconnect.

contact between client and server.
« “Last will and testament” to publish a

message if the client goes offline. Included in IBM WebSphere
« Stateful “roll-forward” semantics and |\/|Q v7.1 and 7.5

“durable” subscriptions.
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MQTT — the WebSphere MQ implementation

Included In IBM
WebSphere MQ
v7.1 and 7.5

= 240,000 concurrent clients tested with <5% CPU on a single
IBM WebSphere MQ queue manager

— Maxed out number of load testing client machines
= Interoperable with Enterprise Applications:
— Seamless interchange with IMS or MQI applications

P @I;Ilgh Security

Direct connection between your el T
enterprise and devices

Network: TLS/SSL
Authentication: JAAS

AUth0r|Zat|0n OAM © 2012 IBM Corporation
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Traditional ;
[ BigData ]

Mobile Messaging
ackend System

The Realm of MQTT

Intelligence
and Analytics

] b

[ Interconnect with MQ ]

)

Sense and Control

[
@ @@
Gateways

Visualise and Respond
Embedded Sensors Actuators Edge

Controllers M2M
© 2012 IBM Corporation

Web

Mobile
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Providing Reliable Mobile device access to the Enterprise

with the new MQ Mobile client pack
= Reliably extend your business to mobile devices, building on the value
of your messaging infrastructure

= With our new Mobile client pack available from the MQdev community on
developerWorks

= Introduces a new Javascript messaging API

= Helps you design & deploy a hybrid mobile app for the Android platform
using IBM Worklight Studio

= Underpinned by IBM WebSphere MQ Telemetry Transport (MQTT)
providing
— Ease of integration with enterprise applications
— Reliable delivery over fragile connections
— Access to information provided by smart devices
— Reduced Power consumption
— Security and privacy
— Scalability Enterprise Apps
and Data

43 © 2012 IBM Corporation



Mobile Messaging s ===

Client Pack Article & Sample Worklight App ~

4

HTM L, CSS, JavaScript’ |mages Connect Send and

App Ul and logic
Worklight API Publish
Javascript API Worklight Common Device API e
[Topic Name | #
JS API Controls (PhoneGap)
Request Qos 2 4

JS/Native Bridge (PhoneGap) Subscribe

Co rd ova Worklight Received Message
. Native API Topic|a Qos [0
pl ug‘l n Retained Duplicate

Message Display format STRING 4

Topic Mamela

Retained

Message Display format STRING 4

Test message

HTML, CSS,
JavaScript

Unsubscribe

Test message

Android
Service

v v
v v
v v
v v
v v

v

v

v

v

v
Device APIs

http://www-01.ibm.com/support/docview.wss?uid=swg24033580

MQTT Client

(Paho)

Native
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Mobile Messaging

A real world Healthcare example
= Smart, connected, pacemakers eliminate the need for regular clinic visits

= Problems are detected early, preventing potentially life threatening incidents

Professionals
perform the action

Analytics build
patient knowledge

© 2012 IBM Corporation

and extract insight

Bedside appliance
extracts information

Smart pacemaker
records data
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Mobile Messaging

A real world Energy example

verizonuircless

\

Control Virtual Power Plant
Heating, Appliances

' \7’5-"7

Transmission
substation

\ ‘
Y
e

&

©20121BM Corporation
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Summary

Weorldigni

M |

/17 AR

D \lerpy ‘ > >

1. IBM Worklight and Integration of Worklight apps with cloud and enterprise applications

— IBM WebSphere Cast Iron for cloud integration (included in IBM Mobile
Foundation 2Q12)

— IBM WebSphere Message Broker Patterns using HTTP (shipped in 8.0.0.1)
2. Reliable, asynch messaging with the mobile devices

— Sample MQTT support for Worklight Hybrid Android apps (October 2012)

— Messaging appliance (planned)
3. Collateral material

— Tutorial material on developerWorks (available Oct 2012)

— Community development via Eclipse Paho (ongoing)

[

[1}

X)

A0

%
EE T
e | R

IVIEssaging
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