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Introduction
For more than two decades, organizations have struggled with 
the security challenges of the wireless workplace. Laptop com-
puters first blurred the boundaries of traditional environments, 
and now smartphones and tablets are increasingly becoming the 
professional tools of choice. In 2011, smartphone sales exceeded 
PC sales for the first time—and analysts believe smartphone 
sales will exceed 1.5 billion units by 2016.1 That same year, more 
than 350 million people are expected to use their smartphones 
for work.2

Organizations worldwide are taking full advantage of this trend, 
as the use of mobile devices—including the employees’ personal 
devices used for work—can increase responsiveness, agility and 
productivity. But as more employees connect their mobile 
devices to the enterprise—introducing devices designed for the 
consumer market into business environments, adopting more 
informal behaviors typically used for personal communications 
and often placing business and personal data side by side on the 
same mobile platform—security across the entire enterprise IT 
environment becomes increasingly important and considerably 
more complex.

With layers of vulnerabilities now existing across the enterprise 
environment and a dramatic increase in sophisticated attacks, 
business leaders are demanding that IT take a proactive 
approach to protecting critical data and infrastructures. This 
white paper identifies key challenges and introduces strategies  
to reduce risk, and it examines ways organizations can become 
more secure in their use of mobile technologies.

What’s different about mobile devices, 
applications, access—and threats
Mobile devices, applications and patterns of access are changing 
the way organizations interact with their customers, employees 
and partners. Across the globe, organizations are using growing 
mobile capabilities to capture new opportunities and transform 
business models while extending their existing capabilities for 
use anywhere, anytime. In the process, however, they face the 
need to implement new processes for managing mobile devices, 
applications and access—and for safeguarding their mobile  
organization against threats.

That’s because mobility—whether on a secure corporate virtual 
private network (VPN) or a public wi-fi hotspot—involves 
behaviors, technologies and threats that are different from those 
encountered in an office environment. Some of these unique 
challenges include:

●● Mobile devices are used in more locations. Mobile devices 
are most often used outside the corporate network, and  
users may employ a wide variety of networks to access their 
accounts. Authentication is important—the integrity of 
transactions or communication can easily be compromised—
so access should be granted based on recognizable factors  
such as the context of the location, device characteristics, 
application information, time and network.
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●● Mobile devices and the applications they support are 
diverse. Users typically have more than one device, and  
the state of these devices is constantly changing. Different 
operating systems may support different security measures, 
and employees may install different applications on their 
devices. They also may store sensitive business information, 
making loss of a device and employee turnover as much of a 
threat as an attack. The organization needs full visibility into 
devices and applications to fully understand threats.

●● Mobile devices have become the primary interaction 
channel for many users. Malicious targeting of mobile 
devices and their applications may lead to attacks on the 
enterprise network or infection of systems. The huge increase 
in the number of devices also can increase the cost and 
complexity of IT management—and protection.

●● Mobile devices are shared and have multiple personas. 
Smartphones and tablets can be shared with family and 
coworkers, so the devices need to have different security 
profiles. An employee and his 5-year-old daughter should both 
be able to access personal photos, but only one of them should 
be able to view last quarter’s earnings. Authenticating and 
authorizing only the user or only the device may not provide 
the controls and protection necessary.

●● Mobility prioritizes the user experience. With users 
making device and application decisions based on their 
personal preferences, imposing security controls that are 
unsuited for mobility can lead to non-compliance or non-
participation. Security measures that seamlessly blend into  
the user experience—for example, strong, but easy-to-manage 
passwords and controlled but simplified application  
installation—can increase compliance and enhance  
user productivity. 

The core challenge, therefore, lies in finding ways to combat 
potential security threats without limiting the enthusiasm of 
employees for using mobile devices and applications. By 

employing a proactive, layered approach to securing the mobile 
enterprise, IT organizations can become business enablers—
rather than being seen as the “security police” who discourage 
the use of new technologies. Organizations that deploy inte-
grated security solutions and an adaptive security framework can 
empower their workforce to get more done anywhere, anytime.

Mobility can be a boon to users—but a 
headache for IT
When IT operations encounter the unique characteristics of 
mobile devices, applications and access, specific challenges 
quickly appear. The headaches they cause for CIOs and IT 
administrators typically grow from three areas—user behavior, 
technical vulnerabilities and the evolving threat landscape.

User behavior
As smartphones and tablets are rapidly adopted for business use, 
they join the ranks of existing endpoints, such as laptops and 
desktops. Mobile additions may include iPhone, Android  
and Blackberry smartphones; iPad, Android-based and other 
tablets; voice/text-only cell phones (that is, phones without a 
data plan); netbooks or ultralight laptops; and other ruggedized, 
job-specific mobile devices.

But who owns these devices? Many businesses are instituting 
bring-your-own-device (BYOD) programs, under which 
employees can use their own mobile devices to access corporate 
email, data and applications. BYOD programs can help reduce 
IT operating and equipment costs, improve employee productiv-
ity and offer competitive differentiation—but the sheer volume 
and speed of new devices being introduced into the workplace 
can create significant management control headaches for IT,  
and the ways in which devices are used can create security  
headaches for those responsible for keeping corporate data safe 
and maintaining compliance to policies.
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Mobile security headaches for the IT department

User behavior
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Technical vulnerabilities
Today, everyone in the organization from IT to senior executives 
is paying more attention to device, application and access secu-
rity than ever before. Many, in fact, place lost or stolen devices at 
the top of their list of mobile security concerns,3  as the possibil-
ity for compromised or stolen data can cause serious damage to 
business reputation or competitive advantage.

Effective mobile security, however, goes beyond the device to 
require an end-to-end security posture. IT has to address mobile 
risks ranging from insecure data storage and weak server-side 
controls to insufficient transport layer protection, client-side 
injection, and poor authorization and authentication. To combat 
external threats, robust data security controls on mobile devices 
along with strong authentication measures to control network 
access can be essential for reducing risk.

The evolving threat landscape
IT organizations traditionally have operated in a reactive mode, 
responding to security risks only after a problem occurs. But 
given the speed with which mobile technologies change and 
mobile users’ dependence on immediate access to do their job 
grows, reactive is no longer fast—or secure—enough. And since 
mobile technologies are still relatively new for most organiza-
tions, existing security measures often do not provide adequate 
protection.

Potential threats now target specific user behaviors or  
technical vulnerabilities enabled by mobile vulnerabilities  
using social engineering, identify theft, rogue applications,  
man-in-the-middle attacks or denial of service. In response, 
organizations need to more diligently manage areas such as their 
employees’ use of social networking, where individuals may be 
too casual about sharing information. They need to monitor 
devices to make sure their operating systems are not jailbroken 
or rooted. They need to manage downloads of applications  
that may contain malicious code, expose sensitive corporate data 
and personal information, and cause damage to infrastructures.

Four steps to a more secure mobile 
enterprise
The wide range of smartphones and tablets used in the enter-
prise together with growing threats to mobile device, application 
and access security mean IT organizations can face an uphill bat-
tle in defining comprehensive security standards and controls. 
But there are steps the organization can take.

Secure mobile devices: The foundation of a safe environment
Mobile device management is typically the cornerstone of any 
enterprise mobility strategy—and often the first investment 
made. That’s because it is difficult to manage risk until you 
understand the scope of what you’re trying to protect. A mobile 
device management solution allows IT to track and monitor  
the number of devices in use across the enterprise. Both 
employee-owned and corporate-owned devices can be managed 
using the same endpoint management solution.

Four steps to a more secure
mobile enterprise
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The security controls deployed by such technology should not 
limit the user experience—rather, they should enable safer  
working practices to protect the device and the sensitive data  
it stores and transmits. Ideally, a mobile device management 
solution should be an extension of an existing endpoint manage-
ment solution, to give you a single-pane-of-glass view across all 
enterprise systems.

An effective mobile device management solution can prevent 
data loss with the ability to encrypt data for transmission and 
wipe data from lost or stolen devices. It can prevent access to 
devices with locking and can mitigate exposure to vulnerabilities 
using anti-malware, jailbreak detection, non-compliance detec-
tion and the ability to push security updates to devices.

Using mobile device management, organizations can set policies 
for approved connections. They can maintain records of “black-
listed” applications that are not authorized to access corporate 
resources. They can develop mobile security intelligence to sup-
port the constant vigilance that security requires. And they can 
grow and evolve their capabilities to meet the ever-increasing 
sophistication of threats and attacks.

Mobile device management can protect application access with 
user authentication and the ability to disable applications. In 
addition to meeting technical requirements, a mobile device 
management solution can help control IT costs and reduce  
management complexity as the number of endpoints that need 
management grows.

Protected mobile access: Bad guys out, good guys in
IT organizations need to ensure safe and secure access to 
resources by addressing the context-specific nature of mobile 
access. The location, the network, the specific user and many 
other attributes of a mobile interaction can inf luence the risk 
that comes with access to enterprise data and resources. The 
level of risk can inf luence the decision to grant or deny access, 
the choice of authentication scheme and the authorization of 
services enabled for the interaction.

Access control should authenticate both the user and the device, 
and the schemes employed should be selected based on their fit 
to mobile users—for example, biometrics or one-time passwords. 
Organizations also should keep in mind the need to employ an 
environment with strong session management capabilities in 
order to mitigate the risk of man-in-the-middle attacks that are 
prevalent in untrusted networks. An effective mobile access  
solution can provide secure access to enterprise systems with 
technologies such as VPNs, but due to multi-tasking nature of 
mobile users, it also should include the ability to maintain multi-
ple secure connections. A robust mobile access management 
solution can prevent unauthorized access to enterprise systems, 
enforce consistent enterprise policies and assist in demonstrating 
compliance.

A standards-based mobile access manager enables seamless secu-
rity for corporate data and applications without impacting user 
productivity. Different layers of secure access can be provided 
for mobile employees, customers and partners.

Safe mobile applications: Where policies and standards pay off
Beyond device- and access-related challenges, enterprises also 
can encounter serious security vulnerabilities in mobile applica-
tions. Malware can be hidden within applications downloaded 
from public application stores. Individual business teams, such as 
marketing or sales, may build ad-hoc applications to seize mar-
ket opportunities or serve growing demand—but a lack of secu-
rity understanding and structured development processes may 
introduce risks. The rapid adoption of new technologies may 
lead to gaps in the security of mobile applications. In addition, 
mobile applications often support multiple interaction points, 
increasing the threat surface area.

Increasingly, organizations are building, connecting and running 
mobile applications for their employees, customers and partners. 
But few if any enterprises can create all the mobile applications 
their users demand; they will turn, as a result, to third-party 
sources. In doing so, the organization must be vigilant in enforc-
ing its security policies, as application creators may have lower 
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security standards—or they may not have performed security 
testing at all. Enterprises can guard against traditional viruses 
targeting their mobile applications by validating that devices 
have not been jailbroken or rooted. To counter the emerging 
rogue application threat that results from malicious code or data 
being injected into vulnerable applications, enterprises must vali-
date whether or not the application has been modified since the 
last interaction.

Enterprises, in other words, can take a proactive approach to 
mobile application security. It can be costly and time-consuming 
to apply patches and resolve vulnerabilities after applications are 
deployed—but the latest security products automate the applica-
tion security testing and risk management process. The organi-
zation should select a mobile application platform based on its 
ability to provide support for developers to easily incorporate 
security features such as the encryption of local application data 
during the design and build processes. From development to 
testing, solutions can scan applications, identify vulnerabilities 
and generate reports of security gaps. And problems can be 
remediated before applications are deployed—designing security 
into the applications rather than applying it after the fact.

Mobile security intelligence: Awareness that leads to action
New user behavior and new threats will always precede  
security best practices. In the dynamic and inherently social and 
consumer-oriented mobile world, new device and application 
capabilities introduce new types of interaction that users might 
practice before IT is aware. As emerging threats uncover new 
vulnerabilities and target their attacks, security typically requires 
monitoring across various security solutions—so it, too, may lag.

Failure to develop security awareness and countermeasures, 
however, is not an option. Not only do security breaches carry 
monetary consequences under governmental regulations, but in 

an increasingly competitive world, they can result in the loss of 
business opportunities and trust relationships with customers, 
partners and employees.

It is imperative, as a result, to develop security intelligence based 
on the ability to aggregate security events from across all mobile 
security elements, analyze findings and develop actionable 
insights to support compliance, audit and business requirements.

As the workforce becomes increasingly mobile, security for their 
devices, access and applications will become an even higher pri-
ority for the enterprise. Hackers will continue to find and exploit 
vulnerabilities. The types of devices, platforms and applications 
will continue to escalate. But an adaptive approach to mobile 
security can help manage risks and destroy threats.

Conclusion
In today’s mobile enterprise, security is a key business enabler, 
allowing employees to safely take advantage of the benefits that 
smart mobile devices offer. User behaviors, technical vulnerabili-
ties and rapidly evolving threats pose challenges, but organiza-
tions can achieve protection and reliability by aligning security 
measures with their operational priorities. They can achieve an 
affordable and manageable solution with a phased approach that 
assimilates mobile security into existing technologies and the 
organizational culture.

The integrated and comprehensive IBM approach to security 
provides the core security structure that modern organizations 
require. Delivering a holistic approach to business-driven  
security, IBM solutions are designed to ensure that the correct 
people have access to the correct assets at the correct time,  
that critical data is protected in transit or at rest, that emerging 
threats are identified and that protection is provided across  
IT ecosystem.



For more information
To learn more about IBM mobile security solutions, please  
contact your IBM representative or IBM Business Partner, or 
visit: ibm.com/mobile-security

Additionally, IBM Global Financing can help you acquire  
the software capabilities that your business needs in the most 
cost-effective and strategic way possible. We’ll partner with 
credit-qualified clients to customize a financing solution to  
suit your business and development goals, enable effective cash 
management, and improve your total cost of ownership. Fund 
your critical IT investment and propel your business forward 
with IBM Global Financing. For more information, visit:  
ibm.com/financing
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