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X-Force is the foundation for advanced security and threat research
across the IBM Security Framework

Governance, Risk and Compliance
Security Intelligence

and Analytics

The mission of X-Force is to:

"Monitor and evaluate the
rapidly changing threat landscape

Professional Services

"Research new attack techniques
and develop protection for
tomorrow’s security challenges

Cloud and Managed Services

"Educate our customers and

Advanced Security
and Threat Research _
the general public

Software and Appliances
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Collaborative IBM teams monitor and analyze the latest threats

Coverage

20,000+ devices

under contract

3,700+ managed
clients worldwide

13B+ events
managed per day

133 monitored
countries (MSS)

1,000+ security
related patents

.

IBM Research

17B analyzed
web pages & images

40M spam &
phishing attacks

80K documented
vulnerabilities

Billions of intrusion
attempts daily

Millions of unique
malware samples

© 2013 IBM Corporation



-

27 1BM Security Systems

Threats
and Activity

Operational

Security

Emerging
Trends

40% increase in breach events for 2012

Sophistication is not always about technology

SQL Injection, DDoS, Phishing activity increased from 2011
Java means to infect as many systems as possible

Software vulnerability disclosures up in 2012
Web application vulnerabilities surge upward
XSS vulnerabilities highest ever seen at 53%
Content Management Systems plug-ins provide soft target

Social Media leveraged for enhanced spear-phishing
techniques and intelligence gathering

Mobile Security should be more secure than traditional user
computing devices by 2014

© 2013 IBM Corporation
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2011: “The year of the targeted attack”

2011 Sampling of Security Incidents by Attack Type, Time and Impact

Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Attack Type
SQL Injection

URL Tampering

Spear Phishing

SecurelD

IT
Security

IT
Security

Size of circle estimates relative impact of
breach in terms of cost to business
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Enter- Defense .
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National Gaming Heavy
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Internet
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Police Financial Government | Consulting
Defense . Market
Gaming
Consumer ‘ I"te':"et Central
Electronics Services
Central

Government ‘
Defense . .

Central Central

Government

National .

: Consumer
Government Government Police Electronics
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Source: IBM X-Force® Research 2011 Trend and Risk Report

© 2013 IBM Corporation




2. IBM Security Systems

2012: The explosion of breaches continues!

2012 Sampling of Security Incidents by Attack Type, Time and Impact

Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Attack Type
SQL Injection

Jan Feb Mar April May June July Aug Sep Oct Nov Dec

Size of circle estimates relative Impact of
incident in terms of cost to business

°00000 Source: IBM X-Force® Research 2012 Tr%nd and Risk Report
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Attacker types and motivations have not changed

Motivations:

Cyber Crime

Vandalism

e Existing exploit and malware kits
* Botnet builders

* Spam and DoS

daldde
8638603

Motivations:
Cyber Espionage
e Cyberwar

Off-the-Shelf
tools and
techniques

Sophisticated

Broad

Majority of the security incidents disclosed
in 2012 were carried out by attackers going
after a broad target base while using off-
the-shelf tools and techniques (top left)

SQL injection and
DDoS continue to
tried-and-true

methods of attack

Motivations:
Cyber Crime
Hactivism

* Financially motivated targeted hacks
e DDoS attacks i |

Motivations:

Cyber Crime

Cyber Espionage

* Advanced Persistent Threat

¢ QOrganized, state sponsored teams

e Discovering new zero-day vulnerabilities

Targeted

Attackers are opportunistic, not
all APTs and state-sponsored
use exotic malware and zero-day
vulnerabilities...

be

© 2013 IBM Corporation
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Operational sophistication, not always technology sophistication

profile organizations
using public data / social media

organized and @
well funded
A

operational
sophistication

coordinated attacks
distract big, strike precisely

leverage tried and true
techniques like SQLi, DDoS & XSS

@
L)

target key
POI’s via spear phishing

()
(je7)
()

“watering hole”
target groups on
trusted sites

© 2013 IBM Corporation
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Tried and true techniques - SQL and Command Injection attacks

MSS Injection Attacks as a Percentage of Malicious Code Alerts
month to month 2012

In SQL injection-
based traffic
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Alerts came from
all industry
sectors, with a

bias toward
b an k| n g an d —— Total Escalated Alets _ —— Trend Line (Injection Attacks)
finance targets
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Tried and true techniques - Distributed Denial of Service (DDoS)

H ig h p rOfi | e D DOS MSS Security Incidents - Denial of Service
attaCkS marked by a month to month 2012
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Implementation of
botnets on

DD
- - Jan Feb Mar  Apr May Jun Jul Aug Sep Oct MNov Dec
In high
b a n d W| d th d ata —— Total Escalated Alerts — Trend Line (MSS Do$ Incidents)
Ce nte rS Source: IBM X-Force® Research and Development
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Tried and true techniques - Spear-phishing against social networks

Spam Volume versus Scam/Phishing Volume
2008 to 2012

2009 2010 2011

—4— Spam Volume —#— Scam/Phishing Volume

Figure 23: Spam Volume versus Scam/Phishing Volume — 2008 to 2012

Overall spam volume
continues to decline, but

11

Scam/Phishing Targets by Industry
2009 to 2012

Q3 Q4 a1 Q2
2009 2010 2011

—&—Auctions —#—Credit Cards

Financial Institutions Governmental Organizations
—*—Payment / Shops / Confirmations / Invoices —+—Scanners / Fax
——Seccial Networks Parcel Services

Nonprofit Organizations

Figure 24: Scam/Phishing Targets by Industry — 2009 to 2012

Scammers rotate the
“carousel” of their targets

in 2012

© 2013 IBM Corporation



vy
N #

!I)”

Threats

Il

7 IBM Security Systems

THTH

Ih

|!,[]!

il

Botnet Command & Control Server resiliency

Drop of Spam Volume after Botnet Take Downs
2008 to 2012

When botnet

command and

control servers are g

taken down, other

readily available ; I
networks can be % -

November 2008: March 2011: July 2012: September 2012:

p ut i nto aCtiO n McColo Take Down Rustock Take Down Grum Take Down Festi Take Down

Source: IBM X-Force® Research and Development
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. Java is cross-platform

Exploits written for Java
vulnerabilities are very
reliable and do not need
to circumvent mitigations
in modern OSes

. The Java plugin runs

without a sandbox —
making it easier to install
persistent malware on
the system

Days since last known Java 0-day exploit

Previous high score: 3

General info Latest 0-day(s) info
Java-related CVESs: Is it still a threat? istherejavaOday.com
web nvd nist.gov aka "is the latest patch useless yet?"
Mo glove, no love: 2013-03-07: pwn20own contest.
How to be safe? #1 (CVE-2013-0401)
navigator.javaEnsbled{) == true 2013-03-06: pwnZ2own contest.

#1 (CVE-2013-1488)
Latest patch: #2 (CVE-2013-1491)
CVE-2013-1493 #3 (CVE-2013-0402)

Achievements

Finger bi.nary is not enough: reach 31 days

Deep Thought: reach 42 days

D3al wi17H 17: reach 1337 hours
java.lang.ArraylndexOutOfBoundsException: reach 3 digits

Trial licence expired: reach 180 days
The Reaper's Toll: reach 1 year without getting attention

© 2013 IBM Corporation
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As a result, exploit authors and toolkits favor Java

CTATHCTHEA
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Web browser

exploit kits - aka

“exploit packs” - are built
for one particular purpose:
to install malware on end-
user systems

14

TNOHTHI 3ATPYZKH Got

10 320/ G JavaX 584 45,20 I
. 0 4 36,75 EE—
11506 xocTu 1187 zarpyzn @ NPOEWE
G POF > 108 510 @
W JavaDES > 29 244 @
MDAC
11.55% ¢ s 5@
2760 xocTu 300 zareyvzim NPOEME
Tl (OCT 3ArPy3l o
ES United States 1119 15 @
XATbit  XOCTBI  3ATPY3KM O Tz 51 @
13285 10.32 @ o India =@
4 3 1 0.00 =L =L
-1 Mexico 37 3 0 0.00
xn XOCTBI  3ATPYZKM Oo t 1 Argentna 31 12 2 16.67 @
273 2148 435 22,53 @m. i Bulgaria
104 71 @ == Indonesia 1 -
5033 4847 5% @ [ Romania %
60 283 75 @ @ Pakistan 2 .
232 51 @ 3 Philippines ™
1287 0@ =] Israel 2 14 2 1429 @

In 2012 we observed an
upsurge in web browser exploit
Kit development and activity
-the primary target of which are
Java vulnerabilities

© 2013 IBM Corporation
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Within 2-3 months, 3-4 exploit kits will have a Java exploit integrated

15

CVE-2012
-0507

CVE-2012
-1723

Feb 2012
Vulnerability Patched

Feb 2012
Vulngrability Details
Published

Feb 2012 Mar 2012

Feb 2012 Mar 2012

Feb 2012 Mar 2012

Mar 2012
Blackhole

-

Apr2012
Phoenix

Apr 2012

Apr 2012

Apr 2012

May 2012
RedKit
May 2012 Jun 2012 Jul 2012 Aug 2012 Sep 2012
Jun 2012 Sep 2012
Vulnerability Jul 2012 Neosploit,
Patched Blackhole Nuclear
] [
Jun 2012
Vulnerability Details Aug 2012
Rublished Kein
May 2012 Jun 2012 Jul2012 Aug 2012 Sep 2012
Aug 2012
Vulnerability Patched
-
Aug 2012
Blackhole
- ==
Aug 2012 e
Zero-day Reports
’7_’*——7—7_
May 2012 Jun 2012 Jul 2012 Aug 2012 Sep 2012

QOct 2012

Oct 2012
Cool

®

QOct 2012

Aug 2012
Sakura, RedKit,
Sweet Orange

Sep 2012
Neosploit

Sep 2012
CrimeBoss

N

R

Oct 2012

Nov 2012

Nov 2012

Oct 2012
Cool

_——e

Nov 2012

Dec 2012

Dec 2012

Dec 2012
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Software vulnerabilities - disclosures up in 2012

Vulnerability Disclosures Growth by Year
1996 to 2012

publicly

over 14% from

disclosed
vulnerabilities
An increase of
2011 g S

ol
—
[=1
ot}

Source: IBM X-Force® Research and Development
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Public exploit disclosures — not as many “true exploits”

True Exploit Disclosures
2006 to 2012

Continued
downward trend
In percentage
of public exploit
disclosures to

vulnerabilities

True

Exploits

el 720, 16.3% 13.4% 15.7% 14.9% 10.5% 10.6%
of Total

498 1067 1033 1061 1297 826 864

Slightly up in
actual numbers
compared to
2011

17 © 2013 IBM Corporation
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Web application vulnerabilities surge upward

18

Increase in
web application
vulnerabilities

Cross-site scripting
represented

Total Vulnerabilities versus Web Application Vulnerabilities
2006 to 2012

2007 2008

- Total Vulnerabilities

2009 2010 2011

Web App Vulnerabilities

Source: IBM X-Force® Research and Development

© 2013 IBM Corporation
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Content Management Systems plug-ins provide soft target

CMS Core Vulnerabilities CMS Plug-in Vulnerabilities
2012 2012

Patched: Patched:
71 percent 29 percent 51 percent 49 percent

Attackers know that CMS Compared to smaller
vendors more readily organizations and
address and patch their iIndividuals producing the
exposures add-ons and plug-ins

19 © 2013 IBM Corporation
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Social Media and Intelligence Gathering

Internet Penetration of Social Networks
December 2012

of all websites
connected to
social media

Enhanced %
spear-phishing ”
seemingly "

Top 10 Tap 100 Tap 1 000 Top 10, 000 Top 100 000 Tcp 1 000 000 AII

originating from
tru Sted fri e n d S Source: IBM X-Force® Research and Development
and co-workers

20 © 2013 IBM Corporation
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Mobile devices should be more secure in 2014

based on technical controls occurring with security
professionals and software development

- Separation of Personas & Roles
- Ability to Remotely Wipe Data

{ - Biocontextual Authentication
- Secure Mobile App Development

- Mobile Enterprise App Platform
(MEAP)

© 2013 IBM Corporation
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Not a technical problem, but a business challenge

* Many of the recent breaches could have been prevented
* Significant effort is required to inventory, identify, and close every vulnerability
* Financial & operational resistance is always encountered, so how much of an

investment is enough?

IF IBM X-FORCE® WAS RUNNING THE IT DEPARTMENT

Many readers have asked, if IBM X-Force were running the IT department and saw what happened this year,
what would you do? Well, here are ten actions beyond the basics that X-Force would do if we ran the IT department.

and Internal Security Audits

/0
\%.&Perform Regular Third Party External

2. Control Your Endpoints

3. Segment Sensitive Systems
and Information

4. Protect Your Network

)

5. Audit Your Web Applications

22

10. Have a Solid Incident
L Response Plan

O
-
9. Examine the Policies of @
Business Partners il

——

o N
8. Integrate Security into -

L Every Project Plan —
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6. Train End Users About Phishing
L and Spear Phishing

© 2013 IBM Corporation
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Get Engaged with IBM X-Force Research and Development
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Follow us at @ibmsecurity Download X-Force Subscribe to X-Force alerts at
and @ibmxforce security trend & risk or
reports Frequency X at
http://www-

935.ibm.com/services/us/iss/xforce

Attend in-person events Join the Institute for Subscribe to the security
http:/fwww.ibm.com/events/calendar/ Advanced Security channel for latest security
www.instituteforadvancedsecurity.com videos

www.youtube.com/ibmsecuritysolutions

23 © 2013 IBM Corporation
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